Panasonic

= w F T INT
WEBUJ7PLIA 2% PN290496




AWEB YT 7L VR UTFOEEZRNRELTEDET,

o e TJ7—LDIPIN\=Y3ay

MGA-MLATWPOE++ PN290496 1.0.1.00 BA L

BHEDORIOHEEL, BRIFREZ &L,




BX

1 L DI et ans 9
2 R T I et —————— 10
2 T N A R B R o 10
2. R T N B R e oo 11
2.3 B B R R o e 12
2 A TR—= N O T A T U O 13
2. TR N B e oo 13
2.4 TR N R 16
2.4 3 TR GBI oo 17
244 R—hF— I~a‘<3/I A Y 18
2.4.5 Error DS B e ..t 19
28,6 T B TN T L n o 20
2. PO B oo 21
2.5.1 POE T O N IUBRRE oot 21
2.5, 2 POE TR N BB oo 22
2.53P0FE AT T 1= =B U R R e 23
2.5.4P0FE AT Y a—FHNMY R N ERRE oo 24
2.5, 5 POE R T DR oo 25
2.5.6 POE RT T 2= biR— B U R R oo 26
2.5.7 POE A —F U7 =k LLDP B RER R oot 27
2.58PoE A—bhUT—bF Ping BEARERTE ..o 28
259PoEA—-KUT— I~I~77—r Y R R e o 29
2.5. 10 POE R T d = DR oo 29
2511 POE RT T 2= )UiR— B U R R oo 30
2.5 12 POE A =R U7 = LLDP B RaR R oot 32
2513 POE A —bYUT—=h PiIngEERREETE ... 33
2514 PoEA—KUT— H~77—r Y B 34
2.5 15 POE A =R U T =5 SMTP BRI . oo, 35
2516 POEA =R UT =R AU =TT —=AERTE oo 36
2.0 U AT NI 37
2.0.1 T AT IO ERRE oo 37
2.6.2 VAT 07 DiSCrMINAtOr BZRE ...oeee e et 40
2.6.3 VAT IO T = I BT o oo 41
2.0.4 T AT INOID 43
2.6.5 Y AT NP Y T O L 44
2.6.6 Y AT IFBEETI T oo 45

2.7 B & SNTP (Simple Network Time Protocol) ... 46
2.7 R B T oo 46
2.7 2 A N = e oo 47

2.7 .3 SN T P B .. i 49

2 S B B T .o 50
B R R X U N et e e e e e ———e ———ar——————e—————————————————— 51
3.1 OV Y RO R N Y R e 51
3 2 = P I N B oo 52
B3 3 A= P I Nt 54
B3 A O A TaT oo 55
3.5 SNMP (Simple Network Management Protocol) ............cccccccoiiiiiiiiiiiiiiic 57




3.5 1 SNMP T O—IVIUEETE ..o 57
352SNMPUYIFIVIRITYTERE oo, 59
353SNMP EZ =T =T ILEERE ..o, 60
354SNMP IS 2T AT —TIVERTE .oooiioiiiieee e, 61
3.5.5SNMP ZIV—=T"T=TIUERRE ... oo 63

356 SNMP IYI Y IDO=FILERTE .oooviioieiieeeeee e, 65
3.5 7 SNMP I—=HT =T IUERTE ..o 66
3.5.8 SNMP IRA BT =T IUERTE ..o 68

3.6 RMON (WE—FEZTUUT) e 70
3.6.T RMON T O=/VIVERTE ..o 70
3.6.2 RMON BEETERTE ..oooiee i, 71
3.6.3RMON EZRBRUBETE ..o 72
3.6.4 RMON PT—LERTE ..o 74
3.6.5 RMON A AR BEERE oottt 75

3.7 TeINEE/WVED oo 77
B3B8 YT IUTA LT TR 78
3.9 DHCP = BRI oo 79
3.10 DNS (Domain Name SYSTEM) ... 80
3.10.T DNS T O—/VILERTE oo, 80
3.10.2 DNS R—= B — I B e 81
3103 DNS TRRA B ERTE ..o 82
BT TP AIVT AT LN oo 83
312 SIMTP BRI ..o 85
BB NLB FDB BERE ...ovveeeeiee e 87
B4 P BEEERTE .. oo 88
34T IPEEEBETOBRTILERTE ..o 88

4 PPS (Power t0 Progress SDN) ....coooeeeeeiiiiiiiiiiieiinieeeeeeeeeeeeeennsnnsnnnnannes 89
4.1 PPS R T = RBRTE oo 89
4.2 PPS TBAIBRIE ..ooeeee e, 91
4 3 PP S TR N B i 92
LA PPS TJRTVIUERTE oo 93
4.5 PPS R I B R oo 94
R I - - 95
S5.1FDB (TAT—FT A UTT=INR=R) i 95
S.TT AT T A YT DB oo 95
S5AMNTAZFFPRAMRITAYTEDB i, 95

511 2NIWFFPARRIT A YT EDB i 97

512 MACP RURT =T IVERTE ..o 98
S513MACT RURT =TI e 101

5. TAMACTRD ... 102

5.2 VLAN (Virtual Local Area NetwoOrk) ..........ooeeiiiiiiiiiiiiiiiiiieeeeeeeee 104
5.2.1 802.TQ VLAN L. 104
5.2.2.802.1v ZO R TILVLAN e 106
5221 7ORDVLAN ZOT PAID o 106
5222 70ORJVVIANZOTPAIA VI TI—R i 108

5.2, 3 GV R 109
5.2.3. 1 GVRP T O—IVIU e 109
5.2.3.2 GVRP R = B L 110
5.2.3.3 GVRP Z RIVFAZVLAN oo 111
5.2.3.4 GVRPELIEVLAN L. 112
5.2.3.5 GVRPIRETT =T IU oo 113




=

2 BB VLANTR =B e
SBEB VLAN QUL oo,
ABBVLANEE ..o,
.5 E’EVLAN LLDP-MED B .......c.ooiiiiiiiiieccie e

5.
5.3 STP
ST P T O I B R .o
2 ST P TR = N B oo
BMST OV T AU =38 e
A ST P A R S R
SMSTPIR= A Y T X = 3 e
R T
=R « BT D E R e
2 = A N U =00
P ) T e O
L2 Z'OR TID R S RID e
L2 NI F 5 R N
D 7. T GMP R R = T e
TIGMP R R = T 8RB oo
2IGMP AR —=E VT T I0—= 88T oo
BIGMP AX—=E VT T AIVIERETE oo
AIGMP AX—EVIVRIVFFFANV—FER ..o
SIGMP R X — B D a8 oo
D A R T
1
2
3
4

5.
5.
5.
5.
5.
)

54 I)b—

5.
5.
55U
5.6
5.7

5.7.
MLD AR —=EUTERTE oo,
MLD AR —EVTTIV=TEETE ..ooooioeeoieeeeeeeeeeeee e
MLD AX—=EVT T AIVIEETE oo,
MLD AX—EVINIVFF+ARNID—FBEIR ..o,

5MLD AX—=EVTHRETERTE ..o

WFFHLARTAIIYVTE=R i,

(Link Layer Discovery Protocol) ........coviiiiiiiii e

LLDP T O /VIUERETE ..oeiiviiiiieiiie ettt

LLDP 7R = B ERRE oo,

LLDP ¥RIAVEPRURUZBR i

LLDP BEEZ TLV BERE .ooiiiiieiiie ettt

L

L

L

L

7.1.
7.1.
7.1.
7.1
7.1.
ML
7.2.
7.2.
7.2.
7.2.
7.2.
)

LDP DOT TLV BERE ..ovveeeeee oo,
LDP DOT3 TLV BRERE ..ovvveeieeeeeee e,
LDP-MED TR—= N EETE ..o
LDPHEETEER ..o
LLDP O—AJUiR—BFBER ...
O LLDP RAN=FR—=FIBIR ..o
DLD (Unidirectional Link Detection) .........cccvviiiiiiiiiiiiiiceeeee e,
RRP (Ring Redundant Protocol) ........ccccoeiiiiiiiiiiiiiii e

1
5.
5.
5.
5.
5.
2
5.
5.
5.
5.
5.
3
P
J
2
3
4
.5
.6
v
.8
9
J

6.1 ARP (Address Resolution Protocol) ...,
6.1. 1 ARP T—=I VT .o




6.1.2 AT 1 YT ARP oo 193

6.1.3 ARP T 194
0.2 GratUItoUS AR o 195
0.3 1PV R I L 197
.4 A T T L R 198
B.4. 1 IPVA A 8 T L R e 198
0.4, 2 [PV A T T L R e 202
B. 5 IPVA T T a U N 207
B.6 IPVA I N T Il e 208
0.7 IPVO T 7 a U N I N 209
B.8 IPVB U T = Il L 210
B.9IPVE F TR TIV T L T A U T R e 212
69.0 1 IPVNIVFFF+¥ARNT AT =T A VTF YT i 213

6.9.0.2 IPV6 NILFF+ANIV—FT 1T TAT—F 1T
B Y Y a T =l 214
7 QoS (Quality Of SEIVICe) .....ooviiieiieiee e 215
T B R B T o 215
T AN TR= T T HIUE COS oo e 215
T2 IR—= N R T a =D T 216
703 A T R oo 218
704 CoS BRIEF AN Y D 219
7.1 TR = NI B oo 220
7.0.6 F A= R 222
7 B R e o 224
721 DS CP B N Y 224
722 IR—MEBREBS LU Mutation /N1 T 1 0 225
7.2.3 DSCP COS N D 226
724 COS 3TN Y B T 227
7.2, 5 DSCP 3TN W B T 228
7. 2.6 T T AN Y 229
7. 2. 7 RO TR  H m 231
7.2 8 TR N 236
7.2 O TR S N T A D 243
8 ACL (AcCeSS CONTIOl LiST) .eeeeeeeeeeeeee e 244
8.1 ACL BT 1 B R 244
BT T M A C A CL o 246
BT 2 PV 249
Bl 3 PV e 254
8.2 ACL P R R N e 259
8.2 T B P ACL oo 261
8.2 2 AR 1P A C L oo 263
8.2 B B [PV ACL oo 268
8.2 A ARTR IPVD ACL oo 271
8.2 5 AER MAC ACL oo 276
8.2.6 Extended EXpert ACL ......oooiiiiie e 279
83 ACL AV T I — AR IR U= e 285
8.4 ACL VLAN P2 RN Y T e e 287
8. ACL VAN T A b8 e e 290
O B L U T e e ——— 291
O TR = N A U T 291




9NN AR—bEFIUTATO-IVUEERE oo 291
912 R—hEFIUTAR—=BEE ..o 293

913 M—brEFIUTAPRURAIVEY e 295
0.2 B0 2. T X e e 296
9.2.1 802 1X T O—/VIUERTE ...ooioiiiieieeeeee e 296
9.2.2 802.1X BRAIFREE MAC BETE .....veieviieiiie e 298
9.2.3 802.1X R&RaE MAC Eﬁi ......................................................................... 299
9.2.4 802 1K RN — N BT .. e, 300
9.2 5 EAP IR =B Y T A e 305
9.2.6 802 N1X BREEMETBER .....vveeeee e, 306
9.2.7 802 NX BTUAYRTO=IVIVERTE oo, 307
9.2.8 802 N1X BT UAYRR—=REE ..o 308
9.2.9802 X BT UAY MRETBIR ... 309

9.3 AAA (Authentication, Authorization, and Accounting) ..........ccccccoovviiiiiinennns, 310
9.3.1 AAA 9“I:I—/\‘)I/EﬁfE ................................................................................ 310
9.3.2 AAA BREEERTE ...vveeeeeieeeee e, 311
9.3.3 AAA BREE L — B ERIE .o 314
9.3.4 AAA FBEE MAC BETE ..., 316
93577')’]_ /EJDIL.\DIEDEE ......................................................................... 317
936 PTUT—YaVPHAIUTAVTETE (oo 318
9.3.7 BRRE EXEC DEETE ..o, 320
938 PAHATUT A UTEETE oo 322
0.4 BBEIE ..o 325
941 AT AT I YT VLANEERE ..o, 325
9.4.2 FBERRRET — T Ib 326
9432 AT YTTAEDEETE . .ooeeee e, 327

9.5 RADIUS (Remote Authentication Dial-In User Service) ............ccccccevviiieeien... 328
9.5.1 RADIUS ' O—/VIUERTE ..., 328
9.5.2 RADIUS =/ EERE ..o, 330
9.5.3 RADIUS ZIb—=TH—INERTE ..ot 331
9.5.4 RADIUS BBt ..o, 333

9.6 TACACS+ (Terminal Access Controller Access-Control System Plus) ................ 334
9.6.1 TACACS+ T O —/VILERTE ..o, 334
9.6.2 TACACSH B —/NEETE ..o, 335
9.6.3 TACACSH ZIb—"H—INERIE .. oo, 336
9.6.4 TACACSH BT e 338

9.7 SAVI (Source Address Validation Improvements) ............cccoooiiiiiiiiiiiieeee, 339
O, T PV 339
9.7. 1.1 DHCPVA AR =T e 339

9.7.1. 1.1 DHCP AX—=EV T O—INIUERTE .oovvoeeeeeeeeee e, 339

9.7 11.2DHCP AX—EVIR—=REEE ..o 340
9.7.11.3DHCP AX—EVT VLANEETE ..ot 341

9.7 11 ADHCP AX—E VT T =T R=Z i, 342
9.7.115DHCP AX—EVYIONA YT« VTIVRY 344
971289 4F YT ARPIRE ..o 345

9.7 121 ARP PIUBRRAURD e, 345

9.7 122 ARPHREEERTE .oooii e 347

9.7 123 ARPRER—PNERTE .. oo 349

9.7.1.2.4 ARPBREMREIEIR ... 350

9.7 125 ARPREDOD ..o 351
9.7 13 IP Y= RA =R e 352
97131 IPY—RA—=RR=BFEEE ..o 352

9713 2IPY—RA=RINA YT AT e 353




97133 IPY=RA=FHWIVEY i, 355

9.8 DHCP H—/NT' OT TR e 356
9.8 1 DHCP B —N\T'OFT T T O—IVIVERTE oo, 356
9.82DHCP H—NTOTTRR=FEEE .o, 357

0.9 BPDU 0 R 358

QM0 NEtBIOS T A IV U T e 360

&I I I G £ U 361

O 2 VD BB ..o 363
9121 WD BBEERETE ... 363
9.12.2 Web X— /II‘/?/‘JO)'"‘* .................................................................. 365
9.12.3 —HEDHCP B —/NEHRE ..o, 367

O B B U TR R N e, 368

QM4 RS TAVTEIT AT =Y IUERRTE e 369

I I e A B L I e O 370

9.16 SSH (Secure Shell) ... 373
9.16.1 SSH I O—=/VILERTE .o, 373
0.1, 2 TR A N T e 374
9.16.3SSHY—INTRT I IY e 375
0.16.4 SSH =1 8 . 376

9.17 SSL (Secure SOCKES LAYEr) ......ooiiiiiiiiii e 377
9171 SSLTO—IVIVEETE ..o, 377
917 2BBSIEPKI FSRABRRA VD e 378
9.17. 3 SSL B —E R Y & — 379

10 OAM (Operations, Administration & Management) ................... 381

100 T = IUBBI e 381

10.2 DDM (Digital Diagnostic MONItOriNg) .......cccoeoiiiiiiiiiiiiieiiie e, 383
10.2. 1 DDM BERE ..o 383
10.2.2 DDMIBERBMEERTE ... 385
10.2.3 DDM %EE@TIEEQI’E ................................................................................. 386
10.2.4 DDM /NA P AEMBIMBEERTE ..., 387
10.2.5 DDM BRIV T —BHMBEERTE ..., 388
10.2.6 DDM BEH/INT —BHMBEERTE ... 389
10.2.7 DDMARBET —TIb Lo 390

I S L 391

T R 391
T AR = N 391

T 2 BT 392
11 2. T TR N e, 392
MNM22AVF T I =RATUE e 394
10,23 FI T U e 396

103 T T B oo, 398

TU TN R e 401

L2 O I Sl 402
12 BT e, 402
12.2 EEE (Energy Efficient Ethernet) ..., 403

LTy 1 A S 404

L3 R E oo 404
1311 O T AT RIE o, 404

13,2 0 D e 405




1321 TP— LT P Py IO LU— R &INY T P 405

1321 1HTTIP Y=\ T 7—LDT PPy TU—R o, 405

1321 2TFIPY—I\DS T 7—LO T PPy I TU—R o, 406
13.2.13RCPH—I\DBTP—LITT PP TU—=R . 407

132 1.4HTTP Y —INN T P — IO T PINY T Py 408

13215 TFTP Y—INAN T P — IO T P INY T Py D 409

13.2. 1.6 RCP Y —INAN T P — LT P INY T P D 410

13.2.2 AV 740U —o a3V BIB&INY T P Y D 411
1322 VHTTP Y=\ AV 7«0 —3avVEIE 411

13222 TFTPY—I\Do OV T« UL =3 VEIB ., 412
13223RCPH =IOV T4 0 U —a v EI8 413
13224HTTPY—INANOY T« 0L —av&INY T Py 414
13225 TFTP Y —IN\AOY T4 0L =23 v&EINv T Py 415
13226 RCPH—INADY T4 UL—2aV&EINY I Py T 416

13,2, 3 O I T P 417
13.2.3.1 0% HTTP Y=/ XA Y T P Y e, 417

13.2.3. 2 00 % TETP Y — I NAIN Y T Py 418
13.2.3.3 070% RCP H— /XA Y T P Y e 419

13,24 PING oo 420
13,25 B =R 423
13, 2.0 U2 D 425
13.2.7 VAT BB 426
13 3 B EE oo 427
134 T3 P T N e 428
(RS B Gl N W Ry e — 429
T B0 2. K e 429
T 2 A A A 430
T 3 AR P 433
1.4 BB (2 R T Y ) e 434
14,5 BPDU 37 R 436
T D N X R 437
V4.7 aAV T AT U= 3 ) TP T T e 438
T 8 D ADD e 441
T, O DDV e 442
A0 TN T L T e 443
T4, 11 DHCPVO T T 7 N e e 444
1412 T AT ST ARP oo 446
1A D A T T L R 447
T T PO o 448
1415 POE Z = U T N e 449
1416 POE R T D e 450
VAT IP Y =R =R DBREE ... 451
T 8 LA C P oo 452
TA. T LLD P-MED oo, 453
1A, 20 = R oo 456
1421 MAC AR =R P T ROV DO e 457
14,22 MSTP TN D R B e 458
14, 23 TR = N I U T A e 460
T, 24 RADDIUS o 461
T, 2D RR P o 462
T, 26 SNV o 463
. 2T S R T N 464




T4.28 TeINET e 465

TA29 MR oo 466
1430 BTy D8I 467
TA.3T UDLD o 468
14.32 B VLAN oo, 469
14.33 PPS (Power to Progress SDN) ....ooueiiiiiiiiiiiice e, 470
TA.BA MV AC e e 472
14,35 WD o 473
158 - D AT AR T YT B e 474
151 BPDU 0 R e 474
15.2 DM o 475
153 DHCP H—INT' OT TR e 476
15.4 Gratuitous ARP ..o 477
1 D T T 478
15.6 LLDP-MED oot 479
157 0= ..o 480
158 MACAR=RPIEAOAVEO=ID e 481
15.9 MACTBRD ..o, 482
1 0 IS T P e e 483
15T AR N B A U T e 484
1.1 2 TR N e 485
1D T 3 PO o 486
15.14 POE =R U = B e 487
15,15 RMON o e 488
1516 SNIMP BBEIE .. .. 489
1D 17 S R T I e 490
1D T R oo, 491
15109 BT W OB 492




1 [EUHIC

EUSHIC

REEF WEB THREZIDIEHNTRETT,

e WEB REZFERHTDIBES. AEB(CERIC CLI OAVY RTUTOQNEREA
INETY,
®IP 7 RLRERE, (192.168.0.101 [FHITT, )
MGA-ML#configure terminal
MGA-ML(config)#interface vlan 1
MGA-ML(config-if)#ip address 192.168.0.101 255.255.255.0
@ http Y —/\#aeZBM1L,
MGA-ML(config)#ip http server

e WEB7SUHICOTHRELLIP PRLRZANL, I—H¥& NRAT—F%
ANTDE REBCOTA VY TEEXT, I—H& NAT-FDTT=xILk
(& Imanager] T9,

MGA-MLATWPoE++

1-1E maneger |

AT asssREE |

i B |

ogqy | [ ues |

e RUTFPLYRATEARALTVWIREEESHE, REOHEERRDGZENHD
9,

o —HOE@EEAYIT7ZLUVYATHIAL TLWEBA, EBROBEORRICREL,
CHERLIEETL,




2 VATLA
2.1 FINA RIESR

ZOY 1Y RYERANT, BRI v FEHRE ERARERTLES, COY1
YRYE, 21 v FO Web Ul lCO7 41 YT 3 EBIICRRENET,
[MGA-MLATWPOE++] U¥7 (FL—LAR) £7UvILT, UFOY 1Y
RoERRLET,

Fii A

LW L

i uas AL ETWIE MACFHiA D3-B3-A043.00-14
o pBraE HARE PIG0A08 P [Tl B
Cr=Tet T2 AW LE TAS 285294 285.0
v L A — b F—brad aoan
L ot AT LW AT LN P00 2238 42
AL PR Lt Dl W 0 043 s e OBLOI00ST
U TR LRIt ool A1 0101 R
W haad Lo e T L e i
LR R LT
TGO -
LT N =ik
o .
. = 100z0-70
n .

Tl B 0 9 e S

s + - w0 50

i = .
P e o . oy
i 39 5 s A

B 2-1 71\1 RiEHH




2 VATLA
2.2 VAT LEREE

DU+ YROZEBVT, YATLABRDBEZITL.. REBEZRRLET,

[YAFL]> [ YAFLERRE]| 27Uy ILT, UTFOD 1Y ROERRL

ESE
AT LIRE
LAFLE [55 chars |
TRAFLBy—a [55 chars |
sarLumE Pos ohars | [am ]

M 2-2 Y RT LEHRERE

[ VAT LBHEE | 27 Y3 VTl UTFONSA—9IEBETEET,

NSA=5 8=
VATLE ATV FDYRATLBZEANLET, CDBRIZRNT,
XY RT—=TARADRA Y FEHBITEXT,
VATLO—vaYy A1y FOEMOBEFHAZANDLE T,
VATLEEE A1y FOEISEZZANLET, —MIC, X1 v FOHRE
EAVT TV RZEBHT DN BEHDERERD XY,




2 VAT
2.3 EhDHEsEEE

2.3 [EhD#EEEE
COY 1Y ROERNT, BOREOREEFL. BEEEFRLET,

[YAFL]> [ EgsEE ]| 27Uy 7L T UTOY+ Y ROERRLET,

3l

TR

a=oh

Bl

RN (17-81) P e

R (17:51) CA— |

2-3 BEDHEEEE

[ RIREERMERE | €V Y3 VTR UFONSX - ZRETEXT,

NSA=5 =
mEEVY mELYYODID ZERLE T,
L BREEE BESEERTED LREBEZANLET, &EF-100~ 200

E (BE) TF, [F74Ih ]| FIvomRy T84 VL
188, F74IMBCRD ET,
TEREA(E TERERED TREEEANLET, 8HEIE-100 ~ 200
E (BE) TF, [F74Ih ]| FTyoRyI2EFVICL
18, FT4IMBCRD ET,

[ RIVEIUYILT, BEERRLET,




2 VATLA
24 K=V T4 JL—23Y 2.4.1 R—MEEE

241 h— NERE
N1V RIEBWNT, A1 v FNDR—FREETL., REBEERRLET,

[YRAFL]> [R—rIVT«TL—vav]>[K-—rBE]EIUvILT,
HUFOw 1« v RoaERRLET,

—FaE
—
s —k BTHE— AFAF AT *® MDIX FO—a~ka—il
[Fits0i1 [~][Fitmor [~] [RI45 [~][Enabled [~ Aute [v][or [~]]
Duplex AE—K FEASSZREN =
[Aute [ ][ Auto [~]|[7 1008 [] 10008 [] 106 [] 250081 [ S000M P"““’"’
o e e e M-l
Pk ] AFAT L]
A=)
IIIIIIIIIHIIIIIIIIIIIIIIIIIIII“IIIII
Filili3 A=)
IIIIIIIIIHIIIIIIIIIIIIIIIIIIII“IIIII
Tel/Qi5(C)
IIIIIIIIIHIIIIIIIIIIIIIIIIIIII“IIIII
Tel/M&(C)
IIIIIIIIIHIIIIIIIIIIIIIIIIIIII“IIIII
® 2-4 R— MERE

[R—FBE]|EIY3V TR UFONSX—IERETEET,

NSA—5 =
FtaR—b -8 THR—-b | ERITIR—-bZBRLET,
X7 1 PEIR R—bDAT 1 PIATEBIRLET, EIRTDER

[E&]. [RI45]. BLU[SFP] TI, SFP (& Small Form-
factor Pluggable DB T,

AFAPILT R—RDOXF« PI91TH#BRUE T, BIRT BME [RI45]
BLUV[SFP] T,

RRE MEBR— BN EEEMCLET,

13



2 VAT
24 KR—b3VT4JL—23Y 2.4.1 R—ERE

EE

MDIX (Medium Dependent Interface Crossover) O# >’

YavEBRULET, BRI DER>UTOEEDTY,

e [BE]-7—TIORERYI A T EBENICRERILEFT,

o [/—=RIW]-BEOT—TIOBSICERLET., TOF
TvavEBBRIDE. R—bEMDIX E—RICRED, X
fL—bXIW—H—=TIJVTPCLAN PITI[CEMTE X
¥ HDVE 7O0RF—N\T—TILEFERL TN
1y FDR—b (MDI E—R) [CEHTEEXT,

e [7OR]-70RF—NT—=TILOBECERLET,
DATYaVvERBIRIDE, R— K& MDIE—RICRD,
ARU=rT=TIWTRIDZA v FDOHR—bE (MDIX E—
B) [CEHRTEET,

J0-3J>k~0O-)b

70— b0O-)b% [ON] &7l& [OFF] CLET, £Z&E
ICERELR—MTIE802.3x 70—y ~O—JL%EfER
L. B8IOR—FTIE 2 DO5>5EEBIRINHDEER
LEd,

= BETE_ET— REBRUET, BRT5MER [E8] &
[ 7] T,
AE—R R— R RE—ROF Ty avEBRLET, COFTVaY

& BEULEAE—RTOHERITDES, BRULKR—H
[CE{AE—RFEFEHTHEHERELED,
VAY—REHETO>E. _E@BfE. AE—K, YELITPOD
FACRHES DHBEER— N TP RNIA XA TEBLSIC
BrDET, £, BTS2 DOYELA FPETOYRYI —
ERV—TDEBHRELET, COVYRI—EIAL—TD
BRI, 2 2OMEL A PREICY I Ty ~O—ILEEIL
ITBSZTWETT, 9rIv7avit0O—)bid, O—AHl
Y=L E>TYRI—DYEBL A P LICRESINE T,
AL—THBELCIFIN—TI1 T E#BNTVNET, CDE
G, II1IVTRINRI—NoRELET—F AN —LM
BEOLNET, 1 DOEHAENAI—ICHRETDE. BO—A
DEFEALV—TCHRETIMENHDET, TNLSINDER
FETDE, WADIK—KT UV Iy | SRENRKEL
£,




2 YATLA
24 KR—b3VT4JL—23Y 2.4.1 R—ERE

EE

BRI DERUTDESD T,

e [B8]-RKR—bOBE F—rXIYI—yavHkE
LT, AE—=R&LU7O0-vO-ILEZDOUVT
N—bFEXTYI-MLET, T711\NIR—bDBE,
A—-bXIVI—-2avARBL T, J70vI8LUT
O—-3vbO-ILEZOVUYIIN—rFEXTYI—-FL
7,

o [100M] - — k R E'— RAEREIHIC 100Mbps ICBEL
£Y, CDFTTavid, 100Mbps DIEHRERC D AF)
FATEEY,

* [1000M] - K— k 2 E— RZS&HIMIIC 1Gbps [CREL
¥ DA T3 VId. 1Gbps DT 7 A I EHGFHICDHF)
ATE%Fd,

¢ [1000M Y R% ] - K— h RE'— R Z#&HIKIC 1Gbps IC
WMELFT, Floo YVRI—EUTHEEL. EZERED
942V EMBICLET, TOATY3aVId 1Gbps
DIHREFECHOAFIFATEET,

* [1000M ZAL—7 |- R— b RE— R ZE&HIMIC 1Gbps
[CERELFET, Floo AV—TEUTHEEL., E2EERE
NIAIVTZMBICLET, CDFTV3avIE. 1Gbps
DOIHFERCOAFIATEET,

¢ [2500M] - R— b RE— REBHINIC 2.5Gbps I[CBE
LEYT, COFTvav(d, 2.5Gbps DT 7 A I\ E&iEIC
DHFFATEEY,

« [5000M] 7K— b R E— REBHIKIC 5Gbps ICRELE
To TDATYaVId 5Gbps DT 7 A INEFHITDHF]
ATE%Fd,

e [10G] K—hRE— REBHIMIC 10Gbps [CREL X
9o DATVavIE Port5,6. 10Gbps D7 71/ V&
fcoHFBETEET,

7 RIS 1 XHE

[RE—R | % [E81] ICRETDE, INDOMEENA—
XAVI—vavVRBICPRNIIXENET,

=

Mg 2iR— b DBBEHPZANLF T, XFIlE 64 XFE
TTY,

[@F | RovETUyILT, BEERRLET,




2 VATLA
2.4.2 R—NiRRE

242 R—NRKRE
T0U« Y RUEANT, X1 v FOUER— - DIRES L UREEBERRL &
ER

[YAFL]> [R—rIVT1TL—vav]>[R—rRE]ETUYILT,
uF®04 ReoERRLET,

— e

20 —ﬂJI‘E s ‘1’5
MACTFFL-Z AE—K

Firlfov Connected 00-50-40-83-00-15 Auto-Full Auto-1000M  5GBASE-T
-——---———
Frifova Mot-Connected  00-50-20-33-00-17 BGBASE-T
-——---———
TeiOf¥c) MNWot-Connected —00-50-£0-83-00-19 10GBASE-T
-——---———
Teldc) MNot-Connected —00-50-40-63-00-1A 10GBASE-T

-——---———
B 2-5 iR— MRRE




2 VAT LA
2.4.3 K—k GBIC

243 R—k GBIC

DU 1Y RIZANT, Ry FOYPER—MTERSNTOD S Y=\
BET 2EHmERTLE T, GBIC (& Gigabit Interface Converter DB T,
[YAFL]>[R—rAVT1TL—av]>[R—bk GBIC] £7Uv T LT,
UFDY« v RoERRUED,

Fil A4

LEEE]

Te1MvE

B 2-6 R— bk GBIC




2 VATLA
244 RK—hA—bxXOVI—-23Y

2.4.4 mh—kA—rxX3d>I—>3V

CDU1YRIZEBRWVNT, R—bDA—bXOYI—vavTF—TJILELVEHRE
®RLUET,

[YAFL]>[R—rAVT1TL—vav]> [ R—bA—rRTVI-vaV]
£IUwILT, UFOW« Y RoERRLET,

L e
E ol o, el o i e =

Mote: AM: Auto Megofigbon; RS: Remate Signaling; GS: Config Status; CB: Capabiity Bits; CAB: Capability Advertized Bits;
CRE: Capability Received Bits; RFA: Remote Fault Advertised; RFR: Remote Fault Recaved

I T T T N BT A N

Fiifdi1  Enabled Detected Complete  100W_Full,... 100M_Full,.. 10M_Half, ..

Fil/0id Enabled NotDetected Configuring 100M_Full,... 1008 _Full... =

TeliNVS Enabled Mot Detected Configuring 100M_Full,... 1008 _Full, . -
IIIIIIIIII“IIIIIIIIII“IIIIIIIIIIIIII

27 R—bA—hxxI¥I—-v3av




2 VATLA
2.4.5 Error Disable 5&%&E

2.4.5 Error Disable %%

DI+ RIZEWT, Error Disable #48EICREET DEREZITL, KREMEERX
NVED

[YAFL]>[R=bTYT1TL—232]>[Error Disable ZE | &7 U v
IJUT, UFOD 1Y ROERRLET,

Error Disable L/ UL STE

ES—Fdr— ) -

s [ [~]| 464 [Dissbled [ | ree (525400 | I 1] ]
=77t nmm T ew | mmm

Post Security Disabled 300

Storm Control Disabled 300

BPDU Attack Protection Disabled 300

Cynamic ARF Inspection Disabled 300

DHCP Snoaoping Diisablad 300

L2PT Guard Disabled 300

Unidirecfional Link Detection Disabled o]

AR T — AL REO R A L F B ICIELET .
[ e R ] oo vecamm | mummen
2-8 Error Disable &%E

]
&
3
]
&

[Error Disable YH/NWNUEE | E7¥a VTR UTONSA—9ZR/ETEX
9,

NS X—=5 =
ErrDisable [RE& error-disabled REENQFERZBRL £, BRI DB
[£] [R=—bEF2YFT< ] [Ab=LOvbO-IV]
[BPDU 7o v 270773 |
[94F3vT ARPRE |. [DHCP AX—EVT |, BLU
[L2PT #H—K ] TF,
1RRE Error Disable U A/NU#BEEBEMF[FEBICLF T,
i) EBEUEY1-ILARETRET DTS —RENSR— bk
#EIHT 2RE #) #ANLET, #HEE 5~ 86400 T
ED

[BARIVEIUYILT, BENEERBLET,




2 VAT
246 IV UIRNTL—L

246 IEIRIL—L

ZOU4YROZRAWVT, I+ YRTUV—LDEREETL), REBERRLUET,
IrViRTU—Ald 1518 N1 FUALEDRAO—-—FZBHI D1 -y b7
I/_A-c\\g—o

[YRAFL]>[R—bAVT1TL—vav >[I YRIL—L]ETU YT
LT, UFOY 1Y ROERRLET,
B o ———

T LRI =0

B L BAREIL— L3 X (84-9210)

Fitiori [+ EE
I I

Fil/oi1 1518

Fil/iz 1518

Fil/i 1518

Fil/ni 1518

Telii5 1518

Teliv8 1518

29 I+ ViRTL—LA

[ O+ YRTIL—L]EIV3 VT UTFONSA—IERETEET,

NIA—5 8=
FER—b -8 TiR—F |ERIIR—FZBRLUET,

RAZEIL—LYARX | BARBEILV-—LY A XEEANLET, HEIL 64 ~9216
NAKRTY, TT2ILETIRE CDfER 1518 /31~ T,

[BF | RoVETUy LT, BEERBRLET,

20



2 VAT
2.5 POE $/E 2.5.1 PoE 7 O0—/\ILERE

2.5

PoE

| e |

KE

gilg

2.5.1 PoE 2'O0—/\ILERTE

CDT1YRIEBWNT, POE [CEATDEEBEHBDEREZTL), REEZR
~UET,

[ ¥ R7 L] >[PoE &% | >[PoE 7O0—/N\NILERE ] #27 YU v I LT, UTFDD 1
VRUERRUEY,

PoETN-ANEE

POEHISTEE AR NedPot  [v] F772k
SHIPHS L BB (159) [ kg
PoE SHlptS 7 Dssbkd v {5700t
77 EHEE Min E
POES - 1IEE

TrUBEEE High

RAMETREN 200

RROticEn w

SHIMPr-3 7t R 9%

PoEk @ SRR Deny next port connecton, regardless of pririy.

2-10 PoE Z7'O0—/\NIVERTE

[POE 7 O—-NILEE | ET7¥ a3 VTR UTDONSXA—SZR/ETEET,

INSA—=5 8=

SREELE | AEEND Power Budget £BX cBOBRCENHENRTANE
9, TIHHERFIE [NextPort] ([CERESINTLET,

NextPort ERNY v hEBXCERICERSNR—
NOBEEELELET,

Low Priority BRIBAIO—FELR—~DIBEEFILELET,
BEIBMNEUBEEFER— FBESOAREL\R—
b DISEMELEESNE T,

SNMP b5 v 7 | Trap ZXRET DIch DIGEENDRIMENRTREINE T, =
EHESEE | DHSEERE [50%) [CERESNTULET,

POE SNMP ~ |PoE#ENS v I %#HRELEY, THEEEREE EY %l [CERESN
Sy TWET,

T7VAE—R | REEMUHETE(BENE T 7 VOREZBERLE T,

[BA]NIYZTVUYILT, BEZRRUET,

21



2 VAT
2.5.2 PoE R—h&E

2.5.2 PoE R— NE%E
ZOW1 Y RYERNT, K- MEOKBBREETVET.
[ A7 ]>[PoE | > [POE K—FRE ] £V v ILT, UFOD <Y Ro%

KRULET,
P ———

POER-HEE
Rttt - AT
Fitlt [ il g
e BAMIEA (100095000) X
Sl L o o [Jms7ant
POER-F5 -7l
Rttt BT
Fillt E Fitioi ]
I I N N I T
Fitin up - Nt Power - - low Auto () 0 ()
FitioR up - Not Power - - low Auto () 0 ()
Fitio3 up - Not Power - - low Auto ] 0 ]
Fitioi Up = Mot Power = = low Auto ] 0 ]
2-11 PoE R— b E&%E
[POE R—hERE | 7 ¥ 3 VTl UTONS X —9EBETEET,
INTX—5 B=
FRIATR— b - #&TR—bF  |BREITDR—FEZBRLET,
N R— b DIEEEBENICFENCHRELE T, BRI DER

[Enable] (& [Up] &L U [Disable] &kild [Down] T3
TISHERE [Up) CRESNTLET,

BASHEES REEHO LRERELET,
THBHAEE TAuto] ICRESNTNET,

B REOESIENERELET, BRT B [Crit.]. [High] =
BLU [Low] T, TS Mow) [CBESNTUE
R

[BA|RIVEIUYILT, BEERMULET,

22



2 YATLA
2.5.3 PoE A7 Y 1—3R— M URAMEE

2.5.3 PoE A7 1—-3iR—hYURNEEE
Z0D 1Y ROEBNT, PoE AT Y1—5DK— U DOREETL, K-
U OBRERTLET,

[ A7 ]> [PoE ®E ] > [PoE A7 J1—S5K—FURRBE]E7UvIL
T. UFOw+ Y RoERRLET,

POEATY 1= =1/ AFRE

PoER 2= - HIAHRE

-hI 188 () ] S
PoER Y28 HIA Tk

M

f-HitEs

1 1 ik
] -4 i

2-12 POE A7 Y 1 —JbiR— b U X M ERE

[POE A7 T 1—Ibik— R URNRE | €7 Y3V TR UTONSA—SEHRE
TEEY,

INTAX—5 BE
h—hrUXBES POE ATV 1—3DIR—bUR MDA VT v I RABSERTE
L&,
R—hUZX K POE A7V 1—SZBFSEDIR—FERELE T,

&R— FESR>H VYR (ex1,3 1.3 BR—MEE) L
< NA TV (ex1-4 1-4 BRi— MER ) ClEEHEEIES
LET,

[BA|RIVEIUYILT, BEERBMLET,

23



2 YAFL
2.5.4 PoE 7Y 1—SBRUXNEE

2.5.4 PoE A Y a1—SHFYUXANEE

ZDD1YRIZAWNT, PoE A7 Y1—5DOHEMY X DEREZTTL
BSUX bDBERERRLUE T,

[AFTL]>[PoEE ] >[PoE A7 Y 1—SHNVYARNEE] 7Yy IL
T UFOU 1V ROERRLET,

PERTY2- TR AT

BHUZES (1455%)

B4 3chars

]

£ ()

AA (oD}

PERT2- TR 7T

TR

Bttt &S Bifl 24

B

2-13 PoE A5 Y 1—SHU X MRE

[POE BffUANEE ] 7 a v T, UTFONSA—IEBETEET,

K5%—% B=
BRUXNES » POE 27 Y1—SDEFMUR MDA U7y I RBESEREL
£7,
BRUZNE POE 27 Y1 —SNEMUX FDEBIERELET,
£ (2000-2999) BIUX MAEFENZEERELET,
BE (MM/DD) BRUX MEFESNZEEERELET,

[BF | RIVETUyILT, BEERRLET,

24




2 VAT
2.5.5 POE A7V 1—3#®E

2.5.5 POE AT 1—3SE

DU 1Y RIZBEWT, PoE A7 IV 1—3DHFREZETL. AT I 1—-IVERERT
L&,

[YATL]>[PoE]>[POERTV1—-3H/E]| 27Uy ILT UTFDT1VRD
ERNULE T,
e ———————————————

PoERST2- S0~ IRE
POERTY2-57 - A7 -3 Disabled [ {7t
BWER Disabled

POEATT1- BT
259 2= 1479 A (1655%5) |:|
FEPERIITE S Daly 7]

FEHA (HHIM) [~ [0[7]
-7 8% (1-65535) ] Hi-hUAR T
PoEHfE OFF-Port [+

PoERT Y1~ b7~ Tk
T
i | I I

2-14 PoE R Y1 —SHE

[POE A7 Y 1— VBT | £7v 3V TR, UTFD/INSX—9%BETEET,

INTX—5 L
POE R Y 1—)L70O— |PokE R Y 1—507O—-NILEREEBI I TcFERNICHRTE
NWIVRAT—5 X L&,

AT Ia1=IAVTvD
A

POE AT Ia1—5D1 VT vIRBSAERELET,

AV a1—-)LbE

PoE R Y1—ILEMERELFET,

2TV a1—-ILnEF

POE R Y 1— DTS A%EBELET, BIRT ER
[Daily]. [Weekly]. [Monthly] && U [Datelist] TF-

FERX

POE A7V 1—ILARTENDREZHREL T T,

R—bhUX+ES

POE A7V 1 —ILARTENDR—FU XS DESZEHREL
£,

PoE B POE 2 V1—IbDFPIvaviaERRLEDT, BIRT M@
[OFF-Port]. [ON-Port] #& U [OFF/ON-Port] T,
FIE POE 27 ¥V 1—SNRTIEEZZRELET, BIRT BER

[Index] &£ U [Next Execution Time] T3,

[BAE|RIVEIUY I LTESEERRLET,

25



2 VATLA
2.5.6 POE 27 Y 1—ILik— MU XN EEE

2.5.6 PoE ATV 1—ILiIR—hUZRNEERE
ZOY 1Y RUEBUT, PoE ATV 1—SMR—hUR MEEBRERTLET,

[ Y2514 ]> [PoE BE | > [PoE A7 J1—ILik— R URRDBE] 27Uy ILT, I
TOw 1Y RYERRLET,

RERSa- Wt-HI R

Ha fi

® 215 PoE A7 Y1 —SK— kU hOREE

[POE A7 Y1 —3K—rURNRE | €I7Y3 VTR UTFONSA—S%EHRE
L. RRIDR—bZIBELET,

INTX—5 BE

h—hES POE R Y1—-S5BEMEBRIDN—FBESERELET,

[BF ] RIVEIUYILT, BEERKRLET,

26



2 VAT
2.5.7 POE #—hkU7J'— b LLDP E51RE%E

2.5.7 POE #—KkUJ— bk LLDP EEtRESTE
DY+« YRYZBANT, PoE A—MUTJ—k LLDP EEtREEEZTLE T,

[ A7 L] > [PoE 5% | > [PoE #—~ U7 —h LLDP BRBE | 27U v
LT, UFDD <~ ROZRRLET,

POEA =107 ~TLLOP RO E

PoEd -7 -HLLOPERT - fNRE

LLDPEERRA AT (1180) I ez
LLOPZ3 115 (1-0) D bz
PoEt—H7-HLDPERA 4722

Biti-t a7+ 3503

[Fition B [Fitio I [Disabled — [+] 15720
Fil &)
Fitlo2 1)
Fitlo3 i)
Fitllig &

B 2-16 PoE 24— bk U7 — b LLDP BERFE

[POE #—hk U —h LLDP E&fRERE | E7 ¥ a v Tl UTDINS A -9 %EHTE
TEE,

INTA—=F BE
LLDP 1 LFPT (1- POE A —hUTJ—KICERATDA—NUT—K LLDP RS
180) = ALPY R ERRMUTRELET, ( TRHERE 65) s
LLDPIS—U S O# |PoE A—tUT—KCERATDA—NUT—k LLDP B8T
(1-10) = S—BOBRATOHERELET, ( TRHEHRE 3)

hST4 v oDFE (1- | HEBREBO ST« v I TSBELERERELE T, (15
60) = HHAEE 5)

BEIATR— b - & TR— b~ |POE #— R UJ—k LLDP BEERET Hili— NES
AT—85X POE #—hk U7 — K LLDP ERDEWEDEHRELF T,

27



1y

2 VAT
2.5.8 PoE — kU7 — b Ping E51RERTE

Ly

2.5.8 PoE #—kUT—h Ping B{REEE
DU 1Y RIZAWNT, PoE #—hkUZT—h Ping BEREBEZTLE T,

[ AT L ]>[PoE]>[PoE #—hkYUTJ—h Ping BEfREEE | 27 Y v I LT,
LIFO)'?{ FoZRRLET,

PoEd~+U7-+Pingk 0 - sk EE
FingE I (1-86400) weo [774t
FingR (LT 9F (10) £ 7770
FingL5~ 54 (110) P EZZ2S
PoEA~h1I7-+pinglell 3722
R+ BT A+ Ping IP7F -2, Ping IPvG7F -2,
[ it ] o | \ |
S S B
Fition
Fitior
Fill
Fillo4

2-17 PoE #— bk U7 — b ERERTE

[POE #—hF VT —hEERBE | T3 VTR UTONSA—SIZRETEX

ED

INSA—F BE

BELFT, ( TBHERE 60) =

Ping ks PoE #—hkUT—hICfEAT D Ping B OERZHEMT

Ping 91 L7Dk (1- POE #—hUTJ—hICEAT D Ping ERDI A LFP DU b=

30)= B THRELET, (THBHERE 5)

Ping T5—U NSAE# |PoE #— b UT—~CERATS Ping BROI S —HKEEDE

(1-10) = STOKERTELUET, ( THHERE 3) s

BItAIR— b /R THR— b | R— N EE0HEEEBRLET,

Ping IP 7 FLX POE #—hUT—hICERT D Ping @ IP 7P RLRZREL
£9,

Ping IPv6 7 KL/ R POE #—hUZ— R CHERAT S Ping @ IPV6 7 KL X %ERE
LET,

28



1y

2 VAT L
2.5.9 POE #—hkUT =k 5T 1 v JESIRETE

2.5.9 POE A—KNUDJ = ST 1 wIBRETE
DY+« YRYZBANT, PoE A—MUTJ—k LLDP EEtREEEZTLE T,

[YAFTL]>[POE&E > [POE F—hUT—FbS5T 1 v IBEREE] 27
Uu?bt LFOY 1Y FUERTLET,

Ping#-M7-M-37 5B RN - KIEE

}570 B (160) Dw A7t

}5709925- b5 4B (1-10) D f7710t

Pod -7 -H5 ARV T2

Rttt a7H-t g Hié (05368709119

R [GITC B [ Jms
I T T R

Filli
FitlR
Fill3
Fitl4

Eal—]

B 2-18 POE AA—hFUT = ;5T 1 v JEREE

[POE #—+rVUT—=r 3T v DBERBE | €73 VTR UTDINSX—5
ZERETEEI,

INSAX—5 B=
bST71v TR (1-60) 8| b3 7 1 v VERERZWEATRELX T, ( THHERE
5)=

NSTavIIS—BO |71y IIS5—BOBRTORENE
UNSO% (1-10) = LET, ( TBLEHRTE 3)=
BIAR— b /& THR— bk |IR— b BSOHEEEZBIRLE I,

bST 1 v JHIKRME = | BEKRICED PoE IMKEEBHEEZREL T, BRI DER
[None]. [Below] && U [Over] T,

FS T v IHIERE = |(FST71vIDOBEERZSELET,

2.5.10 PoE AT I 1—3EE

CDI 1Y RIOERBUT, PoE R Y1 —SNHREETL. RTYi1—IUBERERT
LEd,

[ YZF1]> [PoE | > [POE AT T¥1—SB/E] £7UvILT, UFOY 1Y RY

29



2 YRAFL
2.5.11 PoE 7Y 1—ILik— U MR

ZRRUET,
_
POERTT2- T~ NRE
POERST2- 5 - b 372 Disabled B2
#Hie Disabled
POERYT1-FRE
2592 - 14790 2 (1655%5) |:|
g U
FLPECIIE: 3 Daily [+
FEW (HHMH)
=t 8% (1-65535) ] bR EET
PoERITE OFF-Port [
POERY T2 W5 Tl
TR0
B 7753 ROBHE

2-19 POE R Y1 —SHE

[POE A7 Y 1— VBT | €73V TR, LTINS X—9%BETEET,

INSA—=5 BE

PoE R ¥a1—)bFJ0O— |PoE AT ¥ a1—Z0TO—-NIVEREEBWF FEICEHE

WIVRAT—8 X LET,

R Ia1=)1VTvT |PoE RTIV1—-SDA VTV IRBSEZHRELET,

A

Y 1—-)b& PoE AT ¥ 1—LbEMERELF T,

Ay a1—-IVHEF POE R7 I 1—ILDT SR %EHRELF T, EIRT DE
[Daily]. [Weekly]. [Monthly] && U [Datelist] T3,

FERZ POE A7 Y1 —ILAAERTENDHEERELE T,

R—hUZNES POE 27 Y 1—ILARTEINDHR— MU DBESEHREL
7,

PoE EfF POE AT TY1—IDFPIYavaERRLET, BRI BMER
[OFF-Port]. [ON-Port] & U [OFF/ON-Port] T3,

=& POE ATV 1—-SDRTIBEZRELE T, BRI DEL
[Index] &£ U [Next Execution Time] T9,

[EF | RIVETU Yy ILTEBERRLET,

2.5.11 PoE A7 I a1—IJLik—hUZXNERTE
TOD4 Y RYEANT, PoE RTI1—5DK—h U EEEHERTLET.

30



2 VAT
2.5.11 POE A7 Y 1 —)biR—hUZAMEEE

[ VA7 4] > [PoE BBE | > [POE AT ¥ 1—ik—hUXRDBRE]E7UvILT, U
O« Y ROERRLET,

ERTY2- A0

" i

2-20 PoE 7Y 1—35iR— kU b DHFE

[POE 27 ¥1—5K—FURNEE | 73 VT UTD/II5X—95HE
L. RRTBR—FEEELET,

NS X—5 BE

R—hBES POE A7 Y1 —-SBHRZBRI DR ESERELE T,

[BA|RIVEIUYILT, BEERMULET,

31




1y

2 VAT L
2.5.12 POE #*—hkUTJ'—h LLDP BEREE

2.5.12 PoE7—

bUZ'—k LLDP E51RE%TE

DU 1Y FUZAWNT, PoE #—KkUTJ'—h LLDP EEREBEZTVLE T,

[ A5 L] > [POE B3 | > [PoE 4 —
RoERRLETD,

LT, UTFDDr YV

NUZ—h LLDP BBRE | £ U v

PoE7T=H)7=F[LOP i

PoEA~HJ7-FLLOPERY 0 AlEE

LLOPERSAK79H (1160) w A5k
LLOPT3 154 (1-1) D A5k
poEt -7 -HLLOPERA 74722
Bik-t a7t 23
[Fition B [Fitn B [Disabled — [+] 17720

Fitiont
Filli2
Filli3
Filli4

B 2-21 PoE 274 — bt YUT— b LLDP &%

[POE #—hkUZ'—~ LLDP E185%

ISR

E|EIvarTR UTONS X -5 %&RE

NS A—F

BE

LLDP 91 L 7%k (1-
180) =

PoE #—hUT—hICERIZF—tUT—b LLDP ERY
TLPD N ZEWBATRELEY, ( THHEERTE 65)

LLDPIS—U rS1O%

(1-10) =

POE #—hUZ— kBT 54—k UZ— LLDP BHT
S—BOBRETORERELET., (THHEEE 3)

ST v IO (1-
60) =

LENHO ST« v I TEEEERERELET, (T
HITEEE 5) =

FRIETR— b « #&TR—k

POE #—hUT—h LLDP ERZHET 2/h— b ES

AT—=Y R

PoE #—hUZT—h LLDP BEROBEEMN ZREL F TS

32



1y

2 VAT
2.5.13 PoE Z—hk U7 — b Ping E51R:EE

Ly

2.5.13 PoE Z—hljj\\—l\ P|ng *E_ru---
COT 1Y FOERNT, PoE F— kU7 —h Ping BREEEZTNET,

[ AT L ]>[PoE]>[PoE #—hkYUTJ—h Ping BEfREEE | 27 Y v I LT,
LIFO)'?{ FoZRRLET,

PoEd~+U7-+Pingk 0 - sk EE
FingE I (1-86400) weo [774t
FingR (LT 9F (10) £ 7770
FingL5~ 54 (110) P EZZ2S
PoEA~h1I7-+pinglell 3722
R+ BT A+ Ping IP7F -2, Ping IPvG7F -2,
[ it ] o | \ |
S S B
Fition
Fitior
Fill
Fillo4

2-22 PoE #— bk U7 — b EERERTE

[POE #—hF VT —hEERBE | T3 VTR UTONSA—SIZRETEX

ED

INSA—F BE

BELFT, ( TBHERE 60) =

Ping ks PoE #—hkUT—hICfEAT D Ping B OERZHEMT

Ping 91 L7Dk (1- POE #—hUTJ—hICEAT D Ping ERDI A LFP DU b=

30)= B THRELET, (THBHERE 5)

Ping T5—U NSAE# |PoE #— b UT—~CERATS Ping BROI S —HKEEDE

(1-10) = STOKERTELUET, ( THHERE 3) s

BItAIR— b /R THR— b | R— N EE0HEEEBRLET,

Ping IP 7 FLX POE #—hUT—hICERT D Ping @ IP 7P RLRZREL
£9,

Ping IPv6 7 KL/ R POE #—hUZ— R CHERAT S Ping @ IPV6 7 KL X %ERE
LET,

33



1y

2 VAT L
2.5.14 POE #—hUTJ =k NS T7 1 v JERETE

25.14 PoEA—NUIT—NEST1 v IERETE
DY+« YRYZBANT, PoE A—MUTJ—k LLDP EEtREEEZTLE T,

[YAFTL]>[POE&E > [POE F—hUT—FbS5T 1 v IBEREE] 27
U‘J’JL/'C BUTFOY 1V FOERKLET,

Ping#-M7-M-37 5B RN - KIEE

}570 B (160) Dw A7t

}5709925- b5 4B (1-10) D f7710t

Pod -7 -H5 ARV T2

Rttt a7H-t g Hié (05368709119

R [GITC B [ \ Jms L [ v ]
I T T R

Filli
FitlR
Fill3
Fitl4

B 2-23 PoE RA—rUT =k ST 1 v IERSEE

[PoE F—bUT=bbST1 v IEREE]| IV a VTR UTDINSX—5
TEECEEI,
INSA—4F B
STy /R (1-60)s bS5 71 v VERBREVEMNTHREL X, ( LBHERE
5)=
NSTavIIS—BO |71y IIS5—BOBRTORENE
UrSAO% (1-10) = LET, ( TBLEHRTE 3)=
BIAR— b /& THR— bk |IR— b BSOHEEEZBIRLE I,

bST 1 v JHIKRME = | BEKRICED PoE IMKEEBHEEZREL T, BRI DER
[None]. [Below] && U [Over] T,

FS T v IHIERE = |(FST71vIDOBEERZSELET,

34



2 VAT A
2.5.15 POE #A—UJ'—k SMTP &&E

2.5.15 PoEZA—kUTJ—bk SMTP 5&E
ZDD1YRIZEBWT, PoE DA—FUT—k SMTP DEREZTTLE T,
[ A7 L4 ]>[PoE &€ | > [PoE #—FUT—k SMTPRE ] 27U v 7L T,
UFOY 1 v RERRUET,

PoEt=HI7-+ TP

f4

it}

2-24 PoE #—hk UT— b SMTP &E

[POE #—hUT—k SMTPE&RE | £V Y3V TR, UMTFTONSA—I%ERET
SRS

INTX—5 BE

F—hrUT—b SMTP POE A —bUT—h®D SMTP [CL DX —ILBRIZITSBROH
X =& BERELET,

F—bkYUT—bk SMTP POEZF—hUT—bh® SMTP [CL D X— LB ZTOBEDA
X—ILRB = BERELEXT,

35



2 VAT
2.5.16 POE A—hUT =19 —T 1 —RHE

2516 POEA—hUT—bAV9—-T1—RBE

DT+ Y RIZEBANT,
EP

POE DFA—KRUT—bDA V9 —T 1 —AD/EZTLE

[ Y274 ]>[POERE]> [POE A—RUT— A VI —T1—RBE ]| &7

U‘J’Jb'C UTDO 1Y ROERRLUET,
PoEAHIT-H8- T2 R
Fitedi=F @7t
[Fiflit B [Filt B
R Ping OFFONE A= liE SMPHZ+7 380
37t Disbed ] 570t Dsald ] A570k Dstkd [ @570t
PaE OFFIONEH (1-30) et e -+l (1-86400)
I [ECRCE T .
“ o7l | RGHOTOBE | hatonont | oS
Fillon
FitlR2 OR & i) 3] 3 3] 600
Fillli3 OR & bl bl 3 ) 600
Fitloid OR i) ah £ 3 i) 600

2-25POEF—bUT—bA VI —-T I —RAHE

[POE #—bhUT—=bA V9 —T1—ABE | T3 VTR UTDINSAX—5%FH

EEED

INTX—5

B

FRIATR— b / #TR—k

m—hBESOHEZBERLEZT,

EHENRE un

EHAR (Ping., LLDP. 3571 v D) OREHEZTD
KUERELF T, BRI DMER [Or]. LUV [And] T
ED

Ping OFF/ON &40

Ping OFF/ON BAINDBM X o FEHCHREL X T,

X—)LE@Al

POE # — kU7 — k0 Email EEREE BV E I AMDICE
ELET,

SNMP b5 v 7@l

POEA—KUZT—r®O SNMP kS v SR EEXBMEITED
[CERELET,

PoE OFF/ON HAr3

PoE #—hkUT— FEEHERD PoE #5% OFF/ON DR
BELET,

PoE OFF/ON U E— b

PoE #—hkUT— hEEHERD PoE #5% OFF/ON # D&
URITZEN I FEMCEHRELF T,

PoE OFF/ON U E—
(5]

PoE #— kU7 — ~REHERFD PoE OFF/ON # D& U kR
ZRELE T,

[ @A RIVETUyILT, BEERMUET.

36



2 DATLA
2.6 YATAL0O7 2.6.1 YATLOTHEE

2.6 JAFL0O070

2.6.1 AT LOTEE
ZOY 1Y RUERANT, YRTLOTDREETL, BEBEERRLET,

[YAFL]>[YAFLOT > [ YATFLOTBRE] 27U vILT, UFD

D1V RUERRLET,
=iy
=g Enabled ]
A H I ASGE
=R ET - AR Disabled [v]
502 T R — ———
Py TP IVSGE
SRS Enabled v
o Slomatons) [v]
e E—
NN —
L NOGEGE
o L R Disabled |
EAE
s [ a— T
SMTPLVSGE
SMTPEAHRRE
ERE
e -
(2] e e 0
4 S DU TR (0-30) (&) 35 ol I#
® 226 Y27 LOTHEE
[OTHRE] €733V TR MFO/I5X—92RETEET,
NS AX—5 =
O JO—1\IVY AT AOTREEEDEGEDCLET,

[BA|RIVETUYILT, BEERBMLET,

[Ny T7O0BE | €73V T UTONSX—IEBETEET,

NSA=5 =
Ny 77 O7IKEE 0=y 77 QO REEEDEICIEHICLET, &

RTZMEE [BN] [EH]. BLT[FT 2k ] T,
[FT4Ih | 4TV 3V EBRTDE, TO—/NNy 77
OJREERT T 1 U R BIEICREVNE T,

37



2 DATLA
2.6 YA7L0O7 2.6.1 YATLOTHEE

EE

O7EHRITDBEMNI I TNDEREZERLE T, BRI D
B [0(E2)] [1(ES)] [2(72YT+AL)] [3(T
S—)]. [4(ZE)]. [5(:E)]. [6(1E])]. BLT[(F
Ny F27)] T,

7l R

FERITDHBAIZEANLUET, BHllE 15 XFETTI, T
ATYZR—=92’O7 71 ILOEFEIEEBELE T, CO’O
T71ICRELE T IWIVVIDBECEDE, NvT7
OJAyE—INWT1IIVYTINET,

SAHEHE

07 NEEAHBEEEANLET, 8HEE. 0~ 65535
TY, F74I T TOMER300BTT, [ER] A7
Y avEBRUSE. ESAHBEMELRDCRDET,

[BA|RIVEIUYILT, BEERRLET,

[OVY—-ILOTBRE ]| €I a VTR UFONSA—SZRETEET,

NS AX—5

=

vV —I)LO7RRE

70—V =IO REBEED I FEHICLET,

EXE

OJERT2BHROS 1 TOEAEEERLET, BRTS
@13 [0( B2)]. [1(ZB5)]. [2(7VF1Hb)] [3(T
S5—) [A(ES)] [5(BH)]. [6(BF)]. BLU[I(F
Ry £Y7)] TF.

7l B

FEREITDHBAZEANLUET, Bl 15 XFETTI, T
RIYIx—97’O0T 71 ILDEZRIEEELE T, D70
T7AIWCRELE 71 IWIV VD BECEDE, JVY—
WOTAvE—INT 1 IV UVTEINET,

[BA]NIYZTVUvILT, BEZRRUET,

[SMTP O7RE | €7 v a VTl UTD/I5X—9ERETEET,

NSA=5

=

SMTP O7KRE

2'0—/%L SMTP (Simple Mail Transfer Protocol) OZ4R
REEDFLFENCLED,

EXE

OJERT2BROT 1 TOEAEEERLET, BRTS
&l [0( 2] [1(B5)]. [2(7YF1HIb)] [3(T
S5—)| [A(ES)] [5(BH)]. [6(BF)]. BLV[I(F
Ry £Y7)] T,

E 7l

FHET2HBEEANLET, BFIE 15 XFETTT, T
20 Ix—9707 71 ILOERIEEELET, DO
T77AICEELE 7AWV Y ITBEECEDE, SMTPO
TAYE=INT 1 ILIUVTEINET,

[BA]NIYZTVUYILT, BEZRRUET,

38



2 DATLA
2.6 YA7L0O7 2.6.1 YATLOTHEE

[OT K5y 7YY INEERERE | 73Tl UFD/SA—958E
TEET,

NSA—5 2E
Oob3vy7U2om MER— DY VY IIRREICEEEY 2 X7 AO0T KU SNMP
REEE ST ORTEEZBMCLET, #HEGE. 0~308T

F. T 77T} COERENTT,
ARUETYYVIPT U — 3 U EREBCYER— DU Y
TIREEICEET DY AT LAOTRUSNMP Sy 7AW, IER
[CEETERVESE. A #EExFERT D& TREERR
TEBEDHBDET,

AREE T 2ESDHREL 5 W TI,

[BF | RovETUyILT, BEERRLET,

39



2 VATLA
2.6.2 ¥ A7 0% Discriminator 525

2.6.2

A7 072 Discriminator i%E

CDU1YRIZAVWT YRTLAOTTERAINDT 1 ATYIX—IDHREZ
7L\ REBERRLET,

[YAFTL]>[YATLOT]>[ YATLDO7 Discriminator BE | 27V v
JULT UFDOD 1Y ROZERRLET,

Y e B TET
RO SRS
k]
FrIeqie Drops ]
sys ] PORT ] STF
[ Lac [ wOICE_WLAN Ouone
[ FORTSEC [ v [] DHCPWE
[ STORM_GTRL [ssH oL
] WEE ] SMMP ] cFma
[] Dona [ mema [] DEvICE
[ =Y [ RADIUS ] DOT1X
[ Pos [JLED [ BFDU_PROTECTION
] mac [ cFG [ FIRMWARE
[] REBOOT_SCHEDULE [ OAM ] PsSG
[] CHESRESOWLER O uDLD [ FPs
] Pom
L Drops ~
[ oyssa) O UFS—k) [ 20 Fa#ny
D 2= O v O sy
[ Betwss) [ TS e aenrar)
ToRIERET- 0
T N e T V=T N

2-27 Y A7 L0O7 Discriminator E%%E

[BRIOV®E | €Y 3V TR UTONSA—IEBETEET,
NS x—5 =

BRI F4ROUIR—9TOT 7 A LOEBEEANLET, SHl
& 15 XFETTY,

PoOvay BRULBECEEN T2, 77 UF BETTYavd
SUTPYUF 1 DIATEBRUET, BEF TV ave
LTBIRT 3MEE [ BEE | 8L 0 [ 20 ] T,

EPNE; OURRT DERNDT 1 TOEEA T 3V EEAEEER

LET. BEATvave UCRRT 2B [BE ] 540
[&0]TY, BRI DEAEOMER [0( E2 )],
[1(Z5)] [2(7VF 7). [B(T5—)]

[4( 5 )] [S(BAD)] [6(1H)]. BLU[(FNvEY
7] TF

[BA]RIVETUYILT, EELEBRICEINVTHLLIY UL

ESCIN

[HIEg | ROV ETUYILT, IV UEBIBRLET,

40




2 DATLA
2.6.3 YRATLOTY—INEE

26.3 YATLOTY—/\EE
CNU1YRFIZRANT YRATLOTTERIND Y —/\DREZTL. REE
ERNULET,
[YAFL]> [ YAFLOT ] > [ YAFLOTH—NBE]£7YvILT, YU
TOU1 Y ROERRLUET,
e A ——

Oo4—)(—

® FAHPUHTELA - - OFRHPETHLA

UDPH—F (514,1024-65535) L Ed

e 2 7] i

TR0

I 2 S 2 N

2-28 Y AT LOTHY—)\HE

[OJH—=NN]EI23aVvTER UTONSA—FEZBETEFT,

NSA—5 =
AN IPvA 7KL A VAT LOTY—=ND IPv4 7 RURZAALET,
AN IPv6 7KL A VRTLOTY—IND IPv6 P RLRZEAALE T,

UDP iR—k Y RT LO7Y =D UDP (User Datagram Protocol)
R—bBESZANLET, TOERRE 514 £EFDH. 1024
~ 65535 DHEFATIEELX T, T 77/ ETR. ZDER
514 TY,

EXE O7 %K DBERNDI I TNEREZRIRLE T, BIRID
BRF[0(ER)] [(ES)] [2(72YT1HIL)] [3(T
S5—)] [4(ES)]. [5(:&F)]. [6(1EFR)]. BLU[N(T
Ny F27T)] T,

41



2 DATLA
2.6.3 VAT LOTY—INEE

EE

OJVEH|IDTI7YUT 1 BSEZRRLE T, #8EIF 0~ 23
TY, 77YUT14BSREENETN. BED I 7YUT1IC
BEMIONTUVET, UTORZEZELIZSL,

i g 77 SUF 1 OEEH
T1BES T8
1 user I—H¥IRNIXyE—Y
2 mail X=)VY AT A
3 daemon |¥RAFLF—EYV
4 auth TFaUT« /REAEAYE—Y
5 syslog SYSLOG [T & > TABKICER SN
DAY E—Y
6 lpr SAVTIVIVTIRT I
7 news XY RNT—TZa1—RAYTIRT LA
8 uucp UUCP BT YT A
9 clock1 Qv ITF—EY
10 auth2 TFa1UT« /REAAVE—Y
1 |ftp FTP F#*—Ev
12 |ntp NTP H T Y27 L
13 logaudit |O7&®&
14 logalert |OZ2 73—k
15 clock2 o0y IT7F—EY
16 local0 O—AILER 0 (ocal0)
17 local O—AJLEEE 1 (ocal1)
18 local2 O—AILEA 2 (ocal2)
19 local3 O—AJUEEE 3 (ocal3)
20 local4 O—AHILEER 4 (ocald)
21 local5 O—AILEAS (ocals)
22 local6 O—AILEER 6 (ocal6)
23 local7 O—AhILEER 7 (ocal?)

I

O —NCEEEINDA Y E—IDT 1LY VI (R
T2, FARIUIZ—IDEZAEANLET, ZHild 15X

FETTT,

[BA]RIVETUYILT, EELEBRICEINTHLLIY UL

EC

[BRg | RIVEIU Y ILT, IV UEBIBRLET,

42



2 VATLA
2.6.4 A7 L0O7

264 YAFLOT
ZOU1YRYERVNT, YRFLOTERRSLVIUPLET,

[YAFL]> [ YAFLOT > [YAFLOT ] &27UvILT, UFOD 1
ROERRLET,

B —
ZAFLOS

Tz
TohUEER: 1367

N . T R T R
1387

2020-12-04 17:24:00 INFO(B) Successful login thr...

1359 2020-12-04 01:16:58 INFO(B) Successful login thr...

L e
EE mEE [ s
B 2-29 ¥YR7LO7

[OJ2VUP | R9v%=TIUyIULT, T—TIbhedJIvbUEIUPLE
ED
BROR—INEET DHEEF. X—IBSZEANL. [Go] RIvZTIUvTUL
TRENDR—IICBELET,

43



2 VATLA
2.6.5 YAFTLFPIvOOT

26.5 YAFLPIvOOD
ZOY1YROERWT, YAFTLPI Yy IOTERTSLIVIUPLET,

[YAFL]>[YAFLOT > [ YAFLFIvIOT | 27Uy I LT, UF
D1V RIERRUET,

LAFLFSwOIOY
TR0
R - "

2-30 YRTLPIvIOT

[PFyo000UF | RIVETIUYILT, T—TIhBPIvI0TNDIY
FUZDJDUPLET,

44



2 DATLA
2.6.6 VAT LFEOT

2.6.6 AT LFREEOD
ZOY 1Y RUERNT, YRTLARIEOTDREETV, BEBERTLET,
[YRAFL]> [ YATLOT > [ YAFLEEEOT | 27Uy I LT UFD
U4 Y ROERRLET,

R R R R R R ===

ZAFLEEOY

BlEOsoRE
EREOS W EAHEIE (1-1440) o mn
F o2l {1-256) 1 [ ®E [_sem [[ ooour |
Tkt 0

I T B
B 2-31 Y AT LFREOD

[ YAFLREOT | 27Ya VTR UTFONSA—IERETEET,

NSA=5 =
SREEOD DIRRE RO = BHEFEBCLET,
REIOTEFIAHEL REEOTDESAHELEBEANLEY, &#EIE 1~ 1440
ITI,
T RNIDERFOFBILEOT IV U DEZEANLET, EHEIES 1
~ 256 T,

[BARIVETYYILT, EEATERIRLF T,

[BF|RIvZET Uy I LT, BEUVBRRFGHICEDVWTT—TILAOGIV b
UEREL, RRLET,
[2BR])NI9VETVUYIULT, FIATERIY MU ZINTREL, RRLK
ED

[O20VUP | m9v&ETI Uy DILT, 7=l IvhUEIUPLE
ER

45



2 VAT LA
2.7 Bs& SNTP (Simple Network Time Protocol) 2.7.1 BsZlIEETE

2.7 [BRI&E SNTP (Simple Network Time Protocol)

271 BAEE

CDU1 Y RIZBAVT, A1y FORBKREFKECTERSNSBRNREZTT
L\ EREEZRRLUET,

[YRAFL]> [ BEE SNTP] > [BRIBE ]| 7V v ILT. UTFOY 1V Ry

ERMRLET,

—

B 1 (HH-MM:SS)

B (DD /MM [ YYYY)

2-32 lRIEE
[ BREE | €7y a v T, UTONSXA—9EBETEET,
NS X—=5 =
LS BEORAZE (HH). 7 (MM). # (SS) TAALET
(B : 19:20:20),

Bf HENH (DD). B (MM). £ (YYYY) ZAANLET
(DD / MM/ YYYY) (B : 25/04/2017),

[@FE ] RIvEIUvILT, BENSERRLET,

46



1

2 VAT
27291 L)—VEE

272 SIA1LIY-VEE
TOU1YRIEBVT, DST (WV¥—91L) BLUVIMLY -V OREET

L\, REEBEEXRRUET,

[YAFL]> [ BEE SNTP] >[I LY—VEBE] 27Uy ILT, UFD

V1Y RUERRULET,

HT—a LEE
B LT =2

WDELEE

R80T
RI3iE B

kA

RIS (HH:MM)
TR
#THE

MTH

5T B (HH:MM)
AEW (30-120)

BfieE

L]

R

e

RISERTED (HH:MM)
#MTAe

uTH

urE

47 B (HH:MM)
AEW (30-120)

=)
I
W
o

lad

:
<
w
8
2z
<

Last

January

w

£

g
< 1£] 1<

=]

0

<
2
<

Last

w

£

g
< 1£] 1€

January

=
5]
£
2
{

January

il

=
&
<
2
£

January

(00 [0 ]

|

[ an ]
233914 LV —VEE

BOEIY 3 VTR UTONSX -9 ZRETEEXT,

NS A=5

EE

YN -1 LIRRE

BY—91 LOBEEBRLET, BRI SBRELUTOES

DT,

o [E]- 9N LBEEMICLET,

. [®DELEE]-8ELEBE0EELLEBICYY—9 1
LPBERBLURTIBESBELET,

. [BfEE]-EELEBOEELEBICY T —9 1 LN
BELURTTBLSBELET,

SALY—Y

UTC (BEMHRED NonO—AIIILY—VDFTEY
hZEELE T,

47



2 VATA

2.7.2 91 L) —VEE

[#BDBURE ]| 273 vTlR UTONSA—SI%ZHR/ETEET,

NSA—=5 B=

From: B:&@ YY—9 1 ANFERT DBEEBIRLE T,

From:&H YY—9 1 LANFEBRTIBEZBERLET,

From: B YY—91 LNFHIRTDHAZEIRLE T,

From: B5/& YY—9 1 LNEIBT DREZERLET,

To: A& YY—S 1 LTI DEEBRLET,

To: EH YY -1 LR TIDBEZERLET

To: B YN =91 LN TIDREBIRLE T,

To: B5fS YV =91 LANMRT I IREZTBERLFE T,

7tk YN -9 1 LHRBICNE T 2REZDEATANLET, T

T#IUMMEF 60 TY, DA Tty bDEHEE 30, 60,
90. 120 TY,

[ BEE | 73 VTl UTONSA—9EBETEET,

NS X—5 e

From: BH YY—91 LANFEIRTDHEEIRLE T,

From: B YY—91 LNFEIRTDHAZEIRLE T,

From: £ Y =91 ANFEBRTDEFEEZANLET,

From: [ YV =91 LANFERT DREZTBERLEF T,

To: AH YY -1 LTI DEEBRLE T,

To: B YN =91 LN TIDRERBIRLE T,

To: & YV =91 LR TITDEFEEANLET,

To: B5RS YY—I 1 LTI DREEZBRLET,

F7tvhk Y —9 1 LHBICNE T 2REEPEATANLET, T

T#ILMEF 60 TS, CDF Tty bDEHEE 30. 60,
90. 120 TY,

[ | RIvEIUYILT, BEERBRLET,

48



2 VAT
2.7.3 SNTP 8%

2.7.3 SNTPEE

DU 1Y RIZANT, SNTP (Simple Network Time Protocol) DEREZTT
L\, BREEZRRLUET, SNTP ZHWT, X1 v FOHREEREE SNTP B —/\(C
L2 TRAMSNDIEREE DE T, BEBRH OEHKICEHZED £,

[ A5 L] > [ BRE SNTP] > [SNTPRE ]| 27U v ILT, UMFOD 1 VR
mERRLET,

SNTPSO—/ULEE

WIEOFAL—R System Clock
NPk Dssbies V]
Ai— JLIEIFR (30-99900) #
SNTPH—/ T
@ uezEL - 1 O Re7rL EE—
THJER:0
TPy  vw | amsm |

BJ 2-34 SNTP &€

[SNTP 2 O-NILEE | I3V TR UTONSA—FEZRETEET,

NS A=5 =
SNTP 1A% SNTP 27 O—/NILICBREcFEHICLET,
R—)LREIE BMEREEN TADLET, BENEEHEL 30 ~ 99999 BT
9o T4V DOERIEE 720 T,

[EA|RIVEIUyILT, BEERRLET,

[SNTP H—/NSBE | £7¥ 3V Tl UTFONSX—9EBETEET,

NS X—5 1=
IPvA7RL A SNTP B—/\D IPv4 P RLXZAALE T,
IPv6 7KL A SNTP B —/\D IPv6 7P RLXAZAALE T,

[EBIN]RIvETIVUYILT, EBEVLERICESVTHLLWIY MY ZEMNL
x£9,
[BIFR | N9vZT Uy TILT, TV MYUZHIBRLET,

49



2 DATLA
2.8 FifgEEE

S EE

CDU1YRUZRAWVWT, 91LLYITOT7MILOREEZTL. REBERT
LET,

[YAFTL]> | HREERE | 22Uy IL T UFOY 1 Y RDOZRRLET,

ziliiil

e TrR—=E
From: & Ta:il mE L L

R G T )
wne TE— [ &= [ sem |

TRUER: 0

I T N T T N T I
& 2-35 KRSEE

[ B5R3%EE | > 3 v Tld. UTFONSA—9ERETEET,

NS A=5 B=
HiF S IALLYITOT 7L IVDBRIZEANDVET, Bl 32X
PETTT,
From: i@ ~ To: @ DI L7077 IVICHERT IMABBEECKRTEH .2

RUET, [BE |17 YavaEFVICUEBE, TATOR
BICZOS 1 L7077 1 AERLEY, [SIGEE 47
vavEFVICUESE. BORKBEEN>BENKEETT

DA LTOT 71 IV EFERLET,

BHtaEEE (HH:MM) ~ ZDIA L7077 A VICHERT DRI &R THZI % &

B THR (HH:MM) RUET, 128 EA) OROyTIHY X" 1—TChm%E
BIRL. 228 (GA) oROyITI9T VAT 1—TH%ER
LET,

[BA)RIrEIUyIULT, BELLBRICESVLWTHLLWIY MU ZEEMNL
£,

[BFR]RIvETVUYILT, BEUVBRRFHICEIVWTT—TILROIY ~
UERHRL, RRLE T,
[£#8R|R9YZT7 Uy IUT, FIFETRERIY M UZIRNTRERL, RRLE
ER

[ EHEREIRR | R9 Y&V v I L T, BTV M UEHBRLE D,

[EIBR | A9 vZEIUYILT, TV MYUZHIBRLET,
BROR—INEET DHREIE. R—IBE=EAAL, [Go] hIVETUvIL
THENR—IICBBLET,

50



3 ¥RIAVE
3.1 OVYROJREIVUR

3.1

OV ROJI&EINVV R

CDT1YRIZBANT, OVY ROTINEMEEBNEIIENICLET, <D
BEEEZRAWT, CLI OV Y RZOJSEHRUET, AT YFDHREEXEZELRI -
VY REOVEHFRSNEFB A,

[WRIUAVN > [ IVYROJREIVYR 27Uy I LT, UFOY 1Y

ROZERRLET,
P
7> FOSBREE
SRR TR O #a ® m3h

M 3-1 O¥YROJIREOY VR

[ DTV ROJPRERE | 273V TR MTFTONSXA—SIERETEET,

NSA—5 =
Jv Y ROJINSIARE OV Y FOTINEREZENEFENCLET,

[BA|RIVEIUYILT, BEERBRLET,

51



3 ¥RIAVE
3.2 A—-YPHOUKNEE

3.2 I1—Y7PAHIOVKEE

D1 YRIUZAWNT, I—Y7HhU Y bDREZTL., HEBERRLET,
CDIA—YPHOVbZAVWT XMy FOY I DI PRECOTIVLET,

[RRIAVN > [I-YPHIVRBRE]|ETIYYILT, UFOD+ VR

ERMLET,

| A—HFTREALRE | EvianF—FI

a—we PR EE R E—

B = BT S —

TR

I S T = S
manager 1 e Com ]

(] K| [ em

B 32 I-¥7PHIVRRE (A—YVRIX Y NERE)

[1-YYRIAVNEE | E7va VTR UTFONSA—9EBETEET,

NS AX—5 =
1—-Y%& A—YPHOYEEEANLET, BRllE 32 XFETTT,
& CDFPHOYDRHELARNIVEANLVET, EHEF1~15T
ED
NRAT—RI147 COA—YPHIYEDINRAT—RIATZBIRLET, =

RIDERI[BLU] [TL—rTFRL ] LU [SHATE
=1t ] TY, SHA [& Secure Hash Algorithm DEETI,

AT —R [TL—YF+A | &3 [SHATBBE( | /{27 — RS
{TELTBRUES, COI—FFPAIY RDINZT—R
EANLET,

[BAR])RIvZETIUYIULT, BELLBRICESVWTHLLWIY MY ZEENL
Y,

[ERR | RO vZETVUYILT, TVhUZHIBRLET,
BROR—INELTDHERERF. X—IBESZEANL. [Go] RIvZTUvTL
TRHENDR—ICBELET,

[Ey>ayT7—TIW]9T7%Z7VUvIULT, UFDD 1Y ROZERRLET,

A-FVITAARE oyavs-T

TR 2

Co s I
0

console Anonymous 1 1D13H52M258
21465 192.168.3.200

] T R IR e

20 *ueh manager 15

B 331-¥7PHUVRRE (Bvyavy7—7J)

52



3 IRIAVK
3.2 I-9 PNV NEE

BROR—INEET DHERF. X—IBSZANL. [Go] RIYZTIUvTUL
TRHEDNR—I[CBHLET,

53



3 ¥RIAVL
3.3 1—-YPHOV KBS

D1 YRIUZAWNT, I—HY7HhUY bOEBSIEEENIBFEEDCLET,

[RRIAVE > [ I-YFPHIVRES] 2T Uy ILT, UFOD 1 VR
vERRLET,

1-YFHo> HEEk
A—HFFHI R O#H (v W0

[ & ]
B34 1-¥7H0YMESE

[1I—YPAYYRES ]| E7Ya VTR LTS A—9EB/ETEET,

NSA=5 =
d1-97PhHoUb A—-Y7HUY MESIEEBNEFIENCLET,
BESLIRRE

[BF | RovETUy LT, BEERBRLET,




3 ¥RIAVL
340701VAR

DU YRUZERVT XMy FTHR-—bSNTVDEOTI Y FITUT—
¥avoUTuAVEEEREL. RRUET,

[RRIAVN > [OT1 VAR ETYvILT, UFOD 1Y ROERRL

x99,
ST R
Lsn ART—H517 Az [ am ]
o9 >
—T— 2 I
IwU—iL Login Lacal
S T legnbew e ]
SSH Login Local
oY 2R I—=k
::F'J r—2m HAT—EaAT HRAD—F a1
I 2

35071 VAR

[ NAT—REH ] I3V TE, UTFONSA—95BETEET,

NSA=5 =
LAIL A—YPHOY S ORELANIVEERLE T, #HEIE 1~ 15
TY,
NRAT—RS147 IA—HYONRT—RIATEZBERLET, BRTDER>UT
NDEHEDTY,

e [FL—=YFFAN]-NNRT—RETLV—VTFFAIER
ICLUET, CNETT7AIVNATY 3 VT,

e [BSMt]-SHA-1 [CEDVWTNRT—RZEEBSHLET,

INAT—R A—YPHIYENDINRAT—REAALET,

o L=V TFFIAMNERDINRT—RIFTRK 32 XFETAN
LET, AXFENWXZFRREIEN, AR—REZZHDZ
ENTEET,

o BSIERAND/INRAT—RERA35/31 TAALET,
AXFEINXFIFXBIENE T,

[BARA]RIVEITUvILT, BEERKRLUET,
[REIMNIVZEIUYILT, TVHUDREERELE T,




3 VRIAVE
340701VAR

[O71VAR] 73V TR UTONSXA—IERETEET,

NS AX—5 =

o741 vhAR CDNSA=FE, [WE|RIVETVYDITDEHRTETRE

[CRDFET, BELEFZIUSr—yavnad (4 VvARER

RUE T, BIRIDER>UTOESD T,

* [No Login] -#EELPTUT—a vy \DPIERIC
O7« VRIALRNESL D FH A,

o [OTAYV]-BELEPIUr—vaviEPIEALES
ETDENRT—RODANERDONE T,

e [ODa1xO-AI]-BELLPITUT—vavICPI®
RFDHIC, I—HYRENRT—ROANERHONE
ER

[OTAYNRAT—=R B3 VTR UFONSA-IZHR/ETEFET,

NSA=5 1=
PIVr—v3y WETD7TVr—vavaBRLEY, BRI DER[ IV
Y=l ] [Telnet]. &&XU[SSH] (Secure Shel) T,
NAT—RI1T FHTDNRAT—RBESHIA TEBRUET, BRI DE
B[TL—YF+AN | BLV[BS] T,
NAT—R BRULZ TV =23y DNNAT—REAALES, 0D

NRT—=RE BELEZZUS—yavo [ O71VAR ]

DB/EA [ D71V | DBSICEREINET,

o TU—VTFFRAMERDNRT—REBK 32 XFTAA
LET. RKXFENWXFREXFlEN, AR—XZ2HDZ
ENTEFT,

o BSItERD/NRT—REEA35/\1 b TAALET,
AXFEINXFFXBIENE T,

[BA]RIVEIUYILT, BEULBRICEDLWTHLLWIY MU ZEBML
F75
[ 1 RO vEIUYILT, TVEUZHIBRLET,

56



3 NRIAVE
3.5SNMP (Simple Network Management Protocol) 3.5.1 SNMP 2'0—/\)Ls&3E

3.5 SNMP (Simple Network Management
Protocol)

3.5.1 SNMP 2 0—/\ILEEE
Z0U« Y RUEANT, 70—/ SNMP REZETV, REBERRLET,

[ YRIAV ]>[SNMP] > [SNMP Z70—/\ILEBE ] 27U v 7L T, UTD
M1V ROERRLET,

SNMPSEI—1 5 )V335E

SNMPSO —) fIL £ (O ! @ E3
SNMPREE R — 4+ A ST A O ##h @ Ei
SHMP UDPA 1 (1-65535)

T =R ]

FouTE6E

bSO DL O & ® ®min
[]SNMPEZETHSo =

[ =z

=

[EESIEES

[ — 22—t
DK b S A E BT
D55y UL SOEEEE (0-30) @ i ol
3-6 SNMP Z'0—/\V)UERRE

[SNMP ZO—-NILEE | I3 VTR UMTONSA—FEZRETEFT,

NS A—5 =
SNMP Z7'O0—/\)LIREE | SNMP #EEZ 0 O—NILICBMEFEHCLET,
SNMP &7 0O—F H—NICELDTO—F++ X SNMP GetRequest 1N v b

FPANUTIIRAL NDSNBEBENRIIENCLET,

SNMP UDP K—k SNMP UDP R— hBSZANLE Y, &HEIEX 1 ~65535T
ED

fSwTVY—2 SNMP bS5y 7Ny BRERODY —RXPRUVRELTIP?

1V971—2R RUAWERSND A VI T T —REANLE T,

57



3 VRIAVE

3.5SNMP (Simple Network Management Protocol) 3.5.1 SNMP 2'0—/\)Ls&3E

[ NSy TBRE]EIYav T UTFONSA—IERETEET,

NS AX—5

=

kS w270 0O—/N)VIREE

INTEFFED SNMP BRDXEZBMEcFERICL
EC

SNMP SBEEN S v T

ZNF Ty avEBRULBE. SNMP SREERBOER DEE
EHEILE T, ELUKRIESNTULRVLSNMP XvE—I%
LEBENRET DE. authenticationFailuretrap & 5w 7'hi&
HEh&Ed, BEARE. RSN TS SNMP O/N—Y 3
VICE>TERDFT, SNMPv1 F7cld SNMPv2c DIBE,
Ty MEARERII 227 « XFFIHH D &R FKRK L
F9, SNMPv3 DIBSE. /V7 v MMTARIER SHA/MDS £33
F—NHDEREIFEBLUET,

R—NUYIPYT

CDFTYavEBBRUIGSE, R—hUYDI7 v T8RN
EEZHRELET, BEVYYTID 1 DA77 v ITREICHD &
KENRBHIDE. linkUp b Sy THEMSNE T,

R—bUYT9IY

CDFATVavEBERUEBE, h—hUY I VERD
REAXHEHLUEST, BEVUYID 1 DT I VIREICHD &
EBNR#EITDE. inkDown Sy THhERMSNE T,

Jd—-JLRRY -1 CDATYavEBERUEBES, SNMP I—-ILRXSI— &
DX EEHELET,
D —LAY—k CDATYavzEBRUIBE. SNMP U1 —LRX5— &

HOESZEHEL E I

[BA]RIVETUYILT, BEERBLET,

[OTR5yTUYINEERERE | 73V Tl UTFD/NSA—958E

TEFT,

NSA=5

L

Ooc3vy7UYom
REEE

YWIEBR— OV Y RECREET DY AT AOI KU SNMP
Sy TORTEEEENCLET, &EHIE, 0~30MT
I TIHILETIE. CDEIFEDTT,
ARETYYVIPIT U — 3 VERRECYER— DU Y
DIRBECERET 2V AT LAO7 KU SNMP c v Ih, [EE
[CEETERVGEIE, AEEEEFERT DI & TREERR
TEBEDHBDET,

AEBExFRHT DHBEDHEHREE 5 T,

[BAE|RIVEIUvILT, BEERRLET,

58



3 YRIAVEK
3.5.2SNMP UVYIFIVINSVITHE

3.5.2 SNMPUYVIFIVINSYITERE

ZDU 1Y RIZAWLT, SNMP Linkchange b3 v 7' DEREZTL. REEZ
KRLET,

[ RRIAVE ]>[SNMP] > [SNMP UV IF I YIRSy TBRE]|£2TUvY
LT, UFOw+ Y ROERRLET,

SNMPUSSF1 3 b5y THE
Wishti—+ BT PR Pt
[Fivon ] [Fivon | isabled Disabled
o Enabled Enabled
Fitinz Enabled Ensbled
Fitiog Enabled Ensbled
Filioi Enabled Enablzd
Telioig Enabled Enabled
Telit Enabled Enabled

3-7SNMPYYIFI VISV THRE

[SNMPYYOFIVINSYITRE]| ©IVa VTR, UTDINS XA - %HE
T&EXT,

INSA—=5 BE
BaR—b -8THR—-b~ |EHAITDIR—bZERLET,
b3Sy TR E VAT LICE>TEMSNI SNMP BRI~ S v T DREEE
MEIFEHCLET,
kS TR SNMP linkChange k5 v 7B IFEHICLF T,

[BF | RovETUY LT, BEERBRLET,

59



3 ¥RIAVE
3.5.3SNMP Ea21—F7—JLE&E

3.5.3 SNMPEa1—7—7ILEE

CDU4YRIZAWNT, SNMP E2—T—7IVDOHFREZETL. REBZRRL
£z, COSNMPE21—TITYhUT, UE—FSNMPYX—I+H7TEXT
AE7%> MIB (Management Information Base) #7Y 17 b ZE&ELE T,
SNMP Subtree OID (7Y 7 b#HBIF) (C&>T. SNMP 1—H% SNMP
Eai—-C¥vyEYITULET,

[ Y=IXV N ]>[SNMP] > [SNMP E1—F—TILBE ]| &7V v IL T, WU
FTOw 1Y ROERRLET,

SNMPE 71—

rat
577—0D
Ea—a47F Included |
ThUsE: B
I S =2
restricted 1.2.8.1.2.14 Included mh
restricted 1.36.12.1.11 Included L
restricted 1.3.6.1.8.3.10.2.1 Included Mk
restricted 1361831121 Included mk
restricted 1.3.6.1.8.3.15.1.1 Included Mk
Commmumityicw 1 Included L
Commmumityicw 136183 Excluded Mk
Commmumityicw 1281831 Included Mk

3-8 SNMP E2—F7—7JUERTE

[SNMP E1—58% | 7y a3y TR, UTD/NSA—9&BETEET,

NS %—5 e

£1-% SNMP E1—8ZAALET, COE1—BT, (FRROH
LU SNMP 21— %#BILE T, EETEBXTSIE 32 X
FETTT,

H#7YU—0ID E1—n97YU—0ID ZAALET, OID & SNMP ¥

X—IP[CLDFPIERCEEND. £REPITEINSER

shEndFAT7I7bYU— (MIBYY—) Z#EILET,

Ea1—9147 E1—9178RLE T, BRI DER>UTDEED T,

e [Included] - SNMP ¥ R—I+ NP I 2 XOJRERF T
IJITRDOURKNI, TOFTITTLEZEDHEFT,

e [Excluded] - SNMP ¥ R—I+ NPT XOJRERF T
JITrOURNDD, CODFTITTMERINVET,

GBI R vET Uy ILT, BELEBRICESVWTHLLWIY M UEEIL
£,
[MI& | R9VETUYILT, TV hURMBRLET,

60



3 ¥RIAVE
3.5.4SNMP =27« T7—7IUERE

3.54 SNMPII=Za1Z7« 7—7JILEE

ZNT1YRIEBWNT, SNMPNYX—Y+ & SNMP I—Y 1V h&EDBEREE

£IDSNMP O 27« XFFDREZTL), HREB/ERRLUE T,

SNMP 22 =57 s XFHENRT—RDELSICHBEL T, X1 v FD SNMP

IT—-IIVDTPIEREZHTILET,

D327+ XFHCE AT OMEEERSEN T2 ENTEXT,

e SNMPYZ—IY+DIPPRLRAZBEHLE7ZIEAUX M, SNMP ¥R—
IviE, D217+ XFHNEERLT. XYy FOSNMP I—Y TV R
PORRATDZENFIAINTUVET,

e MIBE21—; SNMPOZ2ZF«IC7OBRGERMIBATITTI MDY
Ty hAERSINTVETD,

o U—RISAMFRIFY—FRFVU—4ER, SNMP X217« (CP T EXT
BEIR MIBAT I BT DHERTY,

[ YRIAVK]>[SNMP] > [SNMP 31571 F—TIBE]| 27U v IL

T UFOO 1+ RO ERRLUEXT,

i i B b v B = A
SNMPO =2 —F 4 BE
s
S
vas
7oeam

P oERYARE

ToRyEEr: 2

T T N T 2=
public o

Community\fiew
Community\fiev ™

3-9SNMP J= 27« 7—7IUERRE

[SNMP X 1=7 1 BE | €73V Tl UFO/INSX—9%BETEET,

NS A=5

EE

F—517

SNMP IS 1= 1 DF—91 TAEBRLET, BIRTBME
B[TL—YFFAN | BLUV[EE] TT,

25748

SNMPOIZa1Z=57 8% AHNLET, COOAZ1="5718&T,
SNMP IS 271 DAVNERBALE T, <DXFFIEL,
AAYFOSNMPI—YITVMCTHDMBATITT T,
UE—FSNMPNYX—=I+HPITERTDEHD/IVAT—R
DESICEREINE T, BETERNFSE 32 XFFETT
EB

61




3 VRIAVE
3.5.4SNMP = a1=7 1 T7—7IUERE

EE

SNMP E2—&ZANLEY, COE1—2ZBVT, U
E—F SNMPY¥R—I+ DRy FTPIERZHFITSINT
WS MIBAT7ITTbDII—TZHAILES, E1—F
[F. SNMP E2—7—7ILICEELTVDMENRHD T,
EBEURERNFIL 32 XFETTI,

PIEAE

PO RAEERRLET, BRI BBERUTOESDTT,

o [U=RAYU—]-(ERBHOIS 125 « XTI EER
$% SNMP 2127 « XV/NE ZA v F O MIB DR
BOFARD DB TEET,

o [U=RSAh]-fERSAOIZ 17 + XTI EEAT
BSNMPOZ a7 1 XVNE A1 Y FD MIB DRBE
DHHED EBEAHNTEET,

IPPORBAVALE

COIAZ21ZT7 4 XF5ZAWTSNMP I—Y TV MCPD
TROUERI-YZHIRT 5. FEF T IV MDEFIZ
ANDLFET,

[&H]RIvETUILT, EELEBRICESVTHLLIY FUEEMIL

EC

[HIFR | N9vZT Uy I LT, TV MYUZHIBRLET,

62



3 YRIAVK
3.5.5 SNMP W= F7—TJILERE

3.5.5 SNMPJIL—TF7—TILERE

DU 1Y RIZAWNT, SNMP =77 =T ILDOFREZTL), REEBEZRR
L&EJe SNMP ZIL—TIESNMP 1—H%Z SNMP E2—IC¥ v EVYTULE T,

[ RRIAV K 1> [SNMP] > [SNMP JIb—TF—TILEE ] 27U v I LT,
UFDY 1Y RERRLET,

SNMPA)L—TiamE

rave kst

P aneas

PriL AL

TohUsR: 3

U—FEa—& | ®BAEa—E | BAEa—S | €¥aUFETL | tFalTaed | PPRLRURRE | |
public Community\... Communify... wl
public Communitylf... Communityl/... va2c
initial restricted restricted u3 MNoAuthNaFriv
pivste  Commin. . Gommuniyy.. v s ]
private CommunityV... CommumnityV... Community... v2c

3-10 SNMP IV =27 =T JUERE

[SNMP ZIL—78E | 7va VTl UFONSA—IERETTET,

tF+aVTF1EFTIL

NS A=5 =
TI—T%& SNMP ' Ib—T7 &% ANLE T, &Rl 32 XFETTI,
AR—RISERATEXE Ao
U—KFE1—-% TW=TDI—YRPIEXATEZV—FE1—BZAAL
ECIN
d1—H¥~R—-2 TFaVT 1 ETIWEBRUE T, BRIDER>UTDES

DT,

« [SNMPv1]-ZIL—7(C SNMPv1 EF1UF « EFILO
EREHFTILET,

« [SNMPv2c] - ZIL—71C SNMPv2c EF 1 UF 1 EFIL
DEREHTILET,

 [SNMPv3]- ZIb—7(C SNMPv3 EF 1 UF « EFILOD
EREHFILET,

SAHE1-2

TW=TDI—YRP I ERXATEZEZTAHE1—BEAS
L&,

63



3 VRIAVE

3.5.5 SNMP W= F7—TJILERE

NS A=5

EE

EFa1YUF NI

[ I-¥~R—2tF1UF 1 EFIV] T[SNMPv3] ZERAT
BLOBRURE, BF1UT« UANLAEBRUET, BIR

FBERUTDEED T,

* [NoAuthNoPriv] - BiEAfTHNd, X1 vFEUE—
b SNMP ¥ R—Y+ EDETEESND /T v bDES

fEbiIThnEt A,

e [AuthNoPriv] - FBEERWETIN. X1y FEUE—b
SNMP ¥ R—3I+ EDETEESIND /T v b DES{EE

TonEEA,

e [AuthPriv] - BENNET, X1y FEUE—F SNMP
NX—I+ EDBTEEESND /T v bDOEBS{EHITHN

EC
BHIE 1 —8 TW—=TOA—YWNPI LA TEDBNE 1 —BZANLE
¥, BAIE1—E. FSvT NNy bEBUTREZD IL—
TI1-HY[CRETEDF T I T b ERBBLET,
IPPRLRAVYARLE T —7(CEIERN T FE P ACL (PO BRIV O—-ILY

Ab) ZAALET,

[&1 ] RIvETUwILT, BELEBRICESVTHLLIY UEEMIL

ESCIN

[HEIB& | RO v&EDIYUY I LT, TV MYZHIBRLE T,

64



3 ¥RIAVE
3.5.6 SNMP T2V ID O—HILEEE

S

3.5.6 SNMP IV IDO—-AHILERE
ZNU1YRUZERVWT, O—-AILSNMPIVIY D ZREL. RRLET,
IVIVIDRRA Yy FEBETHD., SNMPV3 (SNMP V-3 3) ORETHE
HENEI,

[ YRIAVR 1> [SNMP] > [SNMP IVYY ID O—HILEE ] 27U v IL
T, UFOw 1Y ROERTLETD,

D=

SNMPL -3 2D0—1JLEE

T30 L zoemt [| am |

2 TUULIDREATY. WEShAXFRINGFTY,
3-11 SNMP TV YV ID O—AHIUERE

[SNMP IVYy ID O—hILERE | €7¥a v Tl UTF0/NSX—9%BET
%7,

NS A—5 BE
IvJVID SNMPIvYY ID OXNFIZEANLET, TOXFIE 24
YFETTY,

[ZFT7#Ih 1R ZETUv I LT TI74IEDIVI Y ID ZERBLET,
[BA]RNIVEIUYILT, BEEERIRLET,

65



3 ¥RIAVE
3.5.7 SNMP 1—%'7—TJILE&E

3.5.7 SNMP1—%7—-TJILEE
Z0U 1Y RUEBNT, SNMP I—YDREETL, REEERRLET,

[ YRIAVE 1> [SNMP] > [SNMP 1—8'F—TJILEBE ]| 27U v 7L T, MU
TOY 1Y RIERRLET,

SNMPI1—HF I

N
78
SNMP—ane w1 %
SNMP V3 BB
ART—FEG-FokaL MD5 % HMRT—F(E-6chars) [
i e T — e —
F—BE-Fokan MD5 ~ ¥— (32 chars) |:|
i—r:.kb:‘-}«'.r{-‘/—j =] %— (32 chars) I:I
IPPRELAUARE

Tk

T—FE | eFaUT =T | BESORaR T3 —Fakail PrELRYUZRAE ||

Mona B000018c03... il

3-12 SNMP 1 —%7—7LER*E

[SNMP 1—UYEBE | 73y TR UTFTONSIX—IZHETEEXT,

NSA—=5 =
1—-9& SNMP 1—H#&ZANLEY, COI—YEZHENT,
SNMP I—HZ#RIL XY, BRIl 32 XFETTI,
TJI—T%& d1—HYDSNMP 7 I—T7&%ZANLEY, BRilld 32 XFE

TTI, AR—RIFEATEZEA,

SNMP N\—=Y 3>

SNMP N=Y a3 vEBRLE T, BRI DER [v1]
[v2c]. LU [v3] T,

SNMP V3 BES1t

[SNMP /\— 3> | T [v3] £BRURE. SNMPV3 O3
Sy TEBRLET, BRT SB[ BU ],
[ISRAT—R]. BLV[F—]TT

1\01'7_ REH‘.\EIE -
ZOc3ly

[SNMP /A—'3> ] T[v3]. [SNMP V3 &=t ] T[ /¥
ZT—R | BBRULE, /NAT—RORPIETO F ILERR
LT, BRTZERUTOESDTT,
[MD5] - HMAC-MD5-96 BEEL NIV E AL ET, 0
74—V RICRINRT— REREF—EANT 2UENS
DET,
[SHA] - HMAC-SHA BEEZ'0 k L EERL £,
T4 — IV RICEINRT— REEF— &Aﬂ?é%%ﬁ%
DET,

NAT—R

WEAEZ'ORVDINRT—REANDLVET,
e MD5®M/INRAT—RIE8~ 16 XFTT,
e SHADINZAT—FR[F8~20XFTT,

66



3 VRIAVE
3.5.7 SNMP 1—¥7—7JLsEE

NS A=5

EE

NRAT—RICELD
IS4 Ny=7083)

[SNMP /N\—Y3> ] T [v3]. [SNMP V3 &St ] T /¢
AT—R | EBRULE, NRT—ROTSAA—TOR
VEBRUET, BRTBERUTNESD T,

o [BU]-B|EZONLEGERLEE A,

+ [DES56] - DES (F—9BES{LEERIK) 056 Ly M
S{bE@ERLET (CBC-DES (DES-56) BABICED <),
ZOT 1 —IRICRINRT— RELBF—EANT BUE
NBDET,

NZAT—F

TSAR—LORIVDNRT—READLET,

o [BU]ZBRULEE. COT7«—ILREEDHCRDE
ED

e DES56 M/IYRAT—RIF 8~ 16 XNFTT,

F—8EE-7’O0R3L

[SNMP /N—'3> | T [v3]. [SNMP V3 &St ] T
[F— | ZBRLEE, F—0ORIE70~ LEBRLET,
BRT BEEIUTOESD T,

e [MD5] - HMAC-MD5-96 BEEL NIV EERLE T, 0
74— RICENRT— RELRF—EANT DUEND
DET,

o [SHA]-HMAC-SHA RBEZ'0~ L EFERLES, 20
74—V RICRINRT— REREF—EANT 2UENS
DEF,

R OMINLOF—EANLET,
e MD5MDF—I[E 32 XFTY,
e SHA M*—I3 40 XFTYT,

F-ICLXBDTSINY—
O3l

[SNMP /\—Y3> | T [v3]. [SNMP V3 EBE(t] T

[ #— | BBRUIE, F—0T 51— 70 ILEER

LET. BRI BERUTOEEDTY,

e [BU]-BIEFORIVEBALES A

« [DES56] - DES (F—SES{LELRE) 056 Ly M
StE@ERLET (CBC-DES (DES-56) BUBICET <),
CDT1A—IRCRIRT— RELGF—EANTINE
RHDET,

- FSAR—RFORINOF—EANLET,
o [BU]EBRUEES. TOT1—ILREEDICHRD
7,
. DES56 M*—[3 32 XFTH,
IPPRLAURNSE 1—YICESEIT BIEE P ACL EANLE T,

[&M ] RIVETUILT, BELEBRICESVTHLLIY M UEEMIL

9,

[BI% | RIVETUYILT, TV UEHBLET,

67



3 YRIAVK
3.5.8 SNMP R k7 —TILEERE

3.5.8 SNMP R A~ T—TILERRE
ZDT 1Y ROEBNT, SNMP KR M OBREETL. BEBERRLUET,
[ TRIXVE 1> [SNMP] > [SNMP KA~ F—TILEBE | 27V v 7L T, WU
TOY 1Y RIERRLET,

SN IRTE

@ RARPHTELA D

O hAHPETELA

A—HFR—REEIUFAEFIL

EFLUF LA

UDP#—F (1-65535)

52T XEF| / SNMPVIA—FE

T/hUEE:0
3-13 SNMP KRR b 7—TJLERTE

[SNMP A FRE | E72 3 VTl UTFDNSA—9ERETEET,

NSA—=5 1=

RAKIPVAP LR SNMP BRIRRA B D IPv4 P FLRZAHDLET,

RAK IPVv6 PRL R SNMP BRRZX kD IPv6 7P RLXZAALE T,

dA—H¥NR—-2 TFIUTAETIVEBRLEY, BRI DERUTOES

TF2UT1EFTIL nTY,

e [SNMPV1]- ZIb—F 21— SNMPv] EF1UF 1 E
TILOERZHFILE T,

« [SNMPv2c] - 7)b—71—4(C SNMPv2c B2 UF «
ETIVOERZFILE T,

o [SNMPv3]-ZIb—71—HIC SNMPv3 1 UF 1 E
FILOERZHFILET,

EFa1UF 1 LA [ 1—HR—ZE+1YUF1EFIL] T[SNMPv3] Z=iRL

e, EFa1UT 1 UNIVEBRUE T, BRI DERLUT

NDEHBDTT,

* [NoAuthNoPriv] - BEATHNG, A1y FEUE—
r SNMP ¥YR—I+ EDETEEEIND /T Y hDEES
fEdbiThnEt A,

o [AuthNoPriv] - BEERWETIN. X1 vFEUE—b
SNMP ¥ R—3+ E DB TEESND /T v b DES{E
TonFEt A,

e [AuthPriv] - SBEEANMET, X1 v FEYE—F SNMP
NR—I % EDBTEEEIND /Ty bDBESEHITHN
£,

UDP /R— b UDPR—hBESZANLET, T72ILEDR—ESEE

162 TY, &HF 1~ 65535 T, M—rBESICE>TIE,

OT’O R D ERET DHEENHD T,

68



3 VRIAVE
3.5.8 SNMP RR b 7—T)LEEE

NS A=5

EE

21”571 NF51/
SNMPv3 1—H%%&

BRNT Y bEEHICEBEITDII 1T 1 NFFZAAL

EC N

[&M ] RIVETUvILT, EBELEBRICESVTHLLIY M UEEMNL

EC

[HIFR | N9>ZT Uy TILT, TV hYUZHIBRLET,

69



3 ¥RIAVE
3.6 RMON (UE—rEZSFUVT) 3.6.1 RMON Z7O0—/\NILEE

3.6

RMON (UE—rEZIVUVD)

3.6.1 RMON 2 0—/\ILERTE

CDU1YRIZBVT, RMONDLEFE7ZS—LBLUTEZS—LDIS YT
REZENTFENCLET,

[ ¥®Y Xk |>[RMON] > [RMON JO0—/VLBE | #7U v IL T WUF
D1V ROERRUET,

RMONZO—)ULEE

RMON_ERFI— LT ® A O mam

RMON FRFI— Lk 37 @ #H O m
3-14 RMON 7' 0—/VLE&E

[RMON Z2O0—-NIVEE | 73V TR UMTONSA—FEZRETEET,

NS A—=5 =
RMON tH75—A4A RMON tE7S5—AL NSy T HEEENEIEEDCLE
cSy D ED
RMON T&E7 5 —L4 RMON FB7S—A NSy THaEEABMELEEDCL E
cSwD ER

[&FE ] RIvEIUyILT, BEERRLET,

70



3 YRIAVE
3.6.2 RMON ##5tE%<E

3.6.2 RMON ffiztaE
T0T 1Y ROEBNT, BELEK— O RMON FEtOREETL. REEE
RRLET,

[ ¥®Y %~k ]>[RMON] > [RMON #istigE | £7U v 7 LT, UFOw «
Y ROERRLET,

RMONEUEH ST

H—h A F A (1-85535) T——%

e ] — N -2 — -
N e e |

3-15 RMON #ftst&%E

[RMON #EHEE | €7 3 v Tlh, TFD/NSA—9ERETEET,

NS AX—5 =
R—b FERIDIR—hEBRULE T,
T1VTYIR RMON 7—=2 A YTy I RZANLE T, BOEHHEIK 1~
65535 TY,
F—F- F—FT—XFNEANLET, XFE 127 XFETTY,

[EBIN]RIvETVUYILT, EEUVLERICEDVWTHLLWIY MY ZEML
9,

[BIkR | "9 >EDIUYDILT, TV MUZHIBRLET,
HMsR]ANIVvEIUYILT, TOIVNYIICEY EHEBRERRLE
ER
BROR—INERT DHBEE. R—IBESEANL. [Go] KRIVETUYIL
TREDR—IICBHLET,

—

[BESE ]| RIVETUvILT, UTFOY 1Y RoERRLET,

RMONSEZH T — )b
157 | 7—% Rec. A7\ Rec_ JX FO— FF v X| RFFPR | Po5—H1 | A—J—YA | IS4 |Sv| CRC LI BERA |64 A7 | 65127 A | 128.255 7 | 256.511 7 |512-1023 74 10241518 |
YIA(Y—A| Fyh |Fyb| NOyh | MUryb | Xy b | Xy b (A2 b K- 7— 3> Axb Ty b | STy b | 2FvE | 2Fvbh | Fvbh | OFvb
1 Gi10/1 1673100 9425 260 1016 0 [ 0 0 0 0 3183 4521 2391 835 195 1483 0
=3

3-16 RMON #istiRE GHESR)

[BB 92T UvILT, BINDT 1Y RUICRDET,

71



3 ¥RIAVE
3.6.3 RMON X ~UERE

3.6.3 RMON AR ~UEEE

CDT1YRIZAVNT, BEULLR—E®DORMON EX MY DEREZTL. §
EzRRLET,

K
frit

[ Y®I XV ]>[RMON] > [RMON X UBRE ] 27Uy 7L T, UFD
Y1V ROERRLUET,

RMONEZ RUBRIE
ik {2 FyIR (1-85535) sy (1-85535) MR 1-3600) #—+—%
[Fiti1 [v] | | [50 | faoo E

I T

3-17 RMON X b UEERE

[RMON EXANVUSRE | T3 VTl UTONSA—IZRETEET,

NIA—5 2 E

R—bk FRTDIR—~EBRLET,

1TV IR EXANVUDIW=TT=TILDIV YDA VT Y I RES%E
AHNLET, &EIE 1~ 65535 T,

AR #std RMON IREE X b U DIV =T (CIEE LT/ v b D%
ZANULET, &HEIE 1~ 65535 T, T7+I)LMEE S0
T,

il BR—U Y IBBROERS—EZANDLE T, SEEEE 1~
3600 ¥ TY,

F—7— F—FT—XFNEANLEYT, XFE 127 XFETTY,

BN R V%I Uy ILT, BELEBRICESVWTHLLWIY M UEEIL
£,

[MI& | R9VETUYILT, TV hURMBRLET,

HEBR | RIVEIUYILT, TOTYRUCHYT 2HABEERRLE
EP
EHOR—INEET 2BEE, R—IBSEANL. [Go] RIVETUYIL
TREDR—IICBBLET,

—

72



3 ¥RIAVL
3.6.3 RMON X ~UERE

—

HHSR NI vZIUvILT UTFDOY 1 Y ROZRRLET,

RMONEZ hUF—T )L

3-18 RMON X ~USRRE (FFHEBSR)

[RZR9v%ETUYIULT, BIDT 1Y ROICRDEFT,

73



3 ¥RIAVE
3.6.4 RMON 7S5 —LE&E

3.6.4 RMON 73>—L&E

DD 1 Y RETZANT,

RMON 75— LAMDEEZTL) REBERRLET,

[ RRI Ak ]1>[RMON] > [RMON 75 —LBE ]| 7Yy IL T, UFD

D1V RDERRUE T,

RMONF S — 485

AT A (1-65535) 7 TR (1-2147423847) [
m — ot o ]
- FEBE (0-214T483647) [ FRRIEE (0-2147433547) |
ERMAMSRNa (165538 [ | TFRsER<kNo(1-es5as) [ |
*—F—%

TR0

77 [ 5 W] | TR Rl (<o | TR ke | 55—+777>— |+ |

3-19 RMON 75— L8R

[RMON PS5 —ALB%E | £7v3 VT, UTO/NSA—9EBETEET,

NS A—5 =

1IITYITA PIS—LhAVTYvIREANLVUET, #HEE 1 ~65535T
R

R3FR BROY YTV VI BLUREE DBRSDEBEWEIITA
ALET, ERBEEEE 1 ~ 2147483648 BT,

= BUTUVITBEROFTITI ~ ID EANLET,

g4 EIUVTIATEBRLET, BRI BER[ 7TV
Yi—h | BLU[ES] T,

T REE ESBIES 0 ~ 2147483647 DEETANLET,

TrER1E TREMES 0 ~ 2147483647 DEETANLET,

LIREBiER -1 N>~ No

ITRREABRT DIV NDOBHNCFERT DIV NIV

FUDA YTV IREANLET, BRERIE 1 ~ 65535
TY, BELRBRWVNES, tRREBEZBEITDEEICFP IV

VIIREHDFHE A,

TEREBiBR T N>~ No

TEREREXBRT DNV NDEMNCFERT DIV NIV

FNUDA YTV IREZANLET, BLEHIE 1 ~ 65535
T, BELRBWES, THEEEZBEITDEEICPIVa

VIIREHDFH A,

F—F—

F—F—XFERK 127 XFTANLEY,

[&M ] RIvETUyILT, EBELEBRICESVTHLLIY M UEEIL

ECA

[HIFR | NR9vZDI Uy I LT, TV MYUZHIBRLET,

74



3 ¥RIAVE
3.6.5 RMON -\ ~ERTE

3.6.5 RMON 1Y K~EE
ZOY 1Y RIZBANT, RMON 1 XY b DFEETTL, REBERRLET,

[ Y®I Xk |>[RMON] > [RMON A RV RBE ]| 27Uy IL T UFO

D1V RDERRUE T,

RMONA .2 MIRTE

{2 F 7, (1-65535)
HHEE

847

251=F4

F—t—=2

TohUsEE 0

R T T

3-20 RMON ' NV hE&%E

[RMON 1AV FEE | BT v 3 VTl UTO/NSA—9EBETEET,

NSA—5 =

1Ty IR PS—LIVRUDT YTy IABEANLES, HEE 1
~ 65535 TH,

S RMON 1 XY h IV M UOBESHEEANLET, XF3IE
127 XFETTT,

517 RMON A AY R IV hUDSIA TEBRLET, BRT DB
R[BRU] [OF] [F5vT ] 8L
[O7¢RSvT]TT,

d21=5+ I3 1=F A NFHEANLET, XFHE 127 XLFETT
ER

*—F— A —F—NFIEANLET, XFF 127 XFETTT,

[&1 ] RIvETUwILT, EBELEBRICESVTHLLIY M UEEMIL

9,

[BI% | RIVETUYILT, TV UEHBLET,
[E2—-07 "9 I7VUyIULT, EELEIYMVUICEEM TSN TS0

TJIVhUZERRLET,

EROR—INBETDESE. X—IBSEANL, [Go] RIVETUYIL
TREOR—IICBHLET,

75



3 ¥RIAVL
3.6.5 RMON -\ ~ERTE

[E2a—07 9 v&2T Uy ILT UTFOD 1Y RFOERRLET,

A~ hOST—T I

AR A>Ty IR 1
T hugst:o
Sootron | oea o

3-21 RMON 1RV RERE (E1—07) )

[R3]RIVEIUYILT, BIDD <Y RICRDET,

76



3 VRIAVBS
3.7 Telnet/Web

3.7 Telnet/Web

CDT1YRIZBANT, A1 YFD Telnet BLU Web DEREETTL), REE
ERRLET,

[ YRIAVR ]> [Telnet/Web] 27U v 7 LT, TOW 1V RERRL

ESCIN
BetWah
TelnetiaTE
Telnaitk 15 [OFE] )
WiebiE
Wbt i ®#|ZH O MM

3-22 Telnet/Web

[Telnet/E | BT a v TR UTONSA—IZHRETEET,

NS XA—5 BE=
Telnet 1ARE Telnet b —/N\#EBEZ B X FEDICLE T,
wR—k FEED Telnet EXICFERT D TCP (Transmission Control

Protocol) R—rBESHEAANLET, Telnet 77O~V THE
BRMEITDTCPR—KIE 23 T

[BA|RIVETUYILT, BEERBMLET,

[Web 8% | 273y Tl UTFO/NSA—9EBETEET,

NS A—=5 Bz
Web IARE Web ZNUCEREZBEWNECIFEHICLET,
R"—k EBOD Telnet BEEICHERT D TCP R—hESZANLET,
Telnet 7’0 b DL TEEFIFAT D TCP R— k& 80 T,

[@E ] RIvEIUyILT, BEERRLET,

77




3 ¥RIAVE
38tvyavIILFPUL

3.8 tTv>3aVII1LPIK

CDT1YRIERBWVWT, Web., OV —Jb, Telnet, SSHEHROEYYa Vs
1LFPINDEREETL., BEBEERRLUET,

[¥RIXVE > [BYYaVIILPON]ZTYUvILT, UFODr VR
DERRLET,

tyza S AFI

Webtros3s £ L7k (60-36000) B FF7HLE
AY—IEyRARSALTRR 01438 P |5 JF 7k
TenetbyiavSLToR0-1438) P |5 COFzauk
SSHEWL LS A LTS (0-1439) B % @Fea

K323 BvyYavILIALFPIL

[EyYaved1LPYh | 7Y a v T UFONSA—9EBETEET,

NS A—5 g
WebtEyvay Web £y Y3 v91 L7~ OBEEDEMTANLET,
FA LTI [F74Ih | FTyIRyIREFVICLIBE. F74)

MEICRD £9, EEDEREIL 60 ~ 36000 W T, 772
MBI 180 BT,

avy-=lbeyray AvV=lbeyrayd914L7D N DEEZDREMUTAAIL
F1LFPOL F9. [TIAWN | FIvIRNYIREFVICLUIEE. T
7+ )VMEICRDEY, EQ&HHEE 0~ 1439 73Td, 0%
ANTDE IALPTPERNCRDET, T T+ NBE

& 39T,
Telnettvay Telnet Ty avd4 L7 I N DEEEDEMNTANLETD,
CEIN AN [FT4Ih | FTy IRy IREL VLSS, FT41b

MEICRD &I, ENEEIL 0~ 143973 TI, 0 ZANT
2E IAILPIRDENCRBDET, TIFILMERF3I D

T,
SSHEYaY SSHEYY3VI1 LT FORBESBMITANLET,
F4 LPI [FT4IN | FTvIRY IRELVICLEBE, FT4Ib

MEICRD &I, ENEEIL 0~ 143973 TI, 0 ZANT
2EIILPIRIENCRBDET, TIFILMERI3I P
T,

[@E ] RIvEIUyILT, BEERRLET,

78



3 ¥RIAVL
3.9 DHCP #— 8%

DU 1Y RIZANT, DHCP #— hEREKBEZBM X FEMICLE T,

[ YRIAVK]>[DHCP A—FBE]ZTUvILT. UFOD+ Y RYER
RLET,

DACPA—FS0e

DHCPA— 825

®mm [_am |

Note: BREL 74T L—LanWRERMFERENT SETHRIBYFT L.

AT T L—baniE O A

B 3-24 DHCP & — b ER%E

[DHCP #—hEEE | T3 VTR UTDNSX—IZEZRETEXT,

NS XA—5 BE
F—bdVT740L— DHCP # — F R EHREE B E L FEMCLE T,
2 3 VIREE

[EF | RIVEITUYILT, BEERBLET,

79



3 NRIAVE
3.10 DNS (Domain Name System) 3.10.1 DNS 2 0—/VILE&E

3.10 DNS (Domain Name System)

3.10.1

-

[

[ YAk 1> [DNS] > [DNS FO—/\ILRE

YROERRLET,

DNS 2 0—/\IUESE
DI+ RIEBVLT, 70—/V)U DNS sBHEZITL\

REBZERRLET,

=

122Uy 2OULT, UFDT«

DN SS O—) ULETE

IP DNEHEBE A F12 7B

IP DNSH#EFE 4wl 2k 1B
IPEA1 R

IP 3 — dutr—v 5 L7k (1-80)
IP DNS#H—s%

Erebied 7]
Ereted 7]
Dmsbies 7]
I
Omsbies o]

3-25 DNS 7' O0—/\)LE&E

[DNS JO0—/\LEE | £7va v Tl UTONSA—9EBETEET,

AIT 1y IRRE

NS AX—5 1=
IP DNS #&% IP DNS RERI T 1 v TIREZBEN K FEHCLIT,

IPDNS #®&F++va

IP DNS R+ + v & 1 REZ B X FEHICLE T,

YN

IP KX 185 IP RAA VEERREEENEFEMCLET,

IP X—LbY—\ BELXR—LY—N"\Hho0OREE2F OEAEEZANLE
CEINAN I, CDERF. 1 ~60WOHEHETEELEXT,

IP DNS B—/\ DNS —/N\#gex o O—/N\NILICBE(EEMCLET,

[BA|RIVEIUyILT, BEERRLET,

80



3 YRIAVEK
3.10.2 DNS R—LY—/\®E

3.10.2 DNS R—LY—/\E&%E
ZOY 1Y RYEBNT, DNS R—AY—/\OREEF., BEEERRLET.
[ ¥IA VK 1> [DNS] > [DNS R—LH—/NBE ] 27U v ILT, UTD
M1V ROERRLET,

=y s e
DNSF—At— ) URE

R — E—

O mer—wys
S ]
I S B

3-26 DNS XR— LY —/\&E

[DNS R—LY—NEBE | EI7¥a v TR UTONIAXA—IZH/ETEFXT,

NSA—5 S
IPv4 X—LY—/\ DNS B—/\®D IPv4 7 RURZBRELUVUANL & T,
IPv6 R—LY—/\ DNS H—/1\®D IPv6 7 RLRZBRELUVANLF T,

[BA]RIVvEIVUYILT, BEULBRICEDLWTHLLWIY MU ZEBML
F75
[ERR 1 RO vEIUYILT, TVEUZHIBRLET,

81




3 ¥RIAVE
3.10.3 DNS TRR +E&E

3.10.3 DNSHhANEE
ZOY 1Y RYEBNT, DNS KX FOBREETL, BEBERTLET,
[ Y=I%Vk ]>[DNS] > [DNS KAMBE ] 27U vILT, UFOD 1R

VERRLUET,

AEF A v IR HRE

ware EETTR—

® IPFELR T

O marrLa
DHSHRZ FF—T N

AETFL9FTL R RE: 0
F4FausT IR0
T T T .

3-27 DNS /R R hERRE

[ R9F 1 v IhAREE | 73 VTR UTFONSA—9EBETEET,

NSA=5 =
RA~B& DNS /R~ DERIZAALE T,
IPPRLZR DNSKRZX b+ D IPv4 7 RLURZBRELUANLFT,
IPv6 7KL A DNSKRZX+® IPv6 7 RLURZBRELUVUANLF T,

[@A|RIvEIUyIULT, BELLBRICESVLWTHLLWIY MU ZEEMNL
=

[£20UP |9 YZTVYILT, T—TILhDINTDIIFIvIIVERY
#JUPLET,

[EIB& | R9vEDIUY I LT, TYMYZHIBRLE T,
BREOR—INEETDHERF. X—IBESEAAL, [Go]| RIVvEITIUYIL
TRENDR—ICBBLET,

82



3 ¥RIAVL
311 TPAIWD AT

CDT1YRIZEHWVWTC, RM1YFDIT7A1IVIY AT LADHREEITL, REEEZR
~UET,

[RERIAVYKN]>[TPAIWVARTL]ETUYILT, UFOD 1Y RYER
m~UET,
B

1R [ I L) |
e
[ Flash 61 FF5

328 T71IWYRT L

UTFDNSA - ZHRETEET,
NIA—5 =
AW NAZLFHNEANDUET,

[Go] R VETUYI LT, AALIISRCBELET,
[JE—]RIVETUYILT, BENT 7 ILE TP ILYRTAICIE—L
=9,

RSATUVD (@) #TYUvILT, C RSATICBBLET,

RSA4T7U>7T (¢c) #7UvwIULT, UTOT1 VY RIOERRULET,

2 B \
e T [z |
N T N S
- e i e S
12065516 Dec. 012020 194745 MGA-MLATWROE V1.0 0... i

----—— &
RN o7Te I DN YBMETWPSE Run V1 (377 | [Lied) W

----——“

3t 64192000 bytes (7')- 27843584 bytes)
() EBI7A0

3-29 771V AT L (¢)

[UFID | R vZTVUYILT, BIOD 1Y RIICEDE T,
[FALIRIER I RS VZET VYD LT 7MY ATARHLLT (LD
bUZERLE

83



3 ¥RIAVE
311 TPAIWD AT

[T—rPoT | RIVEIYYILT, T71IEEBY—T Y RICTERLE
9, BT VRICE 1 DDRET7AINET1 DDT7—LTTPIT71ILD
HEFBRATEET,
[VR=L]RIVZETVUYILT, REDT 7 IEEIRXR—LLEFT,

[BIR& | RIVETUYILT, Z7AIERRTFIIET?AILYRTLAD
HIBRL &35

[JE— ] RIVETUYILT, UFOY <Y RIERRLET,
I AT T ——

Ik |C. ” 1380 |
aE—Jr
b - [startupconfig ~ [v] [Ceiconfig cfg |
o —5E [running-config V] [Cifconfig.cfg | WU
\ it [ #soen

3-30 77 IR T L (OE—)

BUTONSA—I %R/ ETEFXT,

NSA—=5 1=
-7 JE—TDI7AILDIA T ZRIRLF T, BIRT DEL
[startup-config] &£ U [Source File] T3, [Source
File] 77’y a3 vEBRULEEDH. V—RXT7AILDINR
ET7AMINEE, RRSNFEANT 1 —ILRICANTEXT,
Je—5% JE=%DT71ILDIATZRIRLF T, EIRT DEL
[startup-config]. [running-config]. &LV
[Destination File] T3, [Destination File] #7°'¥ 3>
EBERUCEEDH, TARATAR—23aVIT71ILDINR
ET7MINEE RRSNFEANT 1 —ILRICANTEXT,
[VILL R FTvIRYIREFVICTDE RBEERTH
DREN, RRSNIRET 7 1 IVICESHEDOD X,

[EA | RIvEIUv LT, IE—TORE/ 771 IbEIE—KORE /
J7ACIE—LET,
[ +YRIL]RIVEIUYILT, IE—%++VRILLET,

84



3 ¥RIAVE
3.12 SMTP 8§27

3.12 SMTP &=

D1V RIZEBNT,
L\, REEBEEXRRUED,

SMTP (Simple Mail Transfer Protocol) DEREZETT

[RRIAVN]>[SMTPRE]E7UvILT, UFOY 1Y ROERRLE

ED

e

SMTPZ 00— ULETE

SMTF 1P
SMTF Pt — i F KL

SMTP IPvé+—siHi—F (1-85635)
BHROA—ILTFELR

2RI (0-65535)

SMTPA—JL 2 —F B2

H— e Leie— R

FA A—AEETICHE

£ |

HE

TR0

A—nmriia

- R~ S TR R

Eo

512 chars

AR

[} -]

13
13
M
M
e
M
M

[2]23

3-31 SMTP &=

[SMTP 7 O—-NIVERE | €073 VTR UTDNSA—IZHETEFT,

NS A—5 B=

SMTP IP SMTPH—I\D IP P RLURIA THBIRLE T, BIRT BB
& [IPv4] 8L U [IPV6] T

SMTP IPv4 [SMTP IP] T [IPv4] ZBIRU %, SMTP B —/\® IPv4

H—N\FPRLZR PRUZREAHLET,

SMTP IPv6 [SMTP IP] T [IPv6] ZBIRL 7%, SMTP H—/\0) IPv6

H—NFPRLZR PRUREAHLET,

SMTP IPv4 [SMTP IP] T [IPv4] ZBIRU %, SMTP H—/\DiR—k

H—N\R—hk BFEEEANLET, #EIE 1 ~65535TF, 7 724ILT
&, COElE 25 T,

SMTP IPv6 [SMTP IP] T [IPv6] ZBIRL 7. SMTP 4 —/\DiKk—

HY—NR—hk BEE2EANLET, @G 1 ~65535TF, 774ILT
(&, TOEE 25 T,

BEDX—ILPRLZ 2V FERTX—IWTF RUREANLET, COXF5(
254 XFFTTY,
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3 VRIAVE
3.12 SMTP 8§27

NS A=5 8=
EE[EE EEERDEZANDLEY, &#HEIE 0~655350T, 7
74T, OB 3079TI,

[BA|RIVETUYILT, BEERBMLET,

[SMTP X—ILLY—NPRLR |73 VTR, MTFONSA—9%BETE
£,

NS AX—5 1=
X=ILbL ¥ —I\NEN Ly —=NDA=IVP RUVRZEADLE T, CDOXFSE 254
XFXTTI,

[FARA—ILERTITEE | €73V TR UTD/IIS XA —9£BETESE
EP

NS AX—5 =
#& A=V DHBZEANLET, COXFF 128 XFETTY,
AE X=IVDAEXLEANLET, ZOXFE 512 XFETTY,

[EBM]RIvZETVUYILT, EEVLBERICEDVWTHLLWIY MY ZENL
95

[BRA]RNIVEIUYILT, BEERBRLUET,

[RHIR | RIVEIVUYILT, IRNTOIYVEUMDINTOLY—/\X—)b
PRV RZHIBRLE T,

[BRR | RO vETVUYILT, BEULEIVRUMNBLY—N\X—)LP RLR%
HIFRL &£,
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3 ¥RIAVE
3.13 NLB FDB &%

3.13 NLB FDB&&=E

CDU1YRIZAVNT, BEULR—FONLB (XRv hT7—J8E75E) FDB
(71T —IR-R) DEREZTL REEERRLEIT,

[ YRIAVK]>[NLB FDBRE] 27Uy ILT, UFOU 1Y ROERRL

£,
NLE FDE=RGE
NLE FDBIZE
NLE%4F VID {1-4004) MACTHLA S —F B TH—F
[Unicast [v] | | pooooo-ooooz ] [Fitsaet [ [Fitii [+]
TR
I N e N

3-32 NLB FDB %%

[NLB FDB 8 | 73V Tld. UFDINS X —I5BETEET,

NS A—5 e
NLB 517 NLB 91 7&BRLEYT, BRI BER [ 1-F+A~ 6
SU[TILF++ X | TT,
VID [NLBS 17| T[DILFF+Ab | #BRULHK, RT3
VLAN ID ZANIL& T, EEI 1~ 4094 T,
MAC 7 KL X TYRUQIZF+RAFELFTILFF+ RS MAC 7 RL

2EANLEYS, BELEN\TY DT« AT 1 RX—Y3Y
MAC 7 FL A #8ELT MAC 7 RLRE—HT D155,
ZONT Y MMIEBELcM VI T T —R(CHESNE T,
FtaR— b -8 THR—b | ERITIR—bZBRUET,

[BA|RIVEIUYILT, BENSERRLET,

[ K | RIVETU Y ILT, IATOIY FUEHBRLET,

[MIg | R9VETUYILT, IV UEBBRLET,
EBHOR—INEET 2HEE. R—IBSEANL. [Go] RIVETUYIL
TREOR—JICBBLET,
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3 YRIUAVN
3.14 |P EEEEEE 3.14.1 IP BEEEETO N JILEE

3.14 |P f§EEEEE

3.14.1 IPRSEERET O JILERTE
CDU1YRIZRAWVWT, IPEY NP YT A UIT 1 —AEBEEBWN o3
CLET,

[ TRIXVL > [IPEEEEE | > [IP EEBETOS JLBE ]| 27U v IL
T. UFOW 1Y RERRLET,

IPEISERRED D) b LR

LRRREIT2" @ O m

3-33 IP EEERET O b JIVERTE

[IP ST OR LREE | €7 3V Tl FO/NS X —9 £BFETEE

ER

NS AXA—5 8=
IP SEEESTE IP BEEEREN VI T I —REEDHEEHICLET,
1971 —2R

[BA|RIVEIUyILT, BEERRLET,
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4 PPS (Power to Progress SDN)
4.1 PPS A7 —5 AEE

PPS (Power to Progress SDN)

PPS (Power to Progress SDN) (&, ®v b T —J % @RI 2EHDEEE—D
DY IRDIPTEEL, BRAPREEBBICTDIODHEETT, COHEEEER
WBZET, PPSP7Ur—vay (BIFE) hoXREEZHIET DI &N OREE R
DFEY, PPSP7Ur—ray (BIFE) NoEBETEDIRBICOLTIE PPS 7
TV —2 a3y OEREGHIAZEE CBRTIES L,

>3- ==
/=R

o CEIE, Standalone MIRRET 1 BERE T D & HEIMIC PPSP #BEZFILEL X
I, 1 BREEAEE. PPS OV NO—S%RBHIBBICIIHEESD PPSP ¥eEAEBE
B, FRHBIOBEHET > TSI,

o AHBEEZEMICLIIBZS, PPS Y hO—SHhoBEETEDIRBNIFIREINE T,

o BURNDERE (P BT AV M EBRATHE) "DREEEE%Z T DHSIE PPSP
(CHBUTSHBL AP 3 XMy FYINTCTRBY Y JERE%E IP P LU AD
BWENUETT,

4.1 PPS AT—Y AERE

DD+ RU%ZRWVT, PPS (Power to Progress SDN) #BEDEREZTTL\X
9, PPS #EEZER I DARICIE PPS OV ~rO—3& PPS E1—FPHRMECHRD F
9. ZDT 1Y RIZEWT, PPS (Power to Progress SDN) #BEDERE Z1T L)
£, PPS #AEEAFERTDHRICIEPPS OV hO—5& PPS Ea—7HRMECIRD
£,

[PPS] > [PPS A7 —9 ABE | &7 U v ILT, UFOY 1Y ROERRLE
7,
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4 PPS (Power to Progress SDN)
4.1 PPS A7 —5 AEE

PPSAF—S BT

PPS4O— LI
PPS#AE
PPERS—H207E
EEER (1-5)

S LF Dk (1-10)
Swko—SI0
SFE—IMAGTFLA
SO —FE AR
PPS& —hrh= o
SwkE—FH—

HERR o

Enabled o

‘Standalone

CPML ~
—
—

000 B 00 MM 00 5 00 &
00-00-00-00-00-00

4-1 PPS %%

[PPS AF—9 ZAB/E | E7 Y3V Tl UFDNSX—IEBETEET,

NSA=5 =
PPS 7' 0—/\)LEERE PPS #REZ B X FENICRELE T,
PPS 1A% IRED PPS DEIFIRENRTRINT T,

PPS A5 —h&&%E

PPS X9 — MRREEZERELF T,

Standalone— PPS Y b O— S (CEE SN TULRULVREEC
BROEY,

CPNL— Controller Port Neightbor Lost RRE&[C72D, ¥
FO—S5%FHL TVDH, BEAIRRELCRDFT,
Note. J> hO—3 ID AEELRWVESIE. CPNL Z=&IRL
TH Standalone RRBICRD F T,

BXO# HEERBETS/\T Y FOBROKZHREL T, BXOY
(&1 ~5ONEETEELE T,

SA1LFPUNE HEEBONT Y MCHTDIRNEDI A L7 U MEZEREL
I, ITL7INMER T~ 10 WOEHETHRELX T,

dv~O-3 1D PPSJvbO—-35® ID ARTRSINKT,

Jr+0-5 MAC7ZR
LA

PPS Oy bO—-350 MAC 7 RLANRRENE T,

2~ O—S&%EsR—

PPS Odv b O—S &N B DBRERREANRRSINE T,

PPS " — k1A

PPS #— kT4 D MAC 7 RL ZNERSNET,

dvbO—-35—K—k

PPS Oy hO—S & DBEICHET IHR— FBSHRRIN
£9,

HARR

PPS Jv bO—-SDDOEFRBEHRNMHIRENDETHORETI,
THHERE 120 MICHRESNTLET,

[BA|RIVETUYILT, BEERBMLET,
[URS—k PPS] RIvEIUwILT, BEERBLET,
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3 ¥RIAVE
4.2 PPS BAELE

4.2  PPS &@HEE

DU 1Y RIZRANT, PPS DBAREREZTLET,

[PPS] > [PPS BHISRE | 27Uy 7 LT, UTOY 1Y ROERRLET,

PPSEIRET
977 hRTENRE Enabled
DO/ BENRTE
B9V Al (1-120) B
Rt -+ BT -t RoUBES-FBE Enabled ]
HOVRER R -t Fil/0/1-1/0/4 Ted 10/5-1/0/6

4-2 PPS BAIERE

[PPS BAIERTE | 7 ¥ a VTl UTFO/NSA—9EBETEET,

NSA—=5 =

VAT LOTBAEE PPS MY R T LAOT BB EBN X cFEMCH/EL T,

o949 —=NNIb AoV IAI—NIVDEZRELET, EBIE1~120%
DEETHRELE T,

FtaR— b - #87T/R—b | PPS BAISREHBEICER I D R—hERELE T,

— =

AUV IBHR—NEE | AUV IBRR— MEBEEZEDEIEDCRELET, =
EITDEMENHD Y IBIHKR— bARREINE T,

[BA|RIVETUYILT, BEERBMLET,
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3 ¥RIAVE
4.3 PPS TR— MR

4.3  PPS7R—hESRE

ZDT 1Y RIZAWNT, PPS DiR—hEREZITVLET,

[PPS]>[PPS‘I‘ hEE]EIUYILT, UTOY 1Y ROERRLET,

= ERUE

PPSH-HEE

Mfad-t Erg PPS75 44T E (1-255)

[Fitt [+ [Fitiort T=] L ]

Fi1i FAI=F 0 128 128
Fil072 - Down PLUEER V) 128 128
Fiiro3 Down J20=F17 128 128
Fitri4 - Down 720 =710 128 128
Telidis. - Down FAI=F 0 128 128
Telilis - Up PLUEER VY 128 128

4-3 PPS IR— ER7E

[PPS H— hEE | £ 3V TR, UTFD/INSA—9%BETEET,

NSA=5 1=
FAtER— b - #8THR—b | PPS /R— hEREMBEICERI 2 R— b EZRELE T,
PPS 724X VT A48]E |PPSTSA4FVUT 1+ DEZRRELF T, fBEIE 0~ 255 DEIHE
TRELE T,

R—hk 21y FDR— hBESHRREINET,

(N A MSVF VDT DREREZD IV—TBESTEHRRLUET,

o BiR— b DUV T7RE%Z Up/Down TRRLE T,

g BiR— b DBEREZRREINE T,

TSAFYT 1 |E BR— kT ECRES N PPS OBEREOBEHHIBICFAL
DBEENRRSINE T, DHHAERIE 128 NMRESNTUL
£,

FRL=2aVT304F |BR—hTECHRESNT PPS OBEREOBEHHI DD

U7« DEEENKRRSINET,

[BF | RovETUyILT, BEERRLET,
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3 ¥RIAVE
4.4 PPS OXRT 2 aVERTE

PPS OXRDU > 3 VEERE

CDT1YRIZAWNT, PPS ORI aVyT—TJILDOFREETVET,

[PPS] > [PPS O%T¥avilE |7 Uy ILT, UTFOY 1Y ROERRLE
T,
I - —

PRSIV IEE

-t PRSI MACTF L 2 PRS-t 92/ MACTE |- 2 VLAN ID (1-4094) ay

Fit WELCD E— (-

UARh

IR 0

. e S S TR N
4-4 PPS RT3 VERRE

[PPS ORT Y aVERE | E7 Y3 VTR UTFONSA—IZHR/ETEEXT,

NSA=5 =
R—bk PPS RT3 VICENT DR v FOR— ~BESEREL
N
PPS %85t MAC 7 R R |PPS %723 VICENMT D PPS %5856 MAC 7 KL X ZE&E
LEI,

PPS5—hko A MAC |PPSOXRTY3VICEMNTSDPPST—rDTA MACFPRL
PRLZA AERELET,

VLAN ID VLAN ID ZE&8ELE T, EIE 1 ~ 4094 OEETEREL F
ED
857 B—RhOIAICEETD/INT Y MNMIITAHDIFDHREELE

g, Yes M No Z&IRL £ 9,

[ER]RIvEIUYILT, EEERBLET,
[UZS—hOxTvav | RIVvEIUYI LT, BEPPS IRT Y3 VAT
7,

[HIig | RO VET Uy ILT, BRULIY FUSHRLET,
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3 ¥RIAVE

4.5 PPS A IN—E&TE

PPS R4 I\—5&%E

D1 Y RIZRANT, PPS RAN—T—TILDOREZTVE T,

[PPS] > [PPS R1N—8E | £7UvILT, UFOY« Y RoERRLET,

L

s3n-3%

PRSA-L- 541 L850

THEER

MACTEL2

(0-34-32-00-40-48

.

4-5 PPS XA IN\—5&%E

[PPSXRAN—-E ]| EIY3a VTR UTFONSA-—IERETEXT,

NS A—=5

8=

PPS XA N—TIT—IVT
14

PPS EEEBNIY MU REHEZRELE T, fEIF 60~
86400 WOEHETREL X T,

MAC7 KL R PPS H#EREND MAC 7 RLAZHREL X T, REITDEZ
D MAC 7 RLZADBRARTSINE T,

HmE PPS HEERBOREENRRINE T,

LES PPS MEEBNEZBENRTINET,

JUPIVTFYIN= PPSEEBEBNDV U7 ILFYIN—DRRESNET, PPS I

ZEN VU P I Y N—RRITHB L TVDRELRHD XY,

EETR— b

PPS HEBERB TBEICERTINTLDR— FESHRRIN
EC

IPPRL2A

PPS TEEBETEBED IP 7 RLUANKRRENE T,

A~

PPS ITEEBNDRR hENRRINE T,

[EA|RIVEIUyILT, BEERRLET,
[HIg | R9 V&I Uy ILT, BRUETY M UEMBRLET,

—

FHRT ) NI ZETU v I LT, PPS XA N—BROFHZRRLE I,
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5 L2 t##E
5.1 FDB (T#7—F1VIF—9IN—2) 5.1.1 A9714vJ FDB 5.1.1.1 I"F+ AR F 1 v FDB

L2 t¥5E

51 FDB (J#7—F 120 F—IN—2)

5.1.1 A7 1w FDB

5111 1=F+AMAYT1v7T FDB

CDO4YRIERBVWTC, RITAYIIAZFH+RANIT+T—FT 1 VI DHBEET
L, EBEEERRLET,

[L2 ##E]> [FDB] > [ A9 7+ v 7 FDB] > [ 1=+ + A~ AFF « v FDB]
Z7UvIULT MFOD 1Y ROZERRLET,
e -

A=FrARAST YIFDE

[Fot  [v] [Finon ¥ wpgeoey [ MAGTFLA  PO-84-57-00-00-00 | [ am |
e o T

L w e

5-11-F+AMRXSFT+1v 7 FDB

[IZF+AMRIT1 v T FDB]l E7¥ 3 VTR UTONSA—SIZHETE

x9,
NS X—5 8=

R—bk /BE [R=b ] FTYavzaBRUESE. ADLE MACZRL
AWEETDHR—FEFERLES,
[BE|ATVavzBRUEES. I°F+AMRIT 1Y
JFFDBHAD MAC PRLAZROYILET,

R—kFViIN— [R—b 1747 Yarvz@RUE ERTDIR—bZERL
9,

VID 592 VLAN ID ZANULE Y, &FE(E 1~ 4094 T,

MACZ7ZRL A NIy MRS T 1w I ICEHRESIND MAC 7 RLUREAN
LET, COPRLRICIE, IZF+AMMACPZRLR%E
BELTLIEZL,

[ RIvETUyIULT, EELEBRICESLVTHLLIY hUEBIL
7,
[ 2B | RIVETU Y ILT, TNTHIYFUEBBRLET,
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5 L2 t#ge
5.1 FDB (T#7—F1VIF—9IN—2) 5.1.1 A9714vJ FDB 5.1.1.1 I"F+ AR F 1 v FDB

[HIB% | RSV ETUYILT, TV UEHIRLET,
EHONR—INEET 2HEE, R—IBSEANL. [Go] RIVETUYIL
TREOR—JICBBL T,
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5 L2 #8e
51112 V¥IWFF+ ARSI T 1 v FDB

5.1.1.2 N¥ILFF+AAYT7+1v7T FDB
DU 1Y RUERWT, YILFF+RMRIT v 7T FDB DREZETTL. RE
(E=NVES- R

[L2 #4451 > [FDB] > [ A9 7« vJ FDB] > [ WLFF+ AR RAIF 1 v 7
FDB] 27Uy ILT. UFOY« Y RoERRLET,

R R o —
TINFFvABRAST+ v IFDB

W —k #TH—F WID (1-4084)

[Frarn ] o ] — -
ToRU 0
I . S = S R

52 NIWFF+AMRYT 1+ v 7T FDB

[ RILFF+XRATT 1 97 FDB] €73 v Tl UTD/INSA—IEBET
=%7,

NS A= e
BaR—b -8THR—-b |ERAITDIR—bZERLEXT,
VID B9 2 VLAN ID ZANLFY, &HEIE 1~ 4094 T,
MACZRL R NIVFF+ AT Y NDRIT 49 I T4 AT 1 R—>3
YMACPRLRZAALET, TOFPRFLRICE. ¥ILF
F+ A~ MACZ RLZAZEELTLIESE L,

[BF | RovET Uy ILT, BELEBRICESLWTHLLIY M UEEIL
7,

[ £HI% | RIVETUYILT, IATOIY FUEHBRLET,

[HIi% | REVETUYILT, TYhUEHBLET,
EBHON—INEET 2HEE, R—YBSEANL. [Go] RIVETUYIL
TREOR—IICBBLET,
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5 L2 HeE
5.1.2 MAC P RLAF—TIVEEE

5.1.2 MACPRLRT—TILEEE
ZOY 1Y RYEANT, MAC 7 RLURT—TILOREETL. REBERRL
9,

[L2 #8 ] > [FDB] > [MAC P RLAF—TILEBE | 27U v 7L T, UFD
1Y ROERRLET,

VA T — 2aiE

| FO—siLE | MACTHL-AH— 9 RE MACTFL-AVLANTERE
T— 3527 MR (D, 10-1000000) fo
IT—Und FyRF R —TaEvh O#h @

©5-3 MAC 7 RLURF—TILEE (70— \ILEE)

[70-NIEE ] T3 Y TlE UMTONSX - %R ETEXT,
NSX—5 =
I-IVIHH MAC 7 RLRF=T DI - IBEEANLET, BE

(& 10~ 1000000 ¥ TT, 0 ZAANTDE. MACF KL
ANI—IVTRENCRDET, TT74ILETR ZDfE

(& 300 T,
I-IV9F1AT1 IT—-IVTF4AT14x—vavbey MEEEBME 38
X—vavevh CLUET,

[BF | RovETUy LT, BEERBRLET,

[MAC 7 KL AK— F$BETE | 977Uy LT, UTFOY 1Y RYERR
LET,
L —

an-niEE MACFFL AR -MFEERE NACTFL 2VLANEREE

Rllgfi-t BT8R b3
il [ il [ Erabed [ ]
e
Fitlon Enabled
Fitl2 Enabled
Fitlo3 Enabled
Fitli4 Enabled
Tetlrs Enabled
Tellle Enabled

B 5-4 MAC7 RLRT=TILERE (MAC 7 RL RiR— b 2BERE)
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5 L2 HeE
5.1.2 MAC P RLAF—TIVEEE

[MAC 7 KL AK— F#BE8RE | 73 v Tl UTF0/SX—9%BETE
£7,

NSA—5 B=
AR —b -8 THR—bk |FERITDIHR— b EBIRLET,
JRRE BELUR— D MAC 7 R RZBEEABME 38N
[CUET,

[BA]RIVETUYILT, BEERBLET,

[MACZRLAVLAN ZBEE ]| 9727 Yy IULT UTFOD 1Y ROERKR
L&,

VA T
In-KIEE MACPFL AR —H¥BEE MACPF L AVLANFEERE
Bgt- ATH-F 3
[Fiton ] [FitA [s] Enabled [+]
I
Fitlon Enabled
Fitl2 Enabled
Fitlrs Enabled
Fitlli4 Enabled
Tellis Enabled
Telllls Enabled

55 MAC 7 RUZF—ZILEE (MAC 7 RL/X VLAN $EBH%E)

[MAC 7 KL Z VLAN 2BRE | 7Y 3 Vv Tld, UTFONSXA—9%BETE
£,

NSA=5 =

VID YA BEATD VLAN ID ZANLE T, AVVRYID TERIT D
VLAN ID ZANT Dh. Ffcld/\ 1 T VRO T VLAN ID
DEEEZANT DI ENTEFHT, EHEIE 1 ~4094 T,

IRRE BE LT VLAN O MAC 7 R L R 2B B 138N
[CLUET,

[BA]RIVETUYILT, EELEBRICEINTHLLIY FUEENIL
£7,
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5 L2 hEE
5.1.2 MAC P RLRAT—=TILEE

[VLAN ZBRZE MACP LR |23 VTR UTONSA—I%ZRETE

EC

NSA=5

8=

VID

AT 2 VLAN ID ZAALF T, EEIE 1~ 4094 T,

[BF|RIvZETU YT LT, BEUVBRRFGHICEDVWTT—TILAOGIV

UKL, ZRLET,

[£BR|RIVEIUyILT, FIFTELTIY NUETATRRL, FRLE

ED

BHOR—INEET 2HBEE. R—IBESEZANL. [Go] RIVETUYIL
THEHEDODNR—ICBHLET,
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5 L2 t#ge
5.1.3 MACPZRLZAF=TI

5.1.3 MAC 7KL ZXF—=Tb

ZOU1YRUZRAVWT, MACZRLZAT—=TILOIY MU ZERRELUVIVUY
LEd,

[L2 #44E ] > [FDB] > [MAC P RLAF—TI £ T7U v I LT, UFDD 1Y
RoERRLET,
I ———

MACTF LAz~ 7l

=t Fiti [
i 1484 L
B L s o]
IoMRER: 4
I T T S

1 00-50-40-5F-30-8D Dynamic Tellli

1 00-50-40-63-01-09 Staic. CPU

1 34-3D-C49AF2-5E Dynamic Telllls

1 58-27-8C-BE-62-86 Dynamic Port-channe! 1

[ 1] [

56 MACPZ RLRT—=T)b

[MACPRLAF—TI ] €723 VTl UTFONSA—9%BETEET,

NSA=5 2t
R—b WETDR—FBESERRLET,
VID AT 2 VLAN ID ZAANLE T, &EIL 1~ 4094 T,
MAC7 LR CDFECFERTD MACF RV RZAALET,

[ R—rBASAFIvITUTP | RIVETYUYILT, BELKR—~ICEEE
MFENTNDIRTDI I F+Iv I MACPRUREIUFPULEY,

[VLAN Bfii9 1+ v I I7U7 |RIvETU v I LT, BEL VLAN (CEEE
FFBENTNDIRTDI I v I MAC P RUREIUFPULEY,
[MACBIFAF+IvIIYUP | MIvEIUYILT, BELEIIFIvT
MAC 7 FLRZET—TILh B IUPLET,
[BF|RIvZETUY I LT, BEUVBRREFGHICEDVWTT—TILAOGIV b+
UERTEL, RRLET,

[20U7 | RIVEIUYILT, IRNTDIVRIUETF—TILABIUFPLE
9,

[2BRMN9VZTIVUvIULT, FRATERIYNJZIRTREL, RRLE
ER
BHEOR—INFEETDHEE. X—IBESEAAL, [Go]|hIvETIVUYIL
TRHENDR—ICBEHLET,
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5 L2 t##E
5.1.4 MAC &%l

5.14 MAC &%

ZDU1YRUZAVT 70—V MACBRIFRES LUEELR—FD
MAC BAIREZTTL), REEZRRLET,

[L2 82 | > [FDB] > [MAC&41 ] 27U vy 7L T, FOY 1Y RIERRL
£7,

| MACHH I E | MACEAERF)

MACE Y n—s LI

MACTHL A C#gh @mah
PO (21745204 —
EARHZ (0-500) ]
MACEHFI o7 ke O @M
A #TH BT AR T
[t (o] [Dizabled V]
I T A R
Fi1foM Dizabled Dizablad
Fi1fmiz Dizabled Dizablad
Fif/a Disabled Disabled
Filfi4 Disabled Disabled
TeliNG Disabled Dizabled
Telig Disabled Disabled

B 5-7 MAC&BA (MAC BAIERE)

[MACEMO O—/NILESE | E7 >3V Tl UTFONSA—SIZHETEXT,

NSA—5 8=
MAC 7 KL R840 MAC Bil&E XA v F EToO—-NIVICEDEIFEDCLE
ED
i51]1] BAEROKEZANLUET, S#EIE, 1 ~2147483647 #
TY, T7A4IVNTIE, COEE 1#TT,
EXARUHSLX BAHCFERTBEANIOTCURNRRIDIVANUDE

AEEANLET, &EIF0~5007TY, T74IETE
ZDfEX 1T,

MACER+ S v 7IRE |MACEA b S v TREZEDEFENCLET,
FtaR—b -8 THR—b | ERITDIR—bZBRLET,

EBIMcS YD BRUIR—bAD Sy T EBINZEBHEcFENCLET,
HIER b S v BRULKR—bDS0O NSy THIBRZBMEFERCLE
ED

[@E ] RIvEIUyILT, BEERRLET,

[MACEBRIEZRNY 19720 Uv LT UFDD 1Y ROERRLET,
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5 L2 HeE
5.1.4 MAC &A1

| MACEBHIRE | MACESIEZ U \

I>hUESE 0

5-8 MAC #EX (MACEBREXRKV)
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5 L2 t#ge
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FaR—b -8 THR—-b | ERAITDIR-bZRRLET,
HllPRER HIRKZEANDLE T, CDINSX—FZAHNT, FROIEER
IGMP ++ v 1TV bUDEZERIRLEI, &EEE 1~
4096 T,
Banroray BBREB7IYavEBRRLEYT, JONSA-IZANT,

HIFRBERF CH T ICRBIND I I —TEZNET D-HDE
EEBELE T, BRI DEIIUTDESD T,
e [FIAIWK]-TIAIWEDFPIYavRETEINET,
e [EE]-HLWIIL—THROvITENET,
o [UTLAR]-FHLLWII—THBHENIIL—TEBE
B‘BHhDEI,
Except ACL Name BE|PPIERURMDERIZAALET, PTEBRUR S
THOINTWBTIL—2" (*,GQ) £EFF+=xIL (S,G)
(&, HIEMNSEFEISNET, FrRIL (S,G) ZEFFATDIC
. POEBRURANIVRUDY—XPRUVADT 1 —ILF
[C IS] &BEL. THA AT R—Y3avYFPRLULADT 1=
Rl TGl &BELET, b= (*,G) =FOdDICE.
PIBAUZARNIVRUDY—RAFPRUVADT 1« —ILRIC
fanyl Z88EL. TARATARX—YaYFPRUVADT1—)b
RIC TGl &EBELF T, BRlld 32 XFETTT, HDL)
[ [BRUTLES W, | RIVZTYYILT, CORE
[CERTDRM Y FTHRESNTLDIREFEOFI AU
@=L, BRUET,
VID fEFAT D VLAN ID ZADLEY, &HIE 1~ 4094 T,

[BA]RI>ZETIVYILT, BEUVLBRICEDVWTHLLWIY MY ZEMNL
=
[ERR 1 R9vETVUYILT, EEUVLBRICEDVTIVNUZHBRLED,
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5 L2 t#ge
5.7.1.3 IGMP AX—E>VT 7 1 ILIEE

[ PO ERADIL—TERE

] €7y 3arTE UFONSA—IZHETEFET,

NS AX—5

=

FtER— b - #THR—b

AT 2R— b ZBRLE T,

roJvay

[ 850 ] ZBRLT. ANLEBRICESVWTHRLLWIV Y
ZEMLET,
[ EIFR ] Z2BIRL T, ADURBRICEDVTIY MY EHIBR

LEY,

ACL &7

EBEIPPIEAURNDERIZANLET, TD/INTAX—F
ZHVWTC, I—YZTIWL—7" (*, Q) \OBMEHFILET,
PICGAUARIVRUDY—RXAPRUVADT 1« —)LRI(C
fanyl ZEEL. T1 AT RX—YaYPRUVADT1—)b
FIC TGl EBELE T, BRlld 32 XFEFTTI, HDL)
[F. [BIRUTLKREE W, |RIVETIUYILT, TOBRE
(CHEATRIRAM Y FTRESNTCLDIHEENFP I AU+
EREL, BRUEFT,

VID

AT VLAN ID ZAALF T, EEIL 1~ 4094 T,

[BF | RovETUyILT, BEERRLET,

[IGMP ARX—EYDI T4 IL9F =TI | €723V TR UTFD/II5A—I %

ETEXT,

NSA=5

EE

FtaR— b - #THR—-b

FERITDIR—hEBRUE T,

[BFR|RIvZETUY I LT, BEUVBRRFGHICEDVWTT—TILAOGIV

UERRL, RIRLE T,

[2BR|RIVETUyILT, FIRTERTY NUETNTRAL, RRLE

ER

[FESBR | RI9vETIVUYILT, COIVRYICETIFHMBRERRLUE

¥

BEOR—INEETD

B8, XR—YBESEAAL, [Go] RIVETUYIL

THEDR—IICBELET,
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5 L2 t#ge
5.7.1.3 IGMP AX—E>VT 7 1 ILIEE

HHSR NI vZIUvILT UTFDOY 1 Y ROZRRLET,

—

IGMPRA—E Il I W57 —T I

> bhugsta
7R— b Gion

Not Configured Not Configured

[ [ K e

B 5-49 IGMP AX—EVT 71 JLIRE FHBSR

BRONR—INEETDHESE. X—IBESEANL. [Go] RIVETUYIL
THENDR—IICBBLET,
[RBZ )R9I UYIULT, BIDT 1Y RFIICRDFT,




5 L2 HeE
5.7.1.4 IGMP AX—EVTRILFF+ + A M L—F &R

5.7.1.4 IGMP AX—EVONIFF++ AN IL—T1EHR

D1V RIZEABAVNT, IGMP AX—EVIVILFE+ A MNIL—YI DBEETT
L\, REEEXRRUED,

[L2 #8885 ] > [L2 RILF++ A M@ ] > [IGMP AX—E V7T | > [IGMP AX—
EVIRILFEr AN—IEER]ETU vy ILT. UFOD 1Y ROERRLE

IGMPR R—E 2 TFAFF v 2 FL—5H— EE

WD (1-4004) AL —Ta mssEE— B|TH—+

[ | [Port [~] [Fitoi ERECE ] [ am il Al ]

IGMPRZR—E =T NFHF v Z == F=T N
P — ]
TR0

e e

B 5-50 IGMP AX—EV IR IF++ X M-S ER

[IGMP AX—EVIRIFF+ ARI—FR—rE/E | EI>a VTR UTD
INSAXA—FZRETEET,

NS X—5 B=E
VID fFET3 VLAN ID ZAALET, EEIE 1~ 4094 T,
dAv7«49Lb—vay h—hAV T4 L—vavaEBRLET, BIRTZEIIU
TOEHSEDTY,

o [R—bF]-BELIA—FERIF 1 v ITILFF+ RN
W—g—hCLET,

o [BIER—F]-BELIA— M ETLFF LR N—F
R—hCLEB A,

BltaR— b - THR—~ | @RI R— FEBRLET,

[BARRIvEIUyIULT, BELLBRICESVLWTHLLWIY MU ZEEMNL
Y,
[EIER | RO >ETUYDILT, BELLBRICESVWTIV MY ZHIBRLED,
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5 L2 hEE
5.7.1.4 IGMP AX—EVTRILFF+ + A M L—F &R

[IGMP AX—E VI RIVF£+ A —IHR—rF—T I ] £I¥ 3 VTR, U
TONSA—IERETEET,

NS A—5 B
VID 9IS VLAN ID ZEAAULZET, &HIE 1 ~ 4094 T,

[BF|RIvZET Uy I LT, BEUVBRRFGHICEDVWTT—TILAOGIV
VZEBRHRL, RRLET,
[2BR)NI9VETVUYIULT, FIATERIY MU ZINTREL, RRLUK
ER
BROR—INEET 2HEF. R—IBESEANL. [Go] RIVETUYTL
TRHENDR—I([CBELET,
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5 L2 HeE
5.7.1.5 IGMP AX—E VT HEtEE

5.7.1.5 IGMP XAX—EVT#istEE

D1 YRIZAWNT, IGMP AX—E VT st R B LUVTIYPLET,

[L2 #8551 > [L2 TILF++ AN ] > [IGMP AX—E>Y7 | > [IGMP A X —
EVOHERE]| 27Uy IL T UTFOY (Y ROERRLET,

=1

=n-

IGMPAR— 2T R E

L VID (1-4094) Mser—t #THR—F

[n [~] [ | [Fitron [Fitmn [~ SUT
IGMPAR—E > TlHF—T

R WD (1-4084) Mpshr— MTH—+

[vian ~ | | [Ftmon SN ELE ~ [ T T
Tkl -0

| =e | aw | o=x | oxe | =x | =m
IHMEIHH“HHNEHHEHHH“EHHEHHH“EHHEHEHMHH“EI

5-51 IGMP A X—E VTt E

[IGMP AX —E v IHEtiaE | 7 v a v Tld, UTD/NSA—9ERETESE

ER
NS X—5 e
st (V9T —AEBRLET, BRIBER[2].
[VLAN]. 8&U[H—k | TT,
VID

T3 VLAN ID EANLET, & 1 ~ 4094 TT,
COATvavid, [#iEt] ROYTIHYUZ T [VLAN]
EBIR LT 52(CHRTETT,

BRIATR— ~ - S8 TR—

fERT B R— N EBRLET,
TOFTY IV, [HE] ROV TIIVURRT
[K—b | #BRUBACHRTETT,

[DUZ | RIVETU Y ILT, EEUVERBCEIWTHRENBEEREIUPLE

ED
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5 L2 hEE
5.7.1.5 IGMP AX—E VT HEtEE

[IGMP 2X—EVI#HEtT—T I | €72 3V Tlh UFONSA—IERET
xET,

NS A—5 =

BRI T (VI TTI—ANI1TEBRLET, BRT ER
[VLAN] 8&U [ K—b | TF,

VID BT 3 VLAN ID EASLET, BHEIE 1 ~ 4094 TY,

COFTVaVE, [RRIMT | ROvIIIVURLT
[VLAN] &R U B (CRIFTETT,
BtAR— b - TR—~  |@EBTaR—rEBRLET,
ZOFTYaVE, [RREIAIT | ROvIIIVUILT
[ R—b | #BRUSSCRIRTETT.

[BF|RIvZET Uy I LT, BELVBRRFGHICEDVWTT—TILAOGIV
VZERHRL, "RRLET,

[£2BR NI YZTVUvyIUT, MAGEBRIY MY ZIRTREL, RRLE
ER
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5 L2 #8e
5.7.2 MLD AX—EY7J 57.2.1 MLD AX—EVTHE

5.7.2 MLD AX—E>T

5.7.2.1 MLD AX—EVITEE

ZDU 1Y RIZAWNT, MLD (Multicast Listener Discovery) AX—E>7T
DFEZETL, REBERRLET,

[L2 #8E ] > [L2 WILFF+ X H@E ] > [MLD AX—E>Y7 > [MLD AX—F
VOBRE]|EIUYILT, UFOY 1Y RuERRLET,

e e e ——

dO—rnEE

Fo— LA [@F r IO
FEDF— S8R (1-1024) FoFIE
MLDR R —E 2 R B F—% viD (1408 [ | A—FPELR RS Il TUT |
VLANTEARES S
WID {1-4004) [ =F T
MLDRE R — E = 57—
VIO (1-4084) ] [ wR ][ EX L] |
Tk 0

5-52 MLD AX—EVTERE

[JO—/NIVEE | £7v 3 v Tlh. UFONS A—9IERETEET,

NSA—=5 8=
J0-/NViRRE MLD ZX—EYI DT O—/NIVIREBZBMEcFEMICL &
EB

[BA|RIVETUYILT, BEERBMLET,

[VLAN REESRE | €723 VTR, UTONSA—95BETEET,

NSA=5 1=
VID AT VLAN ID ZAALF T, &EEIL 1~ 4094 T,

[EFE ] RIvETUyIULT, BELEBRCESVTHLLIY FUEEMIL
£7,
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5 L2 t#ge
5.7.2 MLD AX—EY7J 57.2.1 MLD AX—EVTHE

[MLD ZX—EYTF =TI ] €723V Tlh, UFDINSA—IEBETEE
ElB

NSA—5 =
VID AT 2 VLAN ID ZAALF T, EEIE 1~ 4094 T,

[BF|RIvZETU YT LT, BEUVBRRFGHICEDVWTT—TILAOGIV
UEREL, FRLET,
[28R|R9VZ0UvIUT, FIFOERIY N ZINTRRL, RRLE
9,

[FESR | RI9vETVYILT, COIVRUICETIFHIBRERRLUE
ED

[RE]|RIVEITVYILT, IVEUDHREERELFT T,
BROR—INEET DHEERF. X—IBSZEANL, [Go] RIvZTUvIUL
TRHENDR—IICBEHLET,

[H@BR | RIVETIUyILT, UFOY 1Y RUERRLET,
viLD . IVLAN
MLDAF —E2IVLAN/SS A —5
VD 1
1 )
IrAu—J E (hA FS—2)
FOFLR—F+ 24 E U-AFELA)
HTUPHRE )
LTUN—Z3 v2
LTUBR 125§
BASERR 108
OJA A2 2
BHRUIT—STUBER 138
HEFHIE 0
N

5-53 MLD AX—EVTEE GHEZR)

[ | RIVETUYILT, BEERELET,
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5 L2 t#ge
5.7.2 MLD AX—EY7J 57.2.1 MLD AX—EVTHE

[FE | RIVERR [EE | RIVETUyILT, UFOY 1 ¥ RYERRL

EC

LD B~
MLDAA—F > VILANZEE

VID (1-4094)
REE

IJrRBU—J
FOFSLAM—FT 1 24

LT UFHRE

LTUN—Z3

HTURERE (1-31744)
BASERRS (1-25)

O)Z hRAZER (1-7)
BIEURF— LT URR (1-25)
FERHIE (1-1000)

VLANCTGE

—
A7 o B3
B © B3
= e®  Y-2FRLR[
= © B

m e

R

.

e

o eamay

5-54 MLD AX—EVIHE (R, 1BIE)
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5 L2 t#ge
5.7.2 MLD AX—EY7J 57.2.1 MLD AX—EVTHE

[IGMP AX—EYTJ VLANBEE | €73 VTR, UMTOINSAXA—F%ERET

EEXT,

NSA=5

8=

Fast Leave

MLD XX —EV T SRbREAEZEN I FEHICLET,
BHCLUIHE, YATLTMLD FBEX v E—Y%%RETD
& REBICAVYNEZRBESEE T,

JO0FILR-FT1 VT

O+ Y UiR— bEBEZED X FEDCLET,

Y—ZP KL 2R TOFYUR—F 1 YITDY—R PP RUREANLET,
COATYaVE, [FOFVLK—F1 VT | T[EWN] &
BIRT 3L EMCRDET,

JTUPIRE DTU PREEEDEFEHICLET,

JIUN=-Y3y

MLD XX —EY T I TUPHEET 2RI I T/ v
N—YavEBRLET, BIRTBMER [1] & [2] TT.

2 TVER MLD O—fMBR T TY X v E—I% MLD AX—EVTJT
U7 HEBNICEET 2MREANLEZT, &#EE 1~
31744 TY,

RANERE MLD XX—EVYTITUT? KRNI XESNTUVDRAINE

R (#) ZANLET, &EHEIE 1 ~25TI,

Robustness Value

MLD RX—EV T THEEAT DO/ S RRABREANLF
jo %ﬁ‘; 1~7 —Z\-\jo

=YX F—J T VUER

MLD AX—EVYTITVUPICLD. MLD ZIL—TBEEF
FOW—TYV—-ZXBED (FrxRIL) TJTUXvE—IDX
EERZEANDLET, &EHEIE1~25TT,

FEHIRR

HEHHIRMEZANDILEY, &HEldE 1~ 1000 T,
[ #RBL | A7’y avaEFVICLUIBE, CO7O0771)
(CHREHERZERL XA,

[BF | RovETUyILT, BEERRLET,
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5 L2 HeE
5.7.2.2 MLD AX—EVJ T IV —T8EE

5.7.2.2 MLD AX—EVT T —TEE

ZDU+4YRUZRAWVT, MLD AX—EYTTIL—TDHREZITL. REMBEZEX
mLET,

[L2 #8 ] > [L2 TILF+F+ A HE ] > [MLD AX—E>Y7 > [MLD AX—F
VITIW—THBE]ETYvILT, UFDT 1Y ROERRLET,
WLD A= 25—

MLDAR—EAF ST 1w OF ) —TIE

VIO (1-4004) FN—FPFLA MM —F BT+

[ | FF11z11 | [Fitoovt [Fitiam 1] il
MLDRR—E S RSF 1 o 28 )I—TF—T )

WID (1-4004) F—FFELA

o] | OFF1En | [ "R | | EHH |
TR0

I 7= S R S
MLDRR—E & N—TF—T Il

VD (1-4084) FN—FFFLA

@ | o FFiizt | 0 =4 [ BE I
TohER-0

[ v | FR—TFELA SWLIH—F

5-55 MLD AX—EY T T IV —THE

[MLD AX—EYTRI9FT 4 v ITI—TE/E | €T3 vTlE. UTD/INS
A—IZRETEXT,

NSA=5 =
VID AT D VLAN ID ZAANLE T, &EIE 1~ 4094 T,
TIW—=TPRLR IPv6 ¥ILFF+ AT IV—TPRLURZANDLET,
FtaR— b -8 THR—-b | ERTIR—-bZBRULET,

[BA]NIYZETVUYILT, BEUVLERICEDVWTHLLWIY MY ZEMNL
EC
[BIFR | RO >ZT Uy I LT, BELLBRICEDSLWTIV MY ZHIBRLE T,
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5 L2 hEE
5.7.2.2 MLD AX—EVIJIL—T8EE

[MLD AX—EYDRI T4 v ITI—TF7=TI BT 3 vTE UTD/N

AT ERETEEXT,

NSA=5 2E
VID AT 3 VLAN ID ZBRELUANLE T, &#HEIG 1~
4094 T,
TI—=TPRLR SIFRIVZETYYTU. IPV6 NILFF+ AT IL—=T7

RLRZAALET,

[RR]|RIVETUYILT, EELERREHCEINTF—TILROIY b

UZzRRL. ZRRULET,

[2BR])NI9VETVUYIULT, FIATERIY MUZINTREL, BRUK

ED

BREROR—INERTDHERERF. XR—IBESZANL, [Go]| NIy &ETUvTIL
TRHEDXR—ICBHLET,

[MLD AX—EVITI—TF—TI | €73 VTR UFD/INSA—9%H

ECEFT,
NS A=5 =

VID A9 2 VLAN ID ZBRELVCAALET, &A1~
4094 TY,

TIW—TPRLZA SIFRIVETI YT U IPV6 NIVFF+ AT IV=T7
FLZRZEADLEY,

2 InATYavEBRUISBE. MLD 7)V—7 D5FlER%E
e N VE=SC N

[BFR]RIvZETVUYIULT, BEUVBRFHICEIVWTT—TILROIY ~

UERTL, RRLET,
[2BR|RIVETUY
7,

JUT, FAETEBRIY M) ZINTREL, RIRLE
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5 L2 #8e
5.7.2.3 MLD AX—E>T 7T 1 ILIEE

5.7.2.3 MLD AX—EVT7T 1 ILIEE

ZDU+4YRUZRAWVT, MLD AX—EYT 71 ILYI DFREZITL. REMBEEZER
mLET,

[L2 #8688 ] > [L2 QLFF+ A NI ] > [MLD AX—EY7' | > [MLD AX—F
VOT4IWIEE |27 Vv IULT UTFDD 1 Y ROERRLET,

MLDA R —E =S S siRnE

maH—k TRk HIERSY (1-1000)

[Fitwor o [Fnon & |0 semssL
MLD A 3 —E =4 SR

A — M|TH—F BIER (1-1024)

[Fitiom [~] [Fitroi [ |

BT T Except ACL Name WID {1-4084)

e | —T—
oefeut

A — TR WID (1-4004)

G ] [Fion |
FoEZIN—THRE

A — T HR—- Fariegie

[Fition I [Fiea o [Agd ~]

ACL £F5 MID (1-4084)

2 orere | [Erocen | —
MLDAR—E 4 25 2 F—T I

B EA— HWTH—F

[Fitiom ~  [Fiton [ R | [ #em |
kR0

I T

EBRTEF S BYETEAL.

5-56 MLD AX—EVT 7 1 JLIRE

[MLD 22— by JSHIIREE | 723 VTl UTO/I5 X—9%/ET
%7,

NS A—5 e
BIAR— b - @THR—~  |ERT3K—FEBRUET, Thid [R—k]FToaY
EUTOFPIY 3V E L TRRLUIBAICOHRIRTETT,

HlIPREY HIRRBEANDLEY, CORIRBEERNT HEDT VY
TI—RETRA vy FHUETEDS MLD /NNy bOL—
hEERELET, #8EE 1~ 1000/ 7y b/ HTT, [HIR
BUATYavEBBRUIES, fIRZEDREET,

[EF | RIVEIUYILT, BEERBLET.
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5 L2 hEE
5.7.2.3 MLD AX—E>T 7T 1 ILIEE

[MLD 2R —E Y THIIREE | 7Y 3 VTl UTONSA—9EB/ETES

ED
NSA—5 8=
FaR—b -8 THR—-b | ERAITDIR-bZRRLET,
HllPRER HIRKZEANDLE T, CDINSX—FZAHNT, FROIEER
MLD ¥+ v 1TV bUDEZEHRLUEXT, #HHEEE 1~
2048 T9,
Banroray BBREB7IYavEBRRLEYT, JONSA-IZANT,

HIFRBERF CH T ICRBIND I I —TEZNET D-HDE
EEBELE T, BRI DEIIUTDESD T,
e [FTAIWK]-TIAIWEDOFPIYavREGTEINET,
e [EE]-HLWIIL—THROvITENET,
o [UTLAR]-HLWII—THBHENTIL—TEBE
BHDEd,
Except ACL Name BE|IPPIERURDERIZAALET, PTIBRUR S
THOINTWDTIL—2" (*,GQ) £EFF+=xIL (S,G)
(&, HIRMSEFEISNET, FrRIL (S,G) ZEFFATDIC
. POEBRAURANIVRUDY—XFPRUVADT 14 —ILF
[C IS] &BEL. TH AT R—Y3avYFPRLULADT 1=
RIC TGl &EBELET, ZIb—7 (*,G) #HFOIDICIE,
FPOBVGAUAMIVRNUDY—RPRLVZADT 1« —)LKRI(C
fany] ZBEL. TA AT A R—Y3aVYPRLVADT 1 —)b
RIC TGl &EBELF T, BRlld 32 XFETTT, HDL)
[ [BRUTLKES W, | RIVZTYvILT, CORE
[CEERTDRAA Y FTRESNTLDIHREEN 7 I AU R
ZR=RL,. BRUET,
VID fEHT2 VLAN ID ZAADLEY, &HEIE 1~ 4094 T,

[BA]RIZETIVUYILT, EBEUVLBRICEDVWTHLLWIY MY ZEMNL
=
[ | RO vETVUYILT, BEVLEBRICEDVTIVMUZHBRLED,

[PORADI—TEE ] €73 VTR UTONSA—9EBETEET,

NSA=5 8=
BaR—b -8THR—bF |ERAIDIR—bZBRLUET,
Fovayv [0 ] ZBIRL T, ADURBRICEDVWTHLLWIV Y
ZBMLE T,
[ BB ] ZBIRLU T, AADULRBRICEDVWTIY Y ZHIBR
LET,
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5 L2 #8e
5.7.2.3 MLD AX—E>T 7T 1 ILIEE

NSA—5 EE
ACL &7 BEIPPIERVRNDERIZANLEYT, CDINSA—F

ZRAVWT, I-HCIIL—7 (*, Q) "OBM%EFILFT,
PIBAVIANIVRUDY—XPRLVADT 1 —IUFRI(C
fany] ZIBEL. TA AT 4 RX—YaYPRUVADT1—Ib
RIC TG] &EELE T, BRIF32XFETTIT, HdDW
[F [BRUTLKIEZ W | RI9VYZTY v I LT, CORE
CERATDIRAM Y FTRESNTLIBEOPIEAYR
ZREL, BRUEX T,

VID 92 VLAN ID ZAALFY, &HEIE 1~ 4094 T,

[BF | RovETUyILT, BEERRLET,

[MLD ZAX—E YT T4 ILIF=T I | ET¥3 VTl UFONSA—9%H
ETEET,

NSA—5 BE
BATR— b - 8TR— N | @RI 5K— EBRLET,

[BR|RIVETUvILT, EELERREHICESNTT—TILROIY
UERTL, BRLET,

[288 | RIVETU vy ILT, ARTERTY FUETNTRREL, RRLE
7,

HWBRB | RIVEIUYILT, TOIYRUCHT 2HBEREERLE
7,
BEOX—INEHT 2EEE. X—IBSEANL, [Go] RIVETUwIL
TREDR—ICBBHLET,

—

—

FHESR NI ZTUvILT UTFOU 1 Y RUZRRLET,
e e ——

MLDAS—E T 7 ST —T N

P

T e

I T A =22 S
Not Configured Not Configured
11 (1] [ em
B3

5-57 MLD AX—EVT 7 1 VIHRE GFHBSR)

EROR—INBETDHER}. X—IBESEAAL, [Go] RIVETUYIL
TREDN—ICEILET,
[R2 ]| R9vEIUYILT, BIOD 1Y RYCRDET,




5 L2 #ge
5.7.2.4 MLD AX—EVIVIF++ ANIL—91ER

5.7.2.4 MLD AX—EVIRIFF+AMIL—T1ER

ZOU+1YRUZRAWVT, MLD AX—EYINILFF+ A MIL—F DREZTTLN
HEEZRRLET,

[L2 #8E ] > [L2 RILF++ A M@ ] > [MLD RX—E>T' | > [MLD AX—E
VIRILFFE P AN—IBER] ETUv I LT, UFOD« Y RIERRLE

MLDAR—E 2 FIFFv 2k IL—Fi— -RE

VID (1-4084) SL T L —bay A —F #TH—F
| [Port | [Fition [~ [Fition ] [ & | [ R |

MLDZR—E 475+ 2 RIL—2 8 — FF—T

T E— T
Tk -0

B o 2
8 558 MLD RX—EVIRILFF+ 2 M U—SER

[MLD ZX—E VI F++AN—IK—FBEE | E7Y a3V TR, UTO
NS A—IEBETEET,
NS X—5 BE
VID fEFAT D VLAN ID ZADLEY, #HIE 1~ 4094 T,
AT« Tb—v3y | K—FaAvT+TL—vavERRLEY, BRY HEE
TOEBDTT,
o [R—k]-FBEBRHR—EAVILFF+ X RIBIL—FIC
BHLTLBH0ELET,
o [BLEKR—h |- BERHH— MOTILFF+ 2 NI —
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16384Kbps T,

BARKIN—AH1X BAN—-AMYIr XEBEASDLET, &EHIEZ, 0~
16384Kbps T,

B&ErST1wvo EFITIEENS T4 vIFPIVavEBERULET, D7

Fovay Jvavid. FEONT Y MHUTEITLUET, BRI D
BIEZATOELDTY,

o EE- I\ NERELXY,

e Set-DSCP-Transmit - /5w M THEFL UL DSCP EZERE
ULCEELE T, DSCPEERRSNIANT + —ILRIC
AALFET,

e Set-1P-Transmit - /X7 v THL L) IEEE 802.1p fE%Z
WELU CEELE T, IEEE 802.1p lBERTRSNIcAN
714 —=ILRICAALET,

o EE-NTYhEBELBRVWTEELET,

e DSCP-1PE&%E - /\7 v MZHFL LY DSCP fE& IEEE
802.1p B%ZEREL TEBELE I, DSCPEL IEEE
802.1p BERRENIEANT « —ILRICAALET,
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NS A=5

EE

B|ERroIvay

ETI2BBEF IV aVvERBRULET, CO7PIYa Vi,
BEHRZBRET2HEEND/ T Y MTHUTERITLET, &
RITDERLUTODESD T,

BE-/N\TyhERELET,

Set-DSCP-Transmit - /\ v MTHF L LY DSCP B ERE
LTEELEF T, DSCPBERRENIANT + —ILRIC
ABDLET,

Set-1P-Transmit - /X4 v M (CHFL L) IEEE 802.1p E%
WEL CEELE T, IEEE 802.1p lBZRRSNIcAN
T1—=ILRICAADLET,

EE- NIy hEEEULRVWTEELE T,
DSCP-1P &% - /\7 v MZH L LY DSCP EE IEEE
802.1p EZHEL TEELF Y, DSCPEL IEEE
802.1p BERTRESNICANT 1 —ILRICADLET,

EBREB7FOVay

RTIDERK7IVYavEBRLEY, COPTY 3V,
REBD/INTY MMIHUTEITLE T, BRIDERUTOE
HEHTY,

BRU-UbBRE7ZIYaVvERITUEHEA,
BRE-/N\Ty hERELET,

Set-DSCP-Transmit - /\7 v MTH L UL DSCP B%ERE
UCEELFE T, DSCPEERRESNIANT + —ILRIC
ANDLFET,

Set-1P-Transmit - /7w M (TFHUL LY IEEE 802.1p fE%
HMELTEFLE T, IEEE 802.1p BERTRSNICAN
1 —ILRICAALET,

EE- /Ty hEEELRVWTEELE T,

DSCP-1P &%E - /\o v ~TH L LY DSCPEE IEEE
802.1p BZ&REL TEBELFE T, DSCPIEL IEEE
802.1p BERRENIEANT « —ILRICAALET,

Color Aware

Color Aware #eEE=ENEEFENICLE T,

BMRBSE. RUY—(E Color Aware E— RTEMEL &
ED

\EHRBS,. RUY—(F Color Blind E— R TEIEL E
ED

[BA]RIVEITYYILT, EEASEERLF T,
[RZR9v%ETUYIULT, BIDT 1Y RFIICRDFT,
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[RUBT—]1R9>%ETYvTU. Police Action £LT [Police CIR] ZEEL
T UFOO 1Y ROZERRUET,

RUZ—IvTE Name

BSAIWTE Class

Police Action
2l

o EE
CIR * (0-10000000) [ lkoes
J{—A MEEEE (0-16384) [ koye
PIR * (0-10000000) [ kbps
F—4/1—Ak (0-16384) [ ko
BENS T TEYE
Btz
amwr oz
Color Aware

EE] il

®7-19  RUY—~ v GRUY—, Police CIR)

[Police Action] E7>a > Tl UTDONSA—IZHRETEET,

NS X—=8 =
®U AT VavEBRURLES., COIVRJCKRUY—F
BRESNEHA,
EE CDATYavEBRULBE., COIYMUICUTORY
P—BENEHINET,
CIR CIR (Committed Information Rate) fBZANLFT, &

nE, VL= X=FUVITDRIIDE—TVI\Ty kT
9, #EHEIE. 0~ 10000000Kbps T,

IN—A MEESR N—REREZANLET, INnlE. |IOS—T I\
by kDY XTY, SHEIE. 0~ 16384 F0O/V1 LT,
PIR PIR (Peak Information Rate) lEZANL &I, Zhld.

Y—U—bX=SVUVTD2BEEDE—T VNI v ~TT,
&E (X 0 ~ 10000000 T,

E-oN-2k E—IN—-XMMEZAALET, TN 2EBDO =T YN
Ty kDYAITY, #EEIE. 0~ 16384 +0/\1 +TY,
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NS A=5

EE

BENST 1w
roJvay

ETITIEENST1vIFPIVavERERULET, D7
Jvavid, SBONT Y MCHUTEIFTLET, BIRTD
BIEUTOESD T,

BE-/N\TyhERELET,

Set-DSCP-Transmit - /\ v MTHF L LY DSCP B ERE
LTEELEF T, DSCPBERRENIANT + —ILRIC
ABDLET,

Set-1P-Transmit - /X4 v M (CHFL L) IEEE 802.1p E%
WEL CEELE T, IEEE 802.1p lBZRRSNIcAN
T1—=ILRICAADLET,

EE- NIy hEEEULRVWTEELE T,
DSCP-1P &% - /\7 v MZH L LY DSCP EE IEEE
802.1p EZHEL TEELF Y, DSCPEL IEEE
802.1p BERTRESNICANT 1 —ILRICADLET,

BBsrIvay

RTI2BBE 7Y avEBRUET, CO7PTY3a V>,
BEAIRZEET 2RED/ Ty MU TETLET, &
RIDEREUTDESED T,

BEE-/\TyhERELET,

Set-DSCP-Transmit - /\7 v CHT L L) DSCP B% 8% E
LTEBLET, DSCPEZRRSNICANT 1 —ILRIC
ANDLET,

Set-1P-Transmit - /7w M (TFHUL LY IEEE 802.1p 1E%
WELTEELE T, IEEE 802.1p BEZRIRSNICAN
1 —ILRICANDLET,

EE- 1\ b EBELRVWTEELE T,
DSCP-1P &€ - /\o v M THF L UL DSCP fE& IEEE
802.1p fBZ&&REL TEBELE T, DSCPIEL IEEE
802.1p BERRENANT 1 —IURCAALET,

EBRBFOYVay

RTIDERK 7Y aVvEBRLET, CD7TY a3V,
HEDNT Y MIHUTHRITLET, BRI DERFUTDE
HDTY,

"L -fUbBRE7ZIYaVvERTULEEA.
BE-N\ryEEELET,

Set-DSCP-Transmit - /7 v MCH UL DSCP E%SRE
ULCEELEFT, DSCPEZRRSNICAANT «—ILRIC
ABLET,

Set-1P-Transmit - /X4 v M CHFL L) IEEE 802.1p %
T|EL TERELE T, IEEE 802.1p lBZRRSNIcAN
714 —=ILRICANDLET,

EE- NNy b EBEULRVWTEELET,

DSCP-1P &% - /\7 v MTHF L LY DSCP fE& IEEE
802.1p flE%ZsREL TEELE I, DSCPIEL IEEE
802.1p BERMRENIEANT + —ILRICAALEFE T,
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NSA—5 8=
Color Aware Color Aware #eEE BN E - (FENICLET,
o BIRIES, RUY—IF Color Aware E— R TEIEL £
ED
o UGS, RUHY—I3 Color Blind E— R TEIfELF
ED

[@FE ] RIvEIUvILT, BENSERABLET,
[RE3]K9vEIUvILT, BIDY 1Y RYICRDET,

[RUB—]1R9>%ETYUvTUL. Police Action &L T [Police Aggregate] %=
EBELT UMTFOD 1 Y RDZRRUET,

MUT—TvTE Name
DSATYTE Class
Police Action

2L

OF - Police Aggregate ¥
B3 chars

EERUY—F

=3 ER

7-20 RU¥—~ v GRUHB—. Police Aggregate)

[Police Action] €7 3> TlE, UTDNSA—FZHRETEFT,

NS %—5 BE
=L TOATY 3 VEBRULBE, TOTYMUICKUY—E
BESNERA.
e COATY 3 VEBRULBE, TOTYUICUTORY
Y—RENERSNET,
EHRUY—& ERRU > VT —ILDERIZANDLE T, BRild 32 XFE
TTY,

[BAR|RIVEIVUYILT, EERBZEALET,
[BZ )R9I UYIULT, BIDT 1Y RIICRDFT,
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729 RUI—NAIFT 10T

7.29 HRUI-INAUF1T
ZOU 1Y ROERAVNT, KUY—NA V71 VI DBREETL. BEBERRL
£7,

[QoS] > [BERFE | > [ RUY—N1VF1 T 20Uy ILT. UTD
D4V ROERRUET,

U S—) 1 > ROBE
st M7 #m| H—TaTE

[FieA ¥ [Fvor %] [ineut [~ @ [2Zohars ] OBl
S T P

Filii

Filiiz
il
Filii.
Teli/s
Tetio@

K721 RV —NA T 1D

[RUS—INA Y ROBE | €723V TR TIN5 X—9%BETEET,

NS A—5 BiE
AR — b - RTR— b |@RTHR— M EBRLET,
Vel BEA Ty EBRUET, BRI HEE [ AN ] BLU

[EA]TT. [ABR]REAONS Ty o, [HA]REHOR

5714 vIEENTNEELE T,

RUY—IvTHE MUY=V v I EEANLET, BRIl 32 XF&ETTT,

e [BU1AT7vavEBRUALEBSE, COIYHMUCKRY
V=Y v I EREENMTEE A

[BAE|RIVEIUyILT, BENSERBLET,
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8 ACL (Access Control List)
8.1 ACLEED+H—R

8 ACL (Access Control List)

D1V RIZAVNT, [ACLERED 1 ¥ —F | THHEBLUBIFD ACL ZHE
L&,

[ACL] > [ACL BEY 1 —R | £7UvILT, UFOY 1Y RERRLE

ACL RS H—R

FHERYRARDER 2> kS TORR >> L—ILOBE >> @AK—FO®ER
HLLACLT S RURMOERFEE . BE P SRR P TF— O LSO ERAL THIEL,

AL &

Note: ACLEDBANDERILETEThHGYEEA.

8-1 ACLEEY 1 ¥'—F (fEmM)

[PyTF—h4T2avEIUvILT, BFOY 1Y ROERRLET,
S

ACL B 90 ~F

ZREZUA OIERE >> 18 5 A- 207 0FR == - WORE > @il H—F0ZIR
FLLACLTZEIUA OiEs T L. BEET 22U A OF 37 57—+ O ES S REFIR L TR
@ fEAf

ACL i

@ TuIF-k

Note: ACLE DB OFRIF THIThITAUEH 4.

ThUREEH: 0

I Y 7 A

82 ACLERED+¥—K (PyvI7—h)
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8 ACL (Access Control List)

8.1ACLEREV 1Y —FK

UTFDNSA - ZR/ETEXT,

NS A—5 =
{ER% CDFATYavEBRULEBS, REV - RFEFRELT
FLWACLZ7 7 ERUZNEERLETD,
ACL & FLWLACLBMZEANLEY, &Filld 32 XFETTT,
Py ITTF—hk ATV avEERUBEES, BEOACLPIERUX L
#FPvI)T—hUET, T—TIVTEEED ACL #EIRL T,
PyvITF—rUET,

[R]RIVETUYILT, T1H—RORDAT v FICEHET,

EROR—INBET 2HSE. X—IBSEANL, [Go] RIVETUYIL

TRHEDR—ICBHLET,

[ fERS ] TACL DIERIEBIRL T [IR| RIVET Uy 0T DE, UTFOY 1Y

UHARRSNET,

ke

I o b e S ——

ACL R H— R
FPOEAUZ MO >> JUTy b2 TOER »> L—ILORE >> BAER— MOER
EDISry bOEATEE=S—LETI?
e MAC
IPv4

IPv6

83 ACLEBEY + ¥ —F (ACLI 1 TDER)

UTFDONSA - ZH/ETEFET,

NSA=5 =

MAC ATV avEBERULES, MACACL ZERILE Y,

IPv4 ATV avEBERURES, IPvd ACL ZIFRILE T,

IPv6 CDATYavaEBRULBSE, IPv6 ACL ZIERL&E T,

[RIKRIVEITUYILT, D1 F—FDRDRAT YT ITEHAF T,
[E2|R9vEIUYILT, T4H¥—ROBIODRT v ICRNET,
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8.1.1 MAC ACL

8.1.1 MAC ACL

[MAC ACL] O [{ERS / Py TF—k | #BIRT &, UTFDD 1 ¥ ROARR
SNET,
B o e S ———

ACL R H— R

FPOEAUZ MO >> )Wy b TORR »> IL—LOSE > EEA— MER
FLWL—NZERT BIEDIc 3 —r Y ABSTRADSTTIEE,

©3—4 2 RF ) (- (1-65535) [ ] cmsax

YL —ILEE
macziLa || A—#rwhea7 || sziqwan |
MACF KX
oF -+ O EE
M2 [iDFas4BAT-CC AA  [-DF-354B-AT-CC
EER 385
mAc  TDF354BATCC mAc  [iDFasaBATCC
Wildcard wiildcard
A—try AT
EEA—HeAT Please Select v

A—HFy bHITFOx0-0FFFR) [
=Ry bATIAL (0x0- I
0xFFFF)

802.1Q VLAN

CoS Please Select ¥ | A% (0x0-0x7) |:|
vorame—[easoooen |
5 .

EEEE

Foza ® FAO £E
8-4 ACL FBEY « ¥ —F (MAC ACL MERE)
UTFDNSA - ZH/ETEET,
NSA=5 =
Al b & At ACLIV=ILFYN—ZANLEY, &EIE 1~ 65535 T,

[ 88 | BRUIES. COTYRUDACL IL—ILF
YN—EBEBERLET,

V-2 Y—ZAMAC 7 RLABREERSEIUANLE T, BIRT
DERIUTOESEDTY,
s FE-AERBDYV—RXLST1vI%IDIL—ILORHKEIC
fE->TEHELE T,

o RAF-Y—RKRAMMACPZRLRAZAALET,

e MAC-Y—XMAC7Z7RLZRBELUV Wildcard EEFRR
SNFEANT 1+ —ILRICAALE T,

TFTARTa4R—=ay T4 AT 1x—Y3 Y MAC 7 RUABREEIRS LUAS

LExd, BIRIDEEIUTODESDTY,

s FE-FENDTARTAR—Y3VETIT1wI%ID
W=V DEEICHRE > TEMLE I,

o RAM-TF1RXAT14XRX—YaViRkAM MACZ7RURXZEA
HLEY,

e MAC-T1AT4x—v3aY MACPRLRABLT
Wildcard B RRSNIANT 1 —ILRICASHULET,
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8 ACL (Access Control List)
8.1.1 MAC ACL

NS X—5 =
BET1—9917 1I—YRY NIATATYavEBRUET, BIRTDER.
[aarp]. [appletalk]. [decent-iv]. [etype-6000].
[etype-8042]. [lat]. [lavc-sca]. [mop-console].
[mop-dump]. [vines-echo]. [vines-ip]. [xns-idp].
HLU [arp] T,
1=y ST 1—9RXy bI1T7% 16 ERETANLET, HEE
0x600 ~ OXFFFF TY, [BEM—U917 | FOvIII Y
UZNTHEEDA -y b9147707 71 ILEBRUT
o, EYR 16 ERENBEEBNCRRINE T,
1=y I1T =Ry NIATNRT% 16 EBETANLFT, #HEIX
IRT 0x0 ~ OXFFFF TF. [$8E1—H517 | ROy 7Ty
ARTHERDA -y 9477707 71 IVEBIRUTCB
&, B 16 ERENBEEHICRTRINET,
Cos 92 CoSEEZBEIRLFT, #REIZ0~7 T,
e YAT -CoSVYRIEZANLET, #EIF 0x0 ~ 0x7
T,
VID FAT 2 VLAN ID ZAANLE T, &EIF 1~ 4094 T,
o YAT -VLANIDV¥RIMEZANLF T, &HEIE 0x0 ~
OXFFF TF,

BRI EEE D ACLI—ILTHEET 2 BEEET07 7 1 LOSEIEA
NLET, SHild 32 XFETTT,

Fovay CO—ILTEFTBP I3 VERRLET, BRTBE
& [#T ] [$B5]. 8&LU[CPUIEE | TT.

[R]RIVETUYILT, T1H—RORDIT v T CEHET,
[RE2 ] RIVETUYILT, 91 ¥—ROBIORT v FICRD T,

BFDZF v TT) [R]RIVETUYITBE, UTOD 1Y ROARTEN
£,

. " S
85 ACL |REY 1 ¥'—F (RK—h &HRENZER)
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8.1.1 MACACL

UTFDNSA - ZR/ETEXT,

NSA=5

=

FgaR— b - #THR—b

FERITZR—hEBRLUE T,

75E

BAEBRLET, BRYSEE [In] LU [Out] T,

[BA]NIVETVUY I UL TREASTZERBL. [ACLEEVAY—F D1V

FOICRDET,

[R3 ] RI9VETUYILT, 91— ROBINDRT v FICRDET,
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8.1.2 IPv4

FREIPACLO7P v I TF—hZBRIDE, UTDY 1Y RUARTREINET,
e ——

ACLBEDH— 1

FHEAUR SO >> )Wy b1 TOER >> L—ILOBFE > BEA— FOER
FLWL— R T BEDICS—r Y ABSEHDY T TSN,

®2 4 AT ) (— (1-65535) ] c=mas

YL EE

IPv47 LR

IPV47 L X
® £ OF:2 ¢

mah [ mab [T
5%

EET
e
FHozaw ® FFel EE

8-6 ACLEREY 1 ¥'—F (¥ |P ACL DFRE)

HER IP ACL D7 w7 TF— b &7l IPvA ACL DIERE BRI D& UITOD «
Y ROURRRSINET,
I e e S—S—SS——————.—.—

ACL B —F
FOEAUR SO >> Uy B9 TORIR >> L—JLOE >> BAR— HER
FHLVIL—ERFRT BB — T Y ABSEANHTTEEL.
©3— VAT ) (— (1-65535) [ comax
Jorans(7 [feF [ Jwm% wagmoorn | ISTdAvk
BL—ILEE
1Pva7 LA | | At ‘ | 1Pv4 DSCP H TCPI54 |
IPv47 EL R
Oz Ol:5 4
T = | Ol e
BET FEE
e [T e [T
wideard [ - - .| wigeard [ - - .|
H—t
= Posse Solect_v
[Please Select ] | | (0-65535) [ Please Select v ] | | (0-65535)
FEEA— b [Please Select v
[Please Select v ] [ ] (0-65535)| Please Select v | | | i0-8s535)
IPv4 DSCP
IP Precedence| Please Select v [2(0-7) [ |[zzmeen [ ]
* os |Please Select v |iZ@-15) |[zzmeen [ ]
DSCP (0-63) [Please Select v | (0-63)] Rz |
TCPI3
TCPZS4/() ack () fin () psh () rst () syn [ urg
suns
T3z = 5F8] B=
=3 x

B 87 ACL |/ED « ¥'— K (L3R IP ACL DERE)
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8.1.2 IPv4

UTFDNSA - ZR/ETEXT,

NSA=5

=

Y=Y AF VN

ACLIL—ILFYN—HEANLET, #ElE 1 ~ 65535 T,
[ EEIE)Y | #BRLES. TOIY UM ACLIL—ILF
YN—EBEBERLET,

OIS

JORINIATATyavERRLET, BIRT DEE.
[TCP]. [UDP]. [ICMP]. [EIGRP] (88). [ESP] (50).
[GRE] (47). [IGMP] (2). [OSPF] (89). [PIM]
(103). [VRRP] (112). [IP-in-IP] (94). [PCP] (108).
[ 703 ID]. B8LV[5BL]TT.

o {E-7’'OFVID ZEFEHTANTEFY, #HEHIF 0~
255 T9,

e YRU-[7OFINID]ATYavEBRULE. F8
TZORJNRTEZAALE T, EEIE 0x0 ~ OxFF
T,

o TISTOAVN-COFTYvavaBRULES, N7y b
TSTAVR TV THEENET,

V=2

V—ABREBRELUVANLEYS, BIRIDEREUTOE

HHTY,

e FR-EHENDY—RANS T4 v I&IDIL—ILDEHIC
> CEMIEL &S

o RAL -VY—KRAKMIPPRUVREFEREBLIUTANLE
EB

e IP-[Wildcard] DEY b¥ v T ZFEHLT. V=X IP7
RUADDIW—T%FERELIUCANLET, EVMETIC
Mg dEY MEIEEEINET, Ev MEO [CHILT D
EyhIFzvoanzxd,

TFTAATAR—23aY

T4 AT 1 ZX—Ya VEHREBRELIUANLEF T, BRT

DE>IUTOESDTY,

s FER-FENDTARTAR—Y3aVRTIT14wI%EID
IW—ILDEEICHE > TEHEL £,

o RAM-F1 AT X—YaViRAMIP PRULRAEERS
FUANDLZET,

e IP-[Wildcard| DEY Y v T ZFERHL T, T4 AT«
X—vaYvVIPPRLRAODT IV —TE#ERBLUCANLE
9, EVMNETICHNTDEY MMIEBEBINET, Ev bk
BOCHBTIEY MIFzvIaINET,
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8.1.2 IPv4

NS A=5

EE

Y —2ZiR—b

Y—AR—MEZBREIUANLEYT, BRI DEEILUT
NDEED T,

o =-ACLIHBELIcR— bESOHERLET,

o >-ACLIEELIKR—FBESLIOREVNINTOR— K

ZERALE T,

o <-ACLIRHEEULFR—FBESLDINSNIRTOR— K
EERALET,

o F-ACLIMEELTR— FBESZRS INTONR— b ZfE
RULEXT,

o [ - ACL FEHEADEEINIR— M EFRALE T,

o YRAT -ACLRBEEINEYRTDOEHEADKR— ~ ZFER
LEY, h— MY RIBEERRSNEAADT +—ILRICA
ALFET, #HEIE 0x0 ~ OXFFFF TY,

CONZA—=FE [ZORILIAT] T[TCP] F&

[UDP] Z#IRL I BZE D AFIFATIRE T,

FA4AT1 XK= 3Y
mR—k

T4 AT A R—Y3VR— MEZBRBLUANLET, 2
RITDER>IUTOEEDTT,

o =-ACLIMEEULIR—bBESOAHMEALET,

o >-ACLHEELIR—FBESLODREVNINTOR— K

ZERALET,

o <-ACLRHEELR—FBESELDINETNIRTOR— K
ZEALET,

o #F-ACLIRIBELIHR— FBESZRSINTOR— b %fE
ARULEY,

o FE - ACL REENOBESNR— N EEELET,

« TAT -ACLBERS NI R T DEENOR— %6
LET, K—hYRIBERTENEANT « =L RICA
ALEF. BE(E 0x0 ~ OxFFFF TF,

COINSA—FF, [FORILILT ] T[TCP] £z

[UDP] &RU-BENAHFIRTEETT,

EEICMP Xyt—o
917

AT ICMP X v E— V91 TEBRLE T,
ZOINSA—F(, [FORLIAT | T [ICMP] EBIRL
TBEOHFIBTETT.

ICMP Xy E—I89147

[{EE ICMP X v E—Y9 17 | &BRLAVES, ERT
2 ICMP X v E—Y9 1 TOREEANLET, BHEREO~
255 TF, [ICMP Xy E—I917 | #BRULBE. X v
-V T DBENEBHANSNET,

ZOINSA—F(d, [FORLI1T ] T [ICMP] EZRL
TS 0HRPTETT,
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8 ACL (Access Control List)
8.1.2 IPv4

NS A=5

EE

XAytE—yJ-—F

[#SZ ICMP X v E—Y917 | &BRULALES, BRT
BAYE—V - ROBBEEANLEY, BHE 0~ 255 T
T, [ICMP Xy E—99 17 | #BRULBE, Xvb—Y
91T OREIEHANSNET,

ZOINSA—F(, [FORLIAT ] T [ICMP] EBIRL
TBEOHFIRTEETT,

IP Precedence

AT D IP Precedence lEZEIRL &, FIRT DE.

[routine] (0). [priority] (1). [immediate] (2).

[flash] (3). [flash-override] (4). [critical] (5).

[internet] (6). KU [network] (7) T,

* {E-IP Precedence lEZFETHANTEET, £EIZ0
~7TY,

o YA -|P Precedence VAIBEANLFY, HE
0x0 ~ 0x7 T,

ToS

AT 2 ToS (Type-of-Service) EZBRLE T, BRI D
f&l&. [normal] (0). [min-monetary-cost] (1).
[max-reliability] (2). [max-throughput] (4). XU
[min-delay] (8) T3,

o {E-TOSE.XFETHANTEFY, &#HEAF 0~ 15T

ED
o VAT -ToOSVARIEHEAALZXY, &HHEIE 0x0 ~ OxF
T,

DSCP

£ 92 DSCPEZBIRLF Y, BRI DMEIE. [default]
(0). [af11] (10). [af12] (12). [af13] (14). [af21]
(18). [af22] (20). [af23] (22). [af31] (26). [af32]
(28). [af33] (30). [af41] (34). [af42] (36). [af43]
(38). [cs1] (B). [cs2] (16). [cs3] (24). [cs4] (32).
[cs5] (40). [csb] (48). [cs7] (56). LU [ef] (46)
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o {E-DSCPEZFHTHANTEET, &#HIFE0~63T

ED
o YAT -DSCPN¥RIEBZANULEY, &hHEIF O0x0 ~

Ox3F T,

TCP 7357

D ACL THHiigd TCP 730 ZBIRLE Y, FEIRT DB
(& [ack]. [fin]. [psh]. [rst]. [syn]. &&LU [urg] T
ED

CONZA—=FF [Z’O3LI1T ] T[TCP] Z=ZEIRL
1B EDHFAETEETT,

FsfEEEE

O ACLIV—IVTHERT 2KEEETOT 7 1 LOERIZA
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[R]IRIVEIVYILT, T1HF—RORORT v I [CEHET,
[B3 | R9VETIUYILT, 91— ROBIORT v T ICRDET,

FORFvTT) [R]RIVETUvITBE, UTFOY 1Y RORRREN
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ACLEE I F

POY AN Otksh >> A A RAT ORI >> I WORE >> BRE— OFR
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O frm
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BUTDINSA—IEZRETEET,
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T IPv6 ACLD7 v 77—

hFEBIRTDE UTDY 1 Y RODARTREINET,

ACLBEDH— 1

8-9 ACL

FHEAUR SO >> )Wy b1 TOER >> L—ILOBFE > BEA— FOER
FLWL— R T BEDICS—r Y ABSEHDY T TSN,

®2 4 AT ) (— (1-65535) ] c=mas

YL EE
IPv6F KL-A
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AR AR
EET %

R I e
e
Fazaz OHE) £
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U4 Y RURRREINET,

ACLEED A H— I

FORAUZ DA > )y B2 TOER > LR > EER—- ROER
HLWL— I ZHFRT B0 — T2 ARSERADETTIREEL.
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e s L T s REESEAO
EETRSE=
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8-10 ACL

= I L2 T =R —

TcPIZY

TCPZZ4/ () ack [l fin [ psh [ rst [ syn [ urg
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JO-SAL 01048575 |wRSoa0FFrrR) [ ]
neEE

FIII OECIGE

_ ms | =m |
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UTFDNSA - ZR/ETEXT,

NSA=5

=

Y=Y AF VN

ACLIL—ILFYN—HEANLET, #ElE 1 ~ 65535 T,
[ EEIE)Y | #BRLES. TOIY UM ACLIL—ILF
YN—EBEBERLET,

OIS

TJORINIATFTYavEBRUEYS, BIRT 2@,
[TCP]. [UDP]. [ICMP]. [ 7Ok JJLID]. [ESP] (50).
[PCP] (108). [SCTP] (132). BLU[#BL | T,

e -7’03V IDAFBHTANTEET, SEL 0~
255 TF,

e YRT-[ZORIVID] ATy 3 VERBRULE, F8
TZOMIWYRIBEASLET, 8EF OXO0 ~ OxFF
TY,

o TISTAYN -COFTYVaVERRLESS, /Wy b
TSTAVR T4 UVTHEENET,

V=2

V—-ABREBERBLUANLE T, BRI DER>UTOE

HOTY,

s FE-FRDYV-RALST1vI&IDIL—ILORHEIC
> THEL E I
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IW—IVDEEICRE > TEEL E I,
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EE

Y —2ZiR—b

Y—AR—MEZBREIUANLEYT, BRI DEEILUT
NDEED T,

o =-ACLIHBELIcR— bESOHERLET,

o >-ACLIEELIKR—FBESLIOREVNINTOR— K

ZERALE T,

o <-ACLIRHEEULFR—FBESLDINSNIRTOR— K
EERALET,

o F-ACLIMEELTR— FBESZRS INTONR— b ZfE
RULEXT,

o [ - ACL FEHEADEEINIR— M EFRALE T,

o YRAT -ACLRBEEINEYRTDOEHEADKR— ~ ZFER
LEY, h— MY RIBEERRSNEAADT +—ILRICA
ALFET, #HEIE 0x0 ~ OXFFFF TY,

CONZA—=FE [ZORILIAT] T[TCP] F&

[UDP] Z#IRL I BZE D AFIFATIRE T,

FA4AT1 XK= 3Y
mR—k

T4 AT A R—Y3VR— MEZBRBLUANLET, 2
RITDER>IUTOEEDTT,

o =-ACLIMEEULIR—bBESOAHMEALET,

o >-ACLHEELIR—FBESLODREVNINTOR— K

ZERALET,

o <-ACLRHEELR—FBESELDINETNIRTOR— K
ZEALET,

o #F-ACLIRIBELIHR— FBESZRSINTOR— b %fE
ARULEY,

o FE - ACL REENOBESNR— N EEELET,

« TAT -ACLBERS NI R T DEENOR— %6
LET, K—hYRIBERTENEANT « =L RICA
ALEF. BE(E 0x0 ~ OxFFFF TF,
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[UDP] &RU-BENAHFIRTEETT,

EEICMP Xyt—o
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AT ICMP X v E— V91 TEBRLE T,
ZOINSA—F(, [FORLIAT | T [ICMP] EBIRL
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ICMP Xy E—I89147
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EE
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BXytE—YO— ROKEEANLET, @HE 0~ 255T
¥, [ICMP X v &—J917 | EBRULBE, AvE—
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[cs5] (40). [csb] (48). [cs7] (56). HLU [ef] (46)
T,
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e YRT -DSCPNRIEEZANLET, &HIEO0x0 ~
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F>T714v00352R

FST74v D05 ABEBRELUVAALET, &EHEIF0~
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o YRT-bSTA4VvIISANRATEEANLVET, EHH
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ED
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fcBEDHFATRETT,

Z0-3RJb

20-3SNIUEZANDLE T, &HEIEL 0~ 1048575 T,
e YR -70-3RNIWWRTEANLET, &AL Ox0 ~
OXFFFFF T,

S E

ZOACLILV—IVTHERTIREERTOT 7 1 ILOERIZA
HLET, BAFIlE 32 XFETTT,

roray

ZON—IVTEFITBP I3V ERBRLET, BRT 5
3 [ %D | BLV[$ES | TF.
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FDRFvTT) [R]RIVETIUyITBE, UFOD 1Y RIARTSN
e

Note: ACLE ORI OFHEFTAIThIELYEH A,
811 ACLEREDT 1+ H—F (IPv6. AT v 3)
UTFDINSA -9 %ZR/ETEFET,
NS X—=5 BE
FER— b -8 THR—F~ |ERAITIR—rEBRLET,
i BEERRLET, BRT 2B [In] 8L [Out] TT,

[ | RIVETU Y I LTEENEERRAL, [ACLBEIAF—R ]| vy
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8.2 ACLPTJEBAVUIAL

ZDT1YRIZAVNT, ACLBLU ACLIL—ILDFREZETTL, BREEBEZRRL
ESCIN

[ACL] > [ACLPTEAURN | &TUvILT, UTFOY 1Y ROERRLE
¥

ACLFOEAUZ

AcLaq? [ [~ @ID(-14808) [ |OAcL &% [Zchas wR

TR0

Mg ATy

[ #ozagour |[ novssur

Foiaz

8-12 ACL7IEAURK

[ACLPIEAURR | €7v3 VTl UTDINSA—IERETEET,

NS A—8 e

ACLIAT BRTBACLII THBRLET, BRTBER [2].
[IP ACL]. [IPv6 ACL]. [MAC ACL]. &£ U [Expert
ACL] T,

ID FOERIAUZN D EBRELVAALE T, BEL 1~
14999 TF,

ACL & FOERAUR N EEBRBLVAALET, Sl 32 5%
TTY,

[BF ]| RIVETUvILT, EEVERREHCEINTIY M UEBRRL,
=RLET,

[ACLEN | RIVET Uy I LT, HFLWACLZOT 7 ILIY kUBEESHL
£7.

[FE]RIVEIUYILT, EELEIY N UOREEFELET,

[HIKg ] RIVETUwILT, LI UEMRLET,
[AYVILTUP |RIVETUYILT, TNTCOAYVIERETUPLE
R

[AYYITUP | RIVETU I LT, BRLE ACL 707 7 ILICESET
2HhYVIERETIUPLET,
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[JL—IVBH | RS V&I U YT LT, BRULE ACLT'O7 7 LICH LU ACL

W—ILT Yk UEBILET,
BHON—INEET 258, N—YBSEANL. [Go] RIVETUYIL

TRENDR—IICBEBLET,

[FERIVETUYILT, UFOY 1Y ROERRLET,

ACL7ZEAUR
rosed (M v ewgwes [ | omuas s |
IvhUEH:6 ACLEM
e B S Wl i i B
1 S-IP-ACL EH#IP ACL Disabled | Bm || mm |
2000  E-IP-ACL AEIP ACL 10 10 Disabled B8 Hilg
8000 E-MAC-ACL EEMAC ACL 10 10 Disabled B8 HilE
8000  E-E-ACL Extended Expert ACL 10 10 Disabled BR HilE
11000 S-IPB-ACL EHIPVE ACL 10 10 Disabled BE Hilg
13000  E-IP6-ACL FL3EIPVE ACL 10 10 Disabled B5 Hilg
A [ R e
SP-ACL (ID: 1) JL—Jb | mozs2oUF || AvLesU7 || L LosE |
e AT
_-
J—
Permit any any
[ [ \_II_I =

8-13ACL7T7EAURL (RS

[ACLPIEAVAKR | T3 VTR UTONSIA-IEZRETEET,

NS X—5 B=E
BBV -4 VAT VIN— BB VRFIN—EANUET,
ATy V-G YRFVYN—DRATYvITHBANLVET, AT v I DE

Bl 1~327TT, ML, =TV RFVYIN—DRATYIH
Z#EELET, TIAINEIE 10 TY, Te&ExE 8D (R
Fv) BN5 BRRY—TYXFVIN—H 20 THIEE.

ZENLEDY—r Vv X+ N—[E, 25, 30, 35. 40 D&D

[CRDFEY,
ho VI IREE NOVIREA TV avaEBENEIZENICLET,
ER CDACLIICEEERIFZATYavniEReAALET,

[BA]RIVETIUyILT, BENESERBLET,
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[ACLEN | R9Y (ACLPIERAURR w1V RY) 20Uy I0LT, UF
DY+ Y RIERRLET,

ACL BT

ACLF 21 AL BN

ACL 247
ID {1-1899)

Note: ACLEDMEHDFIEXFTRITNEZEDFEA-

| Standard IPACL v |

|32 chars |

B 8-14 ACL7T7EAUR (ACLIEN. #B%¥ P ACD

[ACLZOEAVURNEN ] I3y TR UTONSIXA—IZH/ETEEXT,

NSA=5 8=

ACLY1T

ET D ACL Y1 T%EBRLE T, BIRT BER. [1ZEIP
ACL]. [#53R IP ACL]. [#&# IPv6 ACL]. [#53% IPv6
ACL]. [#:3%R MAC ACL]. &4 U [Extended Expert

ACL] TF%
COEIYa VTR, P ACL OBRESEICOVTHEAL
E
ID B IPACLO ID ZEANLEY, 8HEE 1~ 1999 TY,
ACL & ACL DBEIEANLET, &Hild 32 XFETTY,

[BA]RIVETUYILT, HLWACLTOT 7 ILEBINLET,

B IP ACL 707 7 1 VEBIRL T [ JL—ILEH | RS Y ([ACL PT LAY R
MoV kD) £#0UvoLT, MFOY 1Y ROERRLET,

ACL) =
ACLIL—JLIE

ID
ACL &R
ACL 5T

FOS 3
EEIPFRLA
OF: 5

SHVAF-(ess3s) [ | EESNTUERA. SRTLAEBNCHDLETET. )
: =

B — O E—
=

1

SP-ACL

EHIP ACL

® 7] ES

OF: 24

| B3 Il EE |

B1 8-15 ACL 7T7EAUR b (L—IVEN. #R% IP ACLD)
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[ACLIL—ILEN | BT a3V TR UTDNSX—IZHRETEET,

NS A—=5

A

Y=Y AF VN

ACLI=IbF Y N—=ZEAALET, &BEIF 1~ 65535 T,
ZOFVN=F BELRBWBE, BBEMINET,

POvay CON— IV TEFITBPIVaVEBRLET, BRT5E
& [ %3 | BLV[$ES | TT.
V=2 V- ABREBRELUANLET, BRI BERUTOE

BDOTT,

s FR-FEDYV—RANST1vIEIDIL—ILOREIC
> CFHBEL E I,

o RAL -Y—ZKRAMIPPRUVRZEFERSLUVANLE
ED

e IP-[Wildcard] DEY b¥ v T EBRALT. Y—XIP7
RLZADT I —T&EREIVUANLET, EvMMETIC
MNTDEY MEIEEEINET, Ev MEO [CHIBT D
EvybhIFzvoEsnzxd,

TARATAR—=23Y

T4 AT 1 %=y 3 VEBEREBEBRBLUANLET, BERY

DEFUTDESED T,

s R -HFRDT A RT 14 R—Y3aV I T1vI%ID
WW—ILDREICHE > TEHMELF T,

o RAM-TA4RAT 4 RX—Y3aVRAKNIP P RUREZFRS
LUANDLET,

e IP-[Wildcard] DEY b¥Y v T ZFBALT. T« AT«
=23V IPPRULRADIIW—TE#FERELUCANLE
9, EvMETICHIETDEY MEIEREINET, Ev k
fBOICHISTDEY MEFTvIEINET,

ST EE

O ACLI—IVTERY2EEEET 07 7 1 ILOERIZA
HULFET, BRIl 32 XFETTT,

[&F | R9>ETUvILT, HLWACLIL—ILEBILET,
[B2 | R9VETUvILT, [ACLPIERAVYRR | D1 Y RUICRDET,
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[ACLEN | R9Y (ACLPIERAURR w1V RY) 20Uy I0LT, UF
DY+ Y RIERRLET,

ACLF 21 AL BN

ACL & F | Extended IPACL v |
ID (2000-3999) [ |
ACL &35 32 chars |

Note: ACLEDMEHDFIEXFTRITNEZEDFEA-

816 ACL7T7ERVUR b (ACLEN. #i5& IP ACL)

[ACL7IERURNEN ] 72V Tld. MRS X—95BETEET,

NS A—=5 =
ACLI1T ET D ACL Y1 7 ZBRLEF T, BIRT DER. [1ZE£IP
ACL]. [#35IP ACL]. [#E IPv6 ACL]. [#53R IPv6
ACL]. [#i3%& MAC ACL]. 8&U [Extended Expert
ACL] TF,
ZDETYaryTIE R IP ACL DEREHRECDOVNTHRBL
EC
ID R IPACLD ID ZANULET, #EIE 2000~ 3999 T
ED
ACL &fn ACL DERIZANLE T, &Rl 32 XFEXTTT,

[BA]RIVETUYILT, HLWACLTOT 7 ILEBINLET,
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AR IP ACLZO7 71 )LZZRLT [IL—ILEI | RS Y (JACLPIERUR
blD«YED) Z0UvIULT UFDD 1Y ROZRKLUET,

ACLIL—JLEH0
ID 2000
ACL Z#F E-P-ACL
ACL 51T 3P ACL
SHAT- (165535 [ | (EESNTVERA. SATLTERNICHDLTES. )
TAZEE O | £S
JObINsAT TCP T ess wRE@0mER [ | IR
B&EPFRLA
OF =3 OF -3
o [ [
EET BE
e [ e [
et
ZEET— 1| Please Select ¥
[Please Select v || | (0-65535)[ Please Select v | | | (0-65535)
sEsEdi— | Please Select ¥
[Please Select v || | (0-65538) [ Please Select 7] | | (0-65535))
TCPIS4 ack fin psh st syn urg
IP Pracsdsncs| Please Select v |1 (07) | [fzoo0om [ ]
®
Tos [Please Select v |i& (0-15)] fzsomens [
DSCP (0-63) [Please Select v [{E(0-63)] [Rzoeoen |
)

B 8-17 ACL7T7ERAVUR b (b—ILEM. i3 IP ACL)

[ACLIL—IL&H ] 73 VTl MTFDNS A—9&BETEET,

NS A—5 =
Y= YT VIN— ACLIL—ILF Y N—EANLET, 8EE 1 ~ 65535 TT,
ZOFVN—l3 EELRVNES, BBEMSNET.,
o3y COI—=IVTEIFTITD7PIVavEBERUET, BRI DE
& [#T ] BLU[ES ] T
JORINLIAT FORINIATATYaVvEBRLET, BIRT BEE

[TCP]. [UDP]. [ICMP]. [EIGRP] (88). [ESP] (50).
[GRE] (47). [IGMP] (2). [OSPF] (89). [PIM]
(103). [VRRP] (112). [IP-in-IP] (94). [PCP] (108).
[ZORILID]. BLU[RL] TS,

e E-7OMINIDEFETANTEEY, &0~
255 T9,

e YR7-[7OrINID]ATYavaBRUE. F8
T7ORINWNRIBEZANDLEFET, & 0x0 ~ OxFF
T,

o ISTXAVKN-ZOATYavEBRUES, VT b
TSTDAYR T2 IWIVVTHEENET,
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EE

V—ABREBREIUVAANLE T, BRI DERUTDE
HDTY,

FE-FREOV—ASS T4 v IEIDIL—ILDOREHEIC
> CEHEL &Y,

RAL -Y—=RKZAS IP 7 RUREBASIUVANLE
ED
IP-[Wildcard] DEY Y v T ZERALT, V—XIP7
RLRDIIW—TZFEREFIVCAALET, EVHETIC
MGTDEY MIB|REEINFT, Ev MEO (THINT D
EyMIFzvoaInExd,

TAATAX—23aYy

T1ARAT 1 X—YaVBEREBEREIVUANLE T, BRT
DERIUTOESDTT,

AR -EFBDTARTAR—Y3a VI T1vI%ID
W=V DRBICHE > TFEL X T,

RAN -FA RTF 4 R—=Y 3 VKRR IP PRV RAEFERS
FUANLZET,

IP- [Wildcard] DEY h¥ v T ZERALT. T4 AT«
F—=Y3avVIPPRLRADIIWN—T%FERELIUTANLE
J, EVHMETICRRTDEY MIEREINET, Ev b
BOICHNTDEY MEFFTvIaNET,

Y —=2iR—b

Y—ZAR—MEZBRELUADLEY, BRI DEE>LUT
NDEHD T,

=-ACLIFEELR— N BSOHERL XTI,
>-ACL[FBELR—FBESLODREVITRTOR—
EFEARALET,

<-ACL FBELIR—FBSLDNSVITRTOR—
ZERAULET,
F-ACLEEBELIR—FBSERSINTOR— %M
BUZEY,

& - ACL FEREANDEESINR— M EFERLET,
YA - ACL [JEES NIRRT DEENDR— b ZHER
LEY, R— MY RIBEERRSNIEAND T+ —ILERICA
HUET, #HEEE Ox0 ~ OxFFFF TY,

ZONSX—F(, [FORIAT | T [TCP] £ield
[UDP] ZBRL1-BE D HFIFHTAETTY,
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NS A=5 8=
TAATAX—23aYy T4 AT 1 RX—Y 3 ViR— MEZBRBLUANLET, &
R—b RIDERLUTODESD T,

e =-ACLIIBEULR—bBSOHMERLF T,
o >-ACLIEELIKR—FBESLIOREVNINTOR— K

ZERALE T,

o <-ACLIRHEEULFR—FBESLDINSNIRTOR— K
EERALET,

o F-ACLIMEELTR— FBESZRS INTONR— b ZfE
RULEXT,

o [ - ACL FEHEADEEINIR— M EFRALE T,

o YRAT -ACLRBEEINEYRTDOEHEADKR— ~ ZFER
LEY, h— MY RIBEERRSNEAADT +—ILRICA
ALFET, #HEIE 0x0 ~ OXFFFF TY,

CONZA—=FE [ZORILIAT] T[TCP] F&

[UDP] Z#IRL I BZE D AFIFATIRE T,

TCP 7357

O ACL TiHiis 2 TCP 757 ZBIRLE I, EIRT DB
(& [ack]. [fin]. [psh]. [rst]. [syn]. &L U [urg] T
ED

ZHINSA—FIF, [FORILIAT ] T[TCP] ZBIRL
fcBEDHFATRETT,

EEICMP Xvyt—Y
517

RT3 ICMP X vy E—Y91 THBRUE T,
ZOINS A=, [ Z7ORTLIALT ] T[ICMP] ZERL
TBENHHFTEETT,

ICMP Xy E—9859147

[#EE ICMP X v E—Y9 417 | #BRLAVNES, ERT
2 ICMP X v E— Y91 TOREEANLE T, BEIO~
255 TF, [ICMP Xy 2—I59 17 | #BRUIIBE. A v
- V91 TOREHEBANSNET,
CONSA—FME, [ FORILIAT ] T [ICMP] EBRL
TS EOHRIATETT,

Ayt—II-F

[EE ICMP X v E—Y9 17 | #BRLAVNES, HERT
DAY E—IYT-RO¥EEANLET, #EIEZ0~255T
T [ICMP Xy E—U9 17 | BRUIBE, XviE—Y
54 T OHENEBANSNET,

ZONS A=}, [ZORILI1T ] T[ICMP] EBIRL
B EDHHIFTETT,

IP Precedence

BT 2 IP Precedence BZZEIRL £9, FIRIT DB,

[routine] (0). [priority] (1). [immediate] (2).

[flash] (3). [flash-override] (4). [critical] (5).

[internet] (6). LU [network] (7) T,

e {E-IP Precedence lEZFETHANTEEY, #HEIIZO0
~7 T,

e YRA7J -IP Precedence VA IBZANLZFY, EHEHEG
0x0 ~ 0x7 T9,
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8 ACL (Access Control List)
8.2.2 #i5R IP ACL

EE

AT ToS (Type-of-Service) EZBIRLE T, BRI D

fEl&. [normal] (0). [min-monetary-cost] (1).

[max-reliability] (2). [max-throughput] (4). XU

[min-delay] (8) T3,

o {E-ToSE%XFEHTHANTEFY, HEAR O~ 15T
ER

o YRAT -ToSNRIEZANLET, EIF 0x0 ~ OxF
T,

DSCP

ER9 3 DSCPEAXERL 9, BRI DME}. [default]

). [af11] (10). [af12] (12). [af13] (14). [af21]

(18). [af22] 0). [af23] (22). [af31] (26). [af32]

(28). [af33] (30). [af41] (34). [af42] (36). [af43]

(38). [es1] (B). [cs2] (16). [cs3] (24). [cs4] (32).

[cs5] (40). [csb] (48). [cs7] (56). HLU [ef] 46)

TY,

o {E-DSCPEZFHTHANTEFT, #HHAIKZO0~63T
ED

o YRAU -DSCPNYRIUMEZAALFT, #iFIE Ox0 ~
Ox3F T9,

S

0D ACLIV—ILTERT 2KEEET 07 7 1 ILOERIZA
HDUET, B&AIlE 32 XFETTT,

[@FA ] R9vETUyILT, HLWACLIL—ILEBILET,
[R2 ] RIVETUYILT, [ACLPIERURL | 1Y RICRDET,
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8 ACL (Access Control List)
8.2.3 Z#£ |Pve ACL

8.2.3 1&#|Pv6 ACL

[ACLEN | R9Y (ACLPIERAURR w1V RY) 20Uy I0LT, UF
DY+ Y RIERRLET,

B - —

ACLF oAU HEN
ACL & F | Standard IPv6 ACL v |
ID (11000-12999) | |
ACL &5 32 chars |
(I

Note: ACLEDMEHDFIEXFTRITNEZEDFEA-

8-18 ACL77tEARURX b (ACLIENM. =% IPve ACL)

[ACLZTJEAVRAKNEN ] I3V TlE UTFONSIX—IZHRETEEXT,
NS A—5 =

ACLIAMT ERT D ACLI 1 TZBIRLE Y, BIRTDEIE. [1Z£IP

ACL]. [#38IP ACL]. [#E IPv6 ACL]. [ 53K IPv6

ACL]. [ #53R MAC ACL]. & U [Extended Expert

ACL] TF,

ZDETavTlE B |Pve ACL MEFERECDOVTENA

LERT,

ID ZX IPv6 ACLD ID ZANLFEY, &EIE 11000 ~ 12999

T,

ACL & ACL DERIZANILE T, BAlld 32 XFETTT,

[EA|RIvEIUyILT, HLUWACLZOT 71 LEBINLET,

ZEIPv6 ACL7O7 71 IVEBERLT [ IL—ILEBID | K9 Y (JACLPTERY
Ab]1D12b8D) 20Uy I0LT UTFOD1 Y ROZRRLET,
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8 ACL (Access Control List)
8.2.3 2% IPv6 ACL

ACL) 1541
ACLIL— LB
D 1
ACL Z7F S4P-ACL
ACL 5T EEIP ACL
S—HYATTA-(165838) [ | (EESNTVERA- SATLSBENICHDETES. )
FOZa @E OES
EEPTRLR
(OF:3 4 OF:
o O™ [ | omr [
weers [ ] ] —
e

[ & [ & |

B 8-19 ACL7T7EAUR L (Jb—JLENM. 2 IPve ACL
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8 ACL (Access Control List)
8.2.3 Z#£ |Pve ACL

[ACLIL=ILEN ] ET >3 TlR UTONSA—9%ZHRETEET,

NS AX—5

=

Y= YRFVIN—

ACLI =LY IN—=ZAANLET, &EIL 1~ 65535 T,
COFUN=F BELRBWEE, BBIEMINET,

rovay COIV—IVTEITITDPIVaVvaEBERLET, BRI DE
F[HFT ]| BLU[IES] T,
V=2 V—ABREBREIUVANLE T, BRI DERUTOE

LTI,

s FR-FRDYV—RALST1vIZIDIL—ILORHEIC
> CEHBL &S,

o RAb-Y—=RRAL IPv6 7 RLAZFERBLUVAAL
EC

e IPV6-YV—XIPv6 PRUABLVITL T 1 v I ARER
RRSNFEAANT 1 —ILFICADLET,

FARTAR—YIY

T4 RT 1 X—YaViEREBRELIUANLEFT, BIRT

DEEIUTOESD T,

e FE-FEDTARTARX—Y3aVEST1vI%EID
W—IVDEGCHE> TEHEL £ 9.

o RAM-F14 AT 14X—YaVRALNIPv6 P RLU A %fE
BHLUADLET,

e IPV6-TARATA4X—3avIPv6 PRURBLUVTL
T4 v I ARBERRSNIEANT « —ILRICAALE
ER

S EE]

O ACLIV—IVTERI2KEEEI07 7 1 ILOERIZA
NLET, EHIG 32 XFETTY,

[&F | RI9vETUyILT, HLWACLIL—ILEBILET,
[B2 | R9VETUyILT, [ACLPIERAVYRR | D1 Y RUICRDET,
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8 ACL (Access Control List)
8.2.4 5K IPve ACL

8.2.4 {5k IPve ACL

[ACLEN | R9Y (ACLPIERAURR w1V RY) 20Uy I0LT, UF
DY+ Y RIERRLET,

ACLF oAU HEN
ACL & F | Extended IPv6 ACL v |
ID (13000-14999) | |
ACL &5 32 chars |
L

Note: ACLEDMEHDFIEXFTRITNEZEDFEA-

820 ACL77ERUR K (ACLEM, #h3IPve ACL)

[ACLZOEAVURNEN ] I3y TR UTONSIXA—IZH/ETEEXT,

NS A=5 2E
ACLIMT E T2 ACLIM T ZBIRLE T, BRI DB, [ZEIP
ACL]. [#:3% IP ACL]. [ &% IPv6 ACL]. [ #3E IPv6
ACL]. [#3& MAC ACL]. 8&U [Extended Expert
ACL] TF,
ZOETav T, R IPv6 ACL DRERIEICDOVTE
BLFT,
ID #h5R IPv6 ACL D ID ZANULE Y, &HIE 13000 ~ 14999
T,
ACL &R ACL DERIZANLEY, BRIl 32 XFETTT,

[ER]RIvEIUyILT, FLLWACLZTOT 7L ABINLET,
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8 ACL (Access Control List)
8.2.4 5K IPve ACL

HR IPv6 ACL7’'O07 7 1 )LZBRL T [IL—ILEN | N9 Y ([ACLFPTEAY
AM]D1YbRD) 20Uy IULT UTFDD 1Y ROZRRULET,

ACLIL—JLEH0
ID 13000
ACL Z#F EPG-ACL
ACL &1 {3EIPVE ACL
SHVAT- (165535 [ | (EEENTVERA. SATLTERNICHDLTES. )
TAZEE O | £S
JObINsAT TCP T ess wRE@0mER [ | IR
BEIPVET LR
OF 23 ® F=
_ oman 2
BET 5
N R e
Bati—
ZETM— 1| Please Select ¥
[Please Select v || | (0-65535) [ Please Select v | | | (0-65535)
sEsEdi—F | Please Select ¥
[Please Select v || | (0-65535) Please Select v [ | (0-65535))
TCPIS4 ack fin psh st syn urg
® DSCP (0-63) Please Select v | {Z(0-63) [ ] =RHoewen [
va 7 v | E—
o= — T
= R e— T E—
2z || ®&m

821 ACL7T7ERUR K (b—ILEN, #ii IPve ACL)

[ACLIL—ILEN | BT a VTR UTFDNSX—IZHRETEET,

NS x—5 =
= IRAFVIN- ACLIL=IbF Y IN—Z2AHDULET, &EHIE 1 ~ 65535 T,
ZOFVIN—E, BELRVNSE, BBERSNET,
o3y CHDIV—=IVTETITD7PIYaVEBIRLUET, EIRTDE
& [ %3 | BLV[$EE | TT.
JOraILI1T TORINIATAT Y3V ERRLUET, BRI BER.

[TCP]. [UDP]. [ICMP]. [ 7Okl ID]. [ESP] (50).

[PCP] (108). [SCTP] (132). BLV[RL ] T,

o {E-7OFIVIDAEFHTANTEET, HEE 0~
255 TF,

e YA7-[ZORINVID]ATY 3 VvEBRUL%. FE
TTOL WY RIBEAALET, &EIF 0x0 ~ OxFF
T

« TISORAVN -ZOFTVIVERRLILES, Ity k
ISTAY T IVIUVTHEENET,
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8 ACL (Access Control List)
8.2.4 5K IPve ACL

EE

V—ABMEBREIVAANLE T, BRI DERUTDE
HOTY,

EFE-FREDYV—IAEST1vIZZDIL—ILORHEIC
> CEHEL &Y,

RAL -Y—=RKRZA b IPv6 7 L RZFERABIUTABDL
EC

IPv6- V=R IPv6 P RLRABLUVT LT 1 v I ARE%R
RRSNFEAAT 1 —ILRICANDLET,

FAAT1 XK= 3Y

T1RAT 1 X—YaVEREBEREIVUANLE T, #RT
DERUTOESD T,

EFE-EROTFTA AT AR—Y3a V3 T4y IT%ID
W—IVDREICR> TEHMLE T,

RAM - T4 RTF1RX—Y3aViRANIPv6 P RLU R %
BHLUAALET,

IPV6 - T4 AT 14 X—3avVIPv6 PRURBLUTL
719 I ARBERRINIEANT 1 —ILRICAALE
ER

Y —=2ZR—b

Y—2ZAR— MEZBRBELUANLE T, BRI DERUT
NDEHDTI,

DI X~ [FORILI1T ] T [TCP] £l
[UDP] &R U 1BENAHFIRBTEETT,

=-ACL FEELTcR— FESOAERLET,
>-ACLBEEULR—FESEIDAREVWITNTOR— b

EEALE T,
<-ACL[MEEUR—bBSIDINEVWITNTOR—
ZEALE T,

# - ACL [JIBELTciR— FESZRS INTOR— b ZfE
ARAULEI,

&F - ACL (FEERNNDEESNIcR—~EERALE T,
RAT - ACL HEESNTY R DEEANDR— b ZEFH
L&ET, IR—bYRTEZRRSNICANT « —ILRICA
AUEY, &HEIL O0X0 ~ OxFFFF TY%
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8 ACL (Access Control List)
8.2.4 5K IPve ACL

NS A=5

EE

FAAT1R—23ay

R—b

T4 AT 4 X—YaVih— MEEZBRELUANLFEY, =

RIBEELUTDEHD T,

e =_ACLFEELEKR—FBESOAMERLET,

e >-ACLIFEEULR—FBESLDAREVINTOR—F
ZFERALFET,

o <-ACLIFEBEULIR—EBESLDNEIVITRTOR— K
ZEALET,

o F-ACLEEBELEKR—FBESZERKINTOR—M%fE
BULEY,

o [ - ACL FEHEADEEINIR— M EFRALET,

o YRAT -ACLRBEEINEYRTOEHEADKR— ~ ZFER
LEY, h— MY RIBEERRSNFEAADT «—ILRICA
ALFET, #HEIE 0x0 ~ OxFFFF TY,

ZONTA—=FF [Z7OFTJWI 1T ]| T[TCP] £l

[UDP] ZBIRL 1B E D AFIFATIREETY,

TCP 7357

ZO ACL TiHiis 2 TCP 757 ZBIRLE I, EIRT DB
(& [ack]. [fin]. [psh]. [rst]. [syn]. &L T [urg] T
ED

ZOINSA—FIF, [FORILIAT ] T[TCP] ZBIRL
fcBEDHFATRETT,

EBEICMP Xy tE—-Y

517

RT3 ICMP X vy E—Y91 THBRLUE T,
ZOINS A=, [ Z7ORTLIALT ] T[ICMP] ZERL
TBENHHFTETT,

ICMP Xy E—9859147

[#EE ICMP X v E—Y9 17 | #BRLAVNES, ERT
2 ICMP X v E— Y91 TOREEAALET, BEIO~
255 TF, [ICMP Xy E—I59 17 | #BRUKBE. A v
-V TOREHEBANSNET,
COINSA—FME, [ FORLI1T ] T [ICMP] EBRL
TS EOHRIATETT,

Ayt—II-F

[EE ICMP X v E—Y9 17 | #BRLAVNES, HERT
DAY E—IT-RO¥EEANLET, #EIF0~255T
. [ICMP Xy E—U917 | #BRUIEE, XviE—Y
51 T OHENEBANSNET,

ZONS A=}, [ZORILI1T ] T[ICMP] EBIRL
BB NHFIFTETT,
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8 ACL (Access Control List)
8.2.4 5K IPve ACL

EE

£ 92 DSCP BZBRL Y, BRI DB, [default]

(0). [af11] (10). [af12] (12). [af13] (14). [af21]

(18). [af22] (20). [af23] (22). [af31] (26). [af32]

(28). [af33] (30). [af41] (34). [af42] (36). [af43]

(38). [es1] @)\ [cs2] (16). [cs3] (24). [cs4] (32).

[cs5] (40). [csb] (48). [cs7] (56). HLU [ef] (46)

T,

o {E-DSCPEBZFEBTHANTEFY, &#HER0~63T
ED

o YAT -DSCPNRIUMBEEAALFY, #HFIEOx0 ~
0x3F TY,

cKSTJ74vwI03R

FST714vI0SREZBRELUVANLET, HEIFO0 ~

255 T,

o YRT-b3T4vIISANRTEZANLEY, #HE
(& 0x0 ~ OXFF T,

Z20-51NI)b JO0-SRNIEZAHDLUET, &#HEIE 0~ 1048575 T,
o YRT-7O0-SNIVVNRTEZANLET, &HEIL 0x0 ~
OXFFFFF T
BSREEHE O ACLI—ILVTHERT 2EB[EE’07 71 ILOZFIEA

HAUEY, BHIE32XFETTI,

[ER]RIvEIUYILT, HLWACLIL—ILAEBINLET,
[R2 ]| R9v&TUvILT, [ACLPTERYRL | W1V ROICEDET,
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8 ACL (Access Control List)
8.2.5 #iisk MAC ACL

8.2.5 {5k MAC ACL

[ACLEN | R9Y (ACLPIERAURR w1V RY) 20Uy I0LT, UF
DY+ Y RIERRLET,

ACLFZZEAUR MBI

ACL & F | Extended MAC ACI v |
ID (6000-7999) | |
ACL &5 32 chars |

Note: ACLEDMEHDFIEXFTRITNEZEDFEA-

822 ACL7T7EAURX K (ACLEM. #hiEk MAC ACL)

[ACLPOEAVRALEN ] I3V TR UTONSA—FEZRETEET,
NSA—5 =
ACLI1T E T2 ACLI 1T EBRUE T, BRI DER. [FE£IP

ACL]. [ 53R IP ACL]. [#&# IPv6 ACL]. [#53% IPv6
ACL]. [#i3E MAC ACL]. 8&U [Extended Expert

ACL] TF
TOwTYa VTR, i3 MAC ACL ORESEIC DN TS
BLET,
ID 38 MAC ACL @ ID #AALE T, &EI} 6~ 7999 TT.
ACL &R ACL DBEIEANLET, &Hild 32 XFETTY,

[ER]RIvEIUyILT, FILLWACLZTOZ 7L ABINLET,

R MACACLZ’'O7 71 bEBRUT[IL—ILEIN | R Y ([ACLPIER
VAR ] D14V FD) #20UvDJULT UTFDD 1Y ROZRRULET,
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8 ACL (Access Control List)
8.2.5 #iisk MAC ACL

ACLIL—JLIEI

ID 5000
ACL &R E-MAC-ACL
ACL 5T SIEEMAC ACL

O T  pimRan Ty A, AT ASEENCEDSTET. )

FO%a e HFa O BT
EEMACT LA
OF: 24 OF: 24
_ omar A
EET 55
wc  [EoFsEAG | wc  [EoFs AT ]
Wildcard Wildcard
EaA—tsF
EEA—H5F

ARy bEAT 0-0FFFF) [ ]
A =7y bAoA TR (0x0- l:l
OXFFFF)
Cos Please Select ¥ | T2& (0x0-0x7) [ ]
) REAC o I
VID(1-4094) e
ars

BEEZE 32 ch

3 ER

823 ACL77EAUR K (b—JLEM. #hiEk MAC ACL)

[ACLIL—ILBII | 7Y 3 VTld, MTFDNSX—9%BETEET,

NS X—5 =S

= IRAFVIN—- ACLIW—=IbFVIN—ZANLET, &HE(E 1 ~ 65535 T,
ZDFVN—IF EBELRWEE, BBEMINET,

o3y CHDIV=IVTEIFTITD7ZIVaVvEBRUET, BRI DE
[ | 5LV [EE ] T,

V-2 Y—ZMAC7 RLRABHREZBRELUVANLFT, BIRT
DEEUTOESDTY,
o FE-FBDYV—ANZT1vI%EIDIL—ILDFEHEIC

> TEHELE T,

o RAL-Y—RRAL MACZRFLRZAALET,
e MAC-YV—XMAC7RULZXELV Wildcard EZFRR
SNFEANT 1 —ILRICAALE T,

TFTAARTAR—2aY T4 AT 1x—3 Y MAC 7 RURABREBIRS LUAS

LET, BIRTDEREUTODESD T,

s FR-EEDTARTAR—3VbIT14vI%ID
W—IVDRECHRE > TEELE T,

o RAM-TA4 AT xR—Y3aViRAM MACPZRURZEA
ALET,

e MAC-TA4RT1x—¥ayYy MACPRLRELD
Wildcard lBERRENTZANT « —ILRICADLET,

BET1-—9917 A —YRYNILTH TV aVvHERBRUET, BRI DED.
[aarp]. [appletalk]. [decent-iv]. [etype-6000].
[etype-8042]. [lat]. [lavc-scal. [mop-console].
[mop-dump]. [vines-echo]. [vines-ip]. [xns-idp].
HBLU [arp] T,
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8 ACL (Access Control List)
8.2.5 #iisk MAC ACL

NS A=5

EE

11—y 51T

1 —Yxy I T% 16 ERETAALET, BHER
0x600 ~ OXFFFF TF, [IBEA—¥917 | ROvTITIY
UZ N TEBOA —H2y hI1TTO7 71 L EBRUT
5. B 16 ERENEBNICRRINET,

11—y 51T
NARD

{—HRY FIATIRT% 16 EHETANLET, HEE
0X0 ~ OXFFFF TF, [#E1—Y917 | ROvTTHvU
2N TEBOA —Y2y 91T TOT 7 1 VEBRUIIS
&, B 16 ERENEBNICRTINET,

CoS #HYT 3 CoSEERIRLE T, &EHEIEO0~7 TI,
o YRT-CoSVRIBEANLEY, &L 00 ~ 0x7
TY,
VID #AT3 VLAN IDZAALE T, &EIE 1~ 4094 T,
e YAT-VLANID NRIBEEANLEY, &iFlE 0x0 ~
OXFFF T,
BRIEEE ZO0O ACLIL—ILCERY 2RB™ERE 07 7 1 LOBZETEA

HLFET, BRIl 32 XF&ETTT,

[ RIvEIUyILT, FLLACLIL—ILEEMLET,
[R3 | RIvETUYILT, [ACLPTERAURN |91 Y RICRDET,
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8 ACL (Access Control List)
8.2.6 Extended Expert ACL

8.2.6  Extended Expert ACL

[ACLEN | R9Y (ACLPIERAURR w1V RY) 20Uy I0LT, UF
DY+ Y RIERRLET,

B - —

ACLF 21 AL BN
ACL &+ | Extended Expert Al v |
ID (8000-9999) [ |
ACL £F5 32 chars |
(I

Note: ACLEDMEHDFIEXFTRITNEZEDFEA-

824 ACL7T7ERUR K (ACLEM. Extended Expert ACL)

[ACLPTEAURNEN | £7¥ 3y Tl UFONS A —9%BETEET,

NS A=8 T
ACLIAMT ERiT D ACL Y1 T ZBIRLE T, BIRT DB [1Z£IP
ACL]. [#E3%IP ACL]. [ =% IPv6 ACL]. [ 53K IPv6
ACL]. [#i3& MAC ACL]. 8&U [Extended Expert
ACL] TF,
ZMtET>3arTld Extended Expert ACL DERETIEIC
DWCEHAL T,
ID Extended Expert ACL @ ID ZANLF T, #EE 8000 ~
9999 T,

ACL & ACL DERIZANLE T, EHlld 32 XFEXTTI,

[BA|RIVEIUYILT, HLWACLZOT 7 ILEBNLET,
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8 ACL (Access Control List)
8.2.6 Extended Expert ACL

Extended Expert ACL 7’07 7 1 JLEZFERL T [ IL—ILEBID | 9> ([ACL
PORBAVAN D1V RD) #0UyILT MFOU1 Y RUERRUET,

=T A2/ (— (165535)

BEMACT LA

EET

Bwat—

ACLJL—JLEM

D 5000

ACL & EE-ACL

ACL 51T Extended Expert ACL

O ES

(TEEENTVERA. AFTLIERNCIDNTSY. )

FisEAi— | Please Select v

7RA
Tk
P
Wikdeard
Ol Ol
FA L [1-DF-36-4B-A7-CC = FA I [1-DF36-4B-AT-CC
FEF)
MAC  [11-DF-36-4B-A7-CC MAG  [11-DF-36-4B-A7-CC
Wildcard [11-DF-36-48-A7-CC Wildeard [11-DF-36-4B-A7-CC
BEISTTA— [ Please Select v
Please Select v | [ | (0-65535) | Please Select v | | | i0-8ss35)
Please Select v | | | (0-65535) [ Please Select v | [ | 0-65535))
IP Precedence| Please Select v |Z(0-7) TR (0%0-0x7)
ToS Please Select v [{E(0-15) T A7 (0x0-0xF)

DSCP (0-63) | Please Select v [iE(0-63)|

T4 (0x0-0x3F)

TePIS Y ack [ fin [ psh

VID(1-4094) [ ] zaooewEn [
Cos TR (0%0-05T)

e

rst () syn () urg

[—

B3 pulil

B 825 ACL 77 AU (JL—JLEN. Extended Expert ACL)

[ACLIL—ILEN | BT Y3 VTR UTDNSX—IZHRETEET,

NS A=5

EE

V= YRFTVIN- ACLI =LY N—ZEAALE T, &EIF 1~ 65535 T,
COFYN—F BELRBVBE, BBEMSINET,
Fovay CDI—IVTEFTITDPIYaVEBERLET, BRI DE

B[ %0 ] 8LV [EE | TF

ZO0cJWLS17

ORINWNIATH TV avEBRUES, BRI BDEE.
[TCP]. [UDP]. [ICMP]. [EIGRP] (88). [ESP] (50).
[GRE] 47). [IGMP] (2). [OSPF] (89). [PIM]
(103). [VRRP] (112). [IP-in-IP] (94). [PCP] (108).
[ZORIJWID]. BLUV[BRL] T,

-7’03V ID ZFEHTANTEXT, #HEIL 0~
255 T9,

RAZ - [ 7OV ID]| AT YvavzBRULE. F8
T7OR VN RIEZADLET, EEIE 0x0 ~ OxFF
T,

TSTAVN - ZOFTYavEBRULBE. N7y b
TSTAVRT IV VITHEENET,
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8 ACL (Access Control List)
8.2.6 Extended Expert ACL

NS A=5

EE

Y= (IP7KRL2R)

YV—ABREBREIVAANLE T, BRI DERUTDE
HDTY,

FE-FREOV—ALST1 v IEIDIL—ILDORERHEIC
> CEHEL &Y,

RAL -Y—=RKZAS IPP7RUREBRASIUTANLE
ED
IP-[Wildcard] dEY ¥ v TZERLT, V—XIP7
RLRDINW—TZFEREFIVAALET, EVHETIC
MiGTDEY MIEREEINFT, Ev MEO (THINT D
EyhEFzvIaInzxzd,

TAATAR—=23Y
(IP7RL2R)

TARAT 1 X—YaVBEREBEREIVUANLE T, BRT
DERIUTOESEDTT,

FR-FBDTARTAR—Y3a VI T1vI%ID
W—IVDELICRE > TEHEL £

RAN -FARTF 4 RX—=Y 3 VRN IP P RUREFERES
FUANLET,

IP- [Wildcard] DEY ¥ v T ZERALT. T« X7«
F—=v3avVIPPRLADI V=T %ERELIUTANLE
J, EVHMETICRRNTDEY MIEHEEINET, Ev b
BOICHNTDEY NEFFTvIESNET,

V=2 (MAC7RLR)

Y—ZAMAC 7 FLABREEBREIVUANLE T, BIRT
DERIUTOESD T,

FE-FBEOY—RASTT1 v I%ZDIL—ILDOFEEIC
> TEHELE T,

mRAR -YV—=ZXRAM MACZ FLRZAALZET,
MAC-V—X MAC 7 FLRAB LTV Wildcard EZFRR
SNFANT 1« —ILRICAALET,

TAARATAR—=23aY
(MACZ KL R)

T1AT 14— 3Y MAC7 RURABHREZBERBLUAS]
LET, BIRIDER>LUTOESED T,

FR-EFRODTA AT R—avVhb3T4vI%2D
W—IVDSFEICHE > THHEL F T,

RAN - F A RF 1= aViRAM MACZ RLAZEA
HALFET,

MAC- T4 AT 1R —YaY MACZRLRABLT
Wildcard BZRRSNIEANT 1 —ILRICAAULET,
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8 ACL (Access Control List)
8.2.6 Extended Expert ACL

NS A=5

EE

Y —2ZiR—b

Y—AR—MEZBREIUANLEYT, BRI DEEILUT
NDEED T,

o =-ACLIHBELIcR— bBESOHERLET,

o >-ACLIHEELIKR—FBESLIOREVNINTOR— K

ZERALE T,

o <-ACLRHEEULR—FBESELDINSNIRTOR— K
ZEERALET,

o F-ACLIMEELTR— FBESZRS INTOR— b ZfE
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DM/ (D —RINE

Fi—t TFay a7 ATl fil (0-6.5535)

[Fitant | [Add [Low Alarm [mw [ |mits

T w | pum | oo | oo | num
R N - 2

Note: ++: 75—LER, +:D—=VF kR, -- D—=2F Fli, - P7-LTR
A A EEEETERELE,

10-7 DDM XfE¥6/\7 —BRIERE

[DDM ZEF/NT—BHESRE | TV 3 VTl UTONSA—IZRETEE

9,
NS %—5 e
R—h AT HR— N EBRLET,
Fovayv EFTBFIYaVvERRLET, BRI BMEE [E]5&
UMl ] T
g4 EE/NT—BENS A TEBRLET, BRI HERE, [ 7
S—LFR] [T-ZVITR] [P5—LLR] 8&T
[ 7—=v7tR] T,
EEM EHBMEERLET, BRI DMER [mW] S &0 [dBm]
<7,
& BEEANLET,
. BBMEE mW BRITIEET 288, BEE 0~
6.5535mW T
. BAfE%E dBm BAITIEET 2188, BHE 40 ~
8.1647dBm T

[BF | RovETUy LT, BEERBRLET,

388



10 OAM (Operations, Administration & Management)
10.2.6 DDM ZER/\NT —FAERE

10.2.6 DDM %{E)6/\"J —RiMBEERE
T0Y 1Y ROEBNT, BELEK— O DDM ZEX/ V7 —BENREET
L\ REEERRLET,

[DDM] > [DDM ZHEH/ VT —BHERE | 27U v I LT, UFOw« v Ro%
=RLET,

e =T

DDMSZ {1

DDMEE/ (D—F W

-+ Ty 47 HI—Ii{E {il {0-8.5535)

[Fitin M [Add [Low Alerm [mw [ [

T | o | oo | m |
I N 0 0 S A SR

Mofe: ++: FI—LER, +: 70 LR, - 7L FR, - PI—LTFR
A SRR EAELL,

10-8 DDM ZA{E3¢6/\7 —BRERE

[DDM ZEF}/NT—BHESRE | TV 3 VTl UTOINSA—IZRETEE

9,
NS %—5 e
R—h AT HR— N EBRLET,
Fovayv EFTBFIYaVvERRLET, BRI BMEE [E]5&
UMl ] T
g4 SENT—BENT A TEBRLET, BRI HER, [ 7
S—LFR] [T-ZVITR] [P5—LLR] 8&T
[ 7—=v7tR] T,
EEM EHBMEERLET, BRI DMER [mW] S &0 [dBm]
<7,
& BEEANLET,
. BBMEE mW BRITIEET 288, BEE 0~
6.5535mW T
. BAfE%E dBm BAITIEET 2188, BHE 40 ~
8.1647dBm T

[BF | RovETUy LT, BEERBRLET,

389



10 OAM (Operations, Administration & Management)
10.2.7 DDM R&ET—T)

10.2.7 DDMiRET—TIL
ZOW 1Y RYEANT, DDMRETF— T ILEBRERRLET,
[DDM] > [DDM REEF—TIL | 27U v I LT, UFOD 1Y ROERTLE
EP

DDMEEES =)
DO~

T

Note: ++: 7I—L LR, +: 9—=U¥ LR - 7= FR, - 75—LTFR

10-9 DDM RRET — T )b

390



1M1 EZIUVT
11.1 A% 11.1.1 /R—ERE

17 zzsuy

11.1.1  R—bEAR
Z0Y 1Y ROERNT, K- MERRT -7V EBHRERTLET,

[ES9UVT | > [ ERR]> [R—MEER] 27Uy I0LT, UFOw 1 VR
vERTLED,

e
L —,
= MERE

i R S I

Filfv

IIIIIIIlllllllllllIllllllllllllllll
B 11-1 /R— MMERAZE
[ R—MERR | €73 VTR UTO/NSA—9EBETEET,

NSA—5 8=
FER—b -8 TR—F |ERIIR—FZBRUET,

[BFR | RIvETVUYILT, BELLKR—NCETZHR— MMERRBRERR
LEd,

[UTLyya | RIVETUYILT, T—IICRRSNTLNZEHREY 7
LyralLxd,

391



11 EZ9UVD
11.2 8t 11.2.1 R—bk

11.21 KR—F
IOV« Y RUERANT, K- 0FME / XSt BRERRTLET,

[EZSUYT > [#iEt]> [ R—F 27U ILT. UFOD 1Y ROERR

LEd,
b
L 1A+

w T o T w |
.

1508145 e 5460319 6421

Telllis

B 11-2 K—hk

[R—h]EI¥3V TR UTFOINSA—9ERETEET,
NS %—5 B
BIAR— b - TR—~ | @AY BN N ERRLET.

[BR|RIvETUYIULT, BELLKR— BT DR— MisHBRERRL
F9,

[UFLyoa | RIVETUILT, F—FICHRRENTLSEHEED 7
Lw2a L/ia_o

[FEBR )R9I vEIUYILT, TOIVHYUICETIEFHMBEHREFRLE
EB

392



1M1 EZIUVT
11.2 8t 11.2.1 R—bk

—

HHSR NI vZIUvILT UTFDOY 1 Y ROZRRLET,
-
R—

B3 | uzLwza |

B 11-3 /R—b GHESR)

[E3 ] £9vETUyILT, BIDD 1Y ROCEDET,
[UTLyya]RIvEIUyILT, F—TICERESNTNBEEEY 7
Lyra bi?’o

w

93



"M EZ9UVD
11224971 —RAAIV8

11.22 AV9TI—RANoVY
ZOW 1Y ROERNT, 1YIT TN VI EBRERTLET,
[EZ9UVT > [#EH]> [1YITI—RAADYI | £TUYILT, UTD
M1V ROERRLET,

A=A

12AII-2ANILE

Frti— #7H—+
F FTy T
B9 BRA=FA0S | BETNF AR BRI F0AR ERL 07y RS0k ¢ SETAFHRE (R RTO—F AR
F ok trob ok b trob frob ok
FOH 1S 5o 148 2 5540081 505 0 0
il [ 0 0 0 0 0 0 0
Fillya 0 ] 0 0 1 0 0 0
Fill 0 0 0 0 0 0 0 0 15-98
Telllis 0 0 0 0 i 0 0 0 1598
Telllls [ ] [ 0 [ 0 0 0

MN-A4A49TT—RAADVY

[1Y9TI—AAYVT | £Tva v T UFONSA—IEBETEET,
NS X—5 BE
BMATR— b - T K-~ | @AT2R— FEERLET,

[BFR|RI9vETUYILT, BELLKR—FCEBIDIVITI—IXDhDVI
ZERRUET,

[UTLyva | RIVETIUYILT, F—TIICRRSNTNSB®RED 7
LyralLxrd,

[IZ5—8R]|RI9VZEZTIVUYILT, COIVHMVICEAYTIHFMIS—BRER
mUET,

394



1M1 EZIUVT
1122404971 —RANIo09

[IS-BR|RIVEIUYILT, UTFOU 1Y RUERRLEY,

IS5—AT>

IS —HhI>E

[ B3 | uzLwza |

GO TS5—AI>%

B11-504Y9T1—RAD0VY (I5—8R)

[RB M9 TUvILT, BIDT 1Y RUICRDET,
[VILy2a | RIvETUvILT, T—TILICRRESNTLDE®REY 7
Ly bi?o

w

95



"M EZ9UVD
11.2.3 79059

11.23 H7oV9

D1 YRIUZRAWVWT, BELIR—bDOVYIFIVINDVIZRRELV
JUPLET,

[ES9UVT > [#EH]> [H9VI | 27Uy ILT. UFOY 1Y RY%ER
RLET,
I —

nows

R —h #THE-
Ty FoY o ]
o] ]
I e .
i 1 Cwor |
Finz : s |
Fill}3 0 s |
Filli4 0
Telll 0
Telil 0

11-6 hovy

[ A9V | €Tv3 VTl UFONSA—IERETEET,
NS X5 BE
BMAR— b~ - 8T R—~ | BT aR— N EBRLET,

[BR|RIvETIUYILT, BELEKR—FCEBITDVYIFIVIADVY
BRERRLUET,

[VILwya | RIvEIVUYILT, T—7ICRRSNTVDEHREZY T

Ly>yaULxEd,

[PUP |9 vETUYIULT, BELIcR—MCEIDYYIFIVIADY
IJEHRETIIVPUET,

[2OVU7 | RIVETUYILT, INTOUYIFIVINIVIBERET Y
PLED,

[(FEBSRB A9 vETIUYILT, TOIVHVUICETIEFHMBEREFRRLE

ED

396



1M1 EZIUVT
11.2.3A0V8

[#ESE ]| RIVETUvILT, UTFOW+« Y RoERRLET,

= bADSE

15 W)t i

G011 771>

B 11-7 Ao vs GFEBR)

[BBR9v%ETVUYILT, RIOT 1Y RIICRDEY,
[UTLyya | R9vETUYILT, T—IICRRESNTVSEREY 7
LyyalLErd,

397



"M EZ9UVD
11.3 E5—8&%E

ZDT1YRIZAVT, R—hI5—DHREEZTL. BEBERRLET,

[EZ9UVT > [S5-BE]&27UvILT, UFOY 1Y ROERRLE

9,

RSPAN VLANSGE
i 24039 T
=5—FF
tadal = 1

#-t
FART = [Port [~] [siton [~]

FtgH —+ #ATHR -k Dr—L84F
) [1[Port & [eiron ] [enon ] [Both ~]

CPU RX

[ g0 | Bk

=S5—tyyarT—In
[All Session ~ [~
I B R

[RSPAN VLAN 88 | €73V Tld UFD/INSA—95BETEET,

NSA—=5 =
VID YAk A9 % RSPAN VLAN ID ZANUL & T, HY VXD THE
#t92 VLAN ID ZANT Dh XBN1TVREYDT
VLAN ID NEEZANT D ENTEFT, &HEGF 2 ~
4094 TY,

[BA|RIYEIUyILT, HLLWIYFUEBINLET,
[HIF& | RO V%I Uy ILT, BELEBRCESNTIY FUEHBRLET,

398



"M EZ9UVD
11.3 =5—8%E

[25-WE|E7vavTh UTONSX—9EBETEET,

NS A—5 B=

tyyavryin-— CHOIVRUDEIS—tyvyav+ryN—%=B8RLEXT,
DFVIN—QEHRIE 1 ~4 T,

FA AT XR—vay COR—bFEIS—IVRIDT 1 AT R—YVaVEEEER
RELUVERELET,
T4RAT1x—=y3avO[KR—k]FE [ YE—F VLAN]
ZERUE T,

o K=k -F4RT4X—YaViR—bBESEBERLET,

e UE—HFVLAN- T« XT 1 X—¥ 3 ViR— b BESZER
L&EJ, VID ZRRESNICANT 1 —ILRICANDLET,
VID O&HE(F 2 ~ 4094 T,

=R ZOR—FIS—IVrUDY—-RBEEBREIVHEL
£,
V=20 [ K=k ] [ACL]. F7zl@[ YE—h VLAN] %:&
RUEY,

o R—b [BER—F ] & [ETHR-F ] TH— FBESOH
EEBRLEYS, [ JL—L917 | ZBRLET, 7
L—LI 1T TERIDERIUTDESD T,
omA - REAFMEXREAAOMEAND ST 1+ v IMI

S—UvIJEanEd,
ORE-ZEAANHFD NS T1vINIS—UVITEN
9,
OIRfE - RERMNHFDSZ T v INIS—UvTaEN
9,
OCPURX-CPURX b7 v IEEZIVUVIUET,

e ACL- ACL BMMERRINFANT « —ILRICAALZE
¥, INIE 32 XFETTY,

e UE—FVLAN-UE—FVID ZRRESNFANT 1 —
JWRICAADLEFT, &#HEIE 2~ 4094 T,

[BRA]RIYZIUyILT HILLWIVMUZENMLET,
[HIFR | N9 >ZT Uy I LT, BELVBRICEODVWTCIV MY ZHIBRLE T,

399



"M EZ9UVD
11.3 =5—8%E

[25—kyyayTF—TW ] EIYa VTR UTONSA—9%ZRETEE

NS A—=5 BE
tyyaveas7 FRITBIERMNIS—tLyyavIsT=BRLET, iR
IBER [2EyYav ] [ByyavFyn-] [V
E-bEyvav] LU0 [O0-HEYYaV] T,
[ByyavrunN—]47vavaEBRULLES. ROvY
AU X_a—hbByyavrFyN—%BRUET, HHE
&1 ~47TY,

[BR|RIVETUyILT, BELERREHICEINTIY ~UERSRL,
=RLET,

[H@BSR | RIVETUYILT, TOIYRUCHT 2HBERERRLE
7,

FHHSR NI ZTUvILT UTFDY 1 Y ROZRRLET,

FT—tvIaiEl

—

M

twisyii— 1
tyvsazs(T Local Session
[Ennd Gi1/0/M1,Gi1/0/2-Gi1/0/9
S2Et-r
BEf-t
CPURX
Flow~<—22Y—2Z
TART A F =222l Gl

bl
o

11-9 =5 —%E GHIBR)

[RE2 | RIvEIUYILT, BIOY 1Y RYCRDET,

400



11 EZ9UVD
11.4FN1N12R

CDU1YRIZBVT, A1y FOREDERAEE. 77 VRE HLUER
EI1—-VIREZERTLE T,

[EZOUVT > [FINMRA]ETUYILT, UTFOY 1Y ROERRLET,
L S ———
R

ARy S8R0 RE/RRE
1 Central Temperature /1 HCNTTAC

#Ea—+ - ARsREOBEREEAFLE.

WHFANSE

1 Power 1 In-operation

B 11-10 /N1 R

401



12 ECOE—F
12.1 &8N

17 Ecoe—r

ZDT1YRIZAVT, BELLR—FDEBHDOREZTL. REBERRL
I

ECO% R]>[&BEN]Z2IVvILT. UFOY« Y RoERRLET,

HRNBE
Wtei—+ #7H—+ 1 P
(w0

I =
B R
IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
Telllvé Down 10GT Huty Dizabled
o m W o
12-1 &8N

[BENBE]| I3 VTR UTONSIA—FEZBETEFT,

NSA—5 EE
FtER—b -8 THR—-b | ERTIR—-bZBRLET,
EENE-F BELUR— b TERYT2EENE-FEBRLE T, =R
IRER>UTOEESEDTY,

o Y - EBNHEEZEMCLET,

o T - EENHENENERARICERLEI,

o N=T7 -EENUBEOENZEFDTIOERLET, Nl
BEE F2<KERULRBVEEERARICERT HE
DETHNIEITNTEELET,

[BA | RIvETUyILT, BEERRLET,

402



12 ECO E—F
12.2 EEE (Energy Efficient Ethernet)

CDU1 Y RIZAWNT, BEULLR—b O EEE DEREZTL. REBEBZRRL
ECIN

[ECO E—R]>[EEE] 27U vy ILT, UFOY 1Y ROERRLET,

B 12-2 EEE

[EEE BT | 73V Tl UTFONSA—IEBETEET,

NIA—=5 =
FER—b -8 TiR—F |ERIIR-bZBRUET,
E7N; S EELfcR— b D EEE MBEZ B X FEHICLE T,

[BA|RIVETUYILT, BEERBMLET,

403



13 Y—=ILIN—
13.1 &% 13.1.1 DV T« OR#E

12 wnn-

13.1.1 VT« OR~E

CDO1YRIDEBUVWT, ROV I« JL—yavuEIRI—NPyI IV
TJ40L—vavEUTRELET, ChCLD, SRgERCcCIV 71—
vavhkhnBWESICLET,

YU\~ [ ] >[IV T« TRE] TV v ILT UFOY <Y Rko%E
®RLET,

7

AT IRT

N T Em
K131 AV 71 71R%E

[AVT1O0FRE]| I3 VTR UTONSX—IERETEET,

NSA—5 EE
T7AIVINA T7AIWBENRERRESNICANT « —ILRICAALE T,

[BARIvEIVUYILT, AVIT1TL—yavaRELET,

404



13 J—=ILIN—

13.2Y=Ib 1321 TP—LIIPPYvIIL—R &NV IPvT 13211 HTTP Y —I\ODTP—LIIPPYIT
L—k

13.2 J-=lb
1321 IP—LUIPPYITL—R&INVIPYT

13.2.1.1 HTTP Y —I\hoT7—LD I PP Vv ITL—R

D1 YRIZAWNT, O—AILPCHS HTTP ZFERLTRITYFDT 7—LA
DIPEPVITU—RULET,

Y=ILN=T[Y=I]>[T7—LIVIPPYITTL—R&NYIPYT]>
[HTTP O —N\DS T 7—LDIPPyvITIOL—R]|Z2JUvILT, UFDD«
YRUERRUET,

\J

Y=RI7 AL [Z71z8r [ErRznTuEEA

TAARTAFR—3IF
ik

|l3i chars |

| ZeFAL—F |

B 132 HTTPY—/I\Do T 7—LDTPPvIIL—R

UTONSA-—TERETEET,

NoA—5 B=
Y—2T71I [BR|RIVEIUYILT, TOPvTTL—RTERT
3277—LDTPT774)0 (A=A PC L) WHDHFRICE
BLET,
FAATA4XR—=23Y FLWI 7LD I PZRETDRAIYFLEDT A AT«
771 FX—=YavVNREBAEANLET, TDT1—ILRIF 64X
FETTI,

[Py TTL—R|RIVETIUYILT, PyvTTL—RERBLET,

405



13 Y—=ILIN\—
13.21.2TFIPB—I\Q2T7—LIIPPYvITITL—NK

13.2.1.2 TFTPY—I\oT7—LD I PPV I DI L—K

DU Y RIEAWNT, TFIPY—I\hDRAAYFDIT7—LDIPHEFPVIT
L/_Pbijo

Y UN=T[Y=I]>[ T7P—LIIPPYTIL—R &NV IPvT]>
[TFTP H—I\hB T 7 —LDI PPy IIL—R | 27Uy ILT, UTFOT+
YROERRLET,

i e Ay e P i e R —

L e — T
T
V=ZI7 Al |54 chars |

TAARTAF—3TF
AL

|G-t chars |

FuFIL—F

13-3TFTPY—I\NBT7—LITFPPvIIL—F

UTONSA-IEZRETEET,

NS AX—5 =
TFTP Y—/\IP TFTPY—ND IP 7L RZEANLET,
o IPVA-TFTP B —/\D IPv4 7 RL RAZBRBLUAAL
£,
e IPv6 - TFTP B —/\D IPv6 7 RL R ZBRB LU AAL
ECIN
V=RT7AI TFTPY—NECHDT7—LDITPI7AIDI—RT 71

BENRZEANLET, DT 1—ILRIFE 64 XFETTT,

FAAT1 XK= 3Y FHULWI7—LUIPHERETDAAYFLEDT 1 AT«
T71IL X—YaVNREBREANLVET, COT71r—ILRIF 64X
FETTT,

[PyTTL—R]RIVETIUYILT, PyvTTL—REBBLET,

406



13 Y—=ILIN\—
13.2.1.3RCPH—NDST7—LDIPPvITL—R

13.2.1.3 RCPH—I\WoT7—LITPPVvITL—RK

DUV RIZEAWNT, RCPH—I\WDBRAAYFDI7—LDIPHEFPVIT
L/__ rsLjéf-éro

Y UN=T[Y=I]>[ T7P—LIIPPYTIL—R &NV IPvT]>
[RCPH—N\DBT7—LIIPPyvITIL—R 27Uy I0LT, UTFOT 1Y

FoZERRLET,

RCPH—/ (P

L - - ]

1—HE |‘5 chars

Y=ZT7 AL [p4 chars

FARFAF—TELTF

L |G-t chars

FuFAL—R

13-4RCPY—I\D\BT7—LIITFPPvITL—R

UTONSA-IEZRETEET,

NS A—=5 =
RCP H#—/\IP RCPH—NDIPPRLRZANDLET,
1—-9& RCPEMNDI—YEZANLEY, BRIlE 32 XFETTT,
Y=AT7AI RCPH—NCHDT7—LIITFPT7AILDY =T 71

BENREANLET, DT 1—ILRIFE 64 XFETTT,

TAATAX=23Y
71

FLWI7—LADI7EREITDRAIVFLEDT ¢« AT«
X—YaVNREBFREANLVET, DT+ —ILRIF 64X
FFTTI,

[PyTIL—RRIVEIUYILT, PyvTTL—RERBLETD,

407



13 Y—=ILIN\—
13214 HTTP Y—I\NT 7 =L I PNV IP VT

13.2.1.4 HTTP B =)\ \T7—=LIxPIN\v I P v

DU« YRUZERAWVWC A1y FDIT7—LDIFPDNYvI Py IE—%
HTTP ZERL CO—AI PCICREFELE T,

Y—UN\=T[ W= ]>[ TP—LPIIPPYTITL—R &NV IPvT]>
[HTTP B —=I\NT7—LOIzPNvIPvT 20Uy ILT UFOD1 VR
DERRULE T,

V—ZI7 Al [64 chars |

Sy aFuF

13-5HTTP Y —I\NT7—LDIT PN IFP v

UTFDNSA - ZR/ETEXT,
NSA—=5 =

V=RT71I ALY FIEHDI7—LIIFPI7AIDI—RT 71L&
ENRZANLET, TDT1—ILR[F 64 XFFETTT,

[Ny IPvT|RIVvEIVUYILT, Ny IPyI%=BIBLET,

408



13 Y—=ILIN\—
13.215TFTP B —=I\N\T 7 —LDO T PNV I Py

13.21.5 TFTP B —I\\T 7 =Lz PINvIP v

DU« YRUZERAWVWC A1y FDIT7—LDIFPDNYvI Py IE—%
TFTP H—NICRELE T,

Y UN=T[Y=I]>[ T7P—LIIPPYTIL—R &NV IPvT ]>
[TFTP H—N\AT7—LIT PNy IPvT | 27Uy ILT, UFOT 1R
vERRLET,

I L e v b A A —

V=ZI7 Al |54 chars |

FARFAF—TELTF

L |G-t chars |

136 TFTPY—I\NT7—LDI PNV IFP VT

UTONSA-IEZRETEET,

NS A—=5 B=
TFTP H—/\VIP TFTP Y —NDIP PRLREZANDLET,
e IPVA-TFTP B—\® IPv4 7 FLAZBRELUTANL
F9,
e IPV6 - TFTP H—/\®D IPv6 7 RLURAZEBIRE LU AAL
F9,
V—=RT741I AAYFICHDT7—LIITFIF7ALILDY—RT71ILEA

ENRZEANLET, TDT1—ILRIF 64 XFETTT,

TAATARX—23aY TFIPY—NCNYIPYTTBTI7—LIIFPIT7AILD
271l TARTAX=2aVI7AINEBENRZEANLET, 2D
714 —ILRE64XFETTT,

[Ny IPYT|RIVvEIVUYILT, Ny IPyI%=BIBLET,

409



13 Y—=ILIN\—
13.2.1.6 RCP H—=I\INT7—LI T PINvIP v

13.2.1.6 RCP B —=I\\T7—LTJTPINvIP Vv

DU« YRUZERAWVWC A1y FDIT7—LDIFPDNYvI Py IE—%
RCPH—NICRELF T,

Y UN=T[Y=I]>[ T7P—LIIPPYTIL—R &NV IPvT]>

[RCPH—INAT7—LOTPNvIPvT | &IV ILT, UFOD 1V R

ERMLET,

1—HE |‘5 chars |
Y=ZT7 AL [p4 chars |

FARFAF—23T7
L

|G-t chars |

P A

13-7RCP Y —I\NT7—LDT PNV TIPS

UTONSA-IEZRETEET,

ENRBEANLET, TDT1—ILRIF 64 XFETTT,

NS A= =
RCP H#—/\IP RCPH—/IDIPPRLREZANDLET,
1-Y¥8& RCPEFRODI—HYEBEANLET, BElE 32 XFETTT,
V=AT7AI ALY FICHDT7—LITPIT7AIDY—RT71ILE

FAAT1 XK= 3y RCPH—NICNYIPYITTDIT7—LIDIPT7A1ILD

T4 —ILRF 64 XFETTT,

71l TARTAX—2aVI7AIEENREANLET, O

[Ny OPvT | RIVEIUYILT, Ny TPy TERBLET,

410



13 Y—=ILI\—

13.2.2 Y714 7L—23avERNYIPYT 13.2.21 HTTP Y—\hoV T 1 JL— 3 ViEH

13.2.2 VT4 0L—23aviEB&INVIP YT

13.2.2.1 HTTP B —/\Dh2dV T 1 JL—> 3 V&I

D1 Y RIZANT, O—AILPCHS HTTP ZFERLTRAyFICOV T«
JUL—ravzERBLET,

Y=IVN=T[Y=IL]>[AV T4 TL—>aVEIB&IINY TP v ]|>[HTTP
Y—N\H2IVT1J0L—2aVvER]Z7 Vv I0LT UTOY 1Y RUZERR
L&D,

Y—RI7 A [ 57vizar [mrentozea

FARTAF—S3TF
L

|i3l chars | running-config startup-config

UTLAR

VA7

B 13-8 HTTP Y—/\h v 71O L—>aviEH

UTFDNSA - ZH/ETEET,

NoA—5 B=
JY—=RAT7AI [BRIRI9vEIVUYILT, COEHBTERIDIV T«
JU—23av774)b (O—AHILPCL) HDGRICEEL
£,
FAATA4XR—=23Y AV 740L—2avIrPAIERETDAAYFLEDT «
71 ATARX—=YaVNREBGHREAALET, DT 1—ILK
& 64 XF&ETTT,

e [running-config] Z7'Y a3 vEBRLUILBE. X1TvF
rofFhnav IOV —vavIr1ILEEBLTE
EELFET,

e [startup-config] 77> a vEBRLUILBE. XA1vF
DRI —+PyTAVT4 O L—rav T 7L IL%EEIH
LTEEELET,

AV CDATVavEBERUEBS, Ry FLEOIVT 1T

L—23avI7MIEZDIT7AILTUILLALET,

[URRP | RIVEIUYILT, UXPEBBLET,

411



13 Y—=ILIN\—
13.2.22 TFTP =N\ T« JL—> a3 VigH

13.2.2.2 TFTP B —/\hoV T 1 JL— 3 V&I

N1V RIZBWVWT, TFIPY—/I\WBRAyFOAV T 1T L—yavrEE
HUZET,

Y—UN—T[Y=IL]> [V T 1T L—vaViER&INY TP v T ] > [TFTP
H—NHBIVT4TL—vaVEH]ET7UvyIL T, UFOD 1Y ROERR
L&,

o ki V| ————

V=ZI7 Al |:3i chars |

TAARTAF—3TF
il

UFLAR

|i34 chars | running-config startup-config

VAT

139 TFTP H#—N\Modv 71 JL—>3aviEH

UTONSA-IEZRETEET,

NS X—5 B
TFTP Y —/\IP TFTPY—I\DIP PRLURZAALET,
e IPVA-TFTP U —/1\D IPv4 7 RLU ZAEBIRE L UAAL
£,
e IPv6-TFTP H—/ D IPv6 P KL RAEZBIRE LU AL
ESC I
V—=AT71Ib TFTPY—NICHBDAV I TL—r3avyI71ILDYV—R
T74IVEBENZAEAALET, CDHT1—ILRIE 64 XFEE
TTY,
FAAT1R—Y3aY V74 0L—vavI7M I ERETDRAIVFLEOT «
T71Ib RATFAX—YaVNREBFHREANLET, COT1r—ILR
& 64 XFEXTTY,

e [running-config] 7 7'Ya vEBRLIBE. X1V F
ro®EfFPOIV T4 JL—vavI71ILEEBLTE
sELFT,

e [startup-config] 77> a vEBRLUIBE. 1Y F
rtDORI—+PwITFAVTaTUL—a VT 71 IL%EER
LTEEZLFET,

U712 COFATYavaBRUEBES. XMy FLEOIVT4T
L—=>avyI74IEZDIT7AITYT VLI RALETD,

[VARZ I RIvZETVUYILT, YRKPZRIBLEY,

412



13 Y—=ILIN\—
13.2.2.3 RCP =)AoV T+ JL—2 3 VigH

13.2.2.3 RCPY—/\HdV 7120 L—< 3 ViEIH
CDU1YRIZERBAWNT, RCPH—I\DWDBRAIYFOIV T« I L—YavaEE

|S10%= Sy

Y—JUN—T[Y=IL]> [V T 1T L—vaViER&INY TP v T ] > [RCP
H—NHBIVT4TL—vaViEH]ET7UyILT, UFOD 1Y ROERR

L&,

L Pl v E———

RCPH—/ (P

L - - ]

1% |‘5 chars

V=ZI7 Al |:3i chars

FAAFAF—2= YT

L |i34 chars

| running-config startup-config

UFLAR

VAT

13-10RCP Y=V T7 1 0L —vaviEH

UTONSA-IEZRETEET,

NS AX—5 2E
RCP H#—/\IP RCPH—NDIPPRLRZANDLET,
1—-9'& RCPEHMNDI—YEZANLEY, BRlIlE 32 XFETTT,
V=RT71I RCPH—NCHDAV T4 T L—2avIT71ILDY—X

T7AIWBENREZANLVEYS, DT 1—ILRIF 64 XFE
TTY,

T4 AT R—3Y
71l

AV T4 0b—va3vI?M IV ERETDRIYFLEDT «
AT A RX—=YaVINREGREANLES, COT1—ILK
(364 XF&ETTI,

e [running-config] 7 7'Y a v &BRUIBE. X1V F
roRFhOIV I« L—-vavTr1ILEEBRLTLE
gELFT,

e [startup-config] 77> a vEBRUIBE. XA1vF
tDRI—+PvIraAV T4 T L—-va VT 71 ILEEIB
LTEEELET,

U1 R

CDFATYavEBRUREBSE, AMyF L0V T4
L—2avIzMIbECODT71IVCUTLLIRLES,

[URRP | RIVEIUYILT, UXPEBBLET,

413



13 Y—=ILIN\—
13.224HTTP Y—NAOV T4« JL—23aVZz=INvIPv T

13.2.2.4 HTTP Y—I\N\OV T 1L —23V%&IN\vIPvD

NV YROZRAVWC RAYyFOIV T« TL—ravyONyIPy7IE—
Z HTTP ZEAL TO—AI PCICRELET,

Y—UN=T[Y=IL]> [TV T1TL—2aVER&INYIFP v T ]>[HTTP
Y—I\NDVT1OL—=23avzNvIFPvT | &T7VvILT UFDD1VR
DERRLET,

Y=ZI7Ail |G-t chars | running-config startup-config

S aFuF

M 13-11 HTTP Y=\ T« L —vavuaENY I Py

UTFDNSA-IZR/ETEXT,

NSA—5 =
V=RT71I AAYFILHDAVIT1TL—vavI7AILDY—-XT 7
TIWBENRZEANLVET, TOT1—ILRIF 64 XFETT
ED

e [running-config] 7 7'Y a v &BRUIBE. X1V F
NOERFTPENIAV I« TL—avI7AIVEINY TP Y
TLFET,

e [startup-config] 77> a vEBRLUIBE. 1Y F
MERI—NPy AV T4 L—v3vT71Ib%E/INY
Id7vTLET,

[Ny TPy TIRIVETVYILT, Ny IPyvIzmReLET,

414



13 Y—=ILIN\—
13.225 TFTP Y—N\AOV T4 JL—23aVZz=INvIP v T

13.2.2.5 TFTP B —=I\AOY T 1L -3 %I\ I P v T

NV YROZRAVWC RAYyFOIV T« TL—ravyONyIPy7IE—
ZTFTP Y —NICREFLE T,

V=UN—=T[Y=IL]> [TV T 1T L—2aViEB&INY TP v T ]> [TFTP
Y—I\NDVT1OL—=23avzNvIFPvT | &T7VvILT UFDD1VR
DERRLET,

i A P b e A L R ——

T I ——T
—T

V—ZT71Iil |54 chars | running-config startup-config

TAARTAF—3TF

i |G-t chars |

SIS

13- 12 TFTIPY—N\AOY T4 0L —vavENYIPY S

UTONSA-IERETEET,

NS AX—5 =

TFTP ¥—/\IP TFTPY—ND IPPRLRZAALET,
o IPVA-TFTP B —/\D IPv4 7 RL ZAZBRBLUAAL

EC
e IPv6 - TFTP B —/\D IPv6 7 RL RAZBRBLUAAL

ECIN

V—=RT741I RAYFICLHDAV T« T =23V I 7L ILDY—RT7

TIVBRENREANLET, TOT1—ILRIE64XFETT

ER

e [running-config] 7 7'va v EBRLIZBE. X1V F
MNORITEOIAV I« I L—yavI7AIEINY T T Y
TULED,

» [startup-config] 77> avEERLUIIBE. X1V F
MBERYI—hPy I AVT«TL—avT 71 ILEINY

g7PvITLET,
FA4 AT —ay AV T4 L—vavI71IVERETD TFIP Y—/VED
T71I T A RTAX—=YaVINREBREANLVET, DT 1 —

VK& 64 XFETTY,

[Ny DOPvT|RI9vEIVUYIULT, Ny IPyvT=RIBLET,
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13 Y—=ILIN\—
13.2.2.6 RCPH—IINOV T4 TL—2a V&NV IP YT

13.2.2.6 RCP Y —/\A\OVT1JL—23ay%IN\yIPvD

NV YROZRAVWC RAYyFOIV T« TL—ravyONyIPy7IE—
Z RCPH—NICRELE T,

Y—UN=T[Y=IL]> [TV T 1T -3 VER&INYIFPvT]>[RCP
Y—I\NIVT1OL—23avzeNNvIFPvT | &T7UvILT, UFOD1VR
DERRLET,

N e
1-HF [16 chars |

V—ZT71Iil |ﬁi chars | running-config startup-config

FARFAF—TELTF

L |ISJ chars |

| sSworyd |

13-13RCPY—I\NTOV T4 T L—2avalNvIPvS

UTONSA-IEZRETEET,

NS AX—5 =
RCP H#—/\IP RCPH—NDIP7 L RZANDLET,
1—-9& RCPEMNDI—YEZANLEY, BRllE 32 XFETTT,
V=RT71I AAYFILHDAVIT1TL—v3avIT7AILDY—XT 7
TIWBENZRZANLET, TDT 1 —ILRE 64 XFETT
ED

e [running-config] 7 7'Y a v &BRUIBE. X1V F
MOEGFTHEOIAV T4 L—avI7AIENYITFPY
DAY

e [startup-config] 77> a vEBRUIBE. XA1vF
MWERI—hPy AV T4 L—23avT71Ib%EINY

IJPvITUET,
FAAT1R—ay V7400 —vavI7MILERETDRCPHY—/ILD
T71) TFTARATAX—YaVINREBFHZEANLVLET, DT 1—

JVRI(& 64 XFETTY,

[Ny TPYTIRIVETVYILT, Ny IPyvI%zmRELET,
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13 Y—=ILIN\—
13.2.3079/1\wO7PwD" 13.2.3.1 OJZ HTTP Y —I\N\I\w TP v

13.2.3 O9N\vIPv>
13.2.3.1 O29%Z HTTP Y—/\\NI\wv Do P v

ZDU1YRUZAWVWT, AMYyFOYRATLAOELFREOJODIE—%
HTTP ZfERAL TO—AJL PCICRFLE T,

Y—bN=T[Y=IL]>[OFNvIFPvT|>[ 0T %HTTP H—I\NI\v T
Pv71&T7UvIULT UTFOD 1Y ROERRLUET,

u NAY

ou547 ® LRAFLO0Y O WEODS

Sy gFeF

13-14 07 % HTTP Y —N\ANv TP v’

UTFDNSA - ZH/ETEET,

NSA=5 =
oo947>

HTTP ZFRLCO—AIVPCICNYIPvT3d00917
TBERLE T,

o VYAFLOD -VRFLAOTHENYIPYIUET,
o WBOJ-WBOIJTENYIFYILET,

[Ny DOPvT1RIv%ETVUYILT, Ny IPvT7%ZRALET,
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13 Y—=ILIN\—
13.2.3.2 0% TFTP Y—I\NI\v TP v T

13.2.3.2 OJ%Z TFTP B —I\NI\w TP v

CNU1YRIZRANT RMYFOYRATLAOTXIREOTNDIE—%
TFTP H—NICREFLE T,

Y—IUN—T[Y=IL]>[O9N\NvIPvT >[0T % TFTP 4—NAINv T
FPvT &7V vILT, UFOY« Y RUERRLET,

L] N/

weoe [ Jews
E—
TARTAR—Z3I7

L |54 chars

Oo547 ® TRFLAO0Y O REOY

13-15 0% TFIP =Ny TP v

UTONSA-IEZRETEET,

NS AX—5 2E
TFTP Y—/\NIP TFTPY—ND IPPRLURZAALET,
o IPVA-TFTP B —/\D IPv4 7 RL ZAZBRBLUAAL
£,
e IPv6 - TFTP B —/\D IPv6 7 RL RZBRBE L UAAL
ECIN

TAATAR—23aY O7771IVERETDTFIPY—NLEDT 1 AT+ R—>3

71l VYINREBRZEANLET, TDT 1 —ILFE 64 XF&ETT
ER
o794~ TFTP Y =Ny TP vI32079 1 TEBIRLET,

o YATFLOT -YRTLOT7ENYIPIITULET,
s WEOY-RBOVZENYIPYIULEY,

[N OFPyT | RIVETIVYILT, Ny TPy TERAELET,

418



13 Y—=ILI\—

13.2.3.3 0% RCP H—I\NINv TP VT

13.2.3.3 O79% RCP Y—/I\\IN\v I PvT

CNU1YRIZRANT RMYFOYRATLAOTXIREOTNDIE—%
RCPH—NICRFELE T,

Y—IUN—T[Y=IL]>[OF Ny TPy |>[O9%RCPH—/IN/INv T
FuT1%&IUvILT, UFOY 1Y ROERRLET,

L] R NAY

e E—

1% |15 chars |
7—417’—4‘?755)77@ hars |
ik -

09547 ® LAFL0Y O WEDS

P

13-16 O % RCP H—N\ANN\Ny TP v’

UTFDNSA - ZH/ETEET,

NSA—5 EE
RCP 4 —/\NIP RCPH—NDIP P L RZANDLET,
1-9& RCP #EHRNDI—YEZANLEY, BRIlE 32 XFETTI,

FARAT14X—v3ay O7 771 I EREITDRCPH—NLDT 1 AT 1+%—V3

271 VYINREBRZANLET, CDT1—ILRF 64 XF&ETT
ED
ao8947 RCPH—NICNYIPvT 20091 TZ2BRLET,

o YAFLOD -YRFLOT7HNYIPyvILET,
o WBOTJ-WBOIJENYIFPYILET,

[Ny DOPvT|RIv%ETVUYIULT, Ny IPvT%ZRALET,
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13 Y—=ILIN—
13.2.4 Ping

13.2.4 Ping

ZDU1YRIZAWVWT, T4 AT 1RX—¥ 3V Pv4/IPv6 P R R FTclF R X
AYVBICPiIng LT, Ry hT—U8#HZETAMLET, Ping YT TR,
PIERAUR S EBRATEET,

Y—JLIA—T[Y=IU]>[Ping] E7U v ILT, UTFOY 1Y ROERRLE
R
L ——

PINg P AL A
ACL &R DA 2
[BRUT<E=L | Add v B
s
IPv4 Ping
o sorunrRLA —
e
prge (1259 T
sz —
s
1Pv6 Ping
o 5 rReTEL
e
PingIEIZ (1-255) O ==
ST —
s

13-17 Ping

[Ping PO EATS A €73V Tlh, UFDNSA—9&BETEET,

NS x—5 =
ACL &5 BAT? ACL DEMEASNLET, SHlld 32 XFETTT,
[BRLTL BV, |RIVETUYILT, URMHBEE
#0ACL BBRLET,
Povav EFTBFIVaVvERRUET, BRI HMEE [EN] B
U[IYU7]TY,

[BA]RIvEIUYILT, BRLUELZI7E/RAOYMO-IVYRMZERLE
9,




13 Y—=ILIN\—
13.2.4 Ping

[IPv4 Ping]l T2 3V Tl UTFONSA—IZHRETEXT,

NS AX—5

=

=Ty kIPVAPRL R

FART14Xx—Y3aVIPvA PRUVREERBLUANLE
EP

RX12&

TARTARX—Y 3V XA VEEBREIUANLET,
INIF 255 XFXTTT,

Ping E1%

DD 1Y ROTRELR IPvA 7 RLRIC Ping Z&{79 %
O#ZEANDLEYT, &HElE 1~ 255TT,

[BIR] FTv IRy IREFVCUIBE. 7075 L%F
IEF2FE T, 8EL IPv4 7 R RITICMP Echo /Y7 v b
ZRELERITE T,

FALFPI

Ping Xy E—YDIA L7PD NEEZANDLET, /N7y b
M T TEEUVEBRIC IPv4 7 FLU XA ZBRETE RS
&, Ping /\7 v bIREESNF T, &EEIFE, 1~998TT,

V—RIPVAF7 KL A

V=X IPVA P RUVRAZANLEYT, X1 v FCTEEAD IPv4
PRLUZDEIDETONTUNDHEEE. EZN5E0 1 DZA
ANTEEXT, AALKIPv4 7RV R(E, UE—BFRAKMTE
BENd/1\Ty bDY—XIPv4 7 RLVREUTERSNE
ED

[BEtE | K9 >%ZT Uy IUT, IPv4 Ping ZRIBL Y,

[IPv6 Ping] T7 >3 v TlEk UTDINTA—IERETEET,

NS AX—5

8=

=79k IPv6e PRL R

TARAT4X—=Y3VIPv6 7 RUVRZBREIUVANLE
ED

RX12&

TARTAX—Y 3V R VEEBREIUANLET,
CNIE 255 XFETTY,

Ping E1%

DD Y RUTHRELR IPV6 7 FLX(C Ping 579 2
O#ZEANDLEYT, &HElL 1~ 255TT,

[BIR] FTv IRy IREFVCUIBE, 7075 L%F
IEFDFE T, BEL IPv6 7 RLRIC ICMP Echo /Y7 v b
EREURITET,

SF1LF7PUL

Ping Xy E—YDIA1 L7PD CHEZAALET, /N7y b
M T TEEULEBRIC IPv6 7 FLU XA ZBRETE RS
&, Ping /\7 v bIREESNF T, &EHEIFE 1~998TT,

V—ZAIPv6 PFL R

V=R IPv6 PRUREZANDLET, X1 v FICEED IPv6
PRUZAAEDHTOENTUVDESIE, EDO5ED 1 D2&FA
ATELXT, AALEIPv6 PRLURIE, UE—FKRABMTE
BEEINdINTYy bDY—XIPv6 P RLUREL THERASINE
ED
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13 Y—=ILIN—
13.2.4 Ping

[B& | R9 V&I U I LT, IPv6 Ping ZBIIALZ .

[IPV4 Ping] /\5 X— 9 & BRBLUANL, [BIE]RIVETUYILT, I
TO 1Y ROERRLET,
L ——

PingFZItzA05 A
ACL &L FHTaz
| ERuccEzn]  [aw o] e
s e —
IPvd PingFsE

Rep\y fr’um

1] 97.168-100.254, t\me(lﬂms
2] R from 182.168.100.254, time<]0ns
3] Rep\y from 192.168.100.254, (\me<l[lms
4] Reply from 192.168.100.254,
Ping Statistics fo
Packets: Sent = 4, Received = 4, Lost = 0

[ L Il B3 |
1Pv6 Ping
0 s neuriLA
ot
PingEI (1-255) O emm
sPn R
P I

13-18 Ping (&%)

[Stop] K9 >ET YU v I LT, Ping Z7ORREEFEILLLET,
[BBR9v%ETVUYILT, BIO [Ping] V1 Y RIICRD T,

[BIRLTLEE, [RIVETUYILT, UFOY 1Y ROERRLET,
CACCPZEADAF

T hUsEE: 2
I N S 2
S-IP-ACL EEIP ACL
11000 S-IPE-ACL EEIPvE ACL

] [ K [
——

13-19 Ping (BRL TLEELY,)

BHOR—INFEETDHERF. R—IBESEAAL, [Go]|hIVvETIVUYIL
TRENDR—IICBELET,

[OK] N9 v&ZTIUy LT, BRULZIJE/RAIYMO—-ILYR M ZERLE
ED




13 Y—=ILIN\—
13.2.5 hL—=RIL—k

13.2.5 btL—=RIL—F

CDT1YRUZAWNT TART1x—3 YV IPv4/IPv6 7 U RXTIE R X
TVBNDI—bZFLV—RULT, Ry hT—T&EHEETANUET,

Y= UN=T[Y=I]>[ FL—RI—F | ETUYILT, UFOT 1Y RY
ERRUET,
_

IPv4 L —RJL— b
® IPUZELR [
FAA 5
|ATTL (1-255) po ]
7= b (1-65535)
&4 L7 (1-65535) B e
FO~T 72/t~ (1-1000) s
IPV6 L —RJL— b
o IPEFZELR
FA
S|ATTL (1-255) po ]
T (165535)
G 577 b (165535) B e
F0—F3 2= (1-1000) =5

13-20 FL—=RIL—F

[IPv4 RL—2Z)b—k [ £7¥ 3V TR UFONSA—IERETEET,

NSA—=5

=

IPVA7RL A

TARTAX—Y3YVIPV4 P RUREZBREIUVANDLE
ED

RX12&

TARTAR—Y 3V XA VBEBRELUVANLET,
NI 255 XFETTI,

ERATTL

FU—ZW—HFUTJITXEDTTL (Time-To-Live) DEwATE
EANUET, NlE. fL—RIb—b/INVoy EAEBTE
BIW—FDEAETI, fL—RIb—bFTVavid, 200
EBEORY NT—TINRZBRRIDESCEBLET, &
&, 1 ~255/Kv T,

R—b

h—hBSZANLET, &HEE 1~ 65535 T,

FALPI

UE—MEENODINBZFROBRNDI 1 L7 U NHBEZAN
LEY, &#EIL. 1~655358Td, T74IKI5HT
ED

7J0-7+vN—

7O0-7894 LO¥=EAALET, EHEIF 1~ 1000 T,
TI7# VMBI 1 T,

[BBA | RIVET U ILT, IPv4 FL—R)b— EBIBLET,

423



13 Y—=ILI\—

13.2.5 kL—ZRIL—k

[IPV6 FL—RI—h [ E7¥ 3V TR UTFONSX—9EBETEET,

NS AX—5

=

IPv6 7L A

FART14Xx—3aVIPv6 PRUREERBELUANLE
EP

RX12&

TARTARX—Y 3V XA VEEBREIUANLET,
CNIF 255 XFXTTI,

RATIL

FL—ZI—FUTIRASDTTL DERAEZANDLET, &
nig& fLU—=XIb—rNoy FHBBTE DI —FIDERA
TY, PL—RIV—FFTVavid 2 DOOEBEO=XRY b
T—ONRERRITDEECBBLUET, &EHHEIE, 1~ 255
Ry T,

R—k

R—hBESZEANLET, &HEIE 1~ 65535 T,

F1LFPIL

UE—MRENODINBZRFOBRDI 1 L7 U NHABEZAN
L&, &#HEE. 1~655358TI, 77x)LEESHT

ED

J0-T+viN—

J7O0-T7894 LD ZEAALET, &EIF 1~ 1000 T,
TI7# VMBI 1 T,

[BAtE ] RO vZETVUYILT, IPv6 bL—RIL—hZRBLE T,

[IPV4 FL—ZIb— b | N5 A—9EBRELUAAL, [BIHE]RIVETU Y
LT, UFOY 1Y ROEERLET,

I S ———

IPvd b L—ZJL— MER

(17 <10 ws [192.768.100.254]

Trace complete

E3

IPv6 L —ZIL— b

® IPVEFRLZ
R 2
EARTTL (1-255)
7R— b (1-65535)
& LT I~ (1-65535)
FO—JF 24— (1-1000)

[ol]

|

13-21 bL—RIb—bF (SR

[R2 ] RIVETUYILT, BID[ RL—RI—b |94 Y ROCEDET,
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13 Y—=ILIN\—
13.26 Utvhk

13.26 Ytvh

CNV1YROZRVWT, RAyFOY IR 7V T4Tb—avNIHEH
BROENOUEY hZRBLET,

Y—IUA=T[Y=IL]>[UEYr | ETUvILT, UFOD 1Y ROERR
LET,

Ty hEN. BEELET.
whEn, BERLFT. JOATI = HIPF FLAZULEY MIRDSEBALET.
v hEf. BEBULEEA. COATTaYBRSyFIBERE Uy MIRD S LET. | ER

13-22 Uty b

UTFD/INSA—9 & BETEET,
NS X—5 =

Uty k UFOLWTNADUEY N4 7Y a v EBRLET,

o [Ty FRTEEFRECUtY baN, BEBLET, |

o [R1yFRTEBERRECU Y F SN, BEBLET,
CDFATavIZIPPRLAEVEY FEEHMSBRINUE
Fo |

o [y FRTEHERECUEY F SN, BEBHLEY
hio TOATVAVERT v FVIEREY Y F 2D
SIHMLET, |

[BA]RIVEIUYILT, THEEHEREAOUEY EBBLET,

425



13 Y—=ILIN\—
13.2.7 VAT LB

13.2.7 Y RTLEiEE

DUV RIEABAVNT, A1 YFOBESERELET, RENDBREEX/-IE
B VY BEICTONEFLWIY I« L—ya VEERE, RESNTULRIEIN
F. £Hnxd,

Y—IUN—T[Y=IL]> [ YRATLBEEE ]| 27Uy ILT, MFOY YR
ERTLET,

AT LBEH

IFTEFLTELZLNTTE? @ FW No =28
FEEFEFLRVES, Oty 3T TOEREREDNET.

13-23 Y AT LB

[BW] AT YarvzBRULES BEBIDETICEESNLHLLWIY T«
TU—yavhRESINEd,

[No] 77y 3 vEBRLUIBGSE, BEEBIDIHETICEESNFHFLLWIVY T 1T
L—y3aVEERSNET,

[ BiEE | R9vEIVUY I LT, BEeghEmiLED,

426



13 Y—=ILIN—

13.3 S5

Web Ul DEEZBIRLE T, 772 TE REBEHAEFEZBIRTEEXT,

UTFICRI LS, SEZERUET,

English
SF:=

& 13-24 =58
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13 Y—=ILIN—
13.4097P9h

Y=ILN=T[O9FPI k| FT7vavzTUvIULT, X1y FDO Web Ul H
5077 LET,

© T O4 = Administrator, ... B 0777

L]

13-25 077k~
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14 8% - A7 L0 —&

14.1 802.1X
— A\ '__
% - D ATFLO00—&
14.1 802.1X
ID 07 DE BEXE
1. | 4Ry b DOBE : 802 1X RBEEICHINL = LTz, B

O7 X vE—Y :[802.1X](<method>) Authorized user <username>
(<macaddr>) on Port <portNum> to VLAN <vid>

INSXA—IHE :

method : O—AJL&E7(d RADIUS ZRLUEF T,

username : s8aE9 21—,

macaddr : FBEET DEEDN MAC P RL X,

portNum : X1 v FOR— ~ &S,

vid : a9 VLAN ID,

2. | ARV DOBEE : 802. 1X FBIEICKML F U Tz, TR
O XvwE—Y :[802.1X](<method>)Rejected user <username>
(<macaddr>) on Port <portNum>

INTA—ITHRE ;

method : O—AJLF7IE RADIUS ZRULEF T,

username : BaE9 21—,

macaddr : BREET DEEN MAC P R X,

portNum : X1 v FDR— ~&ES,

3. | ARV NOBE : 802 IXBEET —T WA TIRDT, FHTLWPRLURZRITE |FER
Ft Ao

O7 X vE—Y : [802.1X]Rejected <macaddr> on Port <portNum> (auth
table was full)

INOA—THE :

macaddr : SR TDEREND MAC PR X,

portNum : 21 v FDR— hES,
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14.2 AAA
14.2 AAA

ID O DE EXE

1. [ ARV NOBIE : 091 VICHIILE U . B
O7 X vE—3 : Successful login through <Console | Telnet |
SSH>(Username: <username>, IP: <ipaddr | ipvbaddress>)

INTA—THE

ipaddr : IP 7 FL X,
username : 1—H%%,
ipvbaddress : IPv6 7 KL X,

2. |[ARVEOBE : 071 VICKBULELUT. J—-Zv7
O2'Xvt&—¥ : Login failed through <Console | Telnet | SSH> (Username:
<username>, IP: <ipaddr | ipv6address>)

INIA—THE

ipaddr : IP 7 FL X,
username : 1—H&,
ipvbaddress : IPv6 7 KL/ X,

3. |[ARVEOBE : 0T 7Y R LEUT 5
O7'Xv+t—3 : Logout through <Console | Telnet | SSH> (Username:
<username>, IP: <ipaddr | ipvbaddress>)

INSA—IHE .

ipaddr : IP 7 FL R,
username : 1—HY8&,
ipvbaddress : IPv6 7 FL X,

4 [ARVENOBE : By yavAI1LAPIMLE LT, B
O Xwt—3Y : <Console | Telnet > session timed out (Username:
<username>, IP: <ipaddr | ipv6address>)

INTA—IHE ;

ipaddr : IP 7 FL R,
username : 1—H%8&,
ipvbaddress : IPv6 7 KL X,

5. MRV ~OBE : SSH Y —N\DBRICHRD & LT, B
O2 X vt—3 : SSH server is enabled

6. | IRV DOBIE : SSH Y —N\WERHICBRD L LT, =
O7 Xvt—3 : SSH server is disabled

7. | ARV SOBE | BEERY Y—hEMCRDEL . B
O2 X wv&—3 : Authentication Policy is enabled (Module: AAA)

8. | IRV DOBE : IR Y —DEHWCARDFLUT, B
O7 X wt— : Authentication Policy is disabled (Module: AAA)

9. [IRYVNDOBE : AAAY—NIALAFPINFRFRBEYRIV I TL—Y3vD |T—ZV7
feHlcOT 1 VICKBRLUE LT,

O7 X wt—Y:Login failed through <Console | Telnet | SSH> from <ipaddr
| ipvbaddress> due to AAA server <ipaddr | ipvbaddress> timeout or
improper configuration (Username: <username>)

INTA—IHE ;

ipaddr : IP 7 FL X,

ipvbaddress : IPv6 7 KL X,

username : 1—HY%,
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14.2 AAA

07 e

10.

ARV b OE . AAA DO—HIVEREET, BEAFRL T, FicldY—/\REF T, BE
SEROBITHIHINLE LT,

07 X v+t—3: Successful Enable Admin through <Console | Telnet | SSH>
from <ipaddr | ipvbaddress> authenticated by AAA <local | none | server
<ipaddr | ipvbaddress>> (Username: <username>)

INIA—THE .

local : AAA O—AIVEREEIC &L D EBEEREZBITLE T,

none : AAA R L CEBEEREBITLET,

server : AAA B —N\REEIC LD EBEEREBITLET,

ipaddr : IP 7L X,

ipvbaddress : IPv6 7 FL X,

username : 1—H'&,

ARV SOBE  AAAY—NIA LTP DM ERETEYRIVY T T L—23 VD

feHICEBEERDOBITICKKMLE U,

O7 Xvt—¥ : Enable Admin failed through <Console | Telnet | SSH>
from <ipaddr | ipvbaddress> due to AAA server <ipaddr | ipv6address>
timeout or improper configuration (Username: <username>)
INSAX—IHE :

ipaddr : IP 7L X,

ipvbaddress : IPv6 7 KL X,

username : 1—H%,

12.

ANV~ OBE | AAA O—DIVEREEETIE AAA B —/\FREEC L 2 EEBERDOE
TICKRMLFE LT,

O Xvt—3 : Enable Admin failed through <Console | Telnet | SSH>
from <ipaddr | ipvbaddress> authenticated by AAA < local | server <ipaddr
| ipvbaddress>> (Username: <username>)

INSA—THE :

local : AAA O—NIVEREEIC L D EBEEERZBITLE T,

server : AAA H—N\REFIC K D EEEERZBITLET,

ipaddr : IP 7 L X,

ipvbaddress : IPv6 7 FL X,

username : 1—HY8&,

O—-ZvJ

13.

ARV~ OHE | AAA DO—HIVEREET, RERL T, &Ficldv—/\REEc. 07
1 VICHLE U

O7 X vt—¥ : Successful login through <Console | Telnet | SSH> from <
ipaddr | ipvbaddress > authenticated by AAA <local | none | server <ipaddr
| ipvbaddress>> (Username: <username>)

INOA—THE :

local : AAA O—HILRIEBEL T,

none : BREERLEIBELE Y,

server : AAA B —N\REEEIEELF T,

ipaddr : IP 7 KL R,

ipvbaddress : IPv6 7 FL X,

username : 1—Y&,

B
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14.2 AAA
ID 07 OiE ERE
14| ARV S OBE | AAA O—AIVFBEEEcIF AAA Y —NEREECL 20T 1 VICKK | T—ZvD

LEULT,

07 X v+t—¥:Login failed through <Console | Telnet | SSH> from <ipaddr
| ipvbaddress> authenticated by AAA <local | server <ipaddr |
ipvbaddress>> (Username: <username>)

INSA—IHE .

local : AAA O—HILRIEBEL & T,

server : AAA Y —/N\RIEZEEBEL £

ipaddr : IP 7KL X,

ipvbaddress : IPv6 7 KL X,

username : 1—Y&,
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14.3 ARP
ID 07 DHRE BEAE
1. |1 RY MOBEE : Gratuitous ARP TE& IP #&HLUFE U7, J—=—v7

O X vt—3 : Conflict IP was detected with this device (IP: <ipaddr>, MAC:
<macaddr>, Port <portNum>, Interface: <ipif_name>)

INSA—THE :

ipaddr : ERTOEEEEBLTLSD IPPRL R,

macaddr : ERPOEBEEETD IP 7 RURERFDEEBED MAC P RLU X,
portNum : 1. B¥fE, 2. EBORER—-FESEZXRLET,

ipif_name : & IP 7 FLURERDRAA v FDA V5 T T —RNDEHi
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14.4

I:Ill..\l:IIE (2 ATY 7)

07 DELE

IRy h@ﬁ% (2 ATV TERREHCHINL & U,

O7 X vE—Y : [<step-mode>] (<method>) Authorized user <username>
(<macaddr>) on Port <portNum> to VLAN <vid>

INDA—IHE :

step-mode : 2 AT v TRIAE—FERLUET,

method : O—AJL&F7IE RADIUS ZRULEFE Y,

username : BT 21—,

macaddr : SBEFT 2EED MAC P KL X,

portNum : X1 v FDR— &S,

vid : 893 VLAN ID.

ARV bOHE | MAC-WEB FREEICKBLE Ui,

O7 X vE—3: [MACWEB] (<method>) Rejected at MAC auth <macaddr>)
on Port <portNum>

NSIA—THE :

method : O—AJLF7[F RADIUS ZRULF T,

macaddr : REET 2EEND MAC P RL X,

portNum : X1 v FDR— +&ES,

ANV DOBE : MAC-WEB SBaEICKL & U e,

O X vt—Y : [MAC-WEB] (<method>) Rejected at WEB auth user
<username> (<macaddr>) on Port <portNum>

INSA—THE :

method : O—AJL&7lF RADIUS ZRUEF T,

username : EESN 1Y,

macaddr : FREETDEED MAC P RFL X,

portNum : X v FOR— &S,

ANV~ DOFE : MAC-802.1X SREEICKM UL E LT,

O Xvt—Y : [MAC-802.1X] (<method>) Rejected at MAC auth
<macaddr>) on Port <portNum>

INTA—THE :

method : O—AJL&7IE RADIUS ZRULE T,

macaddr : SBEETDEEDN MAC P KL X,

portNum : X1 v FOHR— &S,

ARV bOBE : MAC-802.1X FREEICKBLEF LT,

O7XvE—Y : [MAC-802.1X] (<method>) Rejected at 802.1X auth user
<username> (<macaddr>) on Port <portNum>

INSA—THE

method : O—AJL&F7IE RADIUS ZRULEF T,

username : EEENLI—,

macaddr : FREETDEED MAC P KL X,

portNum : X4 v FOR—~&ES,

ARV~ DOEEE : 802.1X-WEB FBEECKB UL &E U T,

O7 X vE—Y :[802.1X-WEB] (<method>) Rejected at 802.1X auth user
<username> (<macaddr>) on Port <portNum>

INDA—THE

method : O—AJLF7[F RADIUS ZRUF T,

username : BE SN I—H,

macaddr : REAETDEED MAC P RL R,

portNum : X1 v FDiR— ~ES,
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07 e EXE

ARV~ DOBHE : 802.1X-WEB FREECKB UL & UTco PR =
O Xy tE—Y :[802.1X-WEB] (<method>) Rejected at WEB auth user
<username> (<macaddr>) on Port <portNum>

INSA—THE :

method : O—AJL&7IF RADIUS ZRUEF T,

username : EE NI,

macaddr : REETDEED MAC PR X,

portNum : X1 v FOR— &S,

435



14 48 - AT L0O09—&
14.5 BPDU #i— K

07 niEE

ARV ~DOWE : BPDU P v IRFEELE LT,

O7 X vt—3 : Port<portNum> enter BPDU under attacking state (mode:
drop / block / shutdown)

INTA—THE

portNum : iR— h &S,

mode : BPDU DIRFEDIARE,

ARV DOBE : BPDU P9 v IhoBEEOELE U .

O7 % vt— : Port <portNum> recover from BPDU under attacking state
automatically

INSA—THE :

portNum : iR— ~ &S,

ANV OHE : BPDU PP v I BN a7 IEELE L.

O7 X wE—Y : Port<portNum> recover from BPDU under attacking state
manually

NSA—SIHE .

portNum : R— &S,

436



14 48 - AT L0O09—&
14.6 ANV K

07 niEtE

ARYVEOFHE : OV ROJIRE

O7 X vE—Y:"<command-str>" executed by <username> from <line>[, IP:
<ip-address>]

INSA—IHE .

username : COINY RZERTFTLUIPHI Y b E,

command-str : EBCETEN, RAvFOIV I« T L—y3avaEELRLIV
v RXF,

line: SONSA—=FE, COOAVY RERGFULS I VE—RERLEY
(console. telnet, SSH 7% &),

ip-address : (F7'v3v) IVY FHUE—MERTAASNLEZESE (telnet
SSHRE), TONSA—IHRUETT,
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14.7

AT 1 0Lb—23y /T7—LDI7

07 DEE

ARVENDBE : J7—LDIFDFPvITIL—RCHHLEL
O Xv&—Y : irmware upgraded by <session> successfully (Username:

<username>[, IP: <ipaddr>, MAC: <macaddr>], Server IP: <serverIP>, File Name:

<pathFile>)

INTXA—IBE :

session : I—Yntvyay,

username : BEQOT A v 1—HYERLE T,
ipaddr: 754 PY M IPPRLRAZRLUET,
macaddr : 75147~ MAC P RLRERULET,
serverlP : —/VIP PRL X,

pathFile : ¥—NEDNZXET 71 IV,

ARVEDOBE : T7—LVIFPDFPvITTL—RICKRBLFE LT,
O Xv&—Y : Firmware upgraded by <session> unsuccessfully (Username:

<username>[, IP: <ipaddr>, MAC: <macaddr>], Server IP: <serverIP>, File Name:

<pathFile>)

INTA—THE .

session : A—Yntvray,

username : BENOT (1 VI1—-HYEXRULE T,
ipaddr : 7354 7Yk IP PRLRZERLET,
macaddr : 751 7>Y bk MACPZ RLRERULET,
serverlP : —/INIP PRLU X,

pathFile : ¥—NEDNZXET 71 IV,

ANVEDOHE : 77—LDIPD7 vy’ O0-RICHNLF LT,
O Xw&—3Y : Firmware uploaded by <session> successfully (Username:

<username>[, IP: <ipaddr>, MAC: <macaddr>], Server IP: <serverlP>, File Name:

<pathFile>)

INTAXA—IHE .

session : I—HYntEvyay,

username : BEOOJ 1 v 1—H%2RKUET,
ipaddr : 7347V IPPRLRERLE T,
macaddr : 7517~ MACPZ RLRERLET,
serverlP : b—/VIP 7 RL X,

pathFile : ¥—N\EDNRET 7 1 IV,

E

ARVEDHE : J7—LDTPO7 v’ O0—-RICKBLE L.
O7 Xvt—¥ : Firmware uploaded by <session> unsuccessfully (Username:

<username>[, IP: <ipaddr>, MAC: <macaddr>], Server IP: <serverIP>, File Name:

<pathFile>)

NS A—IHE .

session : I—YnDtvyay,

username : BEQOT A VY 1—H¥ERLET,
ipaddr: 7317V M IPPRLRERLET,
macaddr : 7314 7Y b~ MACP RLRZRLFT,
serverlP : U—/NVIP 7 RL X,

pathFile : Y=/ EDNZXET 71 IV,

-y
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a7 nE

ARVENOBE : AV T4 -y avpdoryO—RCEILE LR,

O7 % vt—3 : Configuration downloaded by <session> successfully. (Username:
<username>[, IP: <ipaddr>, MAC: <macaddr>], Server IP: <serverIP>, File Name:
<pathFile>)

INTA—THE ;

session : I—YnDtvyay,

username : BEQOT A v 1—H¥ERLET,

ipaddr: 754 PV IPPRULRAZRLUET,

macaddr : 7514 7P>Yk MACZ7RLRZRLET,

serverlP : 4=V IPPRLU R,

pathFile : ¥—NEDNZXET 71 IV,

ARVIDOEE : OV 7140 L—vayvndorvd—RCEBRLUE LT,

O7 X vt—3: Configuration downloaded by <session> unsuccessfully. (Username:

<username>[, IP: <ipaddr>, MAC: <macaddr>], Server IP: <serverIP>, File Name:
<pathFile>)

INTA—IBE .

session : I—H¥Dtvy 3y,

username : WENOT A v I1-HERULET,

ipaddr : 7347V IPPRLRZRLE T,

macaddr : 7514 7P>Y b~ MACP RLRERULET,

serverlP : —/NIP PRLU X,

pathFile : ¥—NEDNZXET 71 IV,

ARVENOEE : AV T+ L—vavOFPy7’0—-RICAHLE U,
O2'Xvt—3 : Configuration uploaded by <session> successfully. (Username:
<username>[, IP: <ipaddr>, MAC: <macaddr>], Server IP: <server|P>, File Name:
<pathFile>)

INTA—IHE

session : A—HYnDtEvyay,

username : BEMOT (1 v 1—H%EXRULE T,

ipaddr : 754 PV IP PRLURERLET,

macaddr : 7514 7Y~ MACP FLRXZRUE T,

serverlP : 4—/VIP 7 RL X,

pathFile : ¥—NNEDNRET 7 1 IV,

E

ARVEOBE : V714 L—vavOFPyrO—-RICEBUE LU,

O7 Xwv+t—¥ : Configuration uploaded by <session> unsuccessfully. (Username:
<username>[, IP: <ipaddr>, MAC: <macaddr>], Server IP: <serverIP>, File Name:
<pathFile>)

INSA—SIHE .

session : I—HYntvyay,

username : BEMOT 1 Vv 1—HERULE T,

ipaddr: 73147V~ IPPRLRZRLE T,

macaddr : 75147~ MACPZ RLRAZRLZET,

serverlP : 4—/IVIPPRU R,

pathFile : Y=\ EDNIET 7 1L,
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a7 nE

ARV SOBE  KADIATDIT7AILDI U rO—RITERBLUELUT.

07X vt—3¥: Downloaded by <session> unsuccessfully. (Username: <username>[,

IP: <ipaddr>, MAC: <macaddr>], Server IP: <server|P>, File Name: <pathFile>)
INTA—THE ;

session : I—Yntvyay,

username : REQOT A VY I1—H¥ERLET,

ipaddr: 734 PY M IPPRLURAZRLET,

macaddr : 73147k MAC 7 RLRZRLET,

serverlP : —/VIP PRL R,

pathFile : =N EDNZXET 71 LB,

10.

ARVEDOBE . O XA vE—YD7v7’'O0—-RICHHLFE LT,

O7 % vE—Y : Log message uploaded by <session> successfully. (Username:
<username>[, IP: <ipaddr>, MAC: <macaddr>])

INTA—THRE

session : I—H¥DEvy¥ 3y,

username : RENOT 1 v I1—HYERLET,

ipaddr: 734 PY M IPPRLURAZRLET,

macaddr : 7517~ MACPZ FLRAZRLE T,

1.

ARVEOBE O XvE—YNP v 70— RICKRBLELUT,

O X vt—3 : Log message uploaded by <session> unsuccessfully. (Username:

<username>[, IP: <ipaddr>, MAC: <macaddr>])
INSA—ITHE :

session : I—Y0tEvyy a3y,

username : BEMOT A v I1—H¥ERULET,
ipaddr : 754 PV IP PRLURERLET,
macaddr : 7514 7Y~ MACPZ FLRZRLZET,
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14.8 DAD

07 niEE

ARV ~OE : DUT A DAD BIRICEE 7 L X%&FD NS (Neighbor
Solicitation) XvtE—Y%#ZELOTOTZEMNLEFT,

O7 X vt—3 : Duplicate address <ipvbaddress > on <interface-id> via
receiving Neighbor Solicitation Messages

INSA—IHE :

ipvbaddress : XA N—BFEX v E—ID IPv6 PRL X,

interface-id : R—bA V9T T—R D,

ANV b OBE : DUT A DAD HiIRICEE 7 R L XZHD NA (Neighbor
Advertisement) Xy E—Y%ZZELLOTOTZENLET,

O7 X wv+t—¥ : Duplicate address <ipvbaddress > on <interface-id> via
receiving Neighbor Advertisement Messages

INTA—THE

ipvbaddress : RAN=FP RNFA XXy E—=ID IPv6 P RL X,
interface-id : R—b1v9 71— D,
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14.9 DDM

ID 07 NEE EAE

1 [ARVIRE V-V RMEZBR I SFP NS A—IBHDFT, v
O7 X v+t—3 : Optical transceiver <interface-id> <component> <high-low>
warning threshold exceeded

INSA—IHE :

interface-id : R— b1 Y97 T—X D,

component : DDM BB 1 7' UTOLWITNADTIEEMAHD F T,

mE

HIGERE

N1 P RER

EENT—

RE/INT—

high-low : EIREME 7z (3 TR E,

2. [ARVIMRE  P5—LBMEEBATCSFP NS A—IDHDFET, JUT 1A
07 X v t—3 : Optical transceiver <interface-id> <component> <high-low>
alarm threshold exceeded

INTA—ITHE .

interface-id : R—b1Y97—X 1D,

component : DDM BfBS 1 7 UMTOWLWITNADTIEEEN®HD F T,

mE

HIGETE

NP RER

RE/NT—

ZE/NT—

high-low : EERBAE 7z (3 T EREGE,

3. [IRVNRE : V-V JRENSOELE SFP NS XA—INHD FT, -7
O X v E—¥ : Optical transceiver <interface-id> <component> back to
normal

INSA—THE :

interface-id : R— b1 v97T—X D,

component : DDM BIEY 1 7' UTFOWITNADTREEMNHD F T,

mE

HHEERE

INA P REBR

EENT—

ZENT—
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ID 07 NEE ERE

1 [AIRVIMEE YT LOBGBMNBIS—ARELEDT, YRATLEBEELET, F2
O7 X wvE—Y : System re-start reason: system fatal error

2. | ARV SOBE : CPUBISMMRELT=DT, YRATLEBEBHLET, g2
O7 X vE—3 : System re-start reason: CPU exception
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14.11 DHCPv6 75172k

ID O DE EXE
1. [ARVEDOBE : DHCPV6 I 51 PV A VI T I —ADEBEDREANBLLE | B
L,
O2 X wvt—3 : DHCPv6 client on interface <ipif-name> changed state to
[enabled | disabled]
INSXA—IHE :
<ipif-name>: DHCPv6 731 PV b1 V5 T T —ADEHI,
2. |[ARYNOBE : DHCPv6 751 7Y hH' DHCPv6 H—/\h'5 IPve 7 KL R EHL | 1B3R
BuLxLT.
07X v+&—3 : DHCPv6 client obtains an ipv6 address < ipvbaddress > on
interface <ipif-name>
INSA—IHE .
ipvbaddress : DHCPv6 B —/\HhBEEL T IPv6 7 FL R,
ipif-name : DHCPv6 751 7Y b+ V8 7 1 —RDEHi,
3. [ ARV FOBE : DHCPv6 H—/\WBOEUSEL T IPv6 P FLRADEH #HBLEL | BR
Tco
O7 Xwt—Y : The IPv6 address < ipvbaddress > on interface <ipif-name>
starts renewing
INSA—THE :
ipvbaddress : DHCPv6 H—/\MBEEL 7z IPv6 7 R L R,
ipif-name : DHCPv6 7514 7Y b1 V8 71— XDEH,
4. | ARV S DOBE : DHCPv6 Y —N\HBEEBLT IPv6 P FLZADEFHICHINLEL | B3R
feo
O XwtE—3 : The IPv6 address < ipvbaddress > on interface <ipif-name>
renews success
INSA—IHE :
ipvbaddress : DHCPv6 H—/\h\SEE Lz IPv6 P KL R,
ipif-name : DHCPv6 751 7Y b Y8 7 T —ANDEHI,
5. | ARV NDOBE : DHCPv6 B — N\ BB L IPv6 P RLADBNI VYT« VD | B
ZRIBLE LT
O Xvt—3 : The IPv6 address < ipvbaddress > on interface <ipif-name>
starts rebinding
INSA—THE :
ipvbaddress : DHCPv6 H—/\WSEE Lz IPv6 P KL R,
ipif-name : DHCPv6 751 7Y ko V8 T T — XD E&H,
6. |1 XY ~DEE : DHCPv6 B—/\hOEBULT IPv6 7 RLRDBNA VT« v7 | 1B
CHINLE LT,
O7 X wt—Y : The IPv6 address < ipvbaddress > on interface <ipif-name>
rebinds success
INSA—IHE :
ipvbaddress : DHCPv6 —/\hoEE L IPv6 7 KL X,
ipif-name : DHCPv6 751 7Y b+ V8 7 1 —XDEH
7. | ARV ~OBE : DHCPv6 H—/\hBEEB LT IPve 7 KLU ANHEIBRENE LTz, E:
O7 Xwvt—¥ : The IPv6 address < ipvbaddress > on interface <ipif-name>
was deleted
INSA—IHE :
ipvbaddress : DHCPv6 H—/\MBEUEL 7z IPv6 P KL/,
ipif-name : DHCPv6 751 7Y b1 8 7 T —XDEH(,
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07 e

ARV NDOWE : DHCPv6 751 PV~ PD A V8 71— ADEBEDRENET
LEULT,

O7 Xwvt—3 : DHCPv6 client PD on interface <intf-name> changed state
to <enabled | disabled>

INOXA—IHE :

intf-name : DHCPv6 7541 7Yk PD 1 %9 7 2 —XND&H(,

ARV ~DBE : DHCPv6 751 7Yk PD AEEIL—IND IPV6 TLT1 v TR
ERBLE LT,

07X vt&—3Y : DHCPv6 client PD obtains an ipv6 prefix
<ipvénetworkaddr> on interface <intf-name>

INSA—IHE .

ipvénetworkaddr : EFEI—IMNSEBLL IPv6 LT 1 v T R,

intf-name : DHCPv6 751 7> k PD A 9 7 T —XND&HM,

B

ARV SOBE  EEIN—INSBEBL IPv6 TL 7« v I ADEHEFRBLEL
feo

O7 Xwvt—Y : The IPv6 prefix < ipvbnetworkaddr > on interface <intf-
name> starts renewing

INSA—IHE .

ipvbnetworkaddr : EFEI—INSEEL IPv6 TL 71 v T,

intf-name : DHCPv6 754 7> bk PD 1 V9 7 1 —ANEAl,

11.

ARV SOBE  EEIN—INDEWEBLR IPv6 T 7« v I ROEHICHINILEL
feo

O Xwt— : The IPv6 prefix < ipvbnetworkaddr > on interface <intf-
name> renews success

NSIA—IHE :

ipvbanetworkaddr : EFIL—IMSEEBLE IPv6 LT 1 v TR,

intf-name : DHCPv6 754 7> k PD 1 V9 7 —XRDEH(,

12.

ARV NOEE  EEIV—INDEELREIPV6 TL 71 v I AOBNA VYT 1 VT
ZRILE LT,

O XvtE—Y : The IPv6 prefix < ipvbnetworkaddr > on interface <intf-
name> starts rebinding

INSA—THE :

ipvbaddress : EFEIL—INSEEBLE IPV6 LT 1 v T,

intf-name : DHCPv6 75«4 7> b PD 1 V9 7 T —ZXADEHl,

E

ANV EOBE  BEN-IDOEEBULEIPV6 T LT 1 v I RODBNA VT4 VT

[CHIIL & UTe,

O7 X vtE—3 : The IPv6 prefix < ipvbnetworkaddr > on interface <intf-
name> rebinds success

INSA—THE

ipvbaddress : EEIL—INSEEBLI IPv6 LT 1 v T X,

intf-name : DHCPv6 751 7>k PD 1 V&9 7 1 — XD EH(,

B

14.

ARV NOHE  REIWV—INSEEBLE IPv6 LT 1 v I ABHEIBREINE LT,
O2 Xvt—Y : The IPv6 prefix < ipvbnetworkaddr > on interface <intf-
name> was deleted

INSA—IHE :

ipvbaddress : EEIL—IDNSEBULE IPV6 T T 1 v T X,

intf-name : DHCPv6 7517k PD 1 V9 7 T —ZXDEH,

B
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1412 917F7=v7 ARP

07 DHE

ARV SOBE : 2OO7(d. DAl AYEWI ARP /W7y b EREUISBEICERSNE T,
O X% vt—3 : lllegal ARP <type> packets (IP: <ip-address>, MAC: <mac-address>,
VLAN <vlan-id>, on <interface-id>)

INTA—IHE .

type : ARP /Ny kDI A7 ARP /Ty Y ARP U TR & 7zld ARP BN ELD
THhad3N%ERLET,

ip-address : IP 7 KL X,

mac-address : MAC 7 FL' X,

vlan-id : VLAN ID.

interface-id : 1 Y9 71 —XFVIii—,

ARV EOBE : 2OO7(d. DAI DB ARP /W7y b EREUISBESICERSNE T,
O X vt—3 : Legal ARP <type> packets (IP: <ip-address>, MAC: <mac-address>,
VLAN <vlan-id>, on <interface-id>)

INTA—THE .

type : ARP /N7y kDI A7 ARP /Ty R ARP U TR & zld ARP BN ELD
THdNERLET,

ip-address : IP 7 FL X,

mac-address : MAC 7 KL X,

vlan-id : VLAN IDs

interface-id : 19 71—+ Vit—,
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07 niEtE

ARVEOBE : K-tV Y IPvTUELU.
O7 X vE— : Port <port> link up, <nway>
NSIA—STHE .

port : RER—FBESERLET,

nway : YYIDRAE—RETEE-REXRLET,

ARV EOHE  R— bWV IIT Y LELT,
O7 X wE—Y : Port <port> link down
INSA—IHE :

port : WER— bESERLET,

B
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14.14 PoE
14.14 PoE

ID O DHE EXE

1. [V OBE : R— b DIFEA ON ICRD F LT, £
O7 X vyt—Y : Port-<port> Power OFF notification
INSA—THE :
port : WER—FESERLF T,

2. [ ARV b OBE : K— b DISEN OFF (LD & LT, B8R
O Xvt—3 : Port-<port> Power On notification
INSA—IHE :
port : WER— FBESERLE T,

3. | ARV MOBE : PoE DIEBBNNEMEZBXF LT, B
O7 X vtE—3 : Usage power is above the threshold

4. | ARV b DOBE : PoE DISEBANREBEEZBR IcRICHEREATAD & LT, B
O Xv&—3 : Usage power is below the threshold

5. 1RV ~DOBE : PoE IC DFHEEARKRL £ LT, B
O2 X v+t—3 : PoE IC Reinit Fall

6. | TRXVEDOBE : PoE ICHAUEY FULELL, B
O Xwt—3 : PoE IC Reset
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14.15 PoE #—

MUT—k

14.15 PoE #—h~UT—hk

07 DHE

ARV ~DOBE : PoE #8Z D OFF/ON ZEfTLUE LT,
O7Xvt—3 : Execute PoE OFF/ON Port-<port>
INTA—IHE :

port : MER—FESERLF T,

ARV b DOBE : Ping BRICED PoE ImRKDEEERAL F LT,
O Xvt—3 : Detect equipment failure by ICMP <IP>
INSA—IHE :

IP:IPPRLRERLET,

A

ANV S DOBE : LLDP ERIC LD PoE IHRDEEERAMLF LT,
O7 X vE—3 : Detect equipment failure by LLDP Port-<port>
NSA—STHE .

port : RER—FBESERLET,

{CE

ARVEDBE . bS5 T« v JERICED PoE ImARNEEZRAL F LT,
O7 Xwvt—3 : Detect equipment failure by Traffic Port-<port>
INDA—IHE :

port : RER—FESEXRLF T,
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14.16 POE A7 ¥ 1—5

07 DiE

EAE

ARV DBIE : PoOE A7 Y1 —3I1C&D PoE #&% ON ([CLF U Tz,
O7 X vt—3 : (PoE) PoE port is changed to ON by PoE Scheduler.
INSA—THE :

port : WER—FESERLEF T,

J—=v7

ARV EDOBE : PoE 7Y 1—3(C&D PoE #6E% OFF [CLF LTz,

O7 X wvt—3 : (Pok) Pok port is changed to OFF by PoE Scheduler.

NIA—THE
port : WER—FESERLET,

ARV NDOBE : PoE AT Y1 —3(C kD PoE #5E% OFF/ON LE U7,
O7 X vt—3 : (PoE) PoE port is reset by PoE Scheduler.
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ID 07 OHE EXE
1T ARVEOBE : COXvE—YIF DHCP AX—EVIIVhYUZEIPSGT—T |T7—ZvT
WICERETD/N—FITPI—ILUY—-IWEFELBVNC EERLETD,

O Xvt—Y : Failed to set IPSG entry due to no hardware rule resource.
(IP: <IPADDR>, MAC: <MACADDR>, VID: <VLANID>, Interface <INTERFACE-
ID>)

INSA—IHE .

IPADDR : IP 7 FL R,

MACADDR : MAC 7 RV Z,

VLANID : VLAN IDo

INTERFACE-ID : 1 Y9 7T —RFVI\—,
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14.18 LACP

07 DELE

ARVENOBE . UV IFPITUG—yavdI—ThHNU VI Py LELUT,
O7 X vt— : Link Aggregation Group < group_id > link up
INSA—STHE .

group_id : YYOPwILIePI VT —2avTIb—700IL—7" D,

ARVEOBE VY IPITUT—vavyIIb—ThU I8 LE LT,
O7'Xwt—3 : Link Aggregation Group < group_id > link down
INSA—THE

group_id : Y I9 0 LIEPITUT—2a v T )= 07 IL—7"1D,

ARNYEDBE : AVNKR—b DNV IPITUF -3y TI—TICRBL&F U,
O Xvwt—3 : <ifname> attach to Link Aggregation Group <group_id>
INSA—THE :

ifname : 77U =3 VI IW—TCHRBLIER— D1 YITT—R B,
group_id : R— b OFRBKRDPI YT —2a v ILb—TDTIb—7"1D.

E

ARYEOHE : AVNKR—bWNV VI PTIUT =2 3 v T IV—T OB ZRER
LFE U,

O7 Xwvt—¥ : <ifname> detach from Link Aggregation Group <group_id>
INTA—IHE ;

ifname : POUST =2 a YT I—T\OFBZRIRLcR— kD1 Y9 T1—2
Bo
group_id : iIR— F OB ERBRL e PO VS~ 3 v T I—T O Ib—7" IDe

B
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14.19 LLDP-MED

ARV ~OWE : LLDP-MED bROYOEZERHLF LT,
O2 X v+t—3 : LLDP-MED topology change detected (on port <portNum>.
chassis id: <chassisType>, <chassisID>, port id: <portType>, <portID>, device

class: <deviceClass>)
INSA—IHE .
portNum : iR— ~ &S,

chassisType : ¥+ =¥ ID YT I,
BUZ S :

. chassisComponent (1)
. interfaceAlias (2)

. portComponent (3)

. macAddress (4)

. networkAddress (5)

. interfaceName (6)

. local (7)

NOoOu b~ WN -

chassisID : ¥+—% D,
portType : R— b~ IDBTI AT,
BYX K

1

o Ul A~ WN

~

. interfaceAlias (1)

. portComponent (2)
. macAddress (3)

. networkAddress (4)
. interfaceName (5)

. agentCircuitld (6)

. local (7)

portlD : IR—k 1D,

deviceClass : LLDP-MED 7 /N1 X517,
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14.19 LLDP-MED

07 e

ARV EOBE : 38T D LLDP-MED T/ X9 1 T =R HEL & U,
O Xy tE—3 : Conflict LLDP-MED device type detected ( on port

<portNum >, chassis id: < chassisType>, <chassisID>, port id: < portType>,

<portID>, device class: <deviceClass>)

INOA—ITHE :

portNum : R— &S,

chassisType : ¥ +—¥ ID YT IA T,

BYZ b :

. chassisComponent (1)

. interfaceAlias (2)

. portComponent (3)

. macAddress (4)

. networkAddress (5)

. interfaceName (6)

. local (7)

chassisID : &+ —% D,

portType : R— b~ ID BT I,
fBUX b :

. interfaceAlias (1)

. portComponent (2)

. macAddress (3)

. networkAddress (4)

. interfaceName (5)

. agentCircuitld (6)

. local (7)

portID : R—k IDo

deviceClass : LLDP-MED 7*/¥1 X851 7,

NOoOubh WN =

oUW iN —

~
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14.19 LLDP-MED

07 e

ARV S DOBE : BREDRV LLDP-MED TLV £y b ZBRHEUL XU e,

O Xy E—3 : Incompatible LLDP-MED TLV set detected ( on port
<portNum >, chassis id: < chassisType>, <chassisID>, port id: < portType>,

<portID>, device class: <deviceClass>)
INSA—IHE :

portNum : R— &S,

chassisType : ¥+—> ID BT I,
BUXb :

. chassisComponent (1)

. interfaceAlias (2)

. portComponent (3)

. macAddress (4)

. networkAddress (5)

. interfaceName (6)

. local (7)

chassisID : ¥+—% D,

portType : R— b~ ID B TI 17,
BYZ b :

1. interfaceAlias (1)

. portComponent (2)

. macAddress (3)

. networkAddress (4)

. interfaceName (5)

. agentCircuitld (6)

. local (7)

portlD : IR—k 1D,

deviceClass : LLDP-MED 7*/31 X5 1 7

NOuUubh WN =

oUW N

~
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14.20 JL—D1&A0

ID 07 NEE ERE

1T ARVEOBE : 2 DOR—bFF 2 DD LACPI VI TI—RDETIL—T% |T—ZVD
BRLF UL,

O7 Xvt—¥ : The loop detected between port/port-channel <portNum>
and <portNum>

INSA—IHE .

portNum : R— FESERIF LACP 197 —X D,

2. [ARVEDBE 1 DOR—FELRE 12O LACP A VI TT—RATIL—T %@ |7—-Zv7
LEULT,

O Xvt—Y : The loop detected on port/port-channel <portNum>
INSA—THE

portNum : iR— b BESELF LACP 1Y T —X Do

3. [IRVEOBE : 1 DOR—bE 120 LACP A VI T —AOETIL—T%&HM |T7—ZV7
LELT

O Xvt—Y : The loop detected between port/port-channel <portNum>
and port/port-channel <portNum>

INOXA—IHE :

portNum : R— rBESEFHR—FFr+RILFVIN—,

4. |ARVEOBE  L—TLTWeR— MERF LACP 1 V9 7 T —RABEFHEEL
Flo

O X v t—3 : Port/Port-channel <portNum> auto recovery
INTA—IHE

portNum : iR— b BESERFZ LACP 1Y T —X Do

R
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14.21 MACRX—XAP7J€AJ KO-l

07 DELE

ARV~ DOEE - MACSREECAIIL & UTe,

O7 X vE—Y : [MAC]|(<method>)Authorized <macaddr> on Port
<portNum> to VLAN <vid>

INSA—IHE .

method : O—AJLE7E RADIUS ZRULE T,

macaddr : FBEETDEEDN MAC P R X,

portNum : X1 v FDiR— &ES,

vid : ¥8]9° 3 VLAN ID.

ARV b DOEE : MAC SBEE[CKRBLE LT,

O7 X vE—Y : [MAC]|(<method>)Rejected <macaddr> on Port <portNum>
INSA—IHE :

method : O—AJL&E7lF RADIUS ZRUEF T,

macaddr : SREETDIEED MAC P RFL X,

portNum : X1 v FDR—+&ES,

ARV EOBHE  MACRIEET—TIWATILRBOT, ILWP RURZRIETEEE |}

Ao

O7 X vt—Y : [MAC]Rejected <macaddr> on Port <portNum> (auth table
was full)

NSA—THE

macaddr : BT DEEDN MAC PR X,

portNum : X v FOR— +&ES,
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14.22 MSTP 7/ \'v D HLREEE

ID O DE EXE
1. [ARVEOBE : hAROVHAELELT . TR
O7 X vt—3 : Topology changed (Instance : <Instance-id>,<interface-id>,
MAC:<macaddr> )

INDA—THE

Instance-id ;: 1Y XF YR Do

interface-id : /—k IDo

macaddr : MAC 7 R,

2. |ARVEDOBE : RANZVTYY—DFHLWIL— T U v ITY, pE=
O Xwvt—3 : [CIST | CIST Regional | MSTI Regional] New Root bridge
selected ([Instance: <Instance-id>] MAC: <macaddr> Priority :< priority>)
INSA—THE

Instance-id : 1Y X9 VX D,

macaddr : MAC 7 FL X,

priority : BSEE,

3. [IRVEOBE  ANZyT YU =0k JHBERICTRD F LT, {E:
O7 X v+t—¥ : Spanning Tree Protocol is enabled
4. [ARVEOBE : NZ0 7Y U=7"0k JVABEHICRDE LT, B
O7 X vt—3 : Spanning Tree Protocol is disabled
S5. [IRVEDOBE : HLWL—FR—FTI, TR
O XvE— : New root port selected (Instance:<instance-id>, <interface-
id >)

INSA—IHE :

instance-id : 1 Y XF VX Do

interface-id : /"— b 1D,

6. | 1RV NDPE : ANZV TV —K— MREAELL F LT, R
O7 X vt—3 : Spanning Tree port status change (Instance :< instance-id>,
<interface-id>) <old-status> -> <new-status>

INTA—THE

instance-id : 1Y X VX Do

interface-id : I"— b 1D

old_status : ZILRID R T—5 X,

new_status : Z2ILEBDRT—5 X,

7. [ARYNOBE : ANZVTYU—R—bO—-ILAELLFE U, B
O7 Xwt—Y : Spanning Tree port role change (Instance :< instance-id>,
<interface-id>) <old-role> -> <new-role>

INSA—IHE .

instance-id : 1 YXF VX D,

interface-id : /— bk Do

old_role : Z{tEINO—)b,

new_status : Z{t&DO—)l,

8. | IRVEOBE : ANV TV -1 Y RIVAMMERENE LT, E
O2'Xvt—3Y : Spanning Tree instance created. (Instance :< instance-id>)
INSIA—IHE :

instance-id : 1 XS VX Do
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ID O DE EXE
9. |AIRVEDOBE : ANZVTYU—1 Y RIVADHEIBRENE LT, B
O7 X vE— : Spanning Tree instance deleted. (Instance :< instance-id >)
INIA—THE
instance-id : 1YX9 X D,
10. [IRYVSOBE : ANZVTYY—N=VavhEtLE LT, B
O7 X wt— : Spanning Tree version change (new version :< new-
version>)
INSA—THE
new_version : Z{t#&® STP/\—Y 3>,
M ANARVEOBE : ANZVTYY—MST AV T4 JL—vavID&EVEY3Y |ER
LRIV EIEL & LT
O7 X wt—Y : Spanning Tree MST configuration ID name and revision
level change (name :< name>, revision level <revision-level>)
INSA—THE :
name : Z{t#&NDZAl,
revision_level : ZIEEOUEI 3> LN,
1224 4ARVEOBE : ANZYTYY—MSTOAVY T 1T -3V IDVIANY Y EY |ER
IT=TIhEIREnE LT
O7 X vt—3 : Spanning Tree MST configuration ID VLAN mapping table
change (instance: < instance-id > delete vlan <startvlanid> [- <endvlanid>])
INDA—THRE
instance-id : 1YXF X D,
startvlanid-endvlanid : VLAN U X ko
13 [ ARV OBE : ANZVTYU—MSTIVT740b—raY IDVIANY Y EY |BR
JT=7IbhEmEnE LT,
O7'Xv&—3 : Spanning Tree MST configuration ID VLAN mapping table
change (instance: < instance-id > add vlan <startvlanid> [- <endvlanid>])
INSA—THE
instance-id : 1YX9 X D,
startvlanid-endvlanid : VLAN U X ko
14 | ARV EOBE : A—FIL—bEBECEID RNy TV —O0—-ILAELLE LR, |BR

O7 % vt—Y : Spanning Tree port role change (Instance : < instance-id >,
<interface-id>) to alternate port due to the guard root

INSIA—THE

instance-id : 1YX9 X D,

interface-id : /R—k IDo
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07 niEtE

ANV NDOBE : R— b TP RUZANTILTY,

O Xv&—Y : MAC address <mac-address> causes port security violation
on <interface-id>

INDA—THE :

macaddr : ER MAC 7 FL X,

interface-id : ERARELTVWDT VI TI—X,

ARYEDOBE . YRATLATP RUIATILTT,
O Xv&— : Limit on system entry number has been exceeded
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14.24 RADIUS

07 DELE

ARV SOBE : 2OOJ(E RADIUS i"E37% VLAN ID BEZEID U TIBE
[CEMENET,

O7 X vt—3 : RADIUS server <server-ip> assigned VID: <vid> to port
<interface-id> (Username: <username>)

INSAXA—IHE :

server-ip : RADIUS =/ IP 7 FL R ZRLE T,

vid : RADIUS H— /AT L TEID H T/ VLAN 1D,

interface-id : BIESNIZTS1 7V hDik— ~BES,

username : BEET 21— EERLEFT,

IRV MOBE : 2OO7(E RADIUS "EXRFHEIEREZED U TBEICE
mEnxd,

O7 X vt—3Y : RADIUS server <server-ip> assigned <direction> bandwidth:
<threshold> to port < interface-id> (Username: <username>)

INDA—THE

server-ip : RADIUS B—/NIP P FLRERLEF T,

direction : mEiHf0A" (AOXLEFHORBE) 2RULET,

threshold : RADIUS B—/\A&FOI L TEID S T giERIE,

interface-id : BIAESNTS1 PV hDR— LES,

username : SBAET 21— EERLE T,

ARV EOBE : 2OO7(3. RADIUS AENRBEERMZEID S TIBACE
HmEnxg,

O2 X wv&—3Y : RADIUS server <server-ip> assigned 802.1p default priority:
<priority> to port < interface-id> (Username: <username>)

INSA—IHE :

server-ip : RADIUS 3=/ IP P FLRZERLE T,

priority : RADIUS H—N\HFFa L TEID BT BEE,

interface-id : RESNITSAI PV hDOR—FBES,

username : B9 D1 —PRERLF T,

E

ARV EOEE : 2OO7(F, RADIUS ANACL R U R ZEIDHETRRA, VY —
ARBDEHICY AT LAICBRATERMN > LBSICEREINE T,

O7 X vE— : RADIUS server <server-ip> assigns <username> ACL failure
at port < interface-id> (<acl-script>)

INSA—THE :

server-ip : RADIUS B—/V IP P RLRERLET,

username : ST D1 —PEERLEF T,

interface-id : RESNITSAI PV EDR—FBES,

ackscript : RADIUS H—N\HEFaL TEID H T ACLRT YT bk,

ARNVEOBE : 200O7F,. PIEAUVURMFYN—-DEIDHUTICKRKRLBSE
CHEMENET,

O7 X vt— : Local assigns [USERNAME] filter-id ID failure at port
INTERFACE-ID

NSIA—THE .

username : FEEg 21— EERLFE T,

filter-id : PO €®RYR b FVN—%RLET,

interface-id : BASINTSA PV ~DR— MBS,
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14.25 RRP

14.25 RRP

07 DELE

ARV S OBE : Y25 —/ — ROIREN "Failed" 15 "Complete" (CELLFL
o
O7 X vE—Y : Ring topology was recovered to complete

ARV SDOBE | YRI—/ — FOREEA "Complete" 1'5 "Failed" (CEELEL
feo
07X v&—3 : Ring topology was failed

ARVEDBE  YVRI—/—RFEREF NS VYIY A/ —RA RRP NIy hET
FRTF—FYIVICEDVNT, ZD T+ T—T 1 VI TF—IR—RETSvval
F U

07 Xwt— : FDB was flushed

ARVEDOBE : b3S Iy b/ —FORRPRED "Link-Up" ICEIELE LT,
07X v+t—3 : RRP ring status was changed to Link-Up

ARVEDOBE : bS5V Yy b/ — RO RRPREN "Link-Down" [CEKLE LT
O7 Xw+t—¥ : RRP ring status was changed to Link-Down

ARYVEOHE : FSV Yy b/ — RO RRPIREEN "Pre-Forwarding" [CE{LL &
L/TCO
O7 % v+t—3 : RRP ring status was changed to Pre-Forwarding

ARV SDOBE  FED KAV ER—FTY VI H— REENEMICRDFE LT,
02X v+t—¥ : Ring Guard was activated on “<domain-name>" domain at
port <port>

INSA—IHE .

<domain name>: =5y h B X1 V&,

<port num>: UV — REENEMCR>TI—T v hik— +ES,

B
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14.26 SNMP

ID 07 DEE EAE

1| ARVEOBE BRI 1 "7+ XFESOUSNMP UJ IR +&ZELEL | BR
Teo

O7 X vE—Y : SNMP request received from <ipaddr> with invalid
community string

NSIA—IHE .

ipaddr : IP 7 FL R,
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ID 07 DEE EAE
T ARV OBE  YRTLWRI— Py T UE U gUT D
O7 X vE—Y : System started up
2. |[ARVEOBE RENQIV I« T L—yavh ISy Y alCRESINE LR, B
O7 X vt—3 : Configuration saved to flash by console (Username: <username>)
NSA—SIHE .
username : 1—H%&,
3. |[IRVEOBE : UE— DS YRTLAIVI«IL—vavaERELE L, B

O7 X v&— : Configuration saved to flash (Username: <username>, IP: <ipaddr>)
username : 1—H'&,
ipaddr : IP 7 FL R,

4 ARV EOBE  YRTLDOBFENF VTR, RI-KFPvTUEUT, JUF1hb
O Xvt—3 : System cold start
5. [ANVNDOBE . YT LNBE#L, RI-rFyvIUELUT, JUF 1 HI

O X vt—Y : System warm start
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14.28 Telnet

07 DELE

ARV DOBE : Telnet (C£20O7 1 VICHHLFE U

O7 X vt—3 : Successful login through Telnet (Username: <username>,
IP: <ipaddr>)

INSA—IHE :

ipaddr : Telnet 7514 PV D IPPRL R,

username : Telnet b—/N\AOOT 1 VICERLEI—-YE,

ANV DOBE : Telnet (CLDOT 1 VICKBLF LT,

O X wt— : Login failed through Telnet (Username: <username>, IP:
<ipaddr>)

INSA—THE :

ipaddr : Telnet 751 PYbDIP 7KL R,

username : Telnet B—/\AQOT o V(CHERALEI-YE,

ARV SDOHE : Telnet C&EDOTPUMLELU

02 Xwvt—3 : Logout through Telnet (Username: <username>, IP:
<ipaddr>)

INSA—THE

ipaddr : Telnet 751 7Y bDIPP LR,

username : Telnet Y—N\AQOOT 1 VICERLI-YE,

B

ARV EDOBE : Telnet By ¥ a9 1 LPoMLELU

O7 X v t—3 : Telnet session timed out (Username: <username>, IP:
<ipaddr>)

INTA—THE

ipaddr : Telnet 751 PYbDIPPRL R,

username : Telnet ¥—/\AOOT 1 VICERLI—-HS,

L
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ID 07 O#E BRE
1. |AIRVENDOEE  BEEY YA P S —LAREICBITUE U, JUT 1Al
O7 Xwt— : Unit <unitID> Sensor:<sensorID> detects abnormal
temperature <temperature>

INDA—THE :

unitiD: ZZv b+ IDe

sensorlD : T 1D,

temperature : BV Y OREDERE,

2. |[ARVEOBE  BEORECOELF L, J2UT 1A
O7 X wE— : Unit <unitlD> Sensor:<sensorlD> temperature back to
normal

INSA—THE :

unitiD : IZv b 1D,

sensorlD : €Y% D,

temperature : iRE.
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ID 07 OE EXE
1T ARVEOBE : 70—-FF+ b, YIFF+ IS FREIZF+FZAMDR -7
N —LNEELTULETD,
O2'Xv&—3 : Broadcast | Multicast | Unicast> storm is occurring on
<interface-id>
INSA—THE :
interface-id : AA—LWEELTNDI VI TIT—X D,
2. [ARVIOBE : JO—-FF+ R, YIFF+RS, FEFITF+IAMDR B
M—LhEEEINE LT,
O7 X wt—3 : <Broadcast | Multicast | Unicast> storm is cleared on
<interface-id>
INSA—THE :
interface-id : R A —LH@EEINA VI T ID,
3. [AIRVEOBE : Ny b RAM—LREDKR—bAY vy hTOVENF LT, J—-—v0
O7 X v&—Y : <interface-id> is currently shut down due to the <Broadcast
| Multicast | Unicast> storm
INSA—THE :
Interface-id : A b —AIC&D error-disabled [C&fTUTc1 9T T —X D,
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14.31 UDLD

ID 07 DE BXE
1. [ARVENOBE . COR—bTEAAY VI E#REULE U, J—=v7
O7 Xv+—¥ : Unidirectional link detection on <INTERFACE-ID>
INSXA—THE :
INTERFACE-ID : 1 Y9 71 —R%&,
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ID a7 nEE ERE
1L |AIRVENOBE . A1 VI T —ATHULWSEEBERHUE U . B
O2'Xv&—3 : New voice device detected (<interface-id>, MAC: < mac-
address >)
INTA—THE .
interface-id : 19 71 —2%,
mac-address : BEEEBED MAC 7 KL X,
2. | ARV MOBE . BEERE VLAN E—RO1 V9 72 —AHERE VLAN [CBIILF | B3R
U,
O7 X vt—3 : <interface-id > add into voice VLAN <vid >
INSAXA—IHE ;
interface-id : 18971 —2X%,
vid : VLAN Do
3. [ARVEOBE : 2O Xy E—YF, 19T T—IAEE VLAN ZFHEL. | 1B3R
EBEEDA VI TI—RADI—Y V7 HEAICEEEBZEHL BN >TBEIC,
REINET,
O Xwt—¥ : <interface-id > remove from voice VLAN <vid >
INDA—TFE :
interface-id : 19 71 —2X%&,
vid : LAN IDs
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14.33 PPS (Power to Progress SDN)

ID

07 DELE

1.

ARV SOBE : Y bO-3AEHEINE LU,

O7 X vE— : (PPS) New Controller (ID: <ControllerID>)
NSA—SIHE .

ControllerID: PPS J¥ +0O—3 ID

ARV NOEE : OV hO—-35HR— MEFEINFE LT,

O Xvt&—Y : (PPS) New Controller Port (Port : <PortNum>)
INSA—THE :

PortNum: ih— b &S

ARV ~DOBE : AT —9 X% "Standalone” »5 "Controlled” [CBEL & LT,
02 Xwvt—3 : (PPS) Change Status from Standalone to Controlled

ARV EDOBHE : RT—9 X% "Controlled” M5 "CPNL" CEEL & LT,
O7 Xwt—3 : (PPS) Change Status from Controlled to CPNL

ARV EDOEE : 7—9 X% "CPNL" h'5 "Controlled” [CEEL & U7z,
O7 X vt—Y : (PPS) Change Status from CPNL to Controlled

ARVEOBE : VT4 JL—y3aVE-RFTHEBLE LU
O7 % vt—Y : (PPS) Start Configuration Mode

B

ARVEOHE : AV T« L—yavE-—REFLELELUR,
O7 X vt— : (PPS) Stop Configuration Mode

B

ARV hOBE : "Commit” FBFEYIIXb (-7 ) #REL. REEZEEL
Flfe.
O7 X wt—Y : (PPS) Configuration Changed

e

1RV~ OHE : "Rollback” #8EL. REEBELF LT,
O2 Xwv&—3 : (PPS) Configuration Changed (Rollback)

10.

ANV DEEE : "Shared key” &7cl3 "Specific key”, ZOMAZHRLF LT,
O7 Xwvt—3 : (PPS) Lost Authentication Key

11.

ANYEOBE : DY bO-SBREBREICIILPIMLE U,
O7 X wE—Y : (PPS) No response from Controller

12.

ARYVEOBE : ARrTvavT—JIhiEFEsnE L.
O Xvt—3 : (PPS) Overwrite connection table

13.

ARV ~OBE : Y b O—-S5HR— b DIREZ "Forwarding” [CEREL & U,
O2 X wv&—3 : (PPS) Controller change port status to Forwarding

ARV SOBE : Y hO—-5HR—hDIREZ "Blocking” ICEELE LT,
O X v&—Y : (PPS) Controller change port status to Blocking

ANV SO BT SDN B3R 2 (Backup) AMBHEL. SDNEHR 1 (Main)

% SDN B# 2 (Backup) [COE—UL& U7,
O Xvt—3 : (PPS) Copied PPS information 1 to 2.

16.

ANV~ OBE ; T SDN B 1 (Main) MMBEL. SDN &3 2 (Backup)
% SDN B 1 (Main) [CJE—-U&F LT
O7 X vE—Y : (PPS) Copied PPS information 2 to 1.

E

17.

AR b OHE  EEEHC SDN B 1 (Main) & 2 (Backup) AMBE#EL. SDN
BHRET 74 CTUEY MLELUT,
O7 X vt—3 : (PPS) Reset PPS information 1 & 2 to default.
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14.33 PPS (Power to Progress SDN)

07 e EXE

ARV S OBE  EBEFIC SDN B 1 (Main) »5 2 (Backup) NDIE—(CXK | IT5—
BUELT,
O7 X v&— : (PPS) Copy PPS information 1 to 2 is failed.

ARV S OBE | EEEFIC SDN B 2 (Backup) A5 1 (Main) AOIE—(CK | T35 —
BLFEUT,
O7 X yE—Y : (PPS) Copy PPS information 2 to 1 is failed

| ARV OBE  SDNBEHR 1 (Main) ORFCKKRULE UL, I>—

*ERBCIYAO-SBREEHFLTILSY
O7 X vt—3Y : (PPS) Save of PPS information 1 is failed.

AN OBE  SDNEHR 2 (Backup) DEREICKKULFE LT, I>—
O7 X vt—3 : (PPS) Save of PPS information 2 is failed.

AJARVEOEE OV bO-SHhOBRET7IILAEZSELE U . B

O7 Xv&—3 : (PPS) Configuration file download.

AARVEOBE AV MO-SCERET 7 M ERELI U . B

O7 X% v&—3 : (PPS) Configuration file upload.

AARVEOBE D hO-5hB 77— LTI PHEEEINE LT, B

O7 X vE—Y : (PPS) Runtime code changes.

ARV bOBE : Standalone FEN Y bO—3 & 60 PEBEAITRI EERL | TR

F9, PPS #EEEBEBMICFILELIECEERLUED,
O Xy &—3 : (PPS) Not found Controller. Stop PPS function.
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14.34 WAC

07 niEE

ARYVEDOBE : 75147V MR MOEREEICEKB L F U,

O7 X vt—Y : [WEB](RADIUS/Local) Rejected user <string> (<macaddr>)
on Port <portNum>

INSX—IHE .

string : 1—%%&.

macaddr : MAC 7 KL &,

portNum : iR— ~ &S,

ARVNDOBE : I51 7Y MRZAMDREECHILE LT,

O Xv&—Y : [WEB](RADIUS/Local)Authorized user <string>
(<macaddr>) on Port <portNum> to VLAN <vlanNum>
INSA—IHE .

string : I—H'%&,

macaddr : MAC 7KL &,

portNum : iR— ~ &S,

vlanNum : VLAN +>/{—,

ANVEOBE : D514 PY S T—=TILRTILTT,

O7 X vyE—Y : [WEB]Rejected <macaddr> on Port <portNum> (auth table
was full)

INSA—IHE :

macaddr : MAC 7 R R,

portNum : R— h &S,

xR
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14.35 Web
14.35 Web

ID O DE EXE

1. [ARVEOBE : Web ho0O7 1 VICHINLE U, B
O7 X vt—3 :"Successful login through Web (Username: <username>, IP:
<ipaddr>)"

INSA—THE :
username : 1—Y&,
ipaddr : Web BB XA v FICPIERALEI-HYDIP P RLZ,

2. | ARV DOBE : Web o071 VICKBLE LT, J—=v7
O X v&—¥ : Login failed through Web (Username: <username>, IP:
<ipaddr>)"

INTA—THE :
username : 1—HY%&,
ipaddr : Web BB RXA v FICPITEBALEI—YDIP PR R,

3. |[ARYVEOBE  HTTPS o007 1 VICHINLE Uz, £
O2'Xvt—3 : Successful login through Web(SSL) (Username:
<username>, IP: <ipaddr>)

INTA—IHRE
username : 1—H'%&,
ipaddr : EF 217 Web MBRA v FICPIEALEI-YDIP PRL R,

4. [ARVIMEE : EF217 Webho0O7 1 VICKKLUEUT, J—=v7
O7 X% wvE—Y: Login failed through Web(SSL) (Username: <username>, IP:
<ipaddr>)

INSA—THE :
username : 1—H'&,
ipaddr : EBF217 Web MR v FICPITELALEI-—YDIPPRLX,

5. |[ARVEOBE : O D7y 70— FICHNLELT. B
O7 X vE—3Y : Log message uploaded by WEB successfully. (Username:
<username>, IP: <ipaddr>, MAC: <macaddr>, Server IP: <ipaddr>, File
Name: <filename>)

INTA—IHE ;

username : 1—H%8&,

ipaddr : RA Yy FICPIEALEI-—HYDIPPRLZR,
macaddr : 75147V O MAC P RL X,

server IP: TFTP H—/NIP P RL R,

filename : O 7 7 1 L&,

6. |[IRVINOHE : O D7 v 70— RICKBLUELT, B
O Xvt—¥ : Log message uploaded by WEB unsuccessfully. (Username:
<username>, IP: <ipaddr>, MAC: <macaddr>, Server IP: <ipaddr>, File
Name: <filename>)

INTA—THE :

username : 1—HY%&,

ipaddr : RA Y FICPIECALIEA—HYDFPIECIATDIP PR X,
macaddr : 73147 cD MAC P RLU R,

server IP: TFTP H#—/VIP 7 RL X,

filename : O 7 7 1 L&,
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15.1 BPDU #i—K

15 g-v250r597—8

N4

Sy T OBE

OID

mnoBpduProtectionUn
derAttackingTrap

BPDU 7o v ONREL, BE/JOvT / Y+ vb

FOVE-RFLCBITLET,
NAVTAVTHTIT T
mnoBpduProtectionPortindex
R—h1V89TI-2X,

(2) mnoBpduProtectionPortMode
BE/JOvT /vy bIOVE-R,

5.5.3.4.0.1

1.3.6.1.4.1.396.

mnoBpduProtectionRec
overyTrap

BPDU 79 v I oB8OELE LT,
NAVTAVTHFTIT T
mnoBpduProtectionPortindex
R—h1Y9TT—2,
mnoBpduProtectionRecoveryMethod
B&/ YZa7/OE,

55.3.4.0.2

1.3.6.1.4.1.396.
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15.2 DDM

15.2 DDM

ID Nk Sy T OHE OID

1. | mnoDdmAlarmTrap FSyIPIOYavyOAV T« L—va vl T, |1.3.6.1.4.1.396.
INSA—FEHI TS —LBREEZBI &S, £ld@@ |5.5.1.4.0.1
HERECOEBLEEE, TOMSYTHRESINET,
NAVTAVTHATITIT .

mnoDdmPort

R— &S

mnoDdmThresholdType

DDM BHMES 1 7
temperature/voltage/bias/txpower/rxpower
mnoDdmThresholdExceedType
BRCBRENP S —L LREREFE7 5 — LATIRE
BOEESTHDH

(4) mnoDdmThresholdExceedOrRecover

GBIC A* DDM BfEZBX CTL\DH. Fi(FBEIRE
CEELTLHWDH

2. |mnobDdmWarningTrap | kS v POy avOdv 740 L—vavCwlT, |1.3.6.1.4.1.39.
INIA—IBNT—_VIREEBR &, Ffeld [5.5.1.4.02
BEERECOELLEE, COMSYIAEEEINE
EP
NAVTATHFTITT .

mnoDdmPort

h— &S

mnoDdmThresholdType

DDM BMES 1 7
temperature/voltage/bias/txpower/rxpower
mnoDdmThresholdExceedType
BRBREN Y-V T LIREMEEET—ZVIF
[REIED EB55THDN

(4) mnoDdmThresholdExceedOrRecover

GBIC #' DDM BRfEZBX TL\D N FIBHRRE
CmELTLDH
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15.3 DHCP B—N\T7’OF T ~

ID cSvTE Sy T OBE OID

1. | mnoFilterDetectedTrap | RIE# DHCP $—/\hBHESNzEEIC, THORSy [1.3.6.1.4.1.39.
THEESNET, BHEUITRIER DHCP Y —/\0 P |5.5.3.7.0.1
PRLRIE OJFIERBEAERESC 1 OOH S Y
TLy—NICEESNFET,
NAVTAVTATITI .
mnofFilterDetectedIP

TIERR DHCP H#—/XD IP P KL R,
mnofFilterDetectedport

R—hAY9TI—2,
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15.4 Gratuitous ARP

NAVTAVTHFTIT T
agentGratuitousARPIpAddr

Gratuitous ARP TREUFRE IP P FL X,
agentGratuitousARPMacAddr

Gratuitous ARP /Yoy kDEYS— MAC 7KL X,
agentGratuitousARPPortNumber

Gratuitous ARP /X7y b ZREURRA v FOR—
rES.

agentGratuitousARPInterfaceName

Gratuitous ARP ZZEL X1 Y FD IP 15

7 I _Z%o

ID cSvTE Sy T OBE OoID
1. | mnoAgentGratuitousA |IP 7 RLRARELIZEEC, TORSyITARES |1.3.6.1.4.1.39%.
RPTrap nxd, 5.5.3.6.0.1
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15.5 77>
ID A4 ~ Sy T OEE OID
1. | mnoFanFailure T7UDEEL R B Tc &S, COBAMERES [1.3.6.1.4.1.396.5.5.1.1
nxd,
2. | mnoFanRecovery T7UNEHLEEEC, COBONEESINET, 1.3.6.1.4.1.396.5.5.1.5
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15.6 LLDP-MED

ID Nk Sy T DOHE OID

1. |lldpRemTablesChange |lidpStatsRemTableLastChangeTime MEAZLL | 1.0.8802.1.1.2.
fz&&E(T, lldpRemTablesChange EaIA%fEanZk |0.0.1

ED

NAVTFAVITHTIT T

(1) lldpStatsRemTableslnserts
(2) lidpStatsRemTablesDeletes
(3) lidpStatsRemTablesDrops
(4) lldpStatsRemTablesAgeouts

2. |lldpXMedTopologyCha | ROV LERE L zO—N)VEBC K > TER |1.0.8808.1.1.2.
ngeDetected SN, FLLWUE-MEBAO—HILIR— M CEHS [1.5.4795.0.1
nfcZ &, UE—MEBMYIIISNZ & FEY
T MEBHR— MRETBE SN EERTE.
NAVTAVITFTITT

(1) lidpRemChassisldSubtype

(2) lldpRemChassisld

(3) llidpXMedRemDeviceClass
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15.7 JL—71&%0

ID cSyTRE ~ Sy T DOEE OID

1. | mnolLoopDetectNotifica | Ry kT—T JL—THFELIZEEZRLUET, 1.3.6.1.4.1.396
tion 55.2.1

2. | mnoLoopRecoveryNotif | xRy b T—2IL—THERLIcC EERLUET, 1.3.6.1.4.1.396
ication 55.2.2
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15.8 MACR—=RPJtEAXIr~O-b

15.8 MACAR—=AP7J€AI kKO-l

ID (N Dk 4 cSy T OBE OID
1. | mnoMacBasedAccessC | MAC R—XPJERXIY bO—)bikX hAOOT A 1.3.6.1.4.1.396.
ontrolLoggedSuccess | VICHINTHE, TD RSy ITAEESNET, 5.5.3.2.0.1
NAVTAVTFTITT N .
mnoMacBasedAuthinfoMacindex
KA MACZRLZR,
mnoMacBasedAuthinfoPortindex
R—hr1V9T1—2R,
mnoMacBasedAuthVID
VLAN D,
2. |mnoMacBasedAccessC |MAC R—XP7EXJv cO—ILikX bA@OT 1 |1.3.6.1.4.1.396.
ontrolLoggedFail VICEKTBE, CORSYTHEESINET, 55.3.2.0.2
NAVTaVTHFTITTL
mnoMacBasedAuthinfoMaclndex
™A MACZ KL X,
mnoMacBasedAuthinfoPortindex
R—h1Y971—2X,
mnoMacBasedAuthVID
VLAN IDo
3. |mnoMacBasedAccessC [MAC N—RXPI7tEXJy cO—JLikX AIT—I7 |[1.3.6.1.4.1.396.
ontrolAgesOut ThEBE. DS YIHEEINET, 553203
NAVTaVTHFTITTN
mnoMacBasedAuthinfoMacindex
WA MACZ KL X,
(2) mnoMacBasedAuthinfoMacindex
R—h1v971—2X,
(3) mnoMacBasedAuthVID
VLAN D,
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15.9 MAC &0

NAVTFAVTATITT N
mnolL2macNotifyInfo

HEED MAC7 FLANEERBR, FEBRCE. U
ThaEnxzd,
BEI-F+MACPRLR+RYIRID+ (VY
7x—XID+ E0,

BEI-R:1, 2
1EFFHUWMAC P RLUREZZB U EEZEKRLUE
g-o

2 IFEVWMAC P RURZHIRLUIEC & ZBRLE T,
Ry ITRID: AL YFDIRY I XD

AV TT—RID: Ky I A CEBFIFHIRLT
V8 T7x—X Do

O XY E—YORYDICERLEY EEI—
R+MACPRLZ + Ry TR ID+R—hES),

ID Ak ~ Sy T DEE OID
1. |mnoL2macNotification |ZD S vl PRUZXF—TILO MAC 7KL |1.3.6.1.4.1.396
CBthHDEERLET, .5.5.3.1.0.1
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15.10 MSTP
ID (N Dk 4 ~ Sy TOBE OID
1. | newRoot rSyTid, FEI—YzVhARNZVITYU—0 |1,3,61,21,17.0
FLWL—RCR>TcEERLET, ORIy D |1
[F FLWIL—FELTEESNEER (MROYE
b9 1Y —DHBRINBEE. BENDBHRBE) 7
Uy IJCEDEEEINET, DSy ITDREGH
Y3 vTY,
2. | topologyChange FSy TR, BESNTVDIR—bOVWITNHAAEE | 1,3,6,1,2,1,17.0

REMNS T+ T—F 1 VIRRBICBITLURREE, £ |2
FT74+T7—F« VIORENSTOY F YV ITIREICET
Lfc&EE, JUYIREIDEEINET, EDLS5%
BITORRIC newRoot b5 v IMEEINTZEE.
NE[JUBITICEALTID NS vy IHEEIND I E
EHDEBA, COSYTOREFA T3 VT,

483



15 §8k - Y RATLNSYT—E
15.11 R—bhEF2UT+

ID cSwo& ~S v I OEE OID
1. | mnoL2PortSecurityViol |ik—btEFa2UF 1 bSyIhEDRES. Saiexs | 1.3.6.1.4.1.39.
ationTrap ENTWBR—bEF2UFsdIV T L—v3>» |5533.01

ICEBRITDHFLULWMACPRLRIF, bTIvT Xy
T-IEEENIA-LET,
NAVITFAVTATITT .
mnoPortSecPortindex

R—h1Y9TIT—2,
mnoL2PortSecurityViolationMac

RAN MACF7RUL R,
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15.12 R—bk

cSwo&

Sy T OBE

OID

linkUp

COEAE, K=YV IFP v Ul &S ICEMS
ni 3-0

NAVTFTAVTATITI

(1) ifindex,

(2) if AdminStatus

(3) ifOperStatus

1.3.6.1.6.
3.1.1.54

linkDown

COBEAIE, R—bHNUYIITY L& ECEMS
nEd,

NAVT e VTFTITT

(1) ifindex,

(2) if AdminStatus

(3) ifOperStatus

1.3.6.1.6.
3.1.1.5.3
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15.13 PoE

ID A WA ~ Sy OBE OID

1. | pethPsePortOnOffNotifi | PoE k— b D#SE%BIE - EIELIcZ & ZRLUET, 1.3.6.1.2.1.105.0.1
cation

2. |pethMainPowerUsage |#EBRENBELKBERELZBI cC&%ERLET, |1.3.6.1.2.1.105.0.2
OnNotification

3. |pethMainPowerUsage |{GEBRENRELLGEMEBEETE>fZezERLE |1.3.6.1.2.1.105.0.3
OffNotification 9,
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15.14 POE Z—hUT—k

k=4

~ Sy T OBE

OID

EventFailureNotification

PoE #—hUT—h TlHRZEREHEL T & ZRL

£,

9.1

1.3.6.1.4.1.396.5.5.1.

EventRecoverNotificatio

n

POE#—hUT— b THARZEBHELLZ EZRL

EC

9.2

1.3.6.1.4.1.396.5.5.1.
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15.15 RMON
ID Nk Sy T DOHE OID
1. |risingAlarm PS—LIYVEUNZOLREEZBX T, SNMP ~ |1.3.6.1.2.1.16

Sy TERETILSCH/EINTLDIARY IAE |01
HENfEET, TOSNMP Sy I hEREINE
ER

NAVTAVTFTITT

(1) alarmindex

(2) alarmVariable

(3) alarmSampleType

(4) alarmValue

(5) alarmRisingThreshold

2. |fallingAlarm PS5—LIY UL ZOTHEEEBZ T, SNMP ~ [1.3.6.1.2.1.16
SyTERETILICHEINTLBIARY IAE [.0.2
HENfcEEIC, TOSNMP b3Sy T hEREINE
CB

NAVTaVTFTITT .

(1) alarmindex

(2) alarmVariable

(3) alarmSampleType

(4) alarmValue

(5) alarmFallingThreshold
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15.16 SNMP EB5E

ID cSwIo&E ~ Sy OBE OID
1. | authenticationFailure | authenticationFailure k5 v 7ld, T—Y vk
O—JUTEIfET D SNMPv2 TV T« T« h IELK
AN TVRWT ORI A v E—IESELRS
EHERUET, SNMPV2 DIRTHOEEICCDIS Y
TEEM T DEEENUETI AN
snmpEnableAuthenTraps Z7Y 7 k&, 2Ok
Sy THEMEININESHhAERLET,

= W
—~ o

Ul
U1 o

w —
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15.17 AT L

ID cSwo& ~ Sy T DOEE OID
1. | coldStart coldStart kS w2ld, I—Yxz v bO—)LTEMET D |1.3.6.1.6.
SNMPv2 Tv7F+ 71 HEBEBMHLLTLBT  |3.1.1.5.1
&L BLUZEOOV T« TL—vavphBEESNTL

BOgErH B EERLET,
2. |warmStart warmStart kS v Fld, I—Y v hO—JLTEIES | 1.3.6.1.6.
BSNMPV2 IVF 47« AvI7«7L—vay |3.1.1.52

WEEINBRWLSCEBEEBILLTWR &%
mUET,
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15.18 i2E

ID cSwo& ~ Sy T DOEE OID

1. | mnoTemperatureRising | CO@AllE. REDBEN LIREEEZBZ TS |1.3.6.1.4.1.396
Alarm [CEEBEEINET, 5.5.1.2.1

2. |mnoTemperatureFalling | C @&, TREDEEN LEEEHNS FELTWS | 1.3.6.1.4.1.396
Alarm EECEBEINET, 5.5.1.2.2
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15.19 37 1w Il

ID cSvTE Sy T OEE OoID

1. | mnoPktStormOccurred | /7w FRAM—LXAZXLICEDINTy b X =T [1.3.6.1.4.1.396.
RSN, POovayveELTyvy 9o vAEET |55.3.50.1
ERSY =R
NAVT 4 THTITTN
mnoPktStormCtrlPortindex
h—hr1V9TIT—2R,

2. |mnoPktStormCleared | /Y5 v kR N — LD BEINIRES, 1.3.6.1.4.1.396.
NAVT e TFTITT 5.5.3.5.0.2
mnoPktStormCtrlPortindex
h—hr1V9T1—2,

3. | mnoPktStormDisablePo | /¥ v kb R b — A X HZX LT LD R— S HEHIC 1.3.6.1.4.1.396.

rt B2 TeHE, 5.5.3.5.0.3
INAVTAVTHTITT
mnoPktStormCtr|Portindex
R—hAV9TT—2R,
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