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1. CLIOfLER
1.1. AV FOERE

ONYROBEBELUTUTD 4 DOBENGHDET,

® I1—YE—K
@ HEE-F
® JO0-/\)\W3dAvT7«1«JUb—Y3avE—R

@ AV9—TJ1—RAV 74T UL—vavE-—NR

B coM1:9600baud - Ters Term VT =10 =]
7r{E BERE BEE 3vko—ag 74aoEm ~ATH

12l enable =]
12eX8 configure

12ef{config)f interface fad/fl

12af{config- 1038 axit

i2ef{config)f Interface vianl

12ef{config-if )8 exit

12eflconf ig)d exit

12Xl disable

1 3ek

3
1-1 ONVY ROREE




1.2. BEROBEIIVYF

enable OV R
s I—HYE—RHOFET—RFCBDIVVRTY,
Oy h&lF. RARBERETHRESNLEIMDRRINE T, )

M 2EX>eceeeeeteeenetneneinennennencannnns J1—HvE—R

M12eX> enablesceceeeeeceeaeiieiiiiienn.n, J1—HE— RoEEE—R
MT2EXH e eeeeeeeeeeeeeninininiiiiiiieeeeenns EET—R

M12eX# disable+-ceeeeeeeeeeeeeaeenn.. EET— Ro1—HE—R
M 2@X>eceeeeereeeeetnentineannennencannnns J1—HE—R

disable VYK
SETE—RHOI1I—UE—RICRDIVYVRTT,

M ’I Zex# .................................... %&:E_ I\\\
'\/l 1 Zex# dlsable ............................ %*E:E— I\\\jl—ﬂ‘:E_ I\\\
M 2EX>eceeeeeeoeeneeneneneneanencannnns J1—HvE—R

configure AV¥ R
BEE-—RDSIJO0-/WIAV T4 J =Y 3 VE-—RICBDIVYRTT,

M ’| Zex# .................................... %*E:E_ I\‘\

M’lzex# Conﬂgure .......................... %*E:E_ IQ‘
>70-/\)V3IvT«JL—Y3vE-—NK

M12eX(config)#te ceerrrerereereeeeneeenn. JO0-N3AvT74Tb—vavE—R
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interface V¥V KR
- JO—)\)VAV T 14T U—Y3aVE—RhBAVYI—J—RAV T4 L—Y3aVE—RIC
BD>IVYRTY,

M’IZeX(COhflg)# ............................. 9“D—/“)I_/:|y7,rg“|/_\/3 y{_l\‘\
M12eX(config)# interface vian1-+««cesvev--e J0-/\)V3AvT7«14Jb—Y3avE—R

SAVSI—TI—RAV T4 T -3V
E—K(vlan1)
M12eX(config-vlan)# exit-+=+=scecececee-- AVI—TI—RAV T« TL—Y3avE-—R
=>00-N\)V3dVT74Jb—Y3avE—NR
M12eX(config)# interface fastethernet0/1--20—/\)V VT« JL—Y3VE—R
AVI—TI1—RAV T4 T UL—YavE—NR
(interface?)

M12eX(config-if)#eceeeeeerereeeeeceeens AVS—TI1—RAV T« T —YavE—NKR

I\/I12eX(conﬂg)# ............................ J0-/\ )3V« L—3avE—R

exit AV R

« 1 DRINDE—RICERDZET,

M12eX(config-if)# exits----ecveeeee--- AVI—TI—RAV T4 =Y 3aVvE-—R=3T
O—/\3dvTJ7«Jb—vavE—R

M12eX(config)# exit----ececererereeeees J0—-/\W3aAvT4J0b—y3avE—R
SHHEE—R

M12EXH EXitecrerrereereentencaacaneenns BIEET— 21 —HFE—R

M 12EX>eceecoccsssssassntsatoscossssnsns 1—HF—R

end OV¥YVER
AV T4 00— 3ayVINY R OEETE—RICBD IV RTT,

M12eX(config-if)# end--«-cereeeeceeees AVI—T—RAV T« JL—vavE-—NR
SHHEE—R

M12eX(config)# end-----veceeerereecees J0-\W3aAvT74Jb—y3avE—FR
SHHEE—R
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1.3. —YZEIVVF

? ONVER
- BE—RT? ZANTDEZDE-—RTHEATEDIVY FEHBRTEFT,

8 cour:ssoobmd - Tera Termvt o
FrAME BEE BEE 2rM—AD) FaEIN ~ATH

12ebd conf igure =]

I12ed{config)k 7

ang To conf igure ARP configurat ion

conso e To zet console conf gural lon

dot1x To zet 802.1x configuration

end Exit from configure mods

exlt To exil from the present mode

hast name To sel Lhe host name for the syeies

interface Chanee mode Lo Interface Configuralion mode

iP Global IP configuralion subcommands

logout To logowt from the CLI shell

mac=address=table Configurs the MAC addresz table

ml= To =et Oos

mida To dizplay the available modes

no Negate & commsnd or set itz defaults

pimg Ping to the spacified addresz Lo check connect ivity
priority-queus To wap Cof wvalue to a priority queus

radius- server To zet RADIUE server

rebaat Rebool =syzten

Ehmp-SErvar To sel SHWP confic in the sysiem

snkp To sel SHTP confic in the sysiem

Fpanning-ires fparming Tree Subsysiem

syzlog To set system log conf iguralion

te|nek=server To set telnsl server

_.“:,"__..l -

B1-2 ? OVVF

BASNZEITY R
- A=YIF—DT (ERH) #ANTDE. INETICAALEIOVY RABRRINE T,
€ counsoosbud - TeraTernvT R RT=T

Fri0E BRE BREE avia-AD) F4vFEe ~ATH

-
12e> enable j
12eX8 conf igure
12ei{config)f srwp-zarver |ocation 1F
i12eMlconf ig)f znmg-zerver location 1FJ

Bl 1-3 BANZE
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REZERRIVY R
ONYRDANRIC ? ZANTDE, FHi< VY ROEBHARRINE T,

B coM1:9600baud - Ters Term VT =10 =|

2740E BEE BES 3vM—AQ) SFEIW AATH)

E1 2el ermble :‘

12eX8 conf igure
12ef{config)f |p addrass 7
{ip-address> ex: 182.163.1.1
dhep To enable DHCP

i 2edi{config)l Ip addrass |

1-4 SRR

OV Y RAIDEEE
IV Y RBLUSIBDANEENZN—ECHF TEDINFEETHEANITNEZDEDNZED
ANEEBITDCENTEET,

Ol
® cnable — en
® show running-config — shru

[ABBA T4 Bl]
® co — configure 8KV copy MERICHDTHITS—ERDFT,

S POESDELRISLUATDED ERDXT,

< > . WEEE — BIANTILICLTLIEELY,
{1} =RE — LWINHAZBRUTADUL TS,

[ ] . #ATvay — BECHUTAALTLREEL,
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2. ERNBHRDITR

(BHEE— K] [CT [show sysiinfol ZANTDEE 2-1 DL DB AMBEDERBERZHE
FTDIENTEFT,

EAREHESRIVUR
KEE—F | show sys-info

B COMToE00bmid - Tors Torm V1

FritE EEE BEE J0-M0 AFNN ARITEH
WTEel> ennble

__lzr“ £:|mﬂ_l_ sya-infe
gtom up for:

oot Code Version:
Bunt.ime Code Yersions
ardware [oformation
Yergion:

[EAN Size:

Fixed Bawd Rate:
Flash Size:

(4hriz), d4minlz). Sdzecis)

Pduinistration Informatics
Zmitch Named
Smitch Location:

Zmitch Contact:

Evaten Mdress Inforeatice
A Address®

IF Address:

Sabnet Mask:

Defualt (eatemay:

PECE Node:

rma o
5 2-1 EXERSRIVUR
(show sys-info)

14



3. EAHAERTE
3.1. EEEROEE

(JO-N\NIVAV T« JUL—yavE—NR] [CTEBER. RBEA. ERLERELET,
REBHRODBSRIE FFHEET—R]) (CT [show sys-info] TITHERLTEEL,

MRARZFEIVVR

J0-\)WaAvT714J0b—yavE-—R hosthname <hostname>

HIFROVY Y K

J0-\)W3aAvT714J0Lb—vavE-—R no hostname

REBEREIVYF

J0O0-/\)bAvT71JUL—3avE—R | snmp-server location <server location>

HIER OV R

J0-Nb3AYT4JLb—3VE—R | nosnmp-server location

EfREREIVY R

J0-/\NV3AvT4JL—3vE—R | snmp-server contact <server contact>

HIEROY >V K

J0-N\3AvT74JLb—r3avE—R | nosnmp-server contact

EXERSRIOVURN

FHEE—F show sys-info

15



ex. /R A ~&%Z SW-1.

FBEHZ Office-2F. Ei8%%%Z Manager &9 55 ER|

B C0M1:9500baisd - Tera Term WT =101 x|
FrIHE) BRE X[ H0-BM0) SavEAW) ARTIH

SH-1¢

j1zek> enable
M1icks configure
pMlleX{config)2 hostnome SK-1

SR=1{config)? snmp-server locatiom Office=1F
Sl=1Cconfig)? srma-server contoct Manager
SA=1(config)e end
SH-12 thow Sys-1nfo
Systen up for:

jloot Coce Werzion:
Funtime {ode Version:
Hargware Informsetion

Wersion: Verslond

DRAM S1ze: 12uB

Fized Baud Eate: FEODDpL

Flazth Stize: Akl
Administration Information

Switch Mame: Lh-1

Switeh Location: Qffice=2F

Switch Contact: Hangger

Swsten Address Information
MAC Address:
TP Address:
Subnet Hask:
Defualt Gotemoy:
OHCP Maode:

=l

Sadoay(s), DBAr(s), l@ain(s), @9sec(s)

255.255.255.0 i
@.0,8.0
Bisabled

E

5 3-1

EEER,

BB, ERSORE EBR(show sys-info)
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3.2. IPPFLADEEE

(A9 —T1—XRAVT14JUL—aVE—R]ICTA#ESD IP PRLURICEETD
£, REBHRODBRIE FHEET—R] (CT [show ip conf] TTHERLLTEEL,

IP7RRUAFEIVY R

=) ]

X AE

%170

J0-N\W3aAvT74Jb—yavE—R

ip address <ip-address> <mask>

TIxIVhT—hOTA/REIVYR

J0-N\WaAvT74Jb—vavE—R

ip default-gateway <ip-address>

DHCP O34 P hREIVV R

J0-1\)W3dAvT7140Lb—yavE-—R

ip address dhcp

DHCP IS4 7 hEREEHIVY B

AVI—TI1—RAV T4 T L—Y3aVE-—R

no ip address dhcp

IP7RLABRIVYE

HEE—F

show ip conf

ex1. IP 7RL2X:192.168.1.100, ¥T7xv h¥X7:255.255.255.0,

TI7FIVET—hD A :192.168.1.1 DFEREH

B cowiasoobeud - Ters Tarm VT

7 MDD BEE BES 3vha—AMD TR ~ATH

=18/ x|

12e)> enable
12eX8 configure

12efi{config)f Ip address 192.166.1.264 255.255.266.0
12af{config)f |p defaulb-gateway 192.1682.1.1
i2efilconfig)f end

12eX =how ip confl

(show ip conf)

17

NAC Address:
IF Address: 182.168.1.254
Subnet Mask: £65.255,256.0
Default Gateway: 182,168, 1.1
[HCP Mode: Dizabled
i 2axg
=l
32 IPPRURBEESR



ex2. DHCP 54 7> kDREH!

B coM1:9600baud - Ters Term VT B =10 =
7rfiE BRRE BES avRO—AQ F4oEW ~AFH
12ex> enable :I
128 conf igure

12ef{config)f Ip address dhep
i2ef{config)f end
12eX8 zhow ip conf

MAC Addrass:

IF Address: 0.0.0.0

Subnet Mask: 256.255.255.0

Default Gatewny: 0.0.0.0

[HCP Mode: Enabled
pizexs Wl

i
3-3 DHCPISAPYhEEE IP P RLARESR
(show ip conf)

ry
F‘:l;
ellf

CDREBZREUVRIINIEISNMPEEREEEE TelnetliCL DU E— MERNMNERTEIEAD
TWIREZT2> TSV, REBENTRARBZEEIRY bT—IEBE(CIERKIES
We IPPRLRIFRY b T—TJ LOMODEEEER/L TIWIE B A oo JOEREBICIEAE
REZMNAIDUTIXRY b LOMOEBERFHEDOTGIRY NNRTET TV —bD T
1 Z/WEL TLTES LY,




Erbl—'—l

3.3. SNMP®D&=xE

(ZO0—/\)WAvT74JL—y3VE—R] CTCSNMPI—Y 1V EUTDREZETUVE T,
BHROSRIE FHETET— ] ICT [show snmp] TTHERLLTEEL,

=) Y e ]

a2 AE

SNMP &%)V R

J0-N\3aAvT74Jb—yavE—NR

snmp-server agent

SNMP f#$pIVV R

J0-N\W3aAvT74Jb—yavE—NR

no snmp-server agent

SNMP BE(FHAHEMH, HHE=

OJgEsRE) IV R

J0-1\)W3dAvT7140Lb—y3avE-—R

snmp-server community <index> <community> {RO |RW}

[<ip>]

SNMP ER(FHAHER, FAEE

TR HIBR IV R

JO0-\)3dvT710—vavE-—R

no snmp-server community <index>

SNMP RSy (ST, IPPRUA, dZ1=7+&8/E)IVVR

JO0-\)\3dv T« —vavE-—R

snmp-server host <index> <ip> trap <community>

SNMP b3Sy THIBROV Y R

J0-N\3aAvT74Jb—yavE—R

no snmp-server host <index>

SNMP k5w J(authentication fai

lure 8&E)IVVF

J0-N\3aAvT74Jb—yavE—NR

snmp-server enable traps snmp authentication

SNMP k5w J(authentication fai

lure BE)HIFRIV Y K

J0-N\3aAvT74J—yavE—NR

no snmp-server enable traps snmp authentication

SNMP kS v F (U ITH R~k

|E)IAVUR

J0-N\aAvT74Jb—yavE—R

snmp-server enable traps  linkupdown <1-2 or 1,2,3 or

1,2,3-5>

SNMP kS v AUV TIDViR—k

HE)HIRIT R

J0-N\W3aAvT74Jb—yavE—NR

no snmp-server enable traps linkupdown <1-2 or 1,2,3 or
1,2,3-5> }

SNMP 2RIV K

HEE—F

show snmp
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ex1. SNMP T—Y 1V hDE|EE SNMP ¥R—I+, Trap L¥—/

Frinb RERE REG 3aybA—AD 74<EFM ~ATH

B coui:9600baud - Ters Term VT

. &¥& Trap DHREH!
=1

128X enable

12858 conf igure

12ed{confic)f sree-server agent

12ed{conf ie)l snmp-server comsunily | privale rw 192.160,1.200
12ed{confie)l srmp-server comunily ! peublic ro 192.168.1.200
1dedlconf i)l sneo-server host 1 192, 188.1.200 Lrep public
12ef{config)] srmo-server enoble traps srep aulbent ication
12ef{config)l snee-zerver enoble treps linkuedown 1-10
12ef{config)f en

1 2eNE

12eX8 =how snee
SHUP Marmger Lisi:
Ho. Stalus Privilege [P Addrazs Comnian | Ly
1 Ensbled Read-Urile 192,168, 1,200 privale
2  Ensbled Rend=Only 192,168, 1,200 peublic
Trop Receiver List:
Ho.  Stabus IP Address Community
1  Erabled 192.188.1.200 publ fc
?  Dizabled 0.0.0.0
SNUP Juthenticalion Failure 1 Enabled
Enable Link Up/Down Park: 1-10

4

3-4 SNMP RESR

(show snmp)
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3.4. Bh— b DEE

(189 —T1—RAVT 14T UL—23avE—R] [CTER—MDRERR. BLUOHR— DL
[(45#&EE— K] (CT [show interface info] T

ExTV\WEY, REBRNDSRIL.
CHERBLIES LN

R—hRT—FRBHIVYVE

AVI—TI—RAV T4 L—YavE-—NR

no shutdown

R—bhRT—9A@HIV VR

AVI—TI—RAV T4 T UL—YavE-—R

shutdown

R—bhE—RFFREIVVER

AVI—=TIARAVT 1T L—yavE-—F

speed-duplex {auto | {10 | 100}-half} | {10
| 100}-full} }

Z0-3rrO0-LEHINVE

AVI—TI1—RAV T4 T L=y 3aVE—R

flow-control

Z0-3r+O0-)VEHINVE

AVI—TI1—RAV T4 T L—Y3aVE—R

no flow-control

EAP /N7y bR BHIVV R

AVSI—TI—RAVT1TJL—Y3avE-—NR

eap-forward

EAP /Ny MEGR BV R

AVI—TI—RAV T4 L—YavE-—NR

no eap-forward

AutoMDI/MDI-X 8%V R

AVI—TI—RAV T4 L—YavE-—NR

mdix auto

AutoMDI/MDI-X %IV R

AVI—TI—RAV T4 T UL—YavE-R

no mdix auto

R—hERSRIVVR

HEE—F

show interface info

R—h&FBRIVUR

HEE—F

show interface name
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ex1. /R—hOREFREE 70— bO—ILEREHR

imx
FrIAE BRE BEE 3rbA—AD) F4EREH) ~ATH

12l enable =]
12eX8 configure

12ef{config)f inlerface fal/fl

12ei{config- 1038 spead-duplex 100-full

12ef{conf ig-1f )8 flew-conlrol

12edlconfig-if 28 end

12eX8 show inerface info

Port Twee  Link &dain Mode  Flow Cirl EMP Pk FU  Auto-uDI
1 1010078 Down Enabled  100-FDx Enabled  Disabled  Disabled
2 0/100TY  Down Erabled Auto Disabled [Disabled Disabled
2 10/100TK  Down  Ensbled Auto Disabled Dizebled Disabled
4 1071007  Down  Ensbled  futo Dizabled Disabled Disabled
§ 10/100TX Down  Enabled  fato Dizabled Dizabled Disabled
& 10/100TX Down Enabled futo Dizabled Dizsbled Disabled
7 10/100T¥  Down  Enshled futa Disabled Dizsbled Disabled
% 101007  Dewn Ensbled  Auto Dizabled Dizabled Dizabled
3 10/100TX  Dewn  Erabled fulo Dissbled Disabled Disabled
10 10/100TK  Down Ensbled Awle Dissbled [Disabled Dissbled
1 ot Down  Ensbled Awlo Disabled [Dissbled  Erabled
12 0ot Pown  Ensbled  Aulo Disabled Disabled  Enabled

ez E[

3-5 R—MEEBSRO

(show interface info)

ex2. 1 BR—k R—rXAT—9REHL FEH

B coM1:9600bsud - Ters Term VT =1ol=|

FriMD RRE BEE 3v0-A0) PaoFEoM AT

-
12ex> an

12edf configure
12ed{econfie)f Interface falfl
12ef{config-11)§ =hutdowm
12edlconfig-if 28 end

12eNf show inlerface info

Port Twe  Link Adain Wode  Flow Clrl EAP Pid F¥ Auto-MDI
1 10/100TX Down Disabled Auto Dissbled Dissbled Disabled
z  10/100TX Down Emsbled Auto Dizabled Dissbled Disabled
3 10/100TK Down Ensbled Auto Dissbled Dissbled Dissbled
4 10/100TK Down Ensbled Auto Dissbled Dissbled Disabled
§ 10/100T Down Erabled Auto Dissbled Disabled Disshled
& 10/100TX Down Erabled Muto Dissbled Dissbled Disabled
7 10/100TX Down Ensbled Auto Dissbled Dissbled Disabled
] 10/100TE  Down  Ersbled  Auto Dizabled Dizabled Dizabled
9 10/100T Down Enabled Muto Dissbled Dissbled Disabled
0 10/100TX Down Ensbled Auto Dizssbled Dissbled Disabled
11 10007  Down Ensbled Auto Dissbled Dissbled  Ensbled
12 10007  Down Emsbled Auto Dissbled Disabled  Enabled

juiz=iz 5

3-6 R—MEESRO

(show interface info)
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3.5. PUORAFKEDHE

(D0—/NV3aV T4 T00—23vE—R] [CTHRE - EBRICAESEBIC T IR TIRDES
EZTVE T,

Console 91 LPIREEINVNVR

0=V 7140 —v3avE—NR console inactivity-timer <minute>
Console ESRIVV K

FHEE—PR show console
Telnet b —/N\9 A4 AP MREIVV R

20—V 7140 L—vavE—R telnet-server inactivity-timer <minute>
Telnet Y—/\EREBH IV R

JO0-/\)W3AV T« Jb—yavE-—NK telnet-server enable
Telnet Y—/ EREBH IV K

J0-N\aAv T4 Jb—yavE—R no telnet-server enable
Telnet 7 7L ABIRRREEH IV R

0=V T4 TJb—vavE-—NR telnet-server access-limitation enable
Telnet 77 AHIRREREMIH IV R

J0-N\W3aAvT74Jb—yavE—NR no telnet-server access-limitation enable
Telnet 77 AFFOIERRE IV R

J0-/WWaAvT714JL—y3avE—NR telnet-server <entry> <ip-address> <mask>
Telnet b—/\SRESRIVU R

KHEETE— R show telnet-server

XBREDFF IR C EIB<TESLY,
IP Setup Interface BEBHIV/F

J0-N\)WaAvT74Jd—yavE—R ip setup interface
IP Setup Interface SEFEH IV F
J0-N\NWAvT4Jd—yavE—R no ip setup interface
IP Setup Interface EBRIVV K
FrgE—R show ip setup interface
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B coMi9s00beud - Tera Tarm VT i =10 =]
2rfME BRE BES avkE—A0 SR ~ATH

Iiek> erable =]
12e88 conf igure

I12ef{config)f conzole inactivity-timer 10 o
12efi{config)f telnel-zerver imactivity-tiser 10

12e{eonf ig)] and

12648 show console

Console U1 Idle Timeout: 10 Win.

Gonzole

Act ive

M2eXg show telnei-zerver

Telpet UI Idle Timeouwt: 10 Hin.

Telnet Zerver

Enabled

Telnet Access Limitation: Dizabled

N, IP Address Subnet MWask

| “emply> Lemphyr

2 {emply’ Lenply

3 <emply’ <emply

4 Lemplyl Lenplyl

§ <emply> <enply?

rI!Ee.'l!l
=

3-7 Console(show console). Telnet H—/1 (show telnet-server) DERERHRS R

d—Y&, INAT—REEIVVR
J0-N03vT7«00—y3avE-—NR username <new username>

KIA—YBODADNBICENVNRAT—RBLUFHFHUVNRT—R(2@)ZADLET,

B coM1:9600baud - Ters Term VT i =10 x|
74D BEE BEE arkE—8D TaeEIW ~ATIH

12aX3 enable j
12288 conf igure

12efi{config)f weername adnin
ler old password: sk

nler nes password: Sk

nler nes password apsin: Sk
12ed{conf ig)l

3-8 1—H¥& NRAT—RORE
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RADIUS —/\&EIVY R

J0-/WWaAvT714JL—v3avE—NR radius-server host <id> ip <ip-address>
[timeout <sec(s)>][retransmit <retries>]
[key <string>]
RADIUS —/\&REBRIVYV R
FHEE—F show radius-server

ex.RADIUS B—/\D IP P RLR 192.168.1.1 . 1 LFPH~ 10(#). B&ET (@) key 1
secret DEREHI

B C0M1:9600baud - Tera Term VT I =100
TrAME) BERE BES JvrD—HD) SeEeM) ALRH

e
MlZeX= enable

Mlleks configure

MlZeX{config)¥ rodius-server host 1 ip 192.1G8.1.1 timeout 18 retronzmit 3 key
secrel

M1ZeX{confiogl® end

MlZcks shom radius-sorver

Ingex Server IF Address Shared Secret fesponse Time Mox Retransmissiaon
1 192.168.1.1 secrek 13 seconds 3
2 8.0.8.9 18 zeconds 3
3 2.0.0.8 13 seconds 3
4 B.a.p.a 18 secands 3
& B.a.b.a 1@ secands 3
pizens Il

=
539 RADIUS H—/\DRESME(show radius-server)
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syslog B¥IVY R

J0-N\W3aAvT74Jb—yavE—NR

syslog enable

syslog &IV R

J0-N\3aAvT74Jb—yavE—NR

no syslog enable

syslog H—/\ facility €IV R

J0-1\)W3AvT7140Lb—yavE-—R

syslog facility <1-2> <0-7>

syslog Y—/\ header-info EIV

JO0-\)3dy T« —vavE-—R

syslog header-info <1-2> { IP | None |

SysName}

syslog Y—/\ BBREIVVF

JO0-\)3dv T« —vavE-—R

syslog server enable <1-2>

syslog b—/\ EHEREIVVF

J0-N\aAvT74Jb—yavE—R

no syslog server enable <1-2>

syslog b—/V IP PRV AREIVV R

J0-N\W3aAvT74Jb—yavE—NR

syslog server-ip <1-2> <ip-address>

syslog sREHIFRIVY R

J0-N\W3aAvT74Jb—yavE—NR

syslog clear [server <1-2>]

syslog LU syslog /E BRIV

EE—R

show syslog [config]

ex.syslog server 1 M IP 7 KL/X 192.168.1.10 « Facility 1 EIIELR IP DEREH

B coMm1:as00beud - Ters Tarm VT

27AME BEE BES 3vM—AMO F4UEIW AATIH)

=181 x|

128X enable

12ed8 configure

12efi{config)f syslog server-ip | 132.188.1.2
12ei{config)f svzlog Tacility 11

12e8{eonf ig)f =vzlog header-info 1 ip
12eflconf ig)l =vslog server enable 1
N2ediconfig)f end

12eXR show syslog confic

Remole Svslem Log Status: Dizabled
Svslog Server List:

No. Status P #ddress Facilily Include Svshames1P
| Ermbled 192.188.1.2 Facilityl IP addrass
2 Disabled 0.0.0.0 Facil ityd
nzeng 1l

B

BJ3-10 syslog b—/\DERESR

(show syslog config)
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3.6. MACZ RUARAT—T )b (static) NS

(DO0-N\IWAVT7 40— 3avE—R]ICTI+T—FT 1 VI T—I~X—X (FDB) DFE.
BLU FEE—F] ([CTENIC MAC P RLUADEN - BIlfZETAE I,

I—IVIF9AALEREINVVR

J0-N\W3aAvT74Jb—yavE—R

mac-address-table aging-time <seconds>

I—-IVT91 LF/EBRIVV K

FHgE— bR

show mac-address-table aging-time

FDB(static)f&EIVY K

J0-N\aAvT74Jb—yavE—R

mac-address-table static <MAC address> <interface>

vlan <vlan-id>

MAC 7 RLAHIBRaIVY > R
JO0-/\)bAvT714JL—r3avE—F | no macaddresstable static <MAC address> vlan
<vlan-id>
MAC Learning B2V R
AV —T1—RAVT1TJL—3Y | maclearning

E—R

MAC Learning #Xv> R

AV —TJI—RAV T4 L—Y3yv
T—K

no mac-learning

FDB(static BRIV K

FHgE— bR

show mac-address-table static

FDB(RILFF+ 2 NBRITY R

FHgE— N

show mac-address-table multicast

MAC Learning S2E8RIVV R

EE—R

show mac-address-table mac-learning

I—-IVT914 L8ROIV

HEE—F

show mac-address-table aging-time
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B coMm1:9600bsud - Tera Term VT

7P ME ESE BEE avko—ag) PaEIm AT

=10]x]

h’l?&'ﬂ} enable
12eX8 zhow mac-address-table static
HAC Address Port VLAN ID
000000020001 i 1

2Rl show mac-address-table multicasi
YLAN ID Group MAC Address Group Members
fnzeng

e

3-11 MACZPRULRT—TILBR
(show mac-address-table static)

(show mac-address-table multicast)
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3.7. SNTPDERE

(DO—/\)WWAV T« JL—y3avE—R] [CTSNTP [CLDEZBRHDEREETVET,
BROBRE. [UFHEET—R] [CT [show sntp] TR LEX0LN

SNTP H#—/V IP P RLAFEIV VR

J0-N\3AvT4TJb—r3avE—R | sntp server <ip-address>

SNTP REEEERREIVY R

J0-N\I3AvT4JLb—r3avE—R | sntp poll-interval <sec>

SNTP EZH/ enable StV R

JO—-/\)bAV T« Jb—r3avE—R | sntp daylight-saving

SNTP EZK;f disable EIV Y B

J0O0—-/\)bAvT71«Jb—r3vE—F | nosntp daylight-saving

SNTP 91 LAV—VEREIVV K

JO-/N\)VAvT71JL—r3avE—RK |sntp timezone [<location>] NULL to see time
zones
SNTP SEBRSRIVV K
FHgE—R show sntp

B coM1:9600bsud - Ters Term VT

FriME BEE BRE avkE—AMD) P4vE AT

12e> enable
12eX8 =how snip
Time { HH:WM:3S ) : D1:20:38
te { YOVYAMADD ) o 2OD1/DIA0T Monday
(SHTP Sarver IP t 0.0.0.0
ENTP Palling Inbarval = 1440 Hin
Time Jone : E".iEHT*Uﬂ:I]U]' Dzaka, Sapparo, Tokvo
-]

Eo:r'l ight Saving
12eXk

3-12 SNTP OFEREHRSR
(show sntp)
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3.8. ARPDEETE

(DO0-1\IW3AV T« TJL—23avE—FR] CTARP T—TILOBR, BLUREZTVLET,

ARP I—Y VT894 LSREIV YR

JO-/\3aVT7«TJUL—vavE—R | arp timeout <value>

ARP(static)s8EIVY R

J0-\)AVT71JL—r3avE—F | arp <ip-address> <MAC address>

ARP(MAC 8)BRRIVV K

KHEETE— R show arp sort MAC

ARP(IP 82)BRROV KR

KHEE—F show arp sort IP

ARP(static)BRROV > F

KHEE— R show arp sort type-static

ARP(dynamic)BRRIV>V K

FHgE—R show arp sort type-dynamic
gl

2740E BEE BES 3vM—AQ) SFEIW AATH)

Eﬂei'.'} ensble :‘

12eX8 zhow arp sort Ip

Sorting Method : By IP
AFF Age Tieeout @ T200  seconds

1P &ddra=s WAL Addrase Twpe

132, 168.1.1 00 1060 EF B3 A4 [vramic
pnzexl

3-13 ARPF7—J LB
(show arp sort ip)
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4. IhREAEEE

4.1. VLANDESRE

[Do—-n\wavi«ov—vavE—R] £E [1v9—T71—23v 7100 —vavE—R] [CT

VLAN DEREZITVE T,

VLAN fERiEREIV Y K
J0-\)W3aAvT7140b—yavE-—R interface vlan<vlan-id>
VLAN HIFROV¥ >V R

J0-N\W3aAvT74Jb—yavE—NR

no interface vlan<vlan-id>

AVI—Ry YV VREIVVR

J0-1\)W3dAvTJ140Lb—y3avE-—R

internet mansion <port-list>

AV —Ry N YY 3 VRERDIVY

B

JO0-\)\3dvT710—vavE—R

no internet mansion

VLAN &8IV K

AVI—TI1—RAV T4 T L—Y3aVE—R

name <name>

VLAN XVN—8EIVVF

AVSI—TI—RAVT1TJL—v3avE-—NR

member <1-2 or 1,2,3 or 1,2,3-5>

PVID @€V R

AVI—TI—RAV T4 T UL—YavE-—R

pvid <vlan-id>

VLANID B8RV

AVI—TI1—RAVT1TUL—YavE—F |getvlan

VLAN REBHSRIVY K

KHEE— R show vlan {all | <vlan-id>}
VLAN /R— EREBRIVY R

KHEE— R show vlan vlan-by-port
PVIDBRIVYV R

KHEE— R show vlan port
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B CoM1:9800beud - Tera Term VT ) =10lx]

FrANE BERE BEE) IvM-AQ) SEIW ~ATH)

122X enable
12e48 conf igure
12ef{config)f interface wlanld
12eX{conf ig-i1 )] menbar 1-10
12ei{econf ig-if)f end
12eRE show vlam all
ALAH M Type Ports
1 Permsnent Fal.Fad,Fad, Fad,FaS
Fak,Fa?, Fal,Fal,Fall
Gill,Ginz
1] Static Fal,.FaZ,Fad,Fad,FaS
Fab,Fa7 Fal Fal, Fall

12Xl =h vian vlan-by-port
Pard YLAN ID

Pl 0 G0 Q0 el O G e S P s

1 2eNE

Ll

4-1 VLAN BEBR
(show vlan all)
(show vlan vlan-by-port)
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4.2. ANZVT V) —DEE

[go—-m\Wwav7490—vavE—R] £@ [1v9—TJx—23vT749L—vavE—R] [CT

ATV —DEEETVET,

ANZVTY)—BHREINY R

J0-N\3aAvT74Jb—yavE—NR

spanning-tree rst enable

ANZVTY)—EBREIN YR

J0-N\W3aAvT74Jb—yavE—NR

no spanning-tree rst enable

ANZTY)—N\—=YaVEEIVVR

J0-1\)W3dAvTJ140Lb—y3avE-—R

spanning-tree rst version

rstp}

{stpCompatible

TSAFIT 4 R/EINVR

J0-\)3dy T« —vavE-—R

spanning-tree rst priority <priority>

T2A4F YT 1 Hlkk @) OVUR

JO0-\)3dvT710—vavE—R

no spanning-tree rst priority

max-age {REIVVF

J0-N\W3aAvT74Jb—yavE—R

spanning-tree rst max-age <seconds>

hello time 88V R

J0-N\3aAvT74Jb—yavE—NR

spanning-tree rst hello-time <seconds>

hello time HIF% (#H#iL) OVYV K

J0-N\3AV T4 Jb—y3avE—NK

no spanning-tree rst hello-time

forward-delay 883V K

J0-1\)W3dAvT7140Lb—yavE-—R

spanning-tree rst forward-time <seconds>

forward-delay Hifx (#IEi{L) OV R

JO0-\)\3dvT71«0b—vavE-—R

no spanning-tree rst forward-time

M=k RAT—FZAEHIVVF

AVI—TI1—RAV T4 T L—Y3avVE-—R

no spanning-tree rst shutdown

R—bRAT—9REHIVV R

AVI—TI—RAVT1TJL—v3avE—NR

spanning-tree rst shutdown

R—RTSAFUTAREIVVR

AVI—TI—RAV T4 L—YavE-—NR

spanning-tree rst port-priority <priority>

JRAMREIVYR

AVI—TI—RAV T4 T UL—YavE-—R

spanning-tree rst cost <cost>

JZNHIRR @HEE) OV R

AVI—TI—RAV T4 T UL—y3avE-NR

no spanning-tree rst cost

R— b EEREIV R

AVI—TI1—RAV T4 T L—Y3aVE—R

spanning-tree rst init-migration
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egde-port EEEIVY R

AVI—TI—RAV T4 UL—YavE-—NR

spanning-tree rst edgeport

egde-port HlE& G@IfA(L) JvVR

AVI—TI1—RAV T4 L—YavE-—NR

no spanning-tree rst edgeport

point-to-point EIVY K

AVI—TI—RAV T4 T UL—Y3avE-NR

spanning-tree rst point-to-point {forcetrue |

forcefalse | auto}

ANV —J/EBRIVU K

HEE—F

show spanning-tree rst config

ANZVTIV—AVI—TI1—ARESRIVV R

EE—F

show spanning-tree rst interface <1-2 or 1,2,3
or1,2,3-5>

B coM1:9600baud - Ters Term VT =10 =
74D BRE BEE 3vkO—A0 740E7W ~AFH
12ed> enable -
12eX8 conf igure _I
12ef{conf ig)f spanning-Lres verszion retp o
12af{eonfig)] and
12eMl =how spanning-tree config
Globa| RSTF Status: Enabled Frotocol Yersion : RSTP
Root Part HL | Time Since Topology Change @ 30 Sec.
Root Path Cost @ 0 Topology Change Count |
Designaled Root: 3000 Bridge ID & 8000
Hello Time - Bridge Hello Tims
Haximm Age : 20 sec. Bridge Moximm Age : 20 zec.
Forward Delay : 15 sec. Bridge Forward Delay: 15 zec.
pi2edl show spanning-Lree interface 12
Fort 2 3TP Status : Ermbled
Limnk . e
Adwin/OperEdge: FALSE/FALSE Adminy/OperPioP: AUTO/TRLE
Higration : RETP
Port Ztate : Forearding Port Priorily @ 128
Part Rale ¢ Dezignated Part Path Cost: 200000
Dezig. Rool - 8000 Dazig. Cost |
Desig. Brides : 8OO0 Desig. Porl 3 80 De
1eil
=z

4-2 RSTP HREBEHSR

(show spanning-tree config)

(show spanning-tree interface 12)
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4.3. QoS(Quality of Service)DsEE

[DOo—/\Wav7+00—y3vE—R] [CTQOS D

Eal—]

X AE

E—R] [CT [show mis qos] TBRULTLEELY,

QoS BHEEIVY R

ZHTVWET, EXBROBRI.

J0-N\3AvT74J—v3avE—NR mls gos
QoS E\MEREIVY K
J0-N\3AvT74Jb—v3avE—NR no mls gos

CoS—TrafficClass ¥YwEVIEHEIVVR

) ‘ X priority-queue  cos-map  <traffic  class>
J0-N\)\W3aAvTJ«Jb—r3avE-—F L.
<priority>

QoS REBRIVVE
KHEE— R show mls qos

CoS—Traffic Class ¥wEYIBRIVVR
KHEE— R show priority-queue cos-map

=101x

7 MDD BEE BES 3vha—AMD TR ~ATH

12e)> enable

12eX8 configure
12ef{config)f mlz gos
12ef{conf ig)f and
12aM zhow mlz qos

alily of Service Stalus: Enabled

12eXl show priorily-ouess cos-mp

Traffic Class Dueaps
1] ]
1 ]
z |
3 1
| 2
5 2
E 3
7 8
rnzcx: |

4-3 QoS ERESR

(show mls qos)

(show priority-queue cos-map)
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(o] — N =, r—_—
4.4. I hi—bEZIVUVDTDEE
[1v9—T71—23vT7149L—v3vE-—R] CTR—MEZIVU VT DHREETVET, HE
BROBBIE. [HFHET—R] (CT [show monitor] TZHERLLIEIL,

R—MNEZIVVIHEIVVR

AV —=TI1—RAVT1JUL—3avE—R | port monitor <monitored port> direction
{ both | rx | tx }

R—MNEZIVVTHEERIV VR

AV —=TI1—RAVT1TUL—3avE—R | no port monitor

TV VIR EBRSR
HEE—R show monitor

B oM satthmnd = Tera Torm W1

rifD BED BEE T0-M0 0P ARdn
B2l enable
W1 Zekf show memitar

Homitoring Part  Be Monitored Port  Directica Status

b Both Disabled

BPlZelE

44 EZIVVIRESR
(show monitor)
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4.5. |[EEE802.1X7ih— b AR— A SBEFEBEDERTE
(DO—/\)bav7401—vavE—R] & 19710237140 L—vavE—FR] [CT
[EEE802.1X MEREZTLE T, EXRBHRDBSRIZ. FHETET— ] ICT [showdotix<1-20r1,2,3

or1,2,3-5>] TBRULTLEELY,

NAS ID &IV K

J0-N\W3aAvT74Jb—yavE—NR

dot1x nas-id <NASID>

BEALEKOBROEBFREIVY R

AVITIAARAV T4 T L—y3VE—NR

dot1x port-control {auto | force-authorized |

force-unauthorized}

ERNBEFRIAMREIVY R

AVITITAARAV T4 T L—y3avE-—NR

dot1x re-authentication

ERNEFRIIRYRE IV R

AVITIAARAV T4 T L—y3VE-—R

no dot1x re-authentication

BRINEERREIVV R

AVITIAARAV T4 T L—y3VE-—R

dot1x timeout re-authperiod <seconds>

ISA7YV M1 LPY NBEREIVYR

AVITIARAVY T4 T —ravE—NR

dot1x timeout supp-timeout <seconds>

BEHT—/NIILPD NFEREIVY R

AVITITA ARV T 1T L—yavE-—NR

dot1x timeout server <seconds>

Seal AR OV > R

AVITITAARAV T 1T L—yavE-—NR

dot1x timeout quiet-period <seconds>

R BXEEKERREIV R

AVITIAARAV T4 T L—y3avE-—R

dot1x timeout tx-period <seconds>

REBAREERAESRIVY N

AVITIAARAV T4 T L—Y3VE-—R

dot1x max-req <value>

IR E G s e o

AVITIAARAV T4 T L—Y3VE-—R

dot1x re-authenticate

SBELARBHARE IV Y R

AVITIARAVY T4 T —ravE-—NR

dot1x init

SRR IV R

AVITITA ARV T 1T L—yavE-—NR

dot1x control-direction {both | in}

Guest Access &REIVYV R

AVITTAARAV T 1T L—yavE-—NR

dot1x guest-vlan <vlan-id>

Default VLAN 88V R

AVITITAARAV T 1T L—y3avVE-—R

dot1x default-vlan <vlan-id>
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soit VLAN SV Y R

AVITTAARAV T 1T L—vavE-—NR

dot1x dynamic-vlan

Guest Access \NDBERAFHREIVY R

AVITIARAVY T« TJUL—3avE—R | dotix guestaccess ({timeout | both |
auth-fail }

RIEHRNESRIVI R

SET—R show dotl1x {port-based <1-2 or 1,2,3 or

1,2,3-5>

Guest Access. Default VLAN SR ESB IV R

KHEE— R show dot1x guest-default-vlan
Statistics(802.1x)AV >V <
KHEE— R show dot1x statistics <port num> {since-reset

| since-up}

?r‘f.llrlﬂ‘ IIE? F:Eﬁi I.rfn*—uw TN AUl
12¢1> enable =]
1EeX8 confi
1Eed{eonfig) dotle nas-id SHi-1
lEed{config)d interface fastethernetiyl
1Zediconfig-ifM dotlx pl:-:rt-""-'.-ntr-'.-] auto
1ged{config-1if ) dotlx drnamic-vlan
1Zel(config-if)d dotlx suest-wlan 100
lﬁexgcmf'i.g.'if':l# dotlx guest-access auth-fail
1ZeXiconfig=if)ff dotlx default-vlan 1
lfe-igcmfig'if‘.l# dotlx re-authentication
1Zedlconfig=if)§ end
12X shew dotlx port=-kaszed 1
NAS 1D © 3H1-1
Port No & 1 Buthorized WAG Address @ --i--l--l--f--Z--
Port Status * Inauthorized DeerControlDirection  Both
Fort Control ."uta AdminControlDirection @ Both
Maiet Period DB meconds Transmizsion Period 30 meconds
Supplicant Timeout © 30 seconds Server Timeout A0 seconds
Nammum Request ot Fe-auth Peried : 3600 seconds
Per Port Re-auth : Enabled Corrnet PYID | )
Dwnamic VLAN : Enabled ezt VLAY [D : 100
Default YLAK D | Guest Access Nede : Auth Fail
B1GeRs =
=EP=ST =
4-5 |EEE 802.1x RAIRELEBR
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4.6. IGMP SnooopingDE&E

(O0-N\N)3aAvT74T0L—r3avE—R] LU [1v9-T71-23vT 1T -3 vE-NR]
[CTIGMP Snooping DEREZTTVEX T, BEABROBRIE. [FEET— K] [CT [showipigmp

snooping conf] TBRRL TLZELY,

IGMP Snooping 8%V R

J0—-)\ )3T« —y3vE-—R

ip igmp snooping enable

IGMP Snooping %IV R

J0—-)\)V3Av T« UL—y3vE-—R

no ip igmp snooping

NIVFF+ANT1IIIVUYTEHINVV R

J0-\)W3dAvT7140Lb—vavE-—R

ip multicast filtering enable

NIWFF AT IV TEHIN VR

J0-\)\3dvT710b—vavE-—R

no ip multicast filtering enable

I—IVT941LBEINVR

J0-N\)3AvT4Jb—Y3avE—NR

ip igmp snooping aging-time {host |

router} <seconds>

Leave Delay Time €IV KR

0=/ T7«JL—3avE—RK |ip igmp snooping leave-delay-time
<seconds>

—IR—bREIVV R

J0-\)\b3dvT71«Jb—avE—R |ip igmp snooping mrouter interface

<interface-name>

IW—FR—MEIRROY VR

J0—-)\)V3aAv T« UL—y3vE-—R

no ip igmp snooping mrouter interface

<interface-name>

IGMP Snooping FBE—F&REIVY K

J0-/\)\V3AvT71«Jb—Y3vE—R

ip igmp snooping mrouter learn {both |

igmp | dvmrp}

Report Forward Interval 88V B

o0-N\I3aAVvT4Jb—Y3avE—NR

ip igmp snooping report-forward-interval

<seconds>

ARIT 4 ITI—=TAVI\FEINY R

o0-N\3AvT74Jb—Y3avE—NR

ip igmp snooping vlan <id> static

<mac-address> interface <interface-name>

ARIT 4w ITI—=TAVNHERINV Y R

J0-\)V3AvT7«Jb—Y3avE—R

no ip igmp snooping vlan <id> static

<mac-address> interface <interface-name>
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VLAN 71 JVIEEIV VR

J0-/\)\V3AvT7«14Jb—Y3avE—R

ip igmp snooping vlan-filter vlan <id>

VLAN 7 1 JVIHIRROVY Y R

J0-/\)\V3AvT7«Jb—Y3avE—R

no ip igmp snooping vlian-filter vlan <id>

Leave E—REEIVV R

AVI—TI—RAV T4 T UL—Y3avE-NR

ip igmp snooping immediate-leave

Leave E—FRHIRIVV R

AVI—TI1—RAV T4 T L—Y3aVE—R

no ip igmp snooping immediate-leave

IGMP Snooping BBEBRIVV K

HEE—F

show ip igmp snooping conf

Leave E—REBESRIVVE

FrgE— R

show ip igmp snooping leave-mode

ARIT14wITIV—TAV\{ESRIVV R

FrgE— bR

show ip igmp snooping mrouter

VLAN 7« JLIRESRIV VR

FrgE— bR

show ip igmp snooping vlan-filter-table

B coMm1:a600bsud - Ters Term VT

274D BEE BES 3vM—AMO FFIW ~ATH)

=18l x|

12aX3 enable
12eX8 conf igure

12ef{config)] end
126Xk show lp leme snooping conf

YLA&N 1D Port List

1 12s

r1 el

12ef{config)f Ip lgwp snocping enable
12ef{config)f |p lgwp snooping mrouter interface gi0/12
12ei{config)f ip lpep snooping mrouter learn both

1P Snooping Slatus : Erabled
Host Port Ape=Oul Tims @ 280 =zec
Rowter Porl Age-Oul Tiee : 126 =zec
Report Forwerd Interval : B sec

1226 zhow Ip lgwp =nooping mroutar
Dymamic Datection: DVMRP, and IGUP Query

4-6 IGMP Snooping ESHR
(show ip igmp snooping conf)
(show ip igmp snooping mrouter)
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4.7. YD PITIVFT—2 3 VDEE
[o-nwav7«o0v—vavE—R] £ [1v9—T71—R2vT1T—v3vE—R] [CT
DY IPIUT -3 VDEREETVET,

YYOPTUS—2a VeIV R

0=V 7140 —v3avE—NR lacp <LACP-key> <1-2 or 1,2,3 or 1,2,3-5> {Active |

Passive | Manual}

YUY OPITUF— 3 VREHIRIY VR

J0-N\W3aAvT74Jb—y3avE—NR no lacp <LACP-key>
LACP YRATLTSAFUTABEIVVR
J0—-/WWaAv 7140 L—v3avE—NR lacp system-priority <priority-value>

LACP IR—br7'SAFUFT«/EIVVF

AVSI—TI—RAVT1TJL—3avE—FK | lacp port-priority <priority-value>

LACP EBHSRIVY K

KHEE— R show lacp
LACP ¥—8RIVV R

FHgE—R show lacp [<la-key>]
LACP R— RS FVUT«+ BRIV

FHEE—F show lacp port-priority

B co fsiohaud - Tora Torm VT

System Priority -
Hew Kode Nember Port List
1 Astive 11-12

W1 2e8E ghom |:|.-|:- ]

Sormben Priority °

i‘f:vi;t.::n ] : ':-]:]ZC-'JZEFZEE-I';HI'-'G
Mttached Fort List Staedbr Port List

Azsrezator
11 11
12 12

| TR |

47 VVIPITVUG—v3avBR
(show lacp)
(show lacp 1)
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4.8. Ab—Adrbr0O—

[O-Nwadv7400—v3vE—R] (CCAM—=AOY MO-ILDEREE
(45T — K] (CT [show storm-control] TBRBUL TLEELY,

DBRIZ.

Ab—L3vO-)b (FO—

IVDERTE

FF+2A L) BHEREIVVR

AVI—TI—RAV T 1T L—YavE-—R

storm-control broadcast

Ab—L3v OV (FO—

FF+2A L) SEREIVIR

AVI—TI—RAV T4 L—YavE-—NR

no storm-control broadcast

Ab=—LJr 0= RIVFF+AS

.7D_

RF+2A L) BHMREIVVR

AVI—TI—RAV T4 T UL—YavE-NR

storm-control multicast

Ab=LTr 0= RIVFFLA

+J0O—-RF++A ) \EPREIVVE

AVI—TI1—RAV T4 T L—Y3aVE—R

no storm-control multicast

Ab=L3vb0O-b AZF AL - VIWFFAS - TO-FF+I M) BRREIVVE

AVI—TI1—RAV T4 T L—Y3aVE-—R

storm-control unicast

Ab=L3vb0O-b AZF+ AL NIFFFA - TO—

AVSI—TI—RAVT1TJL—Y3avE-—NR

no storm-control unicast

BMEREIVY R

AVI—TI—RAV T4 L—YavE-—NR

storm-control threshold <threshold value>

Ab—LTvrO-LEBESRIVU KR

FrgE— N

show storm-control

B COoMIE00hmid ~ Tora Torm W1

r{ilb) WP It‘ls: T D=0 TP AT
1 Zel> enable B ~
1 1»*:'..- ghem stors-control
Part Storm Ceatral Sethimg:
Ko, DHF/ Boagt Newgt/Beast  Broadoagt  Threshold
1 bl ed Dismb]ed Disabled 1
] Dizahled Dizab]ed Digabled 1
3 Digabled Dimabled DNigabled 1
4 Dieabled Digab]ed Disabled 1
b Dbl ed Digmbled Digsbled 1
g Dieah|ed Dizah|wd Digabled 1
7 Digabled Digal |-c Digabled 1
B Digabled Digab] el Digabled 1
] igabled Disabled Digehled 1
10 Digab|ed Dizab|=d izmbled 1
11 Disabled Disabled Ili bl 1
13 izabled Digabled Dizabled 1
12k I
-

4-8 RAb—L3v+O-IVERESR

(show storm-control)
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4.9. Uo7 0OJLDERE

(UyTav7+1400—vavE-R] (CTUYITTORILOREETVET, BEXABROS

R, [IFETET— K] (CT [show rrp status[Domain Name]]l TBRUL TLEELY,

Vo770 JVEHREIVV R

| 70—V T4 TL—yavE-—R

| enable rrp status

Vo770 JVEMEREIV Y R

| 70—V T« TL—yavE-—R

| no enable rrp status

RRP BXA EREREINY Y B

| 70—y T4 JLb—yavE-—NR

| rrp domain <Domain Name>

RRP R XA VHEROVYV B

| 70—V YT1TL—vYavE-—FR

| no rrp domain <Domain Name>

TEAREIVUF

|UY7aYT740L—yavE—R

| rrp type {master / transit}

Hl# VLAN eV R

| UyTgavT4TL—v3avE-—R

| control vlan<vlan-id>

T—9 VLIAN&REIVV R

| UyTavT140U—v3avE-—R

| data vlan<vlan-id>

TSARUR—REIVVR

|UY0avT740U—yavE—R

| primary port <port number>

ThYFUR—FREIVYR

|UY0avT7400—yavE—R

| secondary port <port number>

fail-period 88EIVV R

| UY0avT7400—yayE—R

| fail-period <seconds>

polling-interval &€V K

| UY0avT40L—yavE—R

| polling-interval <seconds>

D770k JVEESRIVY KR

| ®EE—R

| show rrp status [Domain Name]
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"_.. CAORCT S 00h Iora Torm W1

Fritd WD BED IO PR AR

1Tl enable
1Zekf show rrp slatus

REF Status - Digabled Total Domuin Nusb

[omain Hame Ctel YLAN Data 'l'L.'lKIsJ I!ln.: Satuz Hoée Trne

KAMZHI Pt 1} 1 Idle Ia.ster
Pil2elR shem rre statusz KANSHI

Eif [weain Hame : ERMSHI

KR Hode Type ! Magter

HAF Ring Status  ldle

Primary Part i |

Frimary Fort States | Forwardine

Primary Port Eole ! lpmtreas

Bacondary Port 213

Secondary Fort Star.us Farwardine
Secondary Port Role | Downstreas

Palli [aterval 2 |

Faild Paried VB

Comtrol YLAN oo

Data TLAN i |
| PR

49 VUyI7OFIJVEESRIVYER

(show rrp status)
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5. MEHBEwRORT

FHEE—F] [CTEREBOMETBRODBRZTVE T,

retiEwR(traffic) 8ROV R

‘ FHEE—F ‘ show interface counters <interface port>
metEH(error)y BRIV R
BETE—R show interface counters errors <interface
port>

B coM1:9600baud - Ters Term VT =10 x|
7r4ME BRE BRS 2vF—A0l SavEem ~ATH

EH::':} enable i‘
12edf show inlerface counlers gilf12

Elopsed Time Since Svstem Up @ 000:01:56:52
Tolal RX Byles Tolal X Pils  Good Broadcast Good Multicast
g 100 2

25200
64-Bvte Pkis B5-127 Pkis 128-256 Pkis
187 1 15

256-511 Plt= 512-102% Pd= Dwver 1024 Piis
10 H] 0

I12eXE show inlerface counlers errors gi0/12
Elopsed Time Since System Up @ 000:01:57:05

CRC/AAlign Errors Undersize Flis Overzize Pkis
0 ]

Fragments Jubbars Callizions
1] 0

r"?-::ﬂl )

' 51 JEHEHEROSR
(show interface counters gi0/12)

(show interface counters errors gi0/12)
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6. N\—I3aVPyvITHBLUREANBTDRE - Fu
(HEE— K1 LTI 7 — A I PON—Y 3 VP vy T BLURENSOF v 70— RK/F90
— ROEFEFTVET,

N—=I3VPyTREINVVR

| BEE—R | copy tftp <ip-address> <filename> image |
B Cout:9600buud - TeraTormyr ~iaix
FPAME BEE BREE avk—R{0 S40E ~ATH
Eue}.'} enable J
12e88 copw Lflp 192.160.0.1 ml2exB0O7. rom image

Image Downloading Status

Carvar: 192.188.1.1
iFile: ml2ex0007 . rom
Lion; [Download lmage File & Reset
rotocol: TFTP
Retries Dala received (Byles)

£ ] 94208

M6-1 N—YayvrPyTHER
(copy tftp  192.168.1.1 m12ex0007.rom image)

REABPy’O0—RIOVYVER

| BEE—R | copy running-config tftp <ip-address> <filename> |
RENBIUvO—-RIVVR
| BEE—R | copy tftp <ip-address> <filename> running-config |

46



7. B

(5ET— ] [CTEESHOBREPBESNDERTZITLET,
BEgIVUEF
‘ FHEE—F | reboot {normal | default | default-except-ip} ‘

Ff=. [(DO-N)WAVT400L—3VE—R] [CTIIMN—ESHICERETDIEICEIDE
TOERENSHI Y NI OV ERBL., RELUERERICBREESEZETITDIEHTRETT,

B V—R/EIVVR
| 70—\ YT«JL—y3avE—R | reboot timer <time(sec)> |

BEHY 1 V—ZREUCRETBES ZRTRICEDHELI VRS, BEFHIIV—Z0I(C
TELTLIESLY,

B coM1:9600bsud - Tera Term VT B =10] x|
7rfE BEE BRE avka—m0 SavEam ~A8TH
12e)> enable :‘
12eX8 configure

12ef{config)f rebool timer 600
12ei{conf ig)f and

12aMd reboot normal

12eXd

7-1 HiEEHEE
(reboot timer 600)
(reboot nomal)
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8. PingM=E1T

FTANTOE—RICT Ping DEFETSTENTEET,

Ping I¥Y K

| INTOE—R [ ping <ip-address>
Ping(Oi#)dV > R
‘ FRTHOE—R ‘ ping <ip-address> [-n <count>]
Ping(91 A7 K)IVVR
‘ IRTHOE—NKR ‘ ping <ip-address> [-w <timeout(sec)>]
B coMmi:a600beud - Ters Term VT =10]=|

7ri0E BEREE B2E avME-—AMD P4vEW AT

12eX> ping 132.168.1.1
ply from (132.168.1.1) time= ns
ply from (192.168.1.1) tims= 60 me
ply from (132.168.1.1) time= 30 ms
ply From (192.168.1.1) time= B0 ms
12eX> ping 132.168.1.1 -n 10
ply from (192, 188.1.1) Lime= 30 ms
ply From (132.168.1.1) Lime= 30 ms
ply from (152.168.1.1) time= 50 ms
ply from (192.168.1.1) time= 30 mz
ply from (192.168.1.1) time= 30 mz
ply from (192.168.1.1) times 30 ms
ply from (132.168.1.1) time= 30 ms
ply from (132.168.1.1) time= 30 ms
Iy from (192.168.1.1) tims= 30 ms
ply From (132.168.1.1) time= 30 ms

B18-1 Ping DRETT
(ping 192.168.1.1)
(ping 192.168.1.1 *n 10)
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9. YATFLOTDBR

SEE—R] [CTYRATLOTDBRZTVET,

YATFLAOTSRIVVE
‘ KEE—R ‘ show syslog
YRFLOTTUPINVR
| 70—V T4 TL—yavE-—R | syslog clear
B coM1:9600baud - Ters Term VT =10l =]
7r4IE BERE BRES 2vk0—m0] SavESm ~ATH
12ei> enable ]
12a38 show syzlog
_

Entry  Tims{YYYYARD0 HH:MN:53) Event
1 20010101 00:00z48 Swileh start
2 00T o0z00:58 Login from console
a 200070100 00207132 Login from console
4 HO1/00 00:07:36 Conf i gurai ion changed
] 2001700501 00207:40 Conf i gural ion changed
kB 001401401 00209:64 Enter Comssnd Line Interface
1 2000701700 00:11:41 Conf | gural on changed
] 200001701 00:12:13 Conf | gural ion changed
q 200170101 00:13:19 Conf | gural lon changed
i 01014001 00z14:15 Conf i gural ion changed
11 200070001 00:14:22 Cond i gural ion changed
12 20000100 00214:30 Conf i gurat ion changed
13 2000/0100 00215218 Enter Comsand Line Interface
4 200100401 00216:23 Conf lgurat ion changed
15 2001700401 00215227 Conf | gural ion changed
18 201/01/01 00215240 Conf | gural lon changed
17 200170100 00:16:29 Conf | gural lon changed
18 201501501 001623 2el IP address <132.068.1.254>
19 2001000401 DOz19:22 Conf i cural ion changed
0 20000001 D0z19:48 Conf i zural ion changed

91 YAFTLOTRR
(show sys-log)
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10. EERHRDBS]

USHEE—F] [CTREBRODBRZITVLE T,

REFHRSRIVUF

| BEE—R

‘ show running-config

aud - Tera Term WT

Im

ile Edit Setup Contral Window KanjiCode Help

M12en> enable

M12eXt show running-config

| —— start of configuration —-
i
enab | e
configure
|

énmp—server community 1 public RN 192.188.10.128
snmp-server enable traps snmp authentication
snmp-server host 1 19Z.188.10.128 trap public

snmp-server agent
|

ip address 192.188.10.2b2 2bb.256.260.0
ip default-gateway 192.168.10.254
console inactivity-timer 10
telnet-server inactivity-timer 10

To ip setup interface

priority-queue cos-map 0 1
|

spanning-tree rst version rstp
|

ﬁaC*addreSS*table aging-time 15
|

Ll

10-1 HEBEHRDOSR
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fTERA. {THR

O A9 —TJ1—X
- YL AMRPHR—F HR—b1~10 (RJ45ORT D)
> EEAR IEEE802.3 10BASE-T
[EEE8O02.3u TO0OBASE-TX
- YL AMRPHR—F R"R—HF11~12 (RI45OXRTY)
> EEAT IEEE802.3 1T0BASE-T
[EEE802.3u TOOBASE-TX
IEEE802.3ab 1T000BASE-T
- AvY—=)bik—hk X1 (RJA5ORDS)
< RS-232C(ITU-TS V.24) %40

O RAMvyFAR

- AP - PVR - TxT—RFAR

- J#T7—F4v7 - L—k 10BASET 14,880pps/ii— k
100BASE-TX  148,800pps/Hi— b
1000BASE-T  1,488,000pps/i—

- MACZRUAT—=T)b RASKIVKU/AZvy b

- Ny I 7XEY 128KNA k/1Z”w bk

- JO-—dxvksO-=)b IEEE802.3x(£_EH)
Ny ITLyyv— (F_ER)

O IERBHMEE

- |EEE802.1D ANZvoYyU—=7Os3alb

- |EEE802.1w Sy RZRNZyZJYU—=083)

- |EEEB02.1Q STVLAN (EF&A256VLANZE TOJEE)

- |EEE802.1p QOoSHEBE(4EEREDPriority QueuezHih— 1)
- |EEE802.1X h— ~R—ZFREEHERE

(EAP-MD5/TLS/PEAPSRREA R Z Y R— k)
- |EEE802.3x J0-3r~0-)b
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O I—Yrvhit#
- SNMP (RFC1157)

- MIBIl (RFC1213)

- TELNET (RFC854)

- TFTP (RFC783)

- BOOTP (RFC951)

- SNTPv3 (RFC1769)

O &Rk

- BiR AC100V 50/60Hz 0.38A
- HEEN RBRA12W. |RIN7W

O RIBftk

- BMEFRRERE 0~40 C

- BMEFRREZE 20~80%RH (EEREI &)
- REREBERE -20~70C

- RERERZE 10~90%RH (EEBEREI &)

O IMEfLER

- A 50mm(H)>X220mm(W)X150mm(D)(Z=&88IEER < )
- B8 (E8) 71,0009

O EERH

- BIRmE —MRMEEAVCCHE 75 AABREMEE

(VCCI Council Class A)
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{$8kB. Windows/\{ /A\—2 —=XFJLIZk D

a2 —I)LiR— FREFIE

Windowshf VY XA k=L NcPCEAREBZ VY — IV —T IV TERL. UTOFEIET/\
AIN—F—ZF)LaEEHLET,
(Windows VistallE ClI3R&I—ZFILII 1 L—9ID1 VA N—IVLHANETT, )

@

@

Q@ @© © ®

© ®

WindowsMSF R T N—D[RF— R RIvETU YT L, [FOTSL(P)-[FPItEHU]
—[BE|-[N\IN—F—ZFI]EBIRLET,

[EROREIDT « Y RONRONEF IO T, FEDORZE BIZIE Switch) ZAA. 713
VEREIRLU, [OKIRIVYZEIUYILET,

[BEBES|V 1Y RUNBRONEITDT, BHEAEIOBDTINI T/ A _1—=TUw D
L. “Com1” ZBRZB[OK|RIYEITUYIULET,
Uy ZCTEOVYV=ILT—=7)IbA Coml [CEHESINTLDENELET,

[COM1 OTONF11EVNST 1Y RORDIE Y ~ /BB IDHTT LI IV X Z1—%
JUwvZIUL. “9600" ZBRULZEI,

[Z70—##(F)] OMOTII IV AZa—%TUvIU, “RBRL" ZBIRE[OK|RI V%
dJUyIUERT,
NAN=F—=ZFIVDAA VA Za—D[ 771 IVF)]|&TUv T U, [Z°0/VT 1 (R)] %R
LET,

[<name>D7'0/\T « ] (<name>F@TAALTERD EWLWDT« Y ROABRHNE T,
ZZ T, D14 VROARLBICHD “|]E” 27Uy I L CEERZYDEX., “ITIaib—v
SV(E)Y OBTTIIIYAZ1—%TUvIFTBDEURRARRSNETOT, “VT100”
ZEIRL. [OK|RIVEITVUYIULET,

BUREHEAE (X Z1—#R) DAECRK > TAEEDREEXTLE T,
REMETUIEBNAIN—F—=ZFIDXA VXA Z21—D[ T 71IV(F)]|ETU v T U, [\ 1
N=F—ZFIDOETX)ZI2VUyIULET, I—ZFILEaTHRL THLLNEDIHERBEL
TEFXIDT, [BLWY)RIYZTUYIULET, ELUT NMIN—F—ZFILDREZR
FIDHEDIHZBVTEXINDT, [FLNY)HRNIVETVUYIULET,
NAIN=F—=ZFILDT« >V RI(C “<name>.ht” (<name>E@TAAULTERD &LVD
T 71 IVOMERIENE T,

REMS(E “<name>.ht” Z97ILITYU YT LTINAIN—F—ZF)LEEHL. @DEBIEZEITZ
(FEREBDIRENTBEE DX T,
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fF8kC. IP7 FLABEREHMAEICONT

IP7 R L AGRFREHEZER T DROERRICOVTHEBALET,

(EEEREY 7 D7)
NFYZy ORISR IPREREY 7D 17 V3.01/V4.00 /V4.24R00
NFIZYIIRATLARY NT—DZKASHE By bPyTVYTRD T 7 Ver3. 10R00

(ERETJREIRE]

PPRUZR, Y72y hYRD, FT#IbMF—ho T
FYRFLE

KINFYVZWI VAT LRY NT—JZHASHEY T NI T P TOHREIRETI,
YIRDIPLETI}E “AXSE” ERRSINKT,

(HIRREIR]
cTFIVT 1 BROICSH, ERRARLD207BOARERENTRETI,
TIEUIPPRLR/BTRY SNRD/FI#IWNT =D x4/ DA—H&/INXT—FD

N IHBEARREDSS, KREOHIRICEFRR < RENTIETI,

KR ZBETCH—BCERRSINIITOT, REDHREZHIBITDIENTEET,

===

axX ke

INFIZY I VAT LARY N T—DZARASHEY T b D T 7 OLUTO#BEFMIGL THD
FEADT, ERIDIEFTEIEA

- AASANDUVT” RIY
- "BEEREREE

KRY N T—=INASDBRBRISEA —NDRANCHERLIESL,
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WMEMNL? EBbhbhT=5

HENEBONIEE(}. FI FEDEBICH > THERZT > TS,

@LED RREgE
B LED(POWER) W' SUT L AL S
OTEI— RO TOEEAN?
- BEI—RHBER—NCHIHENBNL D, BECERFINTLDINE
BLTLIEE,
WU Y7 /#SE LED(LINK/ACT. ) AT LRV S
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