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NS A—5 =
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TLBEEICL > T, IR—bFPRIVICBHITIEERN—
BLUVRIYRPOVE—RICRBIR—ENRELET, B
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IGMPRA—E BN I—T7—T I

VID (1-4094) IN—FFELR

S — I s || =e=
I hURET:0

I =7 S At
IGMPRA—E S —TF—T )L

VID (1-4094) HI—TFFELR

S — e i s || =e=
I hURET:0

5-47 IGMP RX—EV T T IV—T&E

[IGMP AX—EVT ARSI T4 v ITI—TH/RE ]| I3V TR UTD/INS
A—IZRECTEXT,

NS A=5 =
VID fEFAT 2 VLAN ID ZANLE T, &EIL 1~ 4094 T,
TIW—=TPRLR IPYILFF+ANTIV—TPRUAZANDLET,
FtaR—b -8 THR—-b | ERTIR—-bZBRULET,

[BA]ARIVvEIVUYILT, BELBRICEDLWTHLLWIY MU ZEMNL
75
[EIBR | "9 vEDIUYDILT, BELEBRICEDVWTIVNUZHIBRLED,

[IGMP AX—EVTRI T4 v ITIW—TF7—=TIL €T avTRE UTDN
IX—HERETETET,

NS AX=5 L
VID €92 VLAN ID ZBRELVANLEY, &#HER 1~
4094 TY,
TIW—TPRLZR SIARIVET I IU, IPRIVFF+IARTI—TFR
L2XZAALET,

[BFR|RIvETUY I LT, BELVBRRFGICEDVWTT—TILAOGIV
UERRL, RIRLE T,
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5 L2 hEE
5.7.1.2 IGMP AX—EV T JIL—T5HE

[2BR)NIVZETVUYIULT, FATEBRIY MU ZINTREL, BRLE

ER

[IGMP AX—EVD DI =TF7=TI | 8T a>vTlE UTDINSA—9%H

ETEET,

NSA=5 BE

VID fEFAY 2 VLAN ID ZBRELVANLE T, #HEIE 1~
4094 TY,

TIW—TFPRLZA SYFRIVEIUYIL, PYLFFv AT I=TFR
L2EAALET,

EER L IGMP Z'Ib— 7' D lERERRLUE T,

[BR]NIvZETVUvIULT, BEUVERRFHICEDODVWTT—JILROIY

UZRRL, ZRRULET,

[28RB|RIVEIUyILT, ARTERBIY N UETNTREAL, RRLE

ED
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5 L2 8
5.7.1.3 IGMP AX—E>VT 7 1 ILIEE

5.7.1.3 IGMP AX—E>D 7 1 ILIEE

ZOU+1YRIZRAWVT, IGMP AX—EYT 7 1LY DHREZITL. REMBZEZER
mLET,

[L2 #8885 ] > [L2 RILF++ A M@ ] > [IGMP AX—E V7T | > [IGMP AX—
EYI T4 ILIBE]ETUYILT, UFOD 1Y ROERRLET,
(OWMPT oD oaIaar T —

IGMPR R — EL 4 Wl IR E

b At -+ #TH -t HIBE ¥ (1-1000)

Gil/1 Git/on ~ [ It
IGMPRR— T RIIRERE

Fbs -t e HIFE# (1-1024)

[Gition [Giton v [ |

HEEETovay Except ACL Name WID (1-4094)

[Default Pz ohars s ]
b At -+ #TH-F WID (1-4094)

G0N Git/ ~ \ |
FOERTL-FRE

Fbs -t #T -t Tav I

[Giion [GioA ~ [Add ~]

ACLE# WID (1-4094)

2 ctar | CEmuece | ] [wm ]
IGMPRR — BT 21 35 —F Ik

Fbs -t ST -

[Gition [Giton [ wa [ smm |
Ik'REs:0

B 5-48 IGMP AX—EVT 7 1 LIRE

[IGMP XX — > D SH#IREE | t7 v 3Tl UTD/S5 A —9%/ET
%9,

NSA—=5 BE
BaR—b -8THR—b~ |ERAIDIR—bZBRLET, TN [R—k]FTVav
ZUTO7 023 vE U TERUCBSICOAFIATEETT,
IR HEHEANLET, BEDA V9T I—XLTAA v FH
WMBTED IGMP &N Ty hOL— b ZRELE T, EHEH
[@1~1000/%7 vk /BTY, [HIERL ] FT7y3 V%R
RUES, HIRZEDREET,

[BF | RIvETUyILT, BEERRLET,
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5 L2 hEE
5.7.1.3 IGMP AX—EV T 7T 1 ILIEE

[IGMP 22—V JHIIREE | 7> 3 VTl UTO/INS X—9%@ETEE
P

NSA—=5 8=
FaR—b -8 THR—-b | ERATDIR-hZRRLET,
HllPRER HIRKZEANLE T, CDINSX—FZAHNT, FRTIEER
IGMP ++ v 21TV bUDEZERIRLEIT, &EHEE 1~
4096 T,
Banrorvay BBRR7IYavEBRLEY, JONSIA-IZANT,

HIFRB B CH T ICRBIND I I —TEZNET D HDE
EEEBELE T, BIRTDEIRIUTDESD T,
e [FIAIWK]-TI7AIWEDFPIYavRETEINET,
e [BE]-HLLWIIIL—TAROYITEINET,
e [UTLAR]-HLWIIIL—THREEVWI I -TEES
B‘BhDEI,
Except ACL Name BE|IPPIERURDERIZAALET, PTEBRUR S
THOINTWBDTIL—2" (*,GQ) F£lEFF+=xIL (S,G)
(&, HIEMNSEFEISNET, FrXIL (S,G) ZEFATDIC
& POEBRVURANIVRIUDY—XFPRUVADT 14 —ILF
[C IS] &BEL. TH AT R—Y3avYFPRLUADT 1=
R TGl &BELEY, 7= (*,G) =FOdDICE.
PIBAUZARNIVRUDY—RXAFPRUVADT 1« —JLRIC
fanyl Z#8EL. TARATARX—YaYFPRUVADT1—)b
R TGl &BELE T, Billd 32 XFEFTTI, HDL)
(. [BRUTLKES W, | RIVZTYYILT, CORE
[CERTDIRAM Y FTHRESNTLDIRFEOFI AU
@=L, BRUET,
VID fEFAT D VLAN ID ZANLEY, #HIE 1~ 4094 T,

[BA]RIYZETIVYILT, EBEUVLBRICEDVWTHLLWIY MY ZEMNL
=
[ERR | RO vETVUYILT, BEVLBRICEDVTIVMUZHBRLED,
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5 L2 hEE
5.7.1.3 IGMP AX—EV T 7T 1 ILIEE

[PORADIL—TRE] €IV 3V T UFONSA—IERETEET,

NS A= e
mgaR—b -8 THR—F | ERTIR—bZBRLET,
FIvay [ &850 ] £B/RL T, AALEERICESVTHLLIV Y
ZBMLE T,
[ HIBR ] ZBRLU T, AAULRBRICEDVWTIY Y ZHIBR
L&,
ACL & BEIPPILCRAVRNDERIEANLET, TD/INSA—F

EBNT, I-YILTI—7 (*,G) "\OBMEHFILET,
FIRAURARIVRUDY—RXPRLUADT 1 —ILRIC
fanyl ZEEEL. T4 AT 14 RX—YaVYPRUVADT 1 —)b
RIC TG) &I8ELET, 2Hll 32 XFETTY, 530
F [BRULTLREEW, [RIVETUYILT, CORE
CHEATDRT Y FTRESNTVWBHEED P T EAU R N
ERTL, BRUET,

VID AT VLAN ID EAALET, &EE 1 ~ 4094 TT,

[BF | RIvETUyILT, BEERRLET,

[IGMP AR —EYT T4 IL9F =TI | €723V TR UFD/II5 XA~ %
ETEET,

NS A—5 BE
BMATR— b - 8TR— N | @RI BK— EBRLET,

[BF|RIvETUY I LT, BEUVBRRFGHICEDVWTT—TILAOGIV
UEREL, RRLET,
[2BRMN9VETVUvIULT, FATERIY MU ZINTREL, RRLUK
ER

[FSBR | RI9vETVUYILT, COIVRYICETIFHMBRERRLUE
ER
BROR—INEETDHERF. X—IBESZEANL. [Go] RIvZTUvIL
TRHENDR—ICBELET,
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5 L2 t#4ge
5.7.1.3 IGMP AX—E>VT 7 1 ILIEE

FHSR NI vZIUvILT UTFDOY 1 Y ROZRRLET,

—

IGMPRA—E > IF I LT —T I

> bhugsta
IR— b Gion

Not Configured Not Configured

[ [ Kl B

B 5-49 IGMP AX—EVT 71 JLIRE FHBSR

BRONR—INEETDHESE. X—IBESEANL. [Go] RdVETUvYIL
THENDR—IICBBLET,
[RBZ )R9I UYIULT, BIDT 1Y RDIICRDFT,




5 L2 #ge
5.7.1.4 IGMP AX—EVIRILF+ + A~ L—F &R

5.7.1.4 IGMP AX—EVONIFF++AMIL—T1EHR

ZOU1YRUZRAWVT, IGMP AX—EYINILFF+ A MI—Y DEREZETT
L\ BREBERRLET,

[L2 #8885 ] > [L2 RILF++ A M@ ] > [IGMP AX—E V7T | > [IGMP AX—
EVORILFEr AN—IEER]ETU v ILT. UFOD 1Y ROERRLE
R

T & = 3

IGMPRA—E > INF+v A bA—FHR— hRE

VID (1-4084) AT HL—Z3> sEwi— BTA-—~
[ | [Port v [Gi1/on [Git/on v | [T I 5

IGMPRA—E > IRNFFv A PL—2R— rT—T Il

T husssti

= ]

1 Gi1/0/10 (Static)
[ 1| [ Em

5-50 IGMP AX—EVINILFF++ A MIL—YEHR

[IGMP AX—EVIRIFF+ ARI—FR—rEE | €IV avTR UTD
INSAXA—FZRETEET,

NSA=5 B
VID AT VLAN ID ZAALF T, hEIE 1~ 4094 T,
dVT740b—v3ay R—bAVT40L—2avaBERULEYT, BIRTDERRU
TOESEDTY,

o [R—bF]-BELIA—FERIF 1 v ITILFF+ RN
W—F—hCLET,

o [BIER—F]-BELIA—FEILFFbIN—F
R— R CLEB A,

BtaR— b - TR—~ | RT3 R— FEBRLET,

[BARRIrEIUyIULT, BELLBRICESVLWTHLLWIY M UZEEMNL
£,
[BIER | RO vETUYI LT, BELLBRICEDSVWTIV MY ZHIBRLED,
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5 L2 hEE
5.7.1.4 IGMP AX—EVIVILFF++ ANIL—SEHR

[IGMP AX—E VT RILF£+ A —IH—rF—TI ] £I¥ 3 VTR, MU
TONSA—IERETEET,

NS A—5 BE
VID 9IS VLAN ID ZEAALZET, &HIE 1~ 4094 T,

[BF|RIvZETU YT ULT, BEUVBRRFGHICEDVWTT—TILAOGIV b+
UEBRRL, RRULET,
[2BR]NI9VETVUYIULT, FIATERIY MU ZINTREL, BRUX
ER
BROR—INEHET 2HEF. R—IBSEANL., [Go] RIVETUYTL
TRHENDR—I([CBELET,
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5 L2 #RE
5.7.1.5 IGMP AX—E VT HEtRE

5.7.1.5 IGMP AX—EVT#EtEE
ZOY 1Y RYEAVT, IGMP XX —EV T st s RRELVIUPLET,
[L2 #9551 > [L2 TILF++ AN ] > [IGMP AX—E>Y7 | > [IGMP A X —
EVOMEERE ]| 27Uy ILT UFOY« Y ROERRLET,

P2 3 RSLE

IGMPR A —E > THETHE

Hit VID (1-4094) BapaR— b #TH—F
[an v [ | [Giton v] [Giti0n v 2U7

IGMPRA—E TRt T—T I

wRS1T VID (1-4094) Btti— ®TH—
[vian v | [Giton | [Giton v] [ &= || ze= |
T U1

s | s | s | s | s | = |

ot s [ uer o | | om0 e | Ak [ ey [ | Ak (x| k[ oo |

1 L] 0 L] 0 0 0 0 L] 0 0 L] 0 0 0
DR EE =

5-51 IGMP A X —EV T #fst%E

[IGMP AX —E U IHEtiaE | €7 v a v Tld, UTDINSA—IERETESE

C
NS 3—5 BE
st (Y97 T—2EBRLET, BRI MEE[2],
[VLAN]. B&T[H—F ] T
VID AT D VLAN ID ZAALF T, &hEIE 1~ 4094 T,

COATYavid, [#HiEt] ROV T2 U KT [VLAN]
BRI BS CRIFETETT,

IR — b - 8THR—~ AT K- EBRLET,
TOFTVaVE, [#EH] ROvTIIVURLT

[ =k | £BRUBSICHATETT.

[JUP | RIVETUYILT, EBELEERBCEINTHEBEREIUPLE
R
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5 L2 hEE
5.7.1.5 IGMP AX—E VT HEtRE

[IGMP 2X—EVI#HEtT—T I | €72 3V Tlh UFONSA—IERET
=ET,

NS x—5 =

BRI T (VI TI—ADI1TEBRLET, BRI ER
[VLAN] 8&U [ F—b | TF,

VID BT 3 VLAN ID EASLET, BEIE 1 ~ 4094 TY,

COFTVaVE, [REIAT | ROvTIIVURLT
[VLAN] &R U B (CRIFTETT.,
Btai— b - TR—~ | @RI R— M EBRUET,
COFTYaVE, [REIAT | ROvIIIVURLT
[ R—b | EBRUSSICRIFETETT.,

[BF|RIvZET Uy I LT, BEUVBRRFGHICEDVWTT—TILAOGIV
UEBRRL, RRLET,

[£2BR NI YZTVUvIUT, MAGEBRIY MY ZIRTREL, RRLE
EP
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5 L2 ##e
5.7.2 MLD AX—EY7J 5.7.2.1 MLD AX—EVTHE

5.7.2 MLD AX—E>T

5.7.2.1 MLD AX—EVITEE

ZDU 1Y RIZAWNT, MLD (Multicast Listener Discovery) AX—E>V7T
DFEZETL, REBERRLET,

[L2 #8 ] > [L2 9ILFF+ X RH#E ] > [MLD AX—E>Y7 > [MLD AX—F
VOBRE]|EIVUYILT, MFOY 1Y RuERRLET,
I e - ——

S0—)ULEE

20— ULRRE B e B3 [ |
VLANIRESZE

VID (1-4094) 77 omm esn R
MLDRA—E>F7—T I

VID (1-4094) [ | = == |

T huUgsEt

[ w v e

1 default Disabled HiEEE Ex
[ 1| [ &=

5-52 MLD AX—EVTERE

[JO—/NVEE | £7v 3 v Tld. UTFONSA—9ERETEET,

NS A=5 8=
J0-NIViRRE MLD ZX—E>YO 0o O—-NIVIREBZEMEcEFEMICL &
ER

[BA|RIVETUYILT, BEERBMLET,

[VLAN REESRE | €7 ¥ 3 VTR, UTONSA—95BETEET,

NSA=5 1=

VID AT VLAN ID ZAALF T, EEIL 1~ 4094 T,

[BA]RIVETUYILT, EELEBRICEINTHLLIY FUEEIL
7,
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5 L2 t#ge
5.7.2 MLD AX—EY7J 5.7.2.1 MLD AX—EVTHE

[MLD AX—EYIF—T) | £72 3V Tlh, UTFO/NSXA—IEBETEE
CB

NSA—5 A
VID AT 2 VLAN ID ZAALF T, EEIE 1~ 4094 T,

[BF|RIvZET Uy I LT, BEUVBRRFGHICEDVWTT—TILAOGIV +
UEREL, RRLET,
[28R|R9VZT0UvyIUT, FFUERIY N ZINTRRL, RRLK
9,

[FHESR | RI9vETIVYILT, COIVKYICETIFHMBRERRLUE
ED

[RE|RIVEITVYILT, TVEUDHREERELF T,
BROR—INEETDHERF. X—IBSZEANL, [Go] RIvZTUvIL
TRENDR—IICBEHLET,

[H@BR | RIvETUyILT, UFOY 1Y RUERRLET,
viLD . IVLAN
MLDAF —E2IVLAN/SS A —5
VD 1
1 )
IrAu—J E (hA FS—2)
FOFLR—F+ 24 E U-AFELA)
HTUPHRE )
LTUN—Z3 v2
LTUBR 125§
BASERR 108
OJA A2 2
BHRUIT—STUBER 138
HEFHIE 0
N

553 MLD AX—EVTRE FHEBR

[FE|RIVETUYILT, BEERELET,
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5 L2 t#4ge
5.7.2 MLD AX—EY7J 5.7.2.1 MLD AX—EVTHE

[FE | RIVERR [EE | RIVETUyILT, UFOY 1Y RYERRL

9,

LD B~
MLDAA—F > VILANZEE

VID (1-4094)
REE

IJrRBU—J
FOFSLAM—FT 1 24

LT UFHRE

LTUN—Z3

HTURERE (1-31744)
BASERRS (1-25)

O)Z hRAZER (1-7)
BIEURF— LT URR (1-25)
FERHIE (1-1000)

VLANCTGE

—
A7 o B3
B © B3
= e®  Y-2FRLR[
= © B

m e

R

.

e

o eamay

5-54 MLD AX—EVIHE (R, 1BIE)
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5 L2 hEE
5.7.2 MLD AX—EY7J 5.7.2.1 MLD AX—EVTHE

[IGMP AX—EYVT VLANBEE | €73 VTR UMTOINSXA—F%ERET

EEXT,

NSA—=5

A

Fast Leave

MLD XX —EV T SRbREEZEN I FEHICLET,
BRCUIHE, YATLTMLID FBEX v E—Y%%RETD
& REBICAVYNEZRBSEE T,

J0FILR-FT1 VT

O+ Y UiR— bEBEZED X FEDCLET,

V—APKRLA IOFYUi—T1 VT DY—RIPPRULRAEZANLVE T,
COFTvavid, [F7OFVLK—F1 VT | T[EW] %
BRT 5 EMCHROET,

JTUPIREE DTUPREEENEFENCLET,

JIVUN—=-Y3y

MLD XX —EY T I TUPHEET 2— BB I TU /v
-3 VERRUET, BRI BMERE [1] & [2] TT.

2 TVER MLD O—fMBR T TYXvE—I% MLD AX—EVT T T
U7 HEBNICEET 2EREANLEZT, &BEER 1~
31744 TY,

BRAMSEFE MLD XX—EVTITUT? KNI XSNTUVDRANE

R #) ZANLET, &EHEE 1 ~25TI,

Robustness Value

MLD RX—EV T THEET DO/ S RABREANLF
jo %ﬁl; 1~7 —Z\-\jo

=YX F—TJTVUER

MLD AX—EVYTITU7PICLD. MLD ZIL—TBEEF
FOW—=TYV—-ZXBED (FrxRIL) TJTUXyE—IDX
EERZEANDLET, &#HEIE 1~25TT,

SRR

HEHHIRMEZANDILE Y, &HEldE 1~ 1000 T,
[ #IRBL | A T7’yavaEFVCLUIBE, CO7O0771)
(CHREHRZERL XA,

[BF | RovETUyILT, BEERRLET,
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5 L2 #RE
5.7.2.2 MLD AX—EV T T I —T8EE

5.7.2.2 MLD AX—EVT T —THEE

ZOU+14YRUZRAWVT, MLD AX—EYTTIL—TDHREZITL. REMBEZEXR
mLET,

[L2 #8 ] > [L2 TILFF+ ARHE ] > [MLD AX—E>Y7 > [MLD AX—F
VITIW—TBE]ETUYILT. UFOU 1Y ROERRLET,

W e e - ———
MLDRRA—E ST RGT A w2 T I—THE

VID (1-4094) HN—TFF7ELR BEnEA— BTHR—b
[ | FF11znt | [Giton +| [Gion v | EE | i |

MLDRARA—E>FREGT 1 v 2IN—T7—T

VID (1-4094) AL—TFELZ

N — Cwe [ =es |
T husEt

C onT7ra

1 FF11:11 Gi1/0/10
[ 1 [ Em

MLDAR—E G 5N—TF7—T

VID (1-4084) TN—FTFPFLA
o[ ] £ [ &= |[ === |
I hUsE:0

5-55 MLD AX—EV T T IV —THE

[MLD AX—EYTRI9 T4 v ITI—TE/E | €T3 vTlE. UTD/INS
A—IZRETEXT,

NS AX=5 =
VID A9 VLAN ID ZAAL &Y, &H(E 1 ~ 4094 TY,
TIW—TPRLZR IPv6 VILFF+ XM TI—TFRLRZEAALET,
RER— bk - 8THR-—b | ERAIDIR-bZRRULED,

[BA]NIYZETVUYILT, BEUVLBERICEDVWTHLLWIY MY ZENL
ESCIN
[BIFR | RO >ZT Uy I LT, BELLBRICEDSLWTCIV MY ZHIBRLE T,
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5 L2 hEE
5.7.2.2 MLD AX—EVIJIL—TEE

[MLD AX—EYDRI T4 v ITI—TF7=TI BT 3 vTE UTD/N

AT ERETEEXT,

NSA—5 A
VID AT 3 VLAN ID ZBRELUANLE T, &#HEIG 1~
4094 T,
TI—=TPRLR SIFRIVZEITYYTU. IPV6 NILFF+ AT IL—T7

RLRZAALET,

[BF|RIvZET Uy I ULT, BEUVBRRFGICEDVWTT—TILAOGIV

UZERRL, ZRLET,

[2BR])NI9VETVUYIULT, FIATEBRIY MUZINTREL, RRUK

ED

BROR—INERTDHERF. XR—IBESZANL, [Go] NIy &ETUvIL
TRHEDR—ICBELET,

[MLD 2RX—EVITI—TF—T I | 7va VTl UTFOINSA—9 %5

ECEFT,
NS A—5 B=

VID A9 2 VLAN ID ZBRELVAALET, #HER 1~
4094 TY,

TIW—TPRLZA SIFRIVETIYIU IPV6NILFF+ AT IV=T7
FLRZEADLEY,

2 I0ATYavEBRUIBE. MLD 7)V— 7 DsFlER%E
e N VE=SC N

[BR]|RIVETUyIUT, EELERREHCESVTF—TILROIY

UERTL, RRLET,
[£8B|KIVETUY
7,

LT, MATERIY MU ZINTRRL, KUK
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5 L2 8
5.7.2.3 MLD ZAX—E>7T 7 1 LIEE

5.7.2.3 MLD AX—EVT7 1 ILIEE

ZDU+1YRIUZRAWVT, MLD AX—EYT 71 ILYI DFREZITL. REMBEEZER
mLET,

[L2 #8551 > [L2 RIUF++ AN | > [MLD RX—E>7 > [MLD AX—F
VI TAIWIBE]|ETUYILT. UFOD 1Y RoERRLET,
B e —

MLD AR —E2A4 el

Feldeadl -t wTH-+ FIER®: (1-1000)

| | \ |mesL
MLD AR — 240 BIREE
Rttt Eg Sl HIEE (1-1024)
[Giton [~ [Git/on [~ [ |
pisHsl Rl Except ACL Mame WVID (1-4094)
—
Default [~] il
Rttt ESE T VID (1-4094)
I ) I ) \

FRERTN-TFEF

Fldgadl - “wTH-F bl v

[Giton [+] [Gi1on [~] [Aad I~
ACLE# VID (1-4094)
B2 chars = ]
MLD AR 2T 2105 — ik
Rttt EN g S
ET— Gt ]
TU-BE: 0
it T e

ETTEF-ANEHT A

5-56 MLD AX—EVT 7 1 JLIRE

[MLD AR — bV SEHHIREE | t7 >3 VTl UTFD/IISA—9EB/ET
=F7,
NSA—=5 Bi=

BMAR— b - &TR—~ | @AT2R— FEBRLET, Chid, [K—h | 4TY3Y
EUTOPIY 3 v E L TRRUIBAICOAFIRTETT,
HIBREY HRMEANLET, CORNRMERNT, BEDT
TJI—XLETRAy FHUETED MLD Flfl/ N7y koL —
hESRELET, ®EE 1~ 1000 /%7y b/ BT, [HIR
BU A7y 3 v EBRUBE, HRERMDBEET,

[BA|RIVEIUYILT, BEERRLET,
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5 L2 hEE
5.7.2.3 MLD ZAX—E>7T 7 1 LIEE

[MLD 2R —E Y THIIREE | 7Y 3 VTl UTONSA—9EB/ETES

ED

NSA—=5

A

RN — b - #THR—b

FERIDIR—hZBRULET,

HllPRER

HIRZANLE T, CDINSTA—FZANT, {EMTIRER
MLD #+v2a1TYhUDEZHIPRLEXT, SBEIL 1~
2048 T9,

Besrovay

BBE7 Y3V EBRLET, CO/NSA—IEANT,

HIRBER (3 (CRBEND T I — T ENET B0

fEEIEEL T, BRI BEEUTOEBD T,

e [FTAIN]-FTHNRDPIVIVAERFINET,

. [BE]-FLLWIL—THAROYTINET,

e [UTLAR]-FLOWIL—THBBENT - T EBE
BHDET,

Except ACL Name

BEIPPIERAVYRAMDERIZANLET, PTEAVUR b
THASNTWB D=7 (*,G) FlelFF+=IL (S,G)
& HRMSHRIISNET, FrRIL (5,G) ZFHTTIIC
E& POEBRAVRANIVRUDY—-RXRFPRLVADT 1 —ILE
T IS &BEL. TARTAR—Y3aYPRUVADT 1=
RIC TGl &EBELET, JIb—7 (*,G) =HIT T BITIE,
PORGAVANIVRUDY—-RFP VAN T 1 —ILRIC
fanyl Z88EL. TARATARX—Y3aYFPRUVADT 1 —)b
RIC TG) &EBELE T, EHIlE 32 XFETTT, HDL)
(F [BRUTLES W, | RIVETU Y I LT, COFRE
[CERAT DR Yy FTRESNTLWDIERENT7 T EIUX b
=RRL, BRUE T,

VID

EATD VLAN ID ZAALE T, &hEIE 1~ 4094 T,

[BA]RIVETUYILT, EELBRICEINTHLLIY FUEENL

EC

[ERR 1 RO vETVUYILT, BEVLBRICEDVTIVMUZHBRLED,

[PORADIN—TEE ] €723 VT UTONSA—9EBETEET,

NS X—5

8=

FtER— b - #THR—b

FERTIR—~ZBRLET,

roJvay

[Ehl ] ZBRLUT, AALBRICEDOVWTHLLWIVNY
ZBMLE T,

[ EIFR ] ZBIRL T, ADURBRICEDVWTIY MY EHIBR
LET,

152



5 L2 ##e
5.7.2.3 MLD ZAX—E>7T 7 1 LIEE

NSA—5 =
ACL &7 BEIPPIERVRNDERIZADLEYT, CDINSA—F

ZRAVWT, I-HCIIL—T (*, Q) "OBM%EFILFT,
PIBAVINIVRUDY—XPRLVADT 1« —IURI(C
fany] ZIBEL. T4 AT RX—YaVYPRUVADT1—Ib
RIC TG] &EELE T, ERIF32XFETTT, HdDW
[F [BRUTLKIEZ W | RI9VYZTY v I LT, CORE
CHEATDIRA Y FTHRESNTLIREENDPIERAY R+
ZREL, BRULEX T,

VID 92 VLAN ID ZAALFY, &HEIE 1 ~4094 T,

[BA|RIVEIUYILT, BEERRLET,

[MLD ZAX—E YT T4 ILIF=T I | ET¥3 VTl UFONSA—9%H
ETEET,

NS A—5 BE
BATR— b - 8TR— N | @RI BR— EBRLET,

[BR]|RIVEITUvILT, EELERREHCESNTTF—TILROIY
UEBRTL, BRLET,

[2888 ] RIVEIU vy ILT, ARTERTY FUATANTRRL, ZRLE
7,

HWBRB | RIVETUYILT, TOIYRUCHT 2HBEREERLE
EP
EBHOR—INEET 2HEE, R—IYBSEANL, [Go] RIVETUYIL
TREDR—ICBBHLET,

—

—

FHER NIV ZTUvILT UTFDOU 1 Y RUZRRLET,
e  ——

MLDRIA—E G 7 o7 —T N

T U1

T e

I T A =22 S
Not Configured Not Configured
1 (1] [ e
B3

5-57 MLD AX—EVT 7 1 VIHRE GFEHBR)

EROR—INBETDHE}. X—IBESEANL, [Go] RIVETUYIL
TREDN—ICEILET,
[R2 | R9vEIUvILT, BIND 1Y RYCRDET,
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5.7.2.4 MLD AX—EVIVIF++ ANIL—91ER

5.7.2.4 MLD AX—EVIRIFF+AMIL—T1ER

ZOU+1YRUZRAWVT, MLD AX—EYINILFF+ A MIL—F DREZTTLN
HEEZRRLET,

[L2 #8E ] > [L2 RILF++ A M@ ] > [MLD RX—E>T' | > [MLD AX—E
VIRILFFE P AN—IBR] ETUv I LT, UFOD« Y RIERRLE
R

MLDAR—E I RNFF v R M—FR— 3E

VID (1-4094) 3T —23 EEmi-b #TH—
[ | [Pont v| [Giton v| [Gition v &R | [ B

MLDAR—EIRNFFv A M —FR— 77—

T huskEti
I

1 Gi1/0/10 (Static)
(] [ 1| [ Em

5-58 MLD AX—EVINILFF+ X M-I 1ER

[MLD AX—EVIRILFF+ AML—IR—rEE | T3 VTR UTD
NIA—IERETETE,

NS X—5 =
VID Y% VLAN ID ZANLE T, EEIE 1~ 4094 T,

qvT40Lb—vay  |R—hOVT10L—vavEBRLET, BRI BB

FTOEBDTT,

o [R—b]-BEEHR— FAVILFF R SHHIL—F(C
BHELTLSHDELET,

o [BLER—b |- BEFHE— MATILFF v X S iIL—
9ICEHELTORNEDELET,

FtaR—b -8 THR—-b | ERITIR—bZBRUET,

[BAE]RIVZEITUyILT, BEVKBRICEDLWTHLWLWIY MU ZENL

£,
[BIER | RO vETUYDI LT, BELLBRICESVWTIV MY ZHIBRLED,

[MLD AX—EYITILF£ v AN—I K- F=T I | €T3V TiE U
TONSA—IERETEET,

NSA—5 A
VID AT 2 VLAN ID ZAALF T, EIE 1~ 4094 T,

[BR]|RIVETUYILT, EELERREHCEINTF—TIROIY
UERTL. RRLET,

154



5 L2 hEE
5.7.2.4 MLD AX—EVIVIF++ ANIL—91ER

[£88 | RIVETUvILT, HETERIY N UEITRTREL, BRLE
R
EROR—IDEET EEE,. R—IBESEANL. [Go] RIVETUYIL
THENR—ICBBLET,
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5.7.2.5 MLD AX—EVJfstEE

5.7.2.5 MLD AX—EVTfETEHRE
ZOU 1Y RYERVT, MLD AX—EVIHEERRSL VIV P LET,

[L2 #5E | > [L2 TILF++ A NI ] > [MLD AX—E>% | > [MLD AX—F
VOHEBE ]| 2TV v ILT, UFOU 1Y RIERRLET,

MLDRA— > et e

et VID (1-4094) BasER— b BTHR-—bk
[an ] I | [Git/0n ] [Git/on v SuF

MLDR—E TRt T—T I

BRSAT VID (1-4084) BBEA— wTH—
[vLan v ] | [Giton *] [Giton ] | BR =
T hussEt: o
o  wee
=&
| =& | =& ] =& | =R |

I I S N S S - N NN
5-59 MILD XX —E Vet E

[MLD AR —E YTtz | €7 v a v Tlh. UTFO/NSA—95BETES

EB
NS A—5 e
st VI TT—AEBRLET, BRTBEI[2 ]
[VLAN]. B&U[K—h ] TT.
VID AT 3 VLAN ID EAALET, 8HEIE 1 ~ 4094 TT,

ZOATvaviE, [#iE] ROy I9Y YU T [VLAN]
EBRUISSCRRTETT,

BaR— b - TR—~  |@ERTIR—FEBRLET,
COATYaVIE, [HEH] ROYTIIVUIRT

[ R—b | BBRUISS CRRETETT.,

[JUP | RIVETUYILT, BELERBCEINTHEBEREIUPLE
¥,
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5.7.2.5 MLD AX—EVJfstEE

[MLD 2X—EV0#Et7—7 I | €7 ¥ 3 VTR UTFO/IISA—9EH/ET
=E7,

NS x—5 =

BRI T (VI TI—ADI1TEBRLET, BRI ER
[VLAN] 8&U [ F—b | TF,

VID BT 3 VLAN ID EASLET, BEIE 1 ~ 4094 TY,

COFTVaVE, [REIAT | ROvTIIVURLT
[VLAN] &R U B (CRIFTETT.,
Btai— b - TR—~ | @RI R— M EBRUET,
COFTYaVE, [REIAT | ROvIIIVURLT
[ R—b | EBRUSSICRIFETETT.,

[BF|RIvZET Uy I ULT, BEUVBRRFGHICEDVWTT—TILAOGIV
UEBRRL, RRLET,

[£2BR NIV ZTVUvIULT, FMAGEBRIY MY ZIRTREL, RRLE
ER

157



5 L2 #ge
57.3V¥IWFF+ANTAILIVITE-R

573 NIULFF+ARTAIIUVTE-R
DDV ROEANT, YILFFP IS TILIUYTE-ROREETL. R
EEZERRLUET,

[L2#8E | > [L2 TILF £+ ANEIE | > [ TILFF+ AR T ILIUIITE—R ]
ZJ7UvwIULT, UTFTOD1 VY ROERRUET,

SWFFFAFAPBIE=EF
NWFFrALTANFULGE—R
VIDUZ [~ NWFFFARTAINAULE—R Forward Unregistered ¥ ER

T U2

default Forward Unregistered
VLANDDD2 Forward Unregistered

[n] [ 1 | e

® 560 ¥NIFFFRALTAIIIUVTE-FR

[RIWVFF+ AT AIIYVITE-R | BT 3 VTR UTFTONSA -5 %
ECEEXT,
INSA—=5 8=

VID YA T2 VIAN ID ZAALET, AVVXYD TERHRTD

VLAN ID ZAANTDH\ Ffcld/\1 7 VXEIDTVLAN ID

NEHEEZANTDIENTEFY, #HHEIFE 1~ 4094 TI,

RIWVFF+ AT 1LY |(NIFF+ AT IVIE-—FZBRLE T, BRI DERL

ET—-FK UFDEHEDTT,

o [RERT#T—R]-BERBEAODVILFF+ISNT Y b
NI+ T—FT 1 VI TF—TICEDWTEESIN, IANT
DREBFJEIIWFF+ X bINT v EAVIAN BXA V([CED
WCI3vyTevIsngxd,

e [£72T—FR]-IRNTOVIWFF+IALNT Y b
VLAN RXA VICEDWTT Sy T 1 vIEnxd,

o [RBERT Y |-BREHADN\TY SR TT—FT 1>
D7 =7 WICEDVWTERESN, INTOREFRVILF
FPRAMNTY IR T ILIUYTENET,

[BA]RIVETUYILT, EELBRICEINTHLLIY b UEENL
£7,
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5.8 LLDP (Link Layer Discovery Protocol) 5.8.1 LLDP Z'O0—/\ILERE

5.8 LLDP (Link Layer Discovery Protocol)

5.8.1 LLDP 2’ O—/\ILERTE
DU+ YRUZBVWT, 70—/ LLDP REZTL. REEZRRLEIT,

[L2 ##E | > [LLDP] > [LLDP 7 O—/VLE&E | 27U v LT, UFOY 1 VR
wEERLET,
_

LLDPZO—/ UL

LLDPHE g wEn
LLDPJ T — AR ' &y
LLDP SR8 B eED
LLDP-MED b5 7HH8 B oS WA
LLDPMEDT > T HL—3a>
7R — MEEEE (1-10) b lm oLk R
LLOPO> I JL—3a
ot e R UL S
A # O0FIAILE

# O0FIAILE

# OFIAILE T
LLDPS: A7 ht#
e —2ADB T 5T MAC Address
Zp—D 00-50-40-3G-78-38

SAThE

Gigabit Ethemet Switch
Repeater. Bridge

27 hEEEY Repeater, Bridge
LLDP-MEDZ AT AR

FHARISA Network Connectivity Device

N—=PFoxFUEZ3> A1

I7—LOITPUETI V1.0.0.04

VI bz FUESS V1.0.0.00

SUFILFN— 76553010002

A—h—8 Panasonic

EFILE ZEQUOGG00RE

FH—-HD

5-61 LLDP 27’ O0—/\ILERRE

[LLDP ' O—/NILEE | 7 3V TR, UTD/I5 XA —9EBETEET,

NSA—=5 1=
LLDP JARE LLDP #EEEB X IEHICLE T,

LLDP 7 # 7 — RIKRE LLDP 7 # 7 — NMRREZBWF 2 (FEXCLF I, [LLDPIK
B8 | AT L. [LLDP 77— NIREE | £EHICT B,
=L 7 LLDPDU (LLDP Data Unit) /¥ v hhEmEINE
P

LLDP k5 v 7R LLDP b5 v T REZBM L FEMCLET,
LLDP-MED b3 v %R |LLDP-MED (LLDP Media Endpoint Discovery) k3w MR
& REENTBFEMCLET,

[BA]RIvZETIVUYILT, BEBEZRRLUET,
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5.8 LLDP (Link Layer Discovery Protocol) 5.8.1 LLDP Z'O0—/\ILERE

[LLDP-MED dv 7« JL—vay | E7v3 VTR, UFD/INS X —9 %8¢

TEFT,

NSA—=5

A

TP AR —XE
[E1E5

LLDP-MED 77 A h 25 — M EB¥NEEANLET, &
BiF 1 ~10 T, [FT4Ih | FTYavaBRULE
A, FIAIMEEERLET,

[BA|RIVETUYILT, BEERBMLET,

[LLDP OV 714 0L—23v | 0¥ avTR. UMTFTONSA—FZHETEE

ED

NS X—5

=

Xyt — ISR

SYEA VI T T—ATOEFTS LLDP 7 RNTA XAV N
EEQHBEANLET, @, 5~32768WTT, [F
THIVN | ATV a v ERRUKSS, 7740 MEEERL
e

XytE—IFER—ILF
R’

LLDPDU @ TTL (Time-To-Live) EDFEICERT 2.
LLDPDU X EBRNFEEANLET, &EEIE 2 ~ 10 T,
[FT7#IWh 12T YavEBBRUBE. 777U MEZE
RALEY,

B GET {97 T—2TO LLDP ML DBEREEANLE T, &
BiE. 1~10BTT, [F74IVh | FTY 3V EBRUR
58, F74IMEEERLET,

TX SEE {97 T—ATOEHHT 2 LLDPDU DRIEITH T 2B

BEANLET, ENRENHED 1 ~ 8192 T, %E
RS 1 Y —DED 4950 1 #BIBNLSICLT RS,
[FI#Ih |47y 3 VvEBRLIES, 7740 MEESE
ALET.

[BE|RIVETIUYILT, BEERBRLET,
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5.8.2 LLDP /R—3%%E

5.8.2 LLDP iR— M E&%E
ZOY 1Y RYEBVT, LLDP R—FOBREEFTL., REBEERTLET,
[L2 #&E ] > [LLDP] > [LLDP — FRE | 27U v IL T, UFOW« v Ro%

KRULET,
L ———

Gitfon Disabled
Gi1/0/2 Disabled
Git/013 Disabled
Gi1ro/4 Disabled
Git/0/5 Disabled
Gilio/s Disabled
GitiT Disabled
Gitio/a Disabled
Giti/g Disabled
Gil/0/10 Disabled

LLDFR— 37E

Esirti— ETHR—b EA HI5-F EEGE IPHISAT Fhza 7ELR

[Giton =] [eiton »]  [Disabled v | [Local v| [TXandRX v| [Dsfault v| [Remove v| | |

Note: IPT KL AFA v F OIPF FLATRANER OF A ]
I-w MBE

Local TX and RX
Local TX and RX
Local TX and RX
Local TX and RX
Local TX and RX
Local TX and RX
Local TX and RX
Local TX and RX
Local TX and RX
Local TX and RX

5-62 LLDP iR— 887

[LLD iK— MR | BT ¥ 3 v Tld, UTFDNSA—9EBETEET,

NSA—=5 B
BER—b~ -8 THR—b |ERETDIR—FEBRUET,
A BAEEEEENEEEDICLET,
Y7917 LLDP TLV (Type-Length-Value) DY 791 7 %2R &
9, BIRTDMEIE [MACPRLR &LV [O-HIL] TT,
EERRE O—ANLDPI—Y Y hEBRL, R—KTOLLDP 7
L—LDEZREZFILET, BIRITDERFUTOESDT
ER
o [TX]-O—AIVLLDP T—Y 1Y M LLDP 7L — LD
ENHOJRETT,
e« [RX]-O—AJULLDP I—Y 1Y MELLDP T —LDS
ENHOJRETI,
e [TX&ERX]-O—AWLLDP I—Y TV MR LLDP 7L —
LDZEZEHTJEET T,
o [#%h]-0—HILLDPI—YTVMZLLDP IL—LD
EEHLREHTEHEA
FT 4 DFT Y3V [TX & RX] TF
IPHTIAT EETS IP 7 NURERDS (1 TEBRUET, BIRT DB
& [F7#IUE ] [IPvA]. 8LV [IPV6] T,
POvay EKTIDFIavEBRUET, BIRTDER[HIR]HL
U'[EN] TY,
Address EEITDIPPRLAZAALET,
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[BA|RIVEIUYILT, BEERBMLET,

162



5 L2 #ge
5.8.3 LLDP YRIAVKPRLAUZ

5.8.3 LLDP ¥VRIAXVEPRLAUZR

D1 YRIZAWNT, LIDPYRIAXY P RLVRYR M ELUBEREZRRL
ESCIN

[L2 #8E ] > [LLDP] > [LLDP ¥RI XY R PRL AU | 27U v LT, U
TOw1 Y ROERRLET,

Al ~ 2=

IPv4 192.168.100.254(default) Ifindex 1.3.6.1.4.1.396.54....
1Pv4 192 168 100.254 Ifindex 13614139654

563 LLDP ¥RIAYKRPRLURUR b+

TIN5 A—9&BETEET,
NS X—5 BE
$I9147 B9 TBRLET, BRI DEE[2 ] [IPvA]. H&T
[IPV6] TF~
o [IPVA] FTv3avEBIRUIE. IPv4 P RLURERRS

NIEANT « —IURICEAHLET,
o [IPV6] 773 v EBRLUE, IPv6 7 RLRAERTS

NIEANT 4 —ILRICAALET,

[BR]NIvZETVUvILT, BEUVEBRRFHICEDVWTT—JILROIY
VZERRL, RIRLE T,
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5.8.4 LLDP #XR TLV &{[E

5.8.4 LLDP EXR TLV %%
ZOU+1 Y RUEBWVT, LLDP TLV NEABREETL, BEBEERRLET,
[L2 #4#4E2] > [LLDP] > [LLDP EATLVEBE | #7U v 7L T, UFOY« VR

VERRULET,
e S —————

LLDPEATLVERE
BERER— HTHR-— - a8 LAFLE S LATLED
[Giton ] [@iten v]  [Disabled v] | Disabled v ] | Disabled ¥ | | Disabled * |

B

I T T 7 R R

Git/on Disabled Disabled Disabled Disabled
Gil/2 Disabled Disabled Disabled Disabled
Git/o3 Disabled Disabled Disabled Disabled
Git/o/4 Disabled Disabled Disabled Disabled
Gil/0/5 Disabled Disabled Disabled Disabled
Gil/0/6 Disabled Disabled Disabled Disabled
Girr Disabled Disabled Disabled Disabled
Git/og Disabled Disabled Disabled Disabled
Gi1/0/9 Disabled Disabled Disabled Disabled
Gil/0M10 Disabled Disabled Disabled Disabled

B 5-64 LLDP &A TLV F|E

[LLDPEATLVHE | 7Y a VTR UFDONSA—IEBETEET,
NS X—5 BE

BAR— b - RTR—  |@ATHR— FEBRLET,

R— B8 R— NERER TLV DREEEWEBEICLET.

VA7 LE VAT LE TV DREEEDE - FEDCLET,

Y27 LA VAT LHBTL OREEEDE - REDCLET,

Y7 LB VAT LENTLV OREEEDE - REHCLET,

[BA|RIVEIUYILT, BEERRLET,
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5.8.5 LLDP Dot1 TLV ¥&=E

5.8.5 LLDP Dot1 TLV &%

DU 1Y RUZAWNT, IEEE 802.1 LLDP TLV DFEZTTL), FREEZRRL
ESCIN

[L2 #&E ] > [LLDP] > [LLDP Dot1 TLVS®E | 27U v IL T, UFOw <YV
ReAERRLET,

LLDP Dot TLVERE
B — - HTH— b #i— FVLAN ZOkJJLVLAN VLANE FOrILTFAFTTATA
[Giton v [Giton v [Disabled *| [Disabled v || | [Disabled v || | [ Disabled v |[None ]
k]
a—w MEE
b, JORIAID BRTORIAT A>T 71
Git/or Disabled
Git/or2 Disabled
Git/or3 Disabled
Git/o/4 Disabled
Git/0/s Disabled
Git/0/e Disabled
Git/or Disabled
Git/org Disabled
Git/0/9 Disabled
Git/0M10 Disabled

5-65 LLDP Dot1 TLV 8%

[LLDP Dot1 TLVEEE | TP a VTl UTDNSA—IZHETEET,

NSA=5 8=
FaR— b -8 TR—b | ERATDIR- b ZRRLET,
R—bk VLAN R— b VLAN ID TLV DX EZERE e FEICLE T,
7’0k )L VLAN PPVID GR—b&Z’'O0KJJLVLAN ID) TLV DEEEBME

f3EmsCLET, 0TV VLAN O ID ERRSNAS
T4 —IURICAALET,

VLAN & VLAN & TLV DEEEENEFEHICLET, VLAN O ID
ERRENEANT 1 —IURICANLET,
JORILPAFYF4 | FORINTAFYT 17 1 TLV OREEEHE - [SHEPIC
74 L&, 7OMILBELTRRT M [ BU ]
[EAPOL]. [LACP]. [GVRP]. [STP]. LUV [£] T,

[BAE|RIVEIUvILT, BEERRLET,
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5 L2 #ge

5.8.6 LLDP Dot3 TLV %7
DU 1Y RI%ZANT, IEEE 802.3 LLDP TLV DFEZTTL\

ESCIN

HEEZRRL

[L2 #4881 > [LLDP] > [LLDP Dot3 TLVS®E | 27U v IL T, UFOw« v

FoZERRLET,

L ———

LLDP Dot3 TLVEE

) . MACIPHY .
i b ETH— e R A A P BAIL—L81X
[Giton v [Gitor +] | Disabled + | Disabled ¥ Disabled ¥

Git/0M1
Gitror2
Git/03
Gil/or4
Git/0/5
Gil/ore
Git/or7
Git/ors
Git/0/9

Gi1/0M0

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

5-66 LLDP Dot3 TLV 8%

k]

o7 s 8xL 1%

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

[LLDP Dot3 TLV 2% | €7 v 3 v Tld, UTD/NSA—IERETEET,

NSA—=5

8=

FtER— b - #THR—-b

FERTIR—~ZBRLET,

g

MAC/PHY J> 7470/

MAC/PHY JY 7«47 /R TLV DEEZERE fcFEMIC

LET,

UVOPTIr—2ay

VYIPIUST =23y TLV OXEEEHHcFERICLE

EB

RAIL—LUAX

BRARTLV—LYAX TV OEXEZEDXFEHCLET,

[BA|RIVEIUyILT, BEERRLET,

166



5 L2 ##e
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5.8.7 LLDP-MED 7RK— k&5
ZOU 1Y RYEBVT, LLDP-MED R—h OFEETL. REBEERTLET,

[L2 #¥8E ] > [LLDP] > [LLDP-MED i—FBE ]| 27U v I LT, UFOT 1>
RoERRLET,

[ LDP-MED iE
LLDP-MED/R— M5
L BTM— EA =l i Foy PI—OMUZ—
[eitoin +] [Giton_~] [ Disabled v | [ Disabled v | [ Disabled | [Disabled v | ER
I T S S 7T
Giton Disabled Disabled Disabled Disabled
Gitfor2 Disabled Disabled Disabled Disabled
Git/or3 Disabled Disabled Disabled Disabled
Gi1/0/4 Disabled Disabled Disabled Disabled
Git/of5 Disabled Disabled Disabled Disabled
Git/0/6 Disabled Disabled Disabled Disabled
Git/o7 Disabled Disabled Disabled Disabled
Git/0/s Disabled Disabled Disabled Disabled
Git/org Disabled Disabled Disabled Disabled
Gitiono Disabled Disabled Disabled Disabled

5-67 LLDP-MED 7K— b E&%E

[LLDP-MED i—FBE | €7 ¥ 3 v Tlh, UTFD/IISA—9EBETEET,
NS 5—5 BE

BAR— b - RTR—  |@ATHR— FEBRLET,

@A LLDP-MED BX0I TLV DXREEXEMHFEUICLF T,

=15 LLDP-MED BEN TLV DEEZEM T EEHICLET,

BE LLDP-MED EEEE TLV OXEEZBM I IF@BMICLEX T,

RYET—=ORYY— LLDP-MED ®v b T—TRY > —TLV OXEZE & I3HE
MCLET,

[BA]RIVETUYILT, BEERBRLET,
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5.8.8  LLDP #istiE#k
Z0U« Y RUEANT, LLDPHSIERRELVIUFLET,

[L2 #4E | > [LLDP] > [LLDP #=ti&38 | 27U v 7 LT, UTFOD 1Y RY%ER

mULET,

LD
LLDPEET TR

BHEETEE

- 24— s
BIEREEET
IAZT0 ST

LLDP7R— MRt

SN

Gi1/0M1
Gitfoi2
Gi1/0/3
Git/oid
Gi1/o/s
Giroie
Gilfo7
Gitrors
Gi1/0/9
Gi1/0M10

Sl = Sl = =] = Sl = &

o o o ol oo ol o

0DOHOMOS HOFIUF
0
L]
0
0
[ Amzeou7 || =our

Tt R
V] V]

o e oo oo ol o
o o oo o o ola o

Sl < I8l = = = =l =S =
Sl = Sl = =] = Sl = &
e N e R

0

5-68 LLDP #fist 1Bk

[LLDP K— M5t | 72 3 VTl UTFDNS X —9&BETEET,

NSA=5

=

R—bk

FERIDIR—hEBRULE T,

[FUF | RIVETUYILT, hovImEEIUTPLET,
[27UFP | RIVETUYILT, TRTOKR— DAY VIBRETUFPLE

EB
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5.8.9 LLDP O—A)LiK— &%k

5.8.9 LLDP O—AJLik— M &SR
ZOY 1Y ROEBNT, O—AJL LLDP K— MERERTLET,
[L2 #4845 ] > [LLDP] > [LLDP O—AhJLiK— ME® ] 27U v 7L T, UTO™ «

YROERRLET,

LLDPO—li— +ERT—T b
A B#R || mEs=E
I A =
Gion Local Git/on Panasonic ZEQUO B600RE HW A1 .
Gil/oz Local Gitio2 Panasonic ZEQUO B600RE HW A1 .
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9, EvMETICHIETDEY MIEREINET, Ev k
EBOICHNTDEY MEIFTvIINET,

ST E

O ACLI—IVTERY 2EEEET 07 7 1 ILOERIZA
HULFET, BRIl 32 XFETTY,

[&F | RIvETUyILT, HLWACLIL—ILEBILET,
[B2 ] R9VETUvILT, [ACLPIERAVYRR | D1 Y RUICRDET,
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8 ACL (Access Control List)
8.2.2 HiR IP ACL

8.2.2 iR IP ACL

[ACLEN | R9Y (ACLPIERAURR w1V RY) 20Uy I0LT, UF
DY 1Y ROERRLUES,

ACLF 21 AL BN
ACL & F | Extended IPACL v |
ID (2000-3999) [ |
ACL &5 32 chars |
L

Note: ACLEDMEHDFIEXFTRITNEZEDFEA-

816 ACL7T7ERUR b (ACLENM. #i5& IP ACL)

[ACLPT7EAURNEN | £7¥ 3V Tl UFONS A —9%BETEET,

NSA=5 2E
ACLIAT ET D ACL Y1 7 ZBRLE T, BIRT DEL. [1Z£IP
ACL]. [#35IP ACL]. [#E IPv6 ACL]. [ 53R IPv6
ACL]. [#3%& MAC ACL]. 8&U [Extended Expert
ACL] TF
ZDETYaryTI kR IP ACL DREHIECDOVNTHRBL
EC
ID R IPACLD ID ZANULET, #EIE 2000~ 3999 T
ED
ACL &#f ACL DERIZANLE T, &Rl 32 XFEXTTI,

[ RIVEIUyILT, HLUWACLZOT 7 ILEENLET,
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8 ACL (Access Control List)
8.2.2 HiR IP ACL

AR IP ACLZO7 71 )LZZRLT [IL—ILEI | RS Y ([ACLPIEARUR
b1V ED) Z20UvTULT UFDD 1Y ROZRRLUET,

ACLIL—JLIEN

ID 2000
ACL 2R E-P-ACL
ACL 51T 3P ACL
SHVAT- (165535 [ | (EEENTUERA. SATATERNICHDATES. )
TAZEE ® EFFA] S
FORLEAT TCP O wess RRZ@FR [ | 1 I39AY
B&EPFRLA
OF -3 o 5E
_ omar [ ran [
o T Yoo T
Wildcard I:l Wildcard I:l
Eati— b
ZE7lt— [ Please Select_7]
[Please Select v || | (0-65535)[ Please Select v | | | (0-65535)
st
[Please Select v || | (0-65535) [ Please Select v | | | (0-65535))
TCPIS4 ack fin psh st syn urg
IP Precedence| Please Select v |E(0-7) | fazo0on [ ]
* 1o [Please Select v | (0-15) fzzomeosn [
DSCP (0-63) [Please Select v [{&(0-63)] [2zoe0en

E3 [_&m

B 8-17 ACL7T7ERVUR b (b—ILEMD. 5k IP ACL)

[ACLIL—ILEH ] 7 3 VTl MTFDNSA—9ERETEET,

NS A—5 =
I=lrIAFVIN— ACLIV=IbF Y IN\—ZAHNULET, &HIE 1 ~ 65535 T,
TOFVN—E BELRVNES, BBERSNET,
Povayv ZON—IVTERTZFPIVavEBRLET, BRI 5E
3 [ %3 | BLV[EE | TT.
JOrINI1T TORINIATATY 3V ERRLUET, BIRT DB

[TCP]. [UDP]. [ICMP]. [EIGRP] (88). [ESP] (50).
[GRE] 47). [IGMP] (2). [OSPF] (89). [PIM]
(103). [VRRP] (112). [IP-in-IP] (94). [PCP] (108).
[ZZOR3LID]. 8LV [RBL] T,

e {E-Z’'OMIVID ZFHTANTEET, #HEIRKXO~
255 T9,

e VA7 -[7OrINID]ATYavaBRULE. F8
TZORIJWNRIEEADLE T, #HEIE 0x0 ~ OxFF
T,

o JSOAVN-COFTYavEBRULBS, Ty h
TITAVRT1IVIVUVYITREENET,
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8.2.2 HiR IP ACL

=

V—ABREBREIUVAANLE T, BIRTDERUTDE
HDTY,

T2 -FREOV—ALST1 v IEIDIL—ILORHEIC
> CEHMEL &Y,

RAL -Y—=RKZAS IP 7 RUREBRASIUTANLE
ED
IP-[Wildcard] dEY ¥ v TZERALT, V—XIP7
RLURDIIW—T=FEREFIVAALET, EVHETIC
MHTDEY MIFEREINFT, Ev MEO (THINT D
EyhEIFzvoaInzxzd,

TAATAX—23ay

TARAT 1 X—YaVBEREBEREIVUANLE T, BRT
DERIUTOESEDTT,

R -EFBEDTARTAR—Y3aVrTT1vI%ID

W—ILDELEICRE > TEHEL £

RAL - F4 RF 1 X—Y 3 VRAN IP P RL2EFERS
FUAALZET,

IP- [Wildcard] DEY h¥ v T ZBERALT. T« X7«
F—=Y3avVIPPRLADI V=T %FERELIUTANLE

I, EVHMETICHRNTDEY MMIEREEINET, Ev b
BOICHNTDEY NEFFTvIINET,

Y —=2AiR—b

Y—ZAR—MEZBRELUANLEY, BRI DEIEILUT
NDEHEDTY,

=-ACL FEELTch— +BESOAERLE T,
>-ACL BFEERUR—FBESEIDAREVNWITNTOR— b

EFEARALET,

<-ACL FBELIR—FBSLDNSTVITRTOR—b
ZHERULET,
F-ACLEEBELIHR—FBEERSINTOR— %
BUZEY,

&H - ACL FEREANDEESINR— M EFERLET,
Y AT - ACL [(FBESINEVY R T DEHENDR— k%= (A
LET, R—bYRIBERRSNICANT « —ILRICA
HUFEY, &L 0x0 ~ OxFFFF TY,

ZONSA—F(, [FORSAT | T [TCP] it
[UDP] IR L 18BN HFIFTETY,
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8 ACL (Access Control List)
8.2.2 HiR IP ACL

NS A=5 8=
TAATAX—23aY TA AT 1 RX—Y3ViR— MEZBRBELUANLET, &
R—b RITDERLUTDESD T,

e =-ACLIMEEULR—bBESOHMERLE T,
o >-ACLIREELIR—FBESLIOREVNIRNTOR— K

ZERALE T,

o <-ACLRHEEULR—FBESELDINSNIRTOR— K
ZERALET,

o F-ACLIHMEELTR— bBESZRS INTONR— hZfE
RULEXT,

o Eif - ACL GERADIEESNIA— M EERLED,

o YRT -ACLRBEEINEYRTQEHEADKR— ~ ZHEH
LEY, h— MY RIBEERRSINFEAADT «—ILRICA
ALFET, #FElE 0x0 ~ OxFFFF TY,

CONZA=FF [ZFORTLIAT ] T[TCP] Fl&

[UDP] ZBRL 1ZE D AHFIFTIRET T,

TCP 737

ZO ACL TiHiis 2 TCP 757 ZBIRLE I, EIRT DB
(& [ack]. [fin]. [psh]. [rst]. [syn]. &LV [urg] T
EP

ZOINSA—FIF, [FORILIAT ] T[TCP] ZBIRL
fcBEDHFATETT,

EEICMP XvytE—Y
517

T3 ICMP X v E—Y9 1 T2BRLET,
TOIRS A=, [ ZOFLIAT ] T [ICMP] EBRL
TBEOHFRTETT,

ICMP Xy E—9859147

[{8E ICMP X v E—U9 17 | £BRLALES, FRT
2 ICMP X v E— Y91 TDBEEAALET, HHEIZ 0~
255 TF, [ICMP Xy E—I917 | #BRULESE, X v
- V91 T OREHEBANSNET,
CONSA—FIE, [ F7ORI1T ] T [ICMP] EBRL
I EDOHFIRTETT,

Ayt—II-F

[EE ICMP X v E—Y9 17 | #BRLAVNES, HERT
Ay E—YI—ROBEEANLET, B0~ 255T
. [ICMP Xy E—U917 | #BRUIEE, XviE—Y
51 T OHENEBANSNET,

ZONS A=}, [ZORILI1T ] T[ICMP] ERIRL
IBEa0HHAETETT,

IP Precedence

AT % IP Precedence EZERL £ T, BRI DED.

[routine] (0). [priority] (1), [immediate] (2).

[flash] (3). [flash-override] (4). [critical] (5).

[internet] (6). &&U [network] (7) T,

e {E-IP Precedence lEZFEHTHANTEEY, #EIZ0
~7 7T,

e YA -IPPrecedence VRIEZANLF T, &HEHEE
0x0 ~ 0x7 T9,
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8 ACL (Access Control List)
8.2.2 HiR IP ACL

=

AT ToS (Type-of-Service) EZBRLE T, BRI D

fEl&. [normal] (0). [min-monetary-cost] (1).

[max-reliability] (2). [max-throughput] (4). &&U

[min-delay] (8) T3,

o {E-TOSE%XFETHANTEFY, &#HE 0~ 15T
ER

o YRAT -ToSNRIEZANULET, #HEIF 0x0 ~ OxF
T,

DSCP

fEF9 2 DSCP EZBRLF Y, BRI ZMEIE. [default]

). [af11] (10). [af12] (12). [af13] (14). [af21]

(18). [af22] 20). [af23] (22). [af31] (26). [af32]

(28). [af33] (30). [af41] (34). [af42] (36). [af43]

(38). [cs1] ). [cs2] (16). [cs3] (24). [cs4] (32).

[cs5] (40). [csb] (48). [cs7] (56). HLU [ef] 46)

T,

o {E-DSCPEZFHTHANTEFT, #HHEAIKZO~63T
ER

o YRAT -DSCPNYRIUMEZAALFT, #FIE O0x0 ~
Ox3F T9,

s SEE

0D ACLIL—ILTERT 2EEET 07 7 1 ILOERIZA
NDULET, B&AFIlE 32 XFETTT,

[@FA ] RIVETUyILT, HLWACLIL—ILEBILET,
[R2 ] RIVETUYILT, [ACLPIERURL | 1Y RICRDET,
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8 ACL (Access Control List)
8.2.3 1Z#£ |Pve ACL

8.2.3 1&#IPv6 ACL

[ACLEN | R9Y (ACLPIERAURR w1V RY) 20Uy I0LT, UF
DY 1Y ROERRLUES,

ACLF oAU HEN
ACL & F | Standard IPv6 ACL v |
ID (11000-12999) | |
ACL &5 32 chars |
(I

Note: ACLEDMEHDFIEXFTRITNEZEDFEA-

8-18 ACL77tERURX b (ACLIENM. =% IPve ACL)

[ACLZTJEAVURKNEN ] I3V TlE UTFONSIX—IZHRETEEXT,
NSIA—=5 B

ACLIAMT ET D ACLI M TZBIRLE T, BIRTDMEIE. [1Z£IP

ACL]. [#38IP ACL]. [#E IPv6 ACL]. [#53E IPv6

ACL]. [ #53R MAC ACL]. & U [Extended Expert

ACL] TF,

ZDEIavTlE B |Pve ACL MFERECDOVTENA

LERT,

ID ZX IPvo ACLD ID ZANLEY, &EIE 11000 ~ 12999

T,

ACL &¥fR ACL DERIZANLE T, BHIE 32 XFETTT,

[@F | R9vEIUyILT, HLWACLZO7 7 )LEBILET,

{2 |Pv6 ACL 7’07 7 1 UEBIRL T [ JL—ILiBH ] K9 ([ACL FIERY
AN ]D1YRY) ZTUYILT, UFOY 1Y ROERRLET,
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8 ACL (Access Control List)
8.2.3 #Z# IPv6 ACL

ACL) ) |
ACLIL— LN
D 1
ACL Z7F S4P-ACL
ACL 5T E¥IP ACL
S—HYAFTA-(165838) [ | (AEEENTVERA- SATLSBENICHDETES. )
FOZa @E OES
EEPTRLR
(OF:3 4 OF:
o O [ | omr [
weers [ ] ] —
o

[ & [ & |

B 8-19 ACL7T7EAUR L (b—JLEM. 2 IPve ACL)
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8.2.3 1Z#£ |Pve ACL

[ACLIL=ILEN ] ET 23Tl UTONSA—9%ZHR/ETEET,

NS X—5

=

Y= YRFVIN—

ACLI=IbFYIN—=ZAANLET, &EIL 1~ 65535 T,
COFUN=F BELRBWEE, BBIEMINET,

rovay COIV—IVTERITITDPIYavaBERLET, BRI DE
F[HFT ]| BLU[ES] T,
V=2 V—ABREBREIUVANLE T, BRI DERUTOE

LTI,

s EFR-FRDYV—RALST1vIZIDIL—ILORHEIC
fE->CEHEL &Y,

o RAb-Y—RRAL IPv6 7 RLRAZFERABLUVAAL
EC

e IPv6-YV—XIPv6 PRLURABLVITL 71 v I AREZ
RRSNFEAANT 1 —ILFICADLET,

FARTFAR—YIY

T4 AT 42—y a VEREBRELIUANLET, BRT

DEIUTOESDTY,

e FE-FEDTARTAR—Y3aVIST1vI%EID
W—IVDEGICHRE > TEEL £

o RAM-F1 AT XRX—2aVRAL IPv6 P RU X %&fE
BHEIUANDUET,

e IPV6-TARAT4X—avVIPv6 PRURBLUTL
Tt v I AREBERRSNIEANT « —ILRICAALE
ER

ST EE]

O ACLI—IVTERT2EEEET 07 7 1 ILOERIZA
HLFET, BRIl 32 XFETTT,

[&F | R9vETUyILT, HLWACLIL—ILEBILET,
[B2 | R9VETUvILT, [ACLPIERAVYRR | D1 Y RUICRDET,
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8.2.4 5K IPve ACL

8.2.4 5k IPve ACL

[ACLEN | R9Y (ACLPIERAURR w1V RY) 20Uy I0LT, UF
DY 1Y ROERRLUES,

ACLPZtz AR B

ACL & F | Extended IPv6 ACL v |
ID (13000-14999) | |
ACL &35 32 chars |

Note: ACLEDMEHDFIEXFTRITNEZEDFEA-

820 ACL77EAURA L (ACLIEM, #hiIPve ACL)

[ACLZOEAVUANEN ] I3 v TR UTONSIXA—IZH/ETEEXT,

NSA=5 1=
ACLIMT E T2 ACLIM T ZBIRLE T, BIRT DB, [EEIP
ACL]. [#:3% IP ACL]. [ 2% IPv6 ACL]. [ #3E IPv6
ACL]. [#i3& MAC ACL]. 8&U [Extended Expert
ACL] TF,
COET>av T, R IPv6 ACL DEREGIEICDOVTE
BLFT,
ID 3R IPv6 ACL D ID ZANULE Y, &iFIE 13000 ~ 14999
T,
ACL &R ACL DERIZANLEY, BRIl 32 XFETTT,

[ER|RIvEIUyILT, FILLWACLZTOT 7L ABINLET,
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8 ACL (Access Control List)
8.2.4 5K IPve ACL

HR IPv6 ACL7’'O07 7 1 )LZBRL T [IL—ILEN | M9 Y ([ACLF7TEAY
AM]D1vbRD) 20Uy IULT UTFDD 1Y RDOZRRLUET,

ACLIL—JLEHN
ID 13000
ACL Z#F EPG-ACL
ACL &1 {3EIPVE ACL
SHVAT- (165535 [ | (EEENTUERA. SATATERNICHDATES. )
TAZEE ® EFFA] E=
JObIg1T TCP T ess wRE@ewERn [ | LI5a%s
BEIPVET LA
OF =3 ® HF=
_ oman o
BET 5
N R
et
ZETM— | Please Select ¥
[Please Select v || | (0-65535)[ Please Select v | | | (0-65535)
sEsEdi—F | Please Select ¥
[Please Select v || | (0-65538) [ Please Select 7] | | (0-65535))
TCPIS4 ack fin psh st syn urg
® DSCP (0-63) Please Select v | {Z(0-63) [ ] =RHoewan [ ]
va 7 v | E—
o= —— T
S R e— T T E—
E

821 ACL7T7ERUR K (b—ILEN, #i3 IPve ACL

[ACLIL—ILEN | BT a VTR UTFDNSX—IZHRETEET,

NS x—5 =
Y=Y AT VIN— ACL V=V F Y IS—%AALET, BEE 1 ~ 65535 TF,
ZOFVIN—E, BELRVSS, BBERSNET,
POvay CON—ILTEAIBP I3V ERBRLET, BIRY5E
& [ %3 | BLV[$EE | TT.
JORaILI1T FORINIATHT Y3V ERRUET, BRI BER.

[TCP]. [UDP]. [ICMP]. [ 7Tkl ID]. [ESP] (50).

[PCP] (108). [SCTP] (132). HLV[#L ] T,

o fB-7ONIVIDEFBHTANTEEY, HHEIF 0~
255 T,

e YA7-[ZORINID] ATy 3 VvEBRUL%. FE
TTO N RIEEAALET, EEIE 0x0 ~ OxFF
T,

« ISTAVN -TOFTVIVEBRLEES. Ty k
ISTAY T IWI UV THEENET,
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8 ACL (Access Control List)
8.2.4 5K IPve ACL

=

V—ABERMEBRBELIVAANLE T, BRI DERUTDE
HDTY,

EFE-FRNDYV—IAEST71vIZZDIL—ILORHEIC
> CEHEL &Y,

AL -Y—=RKRZ b IPv6 7 L RZFERABITABDL
EC

IPv6 -V —R IPv6 7 RLRABLUVT LT 1 v I ARE%R
RRSNTEAAT 1 —ILRICANDLET,

FAAT1 XK= 3Y

T1RAT 1 RX—YaVBEREBEREIVUANLE T, BRT
DERIUTOESD T,

R -EROTFTA AT AR—Yavh3 T4y I%ID
W—ILDEEICR> TEMEL E

KA - T4 AT 1 RX—=Y3aViRANIPV6 P RLU R %E
BHLUAHDLET,

IPV6 - T4 AT 4 X—3avVIPv6 PRURBLIUTL
T1 v I ARBERRINEANT 1 —ILRICAALE
ED

Y —=2ZR—b

Y—RR— MEZBREIUAANLE T, BRI DERUT
NDEHD T,

ZONSA—Fd, [FORIIAT ]| T[TCP] £1=(3
[UDP] &R L 1B D HFIFTRE T,

=-ACL FEELTcR— FESOAERLET,

>-ACL BHEEULR—FESEIDARENWINTOR— b
EEALET,
<-ACL[MEEUR—bBSIDINEVWITNTOR— b
ZEALET,

# - ACL[JIEELTciR— hESZRS INTOR— b ZfE
ALEY,

&iF - ACL (FEERNDEESNIcRN— M EERALE T,
RAT - ACL HEESNTY RT DEEANDKR— b ZEH
LET, R—bYRIEZRRSNICANT « —ILRICA
AUEY, #EILO0X0 ~ OXFFFF TY,
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8 ACL (Access Control List)
8.2.4 5K IPve ACL

NS A=5

=

TFAAT1R—3ay

R—b

T4 AT 1 %=y 3avVih—MEZBIRELUADLET, &

RIBEEUTDEHD T,

e =_ACLFEELEKR—FBESOAMERBLET,

e >-ACLIFEELUKR—FBESLDAREVINTOR—F
ZFERALFET,

o <-ACLIFBEULIR—EBESLDNEIVITRTOR— K
ZEARALET,

o F-ACLEEBELER—FESZERCINTOR— b~ ZE
BULEY,

o Eif - ACL GERADIEESNIA— M EERLED,

o YRT -ACLRBEEINEYRTQEHBEADKR— ~ ZFEH
LEY, h— MY RIBEERRSINFEAADT «—ILRICA
ALFET, #HFElE 0x0 ~ OxFFFF TY,

CONZA=FF [ZFORTLIAT] T[TCP] F(&

[UDP] ZBR L 7ZE D AHFIFTIRET Y,

TCP 7357

ZO ACL TiHiis 2 TCP 757 ZBIRLE I, EIRT DB
(& [ack]. [fin]. [psh]. [rst]. [syn]. &LV [urg] T
ED

ZOINSA—FIE, [FORILIAT ] T[TCP] ZBIRL
fcBEDHFATETT,

EEICMP Xy tE—-Y

517

RT3 ICMP X v E— Y91 TEBRLET,
COIRSA—F, [ FOFLIAT ] T [ICMP] EBRL
IBEOHFIRTETT,

ICMP Xy &—98594147

[{8E ICMP X v E—U91 7 | £BRLALES, ERT
2 ICMP X v E— Y91 TDBEEAALET, HEIZ 0~
255 TF, [ICMP Xy E—I917 | #BRUESE, X v
- V91 TOREHEBANSNET,
CONSA—FIE, [ FORLIAT ] T [ICMP] EBRL
a0 HFIRTETT,

Ayt—II-F

[EE ICMP X v E—Y9 17 | #BRLAVNES, ERT
Ay E—YI—ROBEEANLET, BEEO0~255T
o [ICMP Xy E—U917 | #BRUIEE, XviE—Y
54 T OHENEBANSNET,

ZONS A=}, [ZO~ILI1T ] T[ICMP] ERIRL
IBAaOHHAETETT,
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8.2.4 5K IPve ACL

=

£ 92 DSCP BZBRLFY, BRI DB, [default]

(0). [af11] (10). [af12] (12). [af13] (14). [af21]

(18). [af22] (20). [af23] (22). [af31] (26). [af32]

(28). [af33] (30). [af41] (34). [af42] (36). [af43]

(38). [es1] @)\ [cs2] (16). [cs3] (24). [cs4] (32).

[cs5] (40). [csb] (48). [cs7] (56). HLU [ef] (46)

T,

o {E-DSCPEZFHTHANTEEY, &#HHEIF0~63T
ED

o YAT -DSCPNRIEBZANLFY, #EIF O0x0 ~
0x3F TY,

cKST74wI03R

bST714vI0SREZBRELUVANLET, HEIF 0~

255 T,

o YRTU-b3T4vIISANRITEZANLEY, EHE
(& 0x0 ~ OXFF T

Z0-3XJb 70-3RIMEZANLET, &HIL 0~ 1048575 T,
o YRT-70O0-3SNIWNRTEANLET, HEIFE0x0 ~
OXFFFFF T,
BF R EEE 0 ACLIV—ILTHERT 2EEET 07 7 1 ILOEZRIZA

HUET, BHIE32XFETTI,

[@A | RIvEIUvyILT, HLLACLIL—ILEBILET,
[R3 | RIvEIUyILT, [ACLPTERAYRL |91 Y RIICRDET,
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8.2.5 #iisk MAC ACL

8.2.5 sk MAC ACL

[ACLEN | R9Y (ACLPIERAURR w1V RY) 20Uy I0LT, UF
DY 1Y ROERRLUES,

e S —

ACLF 21 AL BN
ACL & F | Extended MAC ACI v |
ID (6000-7999) | |
ACL &5 32 chars |
(I

Note: ACLEDMEHDFIEXFTRITNEZEDFEA-

822 ACL7T7EAURX K (ACLEM. #hiEk MAC ACL)

[ACL PO EAURNEN ] 7Y 3 VTR, UTO/INSX—9%BETEET,
NSX—5 HE
ACLI1~T ERT D ACLI 1T ZBIRLEYT, BIRTDER. [F£IP

ACL]. [ 53R IP ACL]. [#&# IPv6 ACL]. [#53% IPv6
ACL]. [#:3E MAC ACL]. 8&U [Extended Expert

ACL] TF
COwTYa VTR, 3 MAC ACL ORESEICONTS
BLET,
ID i38 MAC ACL @ ID #AALE T, &EI} 6~ 7999 TT.
ACL &R ACL DBEIEAALET, &fild 32 XFETTY,

[ER|RIvEIUyILT, FILLWACLZTOT 7 ILAEBINLET,

R MACACLZ’'O7 71 LbEBRUT[IL—ILEIN | RSy ([ACLPIER
UAN] D1V RD) #20UvDJULT UTFDD 1Y ROZRRULET,
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8 ACL (Access Control List)
8.2.5 #iisk MAC ACL

ACLJL—JLIEN

ID 5000
ACL &R E-MAC-ACL
ACL 5T SIEEMAC ACL

O T  pimRan T AL AT AFEENCEOSTET. )

FO%a e H¥E 0 BT
EEMACT LA
OF: 24 OF: 24
 omxr s
EET 5
Wildcard Wildcard

Be—YeF
EEA—H91F

A=ty beAT O0-0FFFR) [ ]
A =7y bAoA TIR (0x0- l:l
OXFFFF)
Cos Please Select ¥ | T2& (0x0-0x7) [ ]
) pazlb [ ]
VID(1-4094) e
ars

BUEE 32 ch

3 ER

823 ACL77EARUR K (b—JLEM. #hiEk MAC ACL)

[ACLIL—ILBII | £ Y3 VTld, MTFDNSXA—9&BETEET,

NS X—5 =S

V= IRAFVIN—- ACLIV=IbF Y IN\—&2AHNLET, &EHHIE 1~ 65535 T,
ZDFVN—IF, EBELRWEE, BBEMINET,

o3y CHDIV=IVTEITITD7ZIVavEBIRLUET, BRI DE
F[HFT ]| BLU[IES] T,

V-2 Y—ZMAC7 RLURABHREZBRELUVANLFT, BIRT
DEEUTOESDTY,
o FE-FBDYV—ANZT1vI%EIDIL—ILDFEHEIC

> TEHELE T,

o RAb-Y—RRAL MACZRFLRZEAALET,
* MAC-Y—XMAC7RULRBELT Wildcard EZRT
SNFEANT 1 —ILRICAALE T,

TAATA1R—23Y T1RAT1X—aY MAC 7 FLRABHRZEBRE L UAS

LET, BIRIDER>UTOEED T,

s FR-ERDTAARTAR—Y3aVb3T14vT%ID
W—ILDRHICHRE > TFHEL E T

e MA-T1RT1RX=—Y3VIRAN MACP FLX%ZA
HLFET,

e MAC-TART4%x—>3aY MAC 7 RLRABLT
Wildcard fBZRRSNIcANT « —ILRICAALE T,

BET1—Y99147 A —YRYNILTH T aVvHEBRUET, BRI DE.
[aarp]. [appletalk]. [decent-iv]. [etype-6000].
[etype-8042]. [lat]. [lavc-scal. [mop-console].
[mop-dump]. [vines-echo]. [vines-ip]. [xns-idp].
BLU [arp] T,
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8.2.5 #iisk MAC ACL

NS A=5

=

19y b51T

1 —Yxy bIAT% 16 ERETAALET, BHEE
0x600 ~ OXFFFF TF, [IBEA—¥917 | ROvTIoY
UZ N THEEDT —H3Ry F91T7707 71 VEBRLE
5. B 16 ERENEBNICRRINET,

11—y b51T
NARD

{—HRY FIALTIYRT% 16 ERETANLET, HEE
0X0 ~ OXFFFF TF. [#E1—Y5917 | ROvTTHvU
2N TEBOA —Y2y 9177077 1 LEBRUIIS
&, BYR 16 EHBEIEBHCRRINET,

CoS FHT 3 CoSEEBIRLE T, &EHEIE0~7 TI,
o YRT-CoSVRIEEANLEY, #HHEE 00 ~ 0x7
TY,
VID #AT3 VLAN ID ZAALE T, &EIL 1~ 4094 T,
e YAT-VLANID NRIEBEEZAALEY, &iFIlE 0x0 ~
OXFFF T,
RIS E ZONO ACLIV—ILCERY 2RBEER 07 7 1 LOZRTEA

HULET, &AIlE 32 XF&ETTT,

[BA|RIVEIUyILT, HLWACLIL—ILEBIDLET,
[B3 | RIVETUYILT, [ACLPTERURN |9« Y RYICEDET,
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8.2.6  Extended Expert ACL

[ACLEN | R9Y (ACLPIERAURR w1V RY) 20Uy I0LT, UF
DY 1Y ROERRLUES,

B - —

ACLF 21 AL BN
ACL &+ | Extended Expert Al v |
ID (8000-9999) [ |
ACL £F5 32 chars |
(I

Note: ACLEDMEHDFIEXFTRITNEZEDFEA-

824 ACL 77 AU (ACLIEN. Extended Expert ACL)

[ACLPTEAURNEN | £7v 3Tl UFONS A —9%BETEET,

NS A=8 o E
ACLIAT ERiT D ACLI 1 TZBIRLE T, BIRTDEIE. [1Z£IP
ACL]. [#E3%IP ACL]. [{E# IPv6 ACL]. [ 53 IPv6
ACL]. [#i3E MAC ACL]. & U [Extended Expert
ACL] TF,
ZMtT>3ar Tl Extended Expert ACL DERETTIEIC
DWCEHRAL T,
ID Extended Expert ACL @ ID ZANLF T, #EE 8000 ~
9999 T,

ACL & ACL DERIZANLE T, EHlld 32 XFEXTTI,

[ RIvEIUvILT, HUWACLZOT 71 ILEBINLET,
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Extended Expert ACL 7’07 7 1 JLEZEIRL T [ IL—ILEBID | 9> ([ACL
PORBAVAK D1V D) #0UyILT MFOD 1Y RUERRUET,

=T A3 2] (— (165535)

BEMACT LA

BET

Bwat—

ACLJL—JLEM

D 5000

ACL & E-E-ACL

ACL 51T Extended Expert ACL

Ol

(TEEENTVERA. SAFLTERNCIDETSY. )

FisEAi— | Please Select v

A
T
P
Wikdeard
" EE Ol
FA L [11-DF-36-4B-A7-CC o HA L [11-DF36-4B-AT-CC
FEF
MAC  [11-DF-36-4B-A7-CC MAC  [11-DF-36-4B-A7-CC
Wildeard [11-DF-36-4B-A7-CC Wikdeard [11-DF-36-4B-A7-CC
IS [ Please Select v
Please Select v | [ | t0-65535) | Please Select v | | | i0-6ss35)
Please Select v | | | i0-65535) [ Please Select v | | | (n-65535))
IP Precedence| Please Select v | (0-7) TR (0%0-0x7)
ToS Please Select v |{E(0-15) T A7 (0x0-0xF)

DSCP (0-63) | Please Select v [iE(0-63)|

T 47 (0x0-0x3F)

TePIS Y ack [ fin [ psh

VID(1-4094) [ ] zaooewEn) [
Cos TALT (0%0-057)

e

rst () syn () urg

—

B3 puliil

B 8-25 ACL 77EAXUZX b (b—JLEN. Extended Expert ACL)

[ACLIL—ILEN | BT a3y TR UTDNSX—IZHRETEET,

NSA=5

EE

Y=Y+ VIN—

ACLI=IbH Y N—ZEAALF T, &BEIE 1~ 65535 T,
ZOFYN—F BELRBVBE, BBEMSINET,

roJvay

ZON—IVTETSB7PIvavEBRLET, BIRYT B
B[ %0 ] 5LV [EF | TF

ORI 17

POMINIATA TV avEBRLET, BIRT BEE.
[TCP]. [UDP]. [ICMP]. [EIGRP] (88). [ESP] (50).
[GRE] (47). [IGMP] (2). [OSPF] (89). [PIM]
(103). [VRRP] (112). [IP-in-IP] (94). [PCP] (108).
[ZORIWLID]. LUV [BRL] T,

E-7'OFJVIDEZFETANTEFT, #HEIIF 0~
255 T9,

RAZ-[ 7OV ID]| AT YvavzBRULE. F8
T7ORIIVNRDBEZADLEY, EEIE 0x0 ~ OxFF
T,

TSTAVN - ZOATYavEBRULLBE. N7y bk
TSTAVRT IV ITHEENET,
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NS A=5

=

V=2 (IP7KRL2R)

V—ABREBREIUVAANLE T, BIRTDERUTDE
HDTY,

T2 -FREOV—ALST1 v IEIDIL—ILORHEIC
> CEHMEL &Y,

RAL -Y—=RKZAS IP 7 RUREBRASIUTANLE
ED
IP-[Wildcard] dEY ¥ v TZERALT, V—XIP7
RLURDIIW—T=FEREFIVAALET, EVHETIC
MHTDEY MIFEREINFT, Ev MEO (THINT D
EyhEIFzvoaInzxzd,

TAATAR—=23Y
(IP7RLR)

TARAT 1 X—YaVBEREBEREIVUANLE T, BRT
DERIUTOESEDTT,

R -EFBEDTARTAR—Y3aVrTT1vI%ID
W—ILDELEICRE > TEHEL £

RAL - F4 RF 1 X—Y 3 VRAN IP P RL2EFERS
FUAALZET,

IP- [Wildcard] DEY h¥ v T ZBERALT. T« X7«
F—=Y3avVIPPRLADI V=T %FERELIUTANLE
I, EVHMETICHRNTDEY MMIEREEINET, Ev b
BOICHNTDEY NEFFTvIINET,

V=2 (MAC7RLR)

Y—ZAMAC 7 FLRABREBERELIVUANLE T, BIRT
DERUTOESD T,

FE-FBEDYV—ANST1vI%ZDIL—ILDEHEIC
> TEHELE T,

mRAR -Y—=ZXRAM MACPZFLRZAALZET,
MAC-V—X MAC 7 FLRB LT Wildcard BZ KRR
SNFANT 1« —=ILRICAALET,

TA1ATAR—23Y
(MAC7 KL 2A)

T1RAT 14— 3Y MAC7 RURABHREZBEBRB LU AL
LET, BIRIDER>LUTOESED T,

FE-EFRODTARATARX—3a V5 T4vT%ID
WW—ILDEEICHE > TEHHEL £ 9

RAR - F1 RF14R2—Ya VA~ MAC 7 RLRXZEA
HALFET,

MAC- T4 AT 1R —y3aY MACFPZRLRABLDT
Wildcard BEZRRENIANT « —ILRICABDULET,
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NS A=5

=

Y —2ZiR—b

Y—AR—MEZBREIUADLE T, BRI DEIEILUT
NDEEDTY,

o =-ACLIHBELIcR— bBESOHERLET,

o >-ACLIHEELIKR—FBESLIOREVNINTOR— K

ZERALE T,

o <-ACLRHEEULFR—FBESELDINSNIRTOR— K
EERALET,

o #F-ACLIMEELTR— bBESZRS INTONR— b ZfE
RULEXT,

o Eif - ACL GERADEBESNIA— M EERLED,

o YRAT -ACLRBEEINEYRTQEHBEADKR— ~ ZFEH
LEY, R— MY RIBEERRSNFEAADT «—ILRICA
ALFET, #HEIE 0x0 ~ OxFFFF TY,

CONZA=FF [ZFORTLIAT ] T[TCP] F(&

[UDP] ZBRL 1ZE D AHFIFTIRET T,

TAATAR—23Y

R—bk

T4 AT 14 RX—Y 3 ViIR— MEZBRELUANLET, &
RIDEE>ILUTDEEDTT,

o =-ACLIMEEULR—FBESOMAMEAL T,

o >-ACLEELIR—FBESLIODREVNINTOR— K

ZERALET,

o <-ACLRHEELFR—FBESELDINETNIRTOR— K
ZEALET,

o F-ACLIMEELIcR— bBESZRSINTOR— b %fE
RULEY,

. FE - ACL REEROBESNE K- EBALET,

« YRAT -ACLIHERS NI RT DEFERNDHR— % EF
LET, K—hYRIBERTENEANT « =L RICA
ALEF. @EIF 0x0 ~ OxFFFF TF.

ZONSA—FF, [FORII 1T ] T[TCP] E1:ld

[UDP] #BRL1-BENHFIRETEETT,

EEICMP Xvyt—

517

BATD ICMP X v E— V91 TEBRLE T,
ZONSA—F(, [FORLIAT ] T [ICMP] EBIRL
TBEOHFIRTEETT,

ICMP Xy =994

[EE ICMP X v E—Y9 17 | #BRLANES, FRAT
ZICMP Xy E—I9 1 TOBEAEANLET, SEI 0~
255 TF, [ICMP Xy E—I9 17 | #BRUIIBE, X v
-V TORBIEBANSNET,

ZONS A=}, [ZORILI1T ] T[ICMP] EBIRL
B ANHHFHEE T,
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NS A=5

=

XytE—yJ-—F

[{8E ICMP X v E—U9 17 | &BRLALES, FRT
BAYE—YI—ROREEAHNLET, BHEEO0~255T
T, [ICMP X v E—U917 | &BRUIEE, Avt—Y
51 T ORENEBANSNET,
ZOINSA—FIE, [ FORLIAT ] T [ICMP] EBRL
AN HFIFATETT,

IP Precedence

AT D IP Precedence lEZERL &, FIRI DER.

[routine] (0). [priority] (1). [immediate] (2).

[flash] (3). [flash-override] (4). [critical] (5).

[internet] (6). KU [network] (7) T,

* {E-IP Precedence lEZFETHANTEET, £EIL0
~7TY,

o YA -|PPrecedence VAIEBEANLFY, HEG
0x0 ~ 0x7 T,

ToS

fEAT 2 ToS (Type-of-Service) EZBIRLE T, BRI D
f&l&. [normal] (0). [min-monetary-cost] (1).
[max-reliability] (2). [max-throughput] (4). XU
[min-delay] (8) TJ,

o {E-TOSE%XFEHTHANTEFY, &#HEAF 0~ 15T

ED
o YRT -TOSVRIEEANLET, &HHEIE 0x0 ~ OxF
T,

DSCP

£ 92 DSCPEEZBIRLE Y, BRI DMEIE. [default]
(0. [af11] (10). [af12] (12). [af13] (14). [af21]
(18). [af22] (20). [af23] (22). [af31] (26). [af32]
(28). [af33] (30). [af41] (34). [af42] (36). [af43]
(38). [cs1] (8). [cs2] (16). [cs3] (24). [cs4] (32).
[cs5] (40). [csb] (48). [cs7] (56). LU [ef] (46)
T,

o {E-DSCPEZFHTHANTEET, &#HHEIF0~63T

ED
o YAT -DSCPNYRIEBZANLEY, &hHEIFE O0x0 ~

Ox3F T,

TCP 7357

D ACL THiigd TCP 730 2B IRLE Y, FEIRT DB
(& [ack]. [fin]. [psh]. [rst]. [syn]. &&LTV [urg] T
ED

CONZA—=FF [Z’OTWLI1T ] T[TCP] Z&FRL
fBENDHHFETRETT,

VID

5T 3 VLAN ID ZANL T, BEE 1 ~ 4094 TT,
« YRJ-VIAN ID YRIEEASLET, HBEE0x0 ~
OXFFF TF
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N5 A—5 BE
CoS RT3 CoS BEBRLET. HEZ0~7 TT,
o YRT-CoSNRIEZANULET, &HEIL 0x0 ~ 0x7
T5,
Fs R SEE 0D ACLIV—ILTERT 2EEET 07 7 1 ILOERIZA
NUET, BhllE 32 XFETTT,

[ @A RIvETUyILT, HFLLACLIL—ILEBNLET,
[R3 | RIVEIUYILT, [ACLPIERURN |91V RICRDET,
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83ACLAVITI—APIERIIL—

8.3

ACLAVITI—APIRARTIL—T

D1 YRUZAWNT, BEULR—bD ACL 77 BRI IV—T DFEZITL)
HEEZRRLET,

[ACL] > [ACL A Y9 T T—RAFIEATI—T | 27Uy ITLT, UFDY 1Y
RoERRLET,

ACL A 5 IT—AFIERIN—T
azwih B BT AE T HAT ACL &7
[1 ~]leiton ~][eion  v|[mn v ] [Add vJipac <] = B |
aA—w MEE
T T
b
Ceac | men | wea | ewesc | e | pes  wcha | boeac |
Giti0
Gitii2
Giti0i3
Giti0i4
Gili0i5
Gili0iG
Giti0iT
Gitiig
Giti0ig
G010

826 ACLAYITI—RAFPIRRTIL—=T

[ACLA VI TI—RAPTEATI—T | €T3 VTR UFDNSA—9%H
ETEET,

NS A—5 e

BHAR—b -8 THR—b |FRIDR—FEBRUED,

i BOEBRLET, BRI BMEE [In] HL TV [Out] TT.

Fovay EFTBPIVaVEBRUET, BRTBER B ] &
U [HIg ] T

917 ACLIATHBRLEY, BRI BB [IP ACLL [IPv6
ACL]. [MAC ACL]. &&U [Expert ACL] T

ACL & ACL &H& T ZICAALET, BAllE 32 XFETTY, [
RUTLREEW, | RIVETUYILT, URMDBEED
ACL &ZEIRLE T,

[@BA]RNIYZEIVUYILT, BERNBSZERELET,
[BIRUTLIES L, [ R vZEITVUYILT ZOU 1Y RUTRHRATEDRE
BHAOPZI7LAAV,O—ILURNEZRRUET,
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83ACLAVITI—APITERATIL-T

[BIRLTLEESL, |RIVETVUYILT, UTFDD 1 Y ROZERRLET,

| ACLFIJCADAE
I hU#EE: 2
T e T
P 1 S-IP-ACL EEIP ACL
L ] 2000 E-IP-ACL FLIEIP ACL
T W O T =

B 827 ACLA VI TT—RAFPITRRAT =T (BRLTLIEELY,)

[OK] R9YETU YT LT, BRUEPIEAIVFO—VUR M EERLE

ED

BEDOR—INBEETDHEEF. XR—IBSZAAL, [Go]RIvETIYUYIL

THEDR—IICBELET,
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8.4 ACLVLAN PIEAVY Y

84 ACLVLAN P7TJEAY v

D1 Y RIZAWNT, ACLVLAN P77 EANV Y T DREETL. REBER
mLE T,

[ACL] > [ACLVLAN 77 EAR w7 127Uy ILT, UFOU« Y RoER
RUET,

ACLVLAN 7 Aw T
PR
HIRyIri—esss) [ |
ER

TR Forward M

FOURARYTE NI SR Disabled v &R
POEARYTH [pors2suz | Aozesur || #=
T husesti
FOEARITE | HIX9TF ) — EEFIEAUA L e
Name 1 Forward b5 S T il
1n [ 1] ]

8-28 ACLVLAN 7T AV v

[ACLVLAN 77 EAR w7 | €T3 VTR UTONSA—IEH/ETEE

ER
NS AX—5 1=

PORGARYIT& PORAN v TEZANLVET, BRllF 32 XFETTT,

YIIvTFVIN— YIV v T YN—EAALEFET, #EEIE 1~ 65535 T,

Povayv RTI277vaVvEBERLE T, BRI DER
[Forward]. [Drop]. &&U [Redirect] TY,
[Redirect] 77’y a v&BIRLIBS, FOYIYIIUUR
RTUSTAILIT MM VI TT—REBRLET,

NV IIRRE NV IREEENEIFENCLET,

[@RRIVEIUYILT, HLLWIVUEBNLET,
[HYVIRIUTP | RIVETUYILT, TRTOHYVIBRETIUPLE

P
[HDV50VU7F ] MIVEIUYIULT, BEULEFPIEAN Y (CEETDH
YV IBREIUPLET,

[BR|RIVETUyILT, BELERREHICEINTIY FUERRL,
HRLET,

[N VT4 VD | RIVETUYILT, BELEIVNUONA VT VT %
mELET,

[HIEg [ ROVETUwIULT, EELEIY FUEMBRLET,
EROX—INEETDHEF. X—IBESEANL, [Go] RIVETUYIL
TREDR—ICBHLET,
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8.4 ACLVLAN 7T €AY Y

[N YT« VTR T Vv ILT UTDT 1Y ROERRLET,

SP AU

FLOUEITWTE Name
BT T — 1
o ESIPFSEI A

| BRLT EaL | | b= [| Bliz |

EEIPVEF AU

BRLT< =L

5

| Bz |

EEMACFATEAUZ

ERUT< L

o

| Hig |

B 829 ACLVLAN PO AN YT N1 VT« 7D)

[BE&PIEAURN | 723V Tl UTONSX—9EBETEET,

NSA—=5 1=

BSIPPIEAVAL  |BEIDIPPIERAUIMARTRSINET,

BS IPv6 PO EAYRL |BETD IPv6 7T ERU A MARRENE T,

&EMAC7IE2A BEIDMAC 7T ERAUYZMARRENET,
DA+

[BIRULTLEESL, |RIVETUYILT, DU+ Y RUTHERTEDHRE

BAHAOPIELXAYO—-ILYRXMERRLUET,
[BA]|RIVEITVUYILT, EEREZEIELET,
[BRR | R9vETVUYILT, BELENI VYT« VI ZHEIBRLET,

[BIRULTLEESL, |RIVETUYILT, UTFDD 1 Y ROZERRLET,

_

I hUEE: 2
TTE T s e
S-IP-ACL EEIP ACL
2000 E-IP-ACL HL3EIP ACL
n 1| =
[T —

B 830 ACLVLAN PO EANY YT (N1 VT« VDT, BRUTLIZEL,)

273



8 ACL (Access Control List)
8.4 ACLVLAN PIEAVY Y

[OK] RS v&TIUyILT, #RUELZIJE/RAOYMO—-IVYRbZERLE
ER

BROR—INEET DHEEF. R—IBE=EAAL, [Go] hIVETUvIL
TRENDR—IICBELET,
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8.5 ACLVLAN J1IL¥

D1V RUZRAWNT, ACLVLAN 7 1LY DFREZITL, REEBERRLE
ED

[ACL] > [ACLVLAN 7L 27Uy ILT. UFOY 1Y ROERRLE

ER
ACLVLAN Z71JL%

P AT TR

Fozaz

VIDUR B SVLANIEE ER
> kU1

Name 1-4094 i
n [ 1] [ len

8-31 ACL VLAN 7 1 L%

[ACLVLAN 71 )L%8 | €T3V TR UTONSA—FEZRETEET,

N5 %—5 Bz
FPOECAR VTR PORIAT v TEEANLET, SAlE 32 XFETTY,
Y ZDED, =FATBF IV VERRLET, BRI HER BN ] B&
U[ Bk ] TF.
VID VA K AT D VLAN ID ZAANULET, AVVXYID TEHiRIT D

VLAN ID ZANT B, Fd/\1 7VEEID T VLAN ID
DEEEANT BT ENTEET, BHER 1 ~ 4094 TT,
[£VLAN] 27> 3 VEBRULEES, TORAT v FTRE
SNTVBFTATOVIAN [CCOAY T+ TL—va v EE
ALET,

[EFE | R9vETUYILT, HLWIY R UEBINLET,
[BIi | R9VETU Y ILT, SBELETY UEMBRLET,
EBHOR—INEET 2HEE. N—YBSEANL. [Go] RIVETUvIL
TREON—IICBEHL T,
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9.1 R—bEFa2UT+ 9.1.1R—bEF2UT+T7O-NILEE

TFa1Ur«

9.1 WR—bEFa2UFT~«

9.1.1 mR—bEFa1UFT+J0-NILEE

ZDU4YROZAWT, J0-NIbik—bEF1UT 1 DREETL. REEBEZ
KRULET,

[EF1UF«]>[R—bEF1UF1 |>[K—bEF1UF+TO-/NILEE |
EIUvILT, UFOY <Y ROERRLET,
R e e e L ——

R—beFauFs bSvITHE
S RS BB @85 ER
Ai—beFauFs bSvITL—hEE
rSwTL—h (©-1000) P ] &R
K= MEF1UT 1 ZATARE
AT LEAT FLZ (1-3328) [ @@L A
R—bFaUFT 1 VLANEE
VIDUZ
VIANERZEE P LA (1-3328) O JesmsL o]
#BFEVLAN
VID (1-4084) BE
I 7 S R S
1 No Limit 1]

®9-1 R—bEF2UT+J0—-NILEEE

[R—bEF1UF 1 YRAFLBE ]| I3 VTR UFONSA—9ERET
xFT,

NS X—5 BE
DATLERRPRLA TF1PRRMACTP RLRADEBAFIBZANLET, EE
LRVMBEOF 740 MaR [ #IIRRL | TF. SRR
1~3328 TF, [#IRAL | ZBRLLIBS, €17k
MAC 7 KL R OBAKEHTLET,

[BAE|RIVEIUYILT, BENSERBLET,
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9 E¥aUT

9.1 R—bEFa2UT+ 9.1.1R—bEF2UT+T7O-NILEE

[R—rEF21UT s VLANERE ]| T3 VTR UTONSA—IZHET

EECR
NSA—=5 8=
VID YAk BEATD VLAN ID ZANLE T, AVVRYID TEHRI D
VLAN ID ZANT Dh. Ffcld/\ 1 T VRO T VLAN ID
NHEEEZANTDIENTEFY, #HEIE 1~ 4094 TI,
VLAN RRZFB7 FL A [#EELT VLAN TEZETEER MAC 7 FL ADERARFIH =

ANULET, #@E 1~ 3328 T, [#IBRL | &BRLE
B8, £F1 78 MAC 7 RUADBAKEZT LT,

[BA]RIZETIVYILT, BEUVLBRICEDVWTHLLWIY MY ZENL

EC

[RZTVLAN] €723V Tl UFONSA—IEBETEET,

NS AX—5

=

VID

89D VLAN ID ZANLET, &EEIL 1 ~ 4094 TT,

[BT|RIVETUyILT, EBELERREHCESVTTIY FUERRL,

KRUET,
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9.1.2 R—bEFa2UT+R—bEE

9.1.2 HR—bEF1UTFT1R—IEE

CDU1YRIZEABANT, BELER—bDIR—bEF2 VT 1 DEREETL. 8
EEZXRRLUEXT,

[EF1UF+ |>[R—bEFaUF1 |>[R—bEF1UF K- RE] %
JUyILT, UFOY 1Y RERTLET,
I e e  —

R—bzFaUF 1 R—MRE
BEmi— BTHR—b AR B (0-3328) Violation Action tFauFsE-—K IT—2AEHE (0-1440) T—S2 54T
[Gi0/1 v|[Gi/01 v | Disabled v|R2 || Protect v || Delete-on-Timeou v || |53 | Absolute v
pit]

I e e N 2o
G0N Protect Delete-on-Timeout Disabled (] Absolute
Gz 32 0 Protect Delete-on-Timeout Disabled ) Absolute
Gy 32 0 Protect = Delete-on-Timeout Disabled ) Absolute
Gioid 32 0 Protect = Delete-on-Timeout Disabled 1) Absolute
G5 32 0 Protect = Delete-on-Timeout Disabled 0 Absolute
Giiois 32 0 Protect = Delete-on-Timeout Disabled 1) Absolute
Giior - 32 0 Protect = Delete-on-Timeout Disabled 0 Absolute
Gioie 32 0 Protect = Delete-on-Timeout Disabled 0 Absolute
Gil/olg 32 o Protect = Delete-on-Timeout Disabled a Absolute
Git/oro 32 o Protect Delete-on-Timeout Disabled ) Absolute

92 h—bEFaUFsiRh—bEE

[R—rEF2UTAR—bFEE]| T3 VTR UTONSA—IZHETE
ECIN

NSA—=5 Bi=
AR —b -8BTHR—b |ERTDIR—FEBRUET,
IRRE BEUIR—bOR—EF 21U T « #EEEEDE S ED
ICULET,
=X BELLKR—bDEF 17 MAC 7 RLADBRRFIH =

AALET, &EEIXO0~3328 T, 772ILETRE. <D
fEld 32 T,

ERBPIVay KTIDERK 7Y 3 VvERBRLUET, BRI DER>LUT
NDEHEDTY,

o JOFIb-IR—bEF2UF+77OCALRNILTEF
PTERBLVRISDSDINRNTD/NT Y M ERELET
M EFaUTF BRADVMIEDLEEA,

o HIRR-IR—FEFa2UF«OCALRNILVTEF 1P TIE
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R—hk R—bESZANLEY, #HHEIE 1 ~65535TT,

F1LPIE UE—FEENDODIBEFORDI A LFPD NAEE AN
L&Ed, #RAlE, 1 ~655358TI, T74IEE5HT
ER

JO0-7FIN— 7O0-T7891 LDO¥EANLET, &EIE 1~ 1000 TI,

T7xILNMEE 1 T,

[BAEE ] RO vZETVUYILT, IPv6 bL—RIL—hZRBLE T,

[IPV4 FL—ZJb—b | NS5 A—9EBRELVAAL, [BIHE]RIVETU Y
LT, UTOY« Y RoERRLET,
I ———

IPv4 L —ZL— MEER

(17 <10 ws [192.768.100.254]

lrace complete

E3

IPv6 L —RIL— b

® IPEZPELR
ot
EATTL (1-255) B ]
i (1-85525)
S LTI b (1-65535) B e
FO—T7 2~ (1-1000) B

13-21 bL—=RIb—bF (R

[R2 ] RIVETUYILT, BID[ RL—RI—b |9« Y ROCEDET,

403



13 Y—ILIN—
13.26 Utvhk

13.26 Utvhk
NV 1YRUEBWT, XMy FOVYI DI PIAVI«TL—Y3VNIHH
HREDNENDUEY FERBLETD.

Y—IUN—T[Y=IL]>[ Uty ]ETUYILT, UTOD 1Y RYERR
LET.

Uty

® A FHITIHBEFRE U oy Fan, BEsLET.
O Ao FIT TR "o b, BRELET. SO F 2l DPPE LA 2o IS RALE T,
O Ay FITTAREFRLE DUz b, BERSILER A

13-22 Uty bk

UTDINSTA-I%BRETELXY,
NSX—5 TS

ey b UFoWshhnU Yy b47ya v EBRUE T,

o [ Ay FIITIBEEIRREICUEY ban, BEELET, ]

o [ R yFIITSERRECUEY SN, BEBLET,
COATYavIRIPPRLAZUEY AN E
EXy

o [ A yFIRIBHERECY Y b 3N, BEBILE A,
]

[BA|RIVETUyILT, THEHEREADU LY M EBBLET,
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13 Y—ILIN—
13.2.7 VAT LB

13.2.7 Y RTLEiEE

CNDI1YROEBWVWT, A1 v FOBEEZMRIBLET, REODBEHE/ETE
BA VBTN IEFHFLWIAY 740 L—y 3 VEER, RESNTULRIEIN
E. kbnxd,

Y—IUN—T[Y=IL]> [ YRATLBEREE ]| 27Uy ILT, MFOY 1Y R
ERTLET,

AT LBEH

IFEEFLTELZLNTTE? @ FW No =28
[EEFFLRVES, Oty S 3T TOEEREINET.

13-23 Y AT LEBEH

[BW] AT YarvzBRULES BEBIDICTICEESNIHLLIY T«
ITU—yavhRESINET,

[No] 77y 3 vaBRLUIBZSE. BEEBIDIHTICEESNFHFLLWIVYI«T
L—r3aVEERSNEXT,

[ BiEEE | R9vEIVUY I LT, BEghamiklLED,
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13.3 S5

Web Ul DEEEBIRLUE T, 772 TR REBEHAEFEZBIRTEEXT,

UTFICRILSIC, SEZERUET,

English
BAZE

& 13-24 =58
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13 Y—=ILIN—
13.407977k

Y=ILN=T[O9FPI k| FT7vavzTUvIULT, X1y FDO Web Ul H
5077 LET,

" O£7 = Administrator, .. J@ O2 7T

13-25 077k
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14.1 802.1X
— A\ '__
i - > ATFL0O0—&
14.1 802.1X
ID 07 DRE BEXE
1. | 4Ry b OBE : 802 1X BEEICHINL = LTz, {E

O7 X vE—Y :[802.1X](<method>) Authorized user <username>
(<macaddr>) on Port <portNum> to VLAN <vid>

INDXA—IHE :

method : O—AJL&E7(F RADIUS ZRLUE T,

username : s8aE9 21—,

macaddr : FBEET DEEDN MAC P RL X,

portNum : X1 v FDR— + &S,

vid : a9 VLAN ID,

2. | ARV SOBE : 802 1X FREEICKB UL F Uiz, TR
O XvwE—Y :[802.1X](<method>)Rejected user <username>
(<macaddr>) on Port <portNum>

INTA—IHRE ;

method : O—AJL&EE RADIUS ZRUE T,

username : 5aEg 21—,

macaddr : BT DEEN MAC P RL X,

portNum : X1 v FDR— +&ES,

3. | ARV NOBE : 802 IXREET—T LA TIRDT, FHTLWPRLURERITE | FER
Ft Ao

O Xvt—3 : [802.1X]Rejected <macaddr> on Port <portNum> (auth
table was full)

INOA—THE :

macaddr : SR TDEREND MAC PR X,

portNum : 21 v FNDR— L ES,
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14.2 AAA

14.2 AAA

07 DELE

ARV SOBE : O 1 VICHIhLE U,

O7 X vt—3 : Successful login through <Console | Telnet |
SSH>(Username: <username>, IP: <ipaddr | ipv6address>)
INSA—THE

ipaddr : IP 7 FL X,

username : 1—H%,

ipvbaddress : IPv6 7 KL/ X,

ARVEDOBE . OT 1 VICKBLUFE U .

O7'Xvt&—3 : Login failed through <Console | Telnet | SSH> (Username:
<username>, IP: <ipaddr | ipvb6address>)

NS A—TRE ;

ipaddr : IP 7 KL X,

username : 1—H%&,

ipvbaddress : IPv6 7 KL X,

ARVEOBE: OJ7PIhLELUT

O7 X v+t—3 : Logout through <Console | Telnet | SSH> (Username:
<username>, IP: <ipaddr | ipvbaddress>)

INSA—IHE :

ipaddr : IP 7 FL R,

username : 1—H%8&,

ipvbaddress : IPv6 7 KL X,

ARVEDOHE : By yavhh91L7PIMLELT,

O Xwt—3Y : <Console | Telnet > session timed out (Username:
<username>, IP: <ipaddr | ipv6address>)

INTA—IHE ;

ipaddr : IP 7 FL R,

username : 1—H%%&,

ipvbaddress : IPv6 7 KL R,

ARV NOBEE : SSH U —/1\AEWCTBRD E LT,
O7 X wt—3 : SSH server is enabled

ARV NOFE : SSH Y —N\DEMCBRDE LT,
O7 X wt— : SSH server is disabled

B

ARV b OBE : BIRY Y —HERICRD E LT,
O7 X vE— : Authentication Policy is enabled (Module: AAA)

B

ARV~ OBE  FBIERY ¥ —h@EMCRD E LT,
O7 X v&— : Authentication Policy is disabled (Module: AAA)

B

ARV EOBE : AAAY—NIA AP D SFRFAED ROV I« L—23vm
fehcOT 1 VICKBUFE LT,

O7 X wE—Y:Login failed through <Console | Telnet | SSH> from <ipaddr
| ipvbaddress> due to AAA server <ipaddr | ipvbaddress> timeout or
improper configuration (Username: <username>)

INSA—IHE :

ipaddr : IP 7 FL X,

ipvbaddress : IPv6 7 KL X,

username : 1—HY%&,
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14.2 AAA

ID 07 NEE EXE
10. | ARV S DOBE | AAA DO—AJVERAET, REARL T, F@H—/\RIAET, BE |BR

SEROBITHIHINLE LT,

O7 X v+t—¥: Successful Enable Admin through <Console | Telnet | SSH>

from <ipaddr | ipvbaddress> authenticated by AAA <local | none | server

<ipaddr | ipvbaddress>> (Username: <username>)

INSA—THE .

local : AAA O—AIVEREEIC L D EBEEREZBITLE T,

none : AAA R L CEBEEREBITLET,

server : AAA B —N\REEICL D EBEEREZBITLET,

ipaddr : IP 7L X,

ipvbaddress : IPv6 7 FL X,

username : 1—H'&,
T ARYSOBE : AAAY—NIALAPT S FERENRIV T T L—3 VD |T—ZV0

e ICEBEERDBITICKKMLE U,

07X v+&—3 : Enable Admin failed through <Console | Telnet | SSH>

from <ipaddr | ipvbaddress> due to AAA server <ipaddr | ipv6address>

timeout or improper configuration (Username: <username>)

INSX—IHE :

ipaddr : IP 7 FL R,

ipvbaddress : IPv6 7 KL/ Z,

username : 1—H%'%&,
12. | 4RV S OBEE : AAA O—AIVRIEETE AAA B —NRILC L DEBEBEROE |T—ZV7

TICRMLE LT,

O Xvt—3 : Enable Admin failed through <Console | Telnet | SSH>

from <ipaddr | ipvbaddress> authenticated by AAA < local | server <ipaddr

| ipvbaddress>> (Username: <username>)

INSA—THE :

local : AAA O—NIVEREEIC L D EBEEERZBITLE T,

server : AAA H—N\REFIC K D EEEERZBITLET,

ipaddr : IP 7 FL R,

ipvbaddress : IPv6 7 FL X,

username : 1—Y8&,
13. [ ARV S DOBEE | AAA DO—AJVEREET, REERL T, F@FHY—N\RET, O7 |BEH

1 VICHIILFE LT,

O XwtE—3 : Successful login through <Console | Telnet | SSH> from <
ipaddr | ipvbaddress > authenticated by AAA <local | none | server <ipaddr
| ipvbaddress>> (Username: <username>)

INSA—THE :

local : AAA O—AILREAEBELF T,

none : REERLZEEELE T,

server : AAA B —N\REEEEBELF T,

ipaddr : IP 7L X,

ipvbaddress : IPv6 7 KL X,

username : 1—H'&,
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14.2 AAA
ID 07 NEE ERE
14| ARV - OBE | AAA O—ADIVFBEEEcIF AAA Y—NEREECL 20T 1 VICKW |T—ZvD

LEULT,

07 X v+t—¥:Login failed through <Console | Telnet | SSH> from <ipaddr
| ipvbaddress> authenticated by AAA <local | server <ipaddr |
ipvbaddress>> (Username: <username>)

INSA—IHE .

local : AAA O—HILRHIEBEL TS

server : AAA Y —/N\RIE=EEBEL £

ipaddr : IP7RL X,

ipvbaddress : IPv6 7 KL X,

username : 1—H%&,
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1.2.1 ARP
ID 07 DHE BEAE
1. | 4RV MOBEE : Gratuitous ARP TEE& IP #&HLUFE U7, J—=v7

O7 X vE—Y : Conflict IP was detected with this device (IP: <ipaddr>, MAC:
<macaddr>, Port <portNum>, Interface: <ipif_name>)

INDA—THE :

ipaddr : ERFOEREEERLTCLD IPPRL R,

macaddr : ERPOEBEERT D IP 7 RUREFDEEBED MAC P RLU X,
portNum : 1. B¥fE, 2. £EBORER—FESEXRLET,

ipif_name : B& IP 7 FLURER DR Y F DA VT T T —ADEHM,
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1435 Q RATvD)

14.3

SREE Q ATwv7)

07 DELE

ARV SOBE 2 A7y TREICHINLE U T,

O Xvt—3 : [<step-mode>] (<method>) Authorized user <username>
(<macaddr>) on Port <portNum> to VLAN <vid>

INTA—THE

step-mode : 2 ATy TRIAEE—FERLUET,

method : O—AJLFTlE RADIUS ZRUE T,

username : BT D I1—H,

macaddr : FBEETDEED MAC P FL X,

portNum : X1 v FDR— &S,

vid : 893 VLAN ID.

ARV bOHE | MAC-WEB FREEICKBLE U,

O7 X vE—3: [MACWEB] (<method>) Rejected at MAC auth <macaddr>)
on Port <portNum>

INSA—THE

method : O—AJb&F7F RADIUS ZRUF T,

macaddr : SBEET DEED MAC P FL &,

portNum : X1 v FDR— +&ES,

W
el

ANV DOBE : MAC-WEB SBAEICKL & U e,

O7 X vt—Y : [MAC-WEB] (<method>) Rejected at WEB auth user
<username> (<macaddr>) on Port <portNum>

INTA—IHE

method : O—AJL&E7lF RADIUS ZRULE T,

username : EEENI1—Y,

macaddr : FREETDEEND MAC P RL X,

portNum : X1 v FOR— &S,

ANV~ DOE : MAC-802.1X SREEICKM UL E LT,

O Xvt—Y : [MAC-802.1X] (<method>) Rejected at MAC auth
<macaddr>) on Port <portNum>

INSA—IHE :

method : O—AJLEIE RADIUS £ RULF T,

macaddr : BEETDEED MAC P KL X,

portNum : X1 v FOHR— &S,

ARV S OBE  MAC-802.1X BREEICKBL F U e,

O7XvE—Y : [MAC-802.1X] (<method>) Rejected at 802.1X auth user
<username> (<macaddr>) on Port <portNum>

INSA—THE

method : O—AJLZFT7cl& RADIUS ZRLEF T,

username : EEENLI—,

macaddr : FREETDEED MAC P RL X,

portNum : X4 v FOR—~&ES,

ARV DOEE  802.1X-WEB FBEECKB UL E UTc,

O7 X vE—Y : [802.1X-WEB] (<method>) Rejected at 802.1X auth user
<username> (<macaddr>) on Port <portNum>

INDA—THE

method : O—AJLF7[E RADIUS ZRUF T,

username : BESINLI—H,

macaddr : REETDEED MAC P RL R,

portNum : X1 v FDiR— ~ES,
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1435 Q RATvD)

07 e ERE

ANV bDOBE : 802.1X-WEB SREEICKBKL & U e R
O Xvt—3 : [802.1X-WEB] (<method>) Rejected at WEB auth user
<username> (<macaddr>) on Port <portNum>

INSA—THE :

method : O—AJL&7lF RADIUS ZRUE T,

username : EE NI,

macaddr : REETDEED MAC PR X,

portNum : X1 v FOR— &S,
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14.4 BPDU #i—K

07 e

ARV DOWE  BPDU PI v IRFEELE LT,

O7 Xvt—3 : Port<portNum> enter BPDU under attacking state (mode:
drop / block / shutdown)

INTA—THE

portNum : iR— h &S,

mode : BPDU DIRFEDIARE,

ARV OBE : BPDU P9 v IhoBEEOELE U,

O7 X wE— : Port <portNum> recover from BPDU under attacking state
automatically

INSA—THE :

portNum : R— ~ &S,

ANV ~OHE : BPDU Py IMBNY_a7)LOELF LT,

O7 X wE—Y : Port<portNum> recover from BPDU under attacking state
manually

INSA—SIHE .

portNum : R— &S,
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145 VYUK

07 n#EE

ARYVEOFHE : OV Y ROJIRE

O7 X vE—I:"<command-str>" executed by <username> from <line>[, IP:
<ip-address>]

INSA—IHE .

username : COINY RZRTLUILPHI Y b E,

command-str : EBCETEN, RAvFOIV I« T L—y3avaEELRLIV
v RXF,

line: SONSA—=FE, COIAVY RERGFULS I VE—RERLEY
(console. telnet, SSH 7% &),

ip-address : (A7 3v) IVY FHUE—MRRTAASNGLES (telnet
SSH#E), TONFA—INNETT,
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1.5.1V7140Lb—23y/T7—LIIF7

1.5.1 AVTJ7140L—>3y/T7—LDI7

07 DE

ARVEDBE : J7—LDIFDFPvITITL—RCHHLELU
O Xv&—3 : irmware upgraded by <session> successfully (Username:

<username>[, IP: <ipaddr>, MAC: <macaddr>], Server IP: <serverIP>, File Name:

<pathFile>)

INTA—IBE :

session : I—YnDtvyay,

username : BEQOT A v 1—-HYERLET,
ipaddr: 754 PV IPPRULRAZRLUET,
macaddr : 7517~ MAC P RLRERULET,
serverlP : =N IPPRLU R,

pathFile : ¥—NEDNZXET 71 IV,

ARNVEOBE : J7—LITPOFPvTTL—RITKRBLE U,
O7 X vE—3 : Firmware upgraded by <session> unsuccessfully (Username:

<username>[, IP: <ipaddr>, MAC: <macaddr>], Server IP: <serverIP>, File Name:

<pathFile>)

INTA—IBE :

session : A—HYntvyay,

username : BENOT 1 Y 1—HY%EKRULET,
ipaddr : 7347V k IP PRLRZERLET,
macaddr : 751 7>Y b~ MACPZ RLRERLET,
serverlP : —/NIP PRLU X,

pathFile : ¥—NEDNZXET 71 IV,

ARNVEDOBE : 77—LDIPD7 v’ O0-RICHNLF LT,
O Xwt—3 : Firmware uploaded by <session> successfully (Username:

<username>[, IP: <ipaddr>, MAC: <macaddr>], Server IP: <serverlP>, File Name:

<pathFile>)

INTA—IHE .

session : I—HYntEvyay,

username : BEOOJ 1 v 1—H%2RUET,
ipaddr: 754 PV K IP PRLURERLET,
macaddr : 751 7PY~ MACPZ RLRERLET,
serverlP : b—/NIP 7 RL X,

pathFile : ¥—N\EDNRET 7 1 IV,

E

ARVEOEE : 77 —LAUT7ND7 v 7 O-RICEKBLUELT
O7 Xvt—¥ : Firmware uploaded by <session> unsuccessfully (Username:

<username>[, IP: <ipaddr>, MAC: <macaddr>], Server IP: <server|P>, File Name:

<pathFile>)

NS A—IHE .

session : I—¥ntEv¥ 3y,

username : BEQOT A Vv 1—-H¥ERLET,
ipaddr : 7347V IPPRLRERLEX T,
macaddr : 731 7Y bk MACPZ RLRZRLFT,
serverlP : U—/NIP 7 RL X,

pathFile : Y=\ EDNZXET 71 ILE,
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1.5.1V7140Lb—23y/T7—LIIF7

o7 OBE

ARVENOBE: AV 71—y avpdoryO—RCEILE LR,

O7 % vt—3 : Configuration downloaded by <session> successfully. (Username:
<username>[, IP: <ipaddr>, MAC: <macaddr>], Server IP: <serverIP>, File Name:
<pathFile>)

INTA—THE ;

session : I—YnDtvyay,

username : BEQOT A v 1—HYERLET,

ipaddr: 734 PV IPPRLRAZRLET,

macaddr : 7514 7PYk MACZ7RLRZRLET,

serverlP : 4—/INIPPRLU R,

pathFile : ¥—NEDNIET 71L&,

ARVENOEE : OV 7140 L—vayvndorvd—RCERBUE LU,

O7 X vt—3: Configuration downloaded by <session> unsuccessfully. (Username:

<username>[, IP: <ipaddr>, MAC: <macaddr>], Server IP: <server|P>, File Name:
<pathFile>)

INTA—IBE :

session : I—H¥Dtvyay,

username : WENOT A v I1—-HERULET,

ipaddr : 7347V IPPRLRZERLE T,

macaddr : 7517~ MACP RLRERULET,

serverlP : 4—/VIP PRLU X,

pathFile : ¥—NEDNRET 7 1L,

ARNVENOBE : VT4 L—vayvO7Py2’O0—-RICAHINLE U,
O2'Xvt—3 : Configuration uploaded by <session> successfully. (Username:
<username>[, IP: <ipaddr>, MAC: <macaddr>], Server IP: <server|P>, File Name:
<pathFile>)

INTA—IHE

session : I—HYnDtEvyay,

username : BEMOT (1 v I1—-HY%E#XRULE T,

ipaddr : 754 PV IP PRLURERLET,

macaddr : 7514 PY~ MAC P FLRXZRULE T,

serverlP : b—J/VIP 7KL R,

pathFile : ¥—NNEDNRET 71 ILE,

B

ARVEOBE : V714 L—vavDFPyO—RCERBUE L,

O Xy tE—¥ : Configuration uploaded by <session> unsuccessfully. (Username:
<username>[, IP: <ipaddr>, MAC: <macaddr>], Server IP: <serverIP>, File Name:
<pathFile>)

INSA—IHE .

session : I—YNEvy a3y,

username : BENOT A Y I1—-HEXRLFET,

ipaddr : 754 7Y M IPPRLRERLET,

macaddr : 7517~ MAC 7 RLREXRULET,

serverlP: B—/VIPPRL R,

pathFile : ¥—NEDNIET 7 1L,
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o7 OBE

ARV EOBE  RADIATDIT7AILDIT U rO—RITERBLUELUT.

02X vt—3: Downloaded by <session> unsuccessfully. (Username: <username>[,

IP: <ipaddr>, MAC: <macaddr>], Server IP: <server|P>, File Name: <pathFile>)
INTA—THE ;

session : I—Yntvyay,

username : BEQOT A Vv 1—H¥ERLET,

ipaddr: 734 PY M IPPRULAZRLET,

macaddr : 73147k MAC ZRLREZRLET,

serverlP : 4—/INIPPRLU R,

pathFile : ¥—N\NEDNZXET 71 ILE,

10.

ARVEOBE . O X vE—YD7v7’O—-RICHHLFE LT,

O7 X vE—Y : Log message uploaded by <session> successfully. (Username:
<username>[, IP: <ipaddr>, MAC: <macaddr>])

INTA—THE

session : I—H¥DEv¥ 3y,

username : REDOT 1 v 1—HERLET,

ipaddr: 734 PY M IPPRLURAZRLET,

macaddr : 7517V~ MACPZ FLRAZRULEX T,

B

11.

ARYVEOEE : O XAy E—YN7v7'O0—-FICKRBLELT.

O Xvt—¥ : Log message uploaded by <session> unsuccessfully. (Username:

<username>[, IP: <ipaddr>, MAC: <macaddr>])
INTA—IHE :

session : I—Y0tEv¥ a3y,

username : BEMOT (v I1—H¥ERULET,
ipaddr : 754 PV IP PRLURERLET,
macaddr : 7514 7Y~ MACZ FLRZXRLET,
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14.6 DAD

07 e

ARV~ OE : DUT A DAD BIRICEE 7 L X%&#FD NS (Neighbor
Solicitation) XvtE—Y%#ZELOTOTZEMNLFT,

O7 X vt—3 : Duplicate address <ipvbaddress > on <interface-id> via
receiving Neighbor Solicitation Messages

INSA—THE :

ipvbaddress : XA N—BFEX v E—ID IPv6 PRL X,

interface-id : R—b 19T T—X D,

1N b OBE : DUT A DAD B ICEE 7 FL XZHD NA (Neighbor
Advertisement) Xy E—Y%ZZELLOTOIZEMNMLET,

O7 Xv+t—¥ : Duplicate address <ipvbaddress > on <interface-id> via
receiving Neighbor Advertisement Messages

INSA—THE .

ipvbaddress : RAN=FP RNFA XAy E—=ID IPv6 7 KL X,
interface-id : R—b1v97T—X 1D,
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14.7 DDM
14.7 DDM
ID 07 DEE EXE
1 [ARVIRE V-V RMEZBR I SFP NS XA —IBHDFT, =7
O7 X v+t—3 : Optical transceiver <interface-id> <component> <high-low>
warning threshold exceeded
INDA—IHE :
interface-id : R— b1 Y97 T—X D,
component : DDM BB 1 7' UTOWLWITNADTIEEMNHDF T,
mE
HHesE
N1 PRER
EE/NT—
RE/INT—
high-low : EIREME 7z (& TEREE,
2. [AIRVIEE  PS5—LBMEEBITCSFP NS A—INHDFET, JUT1Ah
O X wt—3 : Optical transceiver <interface-id> <component> <high-low>
alarm threshold exceeded
INSA—IHE :
interface-id : R— k197 T—X D,
component : DDM BIEY 1 7% UTFOWLWITNADTIEEMAHD F T,
mE
HHEERE
NP REBR
EENT—
SE/INT—
high-low : LEREAME 7 3 T EREEHE,
3. [MIRVNRE : V-V BB SOELE SFPINIX—9IRHBDFT, -7
07 X v&— : Optical transceiver <interface-id> <component> back to
normal
INTA—IHE ;
interface-id : R—b1Y97T—X 1D,
component : DDM EBES 1 7' UTOLWITNADTIREMENHD F 7
BE
HHGERE
N1 P RER
EENT—
ZENT—
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1.7.1FN\vITIS5—

ID 07 NEE ERE

1T [AIRVIMEE YT LOBGBNBIS—ARELEDT, YRATLEBEELET, F2
O7 X vE—Y : System re-start reason: system fatal error

2. | ARV SOBE : CPUBISMMRELTDT, YRATLEBESHLET, g3
O7 X vE— : System re-start reason: CPU exception
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14.8 DHCPV6 5172~

14.8 DHCPv6 73172k

ID 07 DEE EXE
1. [ARYEOBE : DHCPV6 I 51 PV A VI T I —ADEBEDREAIELLE | BHR
L7,
O2 X v+t—3 : DHCPv6 client on interface <ipif-name> changed state to
[enabled | disabled]
INOA—THE :
<ipif-name> : DHCPv6 731 PV b1 V5 T T —ADEH,
2. [ARYSOBEE : DHCPVv6 751 7Y A DHCPv6 B —/\H'5 IPve 7 RLUXAZE | B3R
BLxLT.
07X v+&—3 : DHCPv6 client obtains an ipv6 address < ipvbaddress > on
interface <ipif-name>
INSA—IHE .
ipvbaddress : DHCPv6 H—/\DBEUEL 7z IPv6 7 F L R,
ipif-name : DHCPv6 751 7Y b+ V5 7 T —RDEH(,
3. | ARV EDOBE : DHCPv6 H—/\WBOEEL T IPve P FLRDEH #RBLEL | BR
o
O7 Xwvt—¥ : The IPv6 address < ipvbaddress > on interface <ipif-name>
starts renewing
INSXA—IHE :
ipvbaddress : DHCPv6 Y —/\h\BEE Lz IPv6 7 KL X,
ipif-name : DHCPv6 7514 7Y b1 ¥ 89 71— XADEH,
4. | ARV - DOBE : DHCPv6 Y —N\HBEEBLT IPv6 P FLZADEFHICHINLEL | B3R
feo
O Xwt&—3 : The IPv6 address < ipvbaddress > on interface <ipif-name>
renews success
INSA—THE :
ipvbaddress : DHCPv6 H—/\h\SEE Lz IPv6 P KL R,
ipif-name : DHCPv6 751 7Y b1 V8 7 1 —ANDEH(,
5. | ARV NDOBE : DHCPv6 B —N\DSBEBL IPv6 P RLADBNI VT« VD | B
ZRIBLE LT
O Xvt—3 : The IPv6 address < ipvbaddress > on interface <ipif-name>
starts rebinding
INSA—THE :
ipvbaddress : DHCPv6 H—/\WSEE Lz IPv6 P KL R,
ipif-name : DHCPv6 751 7Y ko 8 T T —ZADEH,
6. |1 RV OBE : DHCPv6 H—/\h'oBEBULK IPve 7 RLRDBNA VT« Vv7 | 1B#R
CHINLE LT,
O7 X wt—Y : The IPv6 address < ipvbaddress > on interface <ipif-name>
rebinds success
INSA—IHE :
ipvbaddress : DHCPv6 B —/\MSEE LT IPv6 7 KL,
ipif-name : DHCPv6 751 7Y b+ V8 7 1 —RDEH,
7. | ARV ~OBE : DHCPv6 H—/\h BB LT IPv6 7 RLUANHEIRENE LTz, E:
O7 Xwvt—3 : The IPv6 address < ipvbaddress > on interface <ipif-name>
was deleted
INSA—IHE .
ipvbaddress : DHCPv6 H—/\MBEE L7 IPv6 P KL X,
ipif-name : DHCPv6 751 7Y b1 V8 7 T —NDEH,
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07 e

ARV ~DOBE : DHCPv6 7517V bk PD A V9 71— RDEBEDRENEL
LEULT,

O7 X wvt—3 : DHCPv6 client PD on interface <intf-name> changed state
to <enabled | disabled>

INOA—IHE :

intf-name : DHCPv6 754 7> k PD 1 %9 71— XD &AM,

ARV ~DBE : DHCPv6 751 7Yk PD WEEIL—IND IPVv6 TLT1 v TR
ERBLE LT,

07X v&—3Y : DHCPv6 client PD obtains an ipv6 prefix
<ipvénetworkaddr> on interface <intf-name>

INSA—IHE .

ipvénetworkaddr : EFEI—IMNSEBLI IPv6 LT 1 v T R,

intf-name : DHCPv6 751 7> k PD A 9 7 T —XND&HM,

B

ARV SOBE  EEIN—INSEEBLE IPv6 TL 7« v I ADEFHEFHBLEL
=

O7 Xvt—Y : The IPv6 prefix < ipvbnetworkaddr > on interface <intf-
name> starts renewing

INSA—IHE .

ipvbnetworkaddr : EFEI—INSEEL IPv6 TL 71 v T,

intf-name : DHCPv6 754 7Y bk PD 1 V9 7 1 —ANEAl,

11.

ARV SOBE  EEIN—INSEELR IPv6 L7« v I AOEHICHINILEL
feo

O Xw&—3 : The IPv6 prefix < ipvbnetworkaddr > on interface <intf-
name> renews success

INSIA—IHE :

ipvbanetworkaddr : EFIL—IMSEEBL IPv6 LT 1 v TR,

intf-name : DHCPv6 754 7Y k PD 1 V9 7 2 —XD&H(,

12.

ARV SOBE  EEIV—INDSEELREIPV6 TV 71 v IAOBNA VT« VT
ZRILE LT,

O Xvt&—Y : The IPv6 prefix < ipvbnetworkaddr > on interface <intf-
name> starts rebinding

INSA—THE :

ipvbaddress : EEIL—INSEEBLE IPV6 LT 1 v T X,

intf-name : DHCPv6 75«4 7> b PD 1 V9 7 T —ZXADEHl,

E

ANV EOBE  BEL-IDDEEBLEIPV6 LT 1 v I RDBNA VT 1 VT

[CHIIL & U,

O7 X vt—3 : The IPv6 prefix < ipvbnetworkaddr > on interface <intf-
name> rebinds success

INSA—THE

ipvbaddress : EEIL—INSEEBLI IPv6 LT 1 v T X,

intf-name : DHCPv6 751 7>k PD 1 V&9 7 T — XD EH,

14.

ARV SOHE  EEIL—INSEEBLRE IPV6 7L T 1 v I XNEIRRENE LT,
O2 Xvt—3 : The IPv6 prefix < ipvbnetworkaddr > on interface <intf-
name> was deleted

INSA—IHE :

ipvbaddress : EEIL—IMNSEBULE IPV6 TL T 1 v T X,

intf-name : DHCPv6 75147k PD 1 V9 7 T — XD,

B
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1.81 91F7=v7J ARP

07 DHE

ARV SOBE : 2OO7(d, DAl AEI ARP /N7y b EREUISBEICERSNE T,
O X% vt—3 : lllegal ARP <type> packets (IP: <ip-address>, MAC: <mac-address>,
VLAN <vlan-id>, on <interface-id>)

INTA—ITHE .

type : ARP N7y kDI ATy ARP /NIy MM ARP U T X M &7cld ARPIBBEDESL S
THhadN%ERLET,

ip-address : IP 7 KL X,

mac-address : MAC 7 FL X,

vlan-id : VLAN ID.

interface-id : 1 Y9 71 —XFVIi—,

ARV SOBE : 20073 DAI DB ARP /N7y b EREUISBEICERSNE T,
O X vt—3 : Legal ARP <type> packets (IP: <ip-address>, MAC: <mac-address>,
VLAN <vlan-id>, on <interface-id>)

INTA—THE .

type : ARP /N7y kDI 17 ARP /Ty R ARP U TR & zld ARP BN ELD
THhdN%ERLET,

ip-address : IP 7 FL X,

mac-address : MAC 7 FL X,

vlan-id : VLAN IDs

interface-id : 19 71—+ Vit—,
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07 n#EE

ARVEOBE : R—+HNUYIPvTUFELU.
O7 X vE—Y : Port <port> link up, <nway>

INSA—STHE .

port : RER—FBESERLET,

nway : YYIDRE—REZEE-—RERLED,

ARV EOHE . R— AUV IIT Y LE LT,
O7 X wE—Y : Port <port> link down
NSA—IHE :

port : WER— FESERLET,

BH]
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14.10 IP Y/ — R — R DIZEE

ID 07 OHE EXE
1T [ARVEOBE : COXAvE—YIF DHCP AX—EVYIIVhYUZEIPSGT—T |T7—ZvT
WICEREITD/N—ROTPIL—ILVY —ZAWFELRVNEERUET,

O Xvt—Y : Failed to set IPSG entry due to no hardware rule resource.
(IP: <IPADDR>, MAC: <MACADDR>, VID: <VLANID>, Interface <INTERFACE-
ID>)

INSA—IHE .

IPADDR : IP 7 FL R,

MACADDR : MAC 7 RV Z,

VLANID : VLAN IDo

INTERFACE-ID : 1 Y9 7T —RFVI\—,
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14.11 LACP

07 DELE

ARVENOBE . UV IFPITUT -3 vII—ThHNU VI Py LELUT,
O7 X vE—3 : Link Aggregation Group < group_id > link up
NSA—STHE .

group_id : YYOPwILIcPI VT —2avTIb—07IL—7" D,

ARNVEOBE YV IFPTIT=2avd =N899 LE LT,
O7 X vt—3 : Link Aggregation Group < group_id > link down
NSA—THE

group_id : YOI OV ULIcPITUT =23y D=7 DT IL—7" 1D

ARNYEDBE . AVNIR—b NV IPITUF -3y TI—TICRBL&E U,
O X v t—3 : <ifname> attach to Link Aggregation Group <group_id>
INSA—THE :

ifname : 77U =3 VI —TCHBLIER— D1 VI TT—R B,
group_id : R— b OFRBHRDPITYT —2a v IL—TDTIL—7"1D.

E

ANV EOBE . XVINIR— RNV Y I PT VT =2 3 VT IV—T OB Z 8RR
L&E Ut

O Xy E—Y : <ifname> detach from Link Aggregation Group <group_id>
INTA—IHRE ;

ifname : POUT =2 a v I b= \OFBEERLUcR— D1 Y9 T —2X
B
group_id : iIR— F O FRBERRL e POV S —> 3 v T Ib—T O Ib—7" IDe

B
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ARV bOWE : LLDP-MED bAROJOELZERHL F LT,
O2 X vt—3 : LLDP-MED topology change detected (on port <portNum>.
chassis id: <chassisType>, <chassisID>, port id: <portType>, <portID>, device

class: <deviceClass>)
INTA—IHE .
portNum : iR— h &S,

chassisType : ¥+ =¥ ID YT I,
BUX

. chassisComponent (1)
. interfaceAlias (2)

. portComponent (3)

. macAddress (4)

. networkAddress (5)

. interfaceName (6)

. local (7)

NOoOu b WN -

chassisID : &+ —% D,
portType : R— bk IDHTF 1T,
fBUX b :

1

o Ul A~ WN

~

. interfaceAlias (1)

. portComponent (2)
. macAddress (3)

. networkAddress (4)
. interfaceName (5)

. agentCircuitld (6)

. local (7)

portlD : IR—k 1D,

deviceClass : LLDP-MED 7/\1 X517’
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07 e

ARV S OBE : 38T 2 LLDP-MED T/ X9 1 T =R HEL & U,
O Xy tE—3 : Conflict LLDP-MED device type detected ( on port

<portNum >, chassis id: < chassisType>, <chassisID>, port id: < portType>,

<portID>, device class: <deviceClass>)

INSA—THE :

portNum : R— ~ &S,

chassisType : ¥ +—¥ ID YT I,

BYZb :

. chassisComponent (1)

. interfaceAlias (2)

. portComponent (3)

. macAddress (4)

. networkAddress (5)

. interfaceName (6)

. local (7)

chassisID : &+ —% D,

portType : R— bk ID BT I AT,
BUZ b :

. interfaceAlias (1)

. portComponent (2)

. macAddress (3)

. networkAddress (4)

. interfaceName (5)

. agentCircuitld (6)

. local (7)

portID : IR—k IDo

deviceClass : LLDP-MED 7*/¥1 X5 1 7,

NOoO U b WN —

oulh WwiN —

~
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07 e

ARV b OEE : DR LLDP-MED TLV BY b ZREUL X U,

O Xy tE—¥ : Incompatible LLDP-MED TLV set detected ( on port
<portNum >, chassis id: < chassisType>, <chassisID>, port id: < portType>,

<portID>, device class: <deviceClass>)
INSA—IHE :

portNum : R— &S,

chassisType : ¥+—> ID YT I,
fBUX b :

. chassisComponent (1)

. interfaceAlias (2)

. portComponent (3)

. macAddress (4)

. networkAddress (5)

. interfaceName (6)

. local (7)

chassisID : ¥+ —%/IDo

portType : R— b~ ID BT I AT,
BYZ b :

1. interfaceAlias (1)

. portComponent (2)

. macAddress (3)

. networkAddress (4)

. interfaceName (5)

. agentCircuitld (6)

. local (7)

portlD : IR—k 1D,

deviceClass : LLDP-MED 7*/31 X9 1 7

NOoOuUubh WN =

ol WN

~
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14.13 JL—D1&A0

07 DELE

ARVEOBE : 2 DOR—bERIE 2 DD LACP I VI T T —RADBETIL—T"%
BRLF UL,

O Xvt—¥ : The loop detected between port/port-channel <portNum>
and <portNum>

INSA—IHE .

portNum : R— FBESERIF LACP 19T —X D,

ARYVEDFHEE 1 DOR—MFETE 1 DD LACP 1 V9 7 T — XA TIL—T %841
LFEUT,

O Xvt&—Y : The loop detected on port/port-channel <portNum>
INSA—THE

portNum : R— b BESFLEFLACP 1Y TT—X Do

ARVEDBE 1 DOR—r & 120D LACP 1 V5 7 T —RADBETIL—T %A
LEULT,

O Xvt—3 : The loop detected between port/port-channel <portNum>
and port/port-channel <portNum>

INOA—THE :

portNum : iR— b BESEXLFR—FFrRILFVIN—,

ARV SOBE : =T U TWeiR— b Eeld LACP 1 5 7 1 —XAEEOHEL
FUTc,

07 X v&— : Port/Port-channel <portNum> auto recovery
INSA—THE

portNum : R— b BESFLFZLACP 1Y TT—X Do
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14.14 MACRX—XAP7J€AJK~O-Ib

07 DELE

ARV~ DOEE - MACEREECIIL & UTe,

O7 X vyE—Y : [MAC](<method>)Authorized <macaddr> on Port
<portNum> to VLAN <vid>

INSA—IHE .

method : O—AJLE7c/E RADIUS ZRULE T,

macaddr : BT DIEED MAC 7 FL X,

portNum : X v FDiR— +&ES,

vid : ¥8]9° 3 VLAN ID.

ARV b OBEE : MAC SREEICEBL E LT

O7 X vyE—Y : [MAC]|(<method>)Rejected <macaddr> on Port <portNum>
NSA—IHE .

method : O—AJL&E 7l RADIUS ZRUE T,

macaddr : REETDIEED MAC P RFL X,

portNum : X1 v FDR—+&ES,

ARV FOHE  MACRIEET -7 WA TIABOT, ILWP RURZRIETEEE |}

Ao

O7 X vt—Y : [MAC]Rejected <macaddr> on Port <portNum> (auth table
was full)

INSA—THE

macaddr : REAETDEED MAC PR X,

portNum : X1 v FOR— + &S,
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14.15 MSTP F/\v D HLiREHEE

ID 07 DEE EXE

1. [ARVEOBE : hROVHIELELT TR
O7 X vt—3 : Topology changed (Instance : <Instance-id>,<interface-id>,
MAC:<macaddr> )

INTA—THRE

Instance-id : 1 ~YX9 VX D,
interface-id : /—k Do
macaddr : MAC 7 RL' &,

2. |[ARVEDOBE : ANZVITVY—DFLWIL—-t TV Y ITT, TR
O Xwvt—3 : [CIST | CIST Regional | MSTI Regional] New Root bridge
selected ([Instance: <Instance-id>] MAC: <macaddr> Priority :< priority>)
INSA—THE
Instance-id : 1 X9V X D,
macaddr : MAC 7 FL R,
priority : BSEE,

3. [IRVEOBE  ANZyTY U= 0Ok JHBERICTRD F LT, E
O7 X v+t—¥ : Spanning Tree Protocol is enabled

4. [ARVEOBE : ANZv 7Y U=7"0 b VABHICRD E UL, e
O7 X vt— : Spanning Tree Protocol is disabled

5. ARV EOBE  FHLWL—FKR—KTY, e
O7 X vE—Y : New root port selected (Instance:<instance-id>, <interface-

id >)

INSA—IHE :

instance-id : 1Y X& VX IDo
interface-id : "— b 1D,

6. | 1RV NDBE : ANZV TV —K— MREAELL F LT, ER
O7 X wt—3 : Spanning Tree port status change (Instance :< instance-id>,
<interface-id>) <old-status> -> <new-status>
INSA—THE :
instance-id : 1 X5 X IDo
interface-id : "— bk 1D,
old_status : Z{LRIND A T—% R,
new_status : Z2ILEDRXT—5 X,

7. ARV EOBE  ANZVTYU—R—hO—-IHELLE LT, R
O7 Xwt—Y : Spanning Tree port role change (Instance :< instance-id>,
<interface-id>) <old-role> -> <new-role>
INSA—IHE .
instance-id : 1 YXF VX D,
interface-id : /— b Do
old_role : Z{tkEIDO—)U,
new_status : Z{t&n0O—)b,

8. [AIRVEDBE : ANZVITYU—A Y RI Y AMEBESNE UTeo E
O2'Xv&—3Y : Spanning Tree instance created. (Instance :< instance-id>)
INSA—IHE :
instance-id : 1X9 X D,
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ID 07 DE EXE
9. |IRNVEDOBE : ANZVTYY—A Y RIVANHEIBRENE LT, B
O7 X vE— : Spanning Tree instance deleted. (Instance :< instance-id >)
INIA—THE .
instance-id : 1X9 X D,
10, [ARYSOBE : ANZVTYY—N=VavhEtLE LT, B
O7 X wt— : Spanning Tree version change (new version :< new-
version>)
INSA—THE
new_version : Z{t#&® STP/\—Y 3>,
M ANARVEOBE : RNZVTYY—MST AV I« TJL—vavID&EVEY3Y |ER
URILAE{ELE LT,
O7 X vt—3Y : Spanning Tree MST configuration ID name and revision
level change (name :< name>, revision level <revision-level>)
INSA—THE :
name : Z{t#&NDZAl,
revision_level : Z{EEOUEY 3> LN,
124 ARVEOBE : ANZVTYY—MSTAVY T 1T -3V IDVIANNY Y EY | &R
IT—=TILhEIREnE LT
O7 X wE—Y : Spanning Tree MST configuration ID VLAN mapping table
change (instance: < instance-id > delete vlan <startvlanid> [- <endvlanid>])
INDA—THE
instance-id : 1YX9 X D,
startvlanid-endvlanid : VLAN U X ko
13 [ ARV OBE : ANZVTYU—MSTIVT74Jb—raY IDVIAN Yy EY |BR
JT—=7IbhEmEnE LT,
O7'Xvt&—3 : Spanning Tree MST configuration ID VLAN mapping table
change (instance: < instance-id > add vlan <startvlanid> [- <endvlanid>])
INSA—THE
instance-id : 1YX9 X D,
startvlanid-endvlanid : VLAN U X ko
14| ARV SOBE : A—RIL— bERICED N ZyIY ) —O—-ILAELLE LT, |BR

OZ7 % wt—Y : Spanning Tree port role change (Instance : < instance-id >,
<interface-id>) to alternate port due to the guard root

INIA—IHE .

instance-id : 1YX9 X D,

interface-id : /R—k IDo
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07 n#EE

ANV SDOBE . R— b TP RUZANTILTY,

O Xv£—Y : MAC address <mac-address> causes port security violation
on <interface-id>

INDA—THE :

macaddr : R MAC 7 FL X,

interface-id : ERARELTVWDT VI TI—X,

ARYENOBE . YRATLATP RUIAARTILTT,
O Xv&— : Limit on system entry number has been exceeded
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14.17 PPS (Power to Progress SDN)

07 DELE

ARV~ DOEE -
O XvwtE—:
INSXA—TRE -

JybhO-ShEHSNE U,
(PPS) New Controller (ID: <Controller|D>)

ControllerID: PPS > tO—5 ID

ARV ~DOBEE :
OJXwtE—Y:
INSA—SHE :

JvbhO—3R—bhEFEenE Ul
(PPS) New Controller Port (Port : <PortNum>)

PortNum: ;R— F &S

ARV NDOBE :
O AvtE—9:

AT—% X% "Standalone” M5 "Controlled” ICEEBLE U7,
(PPS) Change Status from Standalone to Controlled

ARV ~DOHE :
O Xvwte—9:

AT —% X% "Controlled” M5 "CPNL" (CEEL & U7z,
(PPS) Change Status from Controlled to CPNL

ARV ~OBE :
OJXvtE—Y:

AT =9 X% "CPNL" 1 "Controlled” ICEEL & U7,
(PPS) Change Status from CPNL to Controlled

IRV ~OBEE :
O Xvwt—:

AV 740 L—yavE-—RTHBLEL
(PPS) Start Configuration Mode

ARV b DOEE
: (PPS) Stop Configuration Mode

O Xyte—y

V74 0b—yavE—FREFEIELF U

ARV SDOBE :

FUlTeo

O XvwtE—:

“Commit” FIel@UIJ IR~ (-7 ) 2%fEL. HEZEEL

(PPS) Configuration Changed

ARV NDHE :
O XvwtE—9:

"Rollback” #%fEL. REZBELF LT,
(PPS) Configuration Changed (Rollback)

10.

ARV~ DHE

: "Shared key"” &7cld "Specific key”, €DmAZEHEAL & U,
O Xvte—9:

(PPS) Lost Authentication Key

11.

ARV ~DOBE :
OJXvtE—Y:

JvhO-SHERERICIILPIMLELUR,
(PPS) No response from Controller

12.

ARV NDOHE :
O XwtE—v:
INSA—IHE :

WMETINA AW RAN—FT =TIV EITBMNENE LT
(PPS) Connect Virtual-link (IP:<IpAddr>)

IpAddr: IP 7 RLX

JARY SOEBE  WHETINA ADRAN—F =TI LHhBEIRESNE LT,

O X v &—3 : (PPS) Disconnect Virtual-link (IP: <lpAddr>)
NSIA—THE :

IpAddr: IP 7 FL R

B

IRV ~DBEE :
O XytE—:

ARTvavF—JIbhEFHFEINE L.
(PPS) Overwrite connection table

ARV NOBE
OJXwtE—Y:

Jv hO—3hR— bk DREZE "Forwarding” ICEEL F LT
(PPS) Controller change port status to Forwarding

16.

ANV ~OHE :
: (PPS) Controller change port status to Blocking

O Xyte—v

Jv ~O—3hR— ~DREZ "Blocking” ICEEL & U,

17.

ARV~ DHRE

: EEENBF(C SDN B 1 (Main) ME4EL. SDN B3 2 (Backup)

ZSDN®B# 1 (Main) ICOE—UL&F UL,

O Xyvte—y

: (PPS) Copied PPS information 1 to 2.
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07 e

18.

ARV SDBE :

HEENBFC SDN 1858 2 (Backup) A'HEL. SDNEH 1 (Main)

% SDN &%, 2 (Backup) [COE—UL&F U7

OO XvwtE—:

(PPS) Copied PPS information 2 to 1.

19.

ARV NDOBE :

EBFC SDN B 1 (Main) & 2 (Backup) HMBEEL. SDN

BERET 74 MCUEY MUK LT,

O XvtE—:

(PPS) Reset PPS information 1 & 2 to default.

20.

ARV S DOBE :

BMUEUT.

OJXwtE—Y:

EBEFIC SDN B3R 2 (Backup) #5 1 (Main) NDIE—(TK

(PPS) Copy PPS information 1 to 2 is failed.

21.

ARV NDOBEE :

MLELT,

O XwtE—:

REEFC SDN B 1 (Main) 75 2 (Backup) N IE—(Ck

(PPS) Copy PPS information 2 to 1 is failed

22.

ARV SDOBE :

SDN B 1 (Main) OHREFCKBLE L,

*EFRCIVMO-SBEREEFL LTV

O Xvte—9:

(PPS) Save of PPS information 1 is failed.

23.

ARV SDOBE :
O Xvwte—9:

SDN 1&#R 2 (Backup) DRIFICKEMLE LT,
(PPS) Save of PPS information 2 is failed.

24.

ARV ~DOBE :
OJXvtE—v:

Y bO-ShoR/ET7MILEZELE L,
(PPS) Configuration file download.

25.

ARV NDOBEE
O Xvwt—v:

JvbO-SECH/ET 71 IVEEELE LT,
(PPS) Configuration file upload.

26.

ARV NDEHE :
O XvwtE—:

v rO-35hBT77—LVIPHEEINF LT,
(PPS) Runtime code changes.

27.

ARV DHE :

Standalone EEBNJY bO—-5 & 60 PREABERTRC EERL

I, PPS WREZBEBNICFLLIcZEZRLET,

O Xvwte—9:

(PPS) Not found Controller. Stop PPS function.
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14.18 RADIUS

07 DELE

ARV MOBE : 2OO7(E RADIUS i'E37% VLAN ID BEZEID U TIBE
[CHEMENET,

O2 X vt—3 : RADIUS server <server-ip> assigned VID: <vid> to port
<interface-id> (Username: <username>)

INSA—IHE :

server-ip : RADIUS =/ IP P FLRERLF T,

vid : RADIUS Y— /AT L TEID H T VLAN 1D,

interface-id : BIASNT S PV ~DR— MBS,

username : BEET 21— EERLEFT,

ARV EOBE : 2OO713. RADIUS AEMRHEIRBEEEEID B TIHHEIICE
mEnxd,

O7 X vt—3 : RADIUS server <server-ip> assigned <direction> bandwidth:
<threshold> to port < interface-id> (Username: <username>)

INTA—THE

server-ip : RADIUS =N IP P FLRERLEF T,

direction : mEiHI0AR" (AOFXLFHORBE) 2RULET,

threshold : RADIUS B—/\A&FOI L TEID ST BigRIE,

interface-id : BIASNT S PV ~DR— LES,

username : SBAFT 21— YPEERLE T,

ARV EOBE : 2OO7(3. RADIUS AENRBEERMZEID S TIBECE
HmEn&xd,

O2 X v&—Y : RADIUS server <server-ip> assigned 802.1p default priority:
<priority> to port < interface-id> (Username: <username>)

INSA—THE :

server-ip : RADIUS B—/N IP P FLRERLEF T,

priority : RADIUS $—N\HEFFI L TEID BT BEE,

interface-id : BEIESNTSA PV hDR— M ES,

username : B9 1 —PEERLF T,

E

ARV EOHE : 2OO713 RADIUS BACL RTUT R ZEIDH TN, YV —
ARBDIEHICY AT LICBRATERN > LBSICEMSNE T,

O7 X vE—3Y : RADIUS server <server-ip> assigns <username> ACL failure
at port < interface-id> (<acl-script>)

INDA—IHE :

server-ip : RADIUS B—/V IP P RLRERLFT,

username : ALY 1 —YPEERLF T,

interface-id : REIESNITSAI PV FDR— MBS,

aclscript : RADIUS Y—/\DEFaIL CTEID XTI ACLRT U T R,

ARNYVEOBE : 20071F, PIEAVRANFYN—-DEIDHUTICRRLIES
[CEMSNE T,

O7 X vtE— : Local assigns [USERNAME] filter-id ID failure at port
INTERFACE-ID

INSA—THE :

username : AT 21— EERLFE T,

filter-id : PO €®RAYR b FVYN—%RLET,

interface-id : BASNTSA PV ~DR—MES,
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14.19 RRP

14.19 RRP

07 DELE

ARV~ DOEE -

oo
O AytE—Y

NRY—/—REOREN "Failed" H5 "Complete" CELLEL

: Ring topology was recovered to complete

ARV ~DOBE :

Teo

OJXvtE—v:

N R —/—FDIREN "Complete" 15 "Failed" (CEILL &L

Ring topology was failed

IRV ~OBE

NRI—/—R&ERFrSYIYy b /=M RRP N7y b &

FRF—FIYVECEDNT, ENT 4 T—F 1 VI F—IN—2%T5vval

Flr

O0XvE—:

FDB was flushed

ARV~ DOBEE :
O Xvt—9:

bSvIv b/ — RO RRPIREEN "Link-Up" ICEILLE LT e,
RRP ring status was changed to Link-Up

ANV ~OBRE :
. RRP ring status was changed to Link-Down

O Xyte—y

bSrYw b/ — RO RRPIRREND "Link-Down" [CEIEL & U e

ARV DBE :

L/TCO

O Xvte—9:

bSyYy b/ — RO RRPREEA "Pre-Forwarding" (CELL &

RRP ring status was changed to Pre-Forwarding

ANV ~DOBE :
: Ring Guard was activated on “<domain-name>" domain at

O Xyt—y
port <port>

NSX—THYE :

REDRAA vER— P TY YT A— FEEANBHICRDELUR,

<domain name>: 9—7w b RXA V&,
<port num>: UV T H— REENEMCR > —7 v bik— b ES,
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14.20 SNMP

ID 07 OEE ERE

1| ARVEOBE BRI 1 "7+ XFESOUSNMPUI IR +&ZELEL | BR
feo

O7 X vE—Y : SNMP request received from <ipaddr> with invalid
community string

NSA—THE .

ipaddr : IP 7 FL R,
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1.20.1 AT LA

ID 07 NEiE ERE
T ARV OBE : YRTLWRI— Py T UEUT gUT A
O7 X% vE—Y : System started up
2. |[AIRVEOBE REQIV I« T L—yavh ISy Y alCRESINE LR, B
O7 % vt—3 : Configuration saved to flash by console (Username: <username>)
NSA—SIHE .
username : 1—H%&,
3. |[IRVEOBE  UE—MDSYRTLAIVI«IL—vavaERELE L, B

O2'Xvt—3Y : Configuration saved to flash (Username: <username>, IP: <ipaddr>)
username : 1—H'%&,
ipaddr : IP 7 FL R,

4 ARV EOBE  YRTLAOBFNT VICHRD, RI-KFPvTUEUT, JUF1hb
O Xvt—3 : System cold start
5. |[ANVNDOBE : YT LANBRE#HL, RI-FFuvIUELUL, JUF 1 HIb

O7 X yt—Y : System warm start
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14.21 Telnet

14.21 Telnet

07 DELE

ARV EDOBE : Telnet (C&20O7 1 VICHIHLF U

O7 X vt—3 : Successful login through Telnet (Username: <username>,
IP: <ipaddr>)

INSA—IHE :

ipaddr : Telnet 7514 PV D IPPRL R,

username : Telnet 4—/N\AQOOT 1 VICERLEI—YE,

ANV ~DOBE : Telnet (C£DOT 1 VICKKLF U,

O X wt— : Login failed through Telnet (Username: <username>, IP:
<ipaddr>)

NS A—SFHE

ipaddr : Telnet 751 PYh®DIP 7KL R,

username : Telnet B —/\\OO7 (1 VICERAL1-HE,

ARV ~DOHE : TelnetC&DOTPUMLELU

O2 X vt—3 : Logout through Telnet (Username: <username>, |P:
<ipaddr>)

INIA—THE .

ipaddr : Telnet 751 PV bDIPPRL X,

username : Telnet Y—/\AOOT« VICHERLI-HE,

BHR

ARV EDOBE : Telnet By ¥ avyh91L7PoMLEL,

O X vt— : Telnet session timed out (Username: <username>, IP:
<ipaddr>)

INTA—THE .

ipaddr : Telnet 751 PYbDIPPRL R,

username : Telnet —/1\NOOT 1 VICFERL L I-HE,

B
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14.22 iBE

ID 07 OE EXE
1. | IRV NOBE . BELVYA TP S —LAREBICBITUE L . gUT 1A
O2 X vt—3 : Unit <unitlD> Sensor:<sensorlD> detects abnormal
temperature <temperature>

INSA—THE :

unitlD : =¥ b IDe

sensorlD : €¥H ID,

temperature : BV OREDERE,

2. [ ARV OB  EROBECOELE UL, JUF 1AL
O7 X wE—Y : Unit <unitlD> Sensor:<sensorlD> temperature back to
normal

INTA—THE .

unitlD : IZ=v b+ ID

sensorlD : €Y ID.

temperature : iRE.
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14.23 57 1 v il

ID 07 OE EXE
1T ARVEOBE : 70-FF+ b, YIFF+ IS FEIZF+ZAMDR -7
—LHAREELTVET,
O2'Xv&—3 : Broadcast | Multicast | Unicast> storm is occurring on
<interface-id>
INDA—THE :
interface-id : AA—LWEELTNDI VI TIT—X D,
2. [IRVEOBE : JO—-FF+ R, YIFF+Rb, FEFITF+IAMDR B
M—LhEEEINE LT,
O7 X wt—3 : <Broadcast | Multicast | Unicast> storm is cleared on
<interface-id>
INSA—THE :
interface-id : A A —Lh@EEINA VI T - ID,
3. [IRVEOBE : Ny b RAM—LREDKR—bAY vy hTOVENF LT, J—-—v7
O2 X v&—Y : <interface-id> is currently shut down due to the <Broadcast
| Multicast | Unicast> storm
INDA—IHE
Interface-id : X b —AIC&D error-disabled [C&fTUTc1 Y9 T 1 —X ID,
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14.24 UDLD

ID O DE BXE
1. | ARV NOBE . COR—bTBAQY Y IEBHUE Ul J—v7
O7 Xy +—¥ : Unidirectional link detection on <INTERFACE-ID>
INSA—IHE :
INTERFACE-ID : 1 Y9 71 —R &,
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14.25 &% VLAN

ID a7 nE ERE
1| AIRVENOBE . 1 VI T —ATHULWSEEBERHUE U . B
O2 X v&— : New voice device detected (<interface-id>, MAC: < mac-
address >)
INTA—THE
interface-id : 19 71 —2X%,
mac-address : BEEEBED MAC 7 KL X,
2. | ARV MOBE . BEIERE VLAN E—RO1 V9 71 —AHERE VLAN [CBIILF | B3R
U7,
O7 X vt—¥ : <interface-id > add into voice VLAN <vid >
INTA—IHE ;
interface-id : 18971 —2X%,
vid : VLAN Do
3. [ARVEOBE : 2O Xy E—YF, 197 1—IAAEE VLAN ZFHEL. | 1B3R
EBICZENA VI TI—ADI—Y VT HERICEEEBERE L h > BE(C,
REINET,
O Xwt—¥ : <interface-id > remove from voice VLAN <vid >
INDA—TFE :
interface-id : 19 71 —2X%&,
vid : LAN IDs
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14.26 WAC

07 e

ARV EOBE : 7517V MR MOREECEKBR L F U,

O7 X vt—Y : [WEB](RADIUS/Local) Rejected user <string> (<macaddr>)
on Port <portNum>

INSX—IHE .

string : 1—%&.

macaddr : MAC 7 KL &,

portNum : iR— h &S,

ARVNDBE : I51 7Y MR MOREECHIILE LT,

O Xv&—Y : [WEB](RADIUS/Local)Authorized user <string>
(<macaddr>) on Port <portNum> to VLAN <vlanNum>
INSA—IHE .

string : I—H'%&,

macaddr : MAC 7KL X,

portNum : Ri— ~ &S,

vlanNum : VLAN +>/{—,

ARVENOBE . 7514 PV T—=TILATILTT,

O7 Xy E—Y : [WEB]Rejected <macaddr> on Port <portNum> (auth table
was full)

INSA—IHE :

macaddr : MAC 7 FL' &,

portNum : R— &S,

xR
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14.27 Web
14.27 Web

ID 07 DEE EXE

1. [ARVEOBE : Web ho0O7 1 VICHINLE U, £
O7 X vt—3 : "Successful login through Web (Username: <username>, IP:
<ipaddr>)"

INSA—IHE :
username : 1—Y&,
ipaddr : Web BB X1 v FICPITERALEZI-HYD IP P RLZ,

2. | ARV DOBE : Web o007 1 VICKBLE LT, J——v7
O X v&—¥ : Login failed through Web (Username: <username>, IP:
<ipaddr>)"

INTA—THE :
username : 1—H%&,
ipaddr : Web oA v FICPITEBALEI—YDIP 7L R,

3. [ ARV SDOBE  HTTPS Ao 007 1 VICHINL&E Uiz, B
O2'Xvt—3 : Successful login through Web(SSL) (Username:
<username>, |P: <ipaddr>)

NSA—IHE :
username : 1—H%&,
ipaddr : EF 17 Web MBRA Yy FICPIEALEI-YDIP PRL R,

4. [ARVIMEE : £F27 WebH50O7 1 VICKKLUEUT, J—Zv7
O7 X wvE—Y: Login failed through Web(SSL) (Username: <username>, IP:
<ipaddr>)

INTA—STHE
username : 1—H%&,
ipaddr : EF217 Web MR v FICPIEALEI-—FDIPPRLX,

5. |[ARVEOBE : O D7y 70— FICHMLELT. B8R
O7 X vE—Y : Log message uploaded by WEB successfully. (Username:
<username>, IP: <ipaddr>, MAC: <macaddr>, Server IP: <ipaddr>, File
Name: <filename>)

INTA—IHE ;

username : 1—H%8&,

ipaddr : R4y FICPIEALEI-—HYDIPPRLZR,
macaddr : 75147V O MAC 7KL X,

server IP: TFTP H—/NIP P RL X,

filename : O 7 7 1 L&,

6. |[IRXVEOBE : O NPy O—-FICKBULELUT, B
O Xvt—¥ : Log message uploaded by WEB unsuccessfully. (Username:
<username>, IP: <ipaddr>, MAC: <macaddr>, Server IP: <ipaddr>, File
Name: <filename>)

INSA—THE :

username : 1—H%&,

ipaddr : RA v FICPIRALIEA—HVDFPIEBIATDIP PR X,
macaddr : 75147V D MAC P RL R,

server IP: TFTP U=/ IP 7 RL R,

filename : O 7 7 1 L&,
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15.1 BPDU #i—K

15 @-v250r597—8

cSwT&E

Sy T OBE

OID

mnoBpduProtectionUn
derAttackingTrap

BPDU 7o v ONREL, BE/JOvT / Y+ vb

IUVE-RICBITLETD,
NAVTAVTHFTIT T
mnoBpduProtectionPortindex
R—hAV8TI-2X,

(2) mnoBpduProtectionPortMode
BE/JOvT /vy bIOVE-R,

5.5.3.4.0.1

1.3.6.1.4.1.396.

mnoBpduProtectionRec
overyTrap

BPDU 79 v I oB8EELE LT,
NAVTAVTHFTIT T~
mnoBpduProtectionPortindex
R—h1Y9TT—2,
mnoBpduProtectionRecoveryMethod
B&/ YZai7/OE,

55.3.4.0.2

1.3.6.1.4.1.396.
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15.2 DDM

15.2 DDM

ID cSwTE Sy T OBE OID

1. | mnoDdmAlarmTrap NSy FPOYaIVYOOAV T4 TL—va vl T, |1.3.6.1.4.1.39.
NSA—IEHI TP S —LBEEZBI &S, £@@ |5.5.1.4.0.1
HERECOBLEEE, TOMSYTHRESINET,
NAVTAVTHTITIT .

mnoDdmPort

R— &S

mnoDdmThresholdType

DDM BHMES 1 7
temperature/voltage/bias/txpower/rxpower
mnoDdmThresholdExceedType
BRBRENY S — L LREREFE7 S5 — LA TRE
BOEEL5THDH

(4) mnoDdmThresholdExceedOrRecover

GBIC h* DDM BfEZBX TL\DH, FTiFBEIRE
COELTULWaH

2. |mnobdmWarningTrap | bS5y Poyavndv 740 L—vavCiwlT, |1.3.6.1.4.1.39.
INIA—IBNT -V I REEBR &, &feld [5.5.1.4.0.2
BEERECOELLEE, COMSYIAEEEINE
ED
NAITATATIT T

mnoDdmPort

R—hBES

mnoDdmThresholdType

DDM BRfES 1 7
temperature/voltage/bias/txpower/rxpower
mnoDdmThresholdExceedType
BXRENT—ZV7 LIREBEFEET7 -V T
REIEND EE55THDN

(4) mnoDdmThresholdExceedOrRecover

GBIC #' DDM BfEZBX TL\DN. FlFBEHIRRE
CEEL TV M
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15.3 DHCP B—N\T7OF7 T ~

ID cSwT& Sy T OBE OID

1. | mnoFilterDetectedTrap | RIE# DHCP #—/\hHESNzEEIC, THORSy [1.3.6.1.4.1.39.
THEESNET, BHEUIRIER DHCP ¥ —/\0 P |5.5.3.7.0.1
PRURE OJFLERBIAHBRC 1 @OASS Y
TLy—NICEEETNFET,
NAVTAVTATITIT .
mnofFilterDetectedIP

RIERR DHCP H—/XD IP P KL R,
mnofFilterDetectedport

R—h1Y9TI—2,
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15.4 Gratuitous ARP

NAVTAVTHFTIT T
agentGratuitousARPIpAddr

Gratuitous ARP TREUFRE IP P FL X,
agentGratuitousARPMacAddr

Gratuitous ARP /Yoy kDEYS— MAC 7 RL X,
agentGratuitousARPPortNumber

Gratuitous ARP /X7y b ZZEURA v FOR—
hES.

agentGratuitousARPInterfaceName

Gratuitous ARP ZZEL X1 Y FD IP 15
J1—2R%,

ID cSwTE Sy T DOHE OID
1. | mnoAgentGratuitousA |IP 7 RLURARELIZEEC, TORSyITARES |1.3.6.1.4.1.39%.
RPTrap nxdg, 5.5.3.6.0.1
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15.5 LLDP-MED

ID cSwTE Sy T DOHE OID

1. |lldpRemTablesChange |lldpStatsRemTableLastChangeTime MEAZ{LL | 1.0.8802.1.1.2.
fz&&E(T, lldpRemTablesChange EAIA%EsnE |0.0.1

T

NAVTFAVTHITIT T

(1) lldpStatsRemTableslnserts
(2) lldpStatsRemTablesDeletes
(3) lidpStatsRemTablesDrops
(4) lldpStatsRemTablesAgeouts

2. |lldpXMedTopologyCha | b ROYOZELERELO—N)VEBC K > TER | 1.0.8808.1.1.2.
ngeDetected SN, FLLWUE-NEBAO—HILIR— ~CEHS [1.54795.0.1
nieZe, UE—MEBMIMIiSNZZ &, F@dY
T FMEBHR— FREATBE SN EZRTE.
NAVTAVTFTITT .

(1) lldpRemChassisldSubtype

(2) lldpRemChassisld

(3) lldpXMedRembDeviceClass
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15.6 JL—71&%0

ID cSyTRE ~S YT DOEE OID

1. | mnolLoopDetectNotifica | Ry kT—T JL—THRELIZEEZRLUET, 1.3.6.1.4.1.396
tion 55.2.1

2. | mnoLoopRecoveryNotif | vy kT—2JL—T R LIcC EERLET, 1.3.6.1.4.1.396
ication 55.2.2
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15.7 MACR—=RPJtEAXJr~0O-)b

15.7 MACAR—XAP7J€AI kKO-l

ID (N Dk 4 ~ Sy TOBE OID
1. | mnoMacBasedAccessC | MAC R—X P ERXIY kO—JLikX hAOOT A 1.3.6.1.4.1.396.
ontrolLoggedSuccess | VICHINTBE, TDRS Y IAEESNET, 5.5.3.2.0.1
NAVTAVTFTITT .
mnoMacBasedAuthinfoMacindex
KA MACZRLZR,
mnoMacBasedAuthinfoPortindex
R—h1V9T1—2R,
mnoMacBasedAuthVID
VLAN D,
2. |mnoMacBasedAccessC |MAC R—XP7EXJY cO—ILikX bA@OT 1 |1.3.6.1.4.1.396.
ontrolLoggedFail VICKKTBE, CORSYTHEESINET, 55.3.2.0.2
AT VTHFTITTL
mnoMacBasedAuthinfoMaclndex
™A MACZ KL X,
mnoMacBasedAuthinfoPortindex
R—h1v971—2X,
mnoMacBasedAuthVID
VLAN D,
3. |mnoMacBasedAccessC [MAC N—RPJ7tEXJY hO—JLikX hAIT—I7 |[1.3.6.1.4.1.396.
ontrolAgesOut ThEBE. TDRSYINEEINET, 553.2.03
NAVTaVTHFTITTN
mnoMacBasedAuthinfoMacindex
WA MACZ KL X,
(2) mnoMacBasedAuthinfoMacindex
R—h1Y971—2X,
(3) mnoMacBasedAuthVID
VLAN D,
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15.8 MAC &0

NAVT4VTFTIT T
mnolL2macNotifyInfo

HEED MAC7 FLANEERBR, FEBRCE. U
ThaEnxd,
BEI-F+MACPRLR+RyIRID+ (VY
7x—XID+ E0

BEI-R:1, 2
1EFFHUWMAC P RUREZZB U EEZEKRLUE
ED

2 IFEVWMAC P RURZHIRLUIEZ & ZBRLE T,
Ry ITRID: AL YFDIRY T X ID

AV TT—RID: Ry I A TCEBEIFHIRLT
V8 T7x—X1Do

O XY E—YORXRYDICERLEY REI—
R+MACPRLZR + Ry TR ID+R—hES),

ID cSy TR ~ Sy T DEE OID
1. |mnoL2macNotification |ZD Syl PRUZXF—TILO MAC 7KL |1.3.6.1.4.1.396
CEthHDEZRLUET, -5.5.3.1.0.1
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15.9 MSTP
ID (N Dk 4 ~ Sy TOBE OID
1. | newRoot ESyTid, FEI—-YzVhARNZVITYU—D [1,3,61,2,1,17.0
FLWL—RCR>TcEERLET, ORIy D |1
[F FLWIL—FELTEESNEER (MROYE
b9 1Y—DHBRINBEE, BENDBHRBE) 7
Uy IJCEDEEEINET, DSy ITDREGH
Y3 vTY,
2. | topologyChange FSu TR, BESNTVDIR—bOVWITNHAAEE | 1,3,6,1,2,1,17.0

KNS T+ T—T« VIORBICBITLIEESE, T |2
FT74+T7—F« VIORENSTOY F YV ITIREICET
LfcEE, JUYIREIDZEEINET, EDLS5%
BITORRIC newRoot b5 v INERESINTZEE.

NEBUBTICBELTID NSy ITHRESND T E
EHDEBA, COSYTOREFA T3 VT,
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15.10 R—hEF2UT+

ID cSwIo& ~S v I OEE OID
1. | mnoL2PortSecurityViol |ik—btEFa2UF 1 bSyIHhEDRES. Saiex | 1.3.6.1.4.1.39.
ationTrap ENTWBR—bEF2UFsIV T L—v3>» |5533.01

ICEBRTDHFHLUWMACPRLRIF, bTvT Xy
T-IEEENIA-LET,
NAVTFAVTATITT .
mnoPortSecPortindex

R—hAY9TI—2,
mnoL2PortSecurityViolationMac

RAN MACF7RL R,
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15.11 R— bk

ID [Nk 4 ~S v I OEE OID
1. |linkUp COBAR, K- AUV IP T URESCERS [1.3.6.1.6.

nxd, 3.1.1.54

NAVTFTAVTATITI N

(1) ifindex,

(2) if AdminStatus

(3) ifOperStatus
2. |linkDown COBAIE, K-tV IITY UIcEECEmE | 1.3.6.1.6.

nxd, 3.1.1.5.3

NAVTAVITATITTh

(1) ifindex,

(2) if AdminStatus

(3) ifOperStatus
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15.12 RMON
ID cSwTE Sy T DOHE OID
1. [risingAlarm PS—LIVEUNZOLREEZBX T, SNMP ~ |1.3.6.1.2.1.16

Sy TERETILSCH/EINTVDIARY I AE |01
HENfEET, TOSNMP Sy I hEREINE
ER

NAVTAVTFTITT .

(1) alarmindex

(2) alarmVariable

(3) alarmSampleType

(4) alarmValue

(5) alarmRisingThreshold

2. |fallingAlarm PS—LIYhUNZOTHEEEBZ T, SNMP K |1.3.6.1.2.1.16
Sy TERETDILSCHEINTLDIIARY IAE [.0.2
WENfEEICT, TOSNMP Sy hEREINE
9o

NAVTaVTFTITTh .

(1) alarmindex

(2) alarmVariable

(3) alarmSampleType

(4) alarmValue

(5) alarmFallingThreshold
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15.13 SNMP 883t

ID N4 ~S v I OEE OID
1. | authenticationFailure | authenticationFailure k5 v 7ld, T—Y vk
O—JUTEIET D SNMPv2 TV T« T« h IELK
DESNTVRWT ORI A v E—IESELRS
EHERUET, SNMPV2 DIRTOEEICCDISY
TEREM T DWEENUETI AN
snmpEnableAuthenTraps 77 Y 7 k&, 2Ok
Sy THEMEININESHhERLET,

- w
—~ o

Ul
Ul o

w —
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15.14 AT s

ID cSwIo& ~S YT DOEE OID
1. | coldStart coldStart FSw7ld, I—Yxz v bO—)LTEMET D |1.3.6.1.6.
SNMPv2 Tv7« 7+ HEBEBIHLLTLBT  |3.1.1.5.1
& BLUZEOOV T« T L—vavphEESNTL

BOgERH B EERLET,
2. |warmsStart warmStart kS v Jld, I—Y v hO—JLTEIES | 1.3.6.1.6.
BSNMPV2 IVF«F«H, AV I7«7L—vay |3.1.1.52

HEBEINBVNLS CESEZBYEEL TSI &%
mLET,
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15.15 iBE

ID cSwIo& ~S YT DOEE OID

1. | mnoTemperatureRising | C D@L, REDBEN LIREEEZBZ TS |1.3.6.1.4.1.396
Alarm [CEEEINET, 5.5.1.2.1

2. |mnoTemperatureFalling | C M@A0(E, BREDEEN LBEEEHNS FELTWS |1.3.6.1.4.1.396
Alarm EECEBEINET, 5.5.1.2.2
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15.16 3> 7 1w Il

ID cSvTE Sy T OEE OID

1. | mnoPktStormOccurred [ /Y7y R R N—LAAZXLICEDINTY F XM= [1.3.6.1.4.1.396.
RSN, POovarveELTyvy 9o vAEET |5.5.3.50.1
ERY =R
NAVTAVTFTITT N
mnoPktStormCtrlPortindex
h—h1V9TIT—2R,

2. |mnoPktStormCleared | /Y5 v kR N — LD BEINTIES, 1.3.6.1.4.1.396.
NAVTaTFTITT 5.5.3.5.0.2
mnoPktStormCtrlPortindex
h—h1V9T1—2,

3. | mnoPktStormDisablePo | /¥ v k R b — A X HZX AT LD R— S HEIC 1.3.6.1.4.1.396.

rt BoTBE. 5.5.3.5.0.3
INAVTAVTHTITTN
mnoPktStormCtr|Portindex
R—hAV9TT—2R,
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