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FACRHES DHBEER— N TP RNIA XA TEBLSIC
BrDET, £, BTS2 DOYELA FPETOYRYI —
ERV—TDEBHRELET, COVYRI—EIAL—TD
BRI, 2 2OMEL A PREICY I Ty ~O—ILEEIL
ITBSZTWETT, 9rIv7avit0O—)bid, O—AHl
Y=L E>TYRI—DYEBL A P LICRESINE T,
AL—THBELCIFIN—TI1 T E#BNTVNET, CDE
G, II1IVTRINRI—NoRELET—F AN —LM
BEOLNET, 1 DOEHAENAI—ICHRETDE. BO—A
DEFEALV—TCHRETIMENHDET, TNLSINDER
FETDE, WADIK—KT UV Iy | SRENRKEL
£,
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24 KR—b3VT4JL—23Y 2.4.1 R—ERE

EE

BRI DEEUTOESD T,

o [B#]-@R—bDHSE A—rRIVI— 3 VAR
LT, AE—RELV 70—y ~O—-ILEZDU VY
N—bFEXTYI-MLET, T711\NIR—bDBE,
F—bXTIVI—avhmEiEL T 70y T78LU7
O—3JvrO-IWEZQUYIIN—rFEXRTYIT—HFL
7,

e [10M] - R— bk RE— R Z®RFIFIC 10Mbps [CEREL &
¥, TOATYavE, 10Mbps OIEFEHEEICDHFIFET
EEED

e [100M] - R— bk XE— R&EEHKIC 100Mbps [CEREL
F9. TDAT¥av(E, 100Mbps DIARIESEC D HF
FATEEY,

e [1000M] - R— b RAE— R Z5&HIMIC 1Gbps [CHREL &
¥ CDATVavIE 1Gbps DT 7 A ) EHIC D HF)
BHTEFY,

e [1000M Y R% |- R— b ZAE— RZEHHIC 1Gbps (T
BELFET, oo YRAI—EUTHEEL, EZERED
1V %ZMRBICLET, TOFTYavE 1Gbps
DIBIRERICOAFETEET,

e [1000M XL =7 ]-iK—hkXE— R ZBHIFIC 1Gbps
ICERELET, Ffew AL—TELTHBEL, EZERE
NIAIVTEMBICLET, COFTV3 VI 1Gbps
DIRERICOAFETEE,

PRNS 1 X8EN

[RE=FR %[ B8] [CRETDE. INODOHEENFT— b
RXRAVI—vavVEBCPRNIIXENET,

=

BT HR— b DBEFBEEANLET, XTI 64 XFE
TTY,

[BA|RIVEIUyILT, BEERRLET,
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2.4.2 R—NiRRE

24.2 R—MIRRE

DU 1Y RIZBVT, X1y FOYER— b DRESLUREBEZRRLE
ED

[YAFL]> [R—rIVT1TL—vav]>[R—rRE]ETUYILT,
UFDY <2 FoEERLET.

tAEe

R— MR

2=w MEE

=
A—bk MACP RL-A

Git/or Connected 00-50-40-3C-78-3C Auto-Full Auto-1000M 1000BASE-T

Gi1iof3 Not-Connecied 00-50-40-3C-78-3E 1000BASE-T

Gi/0/5 Not-Connected 00-50-40-3C-73-40 1000BASE-T

Gt Not-Connecied 00-50-40-3C-78-42 1000BASE-T

Gi1/09 Not-Connecied 1000BASE-T

_________
B 2-5 — MRRE
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2.4.3 K—k GBIC

243 R—k GBIC

DU 1Y RIZANT, Ry FOYPER—MTERSNTOD S Y=\
BET 2EHmERTLE T, GBIC (& Gigabit Interface Converter DB T,
[YAFL]>[R—rAVT1TL—av]>[R—bk GBIC] £7Uv T LT,
UFDY« v RoERRUED,

- R—FGBIC

B 2-6 R— bk GBIC
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244 RK—hA—bxXOVI—-23Y

24.4 h—hA—~XO2IT—>3Y
CDU1YRIZEBRWVNT, R—bDA—bXOYI—vavTF—TJILELVEHRE
®RLUET,

[YAFL]>[R—rAVT1TL—vav]> [ R—bA—rRTVI-vaV]
£IUwILT, UFOW« Y RoERRLET,

Rt —tFdT—saz

Note: AN: Auto Negotiation; RS: Remote Signaling; CS: Config Status; CB: Capability Bits;CAB: Capability Advertised Bits;
CRB: Capability Received Bits; RFA: Remote Fault Advertised; RFR: Remote Fault Received

Gil/ion Mot Detected  Configuring 10M_Half, ... 10M_Half, .

GI/ois Enabled Mot Detected  Configuning 10M_Half, ... 10M_Half, .

GilioiT Enabled Mot Detected  Configuring 10M_Half, ... 10M_Half, .

Gi/0/9 Enabled Mot Detected  Configuning 10M_Half, ... 10M_Half, .

III-lll-l-Ill“lllIll“ll-llllll-lll-
27 R—bA—hxxI¥I—-v3av
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2.4.5 Error Disable 5&%&E

2.4.5 Error Disable %%
DT 1Y RI%ZRBUT, Error Disable #EE(CREEY DREZTL), REMBEER
mULET,

[YAFL]>[R—rOVT«DL—>32 ] >[Error Disable & | 7Y v
JUT. UTFOUr Y RoERRLET,

Disable =i
Error Disable LI72/CUSRE
IS—FT - - " = - -
= L ] 1 N — =
ST s [ mew
Port Security Disabled 300
Storm Control Disabled 300
BPDU Attack Protection Disabled 300
Dynamic ARF Inspection Disabled 300
DHCP Snooping Disabled 300
L2PT Guard Disabled 300
Unidirectional Link Detection Disabled 300
A 2HIT—RARBREDY A AP I MBICHBLET. ¢
A5 —TJT—RX IS—FTA—JTLRA BORE @)

2-8 Error Disable %%

[Error Disable YH/NWNUEE | E7¥a VTR UTONSA—9ZR/ETEX
ED

NS X—=5 Bi=
ErrDisable [RA error-disabled REEDFRZBIRLU £ 9, BIRT DEIE
[£] [R=bEF2VUFT< ] [Ab=LTV+O-IL]
[BPDU 79 v 7O77v 3V |
[14F+Zv2T ARPIRE ], [DHCP AX—EVT | LU
[L2PT #—K ] T,
1RRE Error Disable U A/NU#BEEBEMF[FEBICLF T,
£l BEULEEY1-ILARRTRET DTS RENDR—
#EIHT 2RE #) #ANLET, #HEE 5~ 86400 T
EB

[ERRIVEIUYILT, BERSERBRLET,
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2.4.6 I IRTL—LA
ZOU4YROZRAWVT, I+ YRTUV—LDEREETL), REBERRLUET,
IrViRTU—Ald 1518 N1 FUALEDRAO—-—FZBHI D1 -y b7
l/_-L\-t\\g—o

[YAFL]>[R—rAVT1TL—2av > [TrYRIL—L]ETUY T
LT, UFOw <Y RoERRLET,
e S ——

PR PR N

B — T B EAEL — bt (64-9216)

[Gition [v] [Gitoi [~] [1518 J 45
Gin/on 1518
Gin/o2 1518
Gi/0/3 1518
Gin/o/4 1518
Gil//5 1518
Gi/0/6 1518
GifoT 1518
Gi//s 1518
Gi/0/a 1518
Gi/0/10 1518

M29 Vv ViRIL—LA

[ Vv YRIL—L]1E7va VTR UMTONSA—9EBETEET,
NS A—5 BE
BMAR—b - @TR— | BRI 5H— FEBRULET,

RAZEIL—LYARX | BARBEILV-—LY A XEEANLET, HEIL 64 ~9216
NAKRTY, TT2ILETIRE CDfER 1518 /31~ T,

[EA|RIVEIUyILT, BEERRLET,
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2527407 2.5.1 YRATFLOTHEE

25 2AFL070

2.5.1 AT LOTEE
ZOY 1Y RUERANT, YRTLOTDREETL, BEBEERRLET,

[YAFL]>[YAFLOT > [ YATFLOTBRE] 27U vILT, UFD

V1Y RUERRLUET,
I L ——
22275
AR Endbed [v] [ wm |
U RA AT A
U=AAEDz AR Disabled ~
57 VLAN o] oy [
PP SGE
Mo ZrAS R Enabled [~]
Tz [Binformatona)) ]
i EET—
#2538 0555%) —
LA NOSEEE
T R
EAR 4(Warnings) ]
#REE I
SMTPIY S6E
SMTPE4i£EE Disabled ~]
ERE
i [ em
OGSy O TERERE
Q55 UL SRR (0-30) (o) B ol »
2-10 Y A7 LOTHE
[O0KRE I3 VT UMTONSA-SZRETEET,
NSX—=5 L
O7RE JO0-NIVY 27 AOTREEBH X FEHCLET,
[BA | RIvEIUYILT, EEERBLET,
[Ny T7O00/E ]| EIY3aVTR UTONSIA-IEZRETEET,
NSX—=5 BE
Ny 77 O7RKE 70—y 77 O REEENECEEDCLET, &£

RI2EX[EM] [EH] LT[ FT2ILE] T,
[FT7#ILh 1 AT YaveEBRIDE, JO0-NILINv T 7
OJREENT T # U S BMECRLE T,
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25274607 251 YATLOTHEE

EE

O7EHRITDBEMNI I TNDEREZERLE T, BRI D
B [0(E2)] [1(ES)] [2(72YT+AL)] [3(T
S—)]. [4(ZE)]. [5(:E)]. [6(1E])]. BLT[(F
Ny F27)] T,

7l R

FERITDHBAIZEANLUET, BHllE 15 XFETTI, T
ATYZR—=92’O7 71 ILOEFEIEEBELE T, CO’O
T71ICRELE T IWIVVIDBECEDE, NvT7
OJAyE—INWT1IIVYTINET,

SAHEHE

07 NEEAHBEEEANLET, 8HEE. 0~ 65535
TY, F74I T TOMER300BTT, [ER] A7
Y avEBRUSE. ESAHBEMELRDCRDET,

[BA|RIVEIUYILT, BEERRLET,

[OVY—-ILOTBRE ]| €I a VTR UFONSA—SZRETEET,

NS AX—5

=

vV —I)LO7RRE

70—V =IO REBEED I FEHICLET,

EXE

OJERT2BHROS 1 TOEAEEERLET, BRTS
@13 [0( B2)]. [1(ZB5)]. [2(7VF1Hb)] [3(T
S5—) [A(ES)] [5(BH)]. [6(BF)]. BLU[I(F
Ry £Y7)] TF.

7l B

FEREITDHBAZEANLUET, Bl 15 XFETTI, T
RIYIx—97’O0T 71 ILDEZRIEEELE T, D70
T7AIWCRELE 71 IWIV VD BECEDE, JVY—
WOTAvE—INT 1 IV UVTEINET,

[BA]NIYZTVUvILT, BEZRRUET,

[SMTP O7RE | €7 v a VTl UTD/I5X—9ERETEET,

NSA=5

=

SMTP O7KRE

2'0—/%L SMTP (Simple Mail Transfer Protocol) OZ4R
REEDFLFENCLED,

EXE

OJERT2BROT 1 TOEAEEERLET, BRTS
&l [0( 2] [1(B5)]. [2(7YF1HIb)] [3(T
S5—)| [A(ES)] [5(BH)]. [6(BF)]. BLV[I(F
Ry £Y7)] T,

E 7l

FHET2HBEEANLET, BFIE 15 XFETTT, T
20 Ix—9707 71 ILOERIEEELET, DO
T77AICEELE 7AWV Y ITBEECEDE, SMTPO
TAYE=INT 1 ILIUVTEINET,

[BA]NIYZTVUYILT, BEZRRUET,
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25274607 251 YATLOTHEE

[OT K5y 7YY INEERERE | 73Tl UFD/SA—958E
TEET,

NSA—5 2E
Oob3vy7U2om MER— DY VY IIRREICEEEY 2 X7 AO0T KU SNMP
REEE ST ORTEEZBMCLET, #HEGE. 0~308T

F. T 77T} COERENTT,
ARUETYYVIPT U — 3 U EREBCYER— DU Y
TIREEICEET DY AT LAOTRUSNMP Sy 7AW, IER
[CEETERVESE. A #EExFERT D& TREERR
TEBEDHBDET,

AREE T 2ESDHREL 5 W TI,

[BF | RovETUyILT, BEERRLET,
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2.5.2 Y A7 ,0% Discriminator 2%

2.5.2 A7 072 Discriminator i%E
CDD1YROZHWT, YRATLAOTTERHEINDT 1 ATUIR—FIDHREE
7L\, EZEBEEXRRLUET,

[YAFTL]>[YATLOT]>[ YATLDO7 Discriminator BE | 27V v
JULT UFDOD 1Y ROZERRLET,

027D
SRIOSSEE
s EE—
Fhia Drops v
sys []PORT sTP CILAC
[ VOICE_VLAN []LLDP [1PORTSEC CIwWaC
[ DHCPVE []STORM_CTRL [18SH cu
[]WEB [1SNMP []DDM ] AA
] DEVICE []DAI [ RADIUS C1DOT1X
[]LBD []BPDU_PROTECTION []MAC CIcFG
[[1 FIRMWARE [1IPSG [[1 DNSRESOVLER [JUDLD
ERE Drops ]
CJo@E=) CJ175—+) 126205 -chl)
O3a>o) D= O a0
[16(1%5%R) 76 i 5)
¥ B ey
I N =2 T = N S N

2-11 ¥ A7 L0O7 Discriminator E%%E

[BRIOV®E | €Y 3V TR UTONSA—IEBETEET,
NS A—5 e
HAIS P RTUSR—9707 7 1 LOBEEAALET, Sl
15 XFETTT,
ZOED, RRUBECEEN T2, J7Y U (BFF T3 0B

SUT7YUTF 1 DIATHBRUET, BIfEFTvave
LCRIRT 2l [ BE ] BLU [ 28] T

EAE OJERT BBRDT 1 TOBEF T 2 EEABEER
LET, BT 7y av e UCRIRT 28 [ BE ] 84U
[&0]TY, BRI DEAEOMER [0( E2 )],
[1(Z5)] [2(7VF 7). [B(T5—)]
[4(Z45)]. [SGEA)] [6(18])]. BLU[7(FNyEY
7] TF

[ RIVETUyIULT, EELEBRICESLVTHLLIY hUEBIL
7,
[MIg | RO VETUYILT, IV UEBBRLET,
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253 YRAFLOTY—INEE

253 YRAFLOTY—INEE

ZDT4YRIZAWVT YRTLAOTTERAIND Y —/\DREZTL. REE
ERRULET,

[YAFL]> [ YAFLOT ] > [ YAFLOTH—NBE]£7YvILT, YU

S > ol
TOU1 RO ERRLET,
L RSLAE
Oo4—/—
S S e— AR ML
P — sxm
75 i
EE
T>huggsti
I R 2 S - I
192.168.100.1 ‘Warnings 23 Name 514 Hilis

2-12 Y AT LOTHY—)\HE

[OJH—=NN]EI23aVvTER UTONSA—FEZBETEFT,

NS X—5 =
RANIPVAPRL R V2T LO0Y—ND IPv4 PRLREZABDLET,
RAKIPv6 PRL R YRTLOTY9—=NDIPv6 P RLZXZAALET,
UDP iR—k Y RT LO7Y =D UDP (User Datagram Protocol)
R—bBESZANLET, TOERRE 514 £EFDH. 1024
~ 65535 DHEFATIEELX T, T 77/ ETR. ZDER
514 TY,
EXE O7 %K DBERNDI I TNEREZRIRLE T, BIRID
BRF[0(ER)] [(ES)] [2(72YT1HIL)] [3(T
S5—)] [4(ES)]. [5(:&F)]. [6(1EFR)]. BLU[N(T
NyF¥27T)] TY,
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2 DATLA
253 YRAFLOTY—INEE

EE

OJVEH|IDTI7YUT 1 BSEZRRLE T, #8EIF 0~ 23
TY, 77YUT14BSREENETN. BED I 7YUT1IC
BEMIONTUVET, UTORZEZELIZSL,

i g 77 SUF 1 OEEH
T1BES T8
1 user I—H¥IRNIXyE—Y
2 mail X=)VY AT A
3 daemon |¥RAFLF—EYV
4 auth TFaUT« /REAEAYE—Y
5 syslog SYSLOG [T & > TABKICER SN
DAY E—Y
6 lpr SAVTIVIVTIRT I
7 news XY RNT—TZa1—RAYTIRT LA
8 uucp UUCP BT YT A
9 clock1 Qv ITF—EY
10 auth2 TFa1UT« /REAAVE—Y
1 |ftp FTP F#*—Ev
12 |ntp NTP H T Y27 L
13 logaudit |O7&®&
14 logalert |OZ2 73—k
15 clock2 o0y IT7F—EY
16 local0 O—AILER 0 (ocal0)
17 local O—AJLEEE 1 (ocal1)
18 local2 O—AILEA 2 (ocal2)
19 local3 O—AJUEEE 3 (ocal3)
20 local4 O—AHILEER 4 (ocald)
21 local5 O—AILEAS (ocals)
22 local6 O—AILEER 6 (ocal6)
23 local7 O—AhILEER 7 (ocal?)

I

O —NCEEEINDA Y E—IDT 1LY VI (R
T2, FARIUIZ—IDEZAEANLET, ZHild 15X

FETTT,

[BA]RIVETUYILT, EELEBRICEINTHLLIY UL

EC

[BRg | RIVEIU Y ILT, IV UEBIBRLET,
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254 227 L07

254 YAFLOT
ZOU1YRYERVNT, YRFLOTERRSLVIUPLET,

[YAFL]> [ YAFLOT > [YAFLOT ] &27UvILT, UFOD 1
ROERRLET,
e

AT LOY

I hUgsst: 1360

e T g T T

1361 2017-07-08 19:22:33 INFO(B) Successful login thr...

1359 2017-07-08 17:11:59 CRIT(2) System started up

1357 2017-07-07 09:00:31 INFO(B) Successful login thr...

1355 2017-07-07 08:59:42 INFO(6) Port Gi1/0/1 link up...

1353 2017-07-07 08:58:30 CRIT(2) System cold start

L sweeshilbgnte.
[mse] [ KMz IR =

& 2-13 ¥YR7L07

[OJ2VUP | R9v%=TIUyIULT, T—TIbhedJIvbUEIUPLE
ED

BROR—INEET DHEEF. X—IBSZEANL. [Go] RIvZTIUvTUL
TRENDR—IICBELET,
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255 YRAFLFPIvOOT

255 YAFLrPIvOOT
ZOY1YROERWT, YAFTLPI Yy IOTERTSLIVIUPLET,

[YAFL]>[YAFLOT > [ YAFLFIvIOT | 27Uy I LT, UF
D1V RIERRUET,

AT LT RO
[ sy |
THESEE 0

2-14 YRATLPIvIOT

[7PI9vo007UF |RIVEIUYILT, T—TIhBFIyI0TDIY
NUEJUPLET,
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2.5.6 VAT LFEOT

2.5.6 AT LFREEOD
ZOY 1Y RUERNT, YRTLARIEOTDREETV, BEBERTLET,
[YRAFL]> [ YATLOT > [ YAFLEEEOT | 27Uy I LT UFD

D1V RDERRULET,

AT LEOY

BRI O DIRRE Enabled M EE

FE OO ESAHEE (1-1440) fp mn EE
FIL(1-256) 1 B | == || odour |
I husto

o e e

2-15 Y AT LFRIEOT

[ YAFLREOT | 27Ya VTR UTFONSA—IERETEET,

NSA=5 =
SREEOD DIRRE RO = BHEFEBCLET,
REIOTEFIAHEL REEOTDESAHELEBEANLEY, &#EIE 1~ 1440
ITI,
T RNIDERFOFBILEOT IV U DEZEANLET, EHEIES 1
~ 256 T,

[BARIVETYYILT, EEATERIRLF T,

[BF|RIvZET Uy I LT, BEUVBRRFGHICEDVWTT—TILAOGIV b
UEREL, RRLET,
[2BR])NI9VETVUYIULT, FIATERIY MU ZINTREL, RRLK
ED

[O20VUP M9 v&20 Uy IULT T=7Ibho0lIvhUEIUPLE
ER
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2.6 B5f& SNTP (Simple Network Time Protocol) 2.6.1 FZIEETE

2.6 & SNTP (Simple Network Time Protocol)

2.6.1 RAEEE

CDU1 Y RIZBAVT, A1y FORBKREFKECTERSNSBRNREZTT
L\ EREEZRRLUET,

[YRAFL]> [ BEE SNTP] > [BRIBE ]| 7V v ILT. UTFOY 1V Ry

ZRRUE T,
R 2l o A
BFRISHE
E5RS (HH:MM:SS)
B2 (DD / MM/ YYYY)

EE

2-16 BAIEGE

[ BREE | toya vy TR, UFONSA—9%5BETEET,

NS A= e
B5RS REOKZZE (HH). 7 (MM). # (SS) TANLET
(Bl :19:20:20),
Bt R&ENH OD). B (MM). & (YYYY) ZAAOLEFET
(DD/ MM/ YYYY) (Bl : 25/04/2017),

[@FE ] RIvEIUvILT, BENSERRLET,
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2.6.2 91 LJ—VEE

26.2 SALY-V

S

a3 AE

ZDT1YRIZAWNT, DST (BN—F1L) BLUII LY —-VDREET

L\, REEBEEXRRUET,

[ Y274 ]> [ BEE SNTP] > [ 91 LY—VilE] 27U v ILT, UFD
D4 Y ROERRLULET,
se-pennm
pas=> [ 6]
EDBELST
s EE—
s ETm
e T
BSE4E5RE (HH:MM)
s7EmL E—
a7am Er—
u77 Err—
HTEFR (HH:MM)
TRIEME (30-120)
BHSET
e E—
e o
i —
ESLAETRT (HH:MM)
a7 —
%77
ure —
HTER (HHMM)
AL (30-120)
ERE

2-17 914 LYV —VERE

BOEIY 3 VTR UTONSX -9 ZRETEEXT,

NS A=5

EE

YN -1 LIRRE

BY—91 LOBEEBRLET, BRI SBRELUTOES

DT,

o [E]- 9N LBEEMICLET,

. [®DELEE]-8ELEBE0EELLEBICYY—9 1
LHBIES L URTT L SBELET,

. [BfEE]-EELEBOEELEBICY T —9 1 LN
BELURTTBLSBELET,

SALY—Y

UTC (BEMHRED NonO—AIIILY—VDFTEY
hZEELE T,
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2.6.2 91 LY—VEE

[#BDBURE ]| 273 vTlR UTONSA—SI%ZHR/ETEET,

NSA—=5 B=

From: B:&@ YY—9 1 ANFERT DBEEBIRLE T,

From:&H YY—9 1 LANFEBRTIBEZBERLET,

From: B YY—91 LNFHIRTDHAZEIRLE T,

From: B5/& YY—9 1 LNEIBT DREZERLET,

To: A& YY—S 1 LTI DEEBRLET,

To: EH YY -1 LR TIDBEZERLET

To: B YN =91 LN TIDREBIRLE T,

To: B5fS YV =91 LANMRT I IREZTBERLFE T,

7tk YN -9 1 LHRBICNE T 2REZDEATANLET, T

T#IUMMEF 60 TY, DA Tty bDEHEE 30, 60,
90. 120 TY,

[ BEE | 73 VTl UTONSA—9EBETEET,

NS X—5 e

From: BH YY—91 LANFEIRTDHEEIRLE T,

From: B YY—91 LNFEIRTDHAZEIRLE T,

From: £ Y =91 ANFEBRTDEFEEZANLET,

From: [ YV =91 LANFERT DREZTBERLEF T,

To: AH YY -1 LTI DEEBRLE T,

To: B YN =91 LN TIDRERBIRLE T,

To: & YV =91 LR TITDEFEEANLET,

To: B5RS YY—I 1 LTI DREEZBRLET,

F7tvhk Y —9 1 LHBICNE T 2REEPEATANLET, T

T#ILMEF 60 TS, CDF Tty bDEHEE 30. 60,
90. 120 TY,

[ | RIvEIUYILT, BEERBRLET,
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2.6.3 SNTP 8%

2.6.3 SNTPEE

DU 1Y RIZANT, SNTP (Simple Network Time Protocol) DEREZTT
L\, BREEZRRLUET, SNTP ZHWT, X1 v FOHREEREE SNTP B —/\(C

L2 TRAMSNDIEREE DE T, BEBRH OEHKICEHZED £,

[ A5 L] > [ BRE SNTP] > [SNTPRE ]| 27U v ILT, UMFOD 1 VR

DERRLE T,
SNTPAO—)ULEE
REDSMLY—R System Clock
- "
rommeosm e —
SNTPH—(EE
o Peir LA — [
En
T hURET1
I S = T RS
192.168.70.1 - - Bl

B 2-18 SNTP 8&xE

[SNTP 2 O-NILEE | I3V TR UTONSA—FEZRETEET,

NS A=5 =
SNTP 1A% SNTP 27 O—/NILICBREcFEHICLET,
R—)LREIE BMEREEN TADLET, BENEEHEL 30 ~ 99999 BT
9o T4V DOERIEE 720 T,

[EA|RIVEIUyILT, BEERRLET,

[SNTP H—/NSBE | £7¥ 3V Tl UTFONSX—9EBETEET,

NS X—5 1=
IPvA7RL A SNTP B—/\D IPv4 P RLXZAALE T,
IPv6 7KL A SNTP B —/\D IPv6 7P RLXAZAALE T,

[&H]RIvETUIULT, EELEBRICESVTHLLIY U EBMIL

x£9,
[BIFR | N9vZT Uy TILT, TV MYUZHIBRLET,
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[YAFTL]> | HREERE | 22Uy IL T UFOY 1 Y RDOZRRLET,
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RSATUVD (@) #TYUvILT, C RSATICBBLET,

RSA4T7U>7T (¢c) #7UvwIULT, UTOT1 VY RIOERRULET,

IR ] |

12rcE® | | FALORUAE | | OF-xza-n |

A>Fy

I—bPuF || Uik-—h

11935444 May 27 2017 140412 zmuossanRE Runtime.. |[F-t7vF|[ va—sn || wm |
---_—_- 7-r7y7] va-n I we [
July 10 2017 13:08:30 system BIR

&% 125304832 bytes (71— 100886528 byles)

) : BBI7AIL

SDT— b FwF I 7 — LT F: disd_runtime.rom, SDF— P w I 4 disd_config.cfg
(Note : SDT— Py THOI 7 A LEFEETT. )

Efeth 7 7 — AT P: c/Z6600RE_Run_V1.0.0.00.021.rom, B> 7 4: iciconfig.cfg

ISwa: fei SD: idi

3-29 771V AT L (¢)

[UFID | R vZTVUYILT, BIOD 1Y RIICEDE T,
[FALIRIER I RS VZET VYD LT 7MY ATARHLLT (LD
bUZERLE




3 ¥RIAVE
311 TPAIWD AT

[T—rPoT | RIVEIYYILT, T71IEEBY—T Y RICTERLE
9, BT VRICE 1 DDRET7AINET1 DDT7—LTTPIT71ILD
HEFBRATEET,
[VR=L]RIVZETVUYILT, REDT 7 IEEIRXR—LLEFT,

[BIR& | RIVETUYILT, Z7AIERRTFIIET?AILYRTLAD
HIBRL &35

[JE— ] RIVETUYILT, UFOY <Y RIERRLET,
I AT T ——

Ik |C. ” 1380 |
aE—Jr
b - [startupconfig ~ [v] [Ceiconfig cfg |
o —5E [running-config V] [Cifconfig.cfg | WU
\ it [ #soen

3-30 77 IR T L (OE—)

BUTONSA—I %R/ ETEFXT,

NSA—=5 1=
-7 JE—TDI7AILDIA T ZRIRLF T, BIRT DEL
[startup-config] &£ U [Source File] T3, [Source
File] 77’y a3 vEBRULEEDH. V—RXT7AILDINR
ET7AMINEE, RRSNFEANT 1 —ILRICANTEXT,
Je—5% JE=%DT71ILDIATZRIRLF T, EIRT DEL
[startup-config]. [running-config]. &LV
[Destination File] T3, [Destination File] #7°'¥ 3>
EBERUCEEDH, TARATAR—23aVIT71ILDINR
ET7MINEE RRSNFEANT 1 —ILRICANTEXT,
[VILL R FTvIRYIREFVICTDE RBEERTH
DREN, RRSNIRET 7 1 IVICESHEDOD X,

[EA | RIvEIUv LT, IE—TORE/ 771 IbEIE—KORE /
J7ACIE—LET,
[ +YRIL]RIVEIUYILT, IE—%++VRILLET,

70



3 ¥RIAVE
3.12 SMTP 8§27

3.12 SMTP &=

DT 1Y RIZANT, SMTP (Simple Mail Transfer Protocol) DEEZTT

L\, REEBEEXRRUED,

[RRIAVN]>[SMTPRE]E7UvILT, UFOY 1Y ROERRLE

ER
SMTPZO0—/)ULEGE
SMTP IPvat—/ (7 BL2
SMTP IPvaH— ) (7i— [~ (1-85535)
2805172
EERIE (0-65535) o » =B
SMTPA—)JLL-Z—)F EL A
-G &0
FTARAWERTICER
=
12 chars
o= ER
T hugEto S
< rzerrA I
1 Hiiz
2 Bz
3 Hlig
4 Bl
5 Bz
[ Hlig
7 HiiE
8 Bz

3-31 SMTP &=

[SMTP 7 O—-NIVERE | €073 VTR UTDNSA—IZHETEFT,

NS A—5 B=

SMTP IP SMTPH—I\D IP P RLURIA THBIRLE T, BIRT BB
& [IPv4] 8L U [IPV6] T

SMTP IPv4 [SMTP IP] T [IPv4] ZBIRU %, SMTP B —/\® IPv4

H—N\FPRLZR PRUZREAHLET,

SMTP IPv6 [SMTP IP] T [IPv6] ZBIRL 7%, SMTP H—/\0) IPv6

H—NFPRLZR PRUREAHLET,

SMTP IPv4 [SMTP IP] T [IPv4] ZBIRU %, SMTP H—/\DiR—k

H—N\R—hk BFEEEANLET, #EIE 1 ~65535TF, 7 724ILT
&, COElE 25 T,

SMTP IPv6 [SMTP IP] T [IPv6] ZBIRL 7. SMTP 4 —/\DiKk—

HY—NR—hk BEE2EANLET, @G 1 ~65535TF, 774ILT
(&, TOEE 25 T,

BEDX—ILPRLZ 2V FERTX—IWTF RUREANLET, COXF5(
254 XFFTTY,
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3.12 SMTP 8§27

NS A=5 8=
EE[EE EEERDEZANDLEY, &#HEIE 0~655350T, 7
74T, OB 3079TI,

[BA|RIVETUYILT, BEERBMLET,

[SMTP X—ILLY—NPRLR |73 VTR, MTFONSA—9%BETE
£,

NS AX—5 1=
X=ILbL ¥ —I\NEN Ly —=NDA=IVP RUVRZEADLE T, CDOXFSE 254
XFXTTI,

[FARA—ILERTITEE | €73V TR UTD/IIS XA —9£BETESE
EP

NS AX—5 =
#& A=V DHBZEANLET, COXFF 128 XFETTY,
AE X=IVDAEXLEANLET, ZOXFE 512 XFETTY,

[EBM]RIvZETVUYILT, EEVLBERICEDVWTHLLWIY MY ZENL
95

[BRA]RNIVEIUYILT, BEERBRLUET,

[RHIR | RIVEIVUYILT, IRNTOIYVEUMDINTOLY—/\X—)b
PRV RZHIBRLE T,

[BRR | RO vETVUYILT, BEULEIVRUMNBLY—N\X—)LP RLR%
HIFRL &£,
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3.13 NLB FDB &%

3.13 NLB FDB&&=E

CDU1YRIZAVNT, BEULR—FONLB (XRv hT7—J8E75E) FDB
(71T —IR-R) DEREZTL REEERRLEIT,

[ YRIAVK]>[NLB FDBRE] 27Uy ILT, UFOU 1Y ROERRL
£9,

NLB FDBZRE

NLB& - VID (1-4004) MACT EL-Z BShti— b BTH—k

[Unicast v ] [ ] jpo-00-00-00-00-02 ] [Giton v [Giton «] B

T hussst: 1 2aE
ot w <573 I

00-11-22-33-44-55 - Gi1/0M0 113

L |

(] [ 1] [ Em

3-32 NLB FDB %%

[NLB FDB 8 | 73V Tld. UFDINS X —I5BETEET,

NS A—5 e
NLB 517 NLB 91 7&BRLEYT, BRI BER [ 1-F+A~ 6
SU[TILF++ X | TT,
VID [NLBS 17| T[TILFF+ AN | #BRULK, RT3
VLAN ID ZANIL& T, EEI 1~ 4094 T,
MAC 7 KL X TYRUQIZF+RAFELFTILFF+ RS MAC 7 RL

2EANLEYS, BELEN\TY DT« AT 1 RX—Y3Y
MAC 7 FL A #8ELT MAC 7 RLRE—HT D155,
ZONT Y MMIEBELcM VI T T —R(CHESNE T,
FtaR— b -8 THR—b | ERITIR—bZBRUET,

[BA|RIVEIUYILT, BENSERRLET,

[ 28 | RIVETU v ILT, TATHIY FUEBBRLET,

[MIg | R9VETUYILT, IV UEBBRLET,
EROX—INEETDHEF. X—IBESEANL, [Go] RIVETUIL
TREDR—ICBBHLET,
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3.14 |P BEEEEE 3.14.1 IPEEFETO S JILEE

3.14

|P RHEEESRE

3.14.1 IPEEEEETONIJILEE
ZOYU 1Y RUERWVT, IPEY MNPy 7'M Y97 T — LT & 1o (S
(CLFT,

[ TRIXVL > [IPEEEEE | > [IP EEBETOS JLBE ]| 27U v IL
T. UFOW 1Y RERRLET,

S+ L =5

IPEEESRFETD koL RE

IPREREASTI—2 ® &3 1 piclz]
3-33 |P fEERE YO b JILERRE

[IP ST OR LREE | €7 3V Tl FO/NS X —9 £BFETEE

ER

NS A—=5 8=
IP SEEESTE IP BEEEREN VI T I —REEDHEEHICLET,
1971 —2R

[BA|RIVEIUyILT, BEERRLET,
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4 PPS (Power to Progress SDN)
4.1 PPS A7 —5 AEE

PPS (Power to Progress SDN)

PPS (Power to Progress SDN) (&, ®v b T —J % @RI 2EHDEEE—D
DY IRDIPTEEL, BRAPREEBBICTDIODHEETT, COHEEEER
WBZET, PPSP7Ur—vay (BIFE) hoXREEZHIET DI &N OREE R
DFEY, PPSP7Ur—ray (BIFE) NoEBETEDIRBICOLTIE PPS 7
TV —2 a3y OEREGHIAZEE CBRTIES L,

"3 ==
/=R

o CEIE, Standalone MIRRET 1 BERE T D & HEIMIC PPSP #BEZFILEL X
I, 1 BREEAEE. PPS OV NO—S%RBHIBBICIIHEESD PPSP ¥eEAEBE
B, FRHBIOBEHET > TSI,

o AHBEEZEMICLIIBZS, PPS Y hO—SHhoBEETEDIRBNIFIREINE T,
o BURNDERE (P BT AV M EBRATHE) "DREEEE%Z T DHSIE PPSP

CHIBL T S4B A+ 3 X1 v FYTNTICTRBY ¥ T8RS 1P 7 KL R0
BENVETT,
4.1 PPS AT—Y AERE

ZDU 1Y RUZAWNT, PPS (Power to Progress SDN) #EEDREZITLE
9, PPS#EEEFERTDAICE PPS IV bO—5& PPS E2—7PHMUE(CRD X
ER

[PPS] > [PPS A7 —9 ABE | &7 UvILT, UFOY 1Y ROERRLE

CPNL ~

O—SMACTFL 100-00-00-00-00-00

O-SERHN 000 5 00 8574 00 57 00 B
b x4 0-00-00-00-00-00
i)

4-1 PPS &%

[PPS A7 —9 AWE | £ v a v T, UTFD/NSA—9EBETEET,
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4 PPS (Power to Progress SDN)
4.1 PPS A7 —5 AEE

NS A—F BE

PPS 7 0—/\ILEETE PPS #pEEBR L IEHMICEHREL X T,

PPS JARE RED PPS DEMEREHNRTEINE T,

PPS A5 —IE&TE PPS X85 — MRREEZRELF T,
Standalone— PPS OV FO—SICEEIN TULVARUVREEIC
BROEY,
CPNL— Controller Port Neightbor Lost RE&IC2D, J¥v
FO—-S%FHEL TLDH, BEFTRRELCKRDET,
Note. Iv hO—3 ID AEELRVESIE. CPNL &&IRL
TH Standalone IREEICRD £ T,

BXmEE SEERAETS/I\Ty FOBEOREHRELE T, BXOE
[F1~5ONEHTEELEX T,

S1LFPINE EERRO/NT Y MCHTDNEDI I LT MEZEEREL

XY, IIL7UMER 1~ 10 WOEEATEREL XIS

d>r~O0-3 ID

PPS v bO—-350 ID ARRENET,

JrrO0—-5 MAC7PR
LA

PPS O bO—-50D MAC 7 RLUANKRRENE T,

Y b O—SREEE

PPS Jv bO—-SOEEHH S DHEEABREANRTSINET,

PPS5—bhoxa

PPS *— R T4 O MAC 7 RLZAERENE T,

dvbO-35—K—k

PPS OV hO—5 & DBEICHIAT DHR— MESHARTIN
x99,

HARR

PPS Jv hO—-5DOEFEHRNMHEIBRESNDETORETI,
THHERE 120 RICRESNTLET,

[BA|RIVEIUyILT, BEERRLET,
[URF—k PPS] RIVETUYILT, BEERBRLET,
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3 ¥RIAVE
4.2 PPS BAELE

4.2  PPS &@HEE

DU 1Y RIZRANT, PPS DBAREREZTLET,

[PPS] > [PPS BHISRE | 27Uy 7 LT, UTOY 1Y ROERRLET,

PPSENISE
2 AT L OSIBEERTE Enabled ﬂ
P BRARE

AEEAA—L (1-120) B e

Bttt — wTH=k [GI1A [V her il — e Enabled ]
AR S —F Gil/0M-1/0/28

4-2 PPS BAIERE

[PPS BAIERTE | 7 ¥ a VTl UTFO/NSA—9EBETEET,

NSA—=5 =

VAT LOTBAEE PPS MY R T LAOT BB EBN X cFEMCH/EL T,

o949 —=NNIb AoV IAI—NIVDEZRELET, EBIE1~120%
DEETHRELE T,

FtaR— b - #87T/R—b | PPS BAISREHBEICER I D R—hERELE T,

AUV IBHR—NEE | AUV IBRR— MEBEEZEDEIEDCRELET, =
EITDEMENHD Y IBIHKR— bARREINE T,

[BA|RIVETUYILT, BEERBMLET,




3 ¥RIAVE
4.3 PPS TR— MR

PPS ih— hE%RE

ZDT 1Y RIZAWNT, PPS DiR—hEREZITVLET,

[PPS] > [PPS K—hEBE ] 27U v 7LT, UTOY 1Y ROERRLET,

RS aE — "
PPSIR— MEE
B — - BT = PS5 LT {EE3E (0-258)
[Giton [v] [Git/on [v] [ |

\JI

Gil/oH — T DT 128 128
G2 = Down Tt T 128 128
GH/O/3 = Down R P 128 128
Gil/0/4 — Down T DT 128 128
Gill/5 — Down T DT 128 128
GH//G =

Dowin T 71/*3 128 128

" E4-3PPS Hi—hBE

[PPS H— hEE | £ 3V TR, UTFD/INSA—9%BETEET,

NSA=5 1=
FAtER— b - #8THR—b | PPS /R— hEREMBEICERI 2 R— b EZRELE T,
PPS 724X VT A48]E |PPSTSA4FVUT 1+ DEZRRELF T, fBEIE 0~ 255 DEIHE
TRELE T,

R—hk 21y FDR— hBESHRREINET,

(N A MSVF VDT DREREZD IV—TBESTEHRRLUET,

o BiR— b DUV T7RE%Z Up/Down TRRLE T,

g BiR— b DBEREZRREINE T,

TSAFYT 1 |E BR— kT ECRES N PPS OBEREOBEHHIBICFAL
DBEENRRSINE T, DHHAERIE 128 NMRESNTUL
£,

FRL=2aVT304F |BR—hTECHRESNT PPS OBEREOBEHHI DD

U7« DEEENKRRSINET,

[BF | RovETUyILT, BEERRLET,
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4.4 PPS RA IN—EETE

PPS R /\—8&7E

D1 Y RIZRANT, PPS RAN—T—TILDOREZTVE T,

[PPS] > [PPS A N—BE | £7UvILT, UFOY 1Y ROERRLET,

PPSEA N—F—T N

4 24 L (60-86400) 60
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Al

THYER:4
T ™ S L coons
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wEE ZEQUO 2210
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SR} 20
P7ZFLR 1721618
K& PN26161
[in] [ 1] ]

4-4 PPS XA IN\—5R%E

[PPSXRAN—-E ]| EIY3a VTR UTFONSA-—IERETEXT,

NS A—=5

8=

PPS XA N—TIT—IVT
14

PPS EEEBNIY MU REHEZRELE T, fEIF 60~
86400 WOEHETREL X T,

MAC7ZRL A

PPS H#EREND MAC 7 RLAZHREL X T, REITDEZ

D MAC 7 RUZADBEBRIRTSNE T,

HmE

PPS HEERBOREENRRINE T,

(LS

PPS MEEBNEZBENRTINET,

JUPILFVIN—

PPSIHEERBENY U P IV F Y N—HRRSNEYT, PPS I
ZEN VU P I Y N—RRITHB L TVDRELRHD XY,

EETR— b

PPS HEBERB TBEICERTINTLDR— FESHRRIN
EC

IPPRL2A PPS TEEBETEBED IP 7 RLUANKRRENE T,
A~ PPS ITEEBNDRR hENRRINE T,

[EA|RIVEIUyILT, BEERRLET,
[HIg | R9 V&I Uy ILT, BRUETY M UEMBRLET,
[ BERT | RIVET Uy ILT, PPS %1 N—BROZMERTLET,




3 ¥RIAVE
4.5 PPS RT3 VERE

PPS OXRDU > 3 VEERE

CDT1YRIZAWNT, PPS ORI aVyT—TJILDOFREETVET,

[PPS] > [PPS O%T¥avilE |7 Uy ILT, UTFOY 1Y ROERRLE
T,

PPSI#4%3 V3T

A—p PPSFEEMACT L2 PPS4—F Sz (MACFEL 2 VLAN ID (1-4094) e

[Gi1/on [v] [o0-2a37500354 | jposs-3g42a342 | [ J No V]
o
[arame |

IR
I st o
T R N R

Bl 4-5 PPS XT3 VERTE

[PPS ORT Y aVERE | E7 Y3 VTR UTFONSA—IZHR/ETEEXT,

NSA=5 =
R—bk PPS RT3 VICENT DR v FOR— ~BESEREL
N
PPS %85t MAC 7 R R |PPS %723 VICENMT D PPS %5856 MAC 7 KL X ZE&E
LEI,

PPS5—hko A MAC |PPSOXRTY3VICEMNTSDPPST—rDTA MACFPRL
PRLZA AERELET,

VLAN ID VLAN ID ZE&8ELE T, EIE 1 ~ 4094 OEETEREL F
ED
857 B—RhOIAICEETD/INT Y MNMIITAHDIFDHREELE

g, Yes M No Z&IRL £ 9,

[ER]RIvEIUYILT, EEERBLET,
[UZS—hOxTvav | RIVvEIUYI LT, BEPPS IRT Y3 VAT
7,

[HIig | RO VET Uy ILT, BRULIY FUSHRLET,
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5 L2 t##E
5.1 FDB (T#7—F1VIF—9IN—2) 5.1.1 A9714vJ FDB 5.1.1.1 I"F+ AR F 1 v FDB

L2 t¥5E

51 FDB (74#7—F1YIF—9IR—2)

5.1.1 A7 1w FDB

5111 1=F+AMAYT1v7T FDB

CDO4YRIERBVWTC, RITAYIIAZFH+RANIT+T—FT 1 VI DHBEET
L, EBEEERRLET,

[L2 #8E ] > [FDB] > [ A9 5« v FDB] > [ 1=#+ A~ A¥ 5« v 7 FDB]
EIUvILT, MFOY« Y ROERRLET,
B e G b b ———

A=+ v RFAST v IFOB
[Pon  ~]  [ait0o1 v vbi40e [ MACTRLZ  po-ss

T Uk ZHE

=
I werria e
1

00-22-33-44-55-66 Git/oro Bl

(] [ 1 [ Ea

EE

5-11-F+AMRXSFT+1v 7 FDB

[IZF+AMRIT1 v T FDB]l E7¥ 3 VTR UTONSA—SIZHETE

x9,
NS X—5 8=

R—bk /BE [R=b ] FTYavzaBRUESE. ADLE MACZRL
AWEETDHR—FEFERLES,
[BE|ATVavzBRUEES. I°F+AMRIT 1Y
JFFDBHAD MAC PRLAZROYILET,

R—kFViIN— [R—b 1747 Yarvz@RUE ERTDIR—bZERL
9,

VID 592 VLAN ID ZANULE Y, &FE(E 1~ 4094 T,

MACZ7ZRL A NIy MRS T 1w I ICEHRESIND MAC 7 RLUREAN
LET, COPRLRICIE, IZF+AMMACPZRLR%E
BELTLIEZL,

[ RIvETUyIULT, EELEBRICESLVTHLLIY hUEBIL
7,
[ 2B | RIVETU Y ILT, TNTHIYFUEBBRLET,
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[HIB% | RSV ETUYILT, TV UEHIRLET,
EHONR—INEET 2HEE, R—IBSEANL. [Go] RIVETUYIL
TREOR—JICBBL T,
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5 L2 #8e
51112 V¥IWFF+ ARSI T 1 v FDB

5.1.1.2 N¥ILFF+AAYT7+1v7T FDB
DU 1Y RUERWT, YILFF+RMRIT v 7T FDB DREZETTL. RE
(E=NVES- R

[L2 #4451 > [FDB] > [ A9 7« vJ FDB] > [ WLFF+ AR RAIF 1 v 7
FDB] 27Uy ILT. UFOY« Y RoERRLET,

RAFFPARSTA v IFDB
i BTH—F VID (1-4094) MACT RL-Z
Gt/ v Gt/ v | fp1-00-00-00-00-02 ] =)
T Ut B
- w wac7L % e
1 04-00-00-00-00-02 Gi1/0/1 Bl
[n] [ 1] [ em

52 NIWFF+AMRYT 1+ v 7T FDB

[ RILFF+XRATT 1 97 FDB] €73 v Tl UTD/INSA—IEBET
=%7,

NS A= e
BaR—b -8THR—-b |ERAITDIR—bZERLEXT,
VID B9 2 VLAN ID ZANLFY, &HEIE 1~ 4094 T,
MACZRL R NIVFF+ AT Y NDRIT 49 I T4 AT 1 R—>3
YMACPRLRZAALET, TOFPRFLRICE. ¥ILF
F+ A~ MACZ RLZAZEELTLIESE L,

[BF | RovET Uy ILT, BELEBRICESLWTHLLIY M UEEIL
7,

[ £HI% | RIVETUYILT, IATOIY FUEHBRLET,

[HIi% | REVETUYILT, TYhUEHBLET,
EBHON—INEET 2HEE, R—YBSEANL. [Go] RIVETUYIL
TREOR—IICBBLET,
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5 L2 HeE
5.1.2 MAC P RLAF—TIVEEE

5.1.2 MACPRLRT—TILEEE
Z0Y 1Y ROEBNT, MAC 7 RUAF—TILOREETL. REBERRL
9,

[L2 #4#4E ] > [FDB] > [MAC P RLAF—JILEE | &7 U v LT, UF®
D14V ROERRUED,

A =

| J0—)ULSEE | MACF EL-AR— MEERE MACT L AVLANF BRE

I—3 248 (0, 10-1000000) i
I-—TIFAATAF—3kEw b B @ EA

B 53 MAC 7 RURF—TIVERE (F'O0—/VIVERRE)

[O0-NILERE] T3 VTR UTONSA-IZRETEXT,
NS A—5 HE
I-I VI MAC 7 RURF—TIOI—-IVIBEEANLEY, #HE

(& 10~ 1000000 ¥ TY, 0 ZANNTDE. MAC 7KL
ANI—IVTRENCRDET, TT74ILETR ZDfE

(& 300 T,
I-IV0TF1AT4 I-YIVIT1RT1R—yavey MERBEEBEWF IR
*—vavevhk MCLET,

[BA|RIVEIUyILT, BEERRLET,

[MAC 7 RLAR— M $BRE | 9757 UvILT, UFOY 1Y ROERR
LFET,

HO—JUEE | MACT KL Afi— NEESRT | MACT KL AVLANSERE
B BTHR-—b R
[Gition v [Giton v] [Enabled v | L ®8
I MEE
e
GI1/0M Enabled
GiforR Enabled
Gi103 Enabled
Gi1/o/4 Enabled
GI1/0/5 Enabled
GI/0/6 Enabled
Gi1/07 Enabled
Gitie Enabled
Gi1/0/9 Enabled
Gi1/0/10 Enabled

5-4 MAC 7 RLRT—=TILEE (MAC 7 RL RiR— b ZBRE)
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[MAC 7 KL AK— F#BE8RE | 73 v Tl UTF0/SX—9%BETE
£7,

NSA—5 B=
AR —b -8 THR—bk |FERITDIHR— b EBIRLET,
JRRE BELUR— D MAC 7 R RZBEEABME 38N
[CUET,

[BA]RIVETUYILT, BEERBLET,

[MAC 7 KL AiR— F$EEE | 97%7 Uy LT, UFOY 1Y ROERR
LET,

HO—JOLEE WACTRLAF—FEEEE | MACTRLAVLANSERE |

MACY L AVLANSESEE

VIDUZ R

r— craid B
VLANFBREMACT RL-A

VID (1-4004)

E— o —

T U
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an [ 1] [ sm

® 55 MAC 7 RLUAF—JIUEEE (MAC 7 RL X VLAN $B7E)

[MACZRLARVLANZEBEE | 273 VTR UTONSA—IEZRETE
x9,

NSA—=8 =
VID YR K FAI2 VLAN ID ZANLEY, BV VXD TEHiT D
VLAN ID ZANT DM, F£eld/\1 T7VXYIDTVLAN ID
NEREANT D ENTEET, &L 1 ~ 4094 T,
IRRE EBEL VLAN @ MAC 7 RL 22 B#ee BN £ 1 (38D
ICLET,

[BA]RIVETUYILT, EELEBRICEINTHLLIY FUEENIL
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X,
NS A=5 =
TJ7ANU=T IGMP A X —E VSRR EEEZ BN X e FEHCLE T,
BMCUIBE, YATLTIGMPEEX Yy E—Y%%RET
BE, RIEEBICAVYNZRBSELT,
JIU7IRRE JTYUPREZBHIIIEHCLET,

JTUN=-I3Yy

IGMP AX—EVTIJTYUFPHRETD—EHBRIITUIN
Ty bN=YaveEBRULET, BIRIDER[1]. [2]. &
LU [3] TT®

I TURR IGMP O—HBR T TU X v £—I% IGMP AX—EVT D
TU7HEHNCEET 2EREANLET, &#HEIE 1~
31744 TY,

RANSEE IGMP AX—EVYT I TYUTP? RINF A IENTVDRAIG
BRFE ) ZANLEY, #HE1~25TY,

ONASRAEH IGMP ZX—EV D THERATDIONI S RIABHEANLF
9, #HEIE1~7TI,

REXAVNITIYAY IGMP AX—EYDJ I TYUPICLD. IGMP ZIL—TBEEF

et AV BEIIWV=TYV—=RBED (FrRIL) JIUXvE—ID

EEBRZEANDLEY, &@HlE1~25TT,

0+ LiR—FT107

70+ UiR— bEBEZED X FEDCLET,

V—APRLZA IOFIUIR—TFT1YITDY—RIPPRLREZANDLET,
COATvavid, [FOFVLR-F VT | T[EM]E
ERT DL EDCBOET,

SHEHIR SEHARBEANLET, #EE 1~ 1000 TY.

[#IBBRL | A TYavadVCUBas, 270771
[CHEHREERAL £ A.

[BA|RIVETUYILT, BEERBMLET,
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5 L2 HeE
5.7.1.2 IGMP AX—EVI T I —TEE

5.7.1.2 IGMP AX—EVD DI —TEE
ZOY 1Y ROEAVT, IGMP AX—EYTTI—TDOREETL\ REBER
RUET,

[L2 #8885 ] > [L2 RILF++ A M@ ] > [IGMP AX—E V7T | > [IGMP AX—
EYION—TBE] 2TV ILT. UFOD« Y ROERRLET,

T & = =Ly

IGMPRA—E I REF 1 w2 I N—T HE

VID (1-4094) DN—TFF LA Rapai— BTHR—
- Gi1/0/1 *] [Giton v [T 2
I | | | | | | I

IGMPRA—E I8N IL—T7—T 1L

VID (1-4094) IN—FFELR

S — e s || ==
IhUsgER 0

I =7 S At
IGMPRA—E>HN—TF7—T I

VID (1-4094) HN—FFELR

S — I e s || ==
IhUsgER 0

5-47 IGMP AX—EV T T IV—T&E

[IGMP AX—EVT ARSI T4 v ITI—TE/RE ]| BT av TR UTD/INS
A—IZRECTEXT,

NSA=5 8=
VID AT D VLAN ID ZAANLE T, &EIL 1~ 4094 T,
TIW—=TPRLA IPYILFF+ANTIV—TPRUAZANDLET,
FtER— b -8 THR—-b | ERTIR—-bZBRLET,

[BA]RIZETIVYILT, BEUVLBRICEDVWTHLLWIY MY ZEMNL
E
[ERR 1 RO vETVUYILT, BEVLEBRICEDVTIVNUZHEBRLED,

[IGMP AX—EVTRAI T4 v ITI—T7—=TIL €T avTRE UTON
IA-—IERETEEXT,

NSA—5 LT
VID AT S VLAN ID ZBRELVANLE T, &A1~
4094 TY,
TIW—TFPRLZR SIARIVETIYIU, IPRIVFF+ AT I—TFR
LRZAALET,

[RR]|RIVETUYILT, BRELRREHBCESIVNTT—TILROIY
UERTL, BRLET,
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5 L2 hEE
5.7.1.2 IGMP AX—EVTJIL—THE

[2BR|RIVETUyILT, ARETELIYNUETANTRRL, RRLE

ED

[IGMP AX—EYI DI —TF—=T I | €73V TlR- UTDINSX—9 %5

ETEXT,
NSA—=5 =
VID £ 92 VLAN ID ZBRBELUVAALE T, &BEI 1~
4094 T,
TI—=TPRLRA SIFRIVEITIVY I IPYILFF+ANTIV—TFPR
LRZEADLET,
i IGMP 7' L= DFliERERRLE T,

[BFR]|RIVvETUYIULT, BELBRRZEGICEDVWTT—TJILAOGIV

UZRRL, ZRRULET,

[28RB|RIVEIUyILT, FARTERIY N UETNTREL, RRLE

ED
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5 L2 #8e
5.7.1.3 IGMP AX—E>VT 7 1 ILIEE

5.7.1.3 IGMP AX—E>D 7 1 ILIEE

ZOU+4YRIZRAWVT, IGMP AX—EYT T 1 LY DHREZITL. REMBZEXR
mLET,

[L2 #8885 ] > [L2 RILF++ A M@ ] > [IGMP AX—E V7T | > [IGMP AX—
EYI T4 ILIBE]ETUYILT, UFOD 1Y ROERRLET,
ONMPT oD oIbaar T —

IGMPR R — EL 4 iRl IR E

Fbs -t #TH -t HIBE ¥ (1-1000)

Gil/1 Gillon [+] [ (sl
IGMPAR — E VT HIBR &

it £t ES ST HIRE (1-1024)

[Gition [Giton [v] [ |

HEEETIvay Except ACL Name VID (1-4094)

[Default Pz chars s ]
Pt £ 1 ENE S VID (1-4034)

G0N Git/ ™ \ |
FHERT-TRE

s £t ESEE BEDEY

[Giion [GitoA ~] [Add ~]

ACL & B WID (1-4094)

2 chars | [@RLTera | [ ]
IGMPRR — BT 21 35 —F Ik

s £t ESE S

[Gition [Giton [ wa [ smm |
TR RS 0

B 5-48 IGMP AX—EVT 7 1 LIRE

[IGMP XX — YD SH#IREE | t7 Y3V Tl UTD/S A —9%/ET
=F7,

NS A—5 e
BtaR— b - THR—~ | @AY R— FEBRLET, cnld, [R—k | FTvaY
EUTOFPIY 3V E L TRRLUIBAICOHRIRTETT,
HIRREY HEREANLET, HEDA VI TT—XLTAT v FA
WETES IGMP HE/ v hOL— FERELET, 5
[&1~1000/t7ry b /BT, [HIREL ] F7YavaR
RUKEE, SIBEBDREET,

[BF | RoVETUY LT, BEERBRLET,
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5 L2 t#ge
5.7.1.3 IGMP AX—E>VT 7 1 ILIEE

[IGMP 22—V JHIIREE | €73 VTl UTO/NS X—9%8BETEE
7,

NSA—5 2E
FaR—b -8 THR—-b | ERAITDIR-bZRRLET,
HllPRER HIRKZEANDLE T, CDINSX—FZAHNT, FROIEER
IGMP ++ v 1TV bUDEZERIRLEI, &EEE 1~
4096 T,
Banroray BBREB7IYavEBRRLEYT, JONSA-IZANT,

HIFRBERF CH T ICRBIND I I —TEZNET D-HDE
EEBELE T, BRI DEIIUTDESD T,
e [FIAIWK]-TIAIWEDFPIYavRETEINET,
e [EE]-HLWIIL—THROvITENET,
o [UTLAR]-FHLLWII—THBHENIIL—TEBE
B‘BHhDEI,
Except ACL Name BE|PPIERURMDERIZAALET, PTEBRUR S
THOINTWBTIL—2" (*,GQ) £EFF+=xIL (S,G)
(&, HIEMNSEFEISNET, FrRIL (S,G) ZEFFATDIC
. POEBRURANIVRUDY—XPRUVADT 1 —ILF
[C IS] &BEL. THA AT R—Y3avYFPRLULADT 1=
Rl TGl &BELET, b= (*,G) =FOdDICE.
PIBAUZARNIVRUDY—RAFPRUVADT 1« —ILRIC
fanyl Z88EL. TARATARX—YaYFPRUVADT1—)b
RIC TGl &EBELF T, BRlld 32 XFETTT, HDL)
[ [BRUTLES W, | RIVZTYYILT, CORE
[CERTDRM Y FTHRESNTLDIREFEOFI AU
@=L, BRUET,
VID fEFAT D VLAN ID ZADLEY, &HIE 1~ 4094 T,

[BA]RI>ZETIVYILT, BEUVLBRICEDVWTHLLWIY MY ZEMNL
=
[ERR 1 R9vETVUYILT, EEUVLBRICEDVTIVNUZHBRLED,
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5 L2 t#ge
5.7.1.3 IGMP AX—E>VT 7 1 ILIEE

[ PO ERADIL—TERE

] €7y 3arTE UFONSA—IZHETEFET,

NS AX—5

=

FtER— b - #THR—b

AT 2R— b ZBRLE T,

roJvay

[ 850 ] ZBRLT. ANLEBRICESVWTHRLLWIV Y
ZEMLET,
[ EIFR ] Z2BIRL T, ADURBRICEDVTIY MY EHIBR

LEY,

ACL &7

EBEIPPIEAURNDERIZANLET, TD/INTAX—F
ZHVWTC, I—YZTIWL—7" (*, Q) \OBMEHFILET,
PICGAUARIVRUDY—RXAPRUVADT 1« —)LRI(C
fanyl ZEEL. T1 AT RX—YaYPRUVADT1—)b
FIC TGl EBELE T, BRlld 32 XFEFTTI, HDL)
[F. [BIRUTLKREE W, |RIVETIUYILT, TOBRE
(CHEATRIRAM Y FTRESNTCLDIHEENFP I AU+
EREL, BRUEFT,

VID

AT VLAN ID ZAALF T, EEIL 1~ 4094 T,

[BF | RovETUyILT, BEERRLET,

[IGMP ARX—EYDI T4 IL9F =TI | €723V TR UTFD/II5A—I %

ETEXT,

NSA=5

EE

FtaR— b - #THR—-b

FERITDIR—hEBRUE T,

[BFR|RIvZETUY I LT, BEUVBRRFGHICEDVWTT—TILAOGIV

UERRL, RIRLE T,

[2BR|RIVETUyILT, FIRTERTY NUETNTRAL, RRLE

ER

[FESBR | RI9vETIVUYILT, COIVRYICETIFHMBRERRLUE

¥

BEOR—INEETD

B8, XR—YBESEAAL, [Go] RIVETUYIL

THEDR—IICBELET,
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5 L2 t#ge
5.7.1.3 IGMP AX—E>VT 7 1 ILIEE

HHSR NI vZIUvILT UTFDOY 1 Y ROZRRLET,

—

IGMPRA—E Il I W57 —T I

> bhugsta
7R— b Gion

Not Configured Not Configured

[ [ K e

B 5-49 IGMP AX—EVT 71 JLIRE FHBSR

BRONR—INEETDHESE. X—IBESEANL. [Go] RIVETUYIL
THENDR—IICBBLET,
[RBZ )R9I UYIULT, BIDT 1Y RFIICRDFT,




5 L2 HeE
5.7.1.4 IGMP AX—EVTRILFF+ + A M L—F &R

5.7.1.4 IGMP AX—EVONIFF++ AN IL—T1EHR

D1V RIZEABAVNT, IGMP AX—EVIVILFE+ A MNIL—YI DBEETT
L\, REEEXRRUED,

[L2 #8885 ] > [L2 RILF++ A M@ ] > [IGMP AX—E V7T | > [IGMP AX—
EVIRILFEr AN—IEER]ETU vy ILT. UFOD 1Y ROERRLE
R

T & = 3

IGMPRA—E A NF+v A bIL—2HR— bEE

VID (1-4084) NI HL—Z3> sEwi— BTA-—~
[ | [Port v [Gi1/0n [Git/on v | [T I B

IGMPRA—E > FRNFFv A PL—FR— r7—T I

T — [

T husssti

= ]

1 Gi1/0/10 (Static)
[ 1| [ Em

B 5-50 IGMP AX—EV IR IF++ X M-S ER

[IGMP AX—EVIRIFF+ ARI—FR—rE/E | EI>a VTR UTD
INSAXA—FZRETEET,

NS X—5 B=E
VID fFET3 VLAN ID ZAALET, EEIE 1~ 4094 T,
dAv7«49Lb—vay h—hAV T4 L—vavaEBRLET, BIRTZEIIU
TOEHSEDTY,

o [R—bF]-BELIA—FERIF 1 v ITILFF+ RN
W—g—hCLET,

o [BIER—F]-BELIA— M ETLFF LR N—F
R—hCLEB A,

BltaR— b - THR—~ | @RI R— FEBRLET,

[BARRIvEIUyIULT, BELLBRICESVLWTHLLWIY MU ZEEMNL
Y,
[EIER | RO >ETUYDILT, BELLBRICESVWTIV MY ZHIBRLED,
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5 L2 hEE
5.7.1.4 IGMP AX—EVTRILFF+ + A M L—F &R

[IGMP AX—E VI RIVF£+ A —IHR—rF—T I ] £I¥ 3 VTR, U
TONSA—IERETEET,

NS A—5 B
VID 9IS VLAN ID ZEAAULZET, &HIE 1 ~ 4094 T,

[BF|RIvZET Uy I LT, BEUVBRRFGHICEDVWTT—TILAOGIV
VZEBRHRL, RRLET,
[2BR)NI9VETVUYIULT, FIATERIY MU ZINTREL, RRLUK
ER
BROR—INEET 2HEF. R—IBESEANL. [Go] RIVETUYTL
TRHENDR—I([CBELET,
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5 L2 HeE
5.7.1.5 IGMP AX—E VT HEtEE

5.7.1.5 IGMP AX—EVT#EtEE
ZOY 1Y ROERWVT, IGMP AX—E VI fistERTE LU0 UPLET,
[L2 #8551 > [L2 TILF++ AN ] > [IGMP AX—E>Y7 | > [IGMP A X —
EVOMEERE ]| 27Uy ILT UFOY« Y ROERRLET,

P2 3 RSLE

IGMPZ A —F > THETHE

Hit VID (1-4094) Baha— b #TH—F
[an v [ | [Giton v] [Git/0n1 v U7

IGMPRA—E TRt T—T I

wRS1T VID (1-4094) Bt BTHR—b
[vian v | [Giton | [Giton v] [ =3 || ze= |
T U1

s | s | s [ s | w8 | = |

CvAr 5o | vier oy | A | o e | Ak [ a0 e | A | o | var | |

1 0 0 0 0 0 0 0 0 0 V] 0 0 0 0
DR EE =

5-51 IGMP A X—E VTt E

[IGMP AX —E v IHEtiaE | 7 v a v Tld, UTD/NSA—9ERETESE

ER
NS X—5 e
st (V9T —AEBRLET, BRIBER[2].
[VLAN]. ®&U[H—h ] TH,
VID 59 2 VLAN ID ZANUE T, &EHEIE 1~ 4094 T,

COATvavid, [#iEt] ROYTIHYUZ T [VLAN]
BRI SICRIFETETT,

IR — b - .8 THR—~  |EAT3R—FEBRLET,
COFTYaVE, [#EH] ROYTIIVURLT

[ = ] #BRUSAICHRATETT,

[DUZ | RIVETU Y ILT, EEUVERBCEIWTHRENBEEREIUPLE
EP
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5 L2 hEE
5.7.1.5 IGMP AX—E VT HEtEE

[IGMP 2X—EVI#HEtT—T I | €72 3V Tlh UFONSA—IERET
xET,

NS A—5 =

BRI T (VI TTI—ANI1TEBRLET, BRT ER
[VLAN] 8&U [ K—b | TF,

VID BT 3 VLAN ID EASLET, BHEIE 1 ~ 4094 TY,

COFTVaVE, [RRIMT | ROvIIIVURLT
[VLAN] &R U B (CRIFTETT,
BtAR— b - TR—~  |@EBTaR—rEBRLET,
ZOFTYaVE, [RREIAIT | ROvIIIVUILT
[ R—b | #BRUSSCRIRTETT.

[BF|RIvZET Uy I LT, BELVBRRFGHICEDVWTT—TILAOGIV
VZERHRL, "RRLET,

[£2BR NI YZTVUvyIUT, MAGEBRIY MY ZIRTREL, RRLE
ER
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5 L2 #8e
5.7.2 MLD AX—EY7J 57.2.1 MLD AX—EVTHE

5.7.2 MLD AX—E>T

5.7.2.1 MLD AX—EVITEE

ZDU 1Y RIZAWNT, MLD (Multicast Listener Discovery) AX—E>7T
DFEZETL, REBERRLET,

[L2 #8E ] > [L2 WILFF+ X H@E ] > [MLD AX—E>Y7 > [MLD AX—F
VOBRE]|EIUYILT, UFOY 1Y RuERRLET,
I e ——

S0—)ULEE

20— ULRRE B e B [ |
VLANIRESZE

VID (1-4094) 77 ommesn R
MLDRA—E>F7—T I

VID (1-4094) [ | = o o=smE |

T huUgsEt

[ w v e

1 default Disabled HiEEE Ex
[ 1| [ =

5-52 MLD AX—EVTERE

[JO—/NIVEE | £7v 3 v Tlh. UFONS A—9IERETEET,

NSA—=5 8=
J0-/NViRRE MLD ZX—EYI DT O—/NIVIREBZBMEcFEMICL &
EB

[BA|RIVETUYILT, BEERBMLET,

[VLAN REESRE | €723 VTR, UTONSA—95BETEET,

NSA=5 1=

VID AT VLAN ID ZAALF T, &EEIL 1~ 4094 T,

[EFE ] RIvETUyIULT, BELEBRCESVTHLLIY FUEEMIL
£7,
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5 L2 t#ge
5.7.2 MLD AX—EY7J 57.2.1 MLD AX—EVTHE

[MLD ZX—EYTF =TI ] €723V Tlh, UFDINSA—IEBETEE
ElB

NSA—5 =
VID AT 2 VLAN ID ZAALF T, EEIE 1~ 4094 T,

[BF|RIvZETU YT LT, BEUVBRRFGHICEDVWTT—TILAOGIV
UEREL, FRLET,
[28R|R9VZ0UvIUT, FIFOERIY N ZINTRRL, RRLE
9,

[FESR | RI9vETVYILT, COIVRUICETIFHIBRERRLUE
ED

[RE]|RIVEITVYILT, IVEUDHREERELFT T,
BROR—INEET DHEERF. X—IBSZEANL, [Go] RIvZTUvIUL
TRHENDR—IICBEHLET,

[H@BR | RIVETIUyILT, UFOY 1Y RUERRLET,
viLD . IVLAN
MLDAF —E2IVLAN/SS A —5
VD 1
1 )
IrAu—J E (hA FS—2)
FOFLR—F+ 24 E U-AFELA)
HTUPHRE )
LTUN—Z3 v2
LTUBR 125§
BASERR 108
OJA A2 2
BHRUIT—STUBER 138
HEFHIE 0
N

5-53 MLD AX—EVTEE GHEZR)

[ | RIVETUYILT, BEERELET,
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5 L2 t#ge
5.7.2 MLD AX—EY7J 57.2.1 MLD AX—EVTHE

[FE | RIVERR [EE | RIVETUyILT, UFOY 1 ¥ RYERRL

EC

LD B~
MLDAA—F > VILANZEE

VID (1-4094)
REE

IJrRBU—J
FOFSLAM—FT 1 24

LT UFHRE

LTUN—Z3

HTURERE (1-31744)
BASERRS (1-25)

O)Z hRAZER (1-7)
BIEURF— LT URR (1-25)
FERHIE (1-1000)

VLANCTGE

—
A7 o B3
B © B3
= e®  Y-2FRLR[
= © B

m e

R

.

e

o eamay

5-54 MLD AX—EVIHE (R, 1BIE)
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5 L2 t#ge
5.7.2 MLD AX—EY7J 57.2.1 MLD AX—EVTHE

[IGMP AX—EYTJ VLANBEE | €73 VTR, UMTOINSAXA—F%ERET

EEXT,

NSA=5

8=

Fast Leave

MLD XX —EV T SRbREAEZEN I FEHICLET,
BHCLUIHE, YATLTMLD FBEX v E—Y%%RETD
& REBICAVYNEZRBESEE T,

JO0FILR-FT1 VT

O+ Y UiR— bEBEZED X FEDCLET,

Y—ZP KL 2R TOFYUR—F 1 YITDY—R PP RUREANLET,
COATYaVE, [FOFVLK—F1 VT | T[EWN] &
BIRT 3L EMCRDET,

JTUPIRE DTU PREEEDEFEHICLET,

JIUN=-Y3y

MLD XX —EY T I TUPHEET 2RI I T/ v
N—YavEBRLET, BIRTBMER [1] & [2] TT.

2 TVER MLD O—fMBR T TY X v E—I% MLD AX—EVTJT
U7 HEBNICEET 2MREANLEZT, &#EE 1~
31744 TY,

RANERE MLD XX—EVYTITUT? KRNI XESNTUVDRAINE

R (#) ZANLET, &EHEIE 1 ~25TI,

Robustness Value

MLD RX—EV T THEEAT DO/ S RRABREANLF
jo %ﬁ‘; 1~7 —Z\-\jo

=YX F—J T VUER

MLD AX—EVYTITVUPICLD. MLD ZIL—TBEEF
FOW—TYV—-ZXBED (FrxRIL) TJTUXvE—IDX
EERZEANDLET, &EHEIE1~25TT,

FEHIRR

HEHHIRMEZANDILEY, &HEldE 1~ 1000 T,
[ #RBL | A7’y avaEFVICLUIBE, CO7O0771)
(CHREHERZERL XA,

[BF | RovETUyILT, BEERRLET,
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5 L2 HeE
5.7.2.2 MLD AX—EVJ T IV —T8EE

5.7.2.2 MLD AX—EVT T —TEE

ZDU+4YRUZRAWVT, MLD AX—EYTTIL—TDHREZITL. REMBEZEX
mLET,

[L2 #8 ] > [L2 TILF+F+ A HE ] > [MLD AX—E>Y7 > [MLD AX—F
VITIW—TBE]ETUYILT. UFOD 1Y ROERRLET,

W e ———
MLDRRA—E T RGT A w2 TI—THE

VID (1-4094) HN—TFF7ELR BEnEA— BTHR—b
[ | FF11znt | [Giton *| [Givon v | B8 | Bl |

MLDRARA—E T REGT 1w 2IN—T7—T b

VID (1-4094) AL—TFELZ

N — GIE— Cowe [ zes |
T husEt

~ oaT7ra

1 FF11:11 Gi1/0/10
[ 1 [ Ea

MLDAR—E G 5N—TF7—T

VID (1-4084) TN—FTFPFLA
of ] B [ &= [ === |
I U0

5-55 MLD AX—EY T T IV —THE

[MLD AX—EYTRI9FT 4 v ITI—TE/E | €T3 vTlE. UTD/INS
A—IZRETEXT,

NSA=5 =
VID AT D VLAN ID ZAANLE T, &EIE 1~ 4094 T,
TIW—=TPRLR IPv6 ¥ILFF+ AT IV—TPRLURZANDLET,
FtaR— b -8 THR—-b | ERTIR—-bZBRULET,

[8AR9rZT Uy IULT, BELLBERICESVWTHLLWIY MU ZENL
EC
[EIBR | "9 vEDIUYILT, BELEBRICEDVWTIVNUZHIBRLETD,
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5 L2 hEE
5.7.2.2 MLD AX—EVIJIL—T8EE

[MLD AX—EYDRI T4 v ITI—TF7=TI BT 3 vTE UTD/N

AT ERETEEXT,

NSA=5 2E
VID AT 3 VLAN ID ZBRELUANLE T, &#HEIG 1~
4094 T,
TI—=TPRLR SIFRIVZETYYTU. IPV6 NILFF+ AT IL—=T7

RLRZAALET,

[RR]|RIVETUYILT, EELERREHCEINTF—TILROIY b

UZzRRL. ZRRULET,

[2BR])NI9VETVUYIULT, FIATERIY MUZINTREL, BRUK

ED

BREROR—INERTDHERERF. XR—IBESZANL, [Go]| NIy &ETUvTIL
TRHEDXR—ICBHLET,

[MLD AX—EVITI—TF—TI | €73 VTR UFD/INSA—9%H

ECEFT,
NS A=5 =

VID A9 2 VLAN ID ZBRELVCAALET, &A1~
4094 TY,

TIW—TPRLZA SIFRIVETI YT U IPV6 NIVFF+ AT IV=T7
FLZRZEADLEY,

2 InATYavEBRUISBE. MLD 7)V—7 D5FlER%E
e N VE=SC N

[BFR]RIvZETVUYIULT, BEUVBRFHICEIVWTT—TILROIY ~

UERTL, RRLET,
[2BR|RIVETUY
7,

JUT, FAETEBRIY M) ZINTREL, RIRLE
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5 L2 #8e
5.7.2.3 MLD AX—E>T 7T 1 ILIEE

5.7.2.3 MLD AX—EVT7T 1 ILIEE

ZDU+4YRUZRAWVT, MLD AX—EYT 71 ILYI DFREZITL. REMBEEZER
mLET,

[L2 #8E ] > [L2 RILF++ A M@ ] > [MLD RX—E>T' | > [MLD AX—E
VI TAIWIBE]|ETUYILT. UFOD 1Y RoERRLET,
B e L —

MLD AR —E2T Sl =

Feldeadl -t wTH-+ FIER®: (1-1000)

I Gin ] [ | poaesL
MLD AR~ 27 PIREE
Rttt - WYk HIEE (1-1024)
[Gion ~ [Git/on [~ [ |
piHsl Rl Except ACL Mame WVID (1-4094)
S N— — o
Default [~] R
Rttt - T A=k VD (1-4084)
[ ) I ) \

FRERTN—TFEF

Fldsd -t “wTH-+ e v

[Gion [~] [Gi1on [~] [Aad I~

ACLEH VID (1-4094)

B2 chars = ]
MLD AR~ 2105 =ik

Rttt EN g S

ErT— Gt ] [ mm | esm |
TRE 0

= T e

ETTEF-ANEHT A

5-56 MLD AX—EYT' 7 1 LIHE

[MLD AR —E VT EEHREE | E7Y a3V TlE. UFONSIA—IERET
%7,
NS %—5 e

BIATR— b - 8THR—~  |@ET2K— M EBRUET., Thld [R—k 373y
EUTOFPIY 3V E L TRRLUIBAICOHRIRTETT,
HIRREY HIBREANLET, COHBRERNT, BEDT VY
TT—RETRA v FAIMETE S MLD Hfl/ v koL —
FERELET, B 1~ 1000 /7y b/ BTT, [ HIR
RU 47y 3 VvEBRULSS, SAIREMOBREET,

[@E ] RIvEIUyILT, BEERRLET,
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5.7.2.3 MLD AX—E>T 7T 1 ILIEE

[MLD 2R —E Y THIIREE | 7Y 3 VTl UTONSA—9EB/ETES

ED
NSA—5 8=
FaR—b -8 THR—-b | ERAITDIR-bZRRLET,
HllPRER HIRKZEANDLE T, CDINSX—FZAHNT, FROIEER
MLD ¥+ v 1TV bUDEZEHRLUEXT, #HHEEE 1~
2048 T9,
Banroray BBREB7IYavEBRRLEYT, JONSA-IZANT,

HIFRBERF CH T ICRBIND I I —TEZNET D-HDE
EEBELE T, BRI DEIIUTDESD T,
e [FTAIWK]-TIAIWEDOFPIYavREGTEINET,
e [EE]-HLWIIL—THROvITENET,
o [UTLAR]-HLWII—THBHENTIL—TEBE
BHDEd,
Except ACL Name BE|IPPIERURDERIZAALET, PTIBRUR S
THOINTWDTIL—2" (*,GQ) £EFF+=xIL (S,G)
(&, HIRMSEFEISNET, FrRIL (S,G) ZEFFATDIC
. POEBRAURANIVRUDY—XFPRUVADT 14 —ILF
[C IS] &BEL. TH AT R—Y3avYFPRLULADT 1=
RIC TGl &EBELET, ZIb—7 (*,G) #HFOIDICIE,
FPOBVGAUAMIVRNUDY—RPRLVZADT 1« —)LKRI(C
fany] ZBEL. TA AT A R—Y3aVYPRLVADT 1 —)b
RIC TGl &EBELF T, BRlld 32 XFETTT, HDL)
[ [BRUTLKES W, | RIVZTYvILT, CORE
[CEERTDRAA Y FTRESNTLDIHREEN 7 I AU R
ZR=RL,. BRUET,
VID fEHT2 VLAN ID ZAADLEY, &HEIE 1~ 4094 T,

[BA]RIZETIVUYILT, EBEUVLBRICEDVWTHLLWIY MY ZEMNL
=
[ | RO vETVUYILT, BEVLEBRICEDVTIVMUZHBRLED,

[PORADI—TEE ] €73 VTR UTONSA—9EBETEET,

NSA=5 8=
BaR—b -8THR—bF |ERAIDIR—bZBRLUET,
Fovayv [0 ] ZBIRL T, ADURBRICEDVWTHLLWIV Y
ZBMLE T,
[ BB ] ZBIRLU T, AADULRBRICEDVWTIY Y ZHIBR
LET,
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5.7.2.3 MLD AX—E>T 7T 1 ILIEE

NSA—5 EE
ACL &7 BEIPPIERVRNDERIZANLEYT, CDINSA—F

ZRAVWT, I-HCIIL—7 (*, Q) "OBM%EFILFT,
PIBAVIANIVRUDY—XPRLVADT 1 —IUFRI(C
fany] ZIBEL. TA AT 4 RX—YaYPRUVADT1—Ib
RIC TG] &EELE T, BRIF32XFETTIT, HdDW
[F [BRUTLKIEZ W | RI9VYZTY v I LT, CORE
CERATDIRAM Y FTRESNTLIBEOPIEAYR
ZREL, BRUEX T,

VID 92 VLAN ID ZAALFY, &HEIE 1~ 4094 T,

[BF | RovETUyILT, BEERRLET,

[MLD ZAX—E YT T4 ILIF=T I | ET¥3 VTl UFONSA—9%H
ETEET,

NSA—5 BE
BATR— b - 8TR— N | @RI 5K— EBRLET,

[BR|RIVETUvILT, EELERREHICESNTT—TILROIY
UERTL, BRLET,

[288 | RIVETU vy ILT, ARTERTY FUETNTRREL, RRLE
7,

HWBRB | RIVEIUYILT, TOIYRUCHT 2HBEREERLE
7,
BEOX—INEHT 2EEE. X—IBSEANL, [Go] RIVETUwIL
TREDR—ICBBHLET,

—

—

FHESR NI ZTUvILT UTFOU 1 Y RUZRRLET,
e e ——

MLDAS—E T 7 ST —T N

P

T e

I T A =22 S
Not Configured Not Configured
11 (1] [ em
B3

5-57 MLD AX—EVT 7 1 VIHRE GFHBSR)

EROR—INBETDHER}. X—IBESEAAL, [Go] RIVETUYIL
TREDN—ICEILET,
[R2 ]| R9vEIUYILT, BIOD 1Y RYCRDET,
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5.7.2.4 MLD AX—EVIVIF++ ANIL—91ER

5.7.2.4 MLD AX—EVIRIFF+AMIL—T1ER

ZOU+1YRUZRAWVT, MLD AX—EYINILFF+ A MIL—F DREZTTLN
HEEZRRLET,

[L2 #8E ] > [L2 RILF++ A M@ ] > [MLD RX—E>T' | > [MLD AX—E
VIRILFFE P AN—IBER] ETUv I LT, UFOD« Y RIERRLE
Fo

MLDAR—E X IRNFF v A ML—Fi— E

VID (1-4094) 32 Jc0L—33 -k #TM—
[ | [Port v| [Giton v| [Giton v 2] | [ s

MLDAR—EIRNFFv A M —FR— 77—

T huskEti
I I

1 Gi1/0/10 (Static)
(] [ 1| [ Em

5-58 MLD AX—EVINILFF+ X M-I 1ER

[MLD AX—EVIRILFF+ AM—IR—rEE | T3 VTR UTD
NIA—IERETEET,

NS X—5 BE
VID Y% VLAN ID ZANLE T, EEIE 1~ 4094 T,

qAVT4Tb—vay  |R—bIVT10L—vavERRLET, BIRT B

THEBD T,

o [R—]-BEFHR—FHTILFF R SHBIL—I(C
EHLTNBENELET,

o [ZLIR—b |- BEEAK— FATILFF b 2 M-
IICEHLTORVNEDELET,

FtaR—b -8 THR—-b | ERTIR—-bZBRUET,

[BA]RIZETVYILT, EBEVLBRICEDVWTHLLWIY MY ZENL

£,
[EIER | RO >ETU YT LT, BELLBRICESVWTIV MY ZHIBRLED,

[MLD AX—EVITILF£+AN—I K- F=T I ]| €T3V TiE U
TONSA—IERETEET,

NSA—5 EE
VID AT VLAN ID ZAALF T, EEIL 1~ 4094 T,

[BF|RIvZETUy I LT, BEUVBRRFGHICEDVWTT—TILAOGIV
UEREL, RRLET,
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5.7.2.4 MLD AX—EVIVIF++ ANIL—91ER

[28R]|K9VETUvILT, AFTELBTIY FUETATREL, RRLE
P
BHON—INEET 5EER, X—IBESEANL, [Go] RIVETUYIL
TREOX—JCBBLET,
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5.7.2.5 MLD AX—EV T fstEE

5.7.2.5 MLD AX—EVTHETERE
ZOU1YRYERVT, MLD AX—EVITHEERRSL VIV P LET,

[L2 #5E | > [L2 TILF++ A NI | > [MLD AX—E>75 | > [MLD AX—F
VOHEBE ]| ETUYILT, UFOU 1Y RIERRLET,

MLDRAR— -4t

et VID (1-4094) BasER— b BTHR-—b
[an ] I | [Git/0n ] [Git/on v ZuF

MLDR—E TRt T—T I

BEST VID (1-4084) BEtEA— b ®TH—h
[vLan v | [eiton v [Giton v] | BE =
T hussEt: o
o C wee
=&
. == = | = | =& |

I B 7 S N I S = S =N N
5-59 MLD R X—E VT ifstRE

[MLD AR —E YV THEtlRE | €7 v a v Tlh. UTFO/NSA—95BETES

ED
NS A—5 e
st (VI TT—AEBRLET, BRTBEI[2 ]
[VLAN], B8&U[HR—h ] TT,
VID 5T 3 VLAN ID EAALET, 8HEIF 1 ~ 4094 TT,

ZOFATYaVid, [HE] ROv TS YU T [VLAN]
EBIR LSS CRRTETT.,

Btai— b - THR—~ | @RI R— FEBRUET,

TOATYa Vi, [HEH] ROV IIIVURRT

[ R—b | #BRUBSCRRTETT.

[FU7 | RIVETU Y ILT, EBELERHCEIVWTHEHBEREIUPLE
EP
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5.7.2.5 MLD AX—EV T fstEE

[MLD AX—EV0#EtT—7 I | €7 v 3 VTR UFO/IISA—9EB/ET
=ET,

NS A—5 =

BRI T (VI TTI—ANI1TEBRLET, BRT ER
[VLAN] 8&U [ K—b | TF,

VID BT 3 VLAN ID EASLET, BHEIE 1 ~ 4094 TY,

COFTVaVE, [RRIMT | ROvIIIVURLT
[VLAN] &R U B (CRIFTETT,
BtAR— b - TR—~  |@EBTaR—rEBRLET,
ZOFTYaVE, [RREIAIT | ROvIIIVUILT
[ R—b | #BRUSSCRIRTETT.

[BF|RI9vZET Uy I LT, BEUVBRRFGHICEDVWTT—TILAOGIV
UEBRRL, RRLET,

[£2BR NIV ZTVUvyIUT, MAGEBRIY MY ZIRTREL, RRLE
ER
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5 L2 t#ge
57.3V¥IWFF+ANTAILIVITE-R

573 NIULFF+ARTAIIUVTE—R
OV RUEANT, YILFFP IS TILIUYTE-ROREETL. R
EEZERRLUET,

[L2#8E | > [L2 TILF £+ ANEIE | > [ TILFF+ AR T ILIUIITE—R ]
Z7UvIULT, BTV ROERRUET,

B i e S L e b s e S ——
NNFFEPAPTAINZULGE—R
VIDUZ b RNFEPRARTAINSULIE—R Forward Unregistered ¥ R

T U2

default Forward Unregistered
VLANDDD2 Forward Unregistered

[n] [ 1 | =

5-60 ¥VILFF+ AT IWIYYTE-FR

[RIWVFF+ AT AIIYVITE-R | BTV 3 VTR UTFTONSA -5 %
ECEXT,
NSA=5 2 E

VIDURA T2 VIAN ID ZAALET, AVYVXYD TEHRTD

VLAN ID ZAANTDH Ffld/\1 7 VXD TVLAN ID

NEFREANTDIENTEFET, #HEE 1 ~4094 TY,

NIVFF v+ AT 1LY (NI FF+ AT IVIE-—FZBERLUE T, BRI DERE

E-F UFoEHDTT,

o [RERT#T—R]-BERBEAODVILFF+ISNT Y K
NI+ T—F« VI T—=TIVCEDVWTEEXREIN, TNT
DREBFJEIIWFF+ X bINT Y EAVIAN BXA V(ICED
WTTSvT a1 vTEnEd,

e [£724T—FR]-IRNTOVIWFF+IALNT Y bA
VLAN RXA VICEDWTTISv T 1 vTanxd,

o [RERTAIY]-BEBEADNTY SN T T—T 1V
TT—=TICEDVWTERSN, TNTORERVILF
FPRAMNNTY MR T A ILIUVTENET,

[BAE]RIVEITUyILT, BEVEBRICEDLWTHLWLWIY MU ZENL
EC
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5.8 LLDP (Link Layer Discovery Protocol) 5.8.1 LLDP Z'O0—/\ILERE

5.8 LLDP (Link Layer Discovery Protocol)

5.8.1 LLDP 2’ O—/\ILERTE
DU+ YRUZBVWT, 70—/ LLDP RBEZTL. REEZRRLET,

[L2 #8E | > [LLDP] > [LLDP 7 O—/VLE&E | 27U v LT, UFOY 1 VR
mEERLET,
_

LLDPS O—/ULEE

LLDPHE g wEn
LLDPJ#T— FHRIE T wEy
LLDP S R B eED
LLDP-MED b5 7HH8 B oS WA
LLDPMEDD > T FL—3a
IF AR — MR (1-10) b lm oFzsLk WA
LLDPO> I JL—3a Y
Aut— R EHR (532765) I e
A # 07

# 07

# OFIAILE A
LLDPS: A7 ht#
e —2ADBT5AT MAC Address
Z—2ID 00-50-40-3G-78-38

SAThE

Gigabit Ethemet Switch
Repeater. Bridge

27 hEEEY Repeater, Bridge
LLDP-MEDZ AT AR

FIAAISA Network Connectivity Device

RS DI a1

7Lz PUETs V1.0.0.04

VIt PUESS, V1.0.0.00

IUFILFN— 76553010002

A—h—8 Panasonic

EFILE ZEQUOGG00RE

FH—-HD

5-61 LLDP 27’ O0—/\ILERE

[LLDP 7' O—/NILEE | 7 3 VTR, UTD/I5 XA —9EBETEET,

NSA—=5 =
LLDP 1R LLDP #EEE B X FEHICLE T,

LLDP 7 # 7 — RiKEE LLDP 7 # 7 — MRREZBWF 2 (FEXCLF I, [LLDPIK
RE | EFEDICL, [LLDP 77 7— RIkRE | #EDICT 3 &,
=L 7 LLDPDU (LLDP Data Unit) /Yo v hhmEEINE
7.

LLDP k35 v JRRE LLDP bS5 v I REZBEMEfFEMNCLET,
LLDP-MED b3 v %R |LLDP-MED (LLDP Media Endpoint Discovery) k3w MR
& REENTFEMCLE T,

[BA]RIVZETVUYILT, BEEZRRLUET,
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5.8 LLDP (Link Layer Discovery Protocol) 5.8.1 LLDP Z'O0—/\ILERE

[LLDP-MED Y7« JL—vay | E7v 3 VTR, UFD/IN5 X —9 %8¢

TEFT,

NSA=5

8=

T7ANRYI—REE
[E1E5

LLDP-MED 77 X h 29— M XEBHOEEANLE T, &
Bid 1~ 10T, [FT4Ik | FTvaVvEBRULE
&, FIAILMEEERLET,

[BA|RIVETUYILT, BEERBMLET,

[LLDP OV 7140 -3y | 0¥ avTR. UMTFTONSA—FZHETEE

ED

NS X—5

=

Xyt — ISR

BYMEA VI TT—XATOEHI D LLDP P KNI A XAV b
EEOEREANLE T, #BEIE 5~32768HWTI, [T
T#IVE 1 AT YavEBBRUISBS. 774V MEZERL
£,

XytE—IFER—ILF
R/

LLDPDU O TTL (Time-To-Live) fBOSHECHERT 3.
LLDPDU XERBOREKEANLET, BEL 2~ 10 T,
[FT4Ib | AT 3 VvEBRURE, 774U MEEE
ALET,

BB AY9T7T—ATO LLDP HIHHLDBEREEZANDLEX T, &
BlE. 1~108TI, [FI#ILL | FTvavaBRUE
ma 7 4L NMEZEERLET,

TX B 1971 —ATHERI D LLDPDU DXEICK T DL

BEANLET, ENRENHEL 1 ~ 8192 T, %E
BES 1 Y —DED 4950 1 EBIRNLSICLTI RS,
[FI#Ih |47y aVvEBRLIES, 7740 MEESE
ALET.

[BA|RIVETUYILT, BEERBMLET,
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5.8.2 LLDP /R—3%%E

5.8.2  LLDP/R—hEE=E
INT« Y RUEBNT, LLDP K- OREETL. REBERRLET,

[L2 #&E ] > [LLDP] > [LLDP — FRE | 27U v IL T, UFOD« v Ro%
RTLET,

e L ———
LLDFR— e
Esirti— ETHR-—b EA HI5-AF EERE IPHIEAT Fozaz 7Rl
[Gition «|  [Gi/0/1 v|  [Disabled | [Local v| [TxandRX v| [Defautt v] [Remove v| | |
Note: IPF EL-RiFZ-1 wFOIPF RLATRFNUERDERA- BE
I=w MEE
I T 2 N S 2 S
Gi1/01 Disabled Local TX and RX
Gi1/o/2 Disabled Local TX and RX
Gi1/0/3 Disabled Local TX and RX
Gil/o/4 Disabled Local TX and RX
Git/o/s Disabled Local TX and RX
Gilio/s Disabled Local TX and RX
GitiT Disabled Local TX and RX
Gitioa Disabled Local TX and RX
Giti/g Disabled Local TX and RX
Git/0/10 Disabled Local TX and RX

5-62 LLDP /R— 887

[LLD iK— MBE | BT ¥ 3 VTl UTFONSA—9EBETEET,

NSA—=5 B
BER—b -8THR—b |ERETDIR—FEBRUET,
A BREEEEENEEEDICLET,
Y7917 LLDP TLV (Type-Length-Value) DY 791 7 %2R &
¥, BIRTDMEIE [MACPRLR &LV [O-AIL] TT,
[SFERNE O—ANLDPI—Y Y hEBRL, R—KTOLLDP 7
L—LDEZREZFILET, BIRITDERFUTOESDT
ER
o [TX]-O—AILLDP T—Y 1Y M LLDP 7L — LD
ENHOJRETT,
e« [RX]-O—#AJULLDP IT—Y 1Y M LLDP T — LD
ENHOJRETI,
e [TX&ERX]-O—AWLLDP T—Y TV M LLDP 7L —
LDZEZENTEETT,
o [##h]-0—HILLDP I—YTYMRLLDP IL—LD
EELEREHTEFEA
FT74IDFTY 3V [TX & RX] T
IPBTI17 KETDIPPRURABRNDI A THBIRLEYS, BIRTDE
F[F7#IUE ] [IPvA]. B&LTV[IPV6] T,
Fovay RTI277vaVvEBERLE T, BRI DER [HIFR] BE
U[EM] T,
Address EEITDIPPRLAZAALET,
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[BA|RIVEIUYILT, BEERBMLET,
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5.8.3 LLDP ¥RIAVKPRLAUR

5.8.3 LLDP ¥RIXVEPRLAUZR

D1 YRIZAWNT, LIDPYRIAXAY KPP RLVRAYR S ELUBEREZRRL
ESCIN

[L2 #8E ] > [LLDP] > [LLDP ¥RI XY R PRLAUZ K | £7U v 7LT, U
TOw1 Y ROERRLET,

Al v B3

IPv4 192.168.100.254(default) Ifindex 1.3.6.1.4.1.396.54....
1Pv4 192 168 100.254 Ifindex 13614139654

563 LLDP ¥RIAYKRPRLURUR L

UTONSA -9 EZRETEET,
NSIA—5 8=
YII917 YII91TBBRUET, BRIDER[£] [IPv4]. 8LV
[IPv6] TT,
o [IPVA]Z#TvavZEBRURE, IPv4 7 L XZERRS
NEANT 1 —ILRICAALETD,
e [IPV6] A T7¥ 3 vERBRLI#, IPv6 7 RLAERRS
NIEANT 1 —ILRICANDLET,

[BR]|RIVETUYILT, BELRREHICESNTF—TILAOIY
UEBRTEL, BRLET,
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5.8.4 LLDP 2R TLV F{[E

5.8.4 LLDP EX TLV %%E
ZOU+1 Y RUEBWVT, LLDP TLV NEABZEETL, BEBEERRLET,
[L2 #4#4E2] > [LLDP] > [LLDP EATLVEBE | #7U v 7L T, UFOY« VR

VERRLUET,
e S ————

LLDPEATLVERE
BERER— BT - a8 LAFLE LAF LFH LATLED
[Giton ] [@it/on v]  [Disabled v] | Disabled v ] | Disabled ¥ | | Disabled * |

B

e e S | ouam  oam

Gitfon Disabled Disabled Disabled Disabled
Gilfo2 Disabled Disabled Disabled Disabled
Gitro3 Disabled Disabled Disabled Disabled
Git/o4 Disabled Disabled Disabled Disabled
Gi1for5 Disabled Disabled Disabled Disabled
G106 Disabled Disabled Disabled Disabled
Gitrrr Disabled Disabled Disabled Disabled
Gitrog Disabled Disabled Disabled Disabled
Gi1/0/9 Disabled Disabled Disabled Disabled
Gil/0M0 Disabled Disabled Disabled Disabled

B 5-64 LLDP &A TLV F|E

[LLDPEATLVHE | 7Y 3V TR UFDONSA—IEBETEET,
NS X—5 BE

BAR— b - RTR—N | @AT5R— FEBRLET,

R— B8 R— MBI TLV DREEBHEBENCLET,

YATLE VAT LETLV DREEEDE - REDCLET,

Y25 LA VAT LHBTLY OREEEDE - REDCLET,

D27 LEENTLV DREEENE - BEBCLET,

7

N
Al
o
Fi
o

[BA|RIVEIUYILT, BEERRLET,
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5.8.5 LLDP Dot1 TLV &%

DU 1Y RIZAWNT, IEEE 802.1 LLDP TLV DFEZTTL), FREEZRIL
ESCIN

[L2 &8 ] > [LLDP] > [LLDP Dot1 TLVS®E | 27U v IL T, UFOw <Y
ReAERRLET,

LLDP Dot1 TLVERE
B — - HTH— b 7i— FVLAN 70O hJJLVLAN VLANE FORINTFATTATA
[Giton v [Giton v [Disabled *| [Disabled v || | [Disabled ]| | [ Disabled v |[None ]
k]
a—w MEE
#wi—b, JORIAID BRTORINT 7771
Git/or Disabled
Git/or2 Disabled
Git/or3 Disabled
Git/o/4 Disabled
Git/0/s Disabled
Git/0/e Disabled
Git/or Disabled
Git/org Disabled
Git/0/9 Disabled
Git/0M10 Disabled

5-65 LLDP Dot1 TLV 8%

[LLDP Dot1 TLVEEE | E7 > a v TlEk UTDNSA—IZHRETEET,

NSA—=5 =
FaR— b -8 TR—b | ERAITDIR-hZRRLET,
R—bk VLAN R— b VLAN ID TLV DX EZER e FEICLE T,
7’0k )L VLAN PPVID GR—b&Z’'O0KJJLVLAN ID) TLV DEEEBE

f-[3EHICLET, 70k TL VLAN O ID ERRSNIAS
T4 =V RICAALET,

VLAN & VLAN & TLV DEEEENEFEHICLET, VLAN O ID
ERRENEANT =V RICANLET,
JORILPAFYF4 | FORINTAFYT 17 1 TLV OREEEHE - SEPIC
74 L&, 7OMILBELTRRT BB [ BU ]
[EAPOL]. [LACP]. [GVRP]. [STP]. LUV [£] T,

[BA|RIVETUYILT, BEERBMLET,
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5.8.6 LLDP Dot3 TLV &%
ZOY 1Y RU%EMAWNT, IEEE 802.3 LLDP TLV DREETTL\

ESCIN

HEEZRRL

[L2 #&E ] > [LLDP] > [LLDP Dot3 TLVS®E | 27U v IL T, UFOw« v

FoZERRLET,

L ———

LLDP Dot3 TLVESSE

BEri— b ®TH—h gﬁfgjgv—sa s UPOTHUS—say BATL—L8X
[Giton v [Gitor +] | Disabled + | Disabled ¥ Disabled ¥

Git/0M1
Gitror2
Git/03
Gil/or4
Git/0/5
Gil/ore
Git/or7
Git/ors
Git/0/9

G010

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

5-66 LLDP Dot3 TLV 8%

k]

o7 s 8xL 1%

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

[LLDP Dot3 TLVEBE | t7¥ 3V Tl UFONSA—9EBRETEET,

NSA—=5

8=

FtER— b - #THR—-b

FERTIR—hZBRLET,

L7

MAC/PHY OV 747/

MAC/PHY JY 7«40 /R TLV DEEZER e FEMIC

L&,

UVOPTIr—2ay

VYIPIUS =23y TLV OXEEEHHcFEHICLE

EB

BRAIL—LYUAX

BRARTLV—LYAX TV OXEZEDXFEDCLET,

[BF | RovETUyILT, BEERRLET,
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5.8.7 LLDP-MED 7RK— ~ &5
ZOU 1Y RYEBVT, LLDP-MED R—h OREETL. REBEERTLET,

[L2 #¥8E ] > [LLDP] > [LLDP-MED i—FBE ] 27U v I LT, UFOT 1>
RoERRLET,

[ LDP-MED iE
LLDP-MED/R— M5
L BTM— EA =l i Fu PI—OMUZ—
[eitoin +] [Giton_~] [Disabled v | [ Disabled v [ Disabled | [Disabled v | ER
I T S S TN
Gitlon Disabled Disabled Disabled Disabled
Gitfor2 Disabled Disabled Disabled Disabled
Git/r3 Disabled Disabled Disabled Disabled
Gi1/0/4 Disabled Disabled Disabled Disabled
Git/o/5 Disabled Disabled Disabled Disabled
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11 [ 1] [ em
7-15 EHRU Y — 2 L—ERRE)
2L—hBE]|E7Ya VTR UTFONSX—9EBETEET,
NS A=5 e
SHRUY—8 EHRUY—BEANLET,
CIR CIR (Committed Information Rate) BEANLFT, &

E(&. 0~ 10000000Kbps TY, BE/NT Y kL — kI
V==t X=FUVDITDRIDS—TVINTy N T,
N—Z &SR N—XEDBEZANLET, #HEIE. 0~ 16384Kbyte T
9, N—RNEREIE RIDS—T1\0y bDIN—=X b
HA4X (FONA M) ZEBELET,

PIR PIR (Peak Information Rate) fEZAALF T, &HEIE O
~ 10000000Kbps T9, E—=TB®WL—FIE Y—L—Fb
A=YV ITP2BBEO =TV IN\T vy T,
E—-2oN1N—-Zk E—ON-ZXMMEZASDLET, #EIE. 0~ 16384Kbyte
TY, E=TN—XNEIE 2BEO—T VN7 vy bDIN—
AU X (FO/N1 ) T,
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NS A=5 8=

Confirm Action RFOVavEBRLET, BR7IVavE, &EBD/N
Ty BMIHUTRFTIDPIVavVHEIBELET, BRF7D
YaVERELRWMEEDT 74U DP IV a VId [ EE ]
T, BIRIBERUTDESD T,

o BE-/N\TyMERELET,

e Set-DSCP-Transmit - /V v T L L) DSCP fB%E%E
UTEEBELE T, DSCPEEZRRSNICANT + —ILRIC
ANLET,

e Set-1P-Transmit - /X5 v M (CHFL L) IEEE 802.1p E%
WEL CEELE T, IEEE 802.1p lBZRRSNTIcAN
J1—=IVRICABDLET,

o RE- /Ny b EEELRBRLWTEELET,

e DSCP-1PE&E - /\7 v MZFHL LY DSCP fEE IEEE
802.1p flEZEEL TEELE I, DSCPEL IEEE
802.1p BERTRESNICANT 1 —ILRICANDULET,

BBirovay BBREFIYavERERLET, BBR7ZIYa ViR, &iF
FIRZBBLIC/NT Y FMTHUTEFTITDFP IV a VEERE
LET, Y—UL—brRUS—TE, BERPIY3aVEIEE
LRWBEDT 74 ILbDPIYa v [EE] T, BIRT
DEEUTOEHSD T,

s BE-NTYINERELET,

e Set-DSCP-Transmit - /37w M CHFHL LY DSCP B ERE
LU TGEELE T, DSCPBERRESNFANT + —ILRIC
ABDLET,

e Set-1P-Transmit- /\7 v ~CHFULL) IEEE 802.1p E%
|WEL CTEELE I, IEEE 802.1p lEERTRSNICAT
J1—=ILRICAALET,

o EE- /WUy rEEELRLWTEELET,

e DSCP-1PE&%E - /\7 v MCHFH L LY DSCP fE& IEEE
802.1p BZHEL CTEELE T, DSCPEL IEEE
802.1p BERMRENIANT « —ILRICAALFE T,
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NS A=5

EE

ERBFIYvay

BRE7IVaVvEBRLEY, EREBFZIYavViE, vV
TIWL—hrRUY VYT ODEBEELURAD/IN—R Y1 X[
BRID/N\TY MCRHUTETITDPIVavEEELETD,
CIR & PIR DEAICESULRM 27/ y MWL TETYT
POy avERBELED,

o YVTIL—rRUY-TR, EREPIYaVEEEL
BRWBSCY VT I —b 2 A5 =KUY —HERISNE
ER

o Y—U—hRUS—TIE BREFZIY3aVEEELLRL
BEDTI7+IVNPIOavIdBREPIYavICRDE
ER

BIRTDERUTDESD T,

o BEE-/IN\TYIMNERELET,

e Set-DSCP-Transmit - /5w M TEFL UL DSCP EZEERE
ULCEELER T, DSCPEERRSNICANT « —ILRIC
ABDLET,

e Set-1P-Transmit - /\& v M (CHF L L) IEEE 802.1p %
WEL CTEELE T, IEEE 802.1p lBEZRRSNIcAN
T4 —=ILRICAALET,

o RE- /NIy rEEELRBLWTEELET,

e DSCP-1PE&E - /7y MTHF L LY DSCP fEE IEEE
802.1p fE%ZE&REL TEELE I, DSCPIEL IEEE
802.1p BERMENIEANT + —ILRICAALEFE T,

Color Aware

Color Aware #BEE=BEFEBICLET,

» Color Aware W"EMRBES, YUY —IE Color Aware
E-RTEELE TS

o Color Aware W23 4&. KU B —I3 Color Blind
E-RTERELETD,

[ RIvEIUyILT, HLLWIYFUEEILET,

[HIg | R9vETUwILT, BELETY MUEMRLET,
EROX—INEET BB, X—IBESEAAL, [Go] RIVETUYIL
TREDN—ICBIHLET,
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728 HKUY—IvwY
CDI1YRIERAVNT, MUY—VY v I DFREETL. HEBERRLUET,
[QOS] > [ BERBE > [RUY—TvT | 27Uy ILT, UFOD« YR

ERMRLET,
S L ———

R Z— v TR ERR
M-y TE L =3
hS I whRUS—
s 75 soazTE a
T U
I S
Name HilE
n [ 1 [ lem
Name Rules
553078 I
Class |7ozaEE|| Mus— || BE |
1 [ 1] [ sm

7-16 RUY— v

[RUY— v TR /BIBR | B0 3 VTR UTOINSAXA-IZRETEE
ED

NSIA—5 2E
RUY—IvIE ERME BRI 2R -V v TEEANLE T, SRl
32 XF&ETTY,

[BA]RIYZETIVUYILT, ILLWIVHYZEBINLET,

[EIB& | N9 v&EIUy I LT, BELEIV MY ZHRLED,
BHOR—INERT DBEE. R—IBESEZANL. [Go] RIVETUYIL
TRHENDR—ICBEBLET,

[F3T749I0RUY—]EIY3VTR UMTONSIAXA—IZRETEFT,

NS A=5 8=
RUY—IvT& MUY= vITBZANLET, EAlld 32 XFETTI,
TSARvTE IS5AXvTEEANVEY, BRIl 32 XFETTT,

[&EF | R9vETUyILT, HLLWIY N UEBIMLET,
[POYaVEE]|RIVEIUYILT, BELEIYNUDPIY 3 VERTE
L&,
[RUY—]RIVETUvILT, EELETY MU Police Action EZEL
£,

[HI& | RoVETUYILT, BELETY MUEMRLET,
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EBHON—INEET B8, N—YBSEANL. [Go] RIVETUYIL
TREOR—IICBBLET,

[POvavBRE|RIVvEIUyILT, UTOY 1Y RoERRLET,

RUz—TwTE
LSATYTE
FILaAVEE
izl
OF =3
 Precedence (0-7)
DSCP (0-63)
CoS (0-7)
= FIzF7+a—(07)

Name

Class

None IPv4DF
None IPv4DF

None

allaflal]|«

Non

717 RUY—< v (PO 3avVEsE)

[POYaVEE] 7Y 3 VTl UTONSA—IERETEET,

NSA=5

=

CDATVavEBERULEBS, U677y a3aVvazRTLE
Bho

CDFATYavEBRULBE, Qv T7140b—yavicd
SWTPIvavEEFTLED,

FhBTE

Nry hOFBEEEETERLEY, @#FEE0~7 T
[IPVA DH | 4T3 VEBRUIEE. IPvd DESENH
N—7U&nFxd, BRURUES. IPvd & IPve DA DB
ENN—TJ3NET, IPv6 /N7y FDEFEE, IPv6 AYID b~
ST719vIIZANREM 3 EY FHBERECRDET,

#i DSCP

1Ny O DSCPBEBIRLE Y, 8HIE0~63 T,
[IPvA D# | 77 3 v EBRUIES. IPv4 O DSCP D&
Y—oENET, BRUBLES. IPv4 & IPv6 DA
DSCP MY —TJahET,

$i CoS

N kOF CoS EZBRL&E T, #HEIF0~7 TY,

$iCoSF+a1—

INT Y ~DF CoS F1—EBEEBIRUET, INICL>TITD
CoS Fa1—DBRALEESINET, RUY—T v ITHTYV
97 —AQHO70—-ICERINTVDFES, CoSFa1—
DEREFEVCRDEFH Ao

[BA]RIVETIUyILT, EENESERBLET.
[FE3]K9vEIUvILT, BIDY 1Y RYICRDET,
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[ RUB—]RI>Y%ZETUvTU., Police Action &L T [Police] ZEEL T, B
TOU 1Y RIERRLET,

MUZ—IvTE Name

BSAIWTE Class

Police Action
7L

o EE
FEHL— b * (0-10000000) [ lkoes
= RULII—A N Z (0-16384) [ ko
BA)T—A R (0-16389) [ ko
BENST Ay ITHIEY
a7z =
Color Aware
= ER

7-18 RV Y — w2 (KUY —, Police)

[Police Action] 73> TlE, UTDNSA—IZHRETEET,

NS A—=5 BE=

BU ATV avEBRULES, COIVMUCKRUY—IE
EESNE A

8% ATV avEBRULES. COIYMNUICUTORY
Y—RENERSNET,

EHL—k L —bEZ AL E T, EEIE 0~ 10000000Kbps
T,

J—IVIN=AYARX | /—TILIN—R YA XEEANDLFT, &EHEIE 0~
16384Kbps T,

BARKIN—AH1X BAN—-AMYIr XEBEASDLET, &EHIEZ, 0~
16384Kbps T,

B&ErST1wvo EFITIEENS T4 vIFPIVavEBERULET, D7

Fovay Jvavid. FEONT Y MHUTEITLUET, BRI D
BIEZATOELDTY,

o EE- I\ NERELXY,

e Set-DSCP-Transmit - /5w M THEFL UL DSCP EZERE
ULCEELE T, DSCPEERRSNIANT + —ILRIC
AALFET,

e Set-1P-Transmit - /X7 v THL L) IEEE 802.1p fE%Z
WELU CEELE T, IEEE 802.1p lBERTRSNIcAN
714 —=ILRICAALET,

o EE-NTYhEBELBRVWTEELET,

e DSCP-1PE&%E - /\7 v MZHFL LY DSCP fE& IEEE
802.1p B%ZEREL TEBELE I, DSCPEL IEEE
802.1p BERRENIEANT « —ILRICAALET,
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NS A=5

EE

B|ERroIvay

ETI2BBEF IV aVvERBRULET, CO7PIYa Vi,
BEHRZBRET2HEEND/ T Y MTHUTERITLET, &
RITDERLUTODESD T,

BE-/N\TyhERELET,

Set-DSCP-Transmit - /\ v MTHF L LY DSCP B ERE
LTEELEF T, DSCPBERRENIANT + —ILRIC
ABDLET,

Set-1P-Transmit - /X4 v M (CHFL L) IEEE 802.1p E%
WEL CEELE T, IEEE 802.1p lBZRRSNIcAN
T1—=ILRICAADLET,

EE- NIy hEEEULRVWTEELE T,
DSCP-1P &% - /\7 v MZH L LY DSCP EE IEEE
802.1p EZHEL TEELF Y, DSCPEL IEEE
802.1p BERTRESNICANT 1 —ILRICADLET,

EBREB7FOVay

RTIDERK7IVYavEBRLEY, COPTY 3V,
REBD/INTY MMIHUTEITLE T, BRIDERUTOE
HEHTY,

BRU-UbBRE7ZIYaVvERITUEHEA,
BRE-/N\Ty hERELET,

Set-DSCP-Transmit - /\7 v MTH L UL DSCP B%ERE
UCEELFE T, DSCPEERRESNIANT + —ILRIC
ANDLFET,

Set-1P-Transmit - /7w M (TFHUL LY IEEE 802.1p fE%
HMELTEFLE T, IEEE 802.1p BERTRSNICAN
1 —ILRICAALET,

EE- /Ty hEEELRVWTEELE T,

DSCP-1P &%E - /\o v ~TH L LY DSCPEE IEEE
802.1p BZ&REL TEBELFE T, DSCPIEL IEEE
802.1p BERRENIEANT « —ILRICAALET,

Color Aware

Color Aware #eEE=ENEEFENICLE T,

BMRBSE. RUY—(E Color Aware E— RTEMEL &
ED

\EHRBS,. RUY—(F Color Blind E— R TEIEL E
ED

[BA]RIVEITYYILT, EEASEERLF T,
[RZR9v%ETUYIULT, BIDT 1Y RFIICRDFT,
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[RUBT—]1R9>%ETYvTU. Police Action £LT [Police CIR] ZEEL
T UFOO 1Y ROZERRUET,

RUZ—IvTE Name

BSAIWTE Class

Police Action
2l

o EE
CIR * (0-10000000) [ lkoes
J{—A MEEEE (0-16384) [ koye
PIR * (0-10000000) [ kbps
F—4/1—Ak (0-16384) [ ko
BENS T TEYE
Btz
amwr oz
Color Aware

EE] il

®7-19  RUY—~ v GRUY—, Police CIR)

[Police Action] E7>a > Tl UTDONSA—IZHRETEET,

NS X—=8 =
®U AT VavEBRURLES., COIVRJCKRUY—F
BRESNEHA,
EE CDATYavEBRULBE., COIYMUICUTORY
P—BENEHINET,
CIR CIR (Committed Information Rate) fBZANLFT, &

nE, VL= X=FUVITDRIIDE—TVI\Ty kT
9, #EHEIE. 0~ 10000000Kbps T,

IN—A MEESR N—REREZANLET, INnlE. |IOS—T I\
by kDY XTY, SHEIE. 0~ 16384 F0O/V1 LT,
PIR PIR (Peak Information Rate) lEZANL &I, Zhld.

Y—U—bX=SVUVTD2BEEDE—T VNI v ~TT,
&E (X 0 ~ 10000000 T,

E-oN-2k E—IN—-XMMEZAALET, TN 2EBDO =T YN
Ty kDYAITY, #EEIE. 0~ 16384 +0/\1 +TY,
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NS A=5

EE

BENST 1w
roJvay

ETITIEENST1vIFPIVavERERULET, D7
Jvavid, SBONT Y MCHUTEIFTLET, BIRTD
BIEUTOESD T,

BE-/N\TyhERELET,

Set-DSCP-Transmit - /\ v MTHF L LY DSCP B ERE
LTEELEF T, DSCPBERRENIANT + —ILRIC
ABDLET,

Set-1P-Transmit - /X4 v M (CHFL L) IEEE 802.1p E%
WEL CEELE T, IEEE 802.1p lBZRRSNIcAN
T1—=ILRICAADLET,

EE- NIy hEEEULRVWTEELE T,
DSCP-1P &% - /\7 v MZH L LY DSCP EE IEEE
802.1p EZHEL TEELF Y, DSCPEL IEEE
802.1p BERTRESNICANT 1 —ILRICADLET,

BBsrIvay

RTI2BBE 7Y avEBRUET, CO7PTY3a V>,
BEAIRZEET 2RED/ Ty MU TETLET, &
RIDEREUTDESED T,

BEE-/\TyhERELET,

Set-DSCP-Transmit - /\7 v CHT L L) DSCP B% 8% E
LTEBLET, DSCPEZRRSNICANT 1 —ILRIC
ANDLET,

Set-1P-Transmit - /7w M (TFHUL LY IEEE 802.1p 1E%
WELTEELE T, IEEE 802.1p BEZRIRSNICAN
1 —ILRICANDLET,

EE- 1\ b EBELRVWTEELE T,
DSCP-1P &€ - /\o v M THF L UL DSCP fE& IEEE
802.1p fBZ&&REL TEBELE T, DSCPIEL IEEE
802.1p BERRENANT 1 —IURCAALET,

EBRBFOYVay

RTIDERK 7Y aVvEBRLET, CD7TY a3V,
HEDNT Y MIHUTHRITLET, BRI DERFUTDE
HDTY,

"L -fUbBRE7ZIYaVvERTULEEA.
BE-N\ryEEELET,

Set-DSCP-Transmit - /7 v MCH UL DSCP E%SRE
ULCEELEFT, DSCPEZRRSNICAANT «—ILRIC
ABLET,

Set-1P-Transmit - /X4 v M CHFL L) IEEE 802.1p %
T|EL TERELE T, IEEE 802.1p lBZRRSNIcAN
714 —=ILRICANDLET,

EE- NNy b EBEULRVWTEELET,

DSCP-1P &% - /\7 v MTHF L LY DSCP fE& IEEE
802.1p flE%ZsREL TEELE I, DSCPIEL IEEE
802.1p BERMRENIEANT + —ILRICAALEFE T,
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NSA—5 8=
Color Aware Color Aware #eEE BN E - (FENICLET,
o BIRIES, RUY—IF Color Aware E— R TEIEL £
ED
o UGS, RUHY—I3 Color Blind E— R TEIfELF
ED

[@FE ] RIvEIUvILT, BENSERABLET,
[RE3]K9vEIUvILT, BIDY 1Y RYICRDET,

[RUB—]1R9>%ETYUvTUL. Police Action &L T [Police Aggregate] %=
EBELT UMTFOD 1 Y RDZRRUET,

MUT—TvTE Name
DSATYTE Class
Police Action

2L

OF - Police Aggregate ¥
B3 chars

EERUY—F

=3 ER

7-20 RU¥—~ v GRUHB—. Police Aggregate)

[Police Action] €7 3> TlE, UTDNSA—FZHRETEFT,

NS %—5 BE
=L TOATY 3 VEBRULBE, TOTYMUICKUY—E
BESNERA.
e COATY 3 VEBRULBE, TOTYUICUTORY
Y—RENERSNET,
EHRUY—& ERRU > VT —ILDERIZANDLE T, BRild 32 XFE
TTY,

[BAR|RIVEIVUYILT, EERBZEALET,
[BZ )R9I UYIULT, BIDT 1Y RIICRDFT,
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7.29 HRUI-INAUF1T

ZOU1YROZERAWVWT, RUY—NA VT« VT DREZTL. BEBEERRL
ESCIN

[QoS] > [BERFE | > [ RUY—N1VF1 T 20Uy ILT. UTD
D4V ROERRUET,
I A B ——

RUZ—)f > FORE

BEEETR— I BTHR— paic| MUE—TwTE
[Gion ] (Gt v]  [input v ® [32 chars | -1 il

e T e

Gitror
Gifo2
Gi1ror3
Gitro4
Gif0/s
Gif/G
GilrorT
Gilfwg
Gi1r0/9
Gi1/0/10

K721 RV —NA T 1D

[RUS—INA Y ROBE | €723V TR TIN5 X—9%BETEET,

NSX—5 BE
AR — b - RTR— b |@RTHR— M EBRLET,
Vel BEA Ty EBRUET, BRI HEE [ AN ] BLU

[EA]TT. [ABR]REAONS Ty o, [HA]REHOR

5714 vIEENTNEELE T,

RUY—IvTHE MUY=V v I EEANLET, BRIl 32 XF&ETTT,

e [BU1AT7vavEBRUALEBSE, COIYHMUCKRY
V=Y v I EREENMTEE A

[BARIVEIUyILT, BENEERBLET,
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ZOY 1Y RYERVT, [ACLBEY «¥'— R | THES LUBED ACL £8E
LT,

[ACL] > [ACL BEY 1 —R | £7UvILT, UFOY 1Y RERRLE
T
~sct #e 0 G=C e

ACL BED A H— |
PoERAUR PO >> )¢y b TOER =2 )L—)LOHE »> BRAR— FOER
FHUVACLPZERUR FOFREL R BEFIEAUR ROPYIF— hOESSHEEIRLTLEEW,
[OR=:'3

o2

O FyJr—F

Note: ACLEOEIIDFREEFTRAFNEZDERA-

B 81 ACL |ED « ¥'— K (EAR)

[PyTF—h4T2avEIUvILT, BFOY 1Y ROERRLET,
I - e

ACLEEIAH—F

Pz AUR MO >> )y B TORER = L—LOFE »> BAR— MER
FHLVACLF 2 RUR MO EE . BFEFIEAUR MOFvIT—OESSHERRLTLEEL,
O R

AcL &

® FPyJr—Fh

Note: ACLEDEHNDFFXFTAHNERIERA-

I>hukit:e

I - A
@) S-IP-ACL EEIP ACL 0
(0] E-MAC-ACL HI3EMAC ACL 0
(0] S-IPE-ACL EEIPvE ACL 0

- B . T
OO &=
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8.1ACLEREV 1Y —FK

UTFDNSA - ZR/ETEXT,

NS A—5 =
{ER% CDFATYavEBRULEBS, REV - RFEFRELT
FLWACLZ7 7 ERUZNEERLETD,
ACL & FLWLACLBMZEANLEY, &Filld 32 XFETTT,
Py ITTF—hk ATV avEERUBEES, BEOACLPIERUX L
#FPvI)T—hUET, T—TIVTEEED ACL #EIRL T,
PyvITF—rUET,

[R]RIVETUYILT, T1H—RORDAT v FICEHET,

EROR—INBET 2HSE. X—IBSEANL, [Go] RIVETUYIL

TRHEDR—ICBHLET,

[ fERS ] TACL DIERIEBIRL T [IR| RIVET Uy 0T DE, UTFOY 1Y

UHARRSNET,

ke

I o b e S ——

ACL R H— R
FPOEAUZ MO >> JUTy b2 TOER »> L—ILORE >> BAER— MOER
EDISry bOEATEE=S—LETI?
e MAC
IPv4

IPv6

83 ACLEBEY + ¥ —F (ACLI 1 TDER)

UTFDONSA - ZH/ETEFET,

NSA=5 =

MAC ATV avEBERULES, MACACL ZERILE Y,

IPv4 ATV avEBERURES, IPvd ACL ZIFRILE T,

IPv6 CDATYavaEBRULBSE, IPv6 ACL ZIERL&E T,

[RIKRIVEITUYILT, D1 F—FDRDRAT YT ITEHAF T,
[E2|R9vEIUYILT, T4H¥—ROBIODRT v ICRNET,
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[MAC ACL] O [{ERS / Py TF—k | #BIRT &, UTFDD 1 ¥ ROARR
SNET,
B o e S ———

ACL R H— R

FPOEAUZ MO >> )Wy b TORR »> IL—LOSE > EEA— MER
FLWL—NZERT BIEDIc 3 —r Y ABSTRADSTTIEE,

©3—4 2 RF ) (- (1-65535) [ ] cmsax

YL —ILEE
macziLa || A—#rwhea7 || sziqwan |
MACF KX
oF -+ O EE
M2 [iDFas4BAT-CC AA  [-DF-354B-AT-CC
EER 385
mAc  TDF354BATCC mAc  [iDFasaBATCC
Wildcard wiildcard
A—try AT
EEA—HeAT Please Select v

A—HFy bHITFOx0-0FFFR) [
=Ry bATIAL (0x0- I
0xFFFF)

802.1Q VLAN

CoS Please Select ¥ | A% (0x0-0x7) |:|
vorame—[easoooen |
5 .

EEEE

Foza ® FAO £E
8-4 ACL FBEY « ¥ —F (MAC ACL MERE)
UTFDNSA - ZH/ETEET,
NSA=5 =
Al b & At ACLIV=ILFYN—ZANLEY, &EIE 1~ 65535 T,

[ 88 | BRUIES. COTYRUDACL IL—ILF
YN—EBEBERLET,

V-2 Y—ZAMAC 7 RLABREERSEIUANLE T, BIRT
DERIUTOESEDTY,
s FE-AERBDYV—RXLST1vI%IDIL—ILORHKEIC
fE->TEHELE T,

o RAF-Y—RKRAMMACPZRLRAZAALET,

e MAC-Y—XMAC7Z7RLZRBELUV Wildcard EEFRR
SNFEANT 1+ —ILRICAALE T,

TFTARTa4R—=ay T4 AT 1x—Y3 Y MAC 7 RUABREEIRS LUAS

LExd, BIRIDEEIUTODESDTY,

s FE-FENDTARTAR—Y3VETIT1wI%ID
W=V DEEICHRE > TEMLE I,

o RAM-TF1RXAT14XRX—YaViRkAM MACZ7RURXZEA
HLEY,

e MAC-T1AT4x—v3aY MACPRLRABLT
Wildcard B RRSNIANT 1 —ILRICASHULET,
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NS A=5

EE

BE1—98917

1I—YRY NIATATYavEBRUET, BIRTDER.
[aarp]. [appletalk]. [decent-iv]. [etype-6000].
[etype-8042]. [lat]. [lavc-sca]. [mop-console].
[mop-dump]. [vines-echo]. [vines-ip]. [xns-idp].
HLU [arp] T,

1T—YRYLF1T

1=y h917% 16 ERETANLET, &EHEIE
0x600 ~ OXFFFF T, [EET—U917 | FOvIITY
UZXRTERDA—Y Ry bI4T770T7 71 ILEBRLT:
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o TISTOAVN-COFTYvavaBRULES, N7y b
TSTAVR TV THEENET,

V=2

V—ABREBRELUVANLEYS, BIRIDEREUTOE
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[UDP] Z#IRL I BZE D AFIFATIRE T,

FA4AT1 XK= 3Y
mR—k

T4 AT A R—Y3VR— MEZBRBLUANLET, 2
RITDER>IUTOEEDTT,
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o FE - ACL REENOBESNR— N EEELET,

« TAT -ACLBERS NI R T DEENOR— %6
LET, K—hYRIBERTENEANT « =L RICA
ALEF. BE(E 0x0 ~ OxFFFF TF,

COINSA—FF, [FORILILT ] T[TCP] £z

[UDP] &RU-BENAHFIRTEETT,

EEICMP Xyt—o
917

AT ICMP X v E— V91 TEBRLE T,
ZOINSA—F(, [FORLIAT | T [ICMP] EBIRL
TBEOHFIBTETT.
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Note: ACLEDMEHDFIEXFTRITNEZEDFEA-

| Standard IPACL v |

|32 chars |

B 8-14 ACL7T7EAUR (ACLIEN. #B%¥ P ACD

[ACLZOEAVURNEN ] I3y TR UTONSIXA—IZH/ETEEXT,

NSA=5 8=

ACLY1T

ET D ACL Y1 T%EBRLE T, BIRT BER. [1ZEIP
ACL]. [#53R IP ACL]. [#&# IPv6 ACL]. [#53% IPv6
ACL]. [#:3%R MAC ACL]. &4 U [Extended Expert

ACL] TF%
COEIYa VTR, P ACL OBRESEICOVTHEAL
E
ID B IPACLO ID ZEANLEY, 8HEE 1~ 1999 TY,
ACL & ACL DBEIEANLET, &Hild 32 XFETTY,

[BA]RIVETUYILT, HLWACLTOT 7 ILEBINLET,

B IP ACL 707 7 1 VEBIRL T [ JL—ILEH | RS Y ([ACL PT LAY R
MoV kD) £#0UvoLT, MFOY 1Y ROERRLET,

ACL) =
ACLIL—JLIE

ID
ACL &R
ACL 5T

FOS 3
EEIPFRLA
OF: 5

SHVAF-(ess3s) [ | EESNTUERA. SRTLAEBNCHDLETET. )
: =

B — O E—
=

1

SP-ACL

EHIP ACL

® 7] ES

OF: 24

| B3 Il EE |

B1 8-15 ACL 7T7EAUR b (L—IVEN. #R% IP ACLD)
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8 ACL (Access Control List)
8.2.1 #Z# |P ACL

[ACLIL—ILEN | BT a3V TR UTDNSX—IZHRETEET,

NS A—=5

A

Y=Y AF VN

ACLI=IbF Y N—=ZEAALET, &BEIF 1~ 65535 T,
ZOFVN=F BELRBWBE, BBEMINET,

POvay CON— IV TEFITBPIVaVEBRLET, BRT5E
& [ %3 | BLV[$ES | TT.
V=2 V- ABREBRELUANLET, BRI BERUTOE

BDOTT,

s FR-FEDYV—RANST1vIEIDIL—ILOREIC
> CFHBEL E I,

o RAL -Y—ZKRAMIPPRUVRZEFERSLUVANLE
ED

e IP-[Wildcard] DEY b¥ v T EBRALT. Y—XIP7
RLZADT I —T&EREIVUANLET, EvMMETIC
MNTDEY MEIEEEINET, Ev MEO [CHIBT D
EvybhIFzvoEsnzxd,

TARATAR—=23Y

T4 AT 1 %=y 3 VEBEREBEBRBLUANLET, BERY

DEFUTDESED T,

s R -HFRDT A RT 14 R—Y3aV I T1vI%ID
WW—ILDREICHE > TEHMELF T,

o RAM-TA4RAT 4 RX—Y3aVRAKNIP P RUREZFRS
LUANDLET,

e IP-[Wildcard] DEY b¥Y v T ZFBALT. T« AT«
=23V IPPRULRADIIW—TE#FERELUCANLE
9, EvMETICHIETDEY MEIEREINET, Ev k
fBOICHISTDEY MEFTvIEINET,

ST EE

O ACLI—IVTERY2EEEET 07 7 1 ILOERIZA
HULFET, BRIl 32 XFETTT,

[&F | R9>ETUvILT, HLWACLIL—ILEBILET,
[B2 | R9VETUvILT, [ACLPIERAVYRR | D1 Y RUICRDET,
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8 ACL (Access Control List)
8.2.2 #i5R IP ACL

8.2.2 iR IP ACL

[ACLEN | R9Y (ACLPIERAURR w1V RY) 20Uy I0LT, UF
DY+ Y RIERRLET,

ACLF 21 AL BN

ACL & F | Extended IPACL v |
ID (2000-3999) [ |
ACL &35 32 chars |

Note: ACLEDMEHDFIEXFTRITNEZEDFEA-

816 ACL7T7ERVUR b (ACLEN. #i5& IP ACL)

[ACL7IERURNEN ] 72V Tld. MRS X—95BETEET,

NS A—=5 =
ACLI1T ET D ACL Y1 7 ZBRLEF T, BIRT DER. [1ZE£IP
ACL]. [#35IP ACL]. [#E IPv6 ACL]. [#53R IPv6
ACL]. [#i3%& MAC ACL]. 8&U [Extended Expert
ACL] TF,
ZDETYaryTIE R IP ACL DEREHRECDOVNTHRBL
EC
ID R IPACLD ID ZANULET, #EIE 2000~ 3999 T
ED
ACL &fn ACL DERIZANLE T, &Rl 32 XFEXTTT,

[BA]RIVETUYILT, HLWACLTOT 7 ILEBINLET,
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8 ACL (Access Control List)
8.2.2 #i5R IP ACL

AR IP ACLZO7 71 )LZZRLT [IL—ILEI | RS Y (JACLPIERUR
blD«YED) Z0UvIULT UFDD 1Y ROZRKLUET,

ACLIL—JLEH0
ID 2000
ACL Z#F E-P-ACL
ACL 51T 3P ACL
SHAT- (165535 [ | (EESNTVERA. SATLTERNICHDLTES. )
TAZEE O | £S
JObINsAT TCP T ess wRE@0mER [ | IR
B&EPFRLA
OF =3 OF -3
o [ [
EET BE
e [ e [
et
ZEET— 1| Please Select ¥
[Please Select v || | (0-65535)[ Please Select v | | | (0-65535)
sEsEdi— | Please Select ¥
[Please Select v || | (0-65538) [ Please Select 7] | | (0-65535))
TCPIS4 ack fin psh st syn urg
IP Pracsdsncs| Please Select v |1 (07) | [fzoo0om [ ]
®
Tos [Please Select v |i& (0-15)] fzsomens [
DSCP (0-63) [Please Select v [{E(0-63)] [Rzoeoen |
)

B 8-17 ACL7T7ERAVUR b (b—ILEM. i3 IP ACL)

[ACLIL—IL&H ] 73 VTl MTFDNS A—9&BETEET,

NS A—5 =
Y= YT VIN— ACLIL—ILF Y N—EANLET, 8EE 1 ~ 65535 TT,
ZOFVN—l3 EELRVNES, BBEMSNET.,
o3y COI—=IVTEIFTITD7PIVavEBERUET, BRI DE
& [#T ] BLU[ES ] T
JORINLIAT FORINIATATYaVvEBRLET, BIRT BEE

[TCP]. [UDP]. [ICMP]. [EIGRP] (88). [ESP] (50).
[GRE] (47). [IGMP] (2). [OSPF] (89). [PIM]
(103). [VRRP] (112). [IP-in-IP] (94). [PCP] (108).
[ZORILID]. BLU[RL] TS,

e E-7OMINIDEFETANTEEY, &0~
255 T9,

e YR7-[7OrINID]ATYavaBRUE. F8
T7ORINWNRIBEZANDLEFET, & 0x0 ~ OxFF
T,

o ISTXAVKN-ZOATYavEBRUES, VT b
TSTDAYR T2 IWIVVTHEENET,
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8 ACL (Access Control List)
8.2.2 #i5R IP ACL

EE

V—ABREBREIUVAANLE T, BRI DERUTDE
HDTY,

FE-FREOV—ASS T4 v IEIDIL—ILDOREHEIC
> CEHEL &Y,

RAL -Y—=RKZAS IP 7 RUREBASIUVANLE
ED
IP-[Wildcard] DEY Y v T ZERALT, V—XIP7
RLRDIIW—TZFEREFIVCAALET, EVHETIC
MGTDEY MIB|REEINFT, Ev MEO (THINT D
EyMIFzvoaInExd,

TAATAX—23aYy

T1ARAT 1 X—YaVBEREBEREIVUANLE T, BRT
DERIUTOESDTT,

AR -EFBDTARTAR—Y3a VI T1vI%ID
W=V DRBICHE > TFEL X T,

RAN -FA RTF 4 R—=Y 3 VKRR IP PRV RAEFERS
FUANLZET,

IP- [Wildcard] DEY h¥ v T ZERALT. T4 AT«
F—=Y3avVIPPRLRADIIWN—T%FERELIUTANLE
J, EVHMETICRRTDEY MIEREINET, Ev b
BOICHNTDEY MEFFTvIaNET,

Y —=2iR—b

Y—ZAR—MEZBRELUADLEY, BRI DEE>LUT
NDEHD T,

=-ACLIFEELR— N BSOHERL XTI,
>-ACL[FBELR—FBESLODREVITRTOR—
EFEARALET,

<-ACL FBELIR—FBSLDNSVITRTOR—
ZERAULET,
F-ACLEEBELIR—FBSERSINTOR— %M
BUZEY,

& - ACL FEREANDEESINR— M EFERLET,
YA - ACL [JEES NIRRT DEENDR— b ZHER
LEY, R— MY RIBEERRSNIEAND T+ —ILERICA
HUET, #HEEE Ox0 ~ OxFFFF TY,

ZONSX—F(, [FORIAT | T [TCP] £ield
[UDP] ZBRL1-BE D HFIFHTAETTY,
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8 ACL (Access Control List)
8.2.2 #i5R IP ACL

NS A=5 8=
TAATAX—23aYy T4 AT 1 RX—Y 3 ViR— MEZBRBLUANLET, &
R—b RIDERLUTODESD T,

e =-ACLIIBEULR—bBSOHMERLF T,
o >-ACLIEELIKR—FBESLIOREVNINTOR— K

ZERALE T,

o <-ACLIRHEEULFR—FBESLDINSNIRTOR— K
EERALET,

o F-ACLIMEELTR— FBESZRS INTONR— b ZfE
RULEXT,

o [ - ACL FEHEADEEINIR— M EFRALE T,

o YRAT -ACLRBEEINEYRTDOEHEADKR— ~ ZFER
LEY, h— MY RIBEERRSNEAADT +—ILRICA
ALFET, #HEIE 0x0 ~ OXFFFF TY,

CONZA—=FE [ZORILIAT] T[TCP] F&

[UDP] Z#IRL I BZE D AFIFATIRE T,

TCP 7357

O ACL TiHiis 2 TCP 757 ZBIRLE I, EIRT DB
(& [ack]. [fin]. [psh]. [rst]. [syn]. &L U [urg] T
ED

ZHINSA—FIF, [FORILIAT ] T[TCP] ZBIRL
fcBEDHFATRETT,

EEICMP Xvyt—Y
517

RT3 ICMP X vy E—Y91 THBRUE T,
ZOINS A=, [ Z7ORTLIALT ] T[ICMP] ZERL
TBENHHFTEETT,

ICMP Xy E—9859147

[#EE ICMP X v E—Y9 417 | #BRLAVNES, ERT
2 ICMP X v E— Y91 TOREEANLE T, BEIO~
255 TF, [ICMP Xy 2—I59 17 | #BRUIIBE. A v
- V91 TOREHEBANSNET,
CONSA—FME, [ FORILIAT ] T [ICMP] EBRL
TS EOHRIATETT,

Ayt—II-F

[EE ICMP X v E—Y9 17 | #BRLAVNES, HERT
DAY E—IYT-RO¥EEANLET, #EIEZ0~255T
T [ICMP Xy E—U9 17 | BRUIBE, XviE—Y
54 T OHENEBANSNET,

ZONS A=}, [ZORILI1T ] T[ICMP] EBIRL
B EDHHIFTETT,

IP Precedence

BT 2 IP Precedence BZZEIRL £9, FIRIT DB,

[routine] (0). [priority] (1). [immediate] (2).

[flash] (3). [flash-override] (4). [critical] (5).

[internet] (6). LU [network] (7) T,

e {E-IP Precedence lEZFETHANTEEY, #HEIIZO0
~7 T,

e YRA7J -IP Precedence VA IBZANLZFY, EHEHEG
0x0 ~ 0x7 T9,
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8 ACL (Access Control List)
8.2.2 #i5R IP ACL

EE

AT ToS (Type-of-Service) EZBIRLE T, BRI D

fEl&. [normal] (0). [min-monetary-cost] (1).

[max-reliability] (2). [max-throughput] (4). XU

[min-delay] (8) T3,

o {E-ToSE%XFEHTHANTEFY, HEAR O~ 15T
ER

o YRAT -ToSNRIEZANLET, EIF 0x0 ~ OxF
T,

DSCP

ER9 3 DSCPEAXERL 9, BRI DME}. [default]

). [af11] (10). [af12] (12). [af13] (14). [af21]

(18). [af22] 0). [af23] (22). [af31] (26). [af32]

(28). [af33] (30). [af41] (34). [af42] (36). [af43]

(38). [es1] (B). [cs2] (16). [cs3] (24). [cs4] (32).

[cs5] (40). [csb] (48). [cs7] (56). HLU [ef] 46)

TY,

o {E-DSCPEZFHTHANTEFT, #HHAIKZO0~63T
ED

o YRAU -DSCPNYRIUMEZAALFT, #iFIE Ox0 ~
Ox3F T9,

S

0D ACLIV—ILTERT 2KEEET 07 7 1 ILOERIZA
HDUET, B&AIlE 32 XFETTT,

[@FA ] R9vETUyILT, HLWACLIL—ILEBILET,
[R2 ] RIVETUYILT, [ACLPIERURL | 1Y RICRDET,
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8 ACL (Access Control List)
8.2.3 Z#£ |Pve ACL

8.2.3 1&#|Pv6 ACL

[ACLEN | R9Y (ACLPIERAURR w1V RY) 20Uy I0LT, UF
DY+ Y RIERRLET,

B - —

ACLF oAU HEN
ACL & F | Standard IPv6 ACL v |
ID (11000-12999) | |
ACL &5 32 chars |
(I

Note: ACLEDMEHDFIEXFTRITNEZEDFEA-

8-18 ACL77tEARURX b (ACLIENM. =% IPve ACL)

[ACLZTJEAVRAKNEN ] I3V TlE UTFONSIX—IZHRETEEXT,
NS A—5 =

ACLIAMT ERT D ACLI 1 TZBIRLE Y, BIRTDEIE. [1Z£IP

ACL]. [#38IP ACL]. [#E IPv6 ACL]. [ 53K IPv6

ACL]. [ #53R MAC ACL]. & U [Extended Expert

ACL] TF,

ZDETavTlE B |Pve ACL MEFERECDOVTENA

LERT,

ID ZX IPv6 ACLD ID ZANLFEY, &EIE 11000 ~ 12999

T,

ACL & ACL DERIZANILE T, BAlld 32 XFETTT,

[EA|RIvEIUyILT, HLUWACLZOT 71 LEBINLET,

ZEIPv6 ACL7O7 71 IVEBERLT [ IL—ILEBID | K9 Y (JACLPTERY
Ab]1D12b8D) 20Uy I0LT UTFOD1 Y ROZRRLET,
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8 ACL (Access Control List)
8.2.3 2% IPv6 ACL

ACL) 1541
ACLIL— LB
D 1
ACL Z7F S4P-ACL
ACL 5T EEIP ACL
S—HYATTA-(165838) [ | (EESNTVERA- SATLSBENICHDETES. )
FOZa @E OES
EEPTRLR
(OF:3 4 OF:
o O™ [ | omr [
weers [ ] ] —
e

[ & [ & |

B 8-19 ACL7T7EAUR L (Jb—JLENM. 2 IPve ACL
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8 ACL (Access Control List)
8.2.3 Z#£ |Pve ACL

[ACLIL=ILEN ] ET >3 TlR UTONSA—9%ZHRETEET,

NS AX—5

=

Y= YRFVIN—

ACLI =LY IN—=ZAANLET, &EIL 1~ 65535 T,
COFUN=F BELRBWEE, BBIEMINET,

rovay COIV—IVTEITITDPIVaVvaEBERLET, BRI DE
F[HFT ]| BLU[IES] T,
V=2 V—ABREBREIUVANLE T, BRI DERUTOE

LTI,

s FR-FRDYV—RALST1vIZIDIL—ILORHEIC
> CEHBL &S,

o RAb-Y—=RRAL IPv6 7 RLAZFERBLUVAAL
EC

e IPV6-YV—XIPv6 PRUABLVITL T 1 v I ARER
RRSNFEAANT 1 —ILFICADLET,

FARTAR—YIY

T4 RT 1 X—YaViEREBRELIUANLEFT, BIRT

DEEIUTOESD T,

e FE-FEDTARTARX—Y3aVEST1vI%EID
W—IVDEGCHE> TEHEL £ 9.

o RAM-F14 AT 14X—YaVRALNIPv6 P RLU A %fE
BHLUADLET,

e IPV6-TARATA4X—3avIPv6 PRURBLUVTL
T4 v I ARBERRSNIEANT « —ILRICAALE
ER

S EE]

O ACLIV—IVTERI2KEEEI07 7 1 ILOERIZA
NLET, EHIG 32 XFETTY,

[&F | RI9vETUyILT, HLWACLIL—ILEBILET,
[B2 | R9VETUyILT, [ACLPIERAVYRR | D1 Y RUICRDET,
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8 ACL (Access Control List)
8.2.4 5K IPve ACL

8.2.4 {5k IPv6e ACL

[ACLEN | R9Y (ACLPIERAURR w1V RY) 20Uy I0LT, UF
DY+ Y RIERRLET,

ACLF oAU HEN
ACL & F | Extended IPv6 ACL v |
ID (13000-14999) | |
ACL &5 32 chars |
L

Note: ACLEDMEHDFIEXFTRITNEZEDFEA-

820 ACL77ERUR K (ACLEM, #h3IPve ACL)

[ACLZOEAVURNEN ] I3y TR UTONSIXA—IZH/ETEEXT,

NS A=5 2E
ACLIMT E T2 ACLIM T ZBIRLE T, BRI DB, [ZEIP
ACL]. [#:3% IP ACL]. [ &% IPv6 ACL]. [ #3E IPv6
ACL]. [#3& MAC ACL]. 8&U [Extended Expert
ACL] TF,
ZOETav T, R IPv6 ACL DRERIEICDOVTE
BLFT,
ID #h5R IPv6 ACL D ID ZANULE Y, &HIE 13000 ~ 14999
T,
ACL &R ACL DERIZANLEY, BRIl 32 XFETTT,

[ER]RIvEIUyILT, FLLWACLZTOT 7L ABINLET,
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8 ACL (Access Control List)
8.2.4 5K IPve ACL

HR IPv6 ACL7’'O07 7 1 )LZBRL T [IL—ILEN | N9 Y ([ACLFPTEAY
AM]D1YbRD) 20Uy IULT UTFDD 1Y ROZRRULET,

ACLIL—JLEH0
ID 13000
ACL Z#F EPG-ACL
ACL &1 {3EIPVE ACL
SHVAT- (165535 [ | (EEENTVERA. SATLTERNICHDLTES. )
TAZEE O | £S
JObINsAT TCP T ess wRE@0mER [ | IR
BEIPVET LR
OF 23 ® F=
_ oman 2
BET 5
N R e
Bati—
ZETM— 1| Please Select ¥
[Please Select v || | (0-65535) [ Please Select v | | | (0-65535)
sEsEdi—F | Please Select ¥
[Please Select v || | (0-65535) Please Select v [ | (0-65535))
TCPIS4 ack fin psh st syn urg
® DSCP (0-63) Please Select v | {Z(0-63) [ ] =RHoewen [
va 7 v | E—
o= — T
= R e— T E—
2z || ®&m

821 ACL7T7ERUR K (b—ILEN, #ii IPve ACL)

[ACLIL—ILEN | BT a VTR UTFDNSX—IZHRETEET,

NS x—5 =
= IRAFVIN- ACLIL=IbF Y IN—Z2AHDULET, &EHIE 1 ~ 65535 T,
ZOFVIN—E, BELRVNSE, BBERSNET,
o3y CHDIV—=IVTETITD7PIYaVEBIRLUET, EIRTDE
& [ %3 | BLV[$EE | TT.
JOraILI1T TORINIATAT Y3V ERRLUET, BRI BER.

[TCP]. [UDP]. [ICMP]. [ 7Okl ID]. [ESP] (50).

[PCP] (108). [SCTP] (132). BLV[RL ] T,

o {E-7OFIVIDAEFHTANTEET, HEE 0~
255 TF,

e YA7-[ZORINVID]ATY 3 VvEBRUL%. FE
TTOL WY RIBEAALET, &EIF 0x0 ~ OxFF
T

« TISORAVN -ZOFTVIVERRLILES, Ity k
ISTAY T IVIUVTHEENET,
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8 ACL (Access Control List)
8.2.4 5K IPve ACL

EE

V—ABMEBREIVAANLE T, BRI DERUTDE
HOTY,

EFE-FREDYV—IAEST1vIZZDIL—ILORHEIC
> CEHEL &Y,

RAL -Y—=RKRZA b IPv6 7 L RZFERABIUTABDL
EC

IPv6- V=R IPv6 P RLRABLUVT LT 1 v I ARE%R
RRSNFEAAT 1 —ILRICANDLET,

FAAT1 XK= 3Y

T1RAT 1 X—YaVEREBEREIVUANLE T, #RT
DERUTOESD T,

EFE-EROTFTA AT AR—Y3a V3 T4y IT%ID
W—IVDREICR> TEHMLE T,

RAM - T4 RTF1RX—Y3aViRANIPv6 P RLU R %
BHLUAALET,

IPV6 - T4 AT 14 X—3avVIPv6 PRURBLUTL
719 I ARBERRINIEANT 1 —ILRICAALE
ER

Y —=2ZR—b

Y—2ZAR— MEZBRBELUANLE T, BRI DERUT
NDEHDTI,

DI X~ [FORILI1T ] T [TCP] £l
[UDP] &R U 1BENAHFIRBTEETT,

=-ACL FEELTcR— FESOAERLET,
>-ACLBEEULR—FESEIDAREVWITNTOR— b

EEALE T,
<-ACL[MEEUR—bBSIDINEVWITNTOR—
ZEALE T,

# - ACL [JIBELTciR— FESZRS INTOR— b ZfE
ARAULEI,

&F - ACL (FEERNNDEESNIcR—~EERALE T,
RAT - ACL HEESNTY R DEEANDR— b ZEFH
L&ET, IR—bYRTEZRRSNICANT « —ILRICA
AUEY, &HEIL O0X0 ~ OxFFFF TY%
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8 ACL (Access Control List)
8.2.4 5K IPve ACL

NS A=5

EE

FAAT1R—23ay

R—b

T4 AT 4 X—YaVih— MEEZBRELUANLFEY, =

RIBEELUTDEHD T,

e =_ACLFEELEKR—FBESOAMERLET,

e >-ACLIFEEULR—FBESLDAREVINTOR—F
ZFERALFET,

o <-ACLIFEBEULIR—EBESLDNEIVITRTOR— K
ZEALET,

o F-ACLEEBELEKR—FBESZERKINTOR—M%fE
BULEY,

o [ - ACL FEHEADEEINIR— M EFRALET,

o YRAT -ACLRBEEINEYRTOEHEADKR— ~ ZFER
LEY, h— MY RIBEERRSNFEAADT «—ILRICA
ALFET, #HEIE 0x0 ~ OxFFFF TY,

ZONTA—=FF [Z7OFTJWI 1T ]| T[TCP] £l

[UDP] ZBIRL 1B E D AFIFATIREETY,

TCP 7357

ZO ACL TiHiis 2 TCP 757 ZBIRLE I, EIRT DB
(& [ack]. [fin]. [psh]. [rst]. [syn]. &L T [urg] T
ED

ZOINSA—FIF, [FORILIAT ] T[TCP] ZBIRL
fcBEDHFATRETT,

EBEICMP Xy tE—-Y

517

RT3 ICMP X vy E—Y91 THBRLUE T,
ZOINS A=, [ Z7ORTLIALT ] T[ICMP] ZERL
TBENHHFTETT,

ICMP Xy E—9859147

[#EE ICMP X v E—Y9 17 | #BRLAVNES, ERT
2 ICMP X v E— Y91 TOREEAALET, BEIO~
255 TF, [ICMP Xy E—I59 17 | #BRUKBE. A v
-V TOREHEBANSNET,
COINSA—FME, [ FORLI1T ] T [ICMP] EBRL
TS EOHRIATETT,

Ayt—II-F

[EE ICMP X v E—Y9 17 | #BRLAVNES, HERT
DAY E—IT-RO¥EEANLET, #EIF0~255T
. [ICMP Xy E—U917 | #BRUIEE, XviE—Y
51 T OHENEBANSNET,

ZONS A=}, [ZORILI1T ] T[ICMP] EBIRL
BB NHFIFTETT,
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8 ACL (Access Control List)
8.2.4 5K IPve ACL

EE

£ 92 DSCP BZBRL Y, BRI DB, [default]

(0). [af11] (10). [af12] (12). [af13] (14). [af21]

(18). [af22] (20). [af23] (22). [af31] (26). [af32]

(28). [af33] (30). [af41] (34). [af42] (36). [af43]

(38). [es1] @)\ [cs2] (16). [cs3] (24). [cs4] (32).

[cs5] (40). [csb] (48). [cs7] (56). HLU [ef] (46)

T,

o {E-DSCPEBZFEBTHANTEFY, &#HER0~63T
ED

o YAT -DSCPNRIUMBEEAALFY, #HFIEOx0 ~
0x3F TY,

cKSTJ74vwI03R

FST714vI0SREZBRELUVANLET, HEIFO0 ~

255 T,

o YRT-b3T4vIISANRTEZANLEY, #HE
(& 0x0 ~ OXFF T,

Z20-51NI)b JO0-SRNIEZAHDLUET, &#HEIE 0~ 1048575 T,
o YRT-7O0-SNIVVNRTEZANLET, &HEIL 0x0 ~
OXFFFFF T
BSREEHE O ACLI—ILVTHERT 2EB[EE’07 71 ILOZFIEA

HAUEY, BHIE32XFETTI,

[ER]RIvEIUYILT, HLWACLIL—ILAEBINLET,
[R2 ]| R9v&TUvILT, [ACLPTERYRL | W1V ROICEDET,
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8 ACL (Access Control List)
8.2.5 #iisk MAC ACL

8.2.5 sk MAC ACL

[ACLEN | R9Y (ACLPIERAURR w1V RY) 20Uy I0LT, UF
DY+ Y RIERRLET,

ACLFZZEAUR MBI

ACL & F | Extended MAC ACI v |
ID (6000-7999) | |
ACL &5 32 chars |

Note: ACLEDMEHDFIEXFTRITNEZEDFEA-

822 ACL7T7EAURX K (ACLEM. #hiEk MAC ACL)

[ACLPOEAVRALEN ] I3V TR UTONSA—FEZRETEET,
NSA—5 =
ACLI1T E T2 ACLI 1T EBRUE T, BRI DER. [FE£IP

ACL]. [ 53R IP ACL]. [#&# IPv6 ACL]. [#53% IPv6
ACL]. [#i3E MAC ACL]. 8&U [Extended Expert

ACL] TF
TOwTYa VTR, i3 MAC ACL ORESEIC DN TS
BLET,
ID 38 MAC ACL @ ID #AALE T, &EI} 6~ 7999 TT.
ACL &R ACL DBEIEANLET, &Hild 32 XFETTY,

[ER]RIvEIUyILT, FILLWACLZTOZ 7L ABINLET,

R MACACLZ’'O7 71 bEBRUT[IL—ILEIN | R Y ([ACLPIER
VAR ] D14V FD) #20UvDJULT UTFDD 1Y ROZRRULET,
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ACLIL—JLIEI

ID 5000
ACL &R E-MAC-ACL
ACL 5T SIEEMAC ACL

O T  pimRan Ty A, AT ASEENCEDSTET. )

FO%a e HFa O BT
EEMACT LA
OF: 24 OF: 24
_ omar A
EET 55
wc  [EoFsEAG | wc  [EoFs AT ]
Wildcard Wildcard
EaA—tsF
EEA—H5F

ARy bEAT 0-0FFFF) [ ]
A =7y bAoA TR (0x0- l:l
OXFFFF)
Cos Please Select ¥ | T2& (0x0-0x7) [ ]
) REAC o I
VID(1-4094) e
ars

BEEZE 32 ch

3 ER

823 ACL77EAUR K (b—JLEM. #hiEk MAC ACL)

[ACLIL—ILBII | 7Y 3 VTld, MTFDNSX—9%BETEET,

NS X—5 =S

= IRAFVIN—- ACLIW—=IbFVIN—ZANLET, &HE(E 1 ~ 65535 T,
ZDFVN—IF EBELRWEE, BBEMINET,

o3y CHDIV=IVTEIFTITD7ZIVaVvEBRUET, BRI DE
[ | 5LV [EE ] T,

V-2 Y—ZMAC7 RLRABHREZBRELUVANLFT, BIRT
DEEUTOESDTY,
o FE-FBDYV—ANZT1vI%EIDIL—ILDFEHEIC

> TEHELE T,

o RAL-Y—RRAL MACZRFLRZAALET,
e MAC-YV—XMAC7RULZXELV Wildcard EZFRR
SNFEANT 1 —ILRICAALE T,

TFTAARTAR—2aY T4 AT 1x—3 Y MAC 7 RURABREBIRS LUAS

LET, BIRTDEREUTODESD T,

s FR-EEDTARTAR—3VbIT14vI%ID
W—IVDRECHRE > TEELE T,

o RAM-TA4 AT xR—Y3aViRAM MACPZRURZEA
ALET,

e MAC-TA4RT1x—¥ayYy MACPRLRELD
Wildcard lBERRENTZANT « —ILRICADLET,

BET1-—9917 A —YRYNILTH TV aVvHERBRUET, BRI DED.
[aarp]. [appletalk]. [decent-iv]. [etype-6000].
[etype-8042]. [lat]. [lavc-scal. [mop-console].
[mop-dump]. [vines-echo]. [vines-ip]. [xns-idp].
HBLU [arp] T,

263



8 ACL (Access Control List)
8.2.5 #iisk MAC ACL

NS A=5

EE

11—y 51T

1 —Yxy I T% 16 ERETAALET, BHER
0x600 ~ OXFFFF TF, [IBEA—¥917 | ROvTITIY
UZ N TEBOA —H2y hI1TTO7 71 L EBRUT
5. B 16 ERENEBNICRRINET,

11—y 51T
NARD

{—HRY FIATIRT% 16 EHETANLET, HEE
0X0 ~ OXFFFF TF, [#E1—Y917 | ROvTTHvU
2N TEBOA —Y2y 91T TOT 7 1 VEBRUIIS
&, B 16 ERENEBNICRTINET,

CoS #HYT 3 CoSEERIRLE T, &EHEIEO0~7 TI,
o YRT-CoSVRIBEANLEY, &L 00 ~ 0x7
TY,
VID #AT3 VLAN IDZAALE T, &EIE 1~ 4094 T,
e YAT-VLANID NRIBEEANLEY, &iFlE 0x0 ~
OXFFF T,
BRIEEE ZO0O ACLIL—ILCERY 2RB™ERE 07 7 1 LOBZETEA

HLFET, BRIl 32 XF&ETTT,

[ RIvEIUyILT, FLLACLIL—ILEEMLET,
[R3 | RIvETUYILT, [ACLPTERAURN |91 Y RICRDET,
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8.2.6  Extended Expert ACL

[ACLEN | R9Y (ACLPIERAURR w1V RY) 20Uy I0LT, UF
DY+ Y RIERRLET,

B - —

ACLF 21 AL BN
ACL &+ | Extended Expert Al v |
ID (8000-9999) [ |
ACL £F5 32 chars |
(I

Note: ACLEDMEHDFIEXFTRITNEZEDFEA-

824 ACL7T7ERUR K (ACLEM. Extended Expert ACL)

[ACLPTEAURNEN | £7¥ 3y Tl UFONS A —9%BETEET,

NS A=8 T
ACLIAMT ERiT D ACL Y1 T ZBIRLE T, BIRT DB [1Z£IP
ACL]. [#E3%IP ACL]. [ =% IPv6 ACL]. [ 53K IPv6
ACL]. [#i3& MAC ACL]. 8&U [Extended Expert
ACL] TF,
ZMtET>3arTld Extended Expert ACL DERETIEIC
DWCEHAL T,
ID Extended Expert ACL @ ID ZANLF T, #EE 8000 ~
9999 T,

ACL & ACL DERIZANLE T, EHlld 32 XFEXTTI,

[BA|RIVEIUYILT, HLWACLZOT 7 ILEBNLET,
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Extended Expert ACL 7’07 7 1 JLEZFERL T [ IL—ILEBID | 9> ([ACL
PORBAVAN D1V RD) #0UyILT MFOU1 Y RUERRUET,

=T A2/ (— (165535)

BEMACT LA

EET

Bwat—

ACLJL—JLEM

D 5000

ACL & EE-ACL

ACL 51T Extended Expert ACL

O ES

(TEEENTVERA. AFTLIERNCIDNTSY. )

FisEAi— | Please Select v

7RA
Tk
P
Wikdeard
Ol Ol
FA L [1-DF-36-4B-A7-CC = FA I [1-DF36-4B-AT-CC
FEF)
MAC  [11-DF-36-4B-A7-CC MAG  [11-DF-36-4B-A7-CC
Wildcard [11-DF-36-48-A7-CC Wildeard [11-DF-36-4B-A7-CC
BEISTTA— [ Please Select v
Please Select v | [ | (0-65535) | Please Select v | | | i0-8ss35)
Please Select v | | | (0-65535) [ Please Select v | [ | 0-65535))
IP Precedence| Please Select v |Z(0-7) TR (0%0-0x7)
ToS Please Select v [{E(0-15) T A7 (0x0-0xF)

DSCP (0-63) | Please Select v [iE(0-63)|

T4 (0x0-0x3F)

TePIS Y ack [ fin [ psh

VID(1-4094) [ ] zaooewEn [
Cos TR (0%0-05T)

e

rst () syn () urg

[—

B3 pulil

B 825 ACL 77 AU (JL—JLEN. Extended Expert ACL)

[ACLIL—ILEN | BT Y3 VTR UTDNSX—IZHRETEET,

NS A=5

EE

V= YRFTVIN- ACLI =LY N—ZEAALE T, &EIF 1~ 65535 T,
COFYN—F BELRBVBE, BBEMSINET,
Fovay CDI—IVTEFTITDPIYaVEBERLET, BRI DE

B[ %0 ] 8LV [EE | TF

ZO0cJWLS17

ORINWNIATH TV avEBRUES, BRI BDEE.
[TCP]. [UDP]. [ICMP]. [EIGRP] (88). [ESP] (50).
[GRE] 47). [IGMP] (2). [OSPF] (89). [PIM]
(103). [VRRP] (112). [IP-in-IP] (94). [PCP] (108).
[ZORIJWID]. BLUV[BRL] T,

-7’03V ID ZFEHTANTEXT, #HEIL 0~
255 T9,

RAZ - [ 7OV ID]| AT YvavzBRULE. F8
T7OR VN RIEZADLET, EEIE 0x0 ~ OxFF
T,

TSTAVN - ZOFTYavEBRULBE. N7y b
TSTAVRT IV VITHEENET,
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NS A=5

EE

Y= (IP7KRL2R)

YV—ABREBREIVAANLE T, BRI DERUTDE
HDTY,

FE-FREOV—ALST1 v IEIDIL—ILDORERHEIC
> CEHEL &Y,

RAL -Y—=RKZAS IPP7RUREBRASIUTANLE
ED
IP-[Wildcard] dEY ¥ v TZERLT, V—XIP7
RLRDINW—TZFEREFIVAALET, EVHETIC
MiGTDEY MIEREEINFT, Ev MEO (THINT D
EyhEFzvIaInzxzd,

TAATAR—=23Y
(IP7RL2R)

TARAT 1 X—YaVBEREBEREIVUANLE T, BRT
DERIUTOESEDTT,

FR-FBDTARTAR—Y3a VI T1vI%ID
W—IVDELICRE > TEHEL £

RAN -FARTF 4 RX—=Y 3 VRN IP P RUREFERES
FUANLET,

IP- [Wildcard] DEY ¥ v T ZERALT. T« X7«
F—=v3avVIPPRLADI V=T %ERELIUTANLE
J, EVHMETICRRNTDEY MIEHEEINET, Ev b
BOICHNTDEY NEFFTvIESNET,

V=2 (MAC7RLR)

Y—ZAMAC 7 FLABREEBREIVUANLE T, BIRT
DERIUTOESD T,

FE-FBEOY—RASTT1 v I%ZDIL—ILDOFEEIC
> TEHELE T,

mRAR -YV—=ZXRAM MACZ FLRZAALZET,
MAC-V—X MAC 7 FLRAB LTV Wildcard EZFRR
SNFANT 1« —ILRICAALET,

TAARATAR—=23aY
(MACZ KL R)

T1AT 14— 3Y MAC7 RURABHREZBERBLUAS]
LET, BIRIDER>LUTOESED T,

FR-EFRODTA AT R—avVhb3T4vI%2D
W—IVDSFEICHE > THHEL F T,

RAN - F A RF 1= aViRAM MACZ RLAZEA
HALFET,

MAC- T4 AT 1R —YaY MACZRLRABLT
Wildcard BZRRSNIEANT 1 —ILRICAAULET,
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NS A=5

EE

Y —2ZiR—b

Y—AR—MEZBREIUANLEYT, BRI DEEILUT
NDEED T,

o =-ACLIHBELIcR— bBESOHERLET,

o >-ACLIHEELIKR—FBESLIOREVNINTOR— K

ZERALE T,

o <-ACLRHEEULR—FBESELDINSNIRTOR— K
ZEERALET,

o F-ACLIMEELTR— FBESZRS INTOR— b ZfE
RAULEXT,

o [ - ACL FEHEADEEINIR— M EFRALE T,

o YRAT -ACLRBEEINEYRTDEHEADKR— ~ ZFEH
LEY, h— MY RIBEERRSNEANDT + —ILRICA
ALFET, #EE 0x0 ~ OxFFFF T,

CONZA=FF [ZORLIALT ] T[TCP] £l

[UDP] ZBIRL 7B E D AFIFATIRE T,

FAAT1 XK= 3Y
R—bk

TARATARX—Y3VR— MEZBRBLIUAANLET, 2
RITDER>ILUTOEEDTT,

o =-ACLIMEELUIR—bBESOAMERLET,

o >-ACLHEELIR—FBESLIDREVNINTOR— K

ZERALET,

o <-ACLREELR—FBESLDINSTNIRTOR— K
ZEALET,

o #F-ACLIRIBELIHR— FBESZRSINTOR— b %fE
ARULET,

o §E - ACL REENOBESNR— N EEELET,

« TRAT -ACLBHERSNIY T DEENOR— %6
LET, K—hYRIBERTSNEANT 1 =L RICA
ALET. BE(E X0 ~ OxFFFF TF,

ZOISA—FF, [FORII LT ] T[TCP] £z

[UDP] &R U1-BENAHFIRTEETT,

EEICMP Xyt—o
917

AT ICMP X vy E—I91 TEBRLE T,
ZOINSA—F(, [FORLIAT ] T [ICMP] EBIRL
TBEOHFIRTETT,

ICMP Xy E—I89147

[{EE ICMP X v E—Y917 | &BRLAVES. ERT
2 ICMP X v E— Y91 TOREEANLET, BHER O~
255 TF, [ICMP X v E—I917 | #BRUIIBE. A v
T—I9 1T DBENEBHANSNET,

ZOINSA—F(d, [FORILI1T ] T [ICMP] EZRL
S 0HRPTETT,
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NS A=5

EE

XAytE—yJ-—F

[{EZ ICMP X v £ —Y517 | EBRULBVES, #ET
BXytE—YO— ROKEEANLET, @HE 0~ 255T
¥, [ICMP X v &—J917 | EBRULBE, AvE—
91T DREHNEBANSNET,

ZOINSA—F(, [FORLIAT ] T [ICMP] EBIRL
RS DHFRTETT,

IP Precedence

AT D IP Precedence lEZEIRL &, FIRT DE.

[routine] (0). [priority] (1). [immediate] (2).

[flash] (3). [flash-override] (4). [critical] (5).

[internet] (6). KU [network] (7) T,

* {E-IP Precedence lEZFETHANTEET, £EIZ0
~7TY,

o YA -|P Precedence VAIBEANLFY, HE
0x0 ~ 0x7 T,

ToS

AT 2 ToS (Type-of-Service) EZBRLE T, BRI D
f&l&. [normal] (0). [min-monetary-cost] (1).
[max-reliability] (2). [max-throughput] (4). XUV
[min-delay] (8) TJd,

o {E-TOSE%XFEHTHANTEFY, &#HEF 0~ 15T

ED
o YRT -TOSVRIEEANLET, &HHEIE 0x0 ~ OxF
T,

DSCP

£ 92 DSCPEZBIRLF Y, BRI DMEIE. [default]
(0. [af11] (10). [af12] (12). [af13] (14). [af21]
(18). [af22] (20). [af23] (22). [af31] (26). [af32]
(28). [af33] (30). [af41] (34). [af42] (36). [af43]
(38). [es1] (8). [cs2] (16). [cs3] (24). [csa] (32).
[cs5] (40). [csb] (48). [cs7] (56). LU [ef] (46)
T,

o {E-DSCPEZFHTHANTEET, &#HHEIFE0~63T

ED
o YAT -DSCPNYRIBZANULEY, &hHEIF 0x0 ~

Ox3F T9,

TCP 737

D ACL THiigd TCP 730 2B IRLE Y, FEIRT DE
(& [ack]. [fin]. [psh]. [rst]. [syn]. &&LT [urg] T
ER

CONZA—=FF [ZOTLI1T ] T[TCP] Z&ERL
B ENDHFFETRET,

VID

5T 3 VLAN ID ZANLE T, E8EIE 1 ~ 4094 TT,
« YRT-VIAN ID YRIEEASLET, HBEE0x0 ~
OXFFF TF,
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N5 A—5 BE
Cos RT3 CoS BEBRLET. HEZ0~7 TT,
o YRJ-CoSNRIEZANULET, &HEIL 0x0 ~ 0x7
T5,
FRs R EEE 0D ACLIV—ILTERT 2EEET 07 7 1 ILOERIZA
NLET, BhllE 32 XFETTT,

[ RIVETUyILT, HLWACLIL—ILEBINLET,
[R2]RIVETUYILT, [ACLFPIEIURN |91 Y RICRDET,
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83ACLAVITI—ARAPIERTIL=7

D1 Y RUZAWNT, BEULR—bD ACL 77 BRI IV—T DFEZITL

REBZRRLET,

[ACL] > [ACL 1 Y9 T —APTERTI—T 1 %#TUvILT, UFOD 1Y

ROZRRLET,

ACL A Y IT—AFIEAIN—T

a-wih - ®’TH-b

HiEl FHIaY R ACL&3F

[1 ~]leiton  ~][eion

v ] [Add vJ[ipact v = [ B |

a=w MEE

Gi/01

Gi/0i3

Gi/0i5

Gi/oiT

Gi/0/9

o~ | | 00 o7 ]
- IPACL IPv6 ACL MAC ACL Expert ACL 1P ACL IPv6 ACL MAC ACL Expert ACL

pE=rk

826 ACL T VI TT—RAFPITRRTIL—T

[ACLAYITI—APIEARTIL=T I3 VTR UTONSA—-9%H

ETEET,
NS A—5 e

B — b - @ TR—~ | BET K- FEBRUET,

pac) BALZERLET, BRTBEE [In] 5L [Out] T,

Fovay EFTEFIVaVERRUET, BIRT MBI BN ] B
U[HIg ] T

947 ACL9 1 7&BRUET, BRT @R, [IP ACL]. [IPv6
ACL]. [MAC ACL]. ®&U [Expert ACL] TF.

ACL &K ACLEMET ZICANLET, SHllE 32 XFETTT, [#
RUTLREE, [RIVETUYILT, URMHBEED
ACL EBRLET,

[BA]|RIvEIUYILT, BEABZEHRLFT,
[ BIRUTLESL, | R VET YUY ILT, TDT 1Y RUTHEEATE DHE
BAHOPIELXAYO—-ILYRNERTRUET,
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83ACLAVYITI—RAPITRATI—-T

[BIRULTLEESL, |RIVETVUYILT, UTFDD 1 Y ROZERRLET,

| ACLFIJCADAE
T hU#EE: 2
T e T G, o
P 1 S-IP-ACL EEIP ACL
L ] 2000 E-IP-ACL FLIEIP ACL
T W O T =

B 827 ACLA VI TT—RFPITRRT V=T (BRLTLIEELY,)

[OK] RIVETU YT LT, BRLUEPIEAIVFO—VUR EERLE

ED

BEDOR—INBEETDHEEF. R—IBSZAAL, [Go]RIvETIUYIL

THEDR—IICBELET,
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84 ACLVLAN P7TJEAY v

D1 Y RIZAWNT, ACLVLAN P77 EANV Y T DREETL. REBER
mLET,

[ACL] > [ACLVLAN 77 EAR w7 27Uy ILT, UFOU« Y RoER
RUET,

ACLVLAN POz AR v S

POEARYTE

32 chars
HITw T2 (— (1-65535) |:|

Foma Forward v | ==

FOEATYTE NS Disabled v | ==
T [nozs2007 || Aozsouz || E=
I hURET:
FPOUARY TR |[9TRvTF I — BEFIEZAVR L T RE
Name 1 Forward ) [Jerzzrd| BB |
n [ 1 [ en

8-28 ACLVLAN 7T AV v

[ACLVLAN 77 EBAR w7 | €T3 VTR UTONSA—IEZH/ETEE

CB
NS A=5 2 E

PIORARYIE POBAN Y ITEZANLET, &HllE 32 XFETTT,

Iy TFVN— IV TFYN—%EAALFET, HEIF 1~ 65535 T,

Fovayv ETID7PIYavEBERLET, BRI DER
[Forward]. [Drop]. #& U [Redirect] T,
[Redirect] 7'y avEBRLULBE., FOYIIIVUZR
FTUSAL I MM VI T —REBIRLE T,

ho U FIRE AY YV IREEENEFEDCLET,

[@R]RIVEIUYILT, HLLWIVUEBNLET,
[HYVIRIUTP | RIVETUYILT, TRTOHYVIBRETUPLE

7,

[HDY590VU7F ] MIVEIUvIULT, BEULEFPIEAN YD (CEETDH
vYSEREIUPLET,

[BR|RIVETUYILT, BELERREHICEINTIY ~UERRL,
HRLET,

[T 100 |RIVETU Y IULT, EELEIY RUDNA VT 1 VT%
mELET,

[MIEg | RI V&I Uy ILT, EELETY M UEMBRLET,
BROX—INEHET 2EEE. X—IBSEANL, [Go] RIVETUwIL
TREDR—ICBBHLET,
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8.4 ACLVLAN 7OEAN Y

[N VT4V TRI92ZT Vv ILT UTFDU 1Y ROERRLET,

EFIEAUR
FLOUEITWTE Name
YITw T~ 1
» EEIPFHEAUA
| BIRLTLEaL | | b= [| Bliz |

EEIPVEF AU~

ERLT L | bl | Bl |
EEMACFOTERAUZR
ERLT =L bl | Bl |

B 829 ACLVLAN PO EAN YT N1 VT 1 7D)

[BE&PIEAURN | €723V Tl UTONSX—9EBETEET,
NS A—5 BE

ESIPPIEAVUAN |BETZIPPIEAURHRRESNET,

ES IPv6 P EAUAN [BET S IPv6 PIRAUX MARRENET,

EMAC7IE2R BE9IDMAC P77 ERAUYZMARRENET,
DAk

[ BIRUTLEESL, | RIvETYYILT, TDT 1Y RUTHEHATE DHE
BAHAOPIELRAVNO-ILUX M ERTLET,
[BA]|RIVEIVYILT, EERBZEIELET,

[ | RO vETVUYILT, BELENI VYT« VI ZHEIBRLET,

[BIRULTLEESL, |RIVETUYILT, UFDD 1 Y ROZERRLET,

I hUEE: 2
I I S = A
S-P-ACL EEP ACL
2000 E-IP-ACL iL3EIP ACL
n 5l [ =m
Lok |

Bl 830 ACLVLAN PO ERAN YT N1 VT 1 VT BRUTLIESE L)
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[OK] "9 v&ZIUyIULT, #RUELZIJE/RAIY MO—-IVYRMZERLE
ER

BROR—INEET DHREEF. R—IBESEAAL, [Go] hIVETUYIL
TRENDR—ICBELET,
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8.5 ACLVLAN J1IL¥

D1V RUZRAWNT, ACLVLAN 7 1)L DREZITL., REEBERRLE
ER

[ACL] > [ACLVLAN 7+JLF 27Uy IL T, UFOD 1Y ROERRLE

ER
ACLVLAN Z71JL%

P AT TR

Fozaz

VIDUR B SVLANIEE ER
I U1

Name 1-4094 i
an [ 1 [ lem

8-31 ACL VLAN 7 1LY

[ACLVLAN 7 4L | €T3V TR UTONSA—FEZRETEET,

NSX—5 e
PORAR YIS PRI Y TBEANLET, Sl 32 XFETTT,
Y ZDED, ETFBFPIvaVERRLET, ERTHMEE 8] 5&
U [ Mg ] T
VID VA K TS VLAN ID ZANDULET, AVVXYID TEHRIT D

VLAN ID ZAATBH Ffzld/\1 7RO T VLAN ID
NEEEANT BT ENTEET, HEIF 1 ~ 4094 TT,
[£VLAN] A7 3 vEBRUBE. TOXT v FTRE
SNTNBTANTOVIAN [CZOIV T« T L—avEE
ALET,

[EE | RIvETUyILT, HLWIY R UEBINLET,

[HF% | RIVETU Y ILT, EELETY FUEMRLET,
EBHOR—INEET 2HEE, ~—IBSEANL. [Go] RIVETUYIL
TREOR—JICBBLET,
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9.1 R—bEFa2UT+ 9.1.1R—bEF2UT+T7O-NILEE

TFa1Ur«

R—hEF21UT4

9.1.1 R—bEFa1UFT+J0-NILEE

ZDU4YROZAWVWT, J0-NIbiRk—bEF21UT 1 DREETL. REEBEZ
KRULET,

[EF1UF« ]>[R—bEFa1UF1 |>[K—bEF1UF+TO-NIEE |
£7UvILT, UFOY« Y ROERRLET,
R e e e L ——

R—beFauss bSvITHE

S R BB @85 ER
A—beFaus+s bSvITL—hEE

rSwTL— b (©-1000) b ] &R
¥ IUF 1 SATARE

LAFLEAT LA (1-3328) [ @@L A
R—bFaUFT A VLANSE

VIDUZ

VIANSRZELF LA (1-3328) O Jesmal o]
#BFEVLAN

VID (1-4094) B2

I 7 S RS

1 No Limit 0

9-1 K— hEF1UF 1 70— /NILERE

[R=—rEF2UTAPRATLERE ]| I3 VTR UTDINSX—9%ERET
SECE

NSA=5 2E

YAFLBATRLA | EF178 MAC 7 RUADBAKTHEANLET, BT
LBWEESNT 74U MEl [ HIRAL | TF, B30
1~3328 TY, [HIBRL | £BRULBE, €+17%h

MAC 7 RUZADRA#ZHFIL £ T,

[BA]RIVEIUYILT, BENESERBLET,
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9.1 R—rEF2UFT1r 911 K—bEF2UT«OO-NILEE

[R—bEF21UF < VLANEE ]| E7Y3 VTR UFONSA—IEBET
EF7,

NS A—5 =
VID YRk ERATDVLAN ID ZANLET, AVVYXYID TERTD
VLAN ID ZANTDH, Ffld/\1 T7VXYID TVLAN ID
DEEEANT DT ENTEEYT, BWHE 1 ~ 4094 TH,
VLAN RRFEBF7 LR [EELK VLAN TEEOEEDR MAC 7 FL ADORAF I %=
ANLET, @EE 1~ 3328 T, [HRRL | ZBRUE
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IEELR— k0 IEEE 802.1X $ 7 U h Y MEBEDBES L PREERRL £ T,

[EF+2YTF 1 ]>[802.1X] > [802.1X Supplicant Port Settings] 7 J v
JUT, UTOD 1Y ROZERRLUET,

BOZ. upplicant Port Settings

802.1X Supplicant Port Settings

At Gi1/01 =

Held Period (0-65535) [ OFFat

Authentication Period (1-55535) T OFzant

Start Period (1-65535) [ lOFzant

Max Start (1-65535) Ot

ez Disabled [v]

802.1X Supplicant Port Table

[ [ P | AucaionPoiod | Sanpaiod | o |
30 15 15

Gil/0/ 5 Disabled
Gil/0/2 60 30 30 3 Disabled
Gil/0/3 60 30 30 5] Disabled
Gil/0/i4 60 30 30 3 Disabled
Gil/0is 60 30 30 5] Disabled
Gi/0/6 60 30 30 i Disabled

9-13 802.1X B7’U Y bik— M ERE

[802.1X Supplicant Port Settings] €7 >3 >YTld, UTDINS XA -5 %5
ECTEFT,

INSXA—5 BE
h— bk HETDIHR— M EBIRUES,
Held Period YU A Y MHBIAEKR U BRIC, ROEREEE TR DR
HEERELET,
&iF(d 0 ~ 65535 T9, 774U E 60 BT,
Authentication Authenticator ">DOU I T X M & FDOBREESHRELE T,
period @l 1 ~ 65535 TF, T 7AW ME30HTT,
Start Period SREEERIR T DD EAPOL DX EEREREL X I,
#FE(& 1 ~ 65535 T, T74ILNI 30T,
Max Start EAPOL-Start I\ v h ZXETIEABEZRELET,
#E(E 1 ~ 65535 T, 7 74J/UNIE 3@ T,
IRRE h—rDUTUAY NEBEDER. BHERELET,
e Disabled - 8D X1 vFULv FUEDHERRL
£, ({JHBE
e Enabled-B#DA1vFIT—r7PvILURDFAERR
L¥Ed,

[BA|RIVETUYILT, BEERBMLET,
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9 EFaUT1
9.2.9 802.1X Y7UAY MiEEHER

9.29 802.1X HT7UANY MMfEHER
L foK— b O IEEE 802.1X ¥ 7'V HY MiEHERERRL E T,

[E+2UFTr]>[802.1X] >[802.1X Supplicant Statistics] 7Y v oL
T UTDD 1RO ZRRLET,

802.1X Supplicant Statistics

802.1X Supplicant Statistics Table
A=t Gi1/0/1
A—h: Gil01
I
TX EAPOL Start
TX EAP Response ID 0
TX EAP Total (1]
RX EAP Requset 0
RX EAP Length Emor (1]
RX EAP Version (1]

& 9-14 802.1X B 7'V AV MMRsHER
[802.1X Supplicant Statistics] 7> a > TRk, UTD/INSA—SIZHETE
ES

NSA—5 8=
R—hk KRNI DR— b EZBRLUET,

[BER ]| RIVEIU Y ILT, EELIK— MERERRLET,
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9 BFalUF«
9.3 AAA (Authentication, Authorization, and Accounting) 9.3.1 AAA J0—/\ILE&E

9.3.1 AAA 20—/\ILERE
CDU1 Y RIZERNT, AAABEEZI O—N\ILICEMEEIEDICLET,

[E+21UF1 ]>[AAA] > [AAA JO—NLBE]ETY vy IL T, UFO
V1Y ROERRUET,

ARATRRE OF  ©ED
9-15 AAA 7' 0—/\IVERTE

[AAA IREESRE | 7Y 3 VTl TN X—9ERETEET,

NSA—5 BE
AAA 1RRE AAA #EEZE D O—N\NILICBREBFEMCLE T,

[BARIVEIUYILT, BENEERBLET,
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9 EF+aUF~+
9.3.2 AAA FREIEERTE

9.3.2

AAA EBEEERE

DU 1Y RUZANT, AAASBEEDEREZTTL

HEEZRRLET,

[EF+21UF+ ]>[AAA] > [AAA BEERE |27V vILT. UMFOD« VR

VERRULET,
AAA WebZZEHE
FoTUT— R nzT—snoR
e Seconcary-DB v BRSSOy 557 L (1-65535) po e
BF
AAA MACERIERE
o Aur—sna sy
ZEEHEDIE Secondary-DB v REEMT O w7451 [+ (165535) Bo e
25
AAA 802.1XZFIHE
FoHTUT— R TR
RS RRETEIE Siop
&R

9-16 AAA FRELERE

[AAA Web SBEE8TE | €7 Y2V Tl UTFONSA—9EBETEET,

NSA=5

1=

T3ARIVTF—IN—-2

Web REECERAT DTS5SIV T—IN—IXZBRLET,

BRI DER>UTOEEDTY,

e RADIUS -RADIUS H—NLEDT—INR—RZTS51<TY
T—IN—REULTHEALET,

e O—AI-ZAAMyFLEOO-AIT—IR—RZET SV
VF—IN—RELTERLET,

ThYSI)F—-IN-2

Web FBEECHERATD2EHAVIUT—IR—IXZBIRLET,

BRI DERIUTOEEDTY,

o BU - RBEEMEINLRNERD FT,

* RADIUS -RADIUS H—=NLEDT—IXR—RZEEHVIY
TF—IR—REUVTHERLET,

e O-AI-RAyFLEOO-AIT—IN—RZTHVY
VF—IN—RELVTERLET,

SR KBS EN{E

Web SBEEN KM UBSICRTID P IV a Vv ERRLUK

9, BIRIDEEILUTDEED T,

o FLE-TSAYVUTFT—IR—IZEFERAL T Web FBIENK
MUIBE, BALZFLELET,
CORENHZETH, TSIYUT—IN—RND RADIUS
Y—NEBENTERWEE, EAVIUT—IR—-ID
HEICRTBIFERD T,

e EAYIUDB-TISAYUT—IXR—%EFEALT Web
BANKBMUTBE, BHYIUT—INR—RZFERALT
WAL =R LTI,
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9 E+a U7_"r
9.3.2 AAA EB5iEER

NS A=5 8=
AR OvII 1L |Web SBEENKKUIIBECRA N ET Oy 79 20K ZEAN
LEY, &#HEIE. 1~655358TT,

[BARIVEIUyILT, BENEERBLET,

[AAA MAC SBEESE | €723V Tk, UTFOINSX—95BETEET,

NSA—5 A
T3A4RVT—=IR=- |MACRELICERIZDTSIVIT—IN—RZBRLE T,
BRI DERIUTOEEDTY,

¢« RADIUS-RADIUS H—NNEDF—IR—RETS1TV
F—IR—RELTERLET,

e O—HI-AAYFLEOO-NILT—IRN—RET SV
YUF—IR—XELUTHERLET,

THFUF—INR—R |MACTRELCERIT D EAVIUTF—IN—IEBIRLE T,

BIRIDEEUTOEHSD T,

o UL -SREAENHIML RN ERD E T,

e RADIUS - RADIUS =N EDT—IR—REEHVTU
T—IR—REUTHERLUET,

e O—-HI-RAYFLEOO-HNILT—IR—RETEHVY
UF—IR—RELUTERLET,

SRR R BRBSENE MAC REENK U I ZBEICEITIT D7 Iy a v aBERLU &

9, BRIDERUTOESDTY,

o FIE-TSAYUF—IR—R%EFAHL T MAC RIEHK
Hﬂzbt &, BAZEFELELET,

BENEETH, TSIV UTFT—INR—ID RADIUS
ﬂ Atﬁfﬁt%am5m\tﬁy9U?—9&—z®
RECKSTEBIEERDFE T,

o BHYSUDB-TSAYUF—IR—REFAHLT
MAC SREEN KL 7e1BE. BHYIUF—IR—2%fE
AL CEREE=mIL £,

FEIRBT Oy I9 1L |MACTRIENKKRUIBSICRA N ET Oy I T 28 8EAN

LFEd, &Rl 1 ~65535#TT,

[BA|RIVEIUvILT, BENSERBLET,
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9 EFa1YUF
9.3.2 AAA SREEERRE

[AAA 802.1X SBEESETE | 7Y 3 VTl UFD/INSX—9£BETEET,

NS AX—5

=

T3ARYT—INR—-2

|EEE 802 IX SREEICHERAT 2751 YU T —INR—IZER

LET, BIRIDER>LUTOEED T,

* RADIUS -RADIUS —NLEDT—IXR—RX%ETS1YY
T—IN—REULTHEALET,

e O—-AI-AAMyFLEOO-AIT—IRN—RZT AV
UTF—IR—RELTHEARLET,

ThYSI)F—IN=-2

|EEE 802 1X REEICERAT D2 EHYIUT—IN—RZER

LET, BIRIDER>UTOEED T,

o BRU-EHYIUF—IR—IZFBAHLFEA.

e O—AN-ZRAMyFLEOO—-AIT—IR—RZTHVY
UTF—IR—RELTEARLET,

[BA|RIVEIUy LT, BENSERBLET,
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9 EF+aUF+
9.3.3 AAA nlB\nIEj. -U--H.FH

9.3.3 AAAFBI1-YEE
INT« Y RUEBNT, AMARIE1—YOREETV, REBERRLET,

['E=F:LU7_"(]>[AAA]>[AAAmquE:|. -'j- E]’EQU‘JQlJ_C L/{—Fo)
D14V ROERRULETD,

RAA

AAA EEE1-FRE
W D (000 —
@®@ARAT-F  o==t OB AT-F O
Z1)b 3= 1D (1-14998) 1o D247 Both ~]
235w TBE 2nd Authentication [
IS
__ﬂ----
a-yE AAT-F ZrA-4D BERMT | 2AFTIE
Authenticatis
[ me |
[ e

9-17 AAA FBEE1—Y'5%E

[AAA S 1—H8E | €73 VTR UTFO/SX—9%BETEET,

NS AX—5 =
1—-Y%& O—AWRIEFZHOY bDI-PFEEANLET, &FIlE 32
XFXTTI,
VLAN ID O—AEBEPZHI Y DI—5 v b VLAN ID ZANDLZE
9, EHEIE 1~ 4094 TI,
NRAT—R O—AEBE7 ATV S DENRT— RZEBREI VAL

LET, [BSIL]AT7YavEBRULEBE. COPHDY

FDINZT—RESIEEEMCLET, IR T— R,

21 v F ECESIEEAN TRESINE T,

BSE/INAT—F O—AIBE7 AU Y b DESENRT - R EEBRESLUA

HLFET,

REEI 1Y RIS TZBERLE T, BRI DEEUTOEEDTY,

o W73 -O—AIEREL7 DY b % |EEE 802.1X SB&EE
Web SBEEDMS TERALE T,

* Web - O—AHILEEEFHY Y h%& Web SBEEDH THERAL

EC
e Dot1X - O—AHIJLEREEF 1D > b % IEEE 802.1X SREED

HCEHLET,

2 AT PR 2 AT Y IR EENEEENCLETS,

2nd Authentication |2 XF v ISREMD 2 BEBEORILE 7 HU Y N THhd &%
ELFXT,

[EA|RIYEIUYILT, HLLWIYFUEBINLET,
[MIg | R9vETUyILT, EELETY FUEMBRLET,
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9 EF1UT<
9.3.3 AAA BEE1—H#E

BROR—INEET DHERF. X—IBSZANL. [Go] RIYZTIUvTUL
TRHEDNR—I[CBHLET,
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9 EF+aUF~+
9.3.4 AAA SBEE MAC 88

9.3.4  AAA Bt MACERTE
ZNDD 1Y RUZEANT, AAA RBIE MAC DREZETTV. REEERTLET,

[E+1UF« ]>[AAA] > [AAA FEE MACSERE 57Uy ILT, UFO
1Y ROERRLET,

RAA - TMA E

AAA ZZEEMACSETE

MACF L2

VLAN ID(1-4094) ]
J)LA5—ID (1-14899) :
225w T
EE
I Uit
S T O 22 S

00-11-22-33-44-55

1n [ 1] liﬂu

9-18 AAA FBEE MAC %%

[AAA FBEE MACEEE | B3V TR, UTFTONSA—IZHETEFT,

INSAXA—5 =
MAC7Z KL R O—AWRBAFPHOY D MACFPRUVLRAZANDLEY,
g, MACREFCHERLET,
VLAN ID O—AIWRBAPHDY FDI—5 v ~ VLAN ID ZAALF
9, EHHEIE 1 ~ 4094 TY,
2 ATy JEREE 2ATY TR EBWRIFEDCLET, BRI DEFUT
DEHBD T,
e No-O—AWRBH7HIVED 2 AT v TRIFEIIC
LEYD,
e Web-2 X7y 7RiEE=EHICL T, 2 BEORELEHNE
LT Web BiE=EREL &9,
e 802.1X-2 AT v IRIAEEBWCL T, 2 BEHOREEHT
EUTIEEE 802.1X REAE%=FEAL £ T,
o FE-2RATYITRIAEBMNCLT, 2BBORIAARE
U T IEEE 802.1X §38F & Web sBeEEERAL £,

[ RIvEIUvILT, HLLWIYMUEBILET,

[HIEg | K9 V&I U LT, BELETY MUEMNRLET,
ERON—INEET BEEE, X—IBESEANAL, [Go] RIVETUYIL
TREDA—ICBBHLET,
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9 EF+aUF+
9.3.5 P7UT—2 3 VERGIEEE

9.3.5 FPIUT—YaVERERE
D1 YROUZRAWVWT, PTUS—yaVEBiEOREETL. REBERRLUE
ER

[t+2UF1 ]>[AAA]> [PTUS—YavEsIRE | 27U v 7LT, UT
D1V ROERRLUET,

FIUS—%3 VHRHE

Console default 'R
Telnet default B5
88H default g5
HTTP default £5

9'1 9 77°U/J—_:/ 3 /ulL.\uIEuQE

[FE|RIVETUYILT, UFOY 1Y ROERRLET,

FIUG—a MV ERSE

d fault
Telnet default ﬁﬁ
SSH default EE
HTTP default EE

B 9-20 77U — 3 VERAERTE (W&

[ PTUS—2a VEBEIEE | 7Y a v Tl UTO/NSA—9EBETEE
R

NSA—5 =
o714 vExRYRL o714 vARIYRDOERIZADLET,

[FE]RIVEIUYILT, BELEIY FUOBREERELET,
[BA|RIVEIUY LT, BENEERBLET,
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9 EFaUT1
9.3.6 POUT—2aVPAIIT 1 VIEE

9.3.6 FPIUT—2aVvPRAIVT1IITEE

ZDU1YROZRAWT, POUT—y3avyPhors« VI DHFREZTL., RE
EzRRLET,

[EF21UF 1 |>[AAA]> [PIUT—YavyPhYIYT 1 VIBRE]| &I YUY
JUT UFDU 1Y RUERRLUET,
R R ———

FIUE—23 VPRI >TA 24 Exec AU b
e - R S
Console
Telnet
SSH
HTTR
FTVG—23 Y FHI T4 »FAXL FARUA L
FIUs—23 . S - -
7 =T PR o [ A o r— e
I U
Telnet 15 List
S

®O9-21 POUTr—avyPhovT« VIRE

[RE|RIVETUYILT, UTFOT 1V RUERRLET,
L  ————

FTUG—23>FHIYT 1 4 Exec ARUR -
e N R S
Console
Telnet
S3H
HTTR
FTUS—23>FHIYTA »IIAX EARUR
FIUs—23 . S - -
7 =T PR o [ S o r— =
I hURE:
Telnet 15 List
CE N EE =

B 922 PFUr—vavyPhI VT 1 VIRE (RE)
[POVUT—23aYyPhorT1207 Exec ARY AL €723V TE UTD
NIA—IERETEE,

NS X—5 B=
Exec AU A~ Exec A RU AN DEBIZANDLET,

[ERRIVEIUYILT, BERSERRLET,




9 EF1UF1
9.3.6 PYUT—YavPHAYYT 1 VIRE

[PoVTr—2ayPhorT« 0OV RARVAN | B3 VTR U

DINTA—IZR/ETEXT,
NSA=5 2E
PIUr—v3ay FERIZPITUT—vavEBRUET, BRIDER[ IV
Y=IL]. [Telnet]. LU [SSH] TY,
LAY FERTFELNIVEBRLE T, BRI DEDEHEIFILAN
1~157Td,
JIYVRABRYAL FAIZIVYFARY X DOBRIZANILET,

[BA]RI>ZEIVYILT, FILLWIYMYUZEEBMNLET,

[BIBR | R >ZTIYUYIULT, BELEIV MY ZHEIBRLE T,
BROR—INFEATDHEERRF. XR—IBESEANL, [Go] NI vETIUYIL
THENR—IICBELET,
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9 EF+aUF+
9.3.7 535 EXEC MERTE

9.3.7 &%k EXEC MERE
DUV ROEBWVT, BEEEXEC DREZETTV. REBERRLET,

[EFa2UT 1 ]>[AAA] > [REEEXECDERE | 27Uy I LT, UTFDD 1Y
ROERRLET,
I ——

AAA ZZFEExec

AAA SHEEER)

R Disabled v
B Please Select v HA2 Please Select

AAA SZEEOTA >

A3 Please Select v A4 Please Select v EE
VA NG

i ot
A3 Please Select ¥ A4 Please Select ¥ ER
T U
s e P s
Name local Bl

9-23 FREE EXEC MERTE

[AAA FBEEBM | O3 VTR UTFONSA-IERETEEXT,

NS AXA—5 BE=
IR AAA SEEEIREEE L FEMICL £ T,
hFX1~KH4 CNAVIT4 0=y avIiCERTZIARYRAMERRLUE

9, BRI DEEUTODESD T,

e BU-I—HE 1 DFIOARDRBETESTEINTULERIS
N, REENEd, COAEF. BEE VAMORE
NDHERELUTIBELED,

o B -FTEECO—AIAR—TIWNRAT—REERLET,

e JJb—7 -aaagroup server AN Y RICL > TERSN
TWBH—NTIV—=#ERALET, AAATIL—TH5—
NBERRSINFEANT 1 —ILRICANDLES, CONFE
5llE 32 XFFETTY,

* RADIUS - radius server host ¥ Y RICL > TEERSN
TWBY—N\EFERLET,

* TACACS+ - tacacs+ server host AV Y RIC &k > TER
SNTLBY—N\ZFERLET,

[BA]RIVETUYILT, BEENEERBLET,
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9 EFa1YUF
9.3.7 EBEE EXEC DERE

[AAA SEEOT (Y | E72 3V Tl UFDNSXA—9ERETEET,

NSA—=5 B=
UZALE [AAA REEOD 1Y | #7Ya v TERTDIHAR YR NEE
ABDLET,
A 1~HA4 OV T4 L—yavICERIDIARAY AN EBRUE

9, BRI DEEUTDESD T,

o XL -I—HIE 1 DBHIDARDBEE TES SN TULRIT
N, RBEEENFT, COAEFE BERGE. U ~DHRE
NDERELTIBELED,

o O—AHI-RAEICO—HNILT—IRN—REFHLET,

* JJb—7 -aaa group server ANV RICL > TERSN
TWB =N IW—T%=ERLET, AAATIL—TH—
NBERRSINFEANT 1 —ILRICANDLES, CONFE
5lld 32 XFFTTI,

* RADIUS - radius server host A¥ Y RIC L > TEESN
TWBY—N\EFERLET,

e TACACS+ - tacacs+ server host AVY RIC K> TER
INTLBY—NZFERLET,

[@A|RIYEIUyILT, HLLWIY FUEBILET,
[HIg | R9vETUyILT, EELETY M UEMBRLET,
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9 EF+aUF~+
9.3.8 PAIVT 1 VIHE

9.3.8 TFAUVTAVIRE
CDD1YRIZRANT, AAAPAD VYT 1« VT DREETL. BEBERRL
9,

[E+1UF+« |>[AAA] > [PAOYF AV TRE]2TUvILT, UFD
Y1V ROERRLET,

|AAA FRIYTA 2y bO—5 ‘ AAA FRITA I DAT I AAA FRTTA IR AAA FRITA IAT
FIAN Disabled v
bak=n| A2
A3 Please Select v Az EA

924 PHO VT« VIHRE (AAAFPADIYT 1V ITRY K T—7T)

[AAA PHYIVTF A VT Ry N T—T | T2 a3V Tlh UFOISA—9%R
ECEZXY,

NSA—5 8=
FI+ILk FTI7FIWEARYURNDOEREENEEENICLET,
FX1~AX4 CNAVT4 0=y avIicERTDIARAVU AN ERIRLUE

¥, BRTBMEE [BU] [FIb—T ] [RADIUS]. &
LU [TACACS+] TF, [BL 4T vavid, BR1IED
HRIFTETTY.,

[BA]RIVETUyILT, BENESERBLET,

[AAA PADYF 1 YOV RAFL |97 ETUy ILT, UTOY 1 v Ry %R
RLED,

AAA PRI T+ 23y BD—2 | AAA FHIYT A P2 RT I ARA FH YT IEERE ABA PHIYTA X E

F AN Disabled v

A7 A2 Please Select

=} HH4 Please Select v EA

925 PAO VT4 VIEE (AAAPHOYT A VITIRT L)

[AAA PHIVF A VIV RTFL €T3V Tl UFONSA—IERET
=F7,

NS A—5 BE=
FI+ILk FTI7#IWEARYR N DOEREEDEEENICLET,
hFX1~K4 COAVIT4 0=y avIiCERTZIARV RN EBRLUE

¥, BRI BMER. [#L] [Fb—7 ] [RADIUS]. &
LU [TACACS+] TF, [BL ] AT 3V AR1IED
HRIFTRETT,
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9 EF+aUF+
938 PNIVT A VIHRE

[BA|RIVEIUYILT, BENEERBLET,

[AAAPHO VT VTEERME | 9720 Uy IULT, UTFOD 1Y RD%ER
~UET,
R

MAA TR TRy 1O—0 || AMATROYTu3ATA || AT T omeRR || A TnoLTo0RLE

URRE

AFA A2 Please Select v
A3 Please Select v A4 Please Select v EA
I b1
Name radius tacacs+ | me |

9-26 PHO VT« VITHRE (AAAPHI VT 1 VI EFRHE)

[AAAPAHDO VT« VTEEREE | ©T > a VTR UMTONSA—9%ZHET
EEXT,

NS X—5 BE

U B [AAA PHY VT« YTBIERE | A7 3 CRAT A
RUR R BEASLET,

B ~BR 4 ZOIVT1TL—va VBRI AR X N EERLE

¥, BIRTBMER [BU] [Z)—7] [RADIUS]. &
LU [TACACS+] TF. [BU AT avid, BR1IED
HRFEIEETT,

[BA]RIVEITUyILT, HLLWIYNUEBINLET,
[HIg | R9vETUyILT, EELETY MUEMBRLET,

[AAAPHAOVFT40 RN 9727V I LT UTFDD 1 Y RO%ER
mLET,
R b R ————

AAA PRI T+ 23y BD—2 AAA FHIYT A I DRT I ARA FH YT IEERE | AAA PHIYTA X

L

JAb

A A2 Please Select v

A3 Please Select 7 Hr4 Please Select 7 EA

T hUisE: 1
lﬂﬂ--ﬁ-.--------------

Name tacacs+ Bz
n [ 1] [ en

B9-27 PHOVT 1 VIRE AAAPHI VT4 VTIRYVE)
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9 EFa1YUF
9.3.8 PAIVT 1 VIHE

[AAA PHYYF 1 YOOV R [ I va VTR UTFO/SA—9ERET

=X,
NS A= BE
LA FRTIRHELNIVEBRLEY, BRI DEOHHEEL AN
I1~157TY,
Y& [AAA PHUY T« VT OAIVR | ATV a3V TERT DA
RUXBZEAALET,
A 1~HAK4 AV T4 b—yavCERTDIARAUA M EZBEIRLF

¥, BRIZEE [BU] [FI—T ] B&T
[TACACS+] TF, [BL |47 vavid, 531 COHF
FATAETY,

[BA]RIvEIVUYILT, FILLWIVHEUEEBMNLET,

[ERR 1 R9vETVUYILT, BELEIVNUZHIBRLUED,
BROR—INEET DHE>. R—IBESEAAL. [Go] RIVETIUYIL
TRENR—IICBELET,
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9 EF+aUF~+
9.4 FBEE 9.4.1 WY 1+ v VLAN HE

=3 H
oty

9.4.1 fosLd 1 =7 VLAN &=

CDU1YRIZAWT, RIEICERTDIMFIv T VLAN OFREZFTL. 8
EEZERRLET,

[Ef2UF« > [FE]>[BIF1F+IvI VLANBRE ]| 27U v ILT,
UFD™ 1Y RoERRLET,

TS A F T OVLANSE
FFEIRADIUST hUE1— b [ &=
gapai— #TM— A2 RVLAN 4Z BVLAN ID (1-4094) T2 )L MVLAN F 25 )L MVLAN ID (1-4094)
[+ [Giti1_v| [Disabled v | [Disabled v |
EE
1w MSEE
I O I T =77
Gi1/01 1 Authorized
Gil/02 1 Authorized = ==
GI1I0/3 1 Authorized — —
Giti0/4 1 Authorized — —
Git/0I5 1 Authorized — —
Git/0/6 1 Authorized — —
Giti07 1 Authorized — —
Giiois 1 Authorized —_ —_
Giioi9 1 Authorized —_ —_
Gi/ono 1 Authorized —_ —_

& 9-28 DIL\DIE9 1772y 7 VLAN Eﬁﬁg

[REES1+Iv T VLANRE | €723V Tl UFONSA—9EBETE
£9,

NSIA—5 2E

£¥d RADIUS RADIUS P hUE1—hDRIFANZEM I FEMCLE

PrUEa1—-+ EB

FtER— b -8 THR—-b | ERTIR—-bZBRULET,

7°Ak VLAN TN VLAN ZBRERFENCLE T, BRICLIBE.
RARMBT XS VLAN \DRIAARE7 T ERAAFITSNE
ED

7ZK VLAN ID T XK VLAN ID ZABDLET, &#HEIEX 1~4094 TY,

77 #ILk VLAN T7#)Ub VIAN ZBREFENCLE T, [EBCRILES
NIcRA RS, F1F 3 v T VLAN BEENE MBS XS
RALDI =5y b VLAN MER RS, T72)IL b
VLAN [CEIDHTBNET,

77 =)Lk VLAN ID 774Uk VLAN ID ZAAULE T, &EEIL 1~ 4094 T,

[@FE K9 vEIUYILT, BENSERRBLET,
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L] R NAY

e E—

1% |15 chars |
7—417’—4‘?755)77@ hars |
ik -

09547 ® LAFL0Y O WEDS

P

13-16 O % RCP H—N\ANN\Ny TP v’

UTFDNSA - ZH/ETEET,

NSA—5 EE
RCP 4 —/\NIP RCPH—NDIP P L RZANDLET,
1-9& RCP #EHRNDI—YEZANLEY, BRIlE 32 XFETTI,

FARAT14X—v3ay O7 771 I EREITDRCPH—NLDT 1 AT 1+%—V3

271 VYINREBRZANLET, CDT1—ILRF 64 XF&ETT
ED
ao8947 RCPH—NICNYIPvT 20091 TZ2BRLET,

o YAFLOD -YRFLOT7HNYIPyvILET,
o WBOTJ-WBOIJENYIFPYILET,

[Ny DOPvT|RIv%ETVUYIULT, Ny IPvT%ZRALET,
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13 Y—=ILIN—
13.2.4 Ping

13.2.4 Ping

ZDU1YRIZAWVWT, T4 AT 1RX—¥ 3V Pv4/IPv6 P R R FTclF R X
AYVBICPiIng LT, Ry hT—U8#HZETAMLET, Ping YT TR,
PIERAUR S EBRATEET,

Y—JLIA—T[Y=IU]>[Ping] E7U v ILT, UTFOY 1Y ROERRLE
R
L ——

PINg P AL A
ACL &R DA 2
[BRUT<E=L | Add v B
s
IPv4 Ping
o sorunrRLA —
e
prge (1259 T
sz —
s
1Pv6 Ping
o 5 rReTEL
e
PingIEIZ (1-255) O ==
ST —
s

13-17 Ping

[Ping PO EATS A €73V Tlh, UFDNSA—9&BETEET,

NS x—5 =
ACL &5 BAT? ACL DEMEASNLET, SHlld 32 XFETTT,
[BRLTL BV, |RIVETUYILT, URMHBEE
#0ACL BBRLET,
Povav EFTBFIVaVvERRUET, BRI HMEE [EN] B
U[IYU7]TY,

[BA]RIvEIUYILT, BRLUELZI7E/RAOYMO-IVYRMZERLE
9,




13 Y—=ILIN\—
13.2.4 Ping

[IPv4 Ping]l T2 3V Tl UTFONSA—IZHRETEXT,

NS AX—5

=

=Ty kIPVAPRL R

FART14Xx—Y3aVIPvA PRUVREERBLUANLE
EP

RX12&

TARTARX—Y 3V XA VEEBREIUANLET,
INIF 255 XFXTTT,

Ping E1%

DD 1Y ROTRELR IPvA 7 RLRIC Ping Z&{79 %
O#ZEANDLEYT, &HElE 1~ 255TT,

[BIR] FTv IRy IREFVCUIBE. 7075 L%F
IEF2FE T, 8EL IPv4 7 R RITICMP Echo /Y7 v b
ZRELERITE T,

FALFPI

Ping Xy E—YDIA L7PD NEEZANDLET, /N7y b
M T TEEUVEBRIC IPv4 7 FLU XA ZBRETE RS
&, Ping /\7 v bIREESNF T, &EEIFE, 1~998TT,

V—RIPVAF7 KL A

V=X IPVA P RUVRAZANLEYT, X1 v FCTEEAD IPv4
PRLUZDEIDETONTUNDHEEE. EZN5E0 1 DZA
ANTEEXT, AALKIPv4 7RV R(E, UE—BFRAKMTE
BENd/1\Ty bDY—XIPv4 7 RLVREUTERSNE
ED

[BEtE | K9 >%ZT Uy IUT, IPv4 Ping ZRIBL Y,

[IPv6 Ping] T7 >3 v TlEk UTDINTA—IERETEET,

NS AX—5

8=

=79k IPv6e PRL R

TARAT4X—=Y3VIPv6 7 RUVRZBREIUVANLE
ED

RX12&

TARTAX—Y 3V R VEEBREIUANLET,
CNIE 255 XFETTY,

Ping E1%

DD Y RUTHRELR IPV6 7 FLX(C Ping 579 2
O#ZEANDLEYT, &HElL 1~ 255TT,

[BIR] FTv IRy IREFVCUIBE, 7075 L%F
IEFDFE T, BEL IPv6 7 RLRIC ICMP Echo /Y7 v b
EREURITET,

SF1LF7PUL

Ping Xy E—YDIA1 L7PD CHEZAALET, /N7y b
M T TEEULEBRIC IPv6 7 FLU XA ZBRETE RS
&, Ping /\7 v bIREESNF T, &EHEIFE 1~998TT,

V—ZAIPv6 PFL R

V=R IPv6 PRUREZANDLET, X1 v FICEED IPv6
PRUZAAEDHTOENTUVDESIE, EDO5ED 1 D2&FA
ATELXT, AALEIPv6 PRLURIE, UE—FKRABMTE
BEEINdINTYy bDY—XIPv6 P RLUREL THERASINE
ED
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13 Y—=ILIN—
13.2.4 Ping

[B& | R9 V&I U I LT, IPv6 Ping ZBIIALZ .

[IPV4 Ping] /\5 X— 9 & BRBLUANL, [BIE]RIVETUYILT, I
TO 1Y ROERRLET,
L ——

PingFZItzA05 A
ACL &L FHTaz
| ERuccEzn]  [aw o] e
s e —
IPvd PingFsE

Rep\y fr’um

1] 97.168-100.254, t\me(lﬂms
2] R from 182.168.100.254, time<]0ns
3] Rep\y from 192.168.100.254, (\me<l[lms
4] Reply from 192.168.100.254,
Ping Statistics fo
Packets: Sent = 4, Received = 4, Lost = 0

[ L Il B3 |
1Pv6 Ping
0 s neuriLA
ot
PingEI (1-255) O emm
sPn R
P I

13-18 Ping (&%)

[Stop] K9 >ET YU v I LT, Ping Z7ORREEFEILLLET,
[BBR9v%ETVUYILT, BIO [Ping] V1 Y RIICRD T,

[BIRLTLEE, [RIVETUYILT, UFOY 1Y ROERRLET,
CACCPZEADAF

T hUsEE: 2
I N S 2
S-IP-ACL EEIP ACL
11000 S-IPE-ACL EEIPvE ACL

] [ K [
——

13-19 Ping (BRL TLEELY,)

BHOR—INFEETDHERF. R—IBESEAAL, [Go]|hIVvETIVUYIL
TRENDR—IICBELET,

[OK] N9 v&ZTIUy LT, BRULZIJE/RAIYMO—-ILYR M ZERLE
ED




13 Y—=ILIN\—
13.2.5 hL—=RIL—k

13.2.5

cL—RIb—F

CDT1YRUZAWNT TART1x—3 YV IPv4/IPv6 7 U RXTIE R X
TVBNDI—bZFLV—RULT, Ry hT—T&EHEETANUET,

Y= UN=T[Y=I]>[ FL—RI—F | ETUYILT, UFOT 1Y RY

ERRLET,
I S ———
IPv4 b L—Zb— b
o PR —
B
soxm 1259 T
LR
54175 105539 —
F0-FF>/(— (1-1000) s
IPV6 L —Zb— b
o werELR
RAA 2%
merm 1ass C—
T (165535)
G 577 b (165535) B e
9Tt o s

13-20 FL—=RIL—F

[IPv4 RL—2Z)b—k [ £7¥ 3V TR UFONSA—IERETEET,

NSA—=5

=

IPVA7RL A

TARTAX—Y3YVIPV4 P RUREZBREIUVANDLE
ED

RX12&

TARTAR—Y 3V XA VBEBRELUVANLET,
NI 255 XFETTI,

ERATTL

FU—ZW—HFUTJITXEDTTL (Time-To-Live) DEwATE
EANUET, NlE. fL—RIb—b/INVoy EAEBTE
BIW—FDEAETI, fL—RIb—bFTVavid, 200
EBEORY NT—TINRZBRRIDESCEBLET, &
&, 1 ~255/Kv T,

R—b

h—hBSZANLET, &HEE 1~ 65535 T,

FALPI

UE—MEENODINBZFROBRNDI 1 L7 U NHBEZAN
LEY, &#EIL. 1~655358Td, T74IKI5HT
ED

7J0-7+vN—

7O0-7894 LO¥=EAALET, EHEIF 1~ 1000 T,
TI7# VMBI 1 T,

[BBA | RIVET U ILT, IPv4 FL—R)b— EBIBLET,
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13.2.5 kL—ZRIL—k

[IPV6 FL—RI—h [ E7¥ 3V TR UTFONSX—9EBETEET,

NS AX—5

=

IPv6 7L A

FART14Xx—3aVIPv6 PRUREERBELUANLE
EP

RX12&

TARTARX—Y 3V XA VEEBREIUANLET,
CNIF 255 XFXTTI,

RATIL

FL—ZI—FUTIRASDTTL DERAEZANDLET, &
nig& fLU—=XIb—rNoy FHBBTE DI —FIDERA
TY, PL—RIV—FFTVavid 2 DOOEBEO=XRY b
T—ONRERRITDEECBBLUET, &EHHEIE, 1~ 255
Ry T,

R—k

R—hBESZEANLET, &HEIE 1~ 65535 T,

F1LFPIL

UE—MRENODINBZRFOBRDI 1 L7 U NHABEZAN
L&, &#HEE. 1~655358TI, 77x)LEESHT

ED

J0-T+viN—

J7O0-T7894 LD ZEAALET, &EIF 1~ 1000 T,
TI7# VMBI 1 T,

[BAtE ] RO vZETVUYILT, IPv6 bL—RIL—hZRBLE T,

[IPV4 FL—ZIb— b | N5 A—9EBRELUAAL, [BIHE]RIVETU Y
LT, UFOY 1Y ROEERLET,

I S ———

IPvd b L—ZJL— MER

(17 <10 ws [192.768.100.254]

Trace complete

E3

IPv6 L —ZIL— b

® IPVEFRLZ
R 2
EARTTL (1-255)
7R— b (1-65535)
& LT I~ (1-65535)
FO—JF 24— (1-1000)

[ol]

|

13-21 bL—RIb—bF (SR

[R2 ] RIVETUYILT, BID[ RL—RI—b |94 Y ROCEDET,
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13.26 Utvhk

13.26 Ytvh

CNV1YROZRVWT, RAyFOY IR 7V T4Tb—avNIHEH
BROENOUEY hZRBLET,

Y—IUA=T[Y=IL]>[UEYr | ETUvILT, UFOD 1Y ROERR
LET,

Ty hEN. BEELET.
whEn, BERLFT. JOATI = HIPF FLAZULEY MIRDSEBALET.
v hEf. BEBULEEA. COATTaYBRSyFIBERE Uy MIRD S LET. | ER

13-22 Uty b

UTFD/INSA—9 & BETEET,
NS X—5 =

Uty k UFOLWTNADUEY N4 7Y a v EBRLET,

o [Ty FRTEEFRECUtY baN, BEBLET, |

o [R1yFRTEBERRECU Y F SN, BEBLET,
CDFATavIZIPPRLAEVEY FEEHMSBRINUE
Fo |

o [y FRTEHERECUEY F SN, BEBHLEY
hio TOATVAVERT v FVIEREY Y F 2D
SIHMLET, |

[BA]RIVEIUYILT, THEEHEREAOUEY EBBLET,
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13 Y—=ILIN\—
13.2.7 VAT LB

13.2.7 Y RTLEEE

DUV RIEABAVNT, A1 YFOBESERELET, RENDBREEX/-IE
B VY BEICTONEFLWIY I« L—ya VEERE, RESNTULRIEIN
F. £Hnxd,

Y—IUN—T[Y=IL]> [ YRATLBEEE ]| 27Uy ILT, MFOY YR
ERTLET,

AT LBEH

IFTEFLTELZLNTTE? @ FW No =28
FEEFEFLRVES, Oty 3T TOEREREDNET.

13-23 Y AT LB

[BW] AT YarvzBRULES BEBIDETICEESNLHLLWIY T«
TU—yavhRESINEd,

[No] 77y 3 vEBRLUIBGSE, BEEBIDIHETICEESNFHFLLWIVY T 1T
L—y3aVEERSNET,

[ BiEE | R9vEIVUY I LT, BEeghEmiLED,
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13.3 S5

Web Ul DEEZBIRLE T, 772 TE REBEHAEFEZBIRTEEXT,

UTFICRI LS, SEZERUET,

English
SF:=

& 13-24 =58
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13 Y—=ILIN—
13.4097P9h

Y=ILN=T[O9FPI k| FT7vavzTUvIULT, X1y FDO Web Ul H
5077 LET,

© T O4 = Administrator, ... B 0777

L]

13-25 077k~
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14.1 802.1X
— A\ '__
% - D ATFLO00—&
14.1 802.1X
ID 07 DE BEXE
1. | 4Ry b DOBE : 802 1X RBEEICHINL = LTz, B

O7 X vE—Y :[802.1X](<method>) Authorized user <username>
(<macaddr>) on Port <portNum> to VLAN <vid>

INSXA—IHE :

method : O—AJL&E7(d RADIUS ZRLUEF T,

username : s8aE9 21—,

macaddr : FBEET DEEDN MAC P RL X,

portNum : X1 v FOR— ~ &S,

vid : a9 VLAN ID,

2. | ARV DOBEE : 802. 1X FBIEICKML F U Tz, TR
O XvwE—Y :[802.1X](<method>)Rejected user <username>
(<macaddr>) on Port <portNum>

INTA—ITHRE ;

method : O—AJLF7IE RADIUS ZRULEF T,

username : BaE9 21—,

macaddr : BREET DEEN MAC P R X,

portNum : X1 v FDR— ~&ES,

3. | ARV NOBE : 802 IXBEET —T WA TIRDT, FHTLWPRLURZRITE |FER
Ft Ao

O7 X vE—Y : [802.1X]Rejected <macaddr> on Port <portNum> (auth
table was full)

INOA—THE :

macaddr : SR TDEREND MAC PR X,

portNum : 21 v FDR— hES,
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14.2 AAA
14.2 AAA

ID O DE EXE

1. [ ARV NOBIE : 091 VICHIILE U . B
O7 X vE—3 : Successful login through <Console | Telnet |
SSH>(Username: <username>, IP: <ipaddr | ipvbaddress>)

INTA—THE

ipaddr : IP 7 FL X,
username : 1—H%%,
ipvbaddress : IPv6 7 KL X,

2. |[ARVEOBE : 071 VICKBULELUT. J—-Zv7
O2'Xvt&—¥ : Login failed through <Console | Telnet | SSH> (Username:
<username>, IP: <ipaddr | ipv6address>)

INIA—THE

ipaddr : IP 7 FL X,
username : 1—H&,
ipvbaddress : IPv6 7 KL/ X,

3. |[ARVEOBE : 0T 7Y R LEUT 5
O7'Xv+t—3 : Logout through <Console | Telnet | SSH> (Username:
<username>, IP: <ipaddr | ipvbaddress>)

INSA—IHE .

ipaddr : IP 7 FL R,
username : 1—HY8&,
ipvbaddress : IPv6 7 FL X,

4 [ARVENOBE : By yavAI1LAPIMLE LT, B
O Xwt—3Y : <Console | Telnet > session timed out (Username:
<username>, IP: <ipaddr | ipv6address>)

INTA—IHE ;

ipaddr : IP 7 FL R,
username : 1—H%8&,
ipvbaddress : IPv6 7 KL X,

5. MRV ~OBE : SSH Y —N\DBRICHRD & LT, B
O2 X vt—3 : SSH server is enabled

6. | IRV DOBIE : SSH Y —N\WERHICBRD L LT, =
O7 Xvt—3 : SSH server is disabled

7. | ARV SOBE | BEERY Y—hEMCRDEL . B
O2 X wv&—3 : Authentication Policy is enabled (Module: AAA)

8. | IRV DOBE : IR Y —DEHWCARDFLUT, B
O7 X wt— : Authentication Policy is disabled (Module: AAA)

9. [IRYVNDOBE : AAAY—NIALAFPINFRFRBEYRIV I TL—Y3vD |T—ZV7
feHlcOT 1 VICKBRLUE LT,

O7 X wt—Y:Login failed through <Console | Telnet | SSH> from <ipaddr
| ipvbaddress> due to AAA server <ipaddr | ipvbaddress> timeout or
improper configuration (Username: <username>)

INTA—IHE ;

ipaddr : IP 7 FL X,

ipvbaddress : IPv6 7 KL X,

username : 1—HY%,
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14.2 AAA

07 e

10.

ARV b OE . AAA DO—HIVEREET, BEAFRL T, FicldY—/\REF T, BE
SEROBITHIHINLE LT,

07 X v+t—3: Successful Enable Admin through <Console | Telnet | SSH>
from <ipaddr | ipvbaddress> authenticated by AAA <local | none | server
<ipaddr | ipvbaddress>> (Username: <username>)

INIA—THE .

local : AAA O—AIVEREEIC &L D EBEEREZBITLE T,

none : AAA R L CEBEEREBITLET,

server : AAA B —N\REEIC LD EBEEREBITLET,

ipaddr : IP 7L X,

ipvbaddress : IPv6 7 FL X,

username : 1—H'&,

ARV SOBE  AAAY—NIA LTP DM ERETEYRIVY T T L—23 VD

feHICEBEERDOBITICKKMLE U,

O7 Xvt—¥ : Enable Admin failed through <Console | Telnet | SSH>
from <ipaddr | ipvbaddress> due to AAA server <ipaddr | ipv6address>
timeout or improper configuration (Username: <username>)
INSAX—IHE :

ipaddr : IP 7L X,

ipvbaddress : IPv6 7 KL X,

username : 1—H%,

12.

ANV~ OBE | AAA O—DIVEREEETIE AAA B —/\FREEC L 2 EEBERDOE
TICKRMLFE LT,

O Xvt—3 : Enable Admin failed through <Console | Telnet | SSH>
from <ipaddr | ipvbaddress> authenticated by AAA < local | server <ipaddr
| ipvbaddress>> (Username: <username>)

INSA—THE :

local : AAA O—NIVEREEIC L D EBEEERZBITLE T,

server : AAA H—N\REFIC K D EEEERZBITLET,

ipaddr : IP 7 L X,

ipvbaddress : IPv6 7 FL X,

username : 1—HY8&,

O—-ZvJ

13.

ARV~ OHE | AAA DO—HIVEREET, RERL T, &Ficldv—/\REEc. 07
1 VICHLE U

O7 X vt—¥ : Successful login through <Console | Telnet | SSH> from <
ipaddr | ipvbaddress > authenticated by AAA <local | none | server <ipaddr
| ipvbaddress>> (Username: <username>)

INOA—THE :

local : AAA O—HILRIEBEL T,

none : BREERLEIBELE Y,

server : AAA B —N\REEEIEELF T,

ipaddr : IP 7 KL R,

ipvbaddress : IPv6 7 FL X,

username : 1—Y&,

B
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14.2 AAA
ID 07 OiE ERE
14| ARV S OBE | AAA O—AIVFBEEEcIF AAA Y —NEREECL 20T 1 VICKK | T—ZvD

LEULT,

07 X v+t—¥:Login failed through <Console | Telnet | SSH> from <ipaddr
| ipvbaddress> authenticated by AAA <local | server <ipaddr |
ipvbaddress>> (Username: <username>)

INSA—IHE .

local : AAA O—HILRIEBEL & T,

server : AAA Y —/N\RIEZEEBEL £

ipaddr : IP 7KL X,

ipvbaddress : IPv6 7 KL X,

username : 1—Y&,
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1.2.1 ARP
ID 07 DHRE BEAE
1. |1 RY MOBEE : Gratuitous ARP TE& IP #&HLUFE U7, J—=—v7

O X vt—3 : Conflict IP was detected with this device (IP: <ipaddr>, MAC:
<macaddr>, Port <portNum>, Interface: <ipif_name>)

INSA—THE :

ipaddr : ERTOEEEEBLTLSD IPPRL R,

macaddr : ERPOEBEEETD IP 7 RURERFDEEBED MAC P RLU X,
portNum : 1. B¥fE, 2. EBORER—-FESEZXRLET,

ipif_name : & IP 7 FLURERDRAA v FDA V5 T T —RNDEHi
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14.3

I:Ill..\l:IIE (2 ATY 7)

07 DELE

IRy h@ﬁ% (2 ATV TERREHCHINL & U,

O7 X vE—Y : [<step-mode>] (<method>) Authorized user <username>
(<macaddr>) on Port <portNum> to VLAN <vid>

INDA—IHE :

step-mode : 2 AT v TRIAE—FERLUET,

method : O—AJL&F7IE RADIUS ZRULEFE Y,

username : BT 21—,

macaddr : SBEFT 2EED MAC P KL X,

portNum : X1 v FDR— &S,

vid : 893 VLAN ID.

ARV bOHE | MAC-WEB FREEICKBLE Ui,

O7 X vE—3: [MACWEB] (<method>) Rejected at MAC auth <macaddr>)
on Port <portNum>

NSIA—THE :

method : O—AJLF7[F RADIUS ZRULF T,

macaddr : REET 2EEND MAC P RL X,

portNum : X1 v FDR— +&ES,

ANV DOBE : MAC-WEB SBaEICKL & U e,

O X vt—Y : [MAC-WEB] (<method>) Rejected at WEB auth user
<username> (<macaddr>) on Port <portNum>

INSA—THE :

method : O—AJL&7lF RADIUS ZRUEF T,

username : EESN 1Y,

macaddr : FREETDEED MAC P RFL X,

portNum : X v FOR— &S,

ANV~ DOFE : MAC-802.1X SREEICKM UL E LT,

O Xvt—Y : [MAC-802.1X] (<method>) Rejected at MAC auth
<macaddr>) on Port <portNum>

INTA—THE :

method : O—AJL&7IE RADIUS ZRULE T,

macaddr : SBEETDEEDN MAC P KL X,

portNum : X1 v FOHR— &S,

ARV bOBE : MAC-802.1X FREEICKBLEF LT,

O7XvE—Y : [MAC-802.1X] (<method>) Rejected at 802.1X auth user
<username> (<macaddr>) on Port <portNum>

INSA—THE

method : O—AJL&F7IE RADIUS ZRULEF T,

username : EEENLI—,

macaddr : FREETDEED MAC P KL X,

portNum : X4 v FOR—~&ES,

ARV~ DOEEE : 802.1X-WEB FBEECKB UL &E U T,

O7 X vE—Y :[802.1X-WEB] (<method>) Rejected at 802.1X auth user
<username> (<macaddr>) on Port <portNum>

INDA—THE

method : O—AJLF7[F RADIUS ZRUF T,

username : BE SN I—H,

macaddr : REAETDEED MAC P RL R,

portNum : X1 v FDiR— ~ES,
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07 e EXE

ARV~ DOBHE : 802.1X-WEB FREECKB UL & UTco PR =
O Xy tE—Y :[802.1X-WEB] (<method>) Rejected at WEB auth user
<username> (<macaddr>) on Port <portNum>

INSA—THE :

method : O—AJL&7IF RADIUS ZRUEF T,

username : EE NI,

macaddr : REETDEED MAC PR X,

portNum : X1 v FOR— &S,

420
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14.4 BPDU #i—RK

07 niEE

ARV ~DOWE : BPDU P v IRFEELE LT,

O7 X vt—3 : Port<portNum> enter BPDU under attacking state (mode:
drop / block / shutdown)

INTA—THE

portNum : iR— h &S,

mode : BPDU DIRFEDIARE,

ARV DOBE : BPDU P9 v IhoBEEOELE U .

O7 % vt— : Port <portNum> recover from BPDU under attacking state
automatically

INSA—THE :

portNum : iR— ~ &S,

ANV OHE : BPDU PP v I BN a7 IEELE L.

O7 X wE—Y : Port<portNum> recover from BPDU under attacking state
manually

NSA—SIHE .

portNum : R— &S,
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07 niEtE

ARYVEOFHE : OV ROJIRE

O7 X vE—Y:"<command-str>" executed by <username> from <line>[, IP:
<ip-address>]

INSA—IHE .

username : COINY RZERTFTLUIPHI Y b E,

command-str : EBCETEN, RAvFOIV I« T L—y3avaEELRLIV
v RXF,

line: SONSA—=FE, COOAVY RERGFULS I VE—RERLEY
(console. telnet, SSH 7% &),

ip-address : (A7'v3v) OVY RAUE-MHERTAASNIGE (telnet.
SSHRE), TONSA—IHRUETT,
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1.5.1 V7 140Lb—23>v/TJ7—LIIF

1.5.1 AVT7140L—23y/T7—LDI7

07 DEE

ARVENDBE : J7—LDIFDFPvITIL—RCHHLEL
O Xv&—Y : irmware upgraded by <session> successfully (Username:

<username>[, IP: <ipaddr>, MAC: <macaddr>], Server IP: <serverIP>, File Name:

<pathFile>)

INTXA—IBE :

session : I—Yntvyay,

username : BEQOT A v 1—HYERLE T,
ipaddr: 754 PY M IPPRLRAZRLUET,
macaddr : 75147~ MAC P RLRERULET,
serverlP : —/VIP PRL X,

pathFile : ¥—NEDNZXET 71 IV,

ARVEDOBE : T7—LVIFPDFPvITTL—RICKRBLFE LT,
O Xv&—Y : Firmware upgraded by <session> unsuccessfully (Username:

<username>[, IP: <ipaddr>, MAC: <macaddr>], Server IP: <serverIP>, File Name:

<pathFile>)

INTA—THE .

session : A—Yntvray,

username : BENOT (1 VI1—-HYEXRULE T,
ipaddr : 7354 7Yk IP PRLRZERLET,
macaddr : 751 7>Y bk MACPZ RLRERULET,
serverlP : —/INIP PRLU X,

pathFile : ¥—NEDNZXET 71 IV,

ANVEDOHE : 77—LDIPD7 vy’ O0-RICHNLF LT,
O Xw&—3Y : Firmware uploaded by <session> successfully (Username:

<username>[, IP: <ipaddr>, MAC: <macaddr>], Server IP: <serverlP>, File Name:

<pathFile>)

INTAXA—IHE .

session : I—HYntEvyay,

username : BEOOJ 1 v 1—H%2RKUET,
ipaddr : 7347V IPPRLRERLE T,
macaddr : 7517~ MACPZ RLRERLET,
serverlP : b—/VIP 7 RL X,

pathFile : ¥—N\EDNRET 7 1 IV,

E

ARVEDHE : J7—LDTPO7 v’ O0—-RICKBLE L.
O7 Xvt—¥ : Firmware uploaded by <session> unsuccessfully (Username:

<username>[, IP: <ipaddr>, MAC: <macaddr>], Server IP: <serverIP>, File Name:

<pathFile>)

NS A—IHE .

session : I—YnDtvyay,

username : BEQOT A VY 1—H¥ERLET,
ipaddr: 7317V M IPPRLRERLET,
macaddr : 7314 7Y b~ MACP RLRZRLFT,
serverlP : U—/NVIP 7 RL X,

pathFile : Y=/ EDNZXET 71 IV,

-y

423



14 4% - AT L0O00—&
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a7 nE

ARVENOBE : AV 7140 L—vavpdoryO—RCEILE LR,

O7 % vE—3 : Configuration downloaded by <session> successfully. (Username:
<username>[, IP: <ipaddr>, MAC: <macaddr>], Server IP: <serverIP>, File Name:
<pathFile>)

INTA—IHE ;

session : I—YnDtvyay,

username : BENOT A Vv I1—-HYERLE T,

ipaddr: 754 PV~ IPPRLRAZRLET,

macaddr : 7314 7PYk MACZ7RLRZRLET,

serverlP : 4—/INIPPRLU R,

pathFile : ¥—NEDNRET 7 1)L,

ARVIOEE : OV 7140 L—vayvndorvd—RCERBLUE LU,

O7 X vt—3: Configuration downloaded by <session> unsuccessfully. (Username:

<username>[, IP: <ipaddr>, MAC: <macaddr>], Server IP: <serverIP>, File Name:
<pathFile>)

INTA—IBE :

session : I—H¥Dtvy 3y,

username : WENOT A v I1-HERLET,

ipaddr : 7347V IPPRLRZRLE T,

macaddr : 7514 7>Y b~ MACP RLRERLET,

serverlP : —/VIP PRLU X,

pathFile : ¥—NEDNZXET 71 IV,

ARNVENOBE : VT4 L—vayvO7Py2’0—-RICAHILE LU,
O2'Xvt—3 : Configuration uploaded by <session> successfully. (Username:
<username>[, IP: <ipaddr>, MAC: <macaddr>], Server IP: <server|P>, File Name:
<pathFile>)

INTA—IHE .

session : A—HYnDtEvyay,

username : BEMOT 1 v 1—HY%EXRULFE T,

ipaddr : 754 PV IP PRLURERLET,

macaddr : 7514 7PY~ MACP RLXZRULE T,

serverlP : b—/VIP 7 RL X,

pathFile : ¥—N\EDNRET 7 1 IV,

B

ARVEOBE : V714 L—vavOFPyO—-RICEBUE L,

O7 Xwv+t—¥ : Configuration uploaded by <session> unsuccessfully. (Username:
<username>[, IP: <ipaddr>, MAC: <macaddr>], Server IP: <serverIP>, File Name:
<pathFile>)

INSA—IHE .

session : I—HYntvyay,

username : BEMOT 1 Vv 1—HERULE T,

ipaddr: 73147V~ IPPRLRZRLE T,

macaddr : 75147V~ MACP RLRAZRLET,

serverlP : —/IVIPPRLU R,

pathFile : ¥—NEDNIET 7 1L,
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a7 nE

ARV EOBE  KADIATDIT7AILDIT o rO—RICERBLUEL.

02X vt—3: Downloaded by <session> unsuccessfully. (Username: <username>[,

IP: <ipaddr>, MAC: <macaddr>], Server IP: <server|P>, File Name: <pathFile>)
INSA—THE ;

session : I—HYntvyay,

username : BEQOT A Vv I1—H¥ERLET,

ipaddr: 734 PV IPPRULAZRLET,

macaddr : 73147k MAC 7 RLRZRLET,

serverlP : 4=V IPPRLU R,

pathFile : =N EDNZXET 71 IV,

10.

ARVEDOBE . O XA vE—YD7v7’'O0—-RICHHLFE LT,

O7 % vE—Y : Log message uploaded by <session> successfully. (Username:
<username>[, IP: <ipaddr>, MAC: <macaddr>])

INTA—THRE

session : I—H¥DEv¥ 3y,

username : REOOT 1 v 1—HYERLET,

ipaddr: 734 PY M IPPRLURAZRLUET,

macaddr : 7517~ MACZ FLRAZRLE T,

11.

ARVEOBE : O XvE—YNP v 70— RICKRBLELT,

O Xvt—¥ : Log message uploaded by <session> unsuccessfully. (Username:

<username>[, IP: <ipaddr>, MAC: <macaddr>])
INSA—IHE :

session : I—Y0tEv¥ a3y,

username : BEMOT A v I1—H¥ERULET,
ipaddr: 754 PV IP PRLURERLET,
macaddr : 7514 7Y~ MACPZ FLRZRLZET,
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14.6 DAD

07 niEE

ARV ~OE : DUT A DAD BIRICEE 7 L X%&FD NS (Neighbor
Solicitation) XvtE—Y%#ZELOTOTZEMNLEFT,

O7 X vt—3 : Duplicate address <ipvbaddress > on <interface-id> via
receiving Neighbor Solicitation Messages

INSA—IHE :

ipvbaddress : XA N—BFEX v E—ID IPv6 PRL X,

interface-id : R—bA V9T T—R D,

ANV b OBE : DUT A DAD HiIRICEE 7 R L XZHD NA (Neighbor
Advertisement) Xy E—Y%ZZELLOTOTZENLET,

O7 X wv+t—¥ : Duplicate address <ipvbaddress > on <interface-id> via
receiving Neighbor Advertisement Messages

INTA—THE

ipvbaddress : RAN=FP RNFA XXy E—=ID IPv6 P RL X,
interface-id : R—b1v9 71— D,
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14.7 DDM

ID 07 NEE EAE

1 [ARVIRE V-V RMEZBR I SFP NS A—IBHDFT, v
O7 X v+t—3 : Optical transceiver <interface-id> <component> <high-low>
warning threshold exceeded

INSA—IHE :

interface-id : R— b1 Y97 T—X D,

component : DDM BB 1 7' UTOLWITNADTIEEMAHD F T,

mE

HIGERE

N1 P RER

EENT—

RE/INT—

high-low : EIREME 7z (3 TR E,

2. [ARVIMRE  P5—LBMEEBATCSFP NS A—IDHDFET, JUT 1A
07 X v t—3 : Optical transceiver <interface-id> <component> <high-low>
alarm threshold exceeded

INTA—ITHE .

interface-id : R—b1Y97—X 1D,

component : DDM BfBS 1 7 UMTOWLWITNADTIEEEN®HD F T,

mE

HIGETE

NP RER

RE/NT—

ZE/NT—

high-low : EERBAE 7z (3 T EREGE,

3. [IRVNRE : V-V JRENSOELE SFP NS XA—INHD FT, -7
O X v E—¥ : Optical transceiver <interface-id> <component> back to
normal

INSA—THE :

interface-id : R— b1 v97T—X D,

component : DDM BIEY 1 7' UTFOWITNADTREEMNHD F T,

mE

HHEERE

INA P REBR

EENT—

ZENT—

427



14 48 - VA7 L0O00—E&
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ID 07 NEE ERE

1 [AIRVIMEE YT LOBGBMNBIS—ARELEDT, YRATLEBEELET, F2
O7 X wvE—Y : System re-start reason: system fatal error

2. | ARV SOBE : CPUBISMMRELT=DT, YRATLEBEBHLET, g2
O7 X vE—3 : System re-start reason: CPU exception
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14.8 DHCPV6 51 P2~

14.8 DHCPv6 73172k

ID 07 NEE
1. [ARVEDOBE : DHCPV6 I 51 PV A VI T I —ADEBEDREANBLLE | B
L,
O2 X wvt—3 : DHCPv6 client on interface <ipif-name> changed state to
[enabled | disabled]
INSXA—IHE :
<ipif-name>: DHCPv6 731 PV b1 V5 T T —ADEHI,
2. |[ARYNOBE : DHCPv6 751 7Y hH' DHCPv6 H—/\h'5 IPve 7 KL R EHL | 1B3R
BuLxLT.
07X v+&—3 : DHCPv6 client obtains an ipv6 address < ipvbaddress > on
interface <ipif-name>
INSA—IHE .
ipvbaddress : DHCPv6 B —/\HhBEEL T IPv6 7 FL R,
ipif-name : DHCPv6 751 7Y b+ V8 7 1 —RDEHi,
3. [ ARV FOBE : DHCPv6 H—/\WBOEUSEL T IPv6 P FLRADEH #HBLEL | BR
Tco
O7 Xwt—Y : The IPv6 address < ipvbaddress > on interface <ipif-name>
starts renewing
INSA—THE :
ipvbaddress : DHCPv6 H—/\MBEEL 7z IPv6 7 R L R,
ipif-name : DHCPv6 7514 7Y b1 V8 71— XDEH,
4. | ARV S DOBE : DHCPv6 Y —N\HBEEBLT IPv6 P FLZADEFHICHINLEL | B3R
feo
O XwtE—3 : The IPv6 address < ipvbaddress > on interface <ipif-name>
renews success
INSA—IHE :
ipvbaddress : DHCPv6 H—/\h\SEE Lz IPv6 P KL R,
ipif-name : DHCPv6 751 7Y b Y8 7 T —ANDEHI,
5. | ARV NDOBE : DHCPv6 B — N\ BB L IPv6 P RLADBNI VYT« VD | B
ZRIBLE LT
O Xvt—3 : The IPv6 address < ipvbaddress > on interface <ipif-name>
starts rebinding
INSA—THE :
ipvbaddress : DHCPv6 H—/\WSEE Lz IPv6 P KL R,
ipif-name : DHCPv6 751 7Y ko V8 T T — XD E&H,
6. |1 XY ~DEE : DHCPv6 B—/\hOEBULT IPv6 7 RLRDBNA VT« v7 | 1B
CHINLE LT,
O7 X wt—Y : The IPv6 address < ipvbaddress > on interface <ipif-name>
rebinds success
INSA—IHE :
ipvbaddress : DHCPv6 —/\hoEE L IPv6 7 KL X,
ipif-name : DHCPv6 751 7Y b+ V8 7 1 —XDEH
7. | ARV ~OBE : DHCPv6 H—/\hBEEB LT IPve 7 KLU ANHEIBRENE LTz, E:
O7 Xwvt—¥ : The IPv6 address < ipvbaddress > on interface <ipif-name>
was deleted
INSA—IHE :
ipvbaddress : DHCPv6 H—/\MBEUEL 7z IPv6 P KL/,
ipif-name : DHCPv6 751 7Y b1 8 7 T —XDEH(,
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07 e

ARV ~DOBE : DHCPv6 7517V bk PD 1 V9 71— RDEBEDRENEL
L&EULT,

O7 X wvt—3 : DHCPv6 client PD on interface <intf-name> changed state
to <enabled | disabled>

INOA—IHE :

intf-name : DHCPv6 7541 7> k PD 1 %9 72— XD &M,

ARV ~DOBE : DHCPv6 751 7Yk PD AEEIL—IND IPv6 TLT1 v TR
ERBLE LT,

07X v&—3Y : DHCPv6 client PD obtains an ipv6 prefix
<ipvénetworkaddr> on interface <intf-name>

INSA—IHE .

ipvbnetworkaddr : EFEI—IMSEBLI IPv6 LT 1 v T R,

intf-name : DHCPv6 751 7> k PD 1 9 7 T —XND&HM,

B

ARV EOBE  EEI—INSEEBLRE IPv6 TL 7« v I ADEHEFRBLEL
feo

O7 Xvt—3 : The IPv6 prefix < ipvbnetworkaddr > on interface <intf-
name> starts renewing

INSA—IHE .

ipvbnetworkaddr : EFEIL—INSEEL IPv6 TL 71 v T,

intf-name : DHCPv6 754 7Y bk PD 1 V9 7 1 —ANEHl,

11.

ARV SOBE  BEEIV—INDWBUT IPv6 IL T« v I RAOEFHICHINILEL
feo

O Xwt—3Y : The IPv6 prefix < ipvbnetworkaddr > on interface <intf-
name> renews success

NSIA—IHE :

ipvbanetworkaddr : EFIL—IMSEEBLE IPv6 LT 1 v TR,

intf-name : DHCPv6 754 7> k PD 1 V9 7 —XDEH(,

B

12.

ARV NOEE  EEIV—INDSEELREIPV6 TL 71 v IAOBNA VYT 1 VT
ZRIBLE LT,

O Xvt—Y : The IPv6 prefix < ipvbnetworkaddr > on interface <intf-
name> starts rebinding

INSA—THE :

ipvbaddress : EEIL—INSEEBLE IPV6 LT 1 v T,

intf-name : DHCPv6 75«4 7> b PD 1 V9 7 T —ZXADEHl,

E

ANV EOBE  BENV-IDSEEBULEIPV6 T LT 1 v IDRODBINA VT« VT

[CHIIL & UTe,

O7 X vtE— : The IPv6 prefix < ipvbnetworkaddr > on interface <intf-
name> rebinds success

INSA—THE

ipvbaddress : EEIL—INSEEBLI IPv6 LT 1 v T X,

intf-name : DHCPv6 751 7>k PD 1 V9 7 1 — XD EH(,

14.

ARV NOBE  REIWV—INSEEBLR IPv6 LT 1 v I ADHEIBREINE LT,
O7 Xvt—3 : The IPv6 prefix < ipvbnetworkaddr > on interface <intf-
name> was deleted

INSA—IHE :

ipvbaddress : EEIL—IMSEBULE IPV6 T T 1 v T X,

intf-name : DHCPv6 75147k PD 1 V9 7 T —ZXDEH,

B
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1.81 914F7=v7J ARP

07 DHE

ARV SOBE : 2OO7(d. DAl AYEWI ARP /W7y b EREUISBEICERSNE T,
O X% vt—3 : lllegal ARP <type> packets (IP: <ip-address>, MAC: <mac-address>,
VLAN <vlan-id>, on <interface-id>)

INTA—IHE .

type : ARP /Ny kDI A7 ARP /Ty Y ARP U TR & 7zld ARP BN ELD
THhad3N%ERLET,

ip-address : IP 7 KL X,

mac-address : MAC 7 FL' X,

vlan-id : VLAN ID.

interface-id : 1 Y9 71 —XFVIii—,

ARV EOBE : 2OO7(d. DAI DB ARP /W7y b EREUISBESICERSNE T,
O X vt—3 : Legal ARP <type> packets (IP: <ip-address>, MAC: <mac-address>,
VLAN <vlan-id>, on <interface-id>)

INTA—THE .

type : ARP /N7y kDI A7 ARP /Ty R ARP U TR & zld ARP BN ELD
THdNERLET,

ip-address : IP 7 FL X,

mac-address : MAC 7 KL X,

vlan-id : VLAN IDs

interface-id : 19 71—+ Vit—,
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07 niEtE

ARVEOBE : K-tV Y IPvTUELU.
O7 X vE— : Port <port> link up, <nway>
NSIA—STHE .

port : RER—FBESERLET,

nway : YYIDRAE—RETEE-REXRLET,

ARV EOHE  R— bWV IIT Y LELT,
O7 X wE—Y : Port <port> link down
INSA—IHE :

port : WER— bESERLET,

B
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14.10 IP Y/ — R — R DIZEE

ID 07 OHE EXE
1T ARVEOBE : COXvE—YIF DHCP AX—EVIIVhYUZEIPSGT—T |T7—ZvT
WICERETD/N—FITPI—ILUY—-IWEFELBVNC EERLETD,

O Xvt—Y : Failed to set IPSG entry due to no hardware rule resource.
(IP: <IPADDR>, MAC: <MACADDR>, VID: <VLANID>, Interface <INTERFACE-
ID>)

INSA—IHE .

IPADDR : IP 7 FL R,

MACADDR : MAC 7 RV Z,

VLANID : VLAN IDo

INTERFACE-ID : 1 Y9 7T —RFVI\—,
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14.11 LACP

07 DELE

ARVENOBE . UV IFPITUG—yavdI—ThHNU VI Py LELUT,
O7 X vt— : Link Aggregation Group < group_id > link up
INSA—STHE .

group_id : YYOPwILIePI VT —2avTIb—700IL—7" D,

ARVEOBE VY IPITUT—vavyIIb—ThU I8 LE LT,
O7'Xwt—3 : Link Aggregation Group < group_id > link down
INSA—THE

group_id : Y I9 0 LIEPITUT—2a v T )= 07 IL—7"1D,

ARNYEDBE : AVNKR—b DNV IPITUF -3y TI—TICRBL&F U,
O Xvwt—3 : <ifname> attach to Link Aggregation Group <group_id>
INSA—THE :

ifname : 77U =3 VI IW—TCHRBLIER— D1 YITT—R B,
group_id : R— b OFRBKRDPI YT —2a v ILb—TDTIb—7"1D.

E

ARYEOHE : AVNKR—bWNV VI PTIUT =2 3 v T IV—T OB ZRER
LFE U,

O7 Xwvt—¥ : <ifname> detach from Link Aggregation Group <group_id>
INTA—IHE ;

ifname : POUST =2 a YT I—T\OFBZRIRLcR— kD1 Y9 T1—2
Bo
group_id : iIR— F OB ERBRL e PO VS~ 3 v T I—T O Ib—7" IDe

B
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ARV ~OWE : LLDP-MED bROYOEZERHLF LT,
O2 X v+t—3 : LLDP-MED topology change detected (on port <portNum>.
chassis id: <chassisType>, <chassisID>, port id: <portType>, <portID>, device

class: <deviceClass>)
INSA—IHE .
portNum : iR— ~ &S,

chassisType : ¥+ =¥ ID YT I,
BUZ S :

. chassisComponent (1)
. interfaceAlias (2)

. portComponent (3)

. macAddress (4)

. networkAddress (5)

. interfaceName (6)

. local (7)

NOoOu b~ WN -

chassisID : ¥+—% D,
portType : R— b~ IDBTI AT,
BYX K

1

o Ul A~ WN

~

. interfaceAlias (1)

. portComponent (2)
. macAddress (3)

. networkAddress (4)
. interfaceName (5)

. agentCircuitld (6)

. local (7)

portlD : IR—k 1D,

deviceClass : LLDP-MED 7 /N1 X517,
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14.12 LLDP-MED

07 e

ARV EOBE : 38T D LLDP-MED T/ X9 1 T =R HEL & U,
O Xy tE—3 : Conflict LLDP-MED device type detected ( on port

<portNum >, chassis id: < chassisType>, <chassisID>, port id: < portType>,

<portID>, device class: <deviceClass>)

INOA—ITHE :

portNum : R— &S,

chassisType : ¥ +—¥ ID YT IA T,

BYZ b :

. chassisComponent (1)

. interfaceAlias (2)

. portComponent (3)

. macAddress (4)

. networkAddress (5)

. interfaceName (6)

. local (7)

chassisID : &+ —% D,

portType : R— b~ ID BT I,
fBUX b :

. interfaceAlias (1)

. portComponent (2)

. macAddress (3)

. networkAddress (4)

. interfaceName (5)

. agentCircuitld (6)

. local (7)

portID : R—k IDo

deviceClass : LLDP-MED 7*/¥1 X851 7,

NOoOubh WN =

oUW iN —

~
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07 e

ARV S DOBE : BREDRV LLDP-MED TLV £y b ZBRHEUL XU e,

O Xy E—3 : Incompatible LLDP-MED TLV set detected ( on port
<portNum >, chassis id: < chassisType>, <chassisID>, port id: < portType>,

<portID>, device class: <deviceClass>)
INSA—IHE :

portNum : R— &S,

chassisType : ¥+—> ID BT I,
BUXb :

. chassisComponent (1)

. interfaceAlias (2)

. portComponent (3)

. macAddress (4)

. networkAddress (5)

. interfaceName (6)

. local (7)

chassisID : ¥+—% D,

portType : R— b~ ID B TI 17,
BYZ b :

1. interfaceAlias (1)

. portComponent (2)

. macAddress (3)

. networkAddress (4)

. interfaceName (5)

. agentCircuitld (6)

. local (7)

portlD : IR—k 1D,

deviceClass : LLDP-MED 7*/31 X5 1 7

NOuUubh WN =

oUW N

~
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14.13 JL—D1&A0

ID 07 NEE ERE

1T ARVEOBE : 2 DOR—bFF 2 DD LACPI VI TI—RDETIL—T% |T—ZVD
BRLF UL,

O7 Xvt—¥ : The loop detected between port/port-channel <portNum>
and <portNum>

INSA—IHE .

portNum : R— FESERIF LACP 197 —X D,

2. [ARVEDBE 1 DOR—FELRE 12O LACP A VI TT—RATIL—T %@ |7—-Zv7
LEULT,

O Xvt—Y : The loop detected on port/port-channel <portNum>
INSA—THE

portNum : iR— b BESELF LACP 1Y T —X Do

3. [IRVEOBE : 1 DOR—bE 120 LACP A VI T —AOETIL—T%&HM |T7—ZV7
LELT

O Xvt—Y : The loop detected between port/port-channel <portNum>
and port/port-channel <portNum>

INOXA—IHE :

portNum : R— rBESEFHR—FFr+RILFVIN—,

4. |ARVEOBE  L—TLTWeR— MERF LACP 1 V9 7 T —RABEFHEEL
Flo

O X v t—3 : Port/Port-channel <portNum> auto recovery
INTA—IHE

portNum : iR— b BESERFZ LACP 1Y T —X Do

R
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14.14 MACX—XAP7J€AJ KO-l

07 DELE

ARV~ DOEE - MACSREECAIIL & UTe,

O7 X vE—Y : [MAC]|(<method>)Authorized <macaddr> on Port
<portNum> to VLAN <vid>

INSA—IHE .

method : O—AJLE7E RADIUS ZRULE T,

macaddr : FBEETDEEDN MAC P R X,

portNum : X1 v FDiR— &ES,

vid : ¥8]9° 3 VLAN ID.

ARV b DOEE : MAC SBEE[CKRBLE LT,

O7 X vE—Y : [MAC]|(<method>)Rejected <macaddr> on Port <portNum>
INSA—IHE :

method : O—AJL&E7lF RADIUS ZRUEF T,

macaddr : SREETDIEED MAC P RFL X,

portNum : X1 v FDR—+&ES,

ARV EOBHE  MACRIEET—TIWATILRBOT, ILWP RURZRIETEEE |}

Ao

O7 X vt—Y : [MAC]Rejected <macaddr> on Port <portNum> (auth table
was full)

NSA—THE

macaddr : BT DEEDN MAC PR X,

portNum : X v FOR— +&ES,
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14.15 MSTP 7/ \'v JHi3RHERE

14.15 MSTP 7/ \v D HLiREEE

ID O DE EXE
1. [ARVEOBE : hAROVHAELELT . TR
O7 X vt—3 : Topology changed (Instance : <Instance-id>,<interface-id>,
MAC:<macaddr> )

INDA—THE

Instance-id ;: 1Y XF YR Do

interface-id : /—k IDo

macaddr : MAC 7 R,

2. |ARVEDOBE : RANZVTYY—DFHLWIL— T U v ITY, pE=
O Xwvt—3 : [CIST | CIST Regional | MSTI Regional] New Root bridge
selected ([Instance: <Instance-id>] MAC: <macaddr> Priority :< priority>)
INSA—THE

Instance-id : 1Y X9 VX D,

macaddr : MAC 7 FL X,

priority : BSEE,

3. [IRVEOBE  ANZyT YU =0k JHBERICTRD F LT, {E:
O7 X v+t—¥ : Spanning Tree Protocol is enabled
4. [ARVEOBE : NZ0 7Y U=7"0k JVABEHICRDE LT, B
O7 X vt—3 : Spanning Tree Protocol is disabled
S5. [IRVEDOBE : HLWL—FR—FTI, TR
O XvE— : New root port selected (Instance:<instance-id>, <interface-
id >)

INSA—IHE :

instance-id : 1 Y XF VX Do

interface-id : /"— b 1D,

6. | 1RV NDPE : ANZV TV —K— MREAELL F LT, R
O7 X vt—3 : Spanning Tree port status change (Instance :< instance-id>,
<interface-id>) <old-status> -> <new-status>

INTA—THE

instance-id : 1Y X VX Do

interface-id : I"— b 1D

old_status : ZILRID R T—5 X,

new_status : Z2ILEBDRT—5 X,

7. [ARYNOBE : ANZVTYU—R—bO—-ILAELLFE U, B
O7 Xwt—Y : Spanning Tree port role change (Instance :< instance-id>,
<interface-id>) <old-role> -> <new-role>

INSA—IHE .

instance-id : 1 YXF VX D,

interface-id : /— bk Do

old_role : Z{tEINO—)b,

new_status : Z{t&DO—)l,

8. | IRVEOBE : ANV TV -1 Y RIVAMMERENE LT, E
O2'Xvt—3Y : Spanning Tree instance created. (Instance :< instance-id>)
INSIA—IHE :

instance-id : 1 XS VX Do
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ID O DE EXE
9. |AIRVEDOBE : ANZVTYU—1 Y RIVADHEIBRENE LT, B
O7 X vE— : Spanning Tree instance deleted. (Instance :< instance-id >)
INIA—THE
instance-id : 1YX9 X D,
10. [IRYVSOBE : ANZVTYY—N=VavhEtLE LT, B
O7 X wt— : Spanning Tree version change (new version :< new-
version>)
INSA—THE
new_version : Z{t#&® STP/\—Y 3>,
M ANARVEOBE : ANZVTYY—MST AV T4 JL—vavID&EVEY3Y |ER
LRIV EIEL & LT
O7 X wt—Y : Spanning Tree MST configuration ID name and revision
level change (name :< name>, revision level <revision-level>)
INSA—THE :
name : Z{t#&NDZAl,
revision_level : ZIEEOUEI 3> LN,
1224 4ARVEOBE : ANZYTYY—MSTOAVY T 1T -3V IDVIANY Y EY |ER
IT=TIhEIREnE LT
O7 X vt—3 : Spanning Tree MST configuration ID VLAN mapping table
change (instance: < instance-id > delete vlan <startvlanid> [- <endvlanid>])
INDA—THRE
instance-id : 1YXF X D,
startvlanid-endvlanid : VLAN U X ko
13 [ ARV OBE : ANZVTYU—MSTIVT740b—raY IDVIANY Y EY |BR
JT=7IbhEmEnE LT,
O7'Xv&—3 : Spanning Tree MST configuration ID VLAN mapping table
change (instance: < instance-id > add vlan <startvlanid> [- <endvlanid>])
INSA—THE
instance-id : 1YX9 X D,
startvlanid-endvlanid : VLAN U X ko
14 | ARV EOBE : A—FIL—bEBECEID RNy TV —O0—-ILAELLE LR, |BR

O7 % vt—Y : Spanning Tree port role change (Instance : < instance-id >,
<interface-id>) to alternate port due to the guard root

INSIA—THE

instance-id : 1YX9 X D,

interface-id : /R—k IDo
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07 niEtE

ANV NDOBE : R— b TP RUZANTILTY,

O Xv&—Y : MAC address <mac-address> causes port security violation
on <interface-id>

INDA—THE :

macaddr : ER MAC 7 FL X,

interface-id : ERARELTVWDT VI TI—X,

ARYEDOBE . YRATLATP RUIATILTT,
O Xv&— : Limit on system entry number has been exceeded
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14.17 RADIUS

07 DELE

ARV SOBE : 2OOJ(E RADIUS i"E37% VLAN ID BEZEID U TIBE
[CEMENET,

O7 X vt—3 : RADIUS server <server-ip> assigned VID: <vid> to port
<interface-id> (Username: <username>)

INSAXA—IHE :

server-ip : RADIUS =/ IP 7 FL R ZRLE T,

vid : RADIUS H— /AT L TEID H T/ VLAN 1D,

interface-id : BIESNIZTS1 7V hDik— ~BES,

username : BEET 21— EERLEFT,

IRV MOBE : 2OO7(E RADIUS "EXRFHEIEREZED U TBEICE
mEnxd,

O7 X vt—3Y : RADIUS server <server-ip> assigned <direction> bandwidth:
<threshold> to port < interface-id> (Username: <username>)

INDA—THE

server-ip : RADIUS B—/NIP P FLRERLEF T,

direction : mEiHf0A" (AOXLEFHORBE) 2RULET,

threshold : RADIUS B—/\A&FOI L TEID S T giERIE,

interface-id : BIAESNTS1 PV hDR— LES,

username : SBAET 21— EERLE T,

ARV EOBE : 2OO7(3. RADIUS AENRBEERMZEID S TIBACE
HmEnxg,

O2 X wv&—3Y : RADIUS server <server-ip> assigned 802.1p default priority:
<priority> to port < interface-id> (Username: <username>)

INSA—IHE :

server-ip : RADIUS 3=/ IP P FLRZERLE T,

priority : RADIUS H—N\HFFa L TEID BT BEE,

interface-id : RESNITSAI PV hDOR—FBES,

username : B9 D1 —PRERLF T,

E

ARV EOEE : 2OO7(F, RADIUS ANACL R U R ZEIDHETRRA, VY —
ARBDEHICY AT LAICBRATERMN > LBSICEREINE T,

O7 X vE— : RADIUS server <server-ip> assigns <username> ACL failure
at port < interface-id> (<acl-script>)

INSA—THE :

server-ip : RADIUS B—/V IP P RLRERLET,

username : ST D1 —PEERLEF T,

interface-id : RESNITSAI PV EDR—FBES,

ackscript : RADIUS H—N\HEFaL TEID H T ACLRT YT bk,

ARNVEOBE : 200O7F,. PIEAUVURMFYN—-DEIDHUTICKRKRLBSE
CHEMENET,

O7 X vt— : Local assigns [USERNAME] filter-id ID failure at port
INTERFACE-ID

NSIA—THE .

username : FEEg 21— EERLFE T,

filter-id : PO €®RYR b FVN—%RLET,

interface-id : BASINTSA PV ~DR— MBS,
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14.18 RRP

14.18 RRP

07 DELE

ARV S OBE : Y25 —/ — ROIREN "Failed" 15 "Complete" (CELLFL
o
O7 X vE—Y : Ring topology was recovered to complete

ARV SDOBE | YRI—/ — FOREEA "Complete" 1'5 "Failed" (CEELEL
feo
07X v&—3 : Ring topology was failed

ARVEDBE  YVRI—/—RFEREF NS VYIY A/ —RA RRP NIy hET
FRTF—FYIVICEDVNT, ZD T+ T—T 1 VI TF—IR—RETSvval
F U

07 Xwt— : FDB was flushed

ARVEDOBE : b3S Iy b/ —FORRPRED "Link-Up" ICEIELE LT,
07X v+t—3 : RRP ring status was changed to Link-Up

ARVEDOBE : bS5V Yy b/ — RO RRPREN "Link-Down" [CEKLE LT
O7 Xw+t—¥ : RRP ring status was changed to Link-Down

ARYVEOHE : FSV Yy b/ — RO RRPIREEN "Pre-Forwarding" [CE{LL &
L/TCO
O7 % v+t—3 : RRP ring status was changed to Pre-Forwarding

ARV SDOBE  FED KAV ER—FTY VI H— REENEMICRDFE LT,
02X v+t—¥ : Ring Guard was activated on “<domain-name>" domain at
port <port>

INSA—IHE .

<domain name>: =5y h B X1 V&,

<port num>: UV — REENEMCR>TI—T v hik— +ES,

B
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ID 07 DEE EAE

1| ARVEOBE BRI 1 "7+ XFESOUSNMP UJ IR +&ZELEL | BR
Teo

O7 X vE—Y : SNMP request received from <ipaddr> with invalid
community string

NSIA—IHE .

ipaddr : IP 7 FL R,
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ID 07 DEE EAE
T ARV OBE  YRTLWRI— Py T UE U gUT D
O7 X vE—Y : System started up
2. |[ARVEOBE RENQIV I« T L—yavh ISy Y alCRESINE LR, B
O7 X vt—3 : Configuration saved to flash by console (Username: <username>)
NSA—SIHE .
username : 1—H%&,
3. |[IRVEOBE : UE— DS YRTLAIVI«IL—vavaERELE L, B

O7 X v&— : Configuration saved to flash (Username: <username>, IP: <ipaddr>)
username : 1—H'&,
ipaddr : IP 7 FL R,

4 ARV EOBE  YRTLDOBFENF VTR, RI-KFPvTUEUT, JUF1hb
O Xvt—3 : System cold start
5. [ANVNDOBE . YT LNBE#L, RI-rFyvIUELUT, JUF 1 HI

O X vt—Y : System warm start
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14.20 Telnet

14.20 Telnet

07 DELE

ARV DOBE : Telnet (C£20O7 1 VICHHLFE U

O7 X vt—3 : Successful login through Telnet (Username: <username>,
IP: <ipaddr>)

INSA—IHE :

ipaddr : Telnet 7514 PV D IPPRL R,

username : Telnet b—/N\AOOT 1 VICERLEI—-YE,

ANV DOBE : Telnet (CLDOT 1 VICKBLF LT,

O X wt— : Login failed through Telnet (Username: <username>, IP:
<ipaddr>)

INSA—THE :

ipaddr : Telnet 751 PYbDIP 7KL R,

username : Telnet B—/\AQOT o V(CHERALEI-YE,

ARV SDOHE : Telnet C&EDOTPUMLELU

02 Xwvt—3 : Logout through Telnet (Username: <username>, IP:
<ipaddr>)

INSA—THE

ipaddr : Telnet 751 7Y bDIPP LR,

username : Telnet Y—N\AQOOT 1 VICERLI-YE,

B

ARV EDOBE : Telnet By ¥ a9 1 LPoMLELU

O7 X v t—3 : Telnet session timed out (Username: <username>, IP:
<ipaddr>)

INTA—THE

ipaddr : Telnet 751 PYbDIPPRL R,

username : Telnet ¥—/\AOOT 1 VICERLI—-HS,

L
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ID 07 O#E BRE
1. |AIRVENDOEE  BEEY YA P S —LAREICBITUE U, JUT 1Al
O7 Xwt— : Unit <unitID> Sensor:<sensorID> detects abnormal
temperature <temperature>

INDA—THE :

unitiD: ZZv b+ IDe

sensorlD : T 1D,

temperature : BV Y OREDERE,

2. |[ARVEOBE  BEORECOELF L, J2UT 1A
O7 X wE— : Unit <unitlD> Sensor:<sensorlD> temperature back to
normal

INSA—THE :

unitiD : IZv b 1D,

sensorlD : €Y% D,

temperature : iRE.
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ID 07 OE EXE
1T ARVEOBE : 70—-FF+ b, YIFF+ IS FREIZF+FZAMDR -7
N —LNEELTULETD,
O2'Xv&—3 : Broadcast | Multicast | Unicast> storm is occurring on
<interface-id>
INSA—THE :
interface-id : AA—LWEELTNDI VI TIT—X D,
2. [ARVIOBE : JO—-FF+ R, YIFF+RS, FEFITF+IAMDR B
M—LhEEEINE LT,
O7 X wt—3 : <Broadcast | Multicast | Unicast> storm is cleared on
<interface-id>
INSA—THE :
interface-id : R A —LH@EEINA VI T ID,
3. [AIRVEOBE : Ny b RAM—LREDKR—bAY vy hTOVENF LT, J—-—v0
O7 X v&—Y : <interface-id> is currently shut down due to the <Broadcast
| Multicast | Unicast> storm
INSA—THE :
Interface-id : A b —AIC&D error-disabled [C&fTUTc1 9T T —X D,
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14.23 UDLD

ID 07 DE BXE
1. [ARVENOBE . COR—bTEAAY VI E#REULE U, J—=v7
O7 Xv+—¥ : Unidirectional link detection on <INTERFACE-ID>
INSXA—THE :
INTERFACE-ID : 1 Y9 71 —R%&,
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ID a7 nEE ERE
1L |AIRVENOBE . A1 VI T —ATHULWSEEBERHUE U . B
O2'Xv&—3 : New voice device detected (<interface-id>, MAC: < mac-
address >)
INTA—THE .
interface-id : 19 71 —2%,
mac-address : BEEEBED MAC 7 KL X,
2. | ARV MOBE . BEERE VLAN E—RO1 V9 72 —AHERE VLAN [CBIILF | B3R
U,
O7 X vt—3 : <interface-id > add into voice VLAN <vid >
INSAXA—IHE ;
interface-id : 18971 —2X%,
vid : VLAN Do
3. [ARVEOBE : 2O Xy E—YF, 19T T—IAEE VLAN ZFHEL. | 1B3R
EBEEDA VI TI—RADI—Y V7 HEAICEEEBZEHL BN >TBEIC,
REINET,
O Xwt—¥ : <interface-id > remove from voice VLAN <vid >
INDA—TFE :
interface-id : 19 71 —2X%&,
vid : LAN IDs
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1.24.1 PPS (Power to Progress SDN)

ID

07 DELE

1.

ARV SOBE : Y bO-3AEHEINE LU,

O7 X vE— : (PPS) New Controller (ID: <ControllerID>)
NSA—SIHE .

ControllerID: PPS J¥ +0O—3 ID

ARV NOEE : OV hO—-35HR— MEFEINFE LT,

O Xvt&—Y : (PPS) New Controller Port (Port : <PortNum>)
INSA—THE :

PortNum: ih— b &S

ARV ~DOBE : AT —9 X% "Standalone” »5 "Controlled” [CBEL & LT,
02 Xwvt—3 : (PPS) Change Status from Standalone to Controlled

ARV EDOBHE : RT—9 X% "Controlled” M5 "CPNL" CEEL & LT,
O7 Xwt—3 : (PPS) Change Status from Controlled to CPNL

ARV EDOEE : 7—9 X% "CPNL" h'5 "Controlled” [CEEL & U7z,
O7 X vt—Y : (PPS) Change Status from CPNL to Controlled

ARVEOBE : VT4 JL—y3aVE-RFTHEBLE LU
O7 % vt—Y : (PPS) Start Configuration Mode

B

ARVEOHE : AV T« L—yavE-—REFLELELUR,
O7 X vt— : (PPS) Stop Configuration Mode

B

ARV hOBE : "Commit” FBFEYIIXb (-7 ) #REL. REEZEEL
Flfe.
O7 X wt—Y : (PPS) Configuration Changed

e

1RV~ OHE : "Rollback” #8EL. REEBELF LT,
O2 Xwv&—3 : (PPS) Configuration Changed (Rollback)

10.

ANV DEEE : "Shared key” &7cl3 "Specific key”, ZOMAZHRLF LT,
O7 Xwvt—3 : (PPS) Lost Authentication Key

11.

ANYEOBE : DY bO-SBREBREICIILPIMLE U,
O7 X wE—Y : (PPS) No response from Controller

12.

ARYVEOBE : ARrTvavT—JIhiEFEsnE L.
O Xvt—3 : (PPS) Overwrite connection table

13.

ARV ~OBE : Y b O—-S5HR— b DIREZ "Forwarding” [CEREL & U,
O2 X wv&—3 : (PPS) Controller change port status to Forwarding

ARV SOBE : Y hO—-5HR—hDIREZ "Blocking” ICEELE LT,
O X v&—Y : (PPS) Controller change port status to Blocking

ANV SO BT SDN B3R 2 (Backup) AMBHEL. SDNEHR 1 (Main)

% SDN B# 2 (Backup) [COE—UL& U7,
O Xvt—3 : (PPS) Copied PPS information 1 to 2.

16.

ANV~ OBE ; T SDN B 1 (Main) MMBEL. SDN &3 2 (Backup)
% SDN B 1 (Main) [CJE—-U&F LT
O7 X vE—Y : (PPS) Copied PPS information 2 to 1.

E

17.

AR b OHE  EEEHC SDN B 1 (Main) & 2 (Backup) AMBE#EL. SDN
BHRET 74 CTUEY MLELUT,
O7 X vt—3 : (PPS) Reset PPS information 1 & 2 to default.
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07 e EXE

ARV S OBE  EBEFIC SDN B 1 (Main) »5 2 (Backup) NDIE—(CXK | IT5—
BUELT,
O7 X v&— : (PPS) Copy PPS information 1 to 2 is failed.

ARV S OBE | EEEFIC SDN B 2 (Backup) A5 1 (Main) AOIE—(CK | T35 —
BLFEUT,
O7 X yE—Y : (PPS) Copy PPS information 2 to 1 is failed

| ARV OBE  SDNBEHR 1 (Main) ORFCKKRULE UL, I>—

*ERBCIYAO-SBREEHFLTILSY
O7 X vt—3Y : (PPS) Save of PPS information 1 is failed.

AN OBE  SDNEHR 2 (Backup) DEREICKKULFE LT, I>—
O7 X vt—3 : (PPS) Save of PPS information 2 is failed.

AJARVEOEE OV bO-SHhOBRET7IILAEZSELE U . B

O7 Xv&—3 : (PPS) Configuration file download.

AARVEOBE AV MO-SCERET 7 M ERELI U . CE

O7 X v&—3 : (PPS) Configuration file upload.

AARVEOBE D hO-5hBT77 - LTI PHEEEINE LT, B

O7 X vE—Y : (PPS) Runtime code changes.

| ARV OBE : Standalone EEA O FO—5 & 60 DEBEARI BRI EZRL | ER

F9, PPS EEEEBEEBMICFEILELIECEERLED,
O Xy &—3 : (PPS) Not found Controller. Stop PPS function.
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15.25 WAC

07 niEE

ARYVEDOBE : 75147V MR MOEREEICEKB L F U,

O7 X vt—Y : [WEB](RADIUS/Local) Rejected user <string> (<macaddr>)
on Port <portNum>

INSX—IHE .

string : 1—%%&.

macaddr : MAC 7 KL &,

portNum : iR— ~ &S,

ARVNDOBE : I51 7Y MRZAMDREECHILE LT,

O Xv&—Y : [WEB](RADIUS/Local)Authorized user <string>
(<macaddr>) on Port <portNum> to VLAN <vlanNum>
INSA—IHE .

string : I—H'%&,

macaddr : MAC 7KL &,

portNum : iR— ~ &S,

vlanNum : VLAN +>/{—,

ANVEOBE : D514 PY S T—=TILRTILTT,

O7 X vyE—Y : [WEB]Rejected <macaddr> on Port <portNum> (auth table
was full)

INSA—IHE :

macaddr : MAC 7 R R,

portNum : R— h &S,

xR
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15.26 Web
15.26 Web

ID O DE EXE

1. [ARVEOBE : Web ho0O7 1 VICHINLE U, B
O7 X vt—3 :"Successful login through Web (Username: <username>, IP:
<ipaddr>)"

INSA—THE :
username : 1—Y&,
ipaddr : Web BB XA v FICPIERALEI-HYDIP P RLZ,

2. | ARV DOBE : Web o071 VICKBLE LT, J—=v7
O X v&—¥ : Login failed through Web (Username: <username>, IP:
<ipaddr>)"

INTA—THE :
username : 1—HY%&,
ipaddr : Web BB RXA v FICPITEBALEI—YDIP PR R,

3. |[ARYVEOBE  HTTPS o007 1 VICHINLE Uz, £
O2'Xvt—3 : Successful login through Web(SSL) (Username:
<username>, IP: <ipaddr>)

INTA—IHRE
username : 1—H'%&,
ipaddr : EF 217 Web MBRA v FICPIEALEI-YDIP PRL R,

4. [ARVIMEE : EF217 Webho0O7 1 VICKKLUEUT, J—=v7
O7 X% wvE—Y: Login failed through Web(SSL) (Username: <username>, IP:
<ipaddr>)

INSA—THE :
username : 1—H'&,
ipaddr : EBF217 Web MR v FICPITELALEI-—YDIPPRLX,

5. |[ARVEOBE : O D7y 70— FICHNLELT. B
O7 X vE—3Y : Log message uploaded by WEB successfully. (Username:
<username>, IP: <ipaddr>, MAC: <macaddr>, Server IP: <ipaddr>, File
Name: <filename>)

INTA—IHE ;

username : 1—H%8&,

ipaddr : RA Yy FICPIEALEI-—HYDIPPRLZR,
macaddr : 75147V O MAC P RL X,

server IP: TFTP H—/NIP P RL R,

filename : O 7 7 1 L&,

6. |[IRVINOHE : O D7 v 70— RICKBLUELT, B
O Xvt—¥ : Log message uploaded by WEB unsuccessfully. (Username:
<username>, IP: <ipaddr>, MAC: <macaddr>, Server IP: <ipaddr>, File
Name: <filename>)

INTA—THE :

username : 1—HY%&,

ipaddr : RA Y FICPIECALIEA—HYDFPIECIATDIP PR X,
macaddr : 73147 cD MAC P RLU R,

server IP: TFTP H#—/VIP 7 RL X,

filename : O 7 7 1 L&,
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16.1 BPDU #i—K

16 g%-v250r597—8

N4

Sy T OBE

OID

mnoBpduProtectionUn
derAttackingTrap

BPDU 7o v ONREL, BE/JOvT / Y+ vb

FOVE-RFLCBITLET,
NAVTAVTHTIT T
mnoBpduProtectionPortindex
R—h1V89TI-2X,

(2) mnoBpduProtectionPortMode
BE/JOvT /vy bIOVE-R,

5.5.3.4.0.1

1.3.6.1.4.1.396.

mnoBpduProtectionRec
overyTrap

BPDU 79 v I oB8OELE LT,
NAVTAVTHFTIT T
mnoBpduProtectionPortindex
R—h1Y9TT—2,
mnoBpduProtectionRecoveryMethod
B&/ YZa7/OE,

55.3.4.0.2

1.3.6.1.4.1.396.
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16.2 DDM

ID Nk Sy T OHE OID

1. | mnoDdmAlarmTrap FSyIPIOYavyOAV T« L—va vl T, |1.3.6.1.4.1.396.
INSA—FEHI TS —LBREEZBI &S, £ld@@ |5.5.1.4.0.1
HERECOEBLEEE, TOMSYTHRESINET,
NAVTAVTHATITIT .

mnoDdmPort

R— &S

mnoDdmThresholdType

DDM BHMES 1 7
temperature/voltage/bias/txpower/rxpower
mnoDdmThresholdExceedType
BRCBRENP S —L LREREFE7 5 — LATIRE
BOEESTHDH

(4) mnoDdmThresholdExceedOrRecover

GBIC A* DDM BfEZBX CTL\DH. Fi(FBEIRE
CEELTLHWDH

2. |mnobDdmWarningTrap | kS v POy avOdv 740 L—vavCwlT, |1.3.6.1.4.1.39.
INIA—IBNT—_VIREEBR &, Ffeld [5.5.1.4.02
BEERECOELLEE, COMSYIAEEEINE
EP
NAVTATHFTITT .

mnoDdmPort

h— &S

mnoDdmThresholdType

DDM BMES 1 7
temperature/voltage/bias/txpower/rxpower
mnoDdmThresholdExceedType
BRBREN Y-V T LIREMEEET—ZVIF
[REIED EB55THDN

(4) mnoDdmThresholdExceedOrRecover

GBIC #' DDM BRfEZBX TL\D N FIBHRRE
CmELTLDH
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16.3 DHCP B—N\T7OF T ~

ID cSvTE Sy T OBE OID

1. | mnoFilterDetectedTrap | RIE# DHCP $—/\hBHESNzEEIC, THORSy [1.3.6.1.4.1.39.
THEESNET, BHEUITRIER DHCP Y —/\0 P |5.5.3.7.0.1
PRLRIE OJFIERBEAERESC 1 OOH S Y
TLy—NICEESNFET,
NAVTAVTATITI .
mnofFilterDetectedIP

TIERR DHCP H#—/XD IP P KL R,
mnofFilterDetectedport

R—hAY9TI—2,
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16.4 Gratuitous ARP

NAVTAVTHFTIT T
agentGratuitousARPIpAddr

Gratuitous ARP TREUFRE IP P FL X,
agentGratuitousARPMacAddr

Gratuitous ARP /Yoy kDEYS— MAC 7KL X,
agentGratuitousARPPortNumber

Gratuitous ARP /X7y b ZREURRA v FOR—
rES.

agentGratuitousARPInterfaceName

Gratuitous ARP ZZEL X1 Y FD IP 15

7 I _Z%o

ID cSvTE Sy T OBE OoID
1. | mnoAgentGratuitousA |IP 7 RLRARELIZEEC, TORSyITARES |1.3.6.1.4.1.39%.
RPTrap nxd, 5.5.3.6.0.1
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16.5 LLDP-MED

ID Nk Sy T DOHE OID

1. |lldpRemTablesChange |lidpStatsRemTableLastChangeTime MEAZLL | 1.0.8802.1.1.2.
fz&&E(T, lldpRemTablesChange EaIA%fEanZk |0.0.1

ED

NAVTFAVITHTIT T

(1) lldpStatsRemTableslnserts
(2) lidpStatsRemTablesDeletes
(3) lidpStatsRemTablesDrops
(4) lldpStatsRemTablesAgeouts

2. |lldpXMedTopologyCha | ROV LERE L zO—N)VEBC K > TER |1.0.8808.1.1.2.
ngeDetected SN, FLLWUE-MEBAO—HILIR— M CEHS [1.5.4795.0.1
nfcZ &, UE—MEBMYIIISNZ & FEY
T MEBHR— MRETBE SN EERTE.
NAVTAVITFTITT

(1) lidpRemChassisldSubtype

(2) lldpRemChassisld

(3) llidpXMedRemDeviceClass
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16 §8k- 2 RATLNSYT—E
16.6 JL—T1&%0

ID cSyTRE ~ Sy T DOEE OID

1. | mnolLoopDetectNotifica | Ry kT—T JL—THFELIZEEZRLUET, 1.3.6.1.4.1.396
tion 55.2.1

2. | mnoLoopRecoveryNotif | xRy b T—2IL—THERLIcC EERLUET, 1.3.6.1.4.1.396
ication 55.2.2
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16 4% - Y ATLNSVIT—E
16.7 MACR—RAPJtEAXJr~O-b

16.7 MACAR—XAP7J€AIV kKO-l

ID (N Dk 4 cSy T OBE OID
1. | mnoMacBasedAccessC | MAC R—XPJERXIY bO—)bikX hAOOT A 1.3.6.1.4.1.396.
ontrolLoggedSuccess | VICHINTHE, TD RSy ITAEESNET, 5.5.3.2.0.1
NAVTAVTFTITT N .
mnoMacBasedAuthinfoMacindex
KA MACZRLZR,
mnoMacBasedAuthinfoPortindex
R—hr1V9T1—2R,
mnoMacBasedAuthVID
VLAN D,
2. |mnoMacBasedAccessC |MAC R—XP7EXJv cO—ILikX bA@OT 1 |1.3.6.1.4.1.396.
ontrolLoggedFail VICEKTBE, CORSYTHEESINET, 55.3.2.0.2
NAVTaVTHFTITTL
mnoMacBasedAuthinfoMaclndex
™A MACZ KL X,
mnoMacBasedAuthinfoPortindex
R—h1Y971—2X,
mnoMacBasedAuthVID
VLAN IDo
3. |mnoMacBasedAccessC [MAC N—RXPI7tEXJy cO—JLikX AIT—I7 |[1.3.6.1.4.1.396.
ontrolAgesOut ThEBE. DS YIHEEINET, 553203
NAVTaVTHFTITTN
mnoMacBasedAuthinfoMacindex
WA MACZ KL X,
(2) mnoMacBasedAuthinfoMacindex
R—h1v971—2X,
(3) mnoMacBasedAuthVID
VLAN D,
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16.8 MAC &40

NAVTFAVTATITT N
mnolL2macNotifyInfo

HEED MAC7 FLANEERBR, FEBRCE. U
ThaEnxzd,
BEI-F+MACPRLR+RYIRID+ (VY
7x—XID+ E0,

BEI-R:1, 2
1EFFHUWMAC P RLUREZZB U EEZEKRLUE
g-o

2 IFEVWMAC P RURZHIRLUIEC & ZBRLE T,
Ry ITRID: AL YFDIRY I XD

AV TT—RID: Ky I A CEBFIFHIRLT
V8 T7x—X Do

O XY E—YORYDICERLEY EEI—
R+MACPRLZ + Ry TR ID+R—hES),

ID Ak ~ Sy T DEE OID
1. |mnoL2macNotification |ZD S vl PRUZXF—TILO MAC 7KL |1.3.6.1.4.1.396
CBthHDEERLET, .5.5.3.1.0.1

463



16 §#k- 2 RATLNSYT—E

16.9 MSTP
ID (N Dk 4 ~ Sy TOBE OID
1. | newRoot rSyTid, FEI—YzVhARNZVITYU—0 |1,3,61,21,17.0
FLWL—RCR>TcEERLET, ORIy D |1
[F FLWIL—FELTEESNEER (MROYE
b9 1Y —DHBRINBEE. BENDBHRBE) 7
Uy IJCEDEEEINET, DSy ITDREGH
Y3 vTY,
2. | topologyChange FSy TR, BESNTVDIR—bOVWITNHAAEE | 1,3,6,1,2,1,17.0

REMNS T+ T—F 1 VIRRBICBITLURREE, £ |2
FT74+T7—F« VIORENSTOY F YV ITIREICET
Lfc&EE, JUYIREIDEEINET, EDLS5%
BITORRIC newRoot b5 v IMEEINTZEE.
NE[JUBITICEALTID NS vy IHEEIND I E
EHDEBA, COSYTOREFA T3 VT,
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16 §8k- 2 RATLNSYT—E
16.10 R—bEF2UT <

ID cSwo& ~S v I OEE OID
1. | mnoL2PortSecurityViol |ik—btEFa2UF 1 bSyIhEDRES. Saiexs | 1.3.6.1.4.1.39.
ationTrap ENTWBR—bEF2UFsdIV T L—v3>» |5533.01

ICEBRITDHFLULWMACPRLRIF, bTIvT Xy
T-IEEENIA-LET,
NAVITFAVTATITT .
mnoPortSecPortindex

R—h1Y9TIT—2,
mnoL2PortSecurityViolationMac

RAN MACF7RUL R,
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16 §8k- 2 RATLNSYT—E

16.11 R—bk

cSwo&

Sy T OBE

OID

linkUp

COEAE, K=YV IFP v Ul &S ICEMS
ni 3-0

NAVTFTAVTATITI

(1) ifindex,

(2) if AdminStatus

(3) ifOperStatus

1.3.6.1.6.
3.1.1.54

linkDown

COBEAIE, R—bHNUYIITY L& ECEMS
nEd,

NAVT e VTFTITT

(1) ifindex,

(2) if AdminStatus

(3) ifOperStatus

1.3.6.1.6.
3.1.1.5.3
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16 §#k- 2 RATLNSYT—E

16.12 RMON
ID Nk Sy T DOHE OID
1. |risingAlarm PS—LIYVEUNZOLREEZBX T, SNMP ~ |1.3.6.1.2.1.16

Sy TERETILSCH/EINTLDIARY IAE |01
HENfEET, TOSNMP Sy I hEREINE
ER

NAVTAVTFTITT

(1) alarmindex

(2) alarmVariable

(3) alarmSampleType

(4) alarmValue

(5) alarmRisingThreshold

2. |fallingAlarm PS5—LIY UL ZOTHEEEBZ T, SNMP ~ [1.3.6.1.2.1.16
SyTERETILICHEINTLBIARY IAE [.0.2
HENfcEEIC, TOSNMP b3Sy T hEREINE
CB

NAVTaVTFTITT .

(1) alarmindex

(2) alarmVariable

(3) alarmSampleType

(4) alarmValue

(5) alarmFallingThreshold
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16 §8k- 2 RATLNSYT—E
16.13 SNMP EB5E

ID cSwIo&E ~ Sy OBE OID
1. | authenticationFailure | authenticationFailure k5 v 7ld, T—Y vk
O—JUTEIfET D SNMPv2 TV T« T« h IELK
AN TVRWT ORI A v E—IESELRS
EHERUET, SNMPV2 DIRTHOEEICCDIS Y
TEEM T DEEENUETI AN
snmpEnableAuthenTraps Z7Y 7 k&, 2Ok
Sy THEMEININESHhAERLET,

= W
—~ o

Ul
U1 o

w —
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16 §8k- 2 RATLNSYT—E
16.14 Y AT s

ID cSwo& ~ Sy T DOEE OID
1. | coldStart coldStart kS w2ld, I—Yxz v bO—)LTEMET D |1.3.6.1.6.
SNMPv2 Tv7F+ 71 HEBEBMHLLTLBT  |3.1.1.5.1
&L BLUZEOOV T« TL—vavphBEESNTL

BOgErH B EERLET,
2. |warmStart warmStart kS v Fld, I—Y v hO—JLTEIES | 1.3.6.1.6.
BSNMPV2 IVF 47« AvI7«7L—vay |3.1.1.52

WEEINBRWLSCEBEEBILLTWR &%
mUET,
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16 §8k- 2 RATLNSYT—E
16.15 8%

ID cSwo& ~ Sy T DOEE OID

1. | mnoTemperatureRising | CO@AllE. REDBEN LIREEEZBZ TS |1.3.6.1.4.1.396
Alarm [CEEBEEINET, 5.5.1.2.1

2. |mnoTemperatureFalling | C @&, TREDEEN LEEEHNS FELTWS | 1.3.6.1.4.1.396
Alarm EECEBEINET, 5.5.1.2.2
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16 48 - VAT LSV —E
16.16 > 1w Il

ID cSvTE Sy T OEE OoID

1. | mnoPktStormOccurred | /7w FRAM—LXAZXLICEDINTy b X =T [1.3.6.1.4.1.396.
RSN, POovayveELTyvy 9o vAEET |55.3.50.1
ERSY =R
NAVT 4 THTITTN
mnoPktStormCtrlPortindex
h—hr1V9TIT—2R,

2. |mnoPktStormCleared | /Y5 v kR N — LD BEINIRES, 1.3.6.1.4.1.396.
NAVT e TFTITT 5.5.3.5.0.2
mnoPktStormCtrlPortindex
h—hr1V9T1—2,

3. | mnoPktStormDisablePo | /¥ v kb R b — A X HZX LT LD R— S HEHIC 1.3.6.1.4.1.396.
rt B2 TeHE, 5.5.3.5.0.3
INAVTAVTHTITT
mnoPktStormCtr|Portindex
R—hAV9TT—2R,
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