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Basic Instructions for the Use of This Product

B Read this Operation Manual carefully before use for correct operations.

B Disclaimers and cautions

We assume no responsibility for any damage on you or third parties even if the use
of this application causes failure or a defect on your equipment or system.

The specifications of this application are subject to change without notice. Refer to
our website for the latest version of this application.

Check the supported part name, part number, and known compatible firmware
version before use.

Duplicating, changing, and transferring this application without permission are
prohibited.

Remodeling this application is prohibited for use.

All or part of these disclaimers and cautions are subject to modify or change without
notice.

* Company names and product names described in this document are trademarks or
registered trademarks of the respective companies.

* In this document, "ZEQUO assist Plus" is called "this application."

* This document is based on the specifications of ver. 1.7.0.1.
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1. About ZEQUO assist Plus

ZEQUO assist Plus is a Windows application which combines operations and settings of
our Switching Hub with various functions such as monitoring active devices.

ZEQUO assist Plus

/ Setting Support \

ZEQUO series MNO/XG series

ZEQUO initial setting IP address easy setting

Easy restore Terminal emulator

a N

ZEQUO/MNO/XG/GA/FA/CILIN series
Monitor function

Periodical Ping

E-mail notification
(Ping monitor
error/Syslog)

Management function

Collective upgrade
Upgrade notification

Batch setting Auto setting
acquisition restoration
\ TFTP server Syslog server SNTP server j

Fig. 1-1 Overview of Functions Contained in ZEQUO assist Plus

® Be sure to check supported part names and part numbers and use this application
with the known compatible firmware version. (Refer to the included readme.txt)
® To operate this application, your personal computer should have Microsoft .NET
Framework 3.5 SP1 or higher and less than 4.0 installed. If it is not installed on a
personal computer with Windows 7 or earlier, you should download the installer from
the following page to install it.
Microsoft .NET Framework download page (Microsoft Corporation)
https://dotnet.microsoft.com/en-us/download/dotnet-framework
® You cannot start multiple instances of this application (Including ZEQUO assist).
The content, specifications, and others of this application and this document will be
subject to change without notice.




1.1. Operating Environment

® Known compatible OS
Windows 7 Service Pack 1 (32-bit and 64-bit)
Windows 8.1 Service Pack 0 (32-bit and 64-bit)
Windows 10 Service Pack 0 (32-bit and 64-bit)
Windows 11

* The operational monitor function is known compatible in the following OS:
+ Windows Server 2008 R2 Service Pack 1

Windows Server 2012 R2 Service Pack O

Windows Server 2016

Windows Server 2019

Windows Server 2022

® Necessary specifications
CPU: 1 GHz or more (32/64-bit)
Memory: 1 GB or more
HDD: Free space of 1 GB or more (including capacity for .NET Framework
redistributable package)
Screen resolution: XGA (1024 x 768) or higher

® QOthers
Microsoft .NET Framework 3.5 SP1 or higher and less than 4.0
Ethernet communication port
"Console port"

® Computer port opening
To use the following functions, open the ports used by each function in the firewall
settings on the personal computer.

Firewall settings

- Outbound Rules | Inbound Rules
69 UDP o]

TFTP server function

123 UDP SNTP server function O
514 UDP Syslog server function O
10669 UDP IP address easy setting function O

10670 UDP IP address easy setting function O




1.2. Supported Part Name, Part Number, and Known
Compatible Firmware

For the supported part name, part number, and known compatible firmware of this
application, refer to the included "readme.txt."




2. Installation and Uninstallation

2.1. Installing ZEQUO assist Plus

No installer is provided for this application. Extract the archive file in any folder (such as on

the desktop).
To upgrade it, overwrite the existing folder with a new file. Upgrading from ZEQUO assist

Plus can be performed by a similar operation.

Note: If a database open error occurs at the start-up due to corruption of the data that
manages user authentication information, start this application after deleting the
"auth.db" and "user.dat" files in the package, and re-register your user
information.

* Example of extracting the file on Windows 10
ZEQUOASSISTPLUS _vxxxx_en.zip

» ZEQUOASSISTPLUS »

Double-click

ZEQUOASSISTPL

US_wooozip

-

Drag and drop it in any folder
(such as on the desktop)
and open it.

= | ZEQUOASSISTPLUS vicooc_en - [m} X
Home  Share  View
) > ZEQUOASSISTPLUS vioooc_en v O earch Z
revrTg
‘j

1 plugin enini Interop.NE jaini license.txt

en lang
TWORKLIS
crere
E
= . |
) =
nager.

[0

Tdll
NetworkM  Operating  readmett  sshknown  SystemDat  te ttpemn.dl

a Manual pdf hosts asQlite.dl

ttpdig.dil ttpfile.dll ttpset.dll ttxssh.dll TTXTermina ZEQUOASS
Ldll IST.exe

20 iters -

Fig. 2-1 Installing ZEQUO assist Plus
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2.2. Uninstalling ZEQUO assist Plus

To uninstall this application, remove the folders and files extracted as described in the
previous section 2.1. "Installing ZEQUO assist Plus." (No registry is used)

The following four administration files are newly created in the same folder. Remove
them when they are not required. When planning to use this application again after
uninstallation, store them in another location without removing them.

* After ZEQUO assist Plus initial start-up information is registered:
auth.db Login information about an acquired switch

user.dat Authentication information about this application

* After the operational monitor function is configured:

NetworkManagerEquipList.xml Device information about the operational monitor
function
NetworkManagerSettings.xml Configuration information about the operational

monitor function




3. Starting and Quitting ZEQUO assist Plus

Double-click "ZEQUO assist.exe" to start the application.

3.1. Initial Start-up

The screen shown in Fig. 3-1 appears at initial start-up. Enter a user name and password
for starting this application, and press the "OK" button.

ZEQUO assist Plus initial starting process

Please register the authentication

User name

Password

Cancel
Fig. 3-1 Initial Start-up Screen

Note: The user name and password permit the characters and the number of characters
shown below.
® Available characters: One-byte alphanumeric characters [A-Z a-z 0-9]
(case sensitive)
One-byte symbols [@#()-+.]
® The number of available characters: Up to 12(Single-byte only).
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3.2. Second or Later Start-up

The authentication screen shown in Fig. 3-2 appears at the second or later start-up. Enter
the user name and password you specified at the initial start-up, and press the "OK"
button.

ZEQUO assist Plus Login

Enter username & password.

User name ‘ |

Password

Cancel Chanee
Fig. 3-2 Authentication Screen

Note: To change the user name and password, press the "Change a login information."
button. (For details, refer to Section 3.3. "Changing Login Information.")

3.3. Changing Login Information

Press the "Change a login information." button on the screen shown in Fig. 3-2 to display
the screen shown in Fig. 3-3. Enter the current user name and password, a new user
name and password, and a password (for confirmation). Press the "OK" button.

View of login information change

Enter the login information.

0Old user name ‘

Old password

New user name
New password

New password (retype)
(to each item 12 characters)

Goncel

Fig. 3-3 "View of login information change."

Note: Be sure to fill in all items even when changing either the user name or password
only.
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3.4. ZEQUO assist Plus Launcher

After the success of the login authentication, a screen appears for selecting a function
you want to operate with.

To configure our Switching Hub, press the "The ZEQUO series" or "The
MNO/XG/GA/FA/CILIN series" button in "Setting support", depending on a target part
number.

To use the operational monitor function, press the "Operational monitor" button in
"Operations support."

& ZEQUO assist Plus Launcher — X

The ZEQUO series
Setting support = -
I The MNO/XG/GA/FA/CIiLIN series

Operation

support Operational monitor '

Please select a function you want to use.

Fig. 3-4 Selecting Target Series Name
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3.5. Quitting ZEQUO assist Plus

Press the "x" button in the upper right of the window to quit the application.

e ZEQUO assis t Plus ver 14.00 O ‘ X

Fig. 3-5-1 Button for Quitting Application

When you try to quit the operational monitor window, the message appears confirming
whether to quit the application, as shown in the figure below. When it is quit, all
functions such as the monitoring, schedule, and server will stop. To continue to operate
each function, press "No" to prevent quitting the application.

ZEQUO assist Plus - operational monitor

If you quit the application, you cannot use monitoring and
server function.

Do you want to continue?

Yes ] Mo

Fig. 3-5-2 Message Confirming Whether to Quit Operational Monitor Window
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4. |P Address Easy Setting Function

Use the IP address easy setting function to set the IP address, switch name, etc. of a

device for the ZEQUO series, MNO series orXG series Switching Hub which supports this
function. You can also set a port for some part numbers.

4.1. Configuration of IP Address Easy Setting Function

For the IP address easy setting function, use an Ethernet communication port. Connect
the Ethernet ports of the personal computer and Switching Hub directly, or connect the

computer and Switching Hub to a TCP/IP network within a broadcast domain which does
not go through an L3 switch, router, etc.

[ ZEQUOQ assist Plus ]

\ 1
\
\

1
\

Connect with a UTP cable
Our Switching Hub

(supported part number of this
application)

TCP/IP network
(within the broadcast

Fig. 4-1 Connection Block Diagram for IP Address Easy Setting Function

Note:

® To use this function, the personal computer should be able to access each device
through an IP address easy setting protocol. The screen does not list the device which
has this function disabled or does not contain it.

For detailed setting conditions of the device, refer to "Troubleshooting" in this
document.

For the personal computer equipped with multiple network interfaces, a primary
network interface is used.




4.2. Searcing for Switching Hubs and Setting IP Address

From the list on the left side of the screen, click the "IP Address Easy Setup" button to

display the screen shown in Fig. 4-2

1 (&) ZEQUO assist Plus ver1.40.0

-1.

Mode Basic information

- (] X ‘

( ] Search
P
No.  Partname

Version
information

<

MAC address

IP address

Subnet mask

Gateway Host name A

Setting items

3% If you set the IP address to the switch equipped the WEE management function. WEB management function is automatically enabled
(Except for ZEQUO RE series, GA-MS senes, ZEQUO 2300/2310 and MGA-MLITWPOE++
order to connect 1o the WEB management function n FA-ML series, it is necessary 1o set a separate usemame and password)

Fig. 4-2-1 IP Address Easy Setting Function Screen

Press the "Search" button. This application starts searching for Switching Hubs within the

broadcast domain. In a few seconds, the screen displays the list of detected Switching

Hubs.

[/ ZEQUO assist Plus ver.1.4.0.0 - o X ‘
[ 1 | Search | Clear csv Mode Basic information w| [ Only devices without IP address | Telnet
g a»T«
7 | [ Part name MAC sddress TP acdress Subnet mask__ Gateway Host name
Wagires by sens | [ Switch-MiBeG 00-50-40-10-19-7¢ | 172.16.1055 25525500 0000
— | Switch-M24eG 00-GI-BF-AD-14-3A  172.15.1055 25525500 0000
3 Switch-M8eGLPWR |00-50-40-18-02-42  |172.1655 25526500 0000
o ' GILIN-6POE+PD | 00-50-40-63-37-17  |192.168.1.10 26626500 0000
Easy Restore
5 ZEQUOBTOORE 00-50-40-3G-6E-AA | 172.162222 26526500 172162264 206700RE
@ § XG-M2TPoEs DO-50-40-31-0E-E5 1720610024 25525500 0000
= 7 GA-MST 00-50-40-3F-6E-85 1721618 25525500 0000
Larmpinal ] SK-EMLETPoE+ 00-50-40-56-22-25 17216128253 25525500 0000
f ZEQUO2310 00-50-40-56-85-GB | 172.16100.100 25525500 0000
1 ZEQUOSTOIRE 00-50-40-3G-6F-07  172.160253 25525500 0000 ZEQUOBT00
11 ZEQUOSTORE 00-50-40-41-09-43  172.1610072 25526500 172160254
Setting items
Network setting
— Host name
¥ P (Up to 16 alphanumerics)
IPaddess 172 (2 (16 10 5
Subnet mask (256 5 255 3 [0 0
Confieure
Gateway 0 j0 [0 [0 |&
3# If you set the IP address to the switch equipped the WEB function, WEB function is lly ensbled
{Except for ZEQUO RE series, GA-MS series, ZEQUD 2300/2310 and MGA-MLATWPoE+-+.
jer 10 connect 1o the WEB management function n FA-ML series, it is necessary 1o set a separate username and password)

Fig. 4-2-2 IP Address Easy Setting Function Screen (after Searching for Switching Hubs)

From the list of the detected Switching Hubs, select a device that you want to configure.
In the "Setting items" field in the lower part of the screen, configure "Network setting",

"Switch name", and other items.
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The following table describes the displayed items.

ltem Name

Description

"Search"

Search for supported devices connected within the
broadcast domain.

"Clear"

Clear the search result.

IICS\/II

Output the CSV file of search result.

"Mode" "Basic information"

Display the part name, MAC address, IP address, subnet
mask, default gateway, and switch name of the detected
device.

"Port setting"
(for S8GPWR+ and
S9GPWR only)

Display the part name, MAC address, and port number
(with the Auto MDI/MDI-X, MDI, EEE, and MNO series
power saving mode enabled) of the detected device.

"Version"

Display the part name, MAC address, IP address, switch
name, and runtime/boot code version of the detected
device.

"Only devices without IP
address"

Display only devices that do not yet have an IP address
setting.

"Telnet"

Start a terminal emulator for the selected device to
establish a Telnet connection.

It is not established for a device that does not yet have an
IP address setting. Also, the device to be connected
should support a Telnet server function and should be in
an active state.

The following table describes the items which can be set.

ltem Name Description
"Fixed" Set a fixed IP address to the device.
"IP address" Enter an IP address.
"Subnet mask" Enter a subnet mask.
"Gateway" Enter a default gateway such as a router.
"DHCP" Get an IP address from a DHCP server.
"Host name" Set the host name of a switch. You can enter up to 16 one-byte
alphanumeric characters.

Fill in the setting items and press the "Configure" button to display the confirmation
screen shown in Fig. 4-2-3. Press "Yes" to configure the settings and "No" to cancel them.

Confirmation

o Do you want to start configuring the settings?

I

Fig. 4-2-3 Screen for IP Address Easy Setting
(Message Confirming Configuration of Settings)
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After the settings are reflected into the device correctly, the message shown in Fig. 4-2-4
appears indicating the completion of the settings. If an error message appears, you
should search for them again or check the network.

Message it
Configuration is complete.

Fig. 4-2-4 IP Address Easy Setting Screen
(Message Indicating Completion of Settings)

You have now completed the settings about the IP address easy setting function. For how
to set and operate other functions, refer to the operation manual (for menu screens) of
each device.

Note:

® Avoid removing the cable and turning off the device during the configuration of the
settings.

® The http server function of eG/eGi series, FA-ML series, XG series and GA-
EMR48TPoE+ will be automatically enabled when setting IP address using IP address
easy setting function. Please refer to the Manual CLI on our home page to disable the
http server function.

® The set IP address and switch name are automatically saved.

® To use this function, the personal computer should be able to access each device
through an IP address easy setting protocol. (The device should have at least the IP
address easy setting function enabled. The screen does not display the device which
has this function disabled or does not contain it)
For detailed setting conditions of the device, refer to "Troubleshooting" in this
document.
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4.3. Advanced Settings for Specific Part Numbers

For the specific part numbers below, you can upgrade the firmware, configure basic
settings of a port, and initialize settings, in addition to the typical setting of an IP address.

Target product: Part name (part number)
- Switch-S8GPWR+ (PN24089)
- Switch-S9GPWR (PN24099)

Select a supported device in the list after devices are searched, and new items appear in
the "Setting items" field, as shown in Fig. 4-3-1.

assist Plus ver.1.4.0.0 - o X

& ZEQUO
[ ] Search Clear csv Mode Basic information « | [[] Only devices without IP address
| ml’ Part name MAC address 1P address Subret mask Host name

Gateway

No.
un«:n—ar—sa—sﬂa 192.168.1.19 25525500 1000

Setting items
Network setting

(®) Fixed

Host name Show upgrade view

(Up to 16 alphanumerics ) Port setting

P address 192 (- 168 34 1 19 s

Time limit of change Default values

Subnet mask (255 & 255 3 0 H I

@ 20 minutes Oonfiawe
Gateway 0 0 [0 0 | (O Mo limitation

3 If you set the IP address to the switch equipped the WEB management function, WEB management function is automatically enabled
(E‘xcedm for ZEQUO RE series. GA-MS series ZEQUO 2300/2310 and MGA-MLATWPoE++
ler to connect . e

order to connect to the WEE management function in FA-ML series. it is necessary to set a separate username and password)

Fig. 4-3-1 IP Address Easy Setting Screen
(When Selecting Switch-S9GPWR)

The following table describes each item.

Item Name Description

"Time limit of change" Set an action for accepting configuration changes from this
application for non-default settings of the device.
(* Devices can be always detected regardless of this setting)
20 Configuration changes cannot be accepted after
minutes" an elapse of 20 minutes since start-up with this

setting selected. (factory default)

"No Configuration changes can be always accepted.
limitation"

"Show upgrade view" Show the upgrade view of the firmware.

"Port setting" Show the port setting screen.

"Default values" Clear all settings and return to the factory setting.

18




Port Setting

Press the "Port setting" button in Fig. 4-3-1 to display the port setting screen shown in Fig.

4-3-2.
[port setting] Switch-SGGPWR([IP address:192.168.1.19MAC address00-C0-8F-54-BE-F3] ‘
Setting items 1 2 3 4 5 6 7 8 ] 10 Select all ports
[] Aute MDL/MDI-X I MDI-X ” MDI=X || MDI-X || MDI=X || MDI-X || MDI-X || MDI-X ” MDI-X || MDI-X ” S | Auto MDI-X
[[ihaoleatis s [ Enstle | [ Ensbie | [ Enatie | [ Enabie | [ Enabe | [ Ensble | [ Ensble | [ Ensble | [ Ensble | [ Ensble | Enable | Disable
DE;‘:;‘:F“Q"‘ | Ensble ] [ Enable ‘ | Ensble ] [ Ensble ‘ | Enable ] [ Enable ‘ | Enable ] [ Enable ‘ Enable  Disable
(EEESD sz / EEE)
Return the settings Setting Close
before the chanege
Please select the item, which you want to configure, and enter the parameter of each port.

Fig. 4-3-2 Port Setting Screen

The following table describes the displayed items.

Iltem Name

Description

"Setting items"

Select a setting that you want to change.

"Auto MDI/MDI-X"

Set Auto MDI/MDI-X.

"Auto" Enable Auto MDI/MDI-X.

The factory default setting is as follows:
Switch-S8GPWR+: Ports 9 through 10
Switch-S9GPWR: Port 10

"MDI-X" | Fix the port to MDI-X.
The factory default setting is as follows:
Switch-S8GPWR+: Ports 1 through 8

Switch-S9GPWR: Ports 1 through 9

"MD" Fix the port to MDI.
You can set this for the following uplink ports only.
Switch-S8GPWR+: Ports 9 through 10

Switch-S9GPWR: Port 10

"The MNO series
Power-saving
mode"

Set the MNO series power-saving mode.

"Enable" | Enable the MNO series power-saving mode. (factory
default)
"Disable" | Disable the MNO series power-saving mode.

"Energy-Efficient
Ethernet
(IEEE802.3az /
EEE)"

Set the Energy-Efficient Ethernet. (You can change this for the ports 1
through 8 only)

"Enable" | Enable the Energy-Efficient Ethernet. (factory default)

"Disable" | Disable the Energy-Efficient Ethernet.

"Return the settings
before the change"

Return the display of the settings to the state before they are changed.

"Setting"

Execute the setting.

"Close"

Close the port setting screen without changing the setting.
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Note:
® Avoid removing the cable and turning off the device during the configuration of the
settings.




Upgrading

Press the "Show upgrade view" button in Fig. 4-3-1 to display "Upgrade view" shown in
Fig. 4-3-3. On this screen, you can upgrade the firmware through a TFTP server.

Upgrade view

Devices to be uperaded

Part name |Switch-SQGPWR
MAC address |DD-GI]-BF-54-EE-F3

Run-time version | 0.0035

|
|
IP address |192,158,1,19 |
|
|

Boot version |[]_[]_[] 07

TFTP server address

File name on TFTP server

Run the uperade

Notes
3% Please do not turn off the power during the uperade
#It takes 2 minutes until uperade completion

3 A device will automatically reboot after uperade completion

Close

Fig. 4-3-3 "Upgrade view"

The following table describes each item.

Item Name Description

"TFTP server address" | Enter the IP address of a target TFTP server.

The default value is the IP address of the personal computer.
Specify an appropriate IP address.

"File name on TFTP Enter the name of a file on the TFTP server to be upgraded.
server"
"Run the upgrade" Run the upgrade. The device will be automatically reboot after the

upgrade is completed.

Never turn off the device until seeing the message indicating the
completion of the upgrade.

"Close" Close this screen without upgrading the firmware.

Note:
® Avoid removing the cable and turning off the device during the configuration of the
settings.




Return to Factory Setting

Using the "Default values" button in Fig. 4-3-1 enables you to return the setting of the

device to the factory default setting.

Press the "Default values" button to display the confirmation message shown in Fig. 4-3-4.
Press "OK" to continue to execute it or "Cancel" to cancel it.

(The factory default setting will take effect immediately. You do not need to turn off and

on the device.)

Warning X

| All the settings in the device which you selected will be
! removed. Do you want to continue?

Fig. 4-3-4 Screen Confirming Whether to Return to Factory Default Setting
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Target product: Part name (part number)

- Panasonic Wireless AP WINDIO

Select a supported device in the list after devices are searched, and new items appear in
the "Setting items" field, as shown in Fig. 4-3-5.1f WINDIO exist, CSV have this column.

(&) ZEQUO assist Plus ver14.00

~ | [ Only devices without IP address

o

X

E Search Clear sV Made | Basic information
= | [ WAG adress 1P addross

(Except for ZEQUO RE series, GA-MS series, ZEQUO 230042310 and MGA-MLITWPaE++
order to connect to the WEE management function in FA-ML series, it is necessary to set a separate username and password )

m’ Part name Subnet mask Gateway Host name Al
1P Aderess Easy Setup 0 172.16.10.56 _
3 GA-MSAT 00-50-40-3F-56-95 | 172.16.1.0 255.255.0. 0004
& Switch-M2eG 00-GO-F-A0-14-9A | 172161050 25626600 000
£ SK-EMLTPOE+  00-50-40-55-22-25 | (7216123283 28528500 1004
Easy Restore
L e L Switoh-MEcGLPWRr 00-00-40-18-03-42 | 1721655 25626600 000
/@ § GILIN-EPOESPD | 00-B0-40-63-87-17 | 17216502 255255010 1000
7 ZEQuo2810 00-60-40-56-86-CB | 17216100100 26626600 1000
| Jemiesl [ o ZFOUORIOORE  00-50-40-9G-0E-AR 172168228 25525500 172162264 |ze6700RE
9 ZEQUOBTOORE |00-50-40-41-03-43 1721610072 26528600 172.16.0.254
0 ZEQUORTOORE | 00-GI-40-80-6F-07 172160258 25626600 1000 ZEQUOG00
N G-MUTPoEs 00-50-40-31-8E-E5 1720610024 25525500 1000
< >
Setting items
Hetwork settine
@® Fixed
1P address 172 2] [16 2] (10 (2] 56 |2
Subnet mask 355 (2] (255 =] 1 (2] [ =
Configure
Gatoway [0 (2] [0 =0 20 |z
|Lzp Manzeer 1 172 =1 6= 03 2105121
222
3 If you set the IP address to the switch equipped the WEB furction, WEB function is enabled

Fig. 4-3-5 IP Address Easy Setting Screen
(When Selecting WINDIO)

The following table describes each item.

Item Name Description

"AP Manager IP"

Set manager IP of WINDIO.
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5. ZEQUO Initial Setting Function

This function provides intuitive settings with GUI through the application of the ZEQUO
series which only supports the command settings by using the CLI. You can configure
basic settings such as an IP address, VLAN, and port.

5.1. Configuration of ZEQUO Initial Setting Function

To execute the ZEQUO initial setting function, use the console port on the personal

computer and the RJ45-Dsub9 pin.

[ ZEQUO assist ]

. . \\ I’
Connection with the y - !
\ 1
console cable | /

(9,600 baud)

ZEQUO series
Switching Hub
Fig. 5-1 Connection Block Diagram for ZEQUO Initial Setting Function

Note:
® To use this function, you should have the console cable and the personal computer

equipped with the console port.
® The baud rate of the target ZEQUO should be the factory default setting of 9,600

baud.




5.2. Configuration of ZEQUO Initial Setting Screen

After selecting "The ZEQUO series" as described in Section 3.4., click the "ZEQUO Initial
Setting" button from the list on the left side of the screen. The screen shown in Fig. 5-2-1

appears.

L ZEQUO assist Plus ver.14.0.0 [m}

Login information for the setting

&. Series name - login [manager
4

Console port M v : e0e
W Addres sy Setpy pot RN Renew Password | @ .0

i:;.:::._..,'
=

erminal
Lnctater
Version
information

Parameter read File manager Acquire Initialize Gererate = — | Configure

Please enter all the settings, save them to a arbitrary place with "Generate”, and configure them with “Configure”.

Fig. 5-2-1 ZEQUO Initial Setting Screen

In "Series name", select the part name of the target ZEQUO. The setting input screen
appears as shown in Fig. 5-2-2.

el ZEQUO assist Plus ver.1.4.0.0 — O X

Login information for the setting

&. Series name | ZEQUO 400 v Login [manager

Gl Console port  |COM3 ~
=1 pol Renew Default vakies Passnord SO SSSSS

i 2» /| Basicsetting Portsetting VLAN/P Time GoS IGMP Snooping Link sgaregation Routing
o [] Gonfigure the basic setting

. Inal gﬂ
: erminal
dnitatat
Version
information

£

Parameter read Parameter save File manager Acaquire Titialize Generste | — | Configure

Please enter all the settings, save them to a arbitrary place with "Generate”, and configure them with "Configure”.

Fig. 5-2-2 ZEQUO Initial Setting Screen (after Selecting Target Part Name)
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The following table describes the displayed items.

ltem Name

Description

"Series name"

Select the part name of ZEQUO to be configured. Select
this item, and the setting input field appears.

"Console port"

Select a console port connected to ZEQUO.
If console port numbers are not listed, the personal
computer does not contain a console port or identify it.

"Renew" button

Get the list of console ports again.

"Default values" button

Clear all the input setting values on the screen and return
the application to the state immediately after it is started.

"Login information for the
setting" field

Enter a login name and login password for ZEQUO
operations.

The login name and password are both "manager" in the
ZEQUO factory default setting, and the default value of
this field is also "manager." You do not have to change this
value unless you change any setting.

Setting input field

Each of the following setting items is assigned to each tab.
For details of each setting item, refer to Section 5.3.

- Basic setting

- Port setting

- VLAN/IP address setting

- Time setting

- QoS setting

- IGMP Snooping setting

- Link aggregation setting

- Routing setting

"Parameter read" button

Read a configuration parameter from a file. For details,
refer to Section 5.3.14.

"Parameter save" button

Save a configuration parameter in a file. For details, refer
to Section 5.3.14.

"File manager" button

Show the file management screen of ZEQUO and SD card.
For details, refer to Section 5.3.11.

"Acquire" button

Acquire the current settings of ZEQUO connected to the
console port. For details, refer to Section 5.3.12.

"Initialize" button

Initialize the settings of ZEQUO connected to the console
port. For details, refer to Section 5.3.13.

"Generate" button

Create and save a configuration file, based on input values
in the setting input field. For details, refer to Section 5.3.9.

"Configure" button

Configure the actual settings for ZEQUO connected to the
console port, based on a configuration file. For details,
refer to Section 5.3.10.
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5.3. Setting Method

Below is a procedure for ZEQUO initial settings.

1. Select a target part name and console port.

2. Fill in items in the setting input field.

3. Use the "Generate the settings" button to generate settings and save a configuration

file.

4. Use the "Configure the settings" button to select a target file and configure the

settings.

5.3.1. Basic Setting

Set the login account and management information on the following screen.

(&l 25000 o

Puamstorruad | Paranater sove || Fiemaser | Bowire || il - | =5 e

~ Fig. 5-3-1 Basic Setting Screen

The following table describes the displayed items.

ltem Name

Description

"Configure the basic setting"

Target this setting item.

"Login ID"

Enter a login ID for a new login account as one through
15 alphanumeric characters.

"Password"
"Password(retype)"

Enter a login password for a new login account as one
through 15 alphanumeric characters.

Enter the same password in the "Reentry the password"
field for confirmation.

"Host name (sysName)"

Enter the name of a switch (host name) as 0 through 255
alphanumeric characters.

"Location (sysLocation)"

Enter a location for installing a switch as 0 through 255
alphanumeric characters.

"Admin (sysContact)"

Enter the administrator name of a switch as 0 through 255
alphanumeric characters.

"Prompt character (If blank, no
change.)"

Enter prompt characters displayed on the CLI screen of a
switch as one through 16 alphanumeric characters.
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Note:
® Setting a new login account will disable the factory default "manager" account.
If the “manager” account has been set in the "Login information for the setting",
it will also be disabled and will not be able to set a second time or later.
Therefore, when you set a new login account, please update the "Login information for the
setting" to .the new login accounts.
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5.3.2. Port Setting

Set the port on the following screen.

L&/ ZEQUO assist Plus ver.1.4.00

- = X

Login information for the seftting

Serws rame ZEQUO 44100 v

Loen manager
Console port  COM3 v | Renew Default vakes Paussnod GOO000O |
Basic setting  Port setting VLAN/IP Time QoS  JiMP Sncoping Link ageregation Routing
[ Configure & port setting
Port settne
[ Ensble the power-savine mode
Port Mo Port kind Port name Enable aport  Port mode ‘Auto MOI Enat ~
» I ocease-T %] Ao <o c
2 1000BASE-T (=] At Ao
3 1000BASE-T %] Auto | Auto
‘ 1000BASE-T & Auto Auto
5 1000BASE-T =] Auto Ao
(] 1000BASE-T %] Auto v [Auto v
7 1000BASE-T 53] Auto - JAuto
8 1000BASE-T (=] Auto < Ao ®
9 1000BASE-T =} Auto = Ao
10 1000BASE-T (=] Aty <A -
1 | 1000BASE-T [%] Auto <A v
12 1000BASE-T =] futo < Ao v
19 1000BASE-T %) Auto ~ JAuto
" 1000BASE-T [} Auto « Ao v
< >
Paameter read | Parameter save  File manager Acqure Inttislee Gererste = =) | Confiewre

Please enter all the settings, save them to a arbitrary place with “Generate", and configure them with “Configure”.

Fig. 5-3-2 Port Setting Screen
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The following table describes the displayed items.

ltem Name

Description

"Configure a port setting"

Target this setting item.
Selecting this box enables you to enter a setting value.

"Enable the power-saving
mode"

Enable the power-saving mode. This can reduce the electric
power consumption of non-connected ports.
(factory default: enabled)

"Port No." Show a port number.
"Port kind" Show the kind of a port.
"1000BASE-T" Represent the UTP port of T000BASE-T.
"1000BASE-T/X" Represent the combo port of T000BASE-
T and 1000BASE-X.
"10GBASE-X" Represent the SFP+ port supporting
1000BASE-X and 1T0GBASE-X.
"Port name" Enter any name for each port as 0 through 32 alphanumeric

characters.

"Enable a port"

Enable a port and allow linking up.

"Port mode" Set the connection mode of a port.
You cannot change it for optical communication ports.
"Auto" Enable auto negotiation.
"10M-Half" Fix the port mode to 10M-Half to
establish a connection.
"10M-Full" Fix the port mode to 10M-Full to establish
a connection.
"100M-Half" Fix the port mode to 1T00M-Half to
establish a connection.
"100M-Full" Fix the port mode to 100M-Full to
establish a connection.
"Auto MDI" Set the action of Auto MDI/MDI-X.

You cannot change it for optical communication ports.

"Auto" Enable Auto MDI/MDI-X.
"MDI" Use MDI to establish a connection.
"MDI-X" Use MDI-X to establish a connection.

"Enable a jumbo frame"

Enable a jumbo frame.
This allows the transfer of a frame exceeding 1,518 bytes.
(factory default: disabled)

"Enable the flow control"

Enable the flow control.
(factory default: disabled)

"Enable EEE"
(for ZEQUO 2200/2210

only)

Enable EEE (Energy-Efficient Ethernet).
When "Port mode" is not set to "Auto”, disable this setting.
(factory default: enabled)
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5.3.3. VLAN/IP Address Setting

Set the VLAN and IP address on the following screen. The setting items depend on a

selected part name.

Serwes name ZEQUO 4400

‘ - Console port | GOM3 v Renew

Password

IPvd sddress

eeeeeeeeee File manager

Please enter all the settings, save them to a arbitrary place with “Generate", and configure them with “Configure’

mmmmmmm

Fig. 5-3-3 VLAN/IP Address Setting Screen

The following table describes the displayed items.

For ZEQUO 6500/6400/4400

Canfigure

ltem Name

Description

"Configure VLAN setting"

Target this setting item.
Selecting this box enables you to enter a setting value.

"Delete selected row"

Delete a selected row. You cannot delete VLAN 1.

"VLAN ID"

Enter a VLAN ID to be created in the range of one to 4094.
(required)

"Interface name"

Enter any name of the interface. (required)

"[Pv4 address"

Enter an IPv4 address to be assigned to the interface.

"IPv4 mask length"

Enter the mask length of the IPv4 address in the range of three
to 31.

"Untagged port"
"Tagged port"

Enter each port number belonging to VLAN.
Using a comma (,) and hyphen (-) enables you to specify the
range of port numbers. (example: 1,3,5-12)

"Port No."

Represent a port number.

"Port VLAN ID"

Specify the VLAN ID of a destination when a target port
receives an untagged frame. (factory default: 1 for all ports)
You can enter only the VALAN ID defined in the VLAN setting.

"Set all ports to"

Collectively apply the selected Port VLAN IDs to all ports.
You can only select the VLAN IDs defined in the VLAN setting.
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For ZEQUO 2200/2210/2400

ltem Name

Description

"Configure VLAN setting"

Target this setting item.
Selecting this box enables you to enter a setting value.

"Delete selected row"

Delete a selected row. You cannot delete VLAN 1.

"VLAN ID"

Enter a VLAN ID to be created in the range of one to 4094.
(required)

"Untagged port"
"Tagged port"

Enter each port number belonging to VLAN.
Using a comma (,) and hyphen (-) enables you to specify the
range of port numbers. (example: 1,3,5-12)

"Port No."

Represent a port number.

"Port VLAN ID"

Specify the VLAN ID of a destination when a target port
receives an untagged frame. (factory default: 1 for all ports)
You can enter only the VALAN ID defined in the VLAN setting.

"Set all ports to"

Collectively apply the selected Port VLAN IDs to all ports.
You can only select the VLAN IDs defined in the VLAN setting.

"IP address setting of
system interface"

Set the IP address of a switch.

"Enable IP address"
/ "Disable IP address"

Select whether to set the IP address.

"Target VLAN ID"

Select a VLAN ID to which the IP address is assigned.

"IPv4 address"

Enter an IPv4 address.

"IPv4 mask length"

Enter the mask length of the IPv4 address in the range of one
to 31.

"Default gateway"

Enter the IP address of a default gateway.
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5.3.4. Time Setting

Set the time through SNTP or manually on the following screen.

Login
ZEQUO 44100 login | manager

Renew Default vakies Painrd 900S00O

tsetting VLAN/IP Time QoS  KGMP Sncopine  Link agerestion Routing

Intervaksec) 720 g (30-99999

to a arbitrary place with “Generate", and configure them with “Configure

Fig. 5-3-4 Time Setting Screen

The following table describes the displayed items.

ltem Name

Description

"Configure the time setting"

Target this setting item.
Selecting this box enables you to enter a setting value.

"SNTP" Use the SNTP server to synchronize the time.
"IP address" Enter the IP address of the SNTP server.
"Interval" Enter the interval of querying the SNTP server in the range
of 30 to 99999 seconds. (factory default: 720 seconds)
"Manual" Set the time manually.

"Setting generation time"

Set time of day based on the time on the personal
computer when "Generate the settings" is pressed.

"The specified date and time"

Set any date and time.
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5.3.5. QoS Setting

Set QoS on the following screen.

Please enter all the settings, save them to a arbitrary place with “Gen

Series name ZEQUO MM  ~ login [manseer

Console port | COME

v | Renew Default vabses

w VLANAP Time 05  GMP Sncoping Lk seeresation Fouting

7) Disable QoS

‘Weghted Round Robin

Parameter read Parameter save File manager Acqure Tntislize Generate = — | Configure

erate’, and configure them with “Configure

Fig. 5-3-5 QoS Setting Screen

The following table describes the displayed items.

ltem Name

Description

"Configure a QoS setting"

Target this setting item.
Selecting this box enables you to enter a setting value.

"Enable QoS" Enable QoS actions.
"Strict" Set the QoS scheduling method to Strict Priority Queuing
(SPQ).
"Priority" Represent a priority within the VLAN frame.
"Class ID" Enter the Class ID of a queue to be assigned in the range

of 0 to seven.
A larger value represents a higher priority.

"Weighted Round Robin"

Set the QoS scheduling method to Weighted Round Robin
(WRR).

"Class ID" Represent the Class ID of a target.
"Weight" Enter the weighting of a Class used for WRR in the range
of one to 127.
A larger value represents a higher priority.
"Disable QoS" Set the same Class ID for all priority values and disable

QoS prioritized control actions.
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5.3.6. IGMP Snooping Setting

Set IGMP Snooping and IGMP Querier on the following screen.

Series name ZEQUO 400

Console port | COME

{4 Enable IGMP Querier

tsetting VLANAP  Time

mmmmmmmm

£ Enable IGMP Snoopre

Parameter save => | Confiewe

File manager

Acqure Intialize Gererate

| Please enter all the settings, save them to a arbitrary place with “Generate”, and configure them with "Configure’

Fig. 5-3-6 IGMP Snooping Setting Screen

The following table describes the displayed items.

ltem Name

Description

"Configure the IGMP Snooping
setting."

Target this setting item.
Selecting this box enables you to enter a setting value.

"Enable IGMP Snooping"

Enable IGMP Snooping.

"Enable Multicast filtering"
(for ZEQUO 2200/2210/2400 only)

Enable the multicast filtering function.
When it is enabled, multicast data will be transferred to
only a member port of IGMP.

"Enable IGMP Querier"

Enable IGMP Querier.

"IGMP Query version"

Select the version of IGMP Query to be sent.
(recommended value: v2)

"IGMP Query interval (sec)"

Enter the IGMP Query transmission interval in the range of
one to 65535 seconds.
(factory default: 60 seconds)

"Enable Querier"

Enable to send IGMP Query to VLAN.

"VLAN ID"

Select a VLAN ID to be sent.
Create necessary VLAN in the VLAN setting in advance.
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5.3.7. Link Aggregation

Setting

Set the link aggregation on the

following screen.

mmmmmmmm

Distributed aleorthm  Source IP address v Delete selected row

Parameter

lease enter all the settings, save th

read | Parameter save File manager Acqure Intislize Generate = — | Configure

em to a arbitrary place with “Generate", and configure them with "Configure

Fig. 5-3-7 Link Aggregation Setting Screen

The following table describes the displayed items.

ltem Name

Description

"Configure link aggregation"

Target this setting item.
Selecting this box enables you to enter a setting value.

"Distributed algorithm"

Select an algorithm for distributing traffic to ports within a
group (Initial setting: Sender IP address).

"Delete selected row"

Delete a selected row.

"Group ID" Select the group ID of a link aggregation in the range of
one to 32.
"Kind" Select the kind of a link aggregation.

"Static" Specify an aggregation port manually.

"LACP" Use LACP to dynamically decide an
aggregation port. (Active)

"Master port"

Specify a physical port which is the basis of a port setting
applied to all logical ports. You can specify only one port
to the master port.

"List of target ports"

Enter a port number belonging to a group. This should
contain the master port.

Using a comma (,) and hyphen (-) enables you to specify
the range of port numbers. (example: 1,3,5-12)
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5.3.8. Static Routing Setting (Except ZEQUO 2200/2210/2400)

Set the Static routing on the following screen.

&/ Z0QUO assist Plus ver.1.4.00 - [

in information for the sefti
|& Series name | ZEQUO 8400 i
rrm?

Console port | COME v Renew Default vabses Pazsword @ GSSSSS

P A sy Setp

w VLANAP Time oS  KIMP Snoopine Lk swreqation Routine

Subret mask length Metric vahe Next hop address

Porameter read | Parametersave  File manager Acqure Intialize Gererate = | Configure

Please enter all the settings, save them to a arbitrary place with “Generate", and configure them with "Configure’

Fig. 5-3-8 Static Routing Setting Screen

The following table describes the displayed items.

ltem Name Description
"Configure a routing setting." Target this setting item.
Selecting this box enables you to enter a setting value.
"IPv4 default gateway" Enter a default gateway.
(It is equivalent to 0.0.0.0/0)
"Delete selected row" Delete a selected row.
"IPv4 network address" Enter a network address to be routed.
"Subnet mask length" Enter the subnet mask length of the network address in
the range of 0 to 32.
"Metric value" Enter a metric value in the range of one to 65535.
"Next hop address" Enter the IP address of a router or other devices in a
destination.
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5.3.9. Generating Configuration File

Press the "Generate the settings" button after all the entries. The screen displays the
generated configuration commands as shown in Fig. 5-3-9. In "File (&F)", select "Save as
(&A)" to save the configuration commands in any location on the personal computer.
An incorrect input value causes an error. Modify it to the correct value and press the
"Generate the settings" button again.

Refer to a configuration file O X

File ()  Edit (E)

Lonfig power_saving state enable ~
enable jumbo_frame

config ports 1 speed auto flow_control disable state enable mdix auto
config jJumbo_frame port 1 state disable

config ports 2 speed auto flow_control disable state enable mdix auto
config jJumbo_frame port 2 state disable

config ports 3 speed auto flow_control disable state enable mdix auto
config jJumbo_frame port 3 state disable

confie ports 4 speed auto flow_control disable state enable mdix auto
config jumbo_frame port 4 state disable

config ports 5 speed auto flow_control disable state enable mdix auto
config jumbo_frame port 5 state disable

config ports b speed auto flow_control disable state enable mdix auto
confie jJumbo_frame port 6 state disable

config ports 7 speed auto flow_control disable state enable mdix auto
config jJumbo_frame port 7 state disable

config ports 8 speed auto flow_control disable state enable mdix auto
config jumbo_frame port 8 state disable

confie ports 9 speed auto flow_control disable state enable mdix auto
config jumbo_frame port 9 state disable

confie ports 10 speed auto flow_control disable state enable mdix auto
config jumbo_frame port 10 state disable

config ports 11 speed auto flow_control disable state enable mdix auto
config jumbo_frame port 11 state digable

config ports 12 speed auto flow_control disable state enable mdix auto
config jumbo_frame port 12 state disable

config ports 13 speed auto flow_control disable state enable mdix auto
config jumbo_frame port 13 state disable

config ports 14 speed auto flow_control disable state enable mdix auto
config jJumbo_frame port 14 state disable

confie ports 15 speed auto flow_control disable state enable mdix auto
config jJumbo_frame port 15 state disable

config ports 16 speed auto flow_control disable state enable mdix auto
config jJumbo_frame port 16 state disable

i peed e:ugc_: fl?wf_cgmrell disable state enable mdix auto v

Row: 1 Column: 1

Fig. 5-3-9 Screen after Generating Settings
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5.3.10. Configuring Settings

Press the "Configure the settings" button after all the entries. A screen appears confirming
whether to configure the settings, as shown in Fig. 5-3-10-1. Continue to select "Yes" and

choose a location to save the target file that contains the configuration to be performed.

(When continuing from 5.3.9, select the location to save the target file saved in 5.3.9.)

When the correct configuration file is selected, the application will initialize the settings
and apply them through the console port. After they are completed, a completion
message appears as shown in Fig. 5-3-10-2.

Setting initialization confirmation

| All the settings of devices will be initialized.
H Do you want to continue?

Yes No

Fig. 5-3-10-1 Screen for Confirming Whether to Configure Settings

Information X

o Configuration is complete.

Fig. 5-3-10-2 Message Indicating Completion of Settings
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5.3.11. File Management

Press the "File manager" button to display the "View of ZEQUO file management" screen
shown in Fig. 5-3-11. On this screen, you can copy or delete files saved in the ZEQUO
body and SD card as well as manage the firmware and configuration file used at start-up.

A file with a name beginning with "*" indicates the firmware for boot, and a file with a
name beginning with "#" indicates the configuration file for boot. You cannot rename and

delete such files.

ZEQUD (c//

name s vee
¢ runtimehad 4669872
# configcle 29,992

o Femmare for start up
23etirg fibe dor start up

50 card (d/)

Fig. 5-3-11 "View of ZEQUO file management." Screen

Note:

® Files with spaces in the file name cannot be displayed on the "View of ZEQUO file

management" screen.




The following table describes the displayed items.

ltem Name

Description

"Acquire"

Acquire the list of files contained in the ZEQUO body or SD
card.

To do that, you should select a correct option in "Console
port" on the ZEQUO initial setting screen.

"Rename"

Rename a selected file.
Enter a new name on a separately displayed rename
screen, and press "OK."

"Delete"

Delete the selected file.
Once deleted, it cannot be restored.

"Format"

Initialize the SD card. To use a new SD card, be sure to
execute this operation.

Executing the format operation will delete all data
contained in the SD card. Note that you cannot restore the
deleted data.

>>>>

Copy files contained in the ZEQUO body to the SD card.
If the destination ZEQUO body has the same file, an error
occurs.

<L

Copy files contained in the SD card to the ZEQUO body.
If the destination SD card has the same file, an error
occurs.

"Specify as firmware (SD)"

Rename the selected file to "sd_runtime.rom" and specify
it as the firmware used at the boot of a switch.

By inserting the SD card containing this file before booting
the switch, you can use the firmware of this file to boot it.

"Specify as setting file (SD)"

Rename the selected file to "sd_config.cfg" and specify it
as the configuration file used at the boot of a switch.

By inserting the SD card containing this file before booting
the switch, you can use the configuration of this file to
boot it.

"Specify as firmware"

Specify the selected file as the firmware at the boot of a
switch. When the SD card contains "sd_runtime.rom" at
the boot of the switch, reading the selected file will take
priority.

"Specify as setting file"

Specify the selected file as the configuration file at the
boot of a switch. When the SD card contains
"sd_config.cfg" at the boot of the switch, reading the
selected file will take priority.
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5.3.12. Acquiring Settings

This function can acquire the current configuration information of a switch and save it to

the personal computer.

Press the "Acquire" button to display the screen for selecting a setting acquisition method,
as shown in Fig. 5-3-12-1.

Press "Yes" to acquire only changed factory default settings or "No" to acquire all settings.

Select a setting acquisition method X

Do you want to get the only difference from the factory
settings?
“Yes™ : differences
"No” : All settings

No Cancel
Fig. 5-3-12-1 Screen for Confirming Setting Acquisition Method

Press "Yes" or "No", and the application will start the acquisition process of configuration
information and display a screen indicating its progress as shown in Fig. 5-3-12-2.

Setting acquisition...

Acquiring the settings...
p—

Data size: 443byte(s)

Fig. 5-3-12-2 Screen Indicating Progress of Setting Acquisition

After the completion of the acquisition process, a screen appears confirming the
acquisition result, as shown in Fig. 5-3-12-3. You can save that result by selecting "File
(&F)" ->"Save as (&A)."

Refer to a configuration file O X
File (/) Edit(®)

[ A
H ZEQUO 4400

* Gonfiguration

% Firmware: Build V2.0.0.01

#STACK

config stacking force_master_role state disable
config my_box_id auto

config my_box_priority 32

config stacking_mode disable

# DEVICE

config temperature threshold high 79
config temperature threshold low 11
config temperature trap state enable
config temperature log state enable

# BASIC

# ACCOUNT LIST

# ACCOUNT END

# PASSWORD ENGRYPTION

disable password encryption

config serial port auto_logout 10_minutes

config terminal width 80

digable command loeging

# DEBUG

debug config state enable
debug config error_reboot enable
#STORM

config traffic control | broadcast disable multicast disable unicast disable action drop threshold 131072 countdown 0 time_interv.
config traffic control 2 broadcast disable multicast disable unicast disable action drop threshold 131072 countdown 0 time_interv.
config traffic control 3 broadcast disable multicast disable unicast disable action drop threshold 131072 countdown 0 time_interv.
B e e e S P o P R ) M A R A D Y o r A S g SO

Row: 1 Column: 1

Fig. 5-3-12-3 Screen for Confirming Acquisition Result
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5.3.13. Initializing Settings

This function can initialize the settings of a switch.
Press the "Initialize" button to display the screen for confirming whether to initialize the

settings, as shown in Fig. 5-3-13-1.

Confirmation

| Do you want to initialize to a factory settings?

Fig. 5-3-13-1 Screen for Confirming Whether to Initialize Settings

Press "OK" to display the screen for confirming whether to reboot the device after the
initialization, as shown in Fig. 5-3-13-2. Select "Yes" to reboot it or "No" to avoid rebooting

It.

o Do you want to reboot after initialization?

Fig. 5-3-13-2 Screen for Confirming Reboot after Initialization

After the initialization is completed, the completion messages shown in Fig. 5-3-13-3
appear depending on whether the device is reboot.

Information X Information

o Initialization is complete. o Initialization started. Please wait for reboot.

Fig. 5-3-13-3 Screen Indicating Completion of Initialization
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5.3.14. Saving/Reading Configuration Parameter

This function can save and read an active configuration parameter.

Press the "Parameter save" button to display the screen where you can set a location for
saving a configuration parameter, as shown in Fig. 5-3-14-1. You can save the active
configuration parameter to a file by entering the location and pressing "OK."

+ B, ThispC

o Quick olaers ‘
. 3 kto
[ This PC D Object: .Deu P
¥ 30 Ob, s .
B Deskiop Document its [} load:
Documen te = ‘
¥ Download M Pictures
D Music —
Pictus
Videos
B Video E
2 Wind
Devices and drives (1
g Network -
Windows (C:)
52 ) I
-
T~
File pame:
Save as type: ZIC file(".zic)
 VidaFldes |

Fig. 5-3-14-1 Screen for Saving Configuration Parameter

Press the "Parameter read" button to display the screen where you can select a file storing
the configuration parameter, as shown in Fig. 5-3-14-2. You can read the active
configuration parameter by specifying the file and pressing "OK."

& Open

+ B, ThisPC
1 @
# Quick roler |
3 kol
3 This PC ' D Object: Desktop
i Network
Document t v‘ Download:
J\ Music Pictures
-—
Videos
Devices and drives (1
Windows (C:)
2 ——
-
-
File name «| | ZIC file{*zic) v

Fig. 5-3-14-2 Screen for Reading Configuration Parameter
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6. Easy Restore Function

This function acquires and restores configuration information of the MINO series and XG
series Switching Hub.

6.1. Configuration for Using Easy Restore Function

To execute the easy restore function, use the console port on the personal computer or
the RJ45-Dsub9 pin.

(1) Acquiring settings [ ZEQUO assist Plus ]

N /7
\ /7
\ /7
N 4
\ /
s Y Connection with

] o the console cable
MNO series Switching Hub
(supported part number of this
application)

(2) Restoring settings
Fig. 6-1-1 Connection Block Diagram (through Console)

o . [ ZEQUO assist Plus ]
Acquiring settings

Connect with
a UTP cable

MNO series Switching Hub
(supported part number of this
application)

Fig. 6-1-2 Connection Block Diagram (through network)

Note:

® To restore settings, you can use only a file of configuration information acquired by
this application. Before restoring them, use this application to acquire configuration
information.

® Settings cannot be restored in the device with the firmware version older than that of
the device where they were acquired.

® The settings of a device cannot be restored through the network. To restore them,
connect the console cable.
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6.2. Configuration

of Easy Restore Screen

After selecting "The MNO/XG/GA/FA/CILIN series" as described in Section 3.4., click the
"Easy Restore" button from the list on the left side of the screen. Then, a screen appears
ecting each tab in the upper part of the screen, you can
switch to "Acquire the settings" screen shown in Fig. 6-2-1 or the "Restore the settings"

as shown in Fig. 6-2-1. By sel

screen shown in Fig. 6-2-2.

(& ZEQUO assist Plus ver.1.4.00 - o
| Acquire the settngs  Restore the settings
! QL-', The switch setting acquisition
Paddnss Acguired file list
= Tareet tike Specity a file
= name
Password 2 Hide
lect a port Metwork Change & port
Acauisition
P o 0 0 0 0 Search action
No TP eddress Part name Seeiich name WA aadress
| ZEQUO assist Plus ver. 1400 - m]
Acqure the settnes Restors the settines |
i Switch setting restoration

[ e
ki by g

Fig. 6-2-2 Switching Easy Restore Screen (When Selecting "Restore the settings")

Folder R

Confaguration file list

Select 3 port

COM3 Chanee a port

Delete a file

Fun the restore

Contents of restoration file
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6.3. Acquiring Configuration Information

This function can acquire the settings of the MNO series and XG series Switching Hub
through the console or network and save it to the personal computer.

After selecting the "Acquire the settings" tab, press the "Specify a file name" button,
specify a location for saving the acquired file, and enter a login user and password for a
target device to acquire settings.

In "Select a port", select a setting acquisition method. For the personal computer
equipped with the console port, select a candidate beginning with "COM" to acquire
settings through the console cable. If no candidate appears, check the connection state of
the serial port on the personal computer and press the "Change a port." button to acquire
port information again.

When selecting "Network", you can specify the IP address of the target device to acquire
settings remotely through the network. For the device supporting the IP address easy
setting function, press the "Search action" button. This allows the application to search
the list of IP addresses within the same segment and to automatically input an IP address.

e x|

tres | Restore the settings

s| The switch setting acquisition
Addns fany Sevg| | Accuined file list

Specity a file
name

Fig. 6-3-1 "The switch setting acquisition" Screen (When Seleé’?ing "Network")
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After filling in these items, press the "Acquisition" button. The application will acquire
information about the specified device and display its result on the screen shown in Fig. 6-
3-2. Check the part number, part name, firmware version, and MAC address of the
device. If the device information is correct, press the "OK" button to start the setting
acquisition process.

Confirmation of target device
Device part number |FN83249 ‘
Made| Name [%G-M24TPaE+ \
Firmware version | 10021 ‘
MAC address |l]l]:5[|:1[]:3]:9ﬁ:23 ‘
Acquire the settings from the device.

Fig. 6-3-2 "Confirmation of target device" Screen

When "Console" is selected as a setting acquisition method, the screen indicating the
progress appears during the setting acquisition process, as shown in Fig. 6-3-3. Acquiring
settings through the console will take a few seconds to up to a few minutes. Wait for a
while.

Setting acquisition...
Acquiring the settings...
F

Data size: 0 bytes

Fig. 6-3-3 Screen Indicating Progress of Setting Acquisition

After the completion of the acquisition process, the screen shown in Fig. 6-3-4 appears.

Information X

o The acquisition process is completed.

Fig. 6-3-4 Screen Indicating Completion of Process

You have now completed the setting acquisition process of a Switching Hub.
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Note:

Avoid removing the console cable or LAN cable and turning off the device during the
setting acquisition process.

Completing the acquisition process may take a few minutes depending on settings.

You will need the acquired configuration file for a restoration process. Store it with
caution.

The login name and password for a Switching Hub are recorded in the management file of
this application. If you need the acquired login information of a Switching Hub and
authentication information about this application, you should store the management file
without removing it.

(For details, refer to Section 2.2. in this document.)

To acquire settings through the network, the personal computer should be able to access
the device with Telnet on the network. (At least, the IP address should be set, and the
Telnet server function enabled)

For detailed setting conditions of the device, refer to the section "Troubleshooting" in this
document.
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6.4. Restoring Configuration Information

This function can restore the MNO series and XG series Switching Hub settings saved on
the personal computer to a device having the same part number.

Select the "Restore the settings" tab, and press the "Refer to the folder." button to specify
the folder storing the configuration file acquired as described in Section 6.3. Then, all files
contained in the specified folder appear in "configuration file list." Select a configuration
file to be restored.

When a correct configuration file is selected, its information will appear in "Restoration
information" and "Show the content of restoration file" in the lower part of the screen.
After selecting the file to be restored, in "Select a port", select the number of a console
port used for a restoration process. If no candidate appears, check the connection state of
the serial port on the personal computer and press the "Change a port" button to acquire
port information again.

| g | Switch setting restoration

| LA gy Sy Folder G ¥Users¥User¥Documants “t': to the

| Pt Contfguration file hst

!.M, I t 8 por

[ Easy Restore | COM§ LT

| prverry ,
P

|
— .

Restoration information Contents of restoration file |

Device Name Tree-MG-M24TPoE+

ion 10021
192.168.1.13
2552552550

© address 192.166.1.13 2552652650
© defoult-gateway 192.186.1.1

Fig. 6-4-1 "Switch setting restoration" Screen

Note:
® Settings can be restored on the console only. Be sure to prepare the console cable for
restoration. (They cannot be restored through the network)




Fill in these items and press the "Run the restore" button. Information about the specified
configuration file appears on the screen shown in Fig. 6-4-2. If the settings are correct,
press the "OK" button to start the setting restoration process.

Configuration file confirmation (restoration)

File name Iconfig,txt
Device Name I[None]
Run-time version |1.EI‘EI.21
IP address ID.EI‘D.EI
Subnet mask ID.EI‘D.EI
Default gateway [0.000
SNMP lacation [Nane]

Restore the device.

-

Fig. 6-4-2 "Switch setting restoration" Screen

If no information about devices is registered in the management file of this application
(for example, when this application has been reinstalled), the screen shown in Fig. 6-4-3
will appear during running the restoration.

Press the "Yes" button to run the restoration with the factory default login
name/password (manager/manager). (Press the "No" button to cancel the process.)

Confirmation

There is no device information in the database.
Do you restored to the original state with the default log-in
ID and the default password?

Yes
Fig. 6-4-3 Screen for Confirming Login Name/Password

After the restoration process is started, the screen indicating the progress appears as
shown in Fig. 6-4-4.

Setting restoration...

Initialize the settings...

Rebooting to initialize the settings. It may take several minutes.

Cancel

Data size: 0 bytes

Fig. 6-4-4 Screen Indicating Progress of Restoration
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In the restoration process, the following steps are performed in order. Wait for a while
until they are completed.

1. Initialize the settings of a target device and reboot it.

2. Restore the settings.

3. Restore the login name and password.

4. Save the restored settings.

To cancel the restoration process, press the "Cancel" button. The confirmation screen
shown in Fig. 6-4-5 appears. Press the "Yes" button to confirm the cancellation of the
process.

If this action stops the restoration process, the settings of the device will be incomplete.
Turn off and on the device and delete the changed settings, or rerun the restoration
process.

Restore discontinuation confirmation

If it is aborted, the settings are in an incomplete condition.
Please reboot or restore again.
Do you want to cancel a restoration?

Yes ] No

Fig. 6-4-5 Screen for Confirming Whether to Cancel Restoration Process

After the completion of the restoration process, the screen shown in Fig. 6-4-6 appears.

Information X

o Restoration process was completed.

Fig. 6-4-6 Screen Indicating Completion of Restoration Process

You have now completed the setting restoration process of a Switching Hub.
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7. Terminal Emulator Function

Using the terminal emulator function enables access to the setting screen of our
Switching Hub.

7.1. Configuration for Using Terminal Emulator

To configure our Switching Hub, you can select the following three types of methods.
- Console
- Telnet
- SSH (for only models supporting the function)

To establish a connection with Telnet, you should first set the IP address of a target
device.

To establish a connection with SSH, the target device should support the SSH server
function and have the function enabled in advance, in addition to setting the IP address.
For how to set the IP address, refer to Chapter 4 "IP Address Easy Setting Function."

[ ZEQUO assist ]

Our Switching Hub

Connection with the _—
console cable L

PC
Fig. 7-1-1 Connection Block Diagram (through Console Cable)

[ ZEQUOQ assist Plus ]

Connect with
a UTP cable

TCP/IP network

Our Switching Hub
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Fig. 7-1-2 Connection Block Diagram (through Telnet/SSH)
7.2. Configuration of "Terminal emulator starting setting
window"

From the list on the left side of the screen, click the "Terminal Emulator" button to display
the screen shown in Fig. 7-2-1. Fill in items for starting the terminal emulator on this
screen.

In "Terminal emulator connection method", enter information about a destination device.
When selecting "Console", check that the personal computer contains a console port.
When selecting "Telnet" or "SSH v2", check that the destination device has the IP address
set and the Telnet/SSH server function enabled.

Selecting "Store the log on the screen" will automatically save the content displayed on
the screen in a text file format to the personal computer. Select "Store the log on the
screen in the PC.", and in "A log destination:", specify a location for saving the text file.

Fig. 7-2-1 "Terminal emulator starting setting window”"
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After filling in these items, press the "Start a terminal emulator" button to display the
terminal emulator screen as another window, as shown in Fig. 7-2-2. For subsequent

operations of the Switching Hub, refer to the operation manual supplied with each
product.

= COM5:9600baud - Terminal Emulator VT - O X
File Edit Setup Control Window Help

PN28480 Local Management System Version 1.0.0.148
MAC Address: 00:C0:B8F:4A:B9:3C

Login Menu

Login: I

Fig. 7-2-2 Terminal Emulator Screen
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The following table describes the displayed items.

Menu ltem Name Description
Name
"Log..." Start saving a log.
e " "Comment to Log..." Add any comment to a log.
File (&F) — . .
View Log... Show a log being saved.
"Show Log dialog..." Show the status of saving a log.
"Copy" Copy a selected text to the clip board.
"Copy table" Copy a selected text to the clip board in a tab
delimited format.
"Paste" Paste the content in the clip board to the
screen.
"Paste<CR>" Paste the content in the clip board to the
. screen, along with a line feed code.
"Edit ..." ; T .
Clear screen Clear the content displayed on the screen.
"Clear buffer" Clear the displayed content including existing
screen buffers (displayed history).
"Cancel selection" Deselect the text.
"Select screen” Select the currently displayed text on the
screen.
"Select all" Select all texts including screen buffers.
"Reset terminal" Initialize terminal emulator actions.
. . "Reset port" Reset the connection of the console port.
Control . .
(This is enabled only for the connection
through the console)
"Window" List all terminal emulator windows.
"Minimize All" Minimize all terminal emulator windows.
: "Restore All" Show all terminal emulator windows.
"Window" . .
"Cascade" Cascade terminal emulator windows.
"Stacked" Tile terminal emulator windows up and down.
"Side by Side" Tile terminal emulator windows right and left.
"About TTSSH..." Show the license of the terminal emulator.
"Help (&H)" | "About Tera Term..." Show the version information about the
terminal emulator.
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8. Operational Monitor Function

The operational monitor function provides the following functions for network devices
such as our Switching Hub when the existence of our Switching Hub in a monitor device
can be confirmed through device information acquisition. To check whether each part
number of our Switching Hub supports this function, refer to the included readme.txt.
The following functions work only when the existence of our Switching Hub in the
monitor device can be confirmed through device information acquisition.

B Periodical Ping monitor
This function uses a Ping to monitor life and death of our Switching Hub. (Devices
other than our Switching Hub can be also monitored)

B [og acquisition (except for some part numbers)
This function acquires settings, system logs, and operating states of a Switching
Hub.

B Batch setting acquisition (except for some part numbers)
This function acquires settings of multiple Switching Hubs at any given time.

B Setting restoration function (except for some part numbers)
This function restores settings of a Switching Hub.

B Command transmission (except for some part numbers)
This function transmits any predefined CLI command based on a schedule.

B Collective upgrade (except for some part numbers)
This function instructs a target device to upgrade.

B Alert notification (e-mail, dialog, audio)
This function notifies the administrator of a Ping monitor error and particular Syslog
message when they are received.

®m  Syslog server
This server function uses a Syslog protocol to aggregate system logs of a Switching
Hub.

m  TFTP server
This server function is used to upgrade a Switching Hub or to transfer configuration
information.

m  SNTP server
This server function is used to set the time within a Switching Hub.

B Update notifications
This functions notifies the firmware version of registered terminals, and updates of
the version of this application.

57




Note:

® \\Vhen performing operational monitoring on the ZEQUO DL series and FA-ML series
whose login banner has been changed using the “banner login® command, be sure
to include the following information in the login banner.
Example 1: For ZEQUO 4500DL

Half-width space

ZEQUOIﬁ4500DL

[IFi\rmvvarE[IVersionw 0.1 .O6D

Half-width space Half-width space Line break

Example 2: For FA-ML12TPoE+

FA-ML12TPoE+

[IH\rmvvarE[IVersionQZ.O.O.OOﬂ

Half-width space Half-width space Line break

Write the firmware version after the product name.
Match the firmware version to that of the product used.
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8.1. Configuration

A device connected to the network, including our Switching Hub, can use the operational
monitor function when the existence of our Switching Hub in the monitor device is
confirmed through device information acquisition.

Our Switching Hub

Network device
(such as a server)

[ ZEQUO assist Plus ]

Our Switching Hub

Fig. 8-1 Example of Network Configuration

Note:

® To use the Syslog server and TFTP server functions, open a UDP port used by these
servers in the firewall setting on the personal computer.
Standard configuration ... Syslog server: 514 port, TFTP server: 69 port, SNTP server:
123 port




8.2. Showing Operational Monitor Window

To use the operational monitor function, press the "Operational monitor" button on the
"ZEQUO assist Plus Launcher" screen or double-click the executable file
"NetworkManager.exe" included in the ZEQUO assist Plus folder.

; ZEQUO assist Plus Launcher

Setting support

The ZEQUO series

I The MNO/XG/GA/FA/CIiLIN series

Operation
support

Operational monitor

Please select a function you want to use.

Fig. 8-2-1 Starting Operational Monitor Window

If the screen shown below appears at start-up, press "Yes."

User Account Contral

device?

NetworkManager.exe

Publisher: Unknown

Show more details

Do you want to allow this app from an
unknown publisher to make changes to your

File origin: Hard drive on this computer

Yes

> ]

Fig. 8-2-2 Windows User Account Control Screen
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If the existence of our Switching Hub in the monitor device is confirmed through device
information acquisition, the operational monitor window shown in Fig. 8-2-4 appears. If
not, the alert screen shown in Fig. 8-2-3 appears confirming whether to purchase a
product. On this screen, press "OK" to display the operational monitor window shown in
Fig. 8-2-4.

ZEQUO assist Plus - operational monitor X

To use all functions, you have to add our product to the
monitor device and renew the device information. Please refer
to the manual.

Fig. 8-2-3 Screen for Confirming Whether to Purchase Product

; ZEQUO assist Plus - operational monitor - O X
File() Edit(E) Operation(Q) Display(D) Help (H)
Periodical Ping monitor Batch log acquisition  Batch setting acquisition Batch command exe Collective upgrade Update a device information Telnet connection SSH connection =
Search menitor device Add monitor device Delete monitor device Add a group Delete a group Import from CSV file Export to CSV file Setting
] All nodes Default disglax v | Select all devices Deselect all devices Select all periodical Ping monitor Deselect all periodical Ping monitor  Batch selection
Select P address Group MAC address Host name Model name Cgr?:ﬁ:'e User name Password ;.er:éofr:g:
< >
Time of day IP address Host name Contents
< >

Ping monitor error log  Syslog  Action log

Tn uce all functinne von have ta add aur nenduct tn the manitar deviee and renew the device infarmatinn

Fig. 8-2-4 Operational Monitor Window

Screen Layout

Number Name Overview
(1) Operation Show each operation button.
buttons

(2) Group pane Set and show the logical configuration of a device in a tree
structure.

(3) Device list pane | Set and show the information about the device to be
monitored.

(4) Log pane Show a Ping monitor error, received Syslog, and application
action logs for each tab.
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Description of Operation Buttons

Name Description

"Periodical Ping Start and stop the Ping monitor function for the device with "Periodical

monitor" Ping monitor" checked in the device list. For details, refer to Section 8.8.
This function can be used only when the existence of our Switching
Hub in the monitor device is confirmed through device information
acquisition.

"Batch log Acquire logs immediately for the device where a schedule is specified in

acquisition" "Scheduled log acquisition" in the device list of a selected group.

This function can be used only when the existence of our Switching
Hub in the monitor device is confirmed through device information
acquisition.

"Batch setting
acquisition"

Access the device with "Select" checked in the device list of a selected
group to acquire device configuration information.

This function can be used only when the existence of our Switching Hub
in the monitor device is confirmed through device information
acquisition.

"Batch command
execution"

Execute any user-defined CLI command on the device with "Select"
checked in the device list of a selected group. For details, refer to
Section 8.11.

This function can be used only when the existence of our Switching Hub
in the monitor device is confirmed through device information
acquisition.

"Collective upgrade

Use the firmware specified in "File name of upgrade" to instruct the
upgrade for the device with "Select" checked in the device list of a
selected group. For details, refer to Section 8.12.

This function can be used only when the existence of our Switching
Hub in the monitor device is confirmed through device information
acquisition.

"Update a device
information."

Access the device with "Select" checked in the device list of a selected
group, and acquire device information.

For our Switching Hub, "Model name" and "Firmware version" appear.
When device information can be acquired from the monitor device
through updating device information, it indicates the existence of our
Switching Hub.

"Restore setting"

Restores configuration information in the configuration file for the
target device when the configuration file is set as the "Setting file for
restoration" for the device in the device list, which is last selected with a
mouse. For details, refer to Section 8.12.

This function can be used only when the existence of our Switching Hub
in the monitor device is confirmed through device information
acquisition.
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"Telnet connection'

Establish a Telnet connection for the device in the device list, which is
last selected with a mouse.

This function can be used only when the existence of our Switching Hub
in the monitor device is confirmed through device information
acquisition.

"SSH connection"

Establish an SSH connection for the device in the device list, which is last
selected with a mouse.

This function can be used only when the existence of our Switching Hub
in the monitor device is confirmed through device information
acquisition.

"WEB connection"

Establish a WEB connection for the device in the device list, which is last
selected with a mouse.

This function use Microsoft Edge. When connected to the web, it is
necessary to set Microsoft Edge to IE mode. You should use
recommendation browser of target equipment, if there is problem of
display, etc.

If you would like to use proxy server, it is possible for you to use by
setting proxy server.

This function connect to the target IP and port 80 with HTTP. If you
would like to access to HTTPS, particular port and web page, you can
use URL of device list pane.This function can be used only when the
existence of our Switching Hub in the monitor device is confirmed
through device information acquisition.

"Camera tool"

When i-PRO System Setting Tool made by i-PRO is installed on the device
that contains this application, the camera tool can be started by pressing
the "Camera tool" button.* For known compatible camera tools, refer to
page 109.

"Search monitor
device"

Add the device detected through the IP address easy setting to the
device list of a selected group. For details, refer to Section 8.4.

"Add monitor
device"

Add a new row to the device list of a selected group.
For details, refer to Section 8.4.

"Delete monitor
device"

Delete the device with "Select" checked in the device list of a selected
group. For details, refer to Section 8.4.

"Add a group"

Add a child group below a selected group.
For details, refer to Section 8.5.

"Delete a group"

Delete a selected group and devices belonging to the group.
For details, refer to Section 8.5.

"Import from CSV
file"

Import device information saved in a CSV file to this application, and
replace the current device list and its content with that information.
For details, refer to Section 8.4.

"Export to CSV file"

Output all device information in the device list to a CSV file.
For details, refer to Section 8.4.
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"Setting"

Set the following functions. For details, refer to pages for each function.
- Alert profile on page 73

- Syslog alert on page 82

- SNTP server on page 103

- TFTP server on page 102

- Scheduled log acquisition on page 87

- Periodical Ping monitor on page 83

- Command transmission on page 93

- Others on page 105

Display pull-down
menu

You can switch between show/hide according to the purpose of each
column displayed in the device list pane. The initial value is "Defalt
display." You may also select "Periodical Ping monitor display",
"Execution command display", "Connection information display", and
"Custom display."

With "Custom display", you can set show/hide for each column. For
details, refer to Section 8.4.

"Select all devices"

Check "Select" of all devices in the device list of a selected group.

"Deselect all Un-check "Select" of all devices in the device list of a selected group.
devices"

"Select all periodical | Check "Periodical Ping monitor" of all devices in the device list of a
Ping monitor" selected group.

"Deselect all Un-check "Periodical Ping monitor" of all devices in the device list of a
periodical Ping selected group.

monitor"

"Batch selection"

Collectively select settings for "Alert profile", "Scheduled log acquisition",
"Command transmission 1" through "Command transmission 3", and
"File name of upgrade" in the device list of a selected group.

Description of Device List Pane

Name

Description

"Select" check box

Specify a target device for the following operations.
® '"The collective log acquisition"
® 'Batch setting acquisition”
® '"Collective upgrade"
® "Update a device information."
® 'Setting restoration function"
® "Delete monitor device."
® "Copyin CSV format (&C)"

"IP address"

Enter the IP address of a device.

"Group"

Show the group name of the device specified in the group pane.
You cannot directly edit the name on this item.

"MAC address"

Show or change the MAC address of a device.

"Host name"

Enter any name of a device (host name). (optional)
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"Model name"

Show the model name of our Switching Hub.
To acquire it, check "Select" of a target device and press the
"Update a device information" button.

"Firmware version"

Show the firmware version information of our Switching Hub. To
acquire it, check "Select" of a target device and press the "Update a
device information" button.

"User name" Enter a user name for logging in to our Switching Hub.
(It must be a login account having administrative privileges)
To use only the Ping monitor, you do not have to enter it.
"Password" Enter a password for logging in to our Switching Hub.

(It must be a login account having administrative privileges)

To use only the Ping monitor, you do not have to enter it.

You can use the "etc." tab on the setting screen to show or hide
this password.

"Periodical Ping monitor"
check box

Specify a target device for the periodical ping monitor function.

"Result of Ping monitor"

Show the result of the last Ping monitor.

"Last date and time of
Ping monitor"

Show the last date and time when the Ping monitor was executed.

"Ping response time"

Show response time from the device for the last Ping monitor.

"Periodical Ping monitor
start time"

Enter the time for set the start time of Periodical Ping monitor
function.Default time is 0:00. If it same at "Periodical Ping monitor
end time", the Periodical Ping monitor function is not action.

"Periodical Ping monitor
end time"

Enter the time for set the end time of Periodical Ping monitor
function.Default time is 0:00. If it same at "Periodical Ping monitor
start time", the Periodical Ping monitor function is not action.

"Alert profile" Select a used alert profile in case of a Ping monitor error.
"Scheduled log Select a profile for acquiring scheduled logs for our Switching Hub.
acquisition" You should create a schedule on the setting screen in advance.

"TX Command 1",
"TX Command 2",
"TX Command 3"

Select a profile for transmitting a command for our Switching Hub.
You should create a schedule on the setting screen in advance.

"File name of upgrade"

Select the file name of the firmware used in the "Collective
upgrade" function for our Switching Hub. List files with the
extension ".rom" contained in the public folder of the TFTP server.
For details, refer to Section 8.15.

IIURLII

Enter a URL address for WEB connections.

"Auto setting restoration”

Enable the Auto setting restoration function. Automatically
executes the setting restoration function when enabled.

"Setting file for
restoration"

Select a configuration file for the setting restoration function for
our Switching Hub.

"EnablePassword"

Enter a password for "enable" command.
This is used when "enable" command is needed password.
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Required

Optional

8.3. Procedure for Setting Operational Monitor Function

To use the operational monitor function, follow the steps below to configure settings. For
details, refer to pages for each function.

A

Add a device. |

\ 4

Add a group. :

____________________________

Acquire device information from | i
our product.

Select a target

periodical Ping monitor function.

__________________

Create an alert profile.

A 4

Specify an alert profile to a

____________________________

device for the ' Refer to Section 8.8. !

____________________________

______________________________________________

--------- N S S S—
Set a Syslog i; Create a log 11| Create a command N Batch setting
server :i acquisition schedule. ii transmission :i acquisition
¥ Refer to
' | } '\.___ ] Section 8.10..
Create a i i Specify a log i: Specify a command i | Setting A
Syslog alert. | 1i| acquisition schedule. i: transmission ¥ Restoration
Referto 1! Refer to Refer to ¥ Refer to
Section Section /\_  Section8.11. /i Section

________________

___________________

Fig. 8-3 Procedure for Setting Operational Monitor Function
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8.4. Device Management

8.4.1. Adding Device

To execute the operational monitor function, you should first register a device to be
monitored with this application.

Press the "Add monitor device" button, and an empty row will be added to the device list.
Fill in the following items: "IP address", "Host name" (optional), and "User name" and
"Password" for a login account having administrative privileges.

(When registering a product other than our Switching Hub, you do not have to fill in "User
name" and "Password")

&) ZEQUO assist Plus - operational monitor - o x
File () Edit(E) Operation (Q) DisplayD Help (H)
Search monitor devicell Add monitor device [pelete monit e Addagroup Delete Import from CSVfile Exportto CSV file Setting
| All nodes Default display « | Select all devices Deselect all devices Select all periodical Ping monit
Select  IP address Group MAG address Host name Model name Firmmore User name Password Ef&“ﬂgﬁ
e S S
0 F—
— e e o o O e o e e o e e o e e e o

Fig. 8-4-1 Adding Device

Select [P address ‘Tdﬁ?ess Host name Model name \Eérrrgit';gre User name Paszword Eﬂ?ﬁjgg!tor EnablePassword
O 19216811 | 00:5040:08:1 kg kbor O HAEEAA AR
O [e2isars | Ak O HRRERRRH

Fig. 8-4-2 Example of Adding Device

Right-click on the device list pane to display menus where you can also add a monitor
device.

MAC

address Host hame

Select  IP address Group

Copy in CSV format (C)
| Add monitor device w) |

Delete monitor device (O

Run Ping monitor (P)

Telnet connection (T

Neb connection (H

Restore setting(E

Fig. 8-4-3 Adding Monitor Device (Right-click Menu)
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8.4.2. Adding Devices through Search Monitor Device

You can register devices through the monitor device search function as you can use the
"Add monitor device" button to add devices. When you press the "Search monitor device"
button, the "View for device searching" screen appears.

= O X
Select all Deselect all [[] Mo display registered device
Part name MAC address 1P address Subnet mask Gateway Switch name

Cancel

Fig. 8-4-4 Monitor Device Screen

When you press the "Search" button in the "View for device searching" screen, a device
information list of our Switching Hubs that exist within the same network and support the
IP address easy setting function is displayed. Check the box for the device to be registered
and press the "Register" button to register the device into the device list.

= O X
Clear result Select all Deselect all [] Mo display registered device
Part name MAC address 1P address Subnet mask Gateway S
Switch-M48eG 00:CO:3F:4A:BD:6B 0000 0000 0000
< >
Cancel

Fig. 8-4-5 Search Execution in Monitor Device Screen
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8.4.3. Deleting Monitor Device

To delete the monitor device, check "Select" of that device and press the "Delete monitor
device." button. Then, on the displayed confirmation screen, press "OK" to continue to
delete it.

‘ ; ZEQUO assist Plus - operational monito
File(F) Edit(E) Operation (O) Display(D) Help (H)

Periodical Ping monitor Batch log acquisition Batch setting acquisition Batch command execution Collective upgrade Update a device |

Search monitor device Add monitor devicel Delete monitor device I Add a group Delete a group Import from CSV file Export to CSV file

_1 All nodes Default display v | Select all devices Deselect all devices Select all periodical Pi
Select [P address Group :I:Iﬂ?ess Host name Model name
192.166.12 D0:COBF4A:.. -
ZEQUO assist Plus - operational monitor X

o Do you want to delete the device from the device list?

<

Fig. 8-4-6 Screen for Confirming Whether to Delete Device
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-8.4.4. Updating Device Information

Check "Select" and then press the "Update a device information" button. This enables you
to acquire the model name and firmware version information of our Switching Hub.

When the information can be acquired through updating device information, you can use all
functions of the operational monitor function. Since then, the device information will be
automatically and periodically updated in our Switching Hub. However, if the existence of
our Switching Hub cannot be confirmed for 28 days since the last confirmed date, you will
not be able to use all functions. When you set "Alert profile for fatal error." as described in
Section 8.13. "Other Settings", a notification message can be sent to a specified e-mail
address at the automatic update of the device information, if the existence of our
Switching Hub cannot be confirmed for eight or more days. For a specified device other
than our Switching Hub supporting this application, no information can be acquired.
"Update a device information", except for GA-EMR48TPoE+, XG series and eG series,
needs setting of EnablePassword for the equipment and ZEQUO assist Plus. Please enable
the TelnetServer function of the device and set EnablePassword. After setting
EnablePassword, press the "Update a device information" button to update a device
information.

Please refer to the Manual CLI on the home page for information on how to enable
TelnetServer functionality. And in this manual “8.2 Showing Operational Monitor
Window” to see where to enter the EnablePassword.

; ZEQUO assist Plus - operational monitor

File(E) Edit(E) Operation(Q) Display(D) Help(H)

Periodical Ping monitor Batch log acquisition Batch setting acquisition Batch command execution Collective up jn:\-l Update a device information I
Search monitor device Add monitor device Delete monitor device Add a group Delete a group  Import from CSV file  Export to CSV file  Setting
1 All nodes Default display ~ | Select all devices Deselect all devices Select all periodical Ping monitor [
MAC Firmware
Select || IP address Group address Host name Model name version
192.168.1.2 00:COBF4A

Fig. 8-4-7 Updating Device Information

ZEQUO assist Plus - operational monitor X

Do you want to acquire a part number and firmware version
of the device.

Cancel
Fig. 8-4-8 Screen for Confirming Whether to Update Device Information

;. ZEQUO assist Plus - operational monitor

File() Edit(E) Operation(Q) Display(D) Help(H)

Periodical Ping monitor Batch log acquisition Batch setting acquisition Batch command execution Collective upgrade Update a device i

Search monitor device Add monitor device Delete monitor device Add a group Delete a group  Import from CSV file  Export to CSV file
1 All nodes Default display v | Select all devices Deselect all devices Select all periodical Pii
[
Select  IP address Group «::I’;roess Host name Model name I

192.168.1.1 00:CO:8F:4A PN28480

|

e
Fig. 8-4-9 Example of Screen after Updating Device Information
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8.4.5. Using CSV File to Import and Export Device List

The device list information registered with this application can be exported (output) and
imported (input) in a CSV file format. You can extract the exported information on other
personal computers. You can also use spread sheet software or something to edit the
content of the exported file and import it again to register much device information at a
time.

Note:

® Animport process will delete all contents contained in the current device list and put
the content of the CSV file into the list. (The content of the CSV file will not be added
to the existing device list)




8.4.6. Device List Pane Display Setting

You can change the show/hide settings for certain columns of the device list pane in this

application.

To set the display settings for certain columns, select the provided display format from the
Display pull-down menu in the device list pane and "Display" of the operation buttons to

switch show/hide of for certain columns.

; ZEQUO assist Plus - operational monitor

File() Edit(E) Operation(Q) Display(D)

Help (H)

Periodical Ping monitor Batch log acquisition Batch setting acquisition Batch command execution

Search monitor device Add monitor device Delete monitor device Add agroup Delete a group Img

1 All nodes Default display

Default displa:
Periodical Ping monitor display
Execution command display

Connection information display
Custom display

v | Select all devices Desele

MAC
address

00:CO:8F:4A.

Fig. 8-4-10 Device List Pane Display Setting (Display Pull-down Menu)

Description of each Display Format

Name

Description

"Default display"

Display format set as the initial value. All columns are shown.

"Periodical Ping
monitor display"

Minimum required display format for Ping monitoring.

"Execution command

display" on schedule settings.

Minimum required display format for command transmission based

"Connection
information display"

Minimum required display format for for Telnet, SSH, and WEB
connections to our Switching Hub.

"Custom display"

Display format in which the user can set show/hide for each column.

For "Custom display", you can set show/hide for each column and the display order from
"Custom display setting" in "Display" of the operation buttons.

; ZEQUO assist Plus - operational monitor

File (F) Edit(E) Operation (O) | Display(D)

Help (H)

Search monitor device Add monitor
1 All nodes

Custom display

Periodical Ping monitor Batch log ac| Default display (D)
Periodical Ping monitor display (P)
Execution command display (C)

Connection information display (A)

Custom display setting

nand execution (
lete a group Imp
Il devices Desele

MAGC |
address

00:CO:8F:4A

Fig. 8-4-11 Device List Pane Display Setting (Operation Buttons)
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Custom display setting

Non-display column

Host name

Model name

Firmware version

Liser name

Password

Periodical Pine monitor

Result of Ping monitor

Last date and time of Ping monitor
Ping response time

Periodical Ping monitor start time
Periodical Ping monitor end time
Alert profile

Scheduled log acquisition

TH Command 1

TH Command 2

TA Command 3

URL

Auto setting restoration
Setting file for restoration
EnablePassword

Display column

MAC address P

oK Cancel

Fig. 8-4-12 "Custom display setting"

Screen Layout

Number Name Description

(1) "Show/hide of the target | You can set show/hide for the target column.
column" buttons

(2) "Display order change" You can change the display order of the target
buttons column.
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8.5. Group Management

Registered devices can be categorized, narrowed down, and displayed in a hierarchic
structure for each group.

By default, the screen displays only "All nodes" showing all registered devices. Create any
group under this.

8.5.1. Adding Group

Select a group one level higher than a hierarchy you want to create, and press the "Add a
group" button. A new group will be created under the selected group. You can change
the group name to any name with a click of it (up to 16 characters). You can create up to
256 groups.

; 7EQUO assist Plus - operational monitor

File(E) Edit(E) Operation(Q) Display(D) Help(H)

Periodical Ping monitor Batch log acquisition Batch setting acquisition Batch comm
Search monitor device Add monitor device Delete monitor dev :eDeIw
= mellOdE Default display v | Select al
)
Select  IP address Group

Fig. 8-5-1 Adding Group

8.5.2. Deleting Group

When you want to delete any group, select a target group and press "Delete a group."
Then, on the displayed confirmation screen, press "OK" to continue to delete it.

Deleting a group will also remove all devices belonging to that group. To delete only the
group, you should first move devices belonging to it to another group.

ZEQUO assist Plus - operational monitor X

Do you want to delete the group "New group” and the
devices which are included in the group.

Fig. 8-5-2 Screen for Confirming Whether to Delete Group
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8.5.3. Assigning Device to Group

To assign a previously registered device to any group, check "Selection" of a target device,
and drag and drop the device on a destination group.

= _1 All nodes Default d.sp]ay ~ | Select all d

Uther company

Select  IP address Group

192.168.2.24

192.168.2.22

Drag and drop

Fig. 8-5-3 Example of Assigning to Group (Assigning Two Devices to "New company"

Group)
= 1] All nodes Default display «| Selectall d
_1 New company
_‘I Other company Select  IP address Group
192.168.2.24 ¥New company
192168222 ¥MNew company

Fig. 8-5-4 After Assigning to Group

To add a new device to an existing group, you can select a destination group and press
"Add monitor device" to add the device under that group.

Periodical Ping monitor Batch log acquisition Batch setting acquisition Batch comman:

Search monitor device IAdd monitor devicel Delete monitor device Add a group Delete

=] 1 All node Default d|sp|ay v Selectalld
_'| New company

Jther company

Select [P address Group
192.159.22! ¥Mew company
192.168.2.22 ¥MNew company

¥MNew company -

Fig. 8-5-5 Adding Monitor Device (after Selecting Group)
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8.6. Alert Profile Setting

This application can combine the following three types of alert methods to notify the
administrator of a message when detecting a monitor error or particular situation.
Settings defining these notification methods are called an "alert profile."
® Sending an e-mail
® Showing a message on the screen of the personal computer running this
application
® Play backing an audio file
® |ncident operation by Ping error/Syslog reception
Executing commands
SNMP Trap notification

The alert profile can be connected with the following events.
® Periodical Ping monitor ... If a Ping time-out occurs in a particular device
® Syslog alert ... If a Syslog message including a particular text is received

This function can be set but does not work when the existence of our Switching Hub in
the monitor device cannot be confirmed through device information acquisition.

Note:

® For the types "sending an e-mail", "showing a message on the screen of the personal
computer running this application”, "play backing an audio file", and "executing
commands", to prevent continuously many alerts, for 600 seconds after the occurrence
of any alert (re-execution inhibit period), a notification process is not executed even in
case of a new alert (the new alert is recorded in the log pane only). The notification
process is executed for each occurrence of an alert only when a periodic Ping monitor
time out occurs. The re-execution inhibit period will not be applied to the type "SNMP
Trap notification." The initial value of the re-execution inhibit period is 600 seconds and

can be set within the enabled range 0 to 3600 seconds.
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8.6.1. Adding Alert Profile

To add an alert profile, press the "Setting" button to display the "Setting" window, and
select the "Alert profile" tab. Press the "Add" button, and then a new profile will be
created. Enter any name in "Profile name" (up to 255 characters).

You can add up to 513 alert profiles.

‘ (&) 7EQUO assist Plus - operational monito - O X
| File(®) Edit(E) Operation(Q) Display(D) Help(H)
Periodical Ping monitor Batch log acquisition Batch setting acquisition Batch command execution Collective upgrade Update a device information Telnet connection SSH connection
Search monitor device Add monitor device Delete monitor device Add a group Delete a group Import from CSV file Export to CSV filg] Setting
] All nodes Default display v Select all devices Deselect all devices Select all periodical Ping monitor Deselect all periodical Ping monitor Batch selection
Select  IP address Group iﬁ&s < Host name Model name E‘i!rrrg/;:re User name Password Eﬁgﬂﬁ: !lnr
85l Setting X |
Alert profile §Syslog  SNTP TFTP  Acquire log  Ping monitor  TX Gommand etc.
Profile name Notice method
J
: New alert
<
Time of day IP address
< >
Re-alert interval. 600 . sec Edit... Delete
< >
Ping monitor error log  Syslog  Action log

Fig. 8-6-1 Adding Alert Profile
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8.6.2. Editing Alert Profile

After adding the new alert profile in the previous section, press the "Edit ..." button, and
then an editing screen will appear. On this screen, you can define a notification action in

case of an alert.
To e-mail a notification message, consult the network administrator for the e-mail server

setting in advance.

. Alert profile setting e

Profile name |New alert

[] Motification by e-mail [] TX command to specific equipment
SMTP srv Port 2 v Repeat count  only once
Auth Unavailable Enc Unavailable Equipment
User ID Password IP Address HostName

Dest. mail address

Sender mail address

Title

Command Line: 17100
[[] Show a messaee
Messaege
Alert occurred in ${IF} in HDATETIME] Gommand 2 (Only Ping monitor) Line: 14100

$HSYSLOG]

[] Playback an audio file

Audio file
[[] SNMP Trap netification

IP Adresses Line: 1710

Description of Parameters.
E-Mail or Message :
$IDATETIME] : Time of date
$IP: IP address of device
$HSYSLOGH: Incident detail — — —
Notification QID 1.36.14.1.39655.100
TH command :
${DATETIME} : Time of date
${IP1 : IP address of device 0K Cancel

Fig. 8-6-2 Screen for Editing Alert Profile Settings
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Description of Setting Items

Method Name Description
E-mail "Notification by e- Enable an alert notification by e-mail.
mail"
"SMTP srv" Specify an SMTP server to which an e-mail is sent.
"Port" Specify the port number of the SMTP server. (initial
value: 25)
A recommended value is automatically input depending
on an option selected in "Encryption." However, you
should change it accordingly for your server
environment.
"Auth" Select an authentic method for connecting to the SMTP
server from the following options.
® "Unavailable"
® "PLAIN"
® "OGIN"
® "CRAM-MD5"
"Enc" Select an encryption method for connecting to the
SMTP server from the following options.
® "Unavailable."
® "SSL/TLSPLAIN"
® 'STARTTLS"
"User ID" Enter a user ID for authentication.
"Password" Enter a password for authentication.
"Dest. mail address" | Enter an e-mail address to which an alert e-mail is sent.
You can use a semi colon (;) to specify multiple
destination addresses.
"Sender mail Enter an e-mail address for a sender e-mail address.
address"
"Title" Enter the title of an alert e-mail.
"Body" Enter the body text of the alert e-mail.
"Confirmation of e- | Send a test e-mail based on the input setting.
mail transmission."
"Message" | "Show a message" | Enable an alert notification showing a message on the
screen.
"Message" Enter the body text of a message displayed on the
screen.
"Display check" Show a test message screen based on the input setting.
"Audio" "Playback an audio | Enable an audio alert notification.

file"

"Audio file" Specify a path to an audio file (wav format) to be used.
You can specify a file with the size of up to 10 MB.

"Playback” Play back a specified file.

"Refer to---" Show a dialog for selecting a file.
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Executing | "TX command to Enable command execution to the decive in the "IP
commands | specific equipment" | address"
"Repeat count" Select the execute command times that used for error
detection by Ping monitor.
The following values are specified to the execute
command times.
Only once: the Command and Command?2 are
execute only once.
Repeatedly: the Command and Command?2
are execute repeatedly.
"Equipment" Select the target device for command execution.
"Command" Enter the execution command (up to 100 lines).
"Command 2" Enter the execution command 2 (up to 100 lines).
"Command 2" is only used for error detection by Ping
monitor.
"Command 2" is executed only when error recovery is
not accomplished after "Command" is executed.
SNMP Trap | "SNMP Trap Enable the SNMP Trap notification.
notification" The following values are specified to the Trap
according to the event type.
1: Ping monitor error detection or Syslog alert
0: Ping monitor error recovery detection
"IP address" Enter the target IP addresses for notification (up to 10).

"Notification OID"

Enter the OID to be notified.

You can describe the following parameters in the subject / body field of e-mail and
message to insert dynamic information at the time of an alert.

Description of Parameters

Parameter
Name

Description

${DATETIME}

Insert date and time when an alert occurred.

${IP} Insert the host name and IP address of the device where an alert
occurred.
${SYSLOG} Insert the content of an alert.

You can describe the following parameters in the execution command to insert dynamic

information at the time of an alert.
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Description of Parameters

Parameter
Name

Description

${DATETIME

Insert date and time when an alert occurred.

${I1P}

Insert the host name and IP address of the device where an alert
occurred.
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8.6.3. Connecting Alert Profile

Connecting the created alert profile with the following actions will enable a notification
process: an action occurring at the time-out in the periodical Ping monitor or an action

occurring at the time of reception of a Syslog message including a particular text in the
Syslog server.

For how to connect the profile with actions, refer to sections for each function.
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8.6.4. Re-execution Inhibit Period for Alert Profiles

The re-execution inhibit period for alert profiles can be changed from the "Alert profile"
tab on the "Setting" screen. The default value for the re-execution inhibit period is 600
seconds and can be changed within the range of 0 to 3600 seconds. Setting the value to
0 means that re-execution will not be inhibited. Note that setting this period to 0 or a
small value will cause a large amount of alert profiles to be executed consecutively.

8 Setting X
Alert profile  Syslog SNTP TFTP  Acquire log  Ping monitor T Gommand etc.
Protile name MNotice method
MNew alert
< >
Re-alert interval. 600 L zec Edit... fdd Delete
oK Cancel

Fig. 8-6-3 Alert Profiles Re-execution Inhibit Period Settings
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8.7. Syslog Related Function Setting

Since this application contains a Syslog server function, it can receive log information sent
from the device supporting a Syslog protocol and save it to the personal computer. This
will enable the long-term storage of log information which is too much for an individual
device to hold and the uniform management of aggregated logs.

This function can be set but does not work when the existence of our Switching Hub in
the monitor device cannot be confirmed through device information acquisition.

8.7.1. Syslog Server Setting

Press "Setting" on the operational monitor window to display the "Setting" screen. Select
the "Syslog" tab on the screen, and then a screen for setting a Syslog server will appear.
The received Syslog data is saved as a text file in a specified log save folder.

o Setting X

Alert profile | Syslog |SNTP TFTP  Acquire log  Ping monitor TX Command etc.

Enable syslog server

UDP port 514 =

Log save Folder |C¥Users¥User¥Desktop¥ZEQUOASSIST DATA Refer to..

Base file name  |sysloe

Max size of log 10 > Mbytes

If the number of loe files reaches,

Number of log file 100 delete from the oldest log.

4

oyslog alert settine.. Detault values

Fig. 8-7-1 Screen for Setting Syslog Server
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Description of Setting Items

Name

Description

"Enable syslog
server"

Select this box to enable the Syslog server function. (initial value: enabled)

"UDP port"

Specify the number of a UDP port used by the Syslog server. (initial value:
514)

Also, you should open this port in the firewall setting on the personal
computer.

"Log save Folder"

Specify a folder for saving the received Syslog data.
(initial value: "ZEQUO assist_DATA" folder on the desktop)

"Base file name"

Specify a prefix used for the name of an automatically generated Syslog
data file as up to 16 characters. (initial value: syslog)

The file name is determined based on this text and date and time when
the file is generated.

(example of a generated file name: syslog_15-01-01_00;00;00.txt)

"Max size of log"

Specify the upper limit for the log size per Syslog data file in the range of
zero to 100 MB. (initial value: 10 MB, 0 indicates unlimited file size)

If the log size exceeds this upper limit value, data will be saved in a
generated new file.

"Number of log
file"

Specify the upper limit for the number of Syslog data files created in the
log save folder in the range of zero to 1000. (initial value: 100, O indicates
an unlimited number of files)

If the number of files exceeds this upper limit value, the oldest Syslog
data file will be automatically deleted, and a new Syslog data file will be
generated.

"Syslog alert
setting ..."

Show the "Syslog alert setting." screen. (refer to the next page)

"Default values"

Return all setting items to their initial values.
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8.7.2. Syslog Alert Setting

With the Syslog server function enabled, the application can use the alert profile to cause

an alert at the time of reception of a particular Syslog message.

In this Syslog alert setting, connect the previously created alert profile with a Syslog

message being a trigger condition of an alert process.

8! Syslog alert setting

Svslog alert

List of alert profile

Alert profile Notice method
New alert

Delete

OK Cancel

Fig. 8-7-2 Screen for Setting Syslog Server

Description of Setting Items

Name

Description

"I[P address"

Enter the sender IP address for the Syslog message.
When keeping the field empty, all IP addresses that can receive
Syslog messages become the target for sender IP addresses.

"Message"

Specify a Syslog message to trigger an alert process within 1024
characters. (prefix match, case sensitive)

When keeping the field empty, you can specify the reception of any
Syslog message as a condition, regardless of the content of the
Syslog message.

For Syslog messages sent from devices supporting the Syslog
protocol, refer to each operation manual.

"Alert profile"

Select the alert profile created in Section 8.6.

IIAddII

Add a new Syslog alert. You can add up to 256 alerts.

"Delete"

Delete the last selected Syslog alert.

"List of alert profile"

Show the list of alert profiles created in Section 8.6.
If no alert profile appears, you should first create it.
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8.8. Periodical Ping Monitor Setting

The periodical Ping monitor function of this application can monitor life and death of
network devices such as our Switching Hub and can notify the administrator of a detected
error based on a defined alert profile.

In this section, set the periodical Ping monitor function, select a device to be monitored,
and connect an alert profile with the device.

This function can be set but does not work when the existence of our Switching Hub in
the monitor device cannot be confirmed through device information acquisition.

8.8.1. Periodical Ping Monitor Setting

Press "Setting" on the operational monitor window to display the "Setting" screen. Select
the "Ping monitor" tab on the screen, and then a screen for setting the periodical Ping
monitor will appear.

8. Setting X

Alert profile  Syslog SNTP  TFTP  Acquire IosT}( Command etc.

Interval fi0 4 Sec Timeout 5 + Sec

Error detection 3 2| Time

Log save Folder  |C¥lUsers¥User¥Desktop¥Z EQUOASSIST DATA Refer t0..

Base file name 'pmg

Max zize of log 10 £ M bytes

If the number of log files reaches,
- delete from the oldest log

»

MNumber of loeg file 100

Default values

Fig. 8-8-1 Screen for Setting Ping Monitor Function
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Description of Setting Items

Name Description
"Interval" Specify the interval of a Ping transmitted to one device in seconds.
(initial value: 60 seconds)
"Time out" Specify the time-out period of a Ping response in the range of one to 30

seconds.
(initial value: 5 seconds)

"Error detection"

Specify the number of times of consecutive time-out occurrence before
a device error is determined.
(initial value: 3 times)

"Log save Folder"

Specify a folder for saving an error detection log.
(initial value: "ZEQUO assist_DATA" folder on the desktop)

"Base file name"

Specify a prefix used for the name of an automatically generated error
detection log file as up to 16 characters. (initial value: ping)

The file name is determined based on this text and date and time when
the file is generated.

(example of a generated file name: ping_14-01-01_00;00;00.txt)

"Max size of log"

Specify the upper limit for the log size per error detection log file in the
range of 0 to 100 MB. (initial value: 10 MB, 0 indicates unlimited file
size)

If the log size exceeds this upper limit value, data will be saved in a
generated new file.

"Number of log file

Specify the upper limit for the number of error detection log files
created in the log save folder in the range of 0 to 1000. (initial value:
100, 0 indicates an unlimited number of files)

If the number of files exceeds this upper limit value, the oldest error
detection log file will be automatically deleted, and a new error
detection log file will be generated.

"Default values"

Return all setting items to their initial values.

88




8.8.2. Executing Periodical Ping Monitor

To specify a target device for the periodical Ping monitor, select the check box in the
"Periodical Ping monitor" column in the device list.

; ZEQUOQ assist Plus - operational monitor
File(F) Edit(E) Operation (Q) Display(D) Help(H)

Batch log acquisition  Batch setting acquisition Batch command execution Collective upgrade  Update a device inforr

Search monitor device Add monitor device Delete monitor device Add agroup Delete a group Import from CSV file Exportto CSV file Sett
W All nodes Custom display ~ | Select all devices Deselect all devices Select all periodical Ping m
Periodical Result of Ping response .
Select  IP address Pine monitor Pine monitor time Alert profile

192.166.1.1 2ms Disable e
192.168.1.2 - Disable h

Fig. 8-8-2 Specifying Target Device for Periodical Ping Monitor

To start an actual periodical Ping monitor process, press the "Periodical Ping monitor"
button in the upper left of the operational monitor window. On the displayed
confirmation screen, press "Yes." After the process is started, monitor status will appear in
"Result of Ping monitor.", "last date and time of Ping monitor.", and "Ping response time"
in the device list. To stop the process, click the "Periodical Ping monitor" button again.
You can check the operating condition of the process based on the color of the "Periodical
Ping monitor" button.

ZEQUO assist Plus - operational monitor

0 Do you want to start periodical Ping monitor?

Yes No

Fig. 8-8-3 Screen for Confirming Whether to Start Periodical Ping Monitor Process

g - ‘ Periodical Ping monitor ‘
Monitored(flesh) Stopped(orange)
Fig. 8-8-4 Showing Operating Condition of Periodical Ping Monitor
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8.8.3. Alert Profile Setting for Periodical Ping Monitor Error

Connect the alert profile created in Section 8.6. with the device, and then the application
can notify the administrator of a device error (time-out) as an alert occurring during the
periodical Ping monitor.

To connect the alert profile with the device, select the name of a target alert profile in the
"Alert profile" column in the device list.

Periodical Result of Ping response
Select P address Ping monitor Ping monitor time Alert profile
192.168.1.1 Normal terminati.. 2 ms abnormal ~

218812 oot e °

Fig. 8-8-5 Specifying Alert Profile for Periodical Ping Monitor Error

Note:

® To prevent continuously many alerts, during the re-execution inhibit period (initial
value: 600 seconds) after the occurrence of any alert, a notification process is not
executed even in case of a new alert. (The new alert is recorded in the log pane only)

T —=—
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8.9. Log Acquisition Function Setting

This application supports a "log acquisition" function as one of features. This function
acquires the following information for our Switching Hub (except for some part numbers)
automatically and periodically: an active link-up state, operation information of each
function, and information useful for system analysis (such as a system log). This function is
classified into two types of acquisition methods: one is scheduled log acquisition to
automatically and periodically acquire information, and the other is collective log
acquisition to randomly acquire information in any device.

This function can be set but does not work when the existence of our Switching Hub in
the monitor device cannot be confirmed through device information acquisition.

8.9.1. Scheduled Log Acquisition Setting

The scheduled log acquisition function automatically acquires log information for each
part number based on timing defined in a log acquisition schedule (P.89) and saves its
result to a text file.

Press "Setting" on the operational monitor window to display the "Setting" screen. Select
the "Acquire log" tab on the screen, and then a screen for setting the scheduled log
acquisition will appear.

) Setting X

Alert profile Syslog SNTP  TFTP Ping monitor  TX Gommand  etc.

Log save Folder |C¥Users¥User¥Desktop¥ZEQUOASSIST DATA Refer to..

Base file name 'switchlog

Schedule of collectice log acquisition

The name Trieeer

Edit Add Delete

Cancel
Fig. 8-9-1 Screen for Setting Scheduled Log Acquisition
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Description of Setting Items

Name Description

"Log save Folder" | Specify a folder for saving the file of a log acquisition result for each device.
(initial value: "ZEQUO assist_DATA" folder on the desktop)

"Base file name" | Specify a prefix used for the name of an automatically generated log file as
up to 16 characters.

(initial value: switchlog)

The file name is determined based on this text, the IP address of the device,
and date and time when the file is generated. (example of a generated file

name: switchlog_192.168.0.1_14-01-01_00;00;00.txt)

"The name" Specify and show the name of a log acquisition schedule.

"Trigger" Show a condition for executing a schedule.

"Edit ..." Edit a selected log acquisition schedule.

"Add" Add a new log acquisition schedule. You can add up to 256 schedules.
"Delete" Delete the last selected log acquisition schedule.
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8.9.2. Editing Log Acquisition Schedule

Select the command transmission schedule added in the previous section and press the
"Edit ..." button, and then the "Edit a schedule" screen will appear. This screen is used to
define date and time as well as an interval for log acquisition.

8. Edit a schedule X
MName MNew scheduls
Once

Date | 2/10/2021 |3
Time [00:45 2]

During running the following functions,
other functions on the same device cannot be run. ) o
(Acquiring loe, Sending Command, Collective uperade, Updating device info)

Cancel

Fig. 8-9-2 Screen for Editing Log Acquisition Schedule

Description of Setting Items

Name Description

Execution time Select one of the following: "Once.", "Every hour", "Every day", "Every week",
interval and "Every month."

Date and day of | Specify date and day of week when a log acquisition process is started.
week

"Time" Specify time when a log acquisition process is started.
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8.9.3. Connecting Log Acquisition Schedule with Device

To start a scheduled log acquisition process, you should connect a log acquisition
schedule with a target device. To do that, select a target log acquisition schedule in the
"Scheduled log acquisition" column in the device list.

You can check the operating condition of the process in the "Action log" pane.

Scheduled log

Select  IP address Alert profile acquisition
192.168.1.1 abnormal * INew schedule
[] 1192.168.12 Disable * |Disable N

Fig. 8-9-3 Example of Connecting Log Acquisition Schedule
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8.9.4. Executing Collective Log Acquisition

To execute Collective Log Acquisition function, check the box in the "Select" column of a
target device for collective log acquisition, and press the "Batch log acquisition" button.
Then, on the displayed confirmation screen, press "OK" to continue to execute it.

;.- ZEQUO assist Plus - operational monitor
File (F) Display(D)

Periodical Ping moniter

Edit () Operation (Q) Help (H)

Batch log acquisition || Batch setting acquisition Batch command execution Collective upgrade Up

Search monitor device Add monitor device Delete monitor device Add a group Delete a group

Import from CSV file Expe

~  Select all devices Deselect all devices Select al

] All nodes Custom display
Select | IP address Alert profile Eg::?slftl?:nbg '1|'}{Cummand
192.168.1.1 abnormal * 'New schedule ™ Disable -
] R1o2.168.12 Disable ~ Disable ~ Disable -
Fig. 8-9-4 Executing Collective Log Acquisition
X

ZEQUO assist Plus - operational monitor

o Do you want to run all the log acquisition which are selected?

Cancel

Fig. 8-9-5 Confirming Whether to Execute Collective Log Acquisition
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8.10. Collective Setting Acquisition Function Setting

This application supports the "Batch setting acquisition" function in which configurations
set for our Switching Hub (except for some part numbers) can be acquired at any given
time.

This function uses the TFTP server function described in Section 8.13. to transfer the
configuration file to our Switching Hub. Before this operation, you should enable the TFTP
server function.

This function can be set but does not work when the existence of our Switching Hub in
the monitor device cannot be confirmed through device information acquisition.

To perform collective setting acquisition, check "Select" for the target device to acquire
the setting and press the "Batch setting acquisition" button. On the displayed confirmation
screen, press "OK" to continue to execute it.

; ZEQUO assist Plus - operational monitor

File(E) Edit(E) Operation(Q) Display(D) Help(H)

Periodical Ping monitor Batch log acqumtionl Batch setting acquisition I Batch command execution Collective upgrade Update a device inforr

Search monitor device Add monitor device Delete monitor device Add a group Delete a group  Import from CSV file  Export to CSV file  Sett

] All nodes Default display ~  Select all devices Deselect all devices Select all periodical Ping m

Select  IP address Group MAC address Host name Model name

I I192.IEB 11 00-CO8F4A:BD:EB PN28480

Fig. 8-10-1 Executing Collective Setting Acquisition

ZEQUO assist Plus - operational monitor X

Do you want to run all the setting acquisition which are
selected?

Fig. 8-10-2 Confirming Whether to Execute Collective Setting Acquisition

Note:

® Collective Setting Acquisition Function needs setting of EnablePassword, except for
GA-EMR48TPoE+, XG series and eG series.
After setting EnablePassword, please press the "Update a device information" button
to update a device information".




8.11. Command Transmission Function Setting

This application supports a "TX Command" function as one of features. This function
automatically transmits any user-defined CLI command to our Switching Hub (except for
some part numbers) based on a schedule.

The use of this function will enable the periodical acquisition of operating conditions or
the change of settings depending on a period of time. The result displayed on the screen
at the time of text command transmission is saved in a specified log save folder.

This function can be set but does not work when the existence of our Switching Hub in
the monitor device cannot be confirmed through device information acquisition.

8.11.1. Command Transmission Setting

Press "Setting" on the operational monitor window to display the "Setting" screen. Select
the "TX Command" tab on the screen, and then a screen for setting the command
transmission function will appear.

o5 Setting X
Alert profile Syslog SNTP TFTP  Acquire log  Ping monitor etc.

Log save Folder |C¥lsers¥User¥Desktop¥ZEQUOASSIST DATA ‘ Refer to..

Base file name  [cmdlog
Lizt of schedule

The name Trieeer Command file

Edit Add Delete

Fig. 8-11-1 Screen for Setting Command Transmission Function
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Description of Setting Items

Name Description

"Log save Folder" | Specify a folder for saving the log file of the result displayed on the screen
at the time of command transmission for each device. (initial value:
"ZEQUO assist_DATA" folder on the desktop)

"Base file name" | Specify a prefix used for the name of an automatically generated log file as
up to 16 characters.

(initial value: cndlog)

The file name is determined based on this text, the IP address of the device,
and date and time when the file is generated. (example of a generated file

name: cmdlog_192.168.0.1_15-01-01_00;00;00.txt)

"The name" Specify and show the name of a command transmission schedule.

"Trigger" Show a condition for executing a command transmission schedule.

"Command file" | Specify and show a path to a file defining CLI commands to be transmitted.

"Edit ..." Edit a selected command transmission schedule.

"Add" Add a new command transmission schedule. You can add up to 768
schedules.

"Delete" Delete the last selected command transmission schedule.
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8.11.2. Editing Command Transmission Schedule

Select the Command acquisition schedule added in the previous section and press the
"Edit ..." button, and then the "Edit a schedule" screen will appear. This screen is used to
define date and time as well as an interval for automatic command transmission.

o' Edit a schedule X
Name MNew schedule
Once ~  Command file Refer to...

Date | 2/10/2021 Gl

Time [1035 3]

During running the following functions,
other functions on the same device cannot be run. . o
(Acquiring loe, Sending Command, Collective uperade, Updating device info)

Cancel

Fig. 8-11-2 Screen for Editing Command Transmission Schedule

Description of Setting Items

Name Description

Execution time Select one of the following: "Once.", "Every hour", "Every day", "Every week",
interval and "Every month."

"Command file" | Specify a path to a text file describing CLI commands to be periodically
transmitted to our Switching Hub.
For descriptions in the command file, refer to the next page.

Date and day of | Specify date and day of week when a command transmission process is
week started.

"Time" Specify time when a command transmission process is started.
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8.11.3. Creating Command File

To specify CLI commands to be actually sent by the command transmission function,
describe commands (those input in a typical process) one per line in any text file.

For the MNO series and XG series, in particular, begin with a command after the
transition to the CLI screen.

The following command file illustrates an example of executing the operations listed
below.

1. Show the current configuration information.

2. Show the current port state.

3. Disable linking-up at ports 1 to 3.

| ZEQUO-port-down.txt - Notepad

File Edit Format View Help

show config modified

show ports

config ports 1-3 state disable

Fig. 8-11-3 Example of Description in ZEQUO Series Command File

| MNO-port-down.txt - Notepad

File Edit Format View Help
enable

show running-config
show interface info
config

interface gi0/1
shutdown

interface gi0/2
shutdown

interface gi0/3
shutdown|

Fig. 8-11-4 Example of Description in MNO Series Command File

Note:

® This application transmits described texts to a device without checking syntax of
commands. Be sure to check that the commands would be executed properly, and
describe in the file only commands with correct syntax.

® A command file can contain up to 100-line commands.

® You do not have to describe a logout command.

® The commands "logout" and "mode" are not transmitted even when they are described.
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8.11.4. Connecting Command Transmission Schedule with Device

To start a command transmission process, you should connect a command transmission
schedule with a target device. Up to three command transmission schedules can be
specified per device. Select a target command transmission schedule in the "TX Command
1", "TX Command 2", and "TX Command 3" columns in the device list. This will connect the
schedule with the device.

You can check the operating condition of the process in the "Action log" pane.

Select  IP address 'II'XOornmand '2|'><Oornmand '3|'><Oornmand

[ 19216811 Get status ~ Disable ~ Disable >

Fig. 8-11-5 Example of Connecting Command Transmission Schedule
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8.11.5. Batch Command Execution

When the "Select" column in the device list is checked, the collective command execution
can be performed.

This allows you to immediately transmit commands regardless of the date and time as
well as interval defined in the command transmission schedule.

To execute this function, check the "Select" column of a target device for the collective
command execution function and press the "Batch command execution" button.

In the "Input command" screen that appears, directly enter the command to be executed
or select the command file to be executed using the "Import file" button in the "Input
command" screen and press "OK."

Input command s

enable )
show running-confie

Line: 2/100 Import file 0K Cancel

Fig. 8-11-6 Batch Command Execution "Input command" Screen

Note:

@ This application transmits described texts to a device without checking syntax of
commands. Be sure to check that the commands would be executed properly, and
describe in the file only commands with correct syntax.

® A command file can contain up to 100-line commands.

® You do not have to describe a logout command.

® The commands "logout" and "mode" are not transmitted even when they are described.
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8.12. Setting Restoration Function Setting

The operational monitor function supports the setting restoration function through the
network. Since this function uses the IP address easy setting protocol, the IP address easy
setting function must be supported on the target device side. Please check the following
URL for applicable models.(https://panasonic.co.jp/ew/pewnw/product/detail/01.html)
You must also set the target device to be restored to the factory default state before
using this function.

In the ZEQUO RE/DL series, GA-MS series, ZEQUO 2300/2310, and FA/GA-ML series, use
this function after setting the IP address, Telnet server, and Enable password.

This function can not restore that the setting is not included in config file. For example, it
is boot file selecting setting of ZEQUO.

8.12.1. Setting Restoration Setting

To perform setting restoration, you must set the "IP address", "MAC address", and "Setting
file for restoration" Restoration is performed by temporarily using the "IP address" set but
the device setting after restoration will be the same as the contents of " Setting file for
restoration " The "IP address" must be an address on the same network as the device
where this application is running. You cannot restore a device on a different network.

[&] 7EQUO assist Plus - operational monitor - O X
File(®) Edit(E) Operation(Q) Display(D) Help(H)
Periodical Ping monitor Batch log acquisition Batch setting acquisition Batch command execution Collective upgrade Update a device information Telnet connection  SSH connec tion

Search monitor device  Add monitor device Delete monitor device Add a group Delete a group Import from CSV file Export to CSV file  Setting

1 All nodes Custom display v Select all devices Deselect all devices Select all periodical Ping monitor Deselect all periodical Ping monitor Batch selection
Auto setting Firmware
Select | IP address MAC address Host name Model name restoration Setting file for restoration version
192.168.1.1 00CO:8F:4ABD:5B PN23430 O ~ §.00.155

Fig. 8-12-1 Setting the Setting Restoration Function
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8.12.2. Executing Setting Restoration

You can perform the setting restoration with the "Restore setting" button in the menu for
any focused device in the device pane or with the "Restore setting" in the right-click menu
for any device focused with the mouse. This focus doesn't relate to checkbox's selecting.

File(F)  Edit (E)

i 41l nodes

Operation (0)

; ZEQUO assist Plus - operational monitor

Display(D)

Custom display

Help (H)

Search monitor device Add monitor device Delete monitor device Add agroup Delete a group

Periodical Ping monitor Batch log acquisition Batch setting acquisition Batch command execution Co

Impeort from CSV file Exportto CSVfile Setting

~ | Select all devices Deselect all devices Select all periodical Ping monitor Deselect all periodical Pi

llective upgrade  Update a device information Telnet connection SSH connection

s

WEB connection Camera tool

Restore setting

Select  IP address

MAG address

192.168.1.1 00:CO:8F:4A4BD:5B

Copy in CSV format (C)
Add monitor device (W)
Delete menitor device (D)
Run Ping monitor (B)
Telnet connection (1)
SSH connection ()

Web connection (H)

Restore setting(E)

Host name

Model name

PN28480

Auto setting
restoration

O

Settine file for restoration

v

Fig. 8-12-2 Executing Settings for Setting Restoration Function
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8.12.3. Automatic Execution of Setting Restoration

This function can automatically restore setting for the device connected to the network.
After you make the settings described in Section 8.12.1., check "Auto setting restoration"

in the device pane to automatically restore settings for the target device connected to the
network.

; ZEQUO assist Plus - operational monitor

File() Edit(E) Operation(Q) Display(D) Help(H)

Periodical Ping monitor Batch log acquisition Batch setting acquisition Batch command execution Collective upgrade Update a device information  Telnet connection  SSH connection

Search monitor device Add monitor device Delete monitor device Add a group Delete a gro
] All nodes

up Import from CSV file Exportto CSVfile Setting

Custom display v Select all devices Deselect all devices Select all periodical Ping monitor Deselect all periodical Ping monitor Batch selection

Auto setting Firmware
Select IP address MAGC address Host name Model name restoration Setting file for restoration vergion

192.168.1.1 00C0-8F44BDS5E PN28430 O ~11.00.155

Fig. 8-12-3 Automatic Execution of Setting Restoration Function
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8.13. TFTP Server Setting

Since this application contains a TFTP server function, it can use a TFTP server protocol to
transfer a file to a network device. This will enable the download or upload of a
configuration information file of our Switching Hub and the transfer of firmware data for
upgrading.

This function can be set but does not work when the existence of our Switching Hub in
the monitor device cannot be confirmed through device information acquisition.

Press "Setting" on the operational monitor window to display the "Setting" screen. Select
the "TFTP" tab on the screen, and then a screen for setting a TFTP server will appear.

8. Setting X
Alert profile  Syslog SNTP | TFTP ) Acquire log  Ping monitor TX Command  etc.

Enable TFTP server

UDP port 69 %

Public Folder C¥lUzers¥Uzer¥Desktop¥Z EQUOASSIST_DATA Refer to...

Default values

Fig. 8-13 Screen for Setting TFTP Server

Description of Setting Items

Name Description

"Enable TFTP Select this box to enable the TFTP server function. (initial value: enabled)

server"

"UDP port" Specify the number of a UDP port used by the TFTP server. (initial value:
69)
Also, you should open this port in the firewall setting on the personal
computer.

"Public Folder" Specify a folder for saving sent or received data.
(initial value: "ZEQUO assist_DATA" folder on the desktop)

"Default values" | Return setting items to their initial values.

After access to the TFTP server, its history is recorded to "Action log."
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8.14. SNTP Server Setting

Since this application supports a SNTP server function, you can synchronize the time
between our Switching Hub and device.

This function can be set but does not work when the existence of our Switching Hub in
the monitor device cannot be confirmed through device information acquisition.

Press "Setting" on the operational monitor window to display the "Setting" screen. Select
the "SNTP" tab on the screen, and then a screen for setting a SNTP server will appear.

85 Setting X

Alert profile  Syslog i SNTP A TFTP  Acquire loe  Pine monitor  TX Command  etc.

[[] Enable SNTP server

Fig. 8-14 Screen for Setting SNTP Server

Description of Setting Items

Name

Description

"Enable SNTP
server"

Select this box to enable the SNTP server function (initial value: disabled).

Note:

® Rebooting is required when you set enable/disable of the SNTP server in this
application. Pay careful attention when you have other applications running.
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8.15. Collective Upgrade Function Setting

This application supports a "Collective upgrade" function as one of features. This function
instructs our Switching Hubs (except for some part numbers) to execute the corrective
upgrade of firmware. The use of this function can significantly reduce typical processes
requiring login to the setting screen and input of an upgrade command for each device.
This function uses the TFTP server function described in Section 8.13. to transfer firmware
data to our Switching Hub. Before this operation, you should enable the TFTP server
function. This function uses the TFTP server function described in Section 8.13 to transfer
firmware data to our Switching Hub. Before this operation, you should enable the TFTP
server function.

To execute the collective upgrade function, in the "file name of upgrade" column in the
device list, you should specify firmware data prepared for each target device for
upgrading. Select the list box of this column, and then firmware data files (with the
extension .rom) included in the public folder of the TFTP server will appear. From the list,
select an appropriate file name. Check "Select" of a target device and press the "Collective
upgrade" button, and then a screen will appear confirming whether to execute this
function. On the screen, press "OK" to continue it.

; ZEQUO assist Plus - operational monitor

File() Edit(E) Operation(Q) Display(D) Help(H)

Periodical Ping menitor Batch log acquisition Batch setting acquisition Batch command executionff Collective upgrade JUpdate a device information  Telnet connection

Search monitor device Add monitor device Delete monitor device Add a group Delete a group Import from CSVfile Export to CSV file Setting

1 All nodes Default display v | Select all devices Deselect all devices Select all periodical Ping monitor Deselect all periodic:
Select JIP address P< Gommand '2|'>< Gommand P( Gommand File name of uperade
192.168.1.1 Disable ™ Disable ™ Disable M48eG-1.0.0.155rom ~

Fig. 8-15-1 Setting and Executing Collective Upgrade Function

ZEQUO assist Plus - operational monitor K

o Do you want to run the collective upgrade of the firmware?

Cancel
Fig. 8-15-2 Screen for Confirming Whether to Execute Collective Upgrade Function

Note:

® Since our Switching Hub is automatically reboot after the completion of the upgrade
process, terminals connected under the device will be disconnected for a few minutes.

® This function instructs all selected devices to execute the collective upgrade of
firmware. Depending on a network configuration, the upgrade process may fail due to
the above-mentioned disconnection. To execute this function, you should first consult
the network administrator for the network configuration and sufficiently pay attention
to the collective upgrade procedure, including the selection of target devices and the
execution order of them.
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8.16. Other Settings

Press "Setting" on the operational monitor window to display the "Setting" screen. Select
the "etc." tab on this screen, and then a screen for setting others will appear.

85 Setting
Alert profile  Syslog SNTP  TFTP  Acquire log  Ping monitor  TX Command]: etc.
[[] Automatically start at logon

[] Update notification
[] Show a password

Alert profile for fatal error v

X

Fig. 8-16-1 Screen for Setting Others

Description of Setting Items

Name

Description

"Automatically start
at logon"

Selecting this box will automatically start this application at Windows
login and resume various monitor processes. (initial value: not selected)
To enable this setting, we recommend that you disable the Windows
user account control (UAC).

"Update notification"

When a new version of a firmware or application is provided on our
WEB site, the update notification appears in "Firmware version" and
"Action log" or on the lower right of the log pane (refer to Fig. 8-16-2).

"Show a password"

Selecting this box will show the content of the "Password" column in
the device list.
(initial value: not selected)

"Alert profile for fatal
error"

Select an alert profile for notifying the administrator of a detected fatal
error affecting actions of this application, such as insufficient capacity
of hard disk on the personal computer.

Note:

@ |[f there is a Virtual Adapter in the PC, various monitoring processes may not be
automatically restarted when you login to Windows even if you check "Automatically
start at logon". In that case, after updating the device information, enable the
monitoring function manually.
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When you check "Update notification", the update notification information is displayed as
shown in Fig. 8-16-2.

2/10/2021 11:51:02 AM
2/10/2021 11:51:02 AM

There is a new firmware version. Please update it
There is a new ZEQUO assist version. Please update it

@

<

Ping monitor error log  Syslog  Action log

(& ZEQUO assist Plus - operational monitor - O X
File() Edit(E) Operation(Q) Display(D) Help(H)
Periodical Ping monitor Batch log acquisition Batch setting acquisition Batch command execution Collective upgrade Update a device information Telnet connection  SSH connection E
Search monitor device Add monitor device Delete monitor device Add a group Delete a group Import from CSV file Export to CSV file Setting
1 All nodes Default display v Select all devices Deselect all devices Select all periodical Ping monitor Deselect all periodical Ping monitor Batch selection
Select P address Group MAC address Host name Model name Firmware version User name Password sﬁ‘
19216811 00G0:8F:4A:BD:5B PN28480 1.0.0.148(Have new F) fmanager AR KA
< >
Time of day Message

S .

There is a new application version

Screen Layout

Fig. 8-16-2 Screen for Update Notifications

Number

Name

Description

(1)

column

"Firmware version"

When a new version of a firmware is
provided on our WEB site, "(Have new
FW)" appears. Click this portion to access
the firmware download page on our WEB
site.

"Action log"

When (1) or (3) is displayed in this
application, the update notification will
also appear in the "Action log."

Notification message

When a new application is provided on our
WEB site, "There is a new application
version" appears. Click this portion to
download the latest version of this
application.

Note:

® \When you use "Update notification", the device that contains this application must be
connected to our WEB site. Make sure that our WEB site (indicated at the end of this
document) can be accessed before you use this function.
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Appendix A. Specifications

O Overview of the application

ZEQUO assist Plus (hereinafter referred to as this application) is a Windows application
which combines operations and settings of our Switching Hub with various functions such
as monitoring active devices.

O Overview of the functions
This application has the following functions:
[Setting support]
(1) IP address easy setting function
The IP address easy setting function provides the following settings for the ZEQUO
or MNO series and XG series Switching Hub supporting this function.
- IP address
- Subnet mask
- Default gateway
- Switch name

Specific part numbers also support the following settings in addition to the above.
(target part name: Switch-S8GPWR+, Switch-S9GPWR)

- Port setting
(Auto MDI/MDI-X, MNO series power-saving mode, Energy-Efficient Ethernet)

- Upgrade

- Initialize settings

- Time limit of configuration changes accepted

(2) ZEQUO initial setting function
The ZEQUO initial setting function provides the following settings and the file system
management of the body Flash/SD card for the ZEQUO series Switching Hub.
- Basic setting
- Port setting
- VLAN/IP address setting
- Time setting
- QoS setting
- Link aggregation
- IGMP Snooping/Querier
- Static routing (except for ZEQUO 2200/2210/2400)
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(3) Easy restore function
The easy restore function acquires and restores configuration information of the
MNO series and XG series Switching Hub.

(4) Terminal emulator function
The terminal emulator function shows the Switching Hub setting screen through the

console/Telnet/SSH.
(It can write a log displayed on the screen to a text file)

[Operations support]
(1) Operational monitor function
i.  Periodical Ping monitor function
Use a Ping to monitor life and death of a network device.

ii.  Scheduled log acquisition and collective log acquisition functions
Acquire various logs automatically for our Switching Hub.

ii.  Collective Setting Acquisition Function
Acquire setting information for more than one of our Switching Hubs.

iv.  Setting Restoration Function
Execute setting restoration to our Switching Hub.

v.  Command transmission function
Transmit CLI commands to our Switching Hub automatically.

vi.  Collective upgrade function
Instruct our Switching Hub to execute the collective upgrade of firmware.

vii.  Syslog server function
vii.  TFTP server function

iX. SNTP server function
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O Operating environment
- Known compatible OS
Windows 7 Service Pack 1 (32-bit and 64-bit)
Windows 8.1 Service Pack 0 (32-bit and 64-bit)
Windows 10 Service Pack 0 (32-bit and 64-bit)
Windows 11

* The operational monitor function is known compatible in the following OS:
Windows Server 2008 R2 Service Pack 1
Windows Server 2012 R2 Service Pack O
Windows Server 2016
Windows Server 2019

- Specifications required for the personal computer
CPU: 1 GHz or more (32/64-bit)
Memory: 1 GB or more
HDD: Free space of 1 GB or more (including capacity for .NET Framework
redistributable package)
Screen resolution: XGA (1024 x 768) or higher

- Known list of compatible camera tools
-PRO Co., Ltd. "i-PRO System Setting Tool" Ver. 5.3.0.2/V.4.5.0.3.

- Others
Microsoft .NET Framework 3.5 SP1 or higher and less than 4.0
Ethernet communication port
Console port

O Supported part name and part number
For part numbers supporting the functions of this application, refer to the "readme.txt"
file included with the application.
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Appendix B. List of Displayed Messages

The following table lists displayed errors, warnings, and confirmation messages in this

application.
Common
Category Content Details of Messages
Error "The application failed to initialize Operating this application requires .NET Framework 3.5
properly. Click on OK to terminate the SP1 or higher and less than 4.0. Confirm that the
application." application is installed properly, and start it again.

Error "System.Data.SQLite.dll is not found. Save System.Data.SQlite.dll in the same folder as the

Please re-execute after you save it the executable file, and start the application again.
same folder as the executable file."

Error "Error in internal database process." Internal database information of this application may be
damaged. Reinstall this application.

Error "General Exception Error." It appears if the application stops due to an unexpected
error. Quit the application and reboot the personal
computer. If the problem is not still solved, reinstall this
application.

Error "Failed the configuration of the login ID The management file of this application may have been

or the password." damaged or deleted. Re-execute this application. If the
problem is not still solved, reinstall it.

Error "ZEQUO assist Plus has been already This application was quit because multiple instances of it

started." could not be started concurrently.
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IP Address Easy Setting Function

Category Content Details of Messages

Error "An available network adapter is not A network adapter could not be detected on the
detected. \n Please confirm hardware personal computer. Confirm the hardware configuration
configuration." on the personal computer, and check that a network

adapter is identified on Windows.

Error "It was not able to start a The personal computer was not able to start a
communication. Please confirm the communication. Confirm the connection state of the
followings: network on the personal computer. If another setting

PC and the switch are connected with application similar to this application is running, close it
LAN cables. and re-execute the operation.

No other setting applications are
running."

Error "Specified subnet mask is incorrect." Enter a correct subnet mask.

Error "Specified gateway is incorrect." Enter a correct gateway address.

Error "Specified switch name is incorrect." The input text includes invalid characters other than one-
byte alphanumeric characters and one-byte symbols.
Confirm the input content.

Error "Timeout occurred during setting There was no response from the switch for a given time

execution." after the execution of settings. Confirm that the switch
can accept the IP address easy setting, and redo the
process from searching devices.

Error "Configuration failed." It appears if the setting values of the switch are different
from the configured settings after the execution of
settings. Confirm that the switch can accept the IP
address easy setting, and redo the process from
searching devices.

Error "Because 20 minutes pass from starting, | For security reasons, you cannot configure the settings

You cannot configure the settings" after an elapse of 20 minutes since start-up for non-
default settings. Turn off and on the device, or change
settings on the setting screen.

Error "Because 20 minutes pass from starting, | When "Time limit of configuration changes accepted." is
You cannot upgrade." set to "20 minutes", for security reasons, you cannot

upgrade the firmware after an elapse of 20 minutes
since start-up. Turn off and on the device, and re-execute
the operation.

Error "Please select an item for the setting." Select a port setting item for changing the setting.

Error "Please set the IP address prior an Before upgrading the firmware, set an IP address.
upgrade.”

Notification | "Configuration is complete." The switch configuration has been completed correctly

with the IP address easy setting function.

Notification | "Initialization to factory state is The device settings have returned to the factory default
complete." state.

Notification | "This tool appears up to 256 terminals." 256 or more terminals were detected, but the displayed

number was limited to 256.
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ZEQUO Initial Setting Function (Extracted)

Category Content Details of Messages

Error "COMx s not able to be opened. A selected COM port could not be accessed because it is
Please make sure that it is not used by already in use. Quit other active applications, and re-
another application." execute the operation.

Error "Console communication error occurred. | The application tried to establish a console

Please confirm the followings: communication, but there was no response. Confirm
A console cable should be connect that the console cable is connected properly between
correctly. the personal computer and the switch, that the switch
The status LED should be green." has been started, and that the correct console port is
specified. Then, re-execute the operation.
Also, confirm that the baud rate of the target ZEQUO
series is the factory default setting of 9,600.

Error "Console operation error." The instructed process could not be completed due to a
console error.

Error "Console port cannot be accessed. Please | The console port cannot be accessed because you

confirm a port number." specified a port unconnected to the switch among
multiple console ports. Confirm that the correct console
port is specified, and re-execute the operation.

Error "The Login ID or password is incorrect." An incorrect login ID or login password caused the
failure of login to the switch, and this operation cannot
be executed. Enter correct login information set for the
switch. (The initial value is both "manager")

Login information is required for file management,
switch setting acquisition, and initialization, in addition
to configuring settings.

Error "Setting failure occurred by using Since an incorrect configuration command was executed

incorrect command. Setting is canceled." | through the direct editing of a configuration file or in
other ways, the configuration process was canceled.
Select whether to initialize the setting on the next
screen.

Error "The setting file is incorrect." The file selected during configuring settings was not a

configuration file. Select a correct file again.
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Easy Restore Function

Category Content Details of Messages

Error "The target file does not existed." Reading the target configuration file failed. Confirm the
folder name and file name of a location for saving it,
and specify it and re-execute the operation.

Error "The target file is read only." Since the target configuration file has a read-only
attribute, it could not be overwritten. Cancel the read-
only attribute.

Error "The target file is not selected." Confirm the folder name and file name, and specify a
target file.

Error "The target folder does not existed." Confirm the folder name, and specify a target file again.

Error "User name is not specified." Enter the user name of a Switching Hub, and re-execute
the operation. (default: manager)

Error "Password is not specified." Enter the password of a Switching Hub, and re-execute
the operation. (default: manager)

Error "COM port is not specified." Specify the COM port connected to a Switching Hub,
and re-execute the operation.

Error "Error in acquisition process." An error occurred during the acquisition process in the
Switching Hub. Reboot the Switching Hub, and re-
execute the operation.

Error "Error in internal database process." Internal database information of this application may be
damaged. Reinstall this application.

Error "The article number of the device which | It appears when the part number of the device where
is restored and the one which is the configuration file was acquired is different from
acquired the target file is different." that of the device where the file will be restored.

Restore the settings in the device having the part
number equal to that of the Switching Hub where the
file was acquired.

Error "The selected file cannot be opened." After a folder storing the configuration file is specified,
the file may have been deleted. Specify the folder
storing the configuration file again, and select the
configuration file.

Error "The target device is not supported with | It appears when settings are acquired or restored in a

this tool." Switching Hub with an unsupported part number.
Confirm supported part numbers.

Error "The restoration is canceled because the | Settings cannot be restored in the device with the
firmware version is older than the firmware version older than that of the device where
configuration acquired." they were acquired. Upgrade the firmware of the

device where they will be restored.

Error "The selected file is not a configuration It appears when the specified file is not a configuration
file." file acquired by this application. Specify the

configuration file acquired by this application.

Error "Syntax error(s) in the selected file. (IP The configuration file may have been edited after the
address)" acquisition process. Acquire it again.

Error "Syntax error(s) in the selected file. The configuration file may have been edited after the
(subnet mask)" acquisition process. Acquire it again.

Error "Syntax error(s) in the selected file. The configuration file may have been edited after the
(default gateway)" acquisition process. Acquire it again.

Error "General Exception Error." It appears if the application stops due to an unexpected
error. Quit the application and reboot the personal
computer. If the problem is not still solved, reinstall this
application.

Error "Communication timeout. Please A time-out occurred during communicating with the

confirm the connection of the console Switching Hub. Confirm that the console cable is
cable." connected properly, and re-execute the operation.
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Error "The switch is stopped accepting Since the login RADIUS function is valid, this application
authentication because Log in RADIUS could not access the Switching Hub. Turn off and on
function is valid. You have to re-execute | the switch, or use terminal software to manually log in
after the followings: to the switch after an elapse of a RADIUS
- Reboot the switch or wait for the authentication time-out period and change the setting

RADIUS authentication timeout. value of "Login Method" to only "Local." Then, re-
- Login with a terminal software. execute the operation.
- Set \Login Method\ parameter to only

\Local\."

Error "Console communication error occurred. | A communication with the Switching Hub failed.

Please confirm the followings: Confirm the following items, and press the "Yes(Y)"
button to re-execute it or the "No(N)" button to cancel
- A console cable should be connected it.
correctly. - Is the console cable connected properly?
- The status LED should be green. - Does the status LED light up green?
- The article number of the device should | - Are you using the supported part number of this tool?
be supported by this tool.
Do you continue?"
Error "Communication timeout occurred. A time-out occurred during communicating with the
Please confirm the followings: Switching Hub. Confirm the following items, and re-
execute the operation.
- A console cable should be connected. - The console cable is connected properly.
- The article number of the device should | - The supported part number of this tool is used.
be supported by this tool. - The login RADIUS function is invalid.
- Login RADIUS function should be
invalid."

Error "Failed the configuration of the login ID | The management file of this application may have been
or the password." damaged or deleted. Re-execute this application. If the

problem is not still solved, reinstall it.

Error "Login failed on the switch. ID or Enter the login name and password of a correct
password is incorrect." Switching Hub, and re-execute the operation.

Error "This tool is stopped because RADIUS Since the login RADIUS function is valid, this application
authentication function is valid." could not access the Switching Hub. Turn off and on

the switch, or use terminal software to manually log in
to the switch after an elapse of a RADIUS
authentication time-out period and change the setting
value of "Login Method" to only "Local." Then, re-
execute the operation.

Error "Retry count was over." A time-out occurred during communicating with the
Switching Hub. Confirm the following items, and re-
execute the operation.

- The console cable is connected properly.
- The supported part number of this tool is used.
- The login RADIUS function is invalid.

Error "COM* is not able to be opened. Please | A communication could not be started because the
make sure that it is not used by another | COM port is in use. Confirm that it is not used by
application."(* indicates the port number | another application, and re-execute the operation.
of a target COM)

Error "COM* is invalid port." It appears when the COM port is disabled for any
(* indicates the port number of a target | reason after it is specified in this application. Confirm
COM) that the COM port is identified correctly, and re-execute

the operation.

Error "No console port is available." Confirm that the serial console port is identified
correctly on the personal computer, and re-execute the
operation.

Error | "Reboot is detected. If the status LED is It appears when the Switching Hub is turned on or off
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orange, you have to wait until it turns
green then re-execute."

while communicating with this application. If the status
LED of the body lights up orange, wait until it turns
green, and then re-execute the operation.

Error "The configuration file is incorrect. The configuration file may have been edited after the
Please re-execute after confirmation." acquisition process. Acquire it again.

Error "Timeout occurred. Please confirm the A time-out occurred during communicating with the
followings: Switching Hub. Confirm the following items, and re-

execute the operation.
The device should be powered on. - Does the device power on?
A console cable should be connected - Is the console cable connected properly?
correctly. - Does the status LED light up green?
The status LED should be green."

Error "The restoration is canceled because of Login to the device failed because the login information
the failure to log-in to the device. Please | of the destination Switching Hub for restoration has
re-execute this operation after been changed after settings were acquired or because
restoration the log-in setting in the the database file (auth.db) of this application is not in
device to a factory setting." the state when they were acquired. Return the login

ID/password of the destination Switching Hub to the
state when they were acquired or to the factory default
setting (manager/manager), and re-execute the
operation.

Error "Specified IP address is incorrect. Please | Since the input IP address is incorrect, configuration
enter the appropriate IP address." information cannot be acquired through the network.

Enter a correct IP address, and re-execute the operation.

Error "An error occurred during the network The connection was terminated during the network
control." control. Confirm the connection with the switch, and re-

execute the operation.

Error "Timeout occurred." There was no response from the switch for a given time
during the control process. Confirm the connection with
the switch, and re-execute the operation.

Error "It was not able to be connected to the | Confirm that the UTP cable is connected properly and
target device. Please confirm that the that the IP address of the personal computer is set
connection of cable and the IP address correctly, and re-execute the operation. Also, confirm
of PC and re-execute." that the personal computer can access the device with

Telnet.
(In addition, refer to the section "Troubleshooting")

Warning "The target file already exists. It is The target file name already exits. Press the "Yes(Y)"

overwritten when you configure the
setting acquisition."

button to overwrite the file or the "No(N)" button to
cancel the operation.

Confirmation

"The acquisition of setting may fail
because the firmware version of the
restoration device is older than the
approved one. Do you want to
continue?"

It appears when settings are acquired in the device with
the firmware version older than that of the known
compatible firmware of this application. The acquisition
process can continue, but an unexpected error may
occur. Update the firmware of the destination device
for restoration to the latest version in advance.

Press the "Yes(Y)" button to continue it or the "No(N)"
button to cancel it.

Confirmation

"There is no device information in the
database. Do you restore to the original
state with the default log-in ID and the
default password?"

It appears when the device where the configuration file
is acquired is different from the device where the file is
restored. Press the "Yes(Y)" button to use the default
login ID and password to restore settings, or press the
"No(N)" button to cancel the operation.

Confirmation

"Do you log-in with the setting saved in
database?"

Use the login ID and password set for the Switching
Hub during the acquisition process to restore settings.
Press the "Yes(Y)" button to execute it or the "No(N)"
button to cancel it.
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Confirmation

"The selected folder does not contain
the configuration file."

It appears when the specified folder contains no file.
Specify a folder storing the configuration file.

Confirmation

"Unexpected error may occur because
the firmware version of the restoration
device is older than the approved one.
Do you continue?"

It appears when settings are restored in the device with
the firmware version older than that of the known
compatible firmware of this application. The restoration
process can continue, but an unexpected error may
occur. Update the firmware of the destination device
for restoration to the latest version in advance.

Press the "Yes(Y)" button to continue it or the "No(N)"
button to cancel it.

Confirmation

"Because there are many restoration
contents, it may take several minutes to
complete. Do you continue?"

It appears when the number of lines in the
configuration file to be restored (detailed command
information) is larger than the following values. Press
the "Yes(Y)" button to continue it or the "No(N)" button
to cancel it.

® For M series: 500 or more lines

® For Me series: 200 or more lines
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Terminal Emulator Function

Category Content Details of Messages
Error "There is no file necessary for the The terminal emulator cannot be started because its
starting of the terminal emulator." executable file "terminal.exe" does not exist in the
ZEQUO assist Plus folder.

Error "Please enter a destination of the log." "Store the log on the screen in the PC." is selected, but a
location for saving a log is not specified. Press the
"Reference" button to specify the location.

Error "No console port is available." A connection cannot be established because no console
port is available on the personal computer. Confirm the
hardware configuration on the personal computer.

Error "Console port number is not specified." Select the number of a console port to be connected.

Error "Please specify an IP address." No IP address is input. Press the "Start a terminal
emulator" button after the input of an IP address.

Error "The specified file has not yet been The "Open the log." button was pressed before a log file

created." is created. Press the button again after creating it.

Error "Network cannot be reached" The input IP address prevented a communication from
reaching the network. Confirm that the IP address is
correct.

Error "Connection timed out" A connection to the specified IP address could not be
established. Confirm that the IP address of the host is
correct and that the Telnet/SSH server functions work.
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Troubleshooting

When you are in trouble, check the following items.

€ Application General
B The application cannot be started due to an error.
-> To operate this application, you need "Microsoft .NET Framework" 3.5 SP1 or

higher and less than 4.0. Install it on the personal computer, and start the
application again.

€ |P address easy setting function

® No Switching Hub is detected even after the search of devices.

-> For the personal computer equipped with multiple network interfaces, only a
Switching Hub on the primary network interface can be detected.
Confirm that the network having a Switching Hub is connected through the
primary network interface.

-> Confirm that no packet loss or delay occurs on the network path from the personal
computer to each device, and search devices again.

-> To search Switching Hubs, the personal computer should be able to access each
device through an IP address easy setting protocol. Confirm that the device meets
the following setting conditions.

[1] Network condition under which Switching Hubs can be detected
‘ 1 ‘ The personal computer and device should be connected within the same broadcast domain. |

[2] Switching Hub setting conditions under which Switching Hubs can be detected

1 | The IP address easy setting function should be enabled.

5 VLAN which the personal computer belongs to should be management VLAN.

* All ports belong to VLAN1 (management VLAN) in the factory default.

Communications through the IP address easy setting protocol should not be filtered in the
access control setting.

B The IP address setting fails due to a message.

-> For security reasons, configuration changes of the IP address easy setting cannot be
accepted for non-default settings after an elapse of 20 minutes since start-up of the
Switching Hub. Turn off and on the device, or use the console or Telnet/SSH to
directly change the IP address on the Switching Hub setting screen.
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€ ZEQUO initial setting function
m No console port appears.
-> Since your personal computer does not contain a console port or identify it
correctly, no console port can be acquired. Confirm the hardware configuration on
the personal computer or set up a driver.

m The process is not executed due to a console port error.

-> No communication is available through a selected console port. Confirm that the
personal computer is connected to the switch correctly through the console cable
and that the cable is connected to the selected console port correctly.

Also, confirm that the baud rate of the switch is the factory default setting of
9,600.

m No setting item can be configured.

-> Unless you select check boxes whose names begin with "Configure" (except for "set
the time") in the upper part of the setting screen for each function, you cannot
configure settings of the appropriate function.

m Configuring settings fails.

-> Does the part name of the switch for configuring settings match that of the
generated configuration file?

-> The format of the generated configuration file may contain an error due to the
editing of the file or for other reasons. Regenerate the configuration file in this
application.
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€ Easy restore function
m The application cannot acquire and restore settings due to a message "The target
device is not supported with this tool."
-> Check the part number of the device again. For supported part numbers of this
application, refer to the readme.txt file included with the application.

m The configuration file cannot be selected due to a message "The selected file is not
a configuration file."

-> You can select only a configuration information file acquired by this application.
Confirm that the selected file is a configuration information file acquired by this
application and that its content has not been edited.

m Settings cannot be acquired through the network due to a message "It was not
able to be connected to the target device. Please confirm that the connection of
cable and the IP address of PC and re-execute."

-> Confirm that the UTP cable is connected properly and that the IP address of the
personal computer is set correctly, and re-execute the operation.

-> To acquire settings through the network, the personal computer should be able to
access each device with a Telnet protocol. Confirm that the device meets the
setting conditions of the network connection described in the following tables.

m Settings cannot be restored due to a message "The restoration is canceled because
the firmware version is older than the configuration acquired."

-> Settings cannot be restored in the device with the firmware version older than that
of the device where they were acquired. Upgrade the firmware of the device
where they will be restored.
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€ Network connection in the easy restore and terminal emulator functions

B For access to a device through the network, confirm in advance that it meets the
following setting conditions.

@ Setting conditions for Telnet access

1

The correct IP address, subnet mask, and default gateway should be set.

2

The Telnet server function should be enabled.

3

The IP address of the personal computer should not be limited by a Telnet
access restriction.

4

VLAN which the personal computer belongs to should be management VLAN.
(All ports belong to VLAN1 (management VLAN) in the factory default)

5

Telnet communications should not be filtered in the access control setting.

@ Setting conditions for SSH access

1

The device should support the SSH server function.

2

The correct IP address, subnet mask, and default gateway should be set.

3

The SSH server function should be enabled.
(It is disabled in the factory default)

4

VLAN which the personal computer belongs to should be management VLAN.
(All ports belong to VLAN1 (management VLAN) in the factory default)

@ Operational Monitor Function
BCannot use the operational monitor function (regular Ping monitoring, batch log
acquisition, batch version up, Telnet connection, SSH connection, Syslog server, TFTP
server, SNTP server, update notification, setting restoration).

—Qur product is required to use the operational monitor function. Refer to Chapter 8
Operational Monitor Function (P.54).
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