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1 Introduction

Introduction

The MGA-ML can be programmed using the web.

To enable the web, you need to program @ and @ using the CLI.

@ Assign an IP address to this system. (192.168.0.101 is an example.)
MGA-ML#configure terminal

MGA-ML(config)#interface vlan 1

MGA-ML(config-if)#ip address 192.168.0.101 255.255.255.0

@ Enable the http server function.

MGA-ML(config)#ip http server

To log in to this device, enter the IP address on the web browser, and
then enter the user name and password. The default username and
password is "manager".

Uses Name fmanage |
Fassword ramsana

Langhesgl [Ergish =]

The example settings screens used in this reference may differ from
the actual screens.

Some screens are not described in this reference. It can be used
according to the actual screen display.
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(Reserve)




3 System
3.1 Device Information

System

Use the following window to display general switch information and
utilization (or usage). As you log-into the Web Ul of the switch, the
window is displayed from the beginning.

Click the GA-MLxXT link (in Frame A) to display the following window.

Device Information

Device Information

Product Name MGA-MLATWPoE++ MAC Address 00-50-40-63-03-55
Product Number PHN280456 IP Address 192.168.100.1
System Name Mask 255.255.255.0
System Location Gateway 0000
System Contact System Time 11/06/2021 10:28:06
Eoof PROM Version Build V/1.0.0.03 Serial Number 11002000015
Firmware Version Build V1.0.0.01
Hardware Version Al
Utilization
CcPU Average: 9% Switch Storage
>70 Wl
meemneaae 10020-70 @ 100
0-20 @
7777777777777777777777777 » 75
=== 50 50
7777777777777777777777777 » 25
0+ r T T ]
10:29:03 10:29:08 10:29:13 10:29:18 Flash Memory

Figure 3-1 Device Information




3 System
3.2 System Information Settings

3.2 System Information Settings

Use the following window to implement the system information settings
and display its settings.

Choose System > System Information Settings to display the following
window.

yste ormatio ting

System Information Settings

System Name |255 chars ‘

System Location |255 chars ‘

System Contact |255 chars ‘ Apply

Figure 3-2 System Information Settings

In the section of System Information Settings, you can configure the
following parameters.

Parameter Overview
System Name Enter the system name of a switch. Use the name to
identify the switch in the network.
System Location Enter and describe an overview of the switch location.
System Contact Enter the name of the PIC for a switch. In general, this

means the name of the person or company in charge of
configuring and maintaining the switch.

Click Apply to reflect the change made.




3 System
3.3 Peripheral Settings

Use the following window to configure and display the peripheral settings.

Choose System > Peripheral Settings to display the following window.

Port Status

Fluw Control Opemtur
MAC Address Speed Type
TN

F|1.'IJI1 Connected 00-50-40-63-03-56 Auto-Full Auto-1000M 5GBASE-T
_______
F|1.'I)l3 Not-Connected 00-50-40-63-03-58 1 QOFF OFF o o 5GBASE-T
__—______
Te1/0/5(c) Not-Connected 00-50-40-63-03-5A QOFF OFF Auto 10GBASE-T
_____
Te1/0/6(c) Not-Connected 00-50-40-63-03-5B 10GBASE-T

_________
Figure 3-3 Peripheral Settings

The following parameters can be configured in the Environment
Temperature Threshold Settings section:

Parameter Description
Unit Select the unit ID of the switch in the physical stack
here.
Thermal Select the thermal sensor ID.
High Threshold Enter the high threshold value of the warning

temperature setting. The range is from -100 to 200
degrees Celsius. Tick the Default check box to return to
the default value.

Low Threshold Enter the low threshold value of the warning
temperature setting. The range is from -100 to 200
degrees Celsius. Tick the Default check box to return to
the default value.

Click the Apply button to accept the changes made.
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3.4.1 Port Settings

Use the following window, and then implement the port settings on the
switch to display its settings.

Choose System > Port Configuration > Port Settings to display the
following window.

Port Settings

From Port To Port Medium Type State MDIX Flow Control
[Fitron v H Fi1/01 ~| [R5 v | Enabled [ Auto v | off ~|
Dpl Cpb\tyAdverI ed Des: pn

Flow Control
Link Status Speed escription
m

Fiton
_ _-__-_

Fi103 Enabled Enabled Normal

Te1/0/5(C) Enabled Enabled

Te1/0/6(C) Enabled Enabled

Figure 3-4 Port Settings

In the Port Settings section, you can configure the following parameters.

Parameter Overview
From port - Choose the port you use.
To Port
Selecting a Media Choose a media type for ports. The options available are

Automatic, RJ45 and SFP. SFP stands for Small Form-
Factor Pluggable.

Media Type Choose a media type for ports. The options available are
RJ45 and SFP.
State This parameter enables or disables a physical port.
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Parameter

Overview

MDIX

Choose an object of MDIX (Medium Dependent
Interface Crossover). The options available are as
follows.

¢ Auto - This value automatically senses an optimum
type of cables.

* Normal - Choose this for normal cables. Selecting it
makes a port to become the MDIX mode, and that
allows a straight-through cable to connect to a PC
LAN adapter. Or, employ a cross-over cable to
connect it to a port of a different switch (MDI
mode).

¢ Cross - Choose this for employing a cross-over cable.
Selecting this option allows a port to become the
MDI mode, and that allows a straight-cable to
connect to a port of the different switch (MDIX
mode).

Flow Control

Set the flow control to ON or OFF. On the port where it
is set to full duplex, use the flow control of 802.3x, and
use the one (of two), which is automatically selected on
an Automatic port.

Duplex

Choose the duplex mode you use. The options available
are Automatic and Full.

Speed

Choose the option of a port speed. This option allows
you to implement the forced settings manually for the
connection-speed on the port, which is selected for
connecting with the speed specified. If Master
Configurations are implemented, you can advertise
the functions, which are related to types of duplex
communication, the speed and physical layer, on ports.
Also, this action determines the relationship between a
master and a slave on the joint where two physical
layers exist (or contact each other). The relationship is
necessary for establishing a timing-control between the
two physical layers above. The timing-control is
configured on a physical layer of the master by a local
source. A loop timing is used for the slave settings. In
this case, the timing is obtained from the data stream
received from the master. If one connection is set to the
master, the other connection must be set to the slave. If
other configurations are implemented, the condition of
a "“link-down" occurs on both ports.
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Parameter

Overview

Speed

The following options are available to choose.

¢ Automatic - In the case of a copper-port, an auto
negotiation starts, and then it allows the speed and
flow control to negotiate with its link-partner. In the
case of fiber-ports, the auto negotiation starts, and
then it allows the clock and full-control to negotiate
with its link-partner.

¢ 100M - This value sets to the port speed to
100Mbps, forcefully. This option is available for
100Mbps copper-cable connection, only.

¢ 1000M - This value sets the port speed to 1Gbps,
forcefully. This option is available for 1Gbps fiber-
connection, only.

* 1000M Master - This value sets the port speed to
1Gbps forcefully, and functions as the master, and
facilitates the timing of an operation for sending and
receiving. This option is available for 1Gbps copper-
cable connection, only.

¢ 1000M Slave - This value sets the port speed to
1Gbps forcefully, and also functions as the slave to
facilitate the timing of an operation for sending and
receiving. This option is only available for 1Gbps
copper-cable connection.

e 2500M - This value sets the port speed to 2.5Gbps,
forcefully. This option is available for 2.5Gbps fiber-
connection, only.

¢ 5000M - This value sets the port speed to 5Gbps,
forcefully. This option is available for 5Gbps fiber-
connection, only.

* 10G - This value sets the port speed to 10Gbps,
forcefully. This option is available for 10Gbps fiber-
connection, only.

Capability Advertised

If you set the Speed to Auto, these functions are
advertised during the Auto Negotiation.

Description

Describe an overview of the corresponding ports. The
number of characters can be up to 64.

Click Apply to reflect the change made.
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3.4.2 Port Status

Use the following window to display the physical port-status and settings
of the switch.

Choose System > Port Configuration > Port Status to display the
following window.

Port Status

Flow Control Operator
MAC Address VLAN Speed Type
R

Fi1/0/1 Connected 00-50-40-63-03-56 OFF OFF Auto-Full  Auto-1000M  5GBASE-T

Te1/0/5(c) Not-Connected  00-50-40-63-03-5A Auto Auto 10GBASE-T

Te1/0/6(c) Not-Connected  00-50-40-63-03-5B 1 Auto Auto 10GBASE-T

Figure 3-5 Port Status
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34.3 Port GBIC

Use the following window to display the information about the transceiver
plugged into a physical port of the switch. GBIC stands for Gigabit
Interface Converter.

Choose System > Port Settings > Port GBIC to display the following
window.

Port GBIC

Port GBIC

Figure 3-6 Port GBIC
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3.44  Port Auto Negotiation

Use the following window to display an Auto Negotiation table of a port
and its information.

Choose System > Port Configuration > Port Auto Negotiation to
display the following window.

Port Auto Negotiation

Port Auto Negotiation

Note: AN: Auto Negotiation; RS: Remote Signaling; CS: Config Status; GB: Capability Bits;CAB: Capability Advertised Bits;
CRB: Capability Received Bits; RFA: Remote Fault Advertised; RFR: Remote Fault Received

N = R

Fi1/0/1 Enabled Detected Complete 100M_Full,...  100M_Full,... 10M_Half, .. Disabled NoError
Fi1/0/3 Enabled Not Detected Configuring  100M_Full,... 100M_Full,... - Disabled NoError
Te1/0/5 Enabled Not Detected Configuring  100M_Full,... 100M_Full,... - Disabled NoError

Figure 3-7 Port Auto Negotiation
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3.4.5  Error Disable Settings

Use the following window, and then implement the settings on the error
disable feature to display its settings.

Choose System > Port Configuration > Error Disable Settings to
display the following window.

rror Disable settings

Error Disable Recovery Settings

EnDisable c:ause State [Disabled [v]  interval (5-86400)] |
sec

T S T R

Port Security Disabled 300

Storm Control Disabled 300

BPDU Atiack Protection Disabled 300

Dynamic ARP Inspection Disabled 300

DHCP Snooping Disabled 300

L2PT Guard Disabled 300

Interfaces that will be recovered at the next timeout:

Figure 3-8 Error Disable Settings

In the section of the configuration of Error Disable Recovery, you can
configure the following parameters.

Parameter Overview

ErrDisable Cause Choose the cause of the error-disabled condition. The
options available are All, Port Security, Storm
Control, BPDU Attack Protection, Dynamic ARP
Inspection, DHCP Snooping and L2PT Guard.

Condition This parameter enables or disables the function of the
error-disable recovery.

Interval Enter the time (seconds) needed for recovering ports
from the error condition, which is caused by the module
specified; the range is from 5 to 86,400.

Click Apply to reflect the change.
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3.4.6 Jumbo Frame

Use the following window, and then configure the jumbo frame to display
its settings. The jumbo frame is the Ethernet frame, which consists of the
payload, and its size is more than 1,518 (bytes).

Choose System > Port Configuration > Jumbo Frame to display the
following window.

e EE——————
Jumbo Frame

From Port To Port Maximum Receive Frame Size (84-9216)

[Fitior1 v [Fiton ~] [1518 |bytes
I O e

Fi1/0/1 1518

Fiti02 1518

Fitios 1518

Fi1/0/4 1518

Te1/0/5 1518

Tel/0/6 1518

Figure 3-9 Jumbo Frame

In the Jumbo Frame section, you can configure the following parameters.

Parameter Overview

From Port - To Port Choose the port you use.

Maximum Receive Enter the maximum value of a frame size for receiving.
Frame Size The range is from 64 to 9,216 (bytes). By default, the
value is 1,518 (bytes).

Click Apply to reflect the change.
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3.5 PoE Settings

3.5.1 PoE Global Settings

Use the following window to configure the common settings on a device

regarding the PoE.

Choose System > PoE Settings > PoE Global Settings to display the

following window.

PoE Global Settings

PoE Discon

PoE Usage

ion Method Next Port ~| [ Default
reshold (1-99) [ I ODefau

PoE SNMP Server Trap Disabled | [ Default

Fan Speed WMin

PoE Global Configuration

Fan Speed High
Power Budget 240W
i ow

99%

v

Deny next port connection, regardless of priority.

Apply

Figure 3-10 PoE Global Settings

In the section of the PoE Global Settings, you can configure the following

parameters.

Parameter

Overview

Power Management
Method

This parameter displays the method of power- supply if
the power supply exceeds the Power Budget. The fac-
tory default settings is NextPort.

NextPort

Stops the power supply for
the port connected right
before exceeding the power
budget.

Low Priority

Stops the power-supply of
the port whose priority is
the lowest. If the priority is
the same, the power-supply
for the port with the larger
port-number becomes

stopped.

Threshold for Sending
SNMP Traps

Displays the threshold of power supply for sending traps.
The factory default settings is 50 (%).

PoE SNMP Traps

Configures the PoE power-supply traps. The factory
default settings is disabled (%).
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Fan Speed Selects the power-supply and fan-speed, which can be
supplied by this device.

Click Apply to reflect the change.
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3.5.2  PoE Port Settings

Use the following window to implement the settings on the power-supply

per port.

Choose System > PoE > PoE Port Settings to display the following

Srra—
POE Port Settings.
From Port To Port
Fi1/01 v Fi1/0M v
State Power Limit (1000-95000) Priority
PoE Port Table
From Port To Port

Fit/oi

Fitio2 uP
Fitii3 uP
Filio/4 UF

[r s soome | suws e i | o umowo romrim |woume iy
up - Not P - - Auto 1]

0 0

Not Power - - low Autg 0 0 [
Not Power - - low Auto 0 0
0 0

Not Power - B Towr Auto

Show Detail

ower low

[]
0

Figure 3-11 PoE Port Settings

In the section of the PoE Port Settings, you can configure the following

parameters.

Parameter

Overview

From Port - To Port

Select the port to be configured.

Status

Configures to enable or disable the power-supply of the
port. The options (or numbers) available are Enable,
and the table is Up, and Disable indicates Down. The
factory default settings is Up.

Power Limit
(1000- 95000)

Configures the upper limit of the power-supply.
The factory default settings is Auto.

Priority

Configures the priority of the power-supply.
The options available are Crit., High and Low.
The factory default settings is Low.

Click Apply to reflect the change.
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3.5.3  PoE Schedule Port List Settings

Use the following window to display the settings information regarding
the PoE schedulee port-list.

Choose System > PoE Settings > PoE Scheduler Port List Settings
to display the following window.

PoE Schedule Port List Settings

PoE Schedule Port List Table
Total Entries: 0

Figure 3-12 PoE Scheduler Port List Settings

In the section of PoE Schedule Settings, you can configure the following

parameter.

Parameter

Overview

Port List ID

Configures the index number of the PoE scheduler port
list.

Port Member

Configures the port on which the PoE scheduler
operates.

Specify the specified range for each port number by
separating them with commas (1, 3) or hyphenating (1-
4).

Click Apply to reflect the change.
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3.5.4  PoE Schedule Date List Settings

Use the following window, and then configure the date list of the PoE
scheduler to display the information of the date list.

Choose System > PoE Settings > PoOE Schedule Date List Settings to
display the following window.

POl chedule Date List Settings

PoE Schedule Date List Settings

DatelistiD (165535) |
Date List Name
Year(20002009) [ |
Date (MM/DD)

PoE Schedule Date List Table

Total Entries: 0

Figure 3-13 PoE Scheduler Date List Settings

In the section of the POE Date List Settings, you can configure the
following parameters.

Parameter Overview
Date List Number Configures the index-number of the port-list of the PoE
scheduler.
Date List Name Configures the name of the date list of the PoE
Scheduler.
Year (2000-2099) Configures the year when the date list is executed.

Month Date (MM/ Configures the date when the date list is executed.
DD)

Click Apply to reflect the change.
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3.5.5  PoE Schedule Settings

Use the following window, and then configure the PoE schedule to display
the schedule information.

Choose System > PoE > PoE Schedule Settings to display the following

window.

POE Schedule Global Setting

PoE Schedule Global Status Disabled ~ ]| Cpefaut
Operation Status Disabled
PGE Schedule Settings
Senedule Index (1-65535) ]
Schedule Classfier Daily ~
Scnedule Time (HH:MM) 00 v][00
PoE Action OFF-Port ~

PoE Schedule Table

Total Entries: 0

Socake | e ane T T T

Apply

Figure 3-14 PoE Schedule Settings

In the section of POE schedule Settings, you can configure the following

parameters.

Parameter

Overview

PoE Schedule Global
Status

Enables or disables the global settings on the PoE
schedule.

Schedule Index

Configures the index-number of the PoE scheduler.

Schedule Name

Configures the name of the PoE schedule.

Schedule Classifier

Configures the class of the PoE schedule. The options
available are Daily, Weekly, Monthly and Datelist.

Scheduled Time

Configures the time when the PoE schedule is executed.

Port-List Number

Configures the port-list number where the PoE schedule
is executed.

PoE Action

Displays the action of the PoE schedule. The options
available are OFF-Port, ON-Port and OFF/ON-Port.

Order to Display

Configures the order to display the PoE schedule.
The options available are Index and Next Execution
Time.

Click Apply to reflect the change.
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3.5.6  PoE Schedule Port Configuration

Use the following window, and then configure the settings on the port-list
of the PoE scheduler to display the port configuration.

Choose System > PoE Settings > PoE Schedule Port Configuration to
display the following window.

PoE Schedule Port Configuration

port  [Fit/o/t M

Figure 3-15 PoE Schedule Port Configuration

In the section of the PoE Schedule Port Configuration, you can
configure the following parameters.

Parameter Overview

Schedule ID Index-number of the PoE scheduler.

Classifier Class of the PoE schedule. The options available are
Daily, Weekly, Monthly and Datelist.

Date Date when the PoE schedule is executed.

Time Time when the PoE schedule is executed.

Action Action of the PoE schedule. The options available are
OFF-Port, ON-Port and OFF/ON-Port.

Status Status of PoE Schedule Settings on port.

The options available are Enabled and Disabled.

Click Apply to reflect the change.
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3.5.7  PoE LLDP Auto Reboot Settings

Use the following window, and then implement the settings to monitor
the PoE auto-reboot LLDP.

Choose System > PoE Settings > PoE LLDP Auto Reboot Settings to
display the following window.

PoE LLDP Auto Reboot Global

LLDP Timeout (1-180) sec (] Default
LLDP Error Retry Times (1-10) () Default
PoE LLDP Auto Reboot Interface
From Port To Port Status
[Fitrot v| [Fitoi v | [Disabled v ) Default

Fi1/0M1
Fi1/0/2
Fi1/0/3
Fi1/0/4

Disabled
Disabled
Disabled
Disabled

Figure 3-16 PoE LLDP Auto Reboot Settings

In the section of POE LLDP Auto Reboot Settings, you can configure the

following parameters.

Parameter

Overview

LLDP Timeout (1- 180)

Configures the time-out with seconds for monitoring
the auto-reboot LLDP, which is used for the PoE auto-
reboot (factory default settings: 65).

LLDP Error Retry
Times (1-10)

Configures the number of retries when monitoring
errors of the auto-reboot, which is used for the PoE
auto-reboot (factory default settings: 3).

Average Traffics
(1-60)

Configures the interval for calculating the average value
of traffics existing in the device (factory default settings:
5).

From Port - To Port

The port-number, which configures the PoE auto-
reboot LLDP.

Status

Configures to enable or disable to monitor the PoE
auto-reboot LLDP.

Click Apply to reflect the change.
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3.5.8  PoE Ping Auto Reboot Settings

Use the following window to implement the settings for monitoring the

PoE ping auto reboot.

Choose System > PoE > PoE Ping Auto Reboot Settings to display the

following window.

g Auto Reboot Setting:

PoE Ping Auto Reboot Global

Ping Interval (1-85400) sec [ Default

Ping Timeout (1-30) sec (] Default

Ping Error Retry Times (1-10) (O Default
POE Ping Auto Reboot Interface

From Port To Port Ping IP Address Ping IPv6 Address

[Fort ~] [Fvort ~] @] ] of \

Fit/0n
Fit/02
Fi1/0/3
Fi1/0/4

,

Delete

Figure 3-17 PoE Ping Auto Reboot Settings

In the section of POE Ping Auto Reboot Settings, you can configure the

following parameters.

Parameter

Overview

Ping Interval

Configures the interval of monitoring Ping, which is
used for the PoE auto-reboot (factory default settings:
60).

Ping Time-out (1-30)

Configures the time-out with seconds (as unit) for
monitoring Ping, which is used for the PoE auto-reboot
(factory default settings: 5).

Ping Error Retry
Times (1-10)

Configures the number of retries during the error of
monitoring Ping, which is used for the PoE auto-reboot
(factory default settings: 3).

From Port/ To Port

Select the range of the port-number.

Ping IP Address

Configures the IP address of the Ping, which is used for
the PoE auto-reboot.

Ping IPv6 Address

Configures the IPv6 address of the Ping, which is used
for the PoE auto-reboot.

Click Apply to reflect the change.
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3.5.9  PoE Traffic Auto Reboot Settings

Use the following window to implement the settings on the PoE traffic
auto reboot.

Choose System > PoE Settings > PoE Traffic Auto Reboot Settings to
display the following window.

PoE Traffic Auto Reboot Global
Trafiic Interval (1-60) B Jsec (JDefault
Traffic Error Retry Times (1-10) () Default
POE Traffic Auto Reboot Interface
From Port ToPort Condition Threshold (0-5368709119)
I | T — e — | Jos
Fit/on
Fitior2
Fition
Fit/o

Figure 3-18 PoE Traffic Auto-reboot Settings

In the section ofthe PoE Traffic Auto Reboot Settings, you can
configure the following parameters.

Parameter Overview
Traffic Interval (1-60)

Configures the interval of monitoring traffics in seconds
(factory default setting: 5).

Traffic Error Retry Configures the number of retries during traffic errors
Times (1-10) (factory default setting: 3).

From Port - To Port Select the range of the port-number.

Condition (of
Determining Traffics)

Configures the evaluation of PoE terminal abnormality
due to the communication charges. The options
available are None, Below and Over.

Threshold

(0-5368709119) Configures the threshold of traffics.

Click Apply to reflect the change.
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3.5.10 PoE Auto Reboot SMTP Settings

Use the following window to implement the settings on the PoE auto-
reboot SMTP.

Choose System > PoE Settings > PoE Auto Reboot SMTP Settings to
display the following window.

PoE SMTP Auto Reboot

4 chars
Subject

Figure 3-19 PoE Auto-reboot SMTP Settings

In the section of POE Auto Reboot SMTP Settings, you can configure
the following parameters.

Parameter Overview
Subject Configures the subject when sending the mail
notification, which is done by the PoE auto-reboot
SMTP.
Content Configures the content when sending the mail-
notification, which is done by the PoE auto-reboot
SMTP.

Click Apply to reflect the change.
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3.5.11

PoE Interface Auto Reboot Settings

Use the following window to implement the settings on PoE Interface

Auto Reboot.

Choose System > PoE Settings > PoE Traffic Auto-reboot Interface
Settings to display the following window.

*e AUTo Reboot Settina

PoE Interface Auto Reboot Settings

From Port To Port

[Fiton ~| [Fon

~]

Abnormal Condition

Off-Interval (1-, 3GJ
c (] Default

Fit/011
Fi1/02
Fi1/0/3 OR
Fi1/0/4 OR

PoE OFF/ON Notify
Disabled ~ | [ Default

Repeal Repeat Interval (1-86400)

[Disabled  «|[JDefault

PoE OFFION
Abnormal Condition |PoE OFFION Notify|  SMTP Notify Trap Notify PoE OFFION Repeat  RepeatInterval
Interval
Disable Dis

SMTP Notify
| Disabled

Trap Notify
| Disabled

~ ] O Default v | O Default

c [ Default Annlv

600
Disabled
Disabled
Disabled

Disabled
Disabled
Disabled

Disabled
Disabled
Disabled

Disabled 600
Disabled 600
Disabled 600

wow W w

Figure 3-20 PoE Interface Auto Reboot Settings

In the section of PoE Interface Auto Reboot Settings, you can configure
the following parameters.

Parameter

Overview

From Port - To Port

Select the range of the port-number.

Ping OFF/ON
Notification

Configures the condition to evaluate the abnormality
regarding the monitoring-method — for example, Ping,
LLDP and traffics. The options available are Or and
And.

Mail Notification

Configures to enable or disable the SNMP trap settings
on the PoE auto-reboot.

SNMP Trap
Notification

Enables or disables the SNMP-trap settings on the PoE
auto-reboot.

PoE OFF/ON Period

Configures the interval of the PoE power-supply OFF/
ON when evaluating the PoE auto-reboot abnormality.

PoE OFF/ON Repeat

PoE auto-reboot enables or disables the repeating
execution of the PoE power supply OFF/ON when
determining an error.

PoE OFF/ON Repeat
Interval

Configures the PoE OFF/ON repeat-interval when

evaluating the PoE auto-reboot abnormality.

Click Apply to reflect the change.
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3.6 System Log

3.6.1 System Log Settings
Use the following window to implement the settings on system logs and

display its settings.

Choose System > System Log > System Log Settings to display the
following window.

Log State

Log State Enabled [v]
Buffer Log Settings

Buffer Log State Enabled [v]

Severity 6(Informational) | |

Discriminator Name

D R —
Console Log Settings

Console Log State Disabled ~]

Severity 4(Warmings) ~]

SMTP Log Settings

SMTP Log State Disabled ~]

Severity 4{Warnings) ﬂ

Log Trap Link Change Delay Settings

Delay (0-30) () Disabled O] sec Apply

Figure 3-21 System Log Settings

In the section of the Log State, you can configure the following

parameter.
Parameter Overview
Log State This parameter enables or disables the status of a global
system log.

Click Apply to reflect the change.

In the section of Buffer-log Settings, you can configure the following

parameters.
Parameter Overview
Buffer Log State This parameter enables or disables the state of a global

buffer-log. The options available are enable, disable and
default. If you choose Default, the state of a global
buffer log complies with the default operation.

34



3 System
3.6 System Log 3.6.1 System Log Settings

Parameter

Overview

Severity

Choose the severity of the information type to be
logged. The values to choose are these:

0 (Emergencies), 1 (Alerts), 2 (Critical), 3 (Errors), 4
(Warnings), 5 (Notifications), 6 (Information), and 7
(Debugging).

Identification Name

Enter the identification name you use. The number of
characters can be used up to 15. Specify the name of a
discriminator profile. Based on the filtering standard
stipulated on this profile, buffer-log messages become
filtered.

Write Delay

Enter the delay value of a log. The range is from 0 to
65,535 (seconds). By default, the value is set to 300
(seconds). If you click Infinite, the function of write-
delay (or delayed writing) becomes disabled.

Click Apply to reflect the change.

In the section of the Console Log settings, you can configure the

following parameters.

Parameter

Overview

Console-log State

This parameter enables or disables the state of a global
console-log.

Severity

Choose the severity of the information type, which is
logged. The values to choose are these:

0 (Emergencies), 1 (Alerts), 2 (Critical), 3 (Errors), 4
(Warnings), 5 (Notifications), 6 (Information) and
7 (Debugging).

Identification Name

Enter the identification name you use. The number of
characters can be used up to 15. Specify the name of a
discriminator profile. Based on the filtering standard
stipulated on this profile, console-log messages become
filtered.

Click Apply to reflect the change.

In the section of the SMTP Log settings, you can configure the following

parameters.

Parameter

Overview

SMTP Log State

This parameter enables or disables the log state of a
global SMTP (Simple Mail Transfer Protocol).
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Parameter

Overview

Severity

Choose the severity of the information type, which is
logged. The values to choose are these:

0 (Emergencies), 1 (Alerts), 2 (Critical), 3 (Errors), 4
(Warnings), 5 (Notifications), 6 (Information), and 7
(Debugging).

Identification Name

Enter the identification name you use. The number of
characters can be used up to 15. Specify the name of a
discriminator profile. Based on the filtering standard
stipulated on this profile, SMTP log messages become
filtered.

Click Apply to reflect the change made.

The following parameters can be configured in the Log Trap Link
Change Delay Settings section:

Parameter

Description

Log Trap Link Change

Enables issuance delays for system logs and SNMP traps
related to the link state of physical ports.The range is
from 1 to 30 (seconds).

When using the link aggregation on your device, if the
system logs and SNMP traps regarding the link status of
the physical port cannot be normally transmitted to the
SYSLOG server or SNMP server, you may be able to
solve issue by using this function.

The recommendation value is 5 seconds when using this
function.

Click the Apply button to accept the changes made.
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3.6.2  System Log Discriminator Settings
Use the following window to implement the settings on a discriminator

and display its settings.

Choose System > System Log > System Log Discriminator Settings to
display the following window.

Discriminator Log Settings
Discriminator Name
acton
svs [CIPORT Oste OLac [JVOIGE_VLAN
CLLDP [CIPORTSEC Owac [JDHCPVS [JSTORM_CTRL
[)ssH Ocu wee [)snmP [JcFm
oM OAsa [JDEVICE Doal [DJRADIUS
[JDoT1X [POE LD [JBPDU_PROTECTION [ JMAC
[JcFG [IFIRMWARE [JREBOOT_SCHEDULE [ 1] OAM [IPSG
[JDNSRESOVLER CupLo OPPs CIFDM
s
[ o(Emergencies) [ 1(Aterts) [ 2(Critical) [ 3(Emors)
[ 4(Warnings) []5(Notifications) [ 6finformational) () 7(Debugging) [ pory ]
Total Entries: 0
L o= = [ wme [ ey [ s [ ]

Figure 3-22 System Log Discriminator Settings

In the section of the Discriminator Log Settings, you can configure the
following parameters.

Parameter Overview

Discriminator Name | Enter the name of a discriminator profile. The number
of characters can be up to 15.

Action Choose the facility operation option and a facility type
to associate them with an operation selected. The
options available as an operation are dispose (or
discard) and include.

Severity Choose the operation option and the severity of the
information type, which is logged. The options available
as an operation are dispose and include. The values to
choose severity: 0(Emergencies), 1(Alerts),
2(Critical), 3(Errors), 4(Warnings), 5(Notification),
6(Information) and 7(Debugging).

Click Apply to add a new entry based on the information specified.

Click Delete to delete the entry.
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3.6.3 System Log Server Settings

Use the following window to implement the settings on the server, which
is used on the system-log, and to display its settings.

Choose System > System Log > System Log Server Settings to display
the following window.

Log Server

(@ Host IPv4 Address |:| O Host IPvé Address 2013:1
UDP Port (514,1024-65535) Severity 4(Warnings) v
Facility 23 v Discriminator Name

Total Entries: 0

ubp
“-

Figure 3-23 System Log Server Settings

In the section of Log Server, you can configure the following parameters.

Parameter

Overview

Host IPv4 Address

Enter an IPv4 address of a system-log server.

Host IPve Address

Enter an IPv6 address of a system-log server.

UDP Port

Enter the port-number of UDP (User Datagram Protocol)
of a system-log server. Set the number (or value) to 514,
or specify the value within the range from 1,024 to
65,535. By default, the value is set to 514.

Severity

Choose the severity of the information type, which is
logged. The values to choose are these:

0 (Emergencies), 1 (Alerts), 2 (Critical), 3 (Errors), 4
(Warnings), 5 (Notifications), 6 (Information) and
7 (Debugging).
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Parameter

Overview

Facility

Choose the facility number that are logged. The range is
from 0 to 23. Each facility-number is associated with the

specific facility below. See the following table.

II\:I?JCr:fIIII:Zr FS;:? Facility Description

1 user User-level messages

2 mail Mail System

3 daemon | System daemons

4 auth Security/ Authentication
messages

5 syslog Messages generated by the
SYSLOG, internally

6 lpr Line printer sub-system

7 news Network news sub-system

8 uucp UUCP sub-system

9 clock1 Clock daemon

10 auth2 Security / Authentication
messages

11 ftp FTP daemon

12 ntp NTP sub-system

13 logaudit |Log audit

14 logalert |Log alert

15 clock2 Clock daemon

16 localO Local use 0 (local0)

17 local1 Local use 1 (local1)

18 local2 Local use 2 (local2?)

19 local3 Local use 3 (local3)

20 locald Local use 4 (local4)

21 local5 Local use 5 (local5)

22 localé Local use 6 (local6)

23 local7 Local use 7 (local7)

Discriminator Name

Enter a discriminator-name to be used for filtering

messages that are sent to a log-server. The number of

characters for the name can be up to 15.

Click Apply to add new entries based on the information specified.

Click Delete to delete the entry.
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3.6.4 System Log

Use the following window to display and clear system logs.

Choose System > System Log > System Log Settings to display the
following window.

System Log
Total Entries: 169
I S T T
169 2021-06-22 16:24:24 INFO(6) ‘Successful login thr...
168 2021-06-22 16:24:18 WARN(4) Login failed through...
167 2021-06-22 16:18:28 INFO(6) Web session timed ou...
166 2021-06-22 16:14:56 INFO(8) ‘Successful login thr...
165 2021-06-21 19:57:50 INFO(6) Web session timed ou...
164 2021-06-21 19:43:27 INFO(8) Web session timed ou...
163 2021-06-21 19:39:06 INFO(6) Successful login thr...
162 2021-06-21 19:35:11 INFO(8) ‘Successful login thr...
161 2021-06-21 19:28:35 INFO(6) ‘Web session timed ou...
160 2021-06-21 19:20:50 INFO(8) ‘Successful login thr...
HE aEE EE T &=

Figure 3-24 System Log

Click the Clear Log button to clear the log-entry from the table above.

If two or more pages exist, enter their page number. Then click Go to
move to a specific page.
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3.6.5 System Attack Log

Use the following window to display and clear the system attack log.

Choose System > System Log > System Attack Log to display the
following window.

ystem Attack Log

System Attack Log

Total Entries: 0
I T S T Log et

Figure 3-25 System Attack Log

Click the Clear Attack Log button to clear the entry of attack logs from a
table.
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3.6.6  System Authentication Log

Use the following window to implement the settings on a system

authentication log and display its settings.

Choose System > System Log > System Authentication Log to display

the following window.

ystem Authentication Log
System Authentication Log

Authentication Log State

Enabled ~

Authentication Log Write Delay (1-1440) min

Apply

] [ _showan | [ Cleartog |

Total Entries: 0
Date/Time Level

Figure 3-26 System Authentication Log

Authentication Event

In the section of System Authentication Log, you can configure the

following parameters.

Parameter

Overview

Authentication Log
State

This parameter enables or disables an authentication
log.

Write Delay for
Authentication Logs

Enter the write-delay value of the authentication log.
The range is from 1 to 1,440 (minutes).

Tail

Enter the number of the latest authentication log-
entries to be displayed. The range is from 1 to 256.

Click Apply to reflect the change.

Click Find to search the entry in a table based on the search condition

specified.

Click Show All to search all the entries available for displaying them.

Click the Clear Log button to clear the log entry from a table.
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3.7.1 Clock Settings

Use the following window to implement the settings on time and date,
which is used on the time-dependent features of the switch, and to display
its settings.

Choose System > Time and SNTP > Clock Settings to display the
following window.

Clock Settings

Clock Settings

Time (HH:MM:55) 04:14:09
Date (DD /MM / YYYY) 0111272020

Apply

Figure 3-27 Clock Settings

In the section of Clock Settings, you can configure the following
parameters.

Parameter Overview
Time Enter the current time by using (HH), (MM), and (SS)
(e.g. 19:20:20).
Date Enter the current day (DD), month (MM) and year (YY)
(DD / MM/ YYYY) (e.g. 25/04/2017).

Click Apply to reflect the change.
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3.7.2  Time Zone Settings

Use the following window to implement the settings on DST (Summer-
time) and time zone to display its settings.

Choose System > Time and SNTP > Time Zone Settings to display the

following window.

s Lo Sty
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P e ity
Tic bt e Warth
T et

e e

e i A

ot (-1

Figure 3-28 Time Zone Settings

In the first section, you can configure the following parameters.

Parameter

Overview

Summer-Time State

Choose the summer-time settings. The options available

are as follows.

¢ Disable - Disables the summer-time settings.

* Recurring Setting - Configure so as the summer-
time starts and ends on the date and month
specified.

¢ Date Settings - Configure so as the summer-time
starts and ends on the date and month specified.

Timezone

Specifies the offset of a local time zone from Universal

Coordinated Time (UTC).
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In the section of Recurring Settings, you can configure the following parameters.

Parameter

Overview

From: Week of the
Month

Select the week when summer-time starts.

From: Day of the
Week

Select the day when summer-time starts.

From: Month Select the month when summer-time starts.

From: Time Select the time when summer-time starts.

To: Week of the Select the week when summer-time ends.

Month

To: Week and date Select the day when summer-time ends.

To: Month Select the month when summer-time ends.

To:Time Select the time when summer-time ends.

Offset Enter the time to add on the summer-time period. The

default value is 60, and the range of this offset is 30, 60,
90 and 120.

In the section of Date Settings, you can configure the following

parameters.

Parameter

Overview

From: Date of Month

Select the date when summer-time starts.

From: Month

Select the month when summer-time starts.

From: Year Enter the year when summer-time starts.

From: Time Select the time when summer-time starts.

To: Date of the Select the date when summer-time ends.

Month

To: Month Select the month when summer-time ends.

To: Year Enter the year when summer-time ends.

To: Hour Select the time when summer-time ends.

Offset Enter the time to add on the summer-time period. The

default value is 60, and the range of this offset is 30, 60,
90 and 120.

Click Apply to reflect the change.
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3.7.3  SNTP Settings

Use the following window to implement the settings on SNTP (Simple
Network Time Protocol) and display its settings. Use the SNTP, and then
obtain a synchronization automatically and periodically between the
configuration of time and date for a switch and the settings hosted by an
SNTP server.

Choose System > Time and SNTP > SNTP Settings to display the
following window.

SNTP Global Settings

Current Time Source System Clock

SNTP State Disabled v

Poll Interval (30-99999) 720 sec
SNTP Server Setting

@ IPvd Address |:| O IPv6 Address 2013:1 Add

Total Entries: 0

I T A S

Figure 3-29 SNTP Settings

In the section of SNTP Global Settings, you can configure the following
parameters.

Parameter Overview
SNTP State This parameter enables or disables SNTP, globally.
Poll Interval Enter the synchronization-interval, in seconds.

The range of values is from 30 and 99,999 (seconds).
The default interval is 720 (seconds).

Click Apply to reflect the change.

In the section of SNTP Server Settings, you can configure the following
parameters.

Parameter Overview
IPv4 Address Enter an IPv4 address of an SNTP server.
IPv6 Address Enter an IPv6 address of an SNTP server.

Click Add to add the new entry based on the information specified.

Click Delete to delete an entry.
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Time Range

Use the following window to implement the settings on a time range
profile and display its settings.

Choose System > Time Range to display the following window.

Time Range:

Total Entries: 0

| Fange Name prole ____|_ surtWeekaay | SurtTime | _EndWeekdy | _Ename |||
Figure 3-30 Time Range

In the section of Time Range, you can configure the following
parameters.

Parameters Overview
Range Name Enter the name of a time range profile. The number of
characters for the name can be up to 32.
From Week - Select the starting and ending days of the week that will
To Week

be used for this time profile. If you set the Daily option
to on, the time profile is used for all days. When the
option of a final week is set to ON, this time profile is
used from the beginning of a week to the end of it.

From Starting Time | choose the starting and ending time, which is used for

(T?gc;“?l-l}nl-z-f\(ll)l\llsl?dmg this time profile. The first (left-side) drop-down menu
) allows you to choose the time. You can choose the

minute on the second (right-side) drop-down menu.

Click Apply to add a new entry based on the information specified.

Click Find to search the entry in a table based on the search condition
specified for displaying.

Click Show All to find and display all the entries available.
Click the Delete Periodic button to delete the periodic entry.

Click Delete to delete the entries.
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3.8 Time Range

If two or more pages exist, enter the page number. Then click Go to move
to the specific page.
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4.1

Management

Command Logging

This window is used to enable or disable the command logging function.
This function is used to log the CLI commands. Commands that did not
change the configuration of the switch would not be logged.

Choose Management > Command Logging to display the following
window.

Command Logging Settings

Command Loaging State ) Enabled @® Disabled Apply

Figure 4-1 Command Logging

In the Command Logging Settings section, you can configure the
following parameters.

Parameter Overview

Command Logging Select to enable or disable the command logging
State function.

Click the Apply button to accept the changes made.
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4.2  User Accounts Settings

This window is used to configure and display the user account settings.
These user accounts are used to log into the software configuration of the

switch.

Choose Management > User Accounts Settings to display the following

window.
User Accounts settings
‘ User Management Settings L Session Table
e [None ] ]
Type None - Password Apply
Total Entries: 1
I S T R N
Ml - S

Figure 4-2 User Accounts Settings (User Management Settings)

You can configure the following parameters in the User Management
Settings section.

Parameter Overview
User Name Enter the user account name here. This name can be up
to 32 characters long.
Privilege Enter the privilege level for this account here. The range
is from 1 to 15.
Password Type Select the password type for this user account here.

Options to choose from are None, Plain Text, and
Encrypted-SHA1. SHA stands for Secure Hash
Algorithms.

Password After selecting Plain Text or Encrypted-SHA1 as the
password type, enter the password for this user account
here.

Click the Apply button to add a new entry based on the information
specified.

Click the Delete button to delete the entry.

Enter a page number and click the Go button to navigate to a specific
page when multiple pages exist.
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Click the Session Table tab to display the following window.

User Accounts Settings

User Management Settings H Session Table |

Total Entries: 2
console Ancnymous 4D20H33M53S

-————_
(] [ N EE &

Figure 4-3 User Accounts Settings (Session Table)

Enter a page number and click the Go button to navigate to a specific
page when multiple pages exist.

Use the following window to enable or disable the user accounts
encryption.

Choose Management > User Accounts Encryption to display the
following window.

User Accounts Encryption

User Accounts Encryption

User Accounts Encryption State () Enabled (®) Disabled
Apply

Figure 4-4 User Accounts Encryption

In the section of User Accounts Encryption, you can configure the
following parameter.

Parameter Overview
User Accounts This parameter enables or disables the user-account
Encryption State encryption.

Click Apply to reflect the change.
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4.4

Login Method

Use the following window to implement the settings on and display the
log-in method for each log-in application, which is supported on the

switch

Choose Management > Login Method to display the following window.

ogin Method
Enable Password
Level 15 v Password Type |Pla\n Text ﬂ Password ‘32 chars ‘
Login Method
hoicion Lo I
Console Login Local
Telnet Login Local
8SH Login Local Edit
Login Password
Application Password Type |Plain Text w| Password |32 chars
bt I R R

Figure 4-5 Login Method

In the section of Enable Password, you can configure the following

param

eters.

Parameter

Overview

Level

Choose the privilege level of user accounts. The range is
from 1 to 15.

Password Type

Choose the password type for users. The options

available are as follows.

* Plain Text - Choosing this makes a password to
become a plain-text form. This is the default option.

¢ Encrypted - Choose this to encrypt a password
based on SHA-1.

Password

Enters a password for user accounts.

- The number of characters for a password of the plain-
text form can be up to 32. The password can be case-
sensitive and include spaces.

- In the encrypted form, the number of characters for its
password can be up to 35 (maximum byte) and case-
sensitive.

Click Apply to reflect the change.

Click Edit to edit the entry-settings.
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In the section of Login Method, you can configure the following

parameter.

Parameter

Overview

Log-in Method

Click Edit, and then this parameter becomes
configurable. Choose the log-in method for the
application specified. The options available are as
follows.

No - Log-in authentication to access the application
specified is not needed.

Log-in - You need to enter a password when accessing
the application specified.

Log-in Local - You need to enter a user-name and a
password to access the application specified.

In the section of Login Password, you can configure the following

parameters.
Parameter Overview
Application Choose an application to configure. The options
available are Console, Telnet and Secure Shell (SSH).
Password Type Choose a password-encryption type to use. The options
available are Plain Text and Encrypted.
Password

Enter a password of the application selected. This
password is used when the login method of the
application specified is set to login.

* In the plain-text form, the number of characters for a
password can be up to 32. The password is case-
sensitive and can contain spaces.

¢ In the encrypted form, the number of characters for
its password can be up to 35, as the maximum bytes,
and be case-sensitive.

Click Apply to add new entries based on the information specified.

Click Delete to delete the entry.
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4.5
Protocol)

4.5.1

SNMP Global Settings

SNMP (Simple Network Management

Use the following window to configure and display the global SNMP

settings.

Choose Management > SNMP > SNMP Global Settings to display the

following window.

SNMP Global Settings

SNMP Global State

SNMP Response Broadcast Request
SNMP UDP Port (1-65535)

Trap Source Interface

Trap Settings

Trap Global State

[[] SNMP Authentication Trap
[]Pert Link Up

[[] Port Link Down

[] Coldstart

[]Warmstart

Log Trap Link Change Delay Settings

Log Trap Link Change

Delay (0-30) () Disabled

(O Enabled (®) Disabled
() Enabled (®) Disabled
() Enabled (®) Disabled

sec

Figure 4-6 SNMP Global Settings

Apply

Apply

You can configure the following parameters in the SNMP Global

Settings section.

Parameter

Overview

SNMP Global State

Select to globally enable or disable the SNMP feature.

SNMP Response
Broadcast Request

Select to enable or disable the server to respond to
broadcast SNMP GetRequest packets.

SNMP UDP Port

Enter the SNMP UDP port number. The range is from 1

to 65,535.

Trap Source Interface

Enter the interface whose IP address is used as the
source address for sending the SNMP trap packet.
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You can configure the following parameters in the Trap Settings section.

Parameter

Overview

Trap Global State

Select to globally enable or disable the sending of all or
specific SNMP notifications.

SNMP Authentication
Trap

Select this option to control the sending of SNMP
authentication failure notifications. An
authenticationFailuretrap trap is generated when the
device receives an SNMP message that is not properly
authenticated. The authentication method depends on
the version of SNMP being used. For SNMPv1 or
SNMPv2c, authentication failure occurs if packets are
formed with an incorrect community string. For
SNMPv3, authentication failure occurs if packets are
formed with an incorrect SHA/MD5 authentication key.

Port Link Up

Select this option to control the sending of port link up
notifications. A /inkUp trap is generated when the
device recognizes that one of the communication links
has come up.

Port Link Down

Select this option to control the sending of port link
down notifications. A /inkDown trap is generated when
the device recognizes that a one of the communication
links is down.

Coldstart Select this option to control the sending of SNMP
coldStart notifications.
Warmstart Select this option to control the sending of SNMP

warmStart notifications.

Click the Apply button to accept the changes made.

The following parameters can be configured in the Log Trap Link
Change Delay Settings section:

Parameter

Description

Log Trap Link Change

Enables issuance delays for system logs and SNMP traps
related to the link state of physical ports.The range is
from 1 to 30 (seconds).

When using the link aggregation on your device, if the
system logs and SNMP traps regarding the link status of
the physical port cannot be normally transmitted to the
SYSLOG server or SNMP server, you may be able to
solve issue by using this function.

The recommendation value is 5 seconds when using this
function.

Click the Apply button to accept the changes made.
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4.5.2  SNMP Linkchange Trap Settings

Use the following window to configure and display the SNMP Linkchange
trap settings.

Choose Management > SNMP > SNMP Linkchange Trap Settings to
display the following window.

SNMP Linkchange Trap Settings
From Port To Port Trap Sending Trap State
[Fon  ~ [Fwon v [Disabled |
T T N T
Fi1/0/1 Enabled Enabled
Fi1/0/2 Enabled Enabled
Fi1/0/3 Enabled Enabled
Fit/0/4 Enabled Enabled
Tel/0/5 Enabled Enabled
Tel/0/6 Enabled Enabled

Figure 4-7 SNMP Linkchange Trap Settings

You can configure the following parameters in the SNMP Linkchange
Trap Settings section.

Parameter Description
Unit Select the unit ID of the switch in the physical stack
here.
From Port - To Port Select the port(s) that will be used here.
Trap Sending Select to enable or disable the sending of the SNMP
notification traps that are generated by the system.
Trap State Select to enable or disable the SNMP /inkChange trap.

Click the Apply button to accept the changes made.
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4.5.3 SNMP View Table Settings

Use the following window to configure and display the SNMP view table
settings. These SNMP view entries define which Management Information
Base (MIB) objects can be accessed by a remote SNMP manager. The
SNMP Subtree Object Identifier (OID) maps SNMP users to the SNMP
views.

Choose Management > SNMP > SNMP View Table Settings to display
the following window.

SNMP View Settings

View Name
Subtree OID
View Type
Add
Total Entries: &
T e mon T e

restricted 1361211 Included elete
restricted 1361211 Included Delete
restricted 1361631021 Included Delete
restricted 1361631121 Included Delete
restricted 1.3.6.1.6.3.15.1.1 Included Delete
CoemmunityView 1 Included Delete
CemmunityView 1.3.6.1.63 Excluded Delete
CemmunityView 1.3.6.1.6.3.1 Included Delete

IIIIIIII

Figure 4-8 SNMP View Table Settings

You can configure the following parameters in the SNMP View Settings
section.

Parameter Overview
View Name Enter the SNMP view name. This is used to identify the
new SNMP view being created. This can be up to 32
characters long.
Subtree OID Enter the OID sub-tree for the view . The OID identifies
an object tree (MIB tree) that will be included or
excluded from access by an SNMP manager.

View Type Select the view type . Options available are:

* Included - Select to include this object in the list of
objects that an SNMP manager can access.

¢ Excluded - Select to exclude this object from the list
of objects that an SNMP manager can access.

Click the Add button to add a new entry based on the information
specified.

Click the Delete button to delete the entry.
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4.5.4  SNMP Community Table Settings

This window is used to configure and display SNMP community strings
that define the relationship between SNMP managers and SNMP agents.
The SNMP community string acts like a password to permit access to the
SNMP agent on the switch.

The following characteristics can be associated with the community string:

An access list containing IP addresses of SNMP managers that are
permitted to use the community string to gain access to the SNMP
agent of the switch.

MIB views that define the subset of MIB objects that are accessible to
the SNMP community.

Read-Write or Read-Only permissions for MIB objects accessible to the
SNMP community.

Choose Management > SNMP > SNMP Community Table Settings to
display the following window.

NMF Communi lable Setings
SNMP Community Settings

Communi ity Name R2 chars

View Name

Access Right

IP Access-List Name B2 chars

Total Entries: 2

I S O S
public CommunityView o
private CommunityView w

Figure 4-9 SNMP Community Table Settings

You can configure the following parameters in the SNMP Community
Settings section.

Parameter Overview

Key Type Select the key type for the SNMP community. Options

available are Plain Text and Encrypted.

Community Name Enter the SNMP community name here. You can use

this to identify members of an SNMP community. This
string is used like a password to give remote SNMP
managers access to MIB objects in the Switch’s SNMP
agent. This can be up to 32 characters long.

View Name Enter the SNMP view name here. You can use this to

identify the group of MIB objects that a remote SNMP
manager is allowed to access on the Switch. The view
name must exist in the SNMP View Table. This can be
up to 32 characters long.
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Parameter Overview

Access Right Select the access right here. Options available are:

* Read Only - SNMP community members using the
community string created can only read the contents
of the MIBs on the Switch.

* Read Write - SNMP community members using the
community string created can read from, and write
to the contents of the MIBs on the Switch.

IP Access-List Name | Enter the name of the standard access list to restrict the
users that can use this community string to access to
the SNMP agent.

Click the Add button to add a new entry based on the information
specified.

Click the Delete button to delete the entry.
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4.5.5 SNMP Group Table Settings

Use the following window to configure and display the SNMP group table
settings. SNMP groups map SNMP users to SNMP views.

Choose Management > SNMP > SNMP Group Table Settings to display
the following window.

SNMP Group Settings

User-based Security Model | SNMPv1 v Wiite View Name
Security Level ‘ NoAuthNoP v | Notify View Name

IP Address-List Name

Add

Total Entries: 5

Read View Name Notify View Name Security Model Security Level IP Address-List Name _
vl

public CommunityV. CommunityV.
public CommunityV... CommunityV... v2c
initial restricted restricted v3 NoAuthNoPriv
private CommunityV... CommunityV... CommunityV... w1
private CommunityV... CemmunityV... CommunityV.. v2e

Figure 4-10 SNMP Group Table Settings

You can configure the following parameters in the SNMP Group
Settings section.

Parameter Overview
Group Name Enter the SNMP group name here. This name can be up
to 32 characters long. Spaces are not allowed.
Read View Name Enter the read view name that users of the group can
access.
User-based Security |Select the security model here. Options available are:
Model ¢ SNMPv1 - Select to allow the group to use the

SNMPv1 security model.

* SNMPv2c - Select to allow the group to use the
SNMPv2c security model.

¢ SNMPv3 - Select to allow the group to use the
SNMPv3 security model.

Write View Name Enter the write view name that the users of the group
can access.

60



4 Management
4.5.5 SNMP Group Table Settings

Parameter Overview
Security Level After selecting to use SNMPv3 as the User-based
Security Model, select the security level here. Options
available are:

* NoAuthNoPriv - Specifies that there will be no
authorization and no encryption of packets sent
between the Switch and a remote SNMP manager.

¢ AuthNoPriv - Specifies that authorization will be
required, but there will be no encryption of packets
sent between the Switch and a remote SNMP
manager.

* AuthPriv - Specifies that authorization will be

Notify View Name Enter the notify view name that users of the group can
access. The notify view describes the object that can be
reported its status via trap packets to the group user.
IP Address-List Name |Enter the standard IP Access Control List (ACL) to
associate with the group.

Click the Add button to add a new entry based on the information
specified.

Click the Delete button to delete the entry.
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4.5.6  SNMP Engine ID Local Settings

This window is used to configure and display the local SNMP engine ID.
The engine ID is unique per switch and is used in SNMPv3 (SNMP version
3) implementations.

Choose Management > SNMP > SNMP Engine ID Local Settings to
display the following window.

SNMP Engine ID Local Settings

Engine ID 8000018c03005040630] Default | | Apply

# Engine ID length is 24, the accepted character is from 0 to F

Figure 4-11 SNMP Engine ID Local Settings

You can configure the following parameters in the SNMP Engine ID
Local Settings section.

Parameter Overview

Engine ID Enter the SNMP engine ID string here. This string can be
up to 24 characters long.

Click the Default button to use the default engine ID.

Click the Apply button to accept the changes made.
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4.5.7  SNMP User Table Settings

This window is used to configure and display SNMP user settings.

Choose Management > SNMP > SNMP User Table Settings to display

the following window.

NMP User Table Settings
SNMP User Settings

User Name

Group Name B2 chars

SNMP V3 Encryption

IP Address-List Name

Total Entries: 1

e | oupiame | oty woses | sumeniaton rooess ooy o | Engnatn i aesicinme |
initial initial V3 None None

Add

8000018¢03..

Figure 4-12 SNMP User Table Settings

You can configure the following parameters in the SNMP User Settings

section.
Parameter Overview
User Name Enter the SNMP user name here. This is used to identify

the SNMP user. This name can be up to 32 characters
long.

Group Name

Enter the SNMP group name for the user here. This
name can be up to 32 characters long. Spaces are not
allowed.

SNMP Version

Select the SNMP version. Options available are v1, v2c,
and v3.

SNMP V3 Encryption

After selecting v3 as the SNMP Version, select the
SNMPv3 encryption here. Options available are None,
Password, and Key.

Auth-Protocol by
Password

After selecting v3 as the SNMP Version and Password

for SNMP V3 Encryption, select the authentication

protocol for the password here. Options available are:

¢ MDS5 - Specifies to use the HMAC-MD5-96
authentication level. This field will require the user to
enter a password or key.

* SHA - Specifies to use the HMAC-SHA
authentication protocol. This field will require the
user to enter a password or key.
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Parameter Overview

Password Enter the authentication protocol password here.

¢ For MD5, this password must be between 8 and 16
characters long.

¢ For SHA, this password must be between 8 and 20
characters long.

Priv-Protocol by After selecting v3 as the SNMP Version and Password
Password for SNMP V3 Encryption, select the private protocol
for the password here. Options available are:

* None - Specifies that no authorization protocol will
be used.

e DES56 - Specifies to use Data Encryption Standard
(DES) 56-bit encryption, based on the CBC-DES
(DES-56) standard. This field requires the user to
enter a password or a key.

Password Enter the private protocol password here.

e For none, this field will be disabled.

» For DES56, this password must be between 8 and 16
characters long.

Auth-Protocol by Key | After selecting v3 as the SNMP Version and Key for

SNMP V3 Encryption select the authentication

protocol for the key here. Options available are:

» MD?5 - Specifies to use the HMAC-MD5-96
authentication level. This field will require the user to
enter a password or a key.

* SHA - Specifies to use the HMAC-SHA
authentication protocol. This field will require the
user to enter a password or a key.

Key Enter the authentication protocol key here.
¢ For MD5, this key must be 32 characters long.
e For SHA, this key must be 40 characters long.

Priv-Protocol by Key |After selecting v3 as the SNMP Version and Key for
SNMP V3 Encryption select the private protocol for
the key here. Options available are:

* None - Specifies that no authorization protocol will
be used.

» DES56 - Specifies to use Data Encryption Standard
(DES) 56-bit encryption, based on the CBC-DES
(DES-56) standard. This field will require the user to
enter a password or a key.

Key Enter the private protocol key here.
e For none, this field will be disabled.
* For DES56, this key must be 32 characters long.

IP Address-List Name |Enter the standard IP ACL to associate with the user.
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Click the Add button to add a new entry based on the information
specified.

Click the Delete button to delete the entry.
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4.5.8 SNMP Host Table Settings
This window is used to configure and display SNMP host settings.

Choose Management > SNMP > SNMP Host Table Settings to display
the following window.

ble Setting:

SNMP Host Settings

@ Host IPv4 Address
(O Host IPvE Address 013:1

User-based Security Model SNMPv1

N ™=
g
ool
< IIH

Security Level

UDP Port (1-65535) 62

Community String / SNMPv3 User Name Add

Total Entries: 0

Host IP Address m Community String / SNMPv3 User Name |

Figure 4-13 SNMP Host Table Settings

You can configure the following parameters in the SNMP Host Settings
section.

Parameter Overview
Host IPv4 Address Enter the IPv4 address of the SNMP notification host.
Host IPv6 Address Enter the IPv6 address of the SNMP notification host.

User-based Security |Select the security model here. Options available are:

Model » SNMPvV1 - Select to allow the group user to use the
SNMPv1 security model.

e SNMPv2c - Select to allow the group user to use the
SNMPv2c security model.

* SNMPv3 - Select to allow the group user to use the
SNMPv3 security model.

Security Level After selecting SNMPv3 as the User-based Security
Model, select the security level here. Options available
are:

* NoAuthNoPriv - Specifies that there will be no
authorization and no encryption of packets sent
between the Switch and a remote SNMP manager.

e AuthNoPriv - Specifies that authorization will be
required, but there will be no encryption of packets
sent between the Switch and a remote SNMP
manager.

¢ AuthPriv - Specifies that authorization will be

UDP Port Enter the UDP port number here. The default port
number is 162. The range is from 1 to 65535. Some
port numbers may conflict with other protocols.
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Parameter Overview

Community String / | Enter the community string to be sent with the
SNMPv3 User Name | notification packet.

Click the Add button to add a new entry based on the information
specified.

Click the Delete button to delete the entry.
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4.6

RMON (Remote Monitoring)

4.6.1 RMON Global Settings

Use the following window to enable or disable the trap state on RMON
rising alarm and RMON falling alarm.

Choose Management > RMON > RMON Global Settings to display the
following window.

RMON Global Se S

RMON Rising Alarm Trap (@) Enabled () Disabled

RMON Falling Alarm Trap @ Enabled () Disabled

Figure 4-14 RMON Global Settings

In the section of RMON Global Settings, you can configure the following
parameters.

Parameter Overview
RMON Rising Alarm | This parameter enables or disables the function of an
Trap RMON rising alarm trap.
RMON Falling Alarm | This parameter enables or disables the function of an
Trap RMON falling alarm trap.

Click Apply to reflect the change.
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4.6.2 RMON Statistics Settings

Use the following window to implement the settings on the RMON
statistics for the port specified and display its settings.

Choose Management > RMON > RMON Statistics Settings to display
the following window.

RMON Statistics Settings

Port Index (1-65535) Owner

[Fition v/ \ | Add

Figure 4-15 RMON Statistics Settings

In the section of RMON Statistics Settings, you can configure the
following parameters.

Parameter Overview
Port Choose the port you use.
Index Enter the RMON table index. The range of value is from
1to 65,535.
Owner Enter the owner character strings; the number of
character strings can be up to 127.

Click Add to add a new entry based on the information specified.
Click Delete to delete the entry.
Click Show Detail to display details on the entry.

If two or more pages exist, enter the page-numbers. Then click Go to
move to a specific page.

Click Show Detail to display the following window.
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RMON Statistics Table

| | | | s12. | 1024

Data | Rec. Rw:.|5(num! Multicast
ox
|souru Octats | PKTs

1023 | 1518

Undersize | Oversize Drop | &4 |65127 |125—255 256-511
PKTs PKTs PKTs | Event ;Qcmls- Octets. | Octets | Octets

Octuts | Octets

3 FIl/ON 14657738 74775 7340 17262 o a o o 0 0 15689 37316 10480 14470 731 11738 40

Figure 4-16 RMON Statistics Settings (Show Detail.)

Click Back to return to the previous window.
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4.6.3

RMON History Settings

Use the following window to implement the RMON history settings on the
port specified and display its settings.

Choose Management > RMON > RMON History Settings to display the

following window.

RMON History Settings

Port

Index (1-65535)

Bucket Number (1-85535) Interval (1-3600) Owner

[Fiton ~] |

50 | 1800 Jsec [127 chars |

Figure 4-17 RMON History Settings

In the section of RMON History Settings, you can configure the

following parameters.

Parameter Overview
Port Choose the port you use.
Index Enter the index number of entries for a history group

table. The range is from 1 to 65,535.

Number of Buckets

Enter the number of packets, which are specified for a
RMON collecting history group of the statistics.
The range is from 1 to 65,535. The default value is 50.

Interval Enter the interval-time for the cycle of each polling
The range is from 1 to 3,600 (seconds).
Owner Enter the owner character strings; the number of

characters for the strings can be up to 127.

Click Add to add a new entry based on the information specified.

Click Delete to delete the entry.

Click Show Detail to display details on the entry.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.
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Click Show Detail to display the following window.

RMON History Table

i o e . st PT T ision Ui P O g A i Cotons o e

Figure 4-18 RMON History Table (Show Detail.)

Click Back to return to the previous window.
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4.6.4

RMON Alarm Settings

Choose Management > RMON > RMON Alarm Settings to display the

following window.

RMON Alarm Settings

Index (1-65535)

L

Interval (1-2147483647)

s Type Absolute -
21 2147483647)

Rising Event Number (1-65535) [ |

Owner 1-12/ chars

Total Entries

Falling Event Number (1-65535) [ |

Add

20
[nciex] inerva (sec) [VartabielType| Last vatue| Rising Threshold | Failing Threshold | Rising Event No. | Faiing Evet No. | Startup Alarm |Gwer]

Figure 4-19 RMON Alarm Settings

In the section of RMON Alarm Settings, you can configure the following

parameters.
Parameter Overview

Index Enter the alarm index. The range is from 1 to 65,535.

Interval Enter the interval of the cross-checking between a
variable sampling and the threshold as the second-unit.
The valid range is from 1 to 2,147,483,648.

Variables Enter an object ID of variables for sampling.

Type Choose a monitoring type. The options available are

Absolute and Delta.

Rising Threshold

Enter the rising threshold within the range from 0 to
2,147,483,647.

Falling Threshold

Enter the falling threshold within the range from 0 to
2,147,483,647.

Rising Event Number

Enter the index of an event entry to use for notifying the
events, which exceed the rising threshold. The valid
range is from 1 to 65,535. If not specified, no actions
are necessary when the value exceeds the rising
threshold.

Falling Event Number

Enter the event-entry index to use for notifying the
events, which exceed the falling threshold. The valid
range is from 1 to 65,535. If not specified, no actions
are necessary when the value exceeds the falling
threshold.

Owner

Enter the owner character strings; the maximum
number of the strings can be up to 127.

Click Add to add a new entry based on the information specified.

Click Delete to delete the entry.
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4.6.5 RMON Event Settings

Use the following window to implement the RMON event settings and

display its settings.

Choose Management > RMON > RMON Event Settings to display the

following window.

RMON Event Settings
Index (1-65535)
Description

Type

HIEIR
SN
-3 2
g H
<

Event Trigger m Last Trigger Time
11 o

Figure 4-20 RMON Event Settings

In the section of RMON Event Settings, you can configure the following

parameters.
Parameter Overview

Index Enter the index value of an alarm entry. The range is
from 1 to 65,535.

Description Enter the overview and description of the RMON event
entries. The number of characters in character strings
can be up to 127.

Type Choose the type of the RMON event entries. The
options available are None, Logs, Traps and Logs and
Traps.

Community Enter the community character strings. The number of
characters for the character strings can be up to 127.

Owner Enter the owner character strings. The number of
characters for the character strings can be up to 127.

Click Add to add a new entry based on the information specified.

Click Delete to delete the entry.

Click View Log to display the log entry, which is associated with the entry

specified.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.
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Click View-log to display the following window.

Event Logs Table

Event Index:1

Total Entries: 0

ogman— | logtme s s

Figure 4-21 RMON Event Settings (View Log)

Click Back to return to the previous window.
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4.7 Telnet/Web

Use the following window to implement the settings on Telnet and Web
of the switch and display its settings.

Choose Management > Telnet/Web to display the following window.

einet/Web

Telnet Settings

Telnet State @ Enabled O Disabled

TP Port (1-65535)
Web Settings
Web State (® Enabled (O Disabled

Figure 4-22 Telnet/Web

In the section of the Telnet Settings, you can configure the following
parameters.

Parameter
Telnet State

Overview

This parameter enables or disables the function of a
Telnet server.

Port Enter the TCP port-number to use for Telnet

management of a device. (TCP stands for Transmission

Control Protocol.) The TCP port, which is typically used
for Telnet protocol is 23.

Click Apply to reflect the change.

In the section of the Web Settings, you can configure the following

parameters.
Parameter Overview
Web State This parameter enables or disables the configuration via
(or on the) Web.
Port Enter the TCP port-number to use for Telnet
management of a device. The TCP port typically used
for Telnet protocol is 80.

Click Apply to reflect the change.
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4.8 Session Time-out

Use the following window to implement the settings on Web, Console,
Telnet and the session time-out of the SSH connection and to display its

settings.

Choose Management > Session Time-out to display the following

window.

Session Timeout

Web Session Timeout (60-36000) (3000 |sec] Defaul
Console Session Timeout (0-1439) l:l min [] Default
Telnet Session Timeou! (0-1430) [0 |min[]Deaut
S5H Session Timeout (0-1430) B |min[¥ Defaut

Figure 4-23 Session Time-out

In the section of Session Time-out, you can configure the following

parameters.
Parameter Overview
Web Session Time- Enter the time for Web session time-out with the
out second-unit. If the default check-box is set to on, the

value is returned to the default value. The range of
values is from 60 to 36,000 (seconds), and the default
value is set to 3 (minutes).

Console Session
Time-out

Enter the time for console session time-out with the
minute-unit. If the default check-box is set to on, the
value returns to the default value. The range of values is
from 0 to 1,439 (minutes). If you enter O, the time-out
becomes disabled. The default value is set to 3
(minutes).

Telnet Session Time-
out

Enter the time for Telnet session time-out with the
minute-unit. If the default check-box is set to on, the
value returns to the default value. The range of values is
from 0 to 1,439 (minutes). If you enter 0, the time-out
becomes disabled. The default value is set to 3
(minutes).

SSH Session Time-out

Enter the time for SSH session time-out with the minute-
unit. If the default check-box is set to on, the value
returns to the default value. The range of values is from
0 to 1,439 (minutes). If you enter 0, the time-out
becomes disabled. The default value is 3 (minutes).

Click Apply to reflect the change.
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Use the following window to enable or disable the function of the DHCP
auto configuration.

Choose Management > DHCP Auto Configuration to display the
following window.

Aats Configuralien Sialn ) Erabled ) Disabied ey
Note: Enatis scmatc confguraton wil nol take efizct unti reboot the cwilch.

Figure 4-24 DHCP Auto Configuration

In the section of DHCP Auto Configuration, you can configure the
following parameter.

Parameter Overview
Auto Configuration |This parameter enables or disables the function of the
State DHCP auto configuration.

Click Apply to reflect the change.
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4.10 DNS (Domain Name System)

4.10.1 DNS Global Settings

Use the following window to implement the global DNS settings and
display its settings.

Choose Management> DNS> DNS Global Settings to display the
following window.

DNS Global Settings
IP DNS Lookup Static State nabled
IP DNS Lookup Cache State nabled

IP Domain Lookup

o| (@[ o] [m|[m
I I
8 8
=4 <
5 @
2 2
< KK
7
8
8

IP Name Server Timeout (1-60)
IP DNS Server

Figure 4-25 DNS Global Settings

In the section of DNS Global Settings, you can configure the following

parameters.
Parameter Overview
Static State for This parameter enables or disables the static state for

Searching IP DNS searching IP DNS.

Cache Condition for | This parameter enables or disables the cache condition
Searching IP DNS for searching IP DNS.

Searching IP Domains | This parameter enables or disables the condition for
searching IP domains.

IP-name Server Enter the maximum time (value) to wait for the

Timeout response from the name-server specified. Specify the
value within the range from 1 to 60.

IP DNS Servers This parameter enables or disables to set the DNS-server

function to global.

Click Apply to reflect the change.
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4.10.2 DNS Name Server Settings

Use the following window to implement the settings on a DNS name
server and display its settings.

Choose Management > DNS > DNS Name Server Settings to display
the following window.

DNS Name Server Settings

O Name Server IFv6 2331
Total Entries: 0
T

Figure 4-26 DNS Name Server Settings

In the section of the DNS Name Server Settings, you can configure the
following parameters.

Parameter Overview
IPv4 Name Server Choose and enter an IPv4 address of a DNS server.
IPv6 Name Server Choose and enter an IPv6 address of a DNS server.

Click Apply to add new entries based on the information specified.

Click Delete to delete the entry.
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4.10.3 DNS Host Settings

Use the following window to implement the DNS host settings and display
its settings.

Choose Management > DNS > DNS Host Settings to display the
following window.

Static Host Settings
Host Name: 255 chars
) IPV6 Address 22331 Apply
DNS Host Table
Static Total Entries: 0 Clear all
Dynamic Total Entries: 0
ivarevo asaress T

Figure 4-27 DNS Host Settings

In the section of Static Host Settings, you can configure the following
parameters.

Parameter Overview
Host Name Enter the name of a DNS host.
IP Address Choose and enter an IPv4 address of a DNS host.
IPv6 Address Choose and enter an IPv6 address of a DNS host.

Click Apply to add new entries based on the information specified.
Click Clear All to clear all the dynamic entries from a table.
Click Delete to delete the entry.

If two or more pages exist, enter the page-numbers. Then click Go to
move to a specific page.
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Use the following window to implement the settings on a file system of a
switch and display its settings.

Choose Management > File System to display the following window.

= = \

Copy Menu

c Flash 88

Figure 4-28 File System

You can configure the following parameter.

Parameter Overview

Path Enter the character strings of a path.

Click Go to move to the path entered.
Click Copy to copy a specific file on the File System.
Click c: (the drive-link above) to move to C: drive.

Click c: (the drive-link) to display the following window.

[Pl ety
% |

[ Previous. | [ create Directory | [ Copy Menu ]

R S
L1 CRGO)  w o MME Apro420211Tieds  oofgely

Boot Up Rename Delete

2 RUN(*) -w 12077624 Feb. 10 2021 19:45:28 runtime_had ‘ Boot Up | Rename Delete
e o moanwse ossee

Total 64192000 bytes (Free 51964416 bytes)
(%) : Boot Up File

Figure 4-29 File System (c:)

Click Back to return to the previous window.
Click Create a Directory to create a new directory on the File System.
Click Boot Up to use the files in the boot-up sequence.

Only a configuration file and a firmware file can be used in the boot-up
sequence.
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Click Rename to rename a specific file-name.
Click Delete to delete a file or folder from the file system.

Click Copy to display the following window.

Pa E |

Copy File

Source ‘ startup-config v ‘ ‘C iconfig cfg ‘

[J Replace

‘ Apply H Cancel

Destination \ running-config v \ \C {config.cfg

Figure 4-30 File System (Copy)

You can configure the following parameters.

Parameter Overview

Source Choose the file type of a source. The options available
are startup-config and Source File. Only when you
choose the Source File option, you can the source file
path and filename be entered in the space provided.

Destination Choose the file type of a destination (of a copy).

The options available are startup-config, running-
config and Destination File. Only when you choose
the Destination File option, you can enter the
destination-path and file-name in the entry-field
displayed. Select the Replace check-box to replace the
current running configuration with the configuration
file, which is displayed.

Click Apply to copy to copy the source configuration/file to the
destination configuration/file.

Click Cancel to cancel the copy.
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4.12 SMTP Settings

Use the following window to implement the SMTP (Simple Mail Transfer
Protocol) settings and display its settings.

Choose Management > SMTP Settings to display the following window.

SMTP Global Settings
SMTP 1P 1Pvd
SMTP IPv4 Server Address
SMTP IPv4 Server Port (1-65535)
Self Mail Address 254 chars
Send Interval (0-65535)

El

Authentication

Encryplion
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Password

SMTP Mail Receiver Address-

Add A Mail Receiver

=
g
Z
i
=

Send a Test Mail to All

Subject 128 chars
Content 512 chars
Total Entries: 0
ET— ke At —
Delete

eeeee

1
2
3 Delete
4

Figure 4-31 SMTP Settings

In the section of the SMTP Global Settings, you can configure the
following parameters.

Parameter Overview

SMTP IP Choose an IP address type of an SMTP server. The
options available are IPv4 and IPv6.

SMTP IPv4 Choose IPv4 from SMTP IP, and then enter an IPv4

Server Address address of an SMTP server.

SMTP IPv6 Choose IPv6 from SMTP IP, and then enter an IPv6

Server Address address of an SMTP server.

SMTP IPv4 Choose IPv4 from SMTP IP, and then enter the port-

Server Port number (value) of an SMTP server. The range is from 1
to 65,535. By default, the value is set to 25.

SMTP IPv6 Choose IPv6 from SMTP IP, and then enter the port-

Server Port number (value) of an SMTP server. The range is from 1
to 65,535. By default, the value is set to 25.

Your Email Address | Enter the email address, which indicates a switch.
The number of characters for this character strings can
be up to 254.

Transmission Interval | Enter the value of a transmission interval. The range is
from 0 to 65,535 (minutes). By default, the value is set
to 30 minutes.
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Click Apply to reflect the change.

In the section of SMTP Email Receiver Address, you can configure the
following parameter.

Parameter Overview
Adding an Email Enter the email address of a receiver. The number of
Receiver characters for this character strings can be up to 254.

In the section of Send a Test-mail to All, you can configure the following
parameters.

Parameter Overview
Subject Enter the subject of an email. The number of characters
for this character strings can be up to 128.
Contents Enter the text of an email. The number of characters for
this character strings can be up to 512.

Click Add to add a new entry based on the information specified.
Click Apply to reflect the change.
Click Delete All to delete every receiver email address from all the entries.

Click Delete to delete a receiver email address from the entry specified.
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4.13 NLB FDB Settings

Use the following window to implement the settings on NLB (Network
Load Balancing) and FDB (File Database) of the port specified and to
display its settings.

Choose Management > NLB FDB Settings to display the following
window.

NLB FDB Settings

NLB Type VID (1-4094) MAC Address From Port To Port

[Unicast [v] | | |po-00-00-00-00-02 |  [Fit/0/1 [¥] [Fitron [v] [ Ay |
Total Entries: 0

Figure 4-32 NLB FDB Settings

In the section of NLB FDB Settings, you can configure the following
parameters.

Parameter Overview
NLB Type Choose the NLB type. The options available are Unicast
and Multicast.
VID Choose Multicast from NLB type, and then enter the
VLAN ID you use. The range is from 1 to 4,094.
MAC Address Enter the Unicast of entries or Multicast MAC address.

If the destination MAC address of packets, which are
received, corresponds with the MAC address specified,
the packets are transferred to the interface specified.

From Port/ To Port Choose the port you use.

Click Apply to reflect the change.
Click Delete All to delete all the entries.
Click Delete to delete the entry.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.
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4.3.1 IP Setup Protocol Settings

Use the following window to enable or disable the function of an IP setup
interface.

Choose Management > IP Setup > IP Setup Protocol Settings to
display the following window.

P Setup Settings
IP Sefup State

IP Setup Interface (® Enabled () Disabled Apply
Figure 4-33 IP Setup Protocol Settings

In the section of IP Setup Protocol State, you can configure the
following parameter.

Parameter Overview
IP Setup Interface This parameter enables or disables an IP setup interface.

Click Apply to reflect the change.
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L2 Features

5.1 FDB (Forwarding Database)

5.1.1 Static FDB

5.1.1.1 Unicast Static FDB

Use the following window to implement the settings on a static-unicast
forwarding and display its settings.

Choose L2 Features > FDB > Static FDB > Unicast Static FDB to display
the following window.

Unicast Static FDB

[Port  [~] [Fitr01 [v] vibt<os4) [ | MACAddress [0-8457-000000 | [ Apply |
Total Entries: 0

I 7 R S R
Figure 5-1 Unicast Static FDB

In the section of Unicast Static FDB, you can configure the following

parameters.
Parameter Overview

Port/Disposal When choosing Port, apply the port where a MAC
address entered exists. When choosing Disposal, drop
the MAC address from Unicast Static FDB.

Port Number Choose the port you use.

VID Enter the VLAN ID you use. The range is from 1 to
4,094.

MAC Address Enter the MAC address where packets are transferred
to static. Specify a Unicast MAC address for this
address.

Click Apply to add new entries based on the information specified.

Click Delete All to delete all the entries.
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Click Delete to delete the entry.

If two or more pages exist, enter the page-numbers. Then click Go to
move to a specific page.
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5.1.1.2 Multicast Static FDB

Use the following window to implement the settings on Multicast static
FDB and display its settings.

Choose L2 Features > FDB > Static FDB > Multicast Static FDB to
display the following window.

Multicast Static FDB

From Port To Port VID (1-4094) MAC Address

Fi1/0/1 Fi1/0/1 [ ] [p1-00-00-00-00-02 ] [ Ay ]
Total Entries: 0

Figure 5-2 Multicast Static FDB

In the section of Multicast Static FDB, you can configure the following
parameters.

Parameter Overview
From Port/ To Port Choose the port you use.
VID Enter the VLAN ID you use. The range is from 1 to
4,094.
MAC Address Enter a MAC address of the static destination for
Multicast packets. Specify the Multicast MAC address
for this address.

Click Apply to add new entries based on the information specified.
Click Delete all to delete all the entries.

Click Delete to delete the entry.

If two or more pages exist, enter the page-numbers. Then click Go to
move to a specific page.
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5.1.2  MAC Address Table Settings

Use the following window to implement the settings on a MAC address
table and display its settings.

Choose L2 Features > FDB > MAC Address Table Settings to display the
following window.

Figure 5-3 MAC Address Table Settings (Global Settings)

In the section of the Global Settings, you can configure the following

parameters.
Parameter Overview
Aging Time Enter the aging time (value) of a MAC address table.

The range is from 10 to 1,000,000 (seconds). If you
enter 0, the MAC address aging becomes disabled. By
default, the value is set to 300 (seconds).

Aging Destination Hit

This parameter enables or disables the function of the
aging destination hit.

Click Apply to reflect the change.

Click the tab of MAC Address Port Learning Settings to display the
following window.

WAC Address Table Setting

Global Settings

From Port To Port

I MAC Address Port Learning Settings | MAC Address VLAN Learning Settings

Status

[Fi101 [v] [Fitron [v]]

[Erabed ]

Fi1/0/1

Fi1/0/2
Fi1/0/3
Fi1/0/4
Te1/0/5
Te1/0/6

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Figure 5-4 MAC Address Table Settings (MAC Address Port Learning Settings)
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In the section of MAC Address Port Learning Settings, you can
configure the following parameters.

Parameter Overview
From Port/ To Port Choose the port you use.
State This parameter enables or disables the function of a
learning MAC address of the port specified.

Click Apply to reflect the change.

Click the tab of MAC Address Port Learning Settings to display the
following window.

VIA Address Table Setting
Global Settings MAC Address Port Learning Settings | MAC Address VLAN Learning Settings

MAC Address VLAN Learning Settings

VID List Status

porzs [Enabied V]
Find MAC Address VLAN Learning

VID (1-4094)

— T T

Total Entries: 1

1 Enabled

1M 1] [ e

| Figure 5-5 MAC Address Table Settings (MAC Address VLAN Learning Settings)

In the section of MAC Address VLAN Learning Settings, you can
configure the following parameters.

Parameter Overview

VID List Enter the VLAN ID you use. You can enter its
consecutive VLAN IDs by delimiting with a comma or
enter the range of VLAN IDs by delimiting with a
hyphen. The range is from 1 to 4,094.

State This parameter enables or disables the function of
learning a MAC address of the VLAN specified.

Click Apply to add new entries based on the information specified.
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In the section of a MAC Address for Searching VLAN Learning, you can
configure the following parameter.

Parameter Overview

VID Enter the VLAN ID you use. The range is from 1 to
4,094.

Click Find to search and display the entries in a table based on the search
condition specified.

Click See All to search and display all the entries available.

If two or more pages exist, enter the page numbers.
Then click Go to move to a specific page.
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5.1.3 MAC Address Table

Use the following window to display and clear the entry of a MAC address
table.

Choose L2 Features > FDB > MAC Address Table to display the
following window.

MAC Address Table

Port Fi1/0/1 V] [ciear Dynamic by port]| Find

|

VID (1-4004) [ 1] [lear Dynamicby viaN[__Find |

MAC Address [clear Dynamic by Mad| Find |

Total Entries: 3 [ cearar |[ showan |

[ wo | wachwess ] we | Pt
1

00-50-40-63-03-55 Static CPU
1 58-27-8C-BE-62-B6 Dynamic Fi1/0/2
1 58-27-8C-BF-26-4C Dynamic Fi1/0/1

M [ 1] S

Figure 5-6 MAC Address Table

In the section of the MAC Address Table, you can configure the
following parameters.

Parameter Overview
Port Choose the port-number to configure.
VID Enter the VLAN ID you use. The range is from 1 to
4,094.
MAC Address Enter a MAC address to use for this settings.

Click the Clear Dynamic by Port button to clear all the dynamic MAC
addresses associated with the port specified.

Click the Clear Dynamic by VLAN button to clear all the dynamic MAC
addresses associated with the VLAN specified.

Click the Clear Dynamic by MAC button to clear the dynamic MAC
address specified from a table.

Click Find to search and display the entries in a table based on the search
condition specified.

Click Clear All to clear all the entries from a table.

Click See All to search and display all the entries available.
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If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.
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5.14

MAC Notification

Use the following window to implement the settings on a global MAC
notification and MAC notification of the port specified and display its

settings.

Choose L2 Features > FDB > MAC Notification to display the following

window.

MAC Komcation History

|

Disabied Csablect
Oisatiea Disatiea
Disatied Disatieq
Dhsatied Onsasten

Figure 5-7 MAC Notification (MAC Notification Settings)

In the section of MAC Notification Global-Settings, you can configure
the following parameters.

Parameter Overview

MAC Address This parameter enables or disables to set the MAC

Notification notification to global, on the switch.

Interval Enter the time (value) needed for the notification
interval whose range is from 1 to 2,147,483,647
(seconds). By default, the value is set to 1 (second).

History Size Enter the maximum number (value) of the entries to
display a list for the history-log, which is used for the
notification. The range is from 0 to 500. By default, the
value is setto 1.

State of This parameter enables or disables the state of MAC

MAC Notification notification-traps.

Trap

From Port/ To Port Choose the port you use.

Adding Traps This parameter enables or disables to add traps on the
port selected.

Removing Traps This parameter enables or disables to remove traps from
the port selected.

Click Apply to reflect the change.
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Choose the MAC Notification History tab to display the following
window.

AC Notificati
MAC Notification Settings MAC Notification History

Total Entries: 0

Figure 5-8 MAC Notification (MAC Notification History)
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5.2  VLAN (Virtual Local Area Network)

5.2.1 802.1Q VLAN

Use the following window to implement the settings on IEEE 802.1Q
VLAN and display its settings.

Choose L2 Features > VLAN > 802.1Q VLAN to display the following
window.

Figure 5-9 802.1Q VLAN

In the section of 802.1Q VLAN, you can configure the following

parameter.
Parameter Overview
VID List Enter a VLAN ID to create or delete it. You can enter its

consecutive VLAN IDs, which are delimited by a comma.
Or you can enter the range of VLAN IDs, which are
delimited by a hyphen. The range is from 1 to 4,094.

Click Apply to add new entries based on the information specified.
Click Delete to delete entries based on the information specified.

In the section of Searching VLAN, you can configure the following
parameter.

Parameter Overview

VID Enter the VLAN ID you use. The range is from 1 to
4,094,

Click Find to search and display the entries in the table based on the
search condition specified.

Click See All to search and display all the entries available.

Click Edit to edit the entry-settings.
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Click Delete to delete the entry.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.
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5.2.2 802.1v Protocol VLAN

5.2.2.1 Protocol VLAN Profile

Use the following window to implement the settings on IEEE 802.1v
protocol VLAN and display its settings. Two or more VLANSs are supported
on each protocol. Untagged-ports can be configured for different
protocols on the same physical port.

Choose L2 Features > VLAN > 802.1v Protocol VLAN > Protocol VLAN
Profile to display the following window.

Add Protocol VLAN Profile

Pofield [ | FrameType [Ethemet2 Ether Type (0x0-0xFFFF)0x Anph
(1-16) [ ]
Total Entries: 0

Profile ID Frame Type Ether Type ]

Figure 5-10 Protocol VLAN Profile

In the section of Adding Protocol VLAN Profile, you can configure the
following parameters.

Parameter Overview

Profile ID Enter the profile ID for 802.1v protocol VLAN. The
range is from 1 to 16.

Frame Type Choose an option of a frame type. This function allows
you to investigate a type-octet in the packet header,
and searches for the protocol type, which is associated.
Doing so maps packets to VLAN for the protocol
definition. The options available are Ethernet 2, SNAP
and LLC. SNAP stands for Sub-network Access
Protocol, and LLC for Logical Link Control.
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Parameter Overview

Ether-type Enter the Ethernet-type value of a group. Use the

protocol value to identify a protocol of the frame-type

specified. The range is from 0x0 to OxFFFF. The octet

character strings includes one of the following values,

depending on a frame-type.

* Regarding Ethernet 2, it is the hex value (or
hexadecimal number) of 16 bits (2 octets).

* Set IPv4 to 0800, IPv6 to 86DD, and ARP to 0806.

¢ Regarding IEEE802.3 SNAP, it is the hex value of 16
bits (2 octets).

¢ Regarding IEEE802.3 LLC, it is a pair of IEEE 802.2
LSAP (Link Service Access Point) of 2 octets.

¢ The first octet is DSAP (Destination Service Access
Point) and the second octet is source.

Click Apply to add new entries based on the information specified.

Click Delete to delete the entry.
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5.2.2.2 Protocol VLAN Profile Interface

Use the following window to implement the settings on an interface of a
protocol VLAN profile and display its settings.

Choose L2 Features > VLAN > 802.1v Protocol VLAN > Protocol VLAN
Profile Interface to display the following window.

Add New Protocol VLAN Interface

Port Fit/0/1 ] Profile ID vibg0sy [ ] Priority [0 v [ apply |
I S O L S

Figure 5-11 Protocol VLAN Profile Interface

In the section of Adding a New Protocol VLAN Interface, you can
configure the following parameters.

Parameter Overview
Port Choose the port-number of a switch you configure.
Profile ID Choose the profile ID of 802.1v protocol VLAN.
VID Enter the VLAN ID you use. The range is from 1 to
4,094.
Priority Choose the priority value you use. Specify the value

within the range from 0 to 7. Specify this parameter to
rewrite (or transcribe) 802.1p default-priority, which is
configured on the switch beforehand. This priority
determines the CoS (Class of Service) queue, which is
the destination of transferring packets. After specifying
this field, if a switch receives packets, which correspond
to this priority, the packets are transferred to the CoS
queue configured in advance.

Click Apply to add new entries based on the information specified.

Click Delete to delete the entry.

102



5 L2 Features
5.2.3 GVRP 5.2.3.1 GVRP Global

5.2.3 GVRP

5.2.3.1 GVRP Global

Use the following window to implement the global settings on GVRP
(GARP VLAN Registration Protocol) and display its settings. GARP stands
for Generic Attribute Registration Protocol.

Choose L2 Features > VLAN > GVRP > GVRP Global to display the
following window.

GVRP Global

Global GVRP Stale () Enabled (@ Disabled
Dynamic VLAN Creation (@) Enabled () Disabled

Apply

Figure 5-12 GVRP Global

In the section of GVRP Global, you can configure the following
parameters.

Parameter Overview
Global GVRP State This parameter enables or disables the global GVRP
state.
Creating Dynamic This parameter enables or disables the function of
VLAN creating a dynamic VLAN.

Click Apply to reflect the change.
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5.2.3.2 GVRP Port

Use the following window to implement the settings on GVRP Port and
display its settings.

Choose L2 Features > VLAN > GVRP > GVRP Port to display the
following window.

GVRP Port

Join Time Leave Time: Leave All Time
From Port To Port GVRP Staws 207 00 A, G

Filior v Fi1l0M v Disabled v | [20 | centi jpo centiseconds centiseconds

The Leave Time should be no less than 3 * Join Time

Leave All Time should be greater than Leave Time

e o nmme e | owmie
Fitl0/ Disabled 20 60 1000
Fit/0r2 Disabled 20 60 1000
Fit1073 Disabled 20 60 1000
Fit/0r/4 Disabled 20 60 1000
Te1/0/5 Disabled 20 60 1000
Tel/0/6 Disabled 20 60 1000

Figure 5-13 GVRP Port

In the section of GVRP Port, you can configure the following parameters.

Parameter Overview

From Port/ To Port Choose the port you use.

GVRP State This parameter enables or disables the GVRP port state.
Doing so allows a port to become a VLAN member,
dynamically. By default, this option is disabled.

Join Time Enter the value of a join-time. The range is from 10 to
10,000 (centiseconds). By default, the value is set to 20
centiseconds.

Leave Time Enter the value for leave time; the range is from 10 to
10,000 centi-seconds. Enter the value of leave time. The
range is from10 to 10,000 (centiseconds). By default,
the value is set to 60 centiseconds.

Leave All Time Enter the value for Leave All time. The range is from 10
to 10,000 (centiseconds). By default, the value is set to
1,000 (centiseconds).

Click Apply to reflect the change.
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5.2.3.3 GVRP Advertise VLAN

Use the following window to implement the settings on GVRP advertise
VLAN and display its settings.

Choose L2 Features > VLAN > GVRP > GVRP Advertise VLAN to display
the following window.

GVRP Advertise VLAN

From Port To Port Action Advertise VID List

[Fitior ~| [Fitor ~] [Add  v| [i3or25 |
I Y

Fi1/0/1

Fi1/0/2
Fi1/0/3
Fi1/0/4
Te/0/5
Te1/0/8

Figure 5-14 GVRP Advertise VLAN

In the section of GVRP Advertise VLAN, you can configure the following
parameters.

Parameter Overview
From Port/ To Port Choose the port you use.
Action Choose the advertise VLAN to use for a port mapping

action. The options available are All, Add, Delete and
Replace. If you choose All, all the advertise VLANSs are
used.

Advertise VID List Enter a VLAN ID to advertise it. You can enter its
consecutive VLAN IDs by delimiting with a comma. Or,
you can enter the range of VLAN IDs by delimiting with
a hyphen. The range is from 1 to 4,094.

Click Apply to reflect the change.
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5.2.3.4 GVRP Forbidden VLAN

Use the following window to implement the settings on GVRP forbidden
VLAN and display its settings.

Choose L2 Features > VLAN > GVRP > GVRP Forbidden VLAN to
display the following window.

VEP bidd VLAN

GVRP Forbidden VLAN

From Port To Port Action Forbidden VID List

[Fit/01 ~] [Fiton ] [Add  ~] Rorss J
S T R

Fi1/0/1

Fi1/0/2
Fi1/0/3
Fi1/0/4
Tel/0/5
Te1/0/6

Figure 5-15 GVRP Forbidden VLAN

In the section of GVRP Forbidden VLAN, you can configure the following
parameters.

Parameter Overview

From Port/ To Port Choose the port you use.

Action Choose the forbidden VLAN to use for a port mapping
action. The value to choose are All, Add, Delete and
Replace. Click All, and then all the forbidden VLANS
are used.

Forbidden VID List Enter a VLAN ID to forbid it. You can enter its
consecutive VLAN IDs, by delimiting with a comma, or
enter the range of VLAN IDs by delimiting with a
hyphen. The range is from 1 to 4,094.

Click Apply to reflect the change.
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5.2.3.5 GVRP Statistics Table

Use the following window to display and clear the GVRP statistics.

Choose L2 Features > VLAN > GVRP > GVRP Statistics Table to display
the following window.

GVRP Statistics Table

P [

I O R N
RX

0

L

Fit/or

Fit/0r2

Fit/or3

Fit/ord

Te1/0/5

HERadzaadad
B-B-E-B:-8-8-
B-B-B-B-8-8-
S-B-E-E-2-8
e olelcleolelele olale
g-B-B-B-8-8-
B-B-B-B-8-8-

Tel/0/6

Figure 5-16 GVRP Statistics Table

In the section of GVRP Statistics Table, you can configure the following
parameter.

Parameter Overview

Port Choose the port you use.

Click Find to search and display the entries in a table based on the search
condition specified.

Click Clear to clear the statistics information from the port specified.
Click See All to search and display all the entries available.

Click Clear All to clear all the statistics information from all the ports.
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5.2.4  Asymmetric VLAN

Use the following window to implement the settings on an asymmetric
VLAN and display its settings.

Choose L2 Features > VLAN > Asymmetric VLAN to display the
following window.

Asymmetric VLAN

Asymmetric VLAN State () Enabled  (®) Disabled

Figure 5-17 Asymmetric VLAN

In the section of the Asymmetric VLAN, you can configure the following
parameter.

Parameter Overview

Asymmetric VLAN This parameter enables or disables the function of the
State asymmetric VLAN.

Click Apply to reflect the change.
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5.2.5 MAC VLAN

Use the following window to implement the settings on a MAC based
VLAN. Then, a static MAC based VLAN entry is configured. If this is
associated with a port, the VLAN operating on the port becomes changed.

Choose L2 Features > VLAN > MAC VLAN to display the following
window.

MAC VLAN

Total Entries: 1
00-50-40-3F-C0-51 1 ] Active Delete
n Go

Figure 5-18 MAC VLAN

In the section of MAC VLAN, you can configure the following parameters.

Parameter Overview
MAC Address Enter the Unicast MAC address.
VID Enter the VLAN ID you use. The range is from 1 to
4,094,
Priority Choose the priority (value) to allocate for untagged-
packets. You can specify the value within the range
from0to 7.

Click Apply to add new entries based on the information specified.
Click Delete to delete the entry.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.
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5.2.6 VLAN Interface

Use the following window to implement the settings on the VLAN
interface and display its settings.

Choose L2 Features > VLAN > VLAN Interface to display the following
window.

Acceptable Frame Type

Fion Hybrid: “Enabied Admit Al
Fis Hybrig. Enabled Admit-AN

Figure 5-19 VLAN Interface

Click Show Detail to display details on the entry.
Click Edit to edit the entry-settings.

Click Show Detail to display the following window.

VCAN Tnterface Information

VLAN interface information

Figure 5-20 VLAN Interface (Show Detail.)

Click Back to return to the previous window.

Click Edit to display the following window.

Figure 5-21 VLAN Interface (Edit and Access)
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In the section of VLAN Interface Settings, you can configure the

following parameters.

Parameter

Overview

VLAN Mode

Choose the option of VLAN mode. The options available
are Access, Hybrid, Trunk, Promiscuous and Host.

Acceptable Frames

Choose an operating option for acceptable frames.
The options available are Tagged only, Untagged
only and Admit All.

Checking Ingress

This parameter enables or disables the function of
checking ingress.

VLAN ID Enter the VLAN ID you use for this configuration. The
range is from 1 to 4,094.
Clone If you choose this option, you need to enable a clone

function.

From Port/ To Port

Choose the port you use.

Click Apply to reflect the change.

Click Back to return to the previous window.

Choose Hybrid from VLAN Mode to display the following window.

Configure VLAN Interface

Port

VLAN Mode

Acceptable Frame
gress Checking

VLAN Precedence

Native VLAN

VID (1-2094)

Action

Allowed VLAN Range

Current Hybrid untagged VLAN Range
Current Hybrid tagged VLAN Range

Fi1i0/2 O Clone
Hybrid From Port To Port
Admit All F % = =

@ Enabled O Disabled
WMAC-based VLAN v

& Native VLAN

II

None

1

Figure 5-22 VLAN Interface (Edit and Hybrid)
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In the section of VLAN Interface Settings, you can configure the

following parameters.

Parameter

Overview

VLAN Mode

Choose the option of VLAN mode. The options available
are Access, Hybrid, Trunk, Promiscuous and Host.

Acceptable Frames

Choose an operating option for acceptable frames.The
options available are Tagged only, Untagged only
and Admit All.

Checking Ingress

This parameter enables or disables the function of
checking Ingress.

VLAN Precedence

Choose an option for VLAN Precedence. The options
available are MAC based VLAN and Subnet based
VLAN.

Native VLAN

If you set this option to on, the native VLAN function
becomes enabled.

VID

This parameter becomes available if Native VLAN
option is set to on. Enter the VLAN ID you use. The
range is from 1 to 4,094.

Action

Choose the action you perform (or execute). The
options available are Nothing, Add, Delete, Tag and
Untag.

Adding Mode

Choose to add one of these parameters: untagged and
tagged.

VLAN Range Allowed

Enter the VLAN range allowed.

Clone

If you choose this option, you need to enable the clone
function.

From Port/ To Port

Choose the port you use.

Click Apply to reflect the change.

Click Back to return to the previous window.

Choose Trunk on the VLAN Mode to display the following window.

Hybrid v

Admit Al v
nabi —

MAC-based VLAN ||

nnnnn

Figure 5-23 VLAN Interface (Edit and Trunk)
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In the section of VLAN Interface Settings, you can configure the
following parameters.

Parameter

Overview

VLAN Mode

Choose the option of VLAN mode. The options available
are Access, Hybrid, Trunk, Promiscuous and Host.

Acceptable Frames

Choose an operating option for acceptable frames.
The options available are Tagged only, Untagged
only and Admit All.

Checking Ingress

This parameter becomes available if you choose Trunk
from VLAN Mode. This action enables or disables the
function of checking Ingress.

Native VLAN

If you set this option to on, the native VLAN function
becomes enabled. In addition, choose Untagged or
Tagged as the frame to support on this VLAN.

VID

This parameter will be available if the Native VLAN
option is set to on. Enter the VLAN ID you use. The
range is from 1 to 4,094.

Action

Choose the action you perform. The options available
are Nothing, All, Add, Delete, Except and Replace.

VLAN Range Allowed

Enter the VLAN range allowed.

Clone

If you choose this option, you need to enable the clone
function.

From Port/ To Port

Choose the port you use.

Click Apply to reflect the change.
Click Back to return to the previous window.

Choose Promiscuous from VLAN Mode to display the following window.

Configure VLAN Interface

Port Fi1/0/2 () Clone

VLAN Mode From Port To Port

| Promiscuous ~|
| Admit All v|

@ Enabled O Disabled

Acceptable Frame

Ingress Checking

Figure 5-24 VLAN Interface (Edit and Promiscuous)

In the section of VLAN Interface Settings, you can configure the
following parameters.

Overview

Choose an option of VLAN mode. The options available
are Access, Hybrid, Trunk, Promiscuous and Host.

Parameter
VLAN Mode
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Parameter

Overview

Acceptable Frames

Choose an operating option for acceptable frames. The
options available are Tagged only, Untagged only
and Admit All.

Checking Ingress

This parameter enables or disables the function of
checking ingresss.

Clone

If you choose this option, you need to enable the clone
function.

From Port/ To Port

Choose the port you use.

Click Apply to reflect the change.
Click Back to return to the previous window.

Choose Host from VLAN Mode to display the following window.

Configure VLAN Interface

Port Fi1/011

Admit All v

@® Enabled O Disabled

O Clone
VLAN Mode From Port To Port
Acceptable Frame

Ingress Checking

Figure 5-25 VLAN Interface (Edit and Host)

In the section of VLAN Interface Settings, you can configure the
following parameters.

Parameter Overview

VLAN Mode

Choose the option of VLAN mode. The options
available are Access, Hybrid, Trunk, Promiscuous and
Host.

Choose an operating option for acceptable frames. The
options available are Tagged only, Untagged only
and Admit All.

This parameter enables or disables the function of
checking ingress.

Acceptable Frames

Checking Ingress

Clone If you choose this option, you need to enable a clone

function.

From Port/ To Port

Choose the port you use.

Click Apply to reflect the change.

Click Back to return to the previous window.
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5.2.7 Subnet VLAN

Use the following window to implement the settings on a subnet VLAN
and display its settings. Configure the subnet VLAN. If you receive
untagged IP packets or priority tag IP packets through a port, both of
them are cross-checked (along) with the subnet VLAN entry by using the
source IP address. If the source IP is included in the entry subnet, the
packets are grouped (or classified) into the VLAN, which is defined on the
subnet.

Choose L2 Features > VLAN > Subnet VLAN to display the following
window.

Subnet VLAN

(®) 1Pv4 Network Prefix/Prefix 20.0.1.0/8 O IPvE Network Prefix/Prefix Length| SFFE:/64

Length
VID (1-4094) [ ] epromy ey |

Total Entries: 0

I O R E R

Figure 5-26 Subnet VLAN

In the section of the Subnet VLAN, you can configure the following
parameters.

Parameter Overview

IPv4 Network Prefix / | Choose and enter the value of an IPv4 address of the

Prefix Length subnet VLAN and its prefix-length.

IPv6 Network Prefix / | Choose and enter the value of an IPv6 address of the

Prefix Length subnet VLAN and its prefix length.

VID Enter a subnet VLAN ID to use. The range is from 1 to
4,094,

Priority Choose the priority value to use. You can specify the
value within the range from 0 to 7. The lower the value,
the higher its priority will be.

Click Apply to add new entries based on the information specified.
Click Delete to delete the entry.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.
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5.2.8 Voice VLAN

5.2.8.1 Voice VLAN Global

Use the following window to implement the settings on a global voice
VLAN. Enable or disable to set a voice VLAN function to global, and then
specify the voice VLAN of a switch. The number of voice VLANS to specify
for the switch is one, only.

Choose L2 Features > VLAN > Voice VLAN > Voice VLAN Global to
display the following window.

Voice VLAN Global

Voice VLAN State () Enabled @) Disabled

Voice VLAN ID (2-4094) [

Apply

Veice VLAN CoS

Aging Time (1-65535) 720

min Apply

Figure 5-27 Voice VLAN Global

In the section of the Voice VLAN Global, you can configure the following

parameters.

Parameter

Overview

Voice VLAN State

This parameter enables or disables to set the voice
VLAN function to global.

Voice VLAN ID

Enter a VLAN ID for the voice VLAN. Before the settings,
the VLAN specified as the voice VLAN must exist
beforehand, and the range is from 2 to 4,094.

Voice VLAN CoS

Enter CoS of the voice VLAN. The range is from 0 to 7.
The voice packets arriving at the voice VLAN
corresponding-ports are marked as the CoS specified.
You can distinguish between voice VLAN traffics and
data traffics of QoS (Quality of Service) by including
annotations for CoS packets.

Aging-Time

Enter the aging-time. This parameter configures the aging-time
and voice VLAN information to age out the voice device, which
automatically learned. If the last voice device, which is
connected to a port, stops transmitting traffics and a MAC
address of the voice device ages out from FDB, the aging-timer
of the voice VLAN activates. If the deadline of the voice VLAN
aging-timer expires, ports are removed from the voice VLAN. If
the voice traffics restart during the aging-time, the aging-timer
is canceled. The range is from 1 to 65,535 (minutes). The port
becomes removed from the voice VLAN after the expiration of
the voice VLAN aging-timer.
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Click Apply to reflect the change.
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5.2.8.2 Voice VLAN Port

Use the following window to implement the settings on a voice VLAN
interface and display its settings.

Choose L2 Features > VLAN > Voice VLAN > Voice VLAN Port to
display the following window.

LAN Port
o o1 Ta Port State Mode
[Fitoi1 [v] [Fion [v] [Disabled ] [Auto Untagged ] Apply
Port State Mode
FitioM Disabled Auta/Untag
Fioz Disabled Auto/untag
Fi/ors Disabled Aulo/Untag
Fitod Disabled Auto/untag
Te1i0/s Disabled Auto/Untag
Tell0s Disabled AutoiUntag

Figure 5-28 Voice VLAN Port

In the section of Audio VLAN Port, you can configure the following
parameters.

Parameter Overview
From Port/ To Port Choose the port you use.

State This parameter enables or disables a voice VLAN
function of the port specified. If you enable a voice LAN
on the port, the voice packets received are transferred
by the voice VLAN. Packets received are determined (or
evaluated) as voice packets when a source MAC address
of the packets complies with an OUI address.
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Parameter

Overview

Mode

Chooses a mode. The options available are as follows.

¢ Auto Untagged - the untagged membership of the
voice VLAN is automatically learned.

* Auto-Tag - the tagged membership regarding the
voice VLAN is learned automatically.

* Manual - This configures the voice VLAN
membership, manually.

If the automatic learning is enabled, ports are
automatically learned as the voice VLAN member.

This membership ages out, automatically. If a port
operates as the auto-tagged mode and captures the
voice device through the device OUI, the port
automatically participates in the voice VLAN as the
tagged member. If the voice device transmits tagged
packets, the switch changes its priority. If the voice
device transmits untagged packets, they are transferred
by PVID (Port VLAN ID). If a port operates as the auto-
untagged mode and captures the voice device through
the device OUI, the port automatically participates in
the voice VLAN as the untagged member. If the voice
device transmits tagged packets, the switch changes its
priority. If the voice device transmits untagged packets,
they are transferred through the voice VLAN. If the
switch receives LLDP-MED (LLDP Media Endpoint
Discovery) packets, it checks the priority-flag. Switches
follow the tagged flag and the priority settings.

Click Apply to reflect the change.
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5.2.8.3 Voice VLAN OUI

Use the following window to implement the settings on voice VLAN OUI
and display its settings. You can associate the OUI of a user definition with
the voice VLAN. If a source MAC address of packets received corresponds
with an optional OUI pattern, the packets received are evaluated as voice
packets. The default OUI cannot be either deleted or specified because of
the duplication.

Choose L2 Features > VLAN > Voice VLAN > Voice VLAN OUI to display
the following window.

V VLAN OU

Voice VLAN OUI

OUI Address Mask Description

00-01-E3-00-00-00 FF-FF-FF-00-00-00 Apply
Total Entries: 0
ouAdaes I T S

Figure 5-29 Voice VLAN OUI

In the section of Voice VLAN OUI, you can configure the following
parameters.

Parameter Overview
OUI Address Enter one MAC address for voice VLAN OUI.
Mask Enter the bit mask, which corresponds with a MAC
address of voice VLAN OUL.
Description Fill out an overview for describing a MAC address of
user-definition OUI. The number of character strings can
be up to 32.

Click Apply to add new entries based on the information specified.

Click Delete to delete the entry.
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5.2.8.4 Voice LAN Device
Use the following window to display a table of the voice VLAN device and

its information.

Choose L2 Features > VLAN > Voice VLAN > Voice VLAN Device t0
display the following window.

Figure 5-30 Voice VLAN Device
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5.2.8.5 Voice VLAN LLDP-MED Device

Use the following window to display a table of the voice VLAN LLDP-MED
device and its information.

Choose L2 Features > VLAN > Voice VLAN > Voice VLAN LLDP-MED
Device to display the following window.

V VLAN DP-MED De

Voice VLAN LLDP-MED Device Table

Total Entries: 0

m Chassis ID Subtype Chassis ID Port ID Subtype m Remain Time (sec)

Figure 5-31 Voice VLAN LLDP-MED Device
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5.2.9

Private VLAN

Use the following window to implement the settings on a private VLAN
and display its settings.

Choose L2 Features > VLAN > Private VLAN to display the following
window.

Private VLAN

Private VLAN
VID List

State

Type

por2s

| |Disabled  v|

| cCommunity

Apply

Private VLAN Association
VID List

Action

Secondary VID List

Bor2-s

| [Add

~| Bor2s

Private VLAN Host Association
From Port

To Port

Apply

Primary VID Secondary VID

Fil/0/1

~|  [Fiton

¥] | |

(7] Remove Association

Private VLAN Mapping
From Port

To Port

Apply

Primary VID Action Secondary VID List

Fil/0/1

~| [Fiton

~ | [Add v Bor2s ] (JRemove Mapping

Total Entries: 0

Apply

Interface

Figure 5-32 Private VLAN

In the section of the Private VLAN, you can configure the following

parameters.
Parameter Overview

VID List Enter a private VLAN ID to use. You can enter its
consecutive VLAN IDs, by delimiting with a comma, or
enter the range of VLAN IDs by delimiting with a
hyphen. The range is from 1 to 4,094.

State This parameter enables or disables the private VLAN
state.

Type Choose a private VLAN type to create. The options
available are Community, Isolated and Primary.

Click Apply to reflect the change.
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In the section of Private VLAN Association, you can configure the

following parameters.

Parameter Overview
VID List Enter the private VLAN ID you use. You can enter its
consecutive VLAN IDs, by delimiting with a comma, or
enter the range of VLAN IDs by delimiting with a
hyphen. The range is from 1 to 4,094.
Action Choose an action to execute on the private VLAN.

The options available are Add, Delete and Disable.

Secondary VID List

Enter a secondary private VLAN ID to use it. You can
enter its consecutive VLAN IDs by delimiting with a
comma or enter the range of VLAN IDs by delimiting
with a hyphen. The range is from 1 to 4,094.

Click Apply to reflect the change.

In the section of the Private VLAN Host Association, you can configure
the following parameters.

Parameter Overview
From Port/ To Port Choose the port you use.
Primary VID Enter the primary VLAN ID you use. The range is from 1

to 4,094.

Secondary VID

Enter the secondary VLAN ID you use. The range is from
110 4,094. If the option of Remove Association is set
to on, this settings does not become enabled.

Click Apply to reflect the change.
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In the section of the Private VLAN Mapping, you can configure the

following parameters.

Parameter Overview
From Port/ To Port Choose the port you use.
Primary VID Enter the primary VLAN ID you use. The range is from 1
to 4,094.
Action Click Add to add a new entry based on the information

entered. Click Remove to remove an entry based on
the information entered.

Secondary VID List

Enter the secondary VLAN ID you use. You can enter its
consecutive VLAN IDs by delimiting with a comma or
enter the range of VLAN IDs by delimiting with a
hyphen. The range is from 1 to 4,094. If an option of
Remove Mapping is set to on, this configuration does
not become enabled.

Click Apply to reflect the change.
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5.3

5.3.1

STP (Spanning Tree Protocol)

STP Global Settings

Use the following window to implement the settings on global STP and
display its settings.

Choose L2 Features > STP > STP Global Settings to display the following

window.

STP State
STP State
STP Mode
STP Mode
STP Priority
Priority (0-61440)
STP Configuration

Bridge Max Age (6-40)
Bridge Forward Time (4-30)
Max Hops (1-40)

In the section of

(® Disabled (O Enabled

Apply

Apply

32768 |

Apply

Bridge Hello Time (1-2)
TX Hold Count (1-10)

Apply

Figure 5-33 STP Global Settings

the STP State, you can configure the following

parameter.
Parameter Overview
STP State This parameter enables or disables the global STP state.

Click Apply to reflect the change.

In the section of

an STP Mode, you can configure the following

parameter.
Parameter Overview
STP Mode Choose the STP mode you use. The options available are

MSTP, RSTP and STP. MSTP stands for Multiple
Spanning Tree Protocol, RSTP for Rapid Spanning Tree
Protocol, and STP for Spanning Tree Protocol.

Click Apply to reflect the change.

In the section of
parameter.

an STP Priority, you can configure the following
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Parameter

Overview

Priority

Choose the value of an STP priority. You can specify the
value within the range from 0 to 61,440. By default, the
value is 32,768. The lower the value, the higher priority
will be.

Click Apply to reflect the change.

In the section of an STP Configuration, you can configure the following

parameters.

Parameter

Overview

Bridge Max Age

Enter the value of bridge-maximum age. The range is
from 6 to 40 (seconds). By default, the value is 20
(seconds). Set the value of the maximum age to ensure
that old information does not circulate limitlessly
through redundant paths in the network; the effective
propagation of new information is not prevented. As
the value is set to a root bridge, it is useful to evaluate
that the settings of a spanning tree of the switch is the
same with other devices of a bridge VLAN.

Bridge Hello Time

This parameter becomes available if you choose RSTP
or STP on the STP Mode. Enter the value of hello time
for a bridge. The range is from 1 to 2 (seconds). By
default, the value is 2 (seconds). This is the interval for
transmitting BPDU (Bridge Protocol Data Unit) packets
whose root bridge is twice, to inform that it is a root
bridge on all of other switches. This field is displayed
when you choose an STP or RSTP (Rapid Spanning Tree
Protocol) as the STP version. In the case of an MSTP, the
hello-time needs to be configured as a port-unit.

Bridge Forward Time

Enter the value of bridge-forward time. The range is
from 4 to 30 (seconds). By default, the value is 15
(seconds). This means the time for listening condition
when all the ports of a switch migrate (or move) from
the blocking state to a forwarding state.

TX Hold Count

Enter the value of a transmission hold count. The range
is from 1 to 10 (times). By default, the value is 6 (times).
Use the value to configure the maximum number of
hello packets, which are transmitted with the
predetermined interval.
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Parameter

Overview

Max Hops

Enter the maximum number (value) of hops to allow.
The range is from 6 to 40 (hops). By default, the value is
equal to 20 (hops). Use the value to configure the
number of hops between devices existing in a domain
of a spanning tree before removing BPDU packets,
which are transmitted by a switch. Hop-counting
decreases one by one every time a switch passes until
the value reaches 0. After that, the switch deletes the
BDPU packets, and then the information (or data)
retained in the port ages out.

Click Apply to reflect the change.
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5.3.2  STP Port Settings

Use the following window to implement the settings on STP ports and

display its settings.

Choose L2 Features > STP > STP Port Settings to display the following

window.

STP Port Settings

From Port To Port

Cost (1-200000000, 0=Auto) (I State Guard Root

Link Type Port Fast TCN Filter

BPDU Forward Disable v Priority Hello Time (1-2) sec

Cot | comaroor Ui | Ponras | Turer | orouronan oy |

Fi1/0n Enabled 0/200000 Disabled Auto/P2P Auto/Non-Edge Disabled Disabled 128
Fi1/0/2 Enabled 0/200000 Disabled Auto/P2P Auto/Non-Edge Disabled Disabled 128
Fiti0/3 Enabled 0/200000 Disabled AutolP2P Auto/Non-Edge Disabled Disabled 128
Fiti0/ Enabled 0/200000 Disabled AutolP2P Auto/Non-Edge Disabled Disabled 128
Tel/0/5 Enabled 0/200000 Disabled Auto/P2P Auto/Non-Edge Disabled Disabled 128
Tel/0/6 Enabled 0/200000 Disabled Auto/P2P Auto/Non-Edge Disabled Disabled 128

Figure 5-34 STP Port Settings

In the section of STP Port Settings, you can configure the following

parameters.

Parameter

Overview

From Port/ To Port
Ports to apply

Choose the port you use.

Cost

Enter the cost value. The range is from 1 to
200,000,000. the value defines the metric, which
indicates a relative cost of a forwarding packets to the
port list specified. The port cost can be set as the metric
value or automatically. The default value is [0]
(automatic). If you set 0 to the external cost, the speed
of forwarding packets to the specified port is
automatically set on a list of the optimal efficiency. The
default port of 100Mbps port costs 200,000, and it
costs 20,000 for a Gigabit port. The lower the numerical
value, the higher possibility of transferring packets
(from the port) will be.

State

This parameter enables or disables an STP port state.

Guard Route

This parameter enables or disables a guard route
function.

Link Type

Choose the link type option. The options available are
Auto, P2P and Share. A full-duplex port is considered to
have a Point-to-Point (P2P) connection. On the other
hand, a half-duplex port is considered to have a shared
connection. The port cannot migrate to the forwarding
state promptly by setting the link type to Shared.

By default, this option is set to Auto.
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Parameter Overview

Port-Fast Choose the port-fast option. The options available are

as follows.

¢ Network - The port keeps remained in the non-port-
fast state for three seconds. If no BPDU is received,
the port becomes the port-fast state, and then its
state becomes changed to the forwarding state. If
the port receives the BPDU later, the port becomes
changed to the non-port-fast state.

¢ Disabled - Always, the port keeps the non-port-fast
state. Always, it waits until the forwarding state.
After that, the forward-time delay occurs.

* Edge- If a link-up occurs, the port directly transits to
the state of spanning-tree forwarding without
waiting for the forward time delay.

 [f the interface receives the BPDU later, its operation
state changes to the non-port-fast state. By default,
this option is set to Network.

TCN Filtering This parameter enables or disables an option of
Topology Change Notification (TCN) filtering. If a port is
set to the TCN filtering mode, TC events received by a
port are ignored. By default , this option is set to
disabled.

BPDU Forwarding This parameter enables or disables BPDU forwarding.
If enabled, the STP BPDU received are transferred to all
the VLAN member ports with the untagged form.

By default, this option is set to disabled.

Priority Choose the priority value. The range of values to choose
is from 0 to 240. By default, this option is set to 128.
The lower the value, the higher priority will be.

Hello Time Enter the value of hello time. The range is from 1 to 2
(seconds). the value specifies an interval for a
representative port to wait during periodic
transmissions of each configuration message.

Click Apply to reflect the change.
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5.3.3  MST Configuration Identification

Use the following window to implement the settings on an MST
configuration ID and display its settings. This configuration allows you to
identify the Multiple Spanning Tree Instance (MSTI), which is configured
on a switch.

The default of Common Internal Spanning Tree (CIST) can be changed,
but cannot be deleted. In addition, the MSTI ID cannot be changed.

Choose L2 Features > STP > MST Configuration Identification to
display the following window.

onfiguration Identificatiol

MST Configuration Identification

Revision Level (0-85535) .

Digest 00000000000D0000000D000000000000
Private VLAN Synchronize

Private VLAN Synchronize:
Instance ID Setfings

Action g VID v

voLs

Total Entries: 1

CIET 1-4004 Edit Dt

Figure 5-35 MST Configuration Identification

In the section of MIST Configuration Identification, you can configure
the following parameters.

Parameter Overview

Configuration Name |Enter an MST. This name identifies an MSTI uniquely.
If you do not configure a configuration name, a MAC
address for the device, which executes an MSTP, is
displayed in this field.

Revision Level Enter the value of a revision level. The range is from 0 to
65,535. By default, the value is set to 0. The value
identifies the MSTP domain, which is configured on a
switch along with the configuration name.

Click Apply to reflect the change.

In the section of the Instance ID Settings, you can configure the
following parameters.
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Parameter Overview
Instance ID Enter an Instance ID. The range is from 1 to 64.
Action Choose the action you perform. The options available
are Adding VID and Deleting VID.
VID List Enter the VLAN ID you use. You can enter its

consecutive VLAN IDs by delimiting with a comma. Or,
you can enter the range of VLAN IDs by delimiting with
a hyphen. The range is from 1 to 4,094,

Click Apply to reflect the change.

Click Edit to edit the entry-settings.

Click Delete to delete the entry.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.
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5.3.4 STP Instance

Use the following window to implement the settings on an STP instance.
and display its settings.

Choose L2 Features > STP > STP Instance to display the following
window.

e
Total Entries: 1

cisT Disabled 32768 (32768 sysid 0) Edit

[1n1] [ e

Instance CIST

I Gt Gonamo e 5T

Bridge Address 00-50-40-56-D7-53
Designated Root Address / Priority 00-00-00-00-00-00/ 0
Regional Reot Bridge Address / Priority 00-00-00-00-00-00 /0
Designated Bridge Address / Priority 00-00-00-00-00-00 1 0

Figure 5-36 STP Instance

In the section of the STP Instance, you can configure the following
parameter.

Parameter Overview

Instance Priority After you click Edit, enter the value of the instance
priority. The range is from 0 to 61,440.

Click Edit to edit the entry-settings to move to a specific page

If two or more pages exist, enter the page-numbers. Then click Go to
move to a specific page.
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5.3.5 MSTP Port Information

Use the following window to implement the settings and display MSTP
port information.

Choose L2 Features > STP > MSTP Port Information to display the
following window.

MSTP Port Information

Port Fi1/0/1 v [clear Detected Protocol|| Find ]
Fi1/0/1 Settings
e [y e e 0 ]
cIsT 200000 128 Forwarding NonStp
[an] Ex ~Gol

Figure 5-37 MSTP Port Information

In the section of MSTP Port Information, you can configure the
following parameters.

Parameter Overview

Port Choose the port you use.

Cost Click Edit, and then enter the cost value. The range is
from 1 to 200,000,000.

Priority Click Edit, and then enter the priority value. The range
of values to choose is from 0 to 240. By default, this
option is set to 128. The lower the value, the higher
priority will be.

Click the Clear Detection Protocol button to delete the association of
the protocol detected from the port specified.

Click Find to search and display the entries in a table based on the search
condition specified.

Click Edit to edit the entry-settings.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.
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5.4 Loop Detection Configuration

5.4.1 Detecting and Blocking the Loop Settings

Use the following window to implement the settings on detecting and
blocking loops and display its settings.

Choose L2 Features > Detecting and Blocking Loops > Detecting and
Blocking Loops Settings to display the following window.

Figure 5-38 Loop Detection Configuration

In the section of Detecting and Blocking the Loop Settings, you can
configure the following parameters.

Parameter

Overview

Global State

This parameter enables or disables to set the function of
detecting and blocking a loop.

From Port/ To Port

Choose the port you use.

State This parameter enables or disables the function of a line
loop-back of the port specified.
Mode Choose the mode of detecting and blocking a loop to

use on the port specified. The options available are as

follows.

¢ Shutdown - First, set a port to the shutdown
condition when a loop occurs. Then set it to the
blocking state.

¢ Block - This allows you to set a port to the blocking
state when a loop occurs.

Recovering Loops

This parameter enables or disables the function of
recovering loops. If the function is set to enabled, ports
become recovered to a normal condition after the value
of time-out expires. Enter the entry field where the time-
out value is displayed. The range is from 60 to 86,400
(seconds).

Click Apply to reflect the change.
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5.4.2 Loop History Log

Use the following window to display and clear a loop history log.

Choose L2 Features > Detecting and Blocking Loops > Loop History
Log to display the following window.

Figure 5-39 Loop History Log

Click the Clear Log button to clear log entries from a table.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.
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5.5 Link Aggregation

Use the following window to implement the settings on a link aggregation

and display its settings.

Choose L2 Features > Link Aggregation to display the following

window.

Note: Each Channel Group supports up to-8 member ports.

Total Entries: 0

System Prorty (1-65539)
Load Balance Aigorithm Source Destination MAC[v |
System ID 32768,00-50-40-63-03-55

‘Channel Group Information
From Port To Port Group ID (1-6) Mode:
Fitio [v] Fitior [v] | Static _[v]

Figure 5-40 Link Aggregation

In the first section, you can configure the following parameters.

Parameter

Overview

System Priority

Enter the value of a system priority to use. The range is
from 1 to 65,535. By default, the value is set to 32,768.
The system priority determines the port, which enables
a port to participate in a port-channel and to become
the standalone mode. The lower the value, the higher
priority will be. If there are two or more ports with the
same priority, the priority is determined depending on
the port-number.

Load Balance
Algorithm

Choose a load balance algorithm to use. The value to
choose are Source MAC, Destination MAC, Source
Destination MAC, Source IP, Destination IP, Source
Destination IP, Source L4 Port, Destination L4 Port
and Source Destination L4 Port. By default, this
option is set to Source Destination MAC.

Click Apply to reflect the change.

In the section of Channel Group Information, you can configure the

following parameters.

Parameter Overview
From Port/ To Port Choose the port you use.
Group ID Enter the channel-group number. The range is from 1 to

32. If a physical port participates in a channel group for
the first time, the port-channel is automatically created.
One interface can participate in one channel group,
only.

137



5 L2 Features
5.5 Link Aggregation

Parameter Overview

Mode Choose the mode option. The options available are
Static, Active and Passive. If the Static mode is
specified, the channel group type is static. If the Active
or Passive mode is specified, the channel group type is
the Link Aggregation Control Protocol (LACP). A
channel group consists of static members or LACP
members. As the type of channel group is determined,
other types of interfaces cannot participate in its
channel group.

Click Add to add a new entry based on the information specified.

Click Delete Member Ports to delete the member ports from the port-
channel specified.

Click Delete Channels to delete entries.
Click Show Detail to display details on the entry.

Click Show Detail to display the following window.

ink Aggregation

System Priority (1-65535) 132768 Apply
Load Balance Algorithm Source Destination MAC v Apply
System ID 32768,00-50-40-63-03-55
Channel Group Information
From Port To Port Group ID (1-8) Mode
Fit/or ~| [Fitoi1 v| [ | [static v Add |[pelete Member port

Note: Each Channel Group supports up to 8 member ports.

Total Entries: 0

Figure 5-41 Link Aggregation (Show Detail.)

Click Edit to edit the entry settings.

Click Back to return to the previous window.
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L2 Protocol Tunnel

Use the following window to implement the settings on layer 2 protocol
tunnel and display its settings.

Choose L2 Features > L2 Protocol Tunnel to display the following
window.

L2 Protocol Tunnel Global Settings L2 Protocol Tunnel Port Settings

CoS for Encapsulated Packets [] Defauit

Drop Threshold {100-20000) [0 | ~iDefaut
Action Tunneled Prolocol Frotocol MAG MAC Address
Add v GVRP || 01-00-0CCC-CCCC_|v

GVRP 0 00-C0-8F-04-92-C1

STP 0 00-C0-8F-04-92-C0

01-00-0C-CC-CC-CC o 00-C0-8F-04-92-C2
0

01-00-0C-CC-CC-CD 00-C0-8F-04-92-C3

Figure 5-42 L2 Protocol Tunnel (L2 Protocol Tunnel Global Settings)

In the section of the L2 Protocol Tunnel Global Settings, you can
configure the following parameters.

Parameter Overview
CoS for Encapsulated | Choose the CoS value for encapsulated packets.
Packets Specify the value within the range from 0 to 7.
When you choose Default, use the default value.
Drop Threshold Enter the drop threshold. The range is from 100 to

20,000. By default, the value is set to 0. The tunneling
of the layer 2 protocol packets consumes the
throughput (capacity) for encrypting, decoding and
transferring packets. Use this option to limit the
consumption of CPU processing bandwidth. Specify the
threshold for the number of all the layer 2 protocol
packets, which can be processed through the system.
The protocol packets, which exceed the maximum
number of packets, will be removed. When you choose
Default, use the default value.

Action Choose the action you perform. The options available
are Add or Delete. This option allows you to add the
address of a Layer 2 Protocol Tunneling (L2PT) Multicast
on the protocol specified. Or, the option allows you to
delete the address above from the protocol specified.
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Parameter Overview

Tunneled Protocol Choose a tunneled protocol. The options available are

as follows.

¢ GVRP - GVRP packets are tunneled to the address,
which is configured already.

e STP - STP packets are tunneled to the address, which
is configured already.

* MAC - Protocol packets with the specific destination
address are tunneled to the address configured.

e All- All packets are tunneled to the address, which is
configured already.

Protocol MAC After choosing the MAC option as a Tunneled
Protocol, choose the destination address, which is
tunneled on the address configured. The options
available are 01-00-0C-CC-CC-CC and 01-00-0C-CC-CC-
CD.

MAC Address Enter a MAC address as the tunneling destination for
the protocol specified. For this MAC address, you
cannot specify the address, which is reserved or used by
other protocols.

Click Apply to reflect the change.

Choose the L2 Protocol Tunnel Port Settings tab to display the
following window.

L2 Protocol Tunnel Global Settings ‘ L2 Protocol Tunnel Port Settings ‘

From Port To Port Action Type Tunneled Protocol  Protocol MAC Threshold
[Fitrort ~ | [Fit/on ~ | [Add ~|[None  ~|[GVRP ~ ] [01-00-06-CC-CC-CC ~ ] | | [ aepy |

m Shutdown Threshold Drop Threshold [S I — [ — |

Figure 5-43 L2 Protocol Tunnel (L2 Protocol Tunnel Port Settings)

In the section of L2 Protocol Tunnel Port Settings, you can configure
the following parameters.

Parameter Overview

From Port/ To Port Choose the port you use.

Action Click Add to add a new entry based on the information
entered. Click Delete to delete an entry based on the
information entered.

Type Choose the type option. The options available are
None, Shutdown and Drop.

Tunneled Protocol Choose the tunneled protocol option. The options
available are GVRP, STP, Protocol MAC and ALL.
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Parameter

Overview

Protocol MAC

After choosing Protocol MAC as the Tunneled
Protocol, the following options are available. Choose
Protocol MAC from it. The options available are 01-00-
0C-CC-CC-CC and 01-00-0C-CC-CC-CD.

Threshold

If you choose Shutdown or Removal in the Type field,
this parameter becomes available. Enter the threshold
value. The range is from 1 to 4,096.

Click Apply to add new entries based on the information specified.

Click Clear All to clear information from all the entries.

Click Clear to clear information from the entry.
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L2 Multicast Control

5.7.1 IGMP Snooping

5.7.1.1 1GMP Snooping Settings

Use the following window to implement the settings on IGMP (Internet
Group Management Protocol) Snooping and display its settings.

Choose L2 Features > L2 Multicast Control > IGMP Snooping > IGMP
Snooping Settings to display the following window.

Global Seffings

Giobal State O Enabled @ Disabled

Unknown Data Limit (1-1024) ) Defauit

IBMP Sinooping Unknown Data viopomg [ Group Address -
VLAN Status Settings

VID {1-4004) 1 (O Enabled (8 Disabled
IGMP Snooping Table

Total Entries: 0

) A
Figure 5-44 IGMP Snooping Settings

In the section of Global Settings, you can configure the following
parameter.

Parameter Overview

Global State This parameter enables or disables to set IGMP
Snooping to global.

Click Apply to reflect the change.

In the section of VLAN State Settings, you can configure the following
parameter.

Parameter Overview

VID Enter the VLAN ID you use. The range is from 1 to
4,094.

Click Apply to add new entries based on the information specified.

In the section of a table of IGMP Snooping, you can configure the
following parameter.
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Parameter Overview

VID Enter the VLAN ID you use. The range is from 1 to
4,094.

Click Find to search and display the entries in a table based on the search
condition specified.

Click See All to search and display all the entries available.
Click Show Detail to display details on the entry.
Click Edit to edit the entry-settings.

If two or more pages exist, enter the page numbers. Click Go to move to a
specific page.

Click Show Detail to display the following window.

IGMP Snooping VLAN Parameters

VID 1

Status Enabled

Fast Leave Disabled (host-based)
Querier State Disabled

Query Version V3

Query Interval 125 sec

Max Response Time 10 sec

Robustness Value 2

Last Member Query Interval 1sec

Proxy Reporting Disabled Source Address (0.0.0.0)
Rate Limit 0

Unknown Data Learning Enabled

Unknown Data Expiry Time Infinity

Modify

Figure 5-45 IGMP Snooping Settings (Show Detail.)

Click Edit to edit the settings.

Choose Edit or Revise to display the following window.
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IGMP Snooping VLAN Settings

VID (1-4094)
Status (®) Enabled () Disabled
Fast Leave () Enabled (@ Disabled
Querier State () Enabled @ Disabled
Query Version
Query Interval (1-31744) sec
Max Respense Time (1-25) sec
Robustness Value (1-7)
Last Member Query Interval (1-25) sec

Proxy Reporting
Rate Limit (1-1000)
Unknown Data Leaming

Unknown Data Expiry Time (1-65535)

|

() Enabled (@ Disabled SnumeAddvesslIl

(®) Enabled

() Disabled
sec [ Infinity

Apply.

Figure 5-46 IGMP Snooping Settings (Edit and Revise)

In the section of IGMP Snooping VLAN Settings, you can configure the

following parameters.

Parameter

Overview

Fast Leave

This parameter enables or disables the function of the
IGMP Snooping fast leave. If it is enabled and the IGMP
leave messages are received, that makes members leave
immediately.

Querier State

This parameter enables or disables the querier state.

Query Version

Choose the general query-packet version transmitted by
an IGMP Snooping querier. The values to choose are 1,
2 and 3.

Query Interval

Enter the interval for an IGMP Snooping querier
periodically to transmit general query messages of
IGMP. The range is from 1 to 31,744.

Maximum Response
Time

Enter the maximum response time (in second), which is
advertised by an IGMP Snooping query. The range is
from 1 to 25.

Robustness Variable

Enter the robustness variable to use it for IGMP
Snooping. The range is from 1 to 7.

Final Member Query
Interval

Enter the transmission interval of (channel) query
messages of IGMP group unique or group source
unigue. The range is from 1 to 25.

Proxy Reporting

This parameter enables or disables the function of proxy
reporting.

Source Address

Enter a source IP address of the proxy reporting. This
option becomes enabled if you choose Enabled from
Proxy Reporting.

Rate Limiting
(or Band Limiting)

Enter the value of a band limiting. The range is from 1
to 1,000. If you set No Limitation to on, a band
limiting is not applied for this profile.

Click Apply to reflect the change.
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5.7.1.2 IGMP Snooping Group Settings

Use the following window to implement the settings on an IGMP
Snooping group and display its settings.

Choose L2 Features > L2 Multicast Control > IGMP Snooping > IGMP
Snooping Group Settings to display the following window.

VP Snooping Groups Settings

IGMP Snooping Static Groups Settings

VID (1-4094) Group Address From Port To Port

[ ] N G2 O 1= —
IGMP Snooping Static Groups Table

VID (1-4004) Group Address

C — o

Total Entries: 0

S s s
IGMP Snooping Groups Table

VID (1-4094) Group Address

 — o 0 oesi

Total Entries: 0

“ Group Address. Learned on Port

Figure 5-47 IGMP Snooping Group Settings

In the section of Static Group Settings on IGMP Snooping, you can
configure the following parameters.

Parameter Overview
VID Enter VLAN IDs to use. The range is from 1 to 4,094.
Group Address Enter a group address of IP Multicast.
From Port/ To Port Choose the port you use.

Click Apply to add new entries based on the information specified.
Click Delete to delete the entries based on the information specified.

In the section of IGMP Snooping Static Group Table, you can configure
the following parameters.

Parameter Overview
VID Choose and enter VLAN IDs to use. The range is from 1
to 4,094.
Group Address Click the radio button, and then enter an address of an
IP Multicast group.

Click Find to search and display the entries in a table based on the search
condition specified.

Click See All to search and display all the entries available.
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In the section of the IGMP Snooping Group Table, you can configure
the following parameters.

Parameter Overview
VID Choose and enter VLAN IDs to use. The range is from 1
to 4,094.
Group Address Click the radio button, and then enter an address of an
IP Multicast group.
Details This parameter displays details for an IGMP group.

Click Find to search and display the entries in a table based on the search

condition specified.

Click See All to search and display all the entries available.
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5.7.1.3 IGMP Snooping Filter Settings

Use the following window to implement the settings on the IGMP
Snooping filtering and display its settings.

Choose L2 Features > L2 Multicast Control > IGMP Snooping > IGMP
Snooping Filter Settings to display the following window.

GMP Snooping Filter Settings

IGMP Snoaping Rats Limit Seftings

FromPart To Part Limit Number (1-1000)

|G 2 [Fivort v [ omMeum Apply
IGME Snooping Limit Settings

From Part ToPort Uit Number (1-1024)

[Fraioit ~] [Fror ~]

Excasd Action Except ACL Name. VID (1-4004)

[Defauit ~] Fzerar ] [Plesss sdect | 1 Apply

FromPart To Part ID (1-4084)

G > [Fvon v Delee
Acsess Graup Settings

From Part ToPart Acton

[Fitioit ~] [Fivion ~

ACLNama vID (1-4009)

— =
IGMP Snooping Filter Table

FromPart To Part

[Fioi v [Finon v Show All

Total Entries: 0

O S

No data fo display.

Figure 5-48 IGMP Snooping Filter Settings

In the section of the settings on IGMP Snooping Bandwidth Limit, you
can configure the following parameters.

Parameter Overview

From Port to Port: Choose the port you use. This is available only if you
from the Beggining | choose the port option for the following action.
to the End

Number of Enter the number of limitations. Configure the rate of
Limitations IGMP control packets, which can be processed on a
specific interface by a switch. The range is from 1 to
1,000 (packets/per second). If you choose No
Limitation, the limitation is removed.

Click Apply to reflect the change.
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In the section of the settings on IGMP Snooping Limitation, you can

configure the following parameters.

Parameter

Overview

From Port to Port:
from the Beggining

Choose the port you use.

to the End
Number of Enter the number of limitations. Use this parameter to
Limitations limit the number of IGMP cash-entries, which can be

created. The range is from 1 to 4,096.

Exceed Action

Choose an exceed action. Use this parameter to specify
the operation to process the group, which is newly
recognized when exceeding the limitation. The options
available are as follows.

¢ Default - The default action is executed.

¢ Drop - A new group is dropped.

* Replace - A new group is replaced to the oldest
group.

Except ACL Name

Enter the name of the standard IP access-list. The group
(*,G) or channel (S,G), which are allowed based on the
access list, are excluded from the limitation. To
authorize a channel (S,G), specify “S" in the field of
source-address of the access-list entry and “G"” in the
destination-address field. To authorize a group (*,G),
specify “any” in the source-address field of the access-
list entry and “G” in the destination-address field. The
number of characters for the name can be up to 32. Or,
click Please Select to search and choose the existing
access list, which is configured by a switch, for using this
configuration.

VID

Enter the VLAN ID you use. The range is from 1 to
4,094.

Click Apply to add new entries based on the information specified.

Click Delete to delete entries based on the information specified.
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In the section of the settings on Access Group, you can configure the

following parameters.

Parameter

Overview

From Port to Port:
from the Beggining
to the End

Choose the port you use.

Action

Click Add to add a new entry based on the information
entered. Click Delete to delete an entry based on the
information entered.

ACL Name

Enter the name of the standard IP access-list. Specify
“any” in the source-address field of the access-list entry
and “G" in the destination-address field. The number of
characters for the name can be up to 32. Or, choose
Please Select to search and choose the existing access
list, which is configured by a switch for using this
configuration.

VID

Enter the VLAN ID you use. The range is from 1 to
4,094.

Click Apply to reflect the change.

In the section of a table of IGMP Snooping Filter, you can configure the

following parameter.

Parameter

Overview

From Port to Port:
from the Beggining
to the End

Choose the port you use.

Click Find to search and display the entries in a table based on the search

condition specified.

Click See All to search and display all the entries available.

Click Show Detail to display details on the entry.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.

Click Show Detail to display the following window.
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IGMP Snooping Detail Filter Table

Total Entries: 1

Port: Gi1/0/1

I Y I 7 T S
Not Configured Not Configured
[ EE N EE =

Back

Figure 5-49 IGMP Snooping Filter Settings (Show Detail.)

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.

Click Back to return to the previous window.
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5.7.1.4 1GMP Snooping Multicast Router Information

Use the following window to implement the settings on an IGMP
Snooping Multicast router and display its settings.

Choose L2 Features > L2 Multicast Control > IGMP Snooping > IGMP

Snooping Multicast Router Information to display the following
window.

IGMP Snooping Multicast Router Port Settings

VID (1-4094) Configuration From Port To Port

| | [Pen <] [Fo <] [Fae .
IGMP Snooping Multicast Router Port Table
Y —

Total Entries: 0

Figure 5-50 IGMP Snooping Multicast Router Information

In the section of the settings on IGMP Snooping Multicast Router Port,
you can configure the following parameters.

Parameter Overview
VID Enter the VLAN ID you use. The range is from 1 to
4,094,
Configuration Choose a port configuration. The options available are
as follows.

¢ Port - Makes the port configured become a static
Multicast router port.

¢ Forbidden-Port - Does not allow the ports
configured to become a Multicast router port.
From Port/ To Port Choose the port you use.

Click Apply to add new entries based on the information specified.

Click Delete to delete entries based on the information specified.
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In the section of a port table of IGMP Snooping Multicast Router, you

can configure the following parameter.

Parameter

Overview

VID

Enter the VLAN ID you use. The range is from 1 to

4,094.

Click Find to search and display the entries in a table based on the search

condition specified.

Click See All to search and display all the entries available.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.
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5.7.1.5 IGMP Snooping Statistics Settings

Use the following window to display and clear the IGMP Snooping
statistics.

Choose L2 Features > L2 Multicast Control > IGMP Snooping > IGMP
Snooping Statistics Settings to display the following window.

VIP Snooping Statistics Settings
IGMP Snooping Statistics Settings

Statistics VID (1-4034) From Port To Port

A v \ [ v [Fror v
IGMP Snooping Statistics Table

Find Type VID (1-4094) From Port To Port

[viAN S ] [Faon 2N I )

Total Entries: 0

I = S R~ R
e ow w [ w | e [ m
vt | s oyt | v | vy | v | o | vy | o | oyt | Gy et | v

Figure 5-51 IGMP Snooping Statistics Settings

In the section of the IGMP Snooping Statistics Settings, you can
configure the following parameters.

Parameter Overview
Statistics Choose an interface. The options available are All,
VLAN and Port.
VID Enter the VLAN ID you use. The range is from 1 to

4,094. This option is available if you choose VLAN from
the Statistics drop-down list.

From Port/ To Port Choose the port you use. This option is available if you
choose Port from the Statistics drop-down list.

Click Clear to clear the statistics information based on the condition
specified.
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In the section of a table regarding the IGMP Snooping Statistics, you
can configure the following parameters.

Parameter Overview
Search Type Choose the interface type. The options available are
VLAN and Port.
VID Enter the VLAN ID you use. The range is from 1 to

4,094. This option is available if you choose VLAN from
the Search Type drop-down list

From Port/ To Port Choose the port you use. This option is available if you
choose Port from the Search Type drop-down list.

Click Find to search and display the entries in a table based on the search
condition specified.

Click See All to search and display all the entries available.
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5.7.2  MLD Snooping

5.7.2.1 MLD Snooping Settings

Use the following window to implement the settings on MLD Snooping
(Multicast Listener Discovery Snooping) and display its settings.

Choose L2 Features > L2 Multicast Control > MLD Snooping > MLD
Snooping Settings to display the following window.

Global Settings

Global State (@ Enabled () Disabled

Unknown Data Limit (1-1024) [ Default
MLD Snooping Unknown vib(oen[ ] Group FRI-11 [ clear |
Data Address
VLAN Status Settings
VID (1-4094) ] O Enabled @ Disabled
MLD Snooping Table
VID (1-4094) L 1

Total Entries: 1

Figure 5-52 MLD Snooping Settings

In the section of Global Settings, you can configure the following
parameter.

Parameter Overview

Global State This parameter enables or disables the global state of
MLD Snooping.

Click Apply to reflect the change.

In the section of VLAN State Settings, you can configure the following
parameter.

Parameter Overview

VID Enter the VLAN ID you use. The range is from 1 to
4,094.

Click Apply to add new entries based on the information specified.

In the section of MLD Snooping Table, you can configure the following
parameter.
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Parameter Overview

VID Enter the VLAN ID you use. The range is from 1 to
4,094.

Click Find to search and display the entries in a table based on the search
condition specified.

Click See All to search and display all the entries available.
Click Show Detail to display details on the entry.
Click Edit to edit the entry-settings.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.

Click Show Detail to display the following window.

MLD Snooping VLAN Parameters
vID 1

Status Enabled

Fast Leave Disabled (host-based)
Querier State Disabled

Query Version w2

Query Interval 125 sec

Max Response Time 10 sec

Robustness Value 2

Last Member Query Interval 1 sec

Proxy Reporting Disabled Source Address (-2}
Rate Limit 0

Unknown Data Learning Enabled

Unknown Data Expiry Time Infinity

Modify

Figure 5-53 MLD Snooping Settings (Show Detail.)

Click Edit to edit the settings.

Click Edit or Revise to display the following window.
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MLD Snooping VLAN Seftings

MLD Snooping VLAN Setfings
VID (1-4094)
Status
Fast Leave
Querier State
Query Version
Query Interval (1-31744)
Max Response Time (1-25)
Robustness Value (1-7)
Last Member Query Inferval (1-25)
Proxy Reporting
Rate Limit (1-1000)
Unknown Data Leaming
Unknown Data Expiry Time (1-65535)

@ Enabled () Disabled
O Enabled @ Disabled
() Enabled (@) Disabled

w

ec

ec

=1[™][= @I
B
IIIIK
7

@

ec

O Enabled @ Disabled Source Address| |
@® Enabled O Disabled
sec [¥] Infinity

|

Apply.

Figure 5-54 MLD Snooping Settings (Edit and Revise)
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In the section of IGMP Snooping VLAN Settings, you can configure the

following parameters.

Parameter

Overview

Fast Leave

This parameter enables or disables the function of the
MLD Snooping fast-leave. If enabled, the membership is
immediately removed when the system receives the
MLD leave messages.

Proxy Reporting

This parameter enables or disables the function of the
proxy reporting.

Source Address

Enter one source IP address of a proxy reporting.
This option is enabled if you choose Enabled from
Proxy Reporting.

Querier State

This parameter enables or disables the querier state.

Query Version

Choose the general query packet version transmitted by
the MLD Snooping querier. The values to choose are 1
and 2.

Query Interval

Enter the interval at which the MLD Snooping querier
periodically sends general MLD query messages.
The range is from 1 to 31,744.

Maximum Response
Time

Enter the maximum response time (in seconds),
advertised in MLD Snooping queries. The range is from
1 to 25.

Robustness Value

Enter the robustness variable to use it for MLD
Snooping. The range is from 1 to 7.

Final Listener Query
Interval

Enter the transmission interval of query-messages which
are unigue to MLD group or group source (channel) due
to the MLD Snooping querier. The range is from 1 to
25.

Band Limitation (or
Rate Limitation)

Enter the value of the band limitation (or rate
limitation). The range is from 1 to 1,000. If you set No
Limitation to on, no band limitation is applied for this
profile.

Click Apply to reflect the change.
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5.7.2.2 MLD Snooping Group Settings

Use the following window to implement the settings on an MLD Snooping
group and display its settings.

Choose L2 Features > L2 Multicast Control > MLD Snooping > MLD
Snooping Group Settings to display the following window.

MLD Snooping Groups Settings
MLD Snooping Static Groups Settings
VID (1-4094) Group Address. From Port To Port
| I N 7 B 7 —
MLD Snooping Static Groups Table
VID (1-4094) Group Address
Total Entries: 0
MLD Snooping Groups Table
VID (1-4094) Group Address
Total Entries: 0
“ Group Address Learmed on Port

Figure 5-55 MLD Snooping Group Settings

In the section of the settings on MLD Snooping Static Group, you can
configure the following parameters.

Parameter Overview
VID Enter the VLAN ID you use. The range is from 1 to
4,094,
Group Address Enter a group address for IPv6 Multicast.
From Port to Port: Choose the port you use.
from the Beggining
to the End

Click Apply to add new entries based on the information specified.

Click Delete to delete entries based on the information specified.
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In the section of a table of MLD Snooping Static Group, you can
configure the following parameters.

Parameter Overview
VID Choose and enter VLAN IDs to use. The range is from 1
to 4,094.
Group Address Click the Radio button, and then enter an address of an
IPv6 Multicast Group.

Click Find to search and display the entries in a table based on the search
condition specified.

Click See All to search and display all the entries available.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.

In the section of MLD Snooping Group Table, you can configure the
following parameters.

Parameter Overview
VID Choose and enter VLAN IDs to use. The range is from 1
to 4,094.
Group Address Click the Radio button, and then enter an address of an
IPv6 Multicast Group.
Details If you choose this option, the details on MLD group are
displayed.

Click Find to search and display the entries in a table based on the search
condition specified.

Click See All to search and display all the entries available.
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5.7.2.3 MLD Snooping Filter Settings
Use the following window to implement the settings on the MLD

Snooping filtering and display its settings.

Choose L2 Features > L2 Multicast Control > MLD Snooping > MLD
Snooping Filtering Settings to display the following window.

Figure 5-56 MLD Snooping Filter Settings

In the section of the settings on MLD Snooping Band Limitation, you
can configure the following parameters.

Parameter Overview

From Port/ To Port Choose the port you use. This is available only if you
select the Port option as the following action.

Number of Enter the number of limitations. Use the number of
Limitations limitations to configure the rate of MLD control packets,
which can be processed by the Switch on a specific
interface. The range is from 1 to 1,000 (packets/per
second). If you choose No Limitation, the limitation is
removed (or deleted).

Click Apply to reflect the change.
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In the section of the settings on MLD Snooping Limitation, you can
configure the following parameters.

Parameter

Overview

From Port/ To Port

Choose the port you use.

Number of
Limitations

Enter the number of limitations. Use this parameter to
limit the number of MLD cash entries, which can be
created. The range is from 1 to 2,048.

Exceed Action

Choose an exceed action. Use this parameter to specify
the operation to process the group, which is newly
recognized when exceeding the limitation. The options
available are as follows.

» Default - The default action is executed.

¢ Drop - A new group is dropped.

¢ Replace - A new group is replaced to the oldest

group.

Except ACL Name

Enter the name of the standard IP access-list. The group
(*,G) or channel (S,G), which are allowed based on the
access list, are excluded from the limitation. To
authorize a channel (S,G), specify “S" in the field of
source-address of the access-list entry and "G"” in the
destination- address field. To authorize a group (*,G),
specify “any” in the source-address field of the access-
list entry and “G" in the destination-address field. The
number of characters for the name can be up to 32.
Alternatively, click Please Select to search and choose
the existing access list, which is configured on the
switch (to be used for this configuration).

VID

Enter the VLAN ID you use. The range is from 1 to
4,094.

Click Apply to add new entries based on the information specified.

Click Delete to delete entries based on the information specified.

In the section of Access Group Settings, you can configure the following

parameters.

Parameter

Overview

From Port/ To Port

Choose the port you use.

Action

Click Add to add a new entry based on the information
entered. Click Delete to delete an entry based on the
information entered.
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Parameter Overview

ACL Name Enter the name of the standard IP access-list. Use this
parameter to allow users to participate in the group (*,
G). To authorize a group (*,G), specify “any” in the
source-address field of the access-list entry and “G" in
the destination-address field. The number of characters
for the name can be up to 32. Or, click Please Click to
retrieve the existing access list, which is configured by a
switch for using this configuration, and then choose the
list.

VID Enter the VLAN ID you use. The range is from 1 to
4,094.

Click Apply to reflect the change.

In the section of a table of MLD Snooping Filter, you can configure the
following parameter.

Parameter Overview

From Port/ To Port Choose the port you use.

Click Find to search and display the entries in a table based on the search
condition specified.

Click See All to search and display all the entries available.
Click Show Detail to display details on the entry.

If two or more pages exist, enter the page numbers. Click Go to move to a
specific page.

Click Show Detail to display the following window.

vILD Snooping Detail Filter Table

MLD Snooping Detail Filter Table

Total Entries: 1

Port: Gi1/01

o T ewoow Grourshame Lk
Not Configured Not Configured
[11] [ 1] £

Figure 5-57 MLD Snooping Filter Settings (Show Detail.)

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.

Click Back to return to the previous window.
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5.7.2.4 MLD Snooping Multicast Router Information

Use the following window to implement the settings on an MLD Snooping
Multicast router and display its settings.

Choose L2 Features > L2 Multicast Control > MLD Snooping > MLD
Snooping Multicast Router Information to display the following

window.

MLD Sneoping Multicast Router Port Settings

VID (1-4094) Configuration

From Port To Port

[ Port

MLD Snooping Multicast Router Port Table

T —

Total Entries: 0

Figure 5-58 MLD Snooping Multicast Router Information

In the section of the port settings on MLD Snooping Multicast Router,
you can configure the following parameters.

Parameter

Overview

VID

Enter the VLAN ID you use. The range is from 1 to
4,094.

Configuration

Choose a port configuration. The options available are

as follows.

* Port - Ports configured are connected to a Multicast
corresponding router.

¢ Forbidden Port - Ports, which are configured, are
not connected to a Multicast corresponding router.

From Port/ To Port

Choose the port you use.

Click Apply to add new entries based on the information specified.

Click Delete to delete entries based on the information specified.

In the section of a port table for MLD Snooping Multicast Router, you
can configure the following parameter.

Parameter

Overview

VID

Enter the VLAN ID you use. The range is from 1 to
4,094,

Click Find to search and display the entries in a table based on the search

condition specified.
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Click See All to search and display all the entries available.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.
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5.7.2.5 MLD Snooping Statistics Settings

Use the following window to display and clear the MLD Snooping
statistics.

Choose L2 Features > L2 Multicast Control > MLD Snooping > MLD
Snooping Statistics Settings to display the following window.

VLD Snooping Statistics Settings
MLD Snooping Statistics Settings

Statistics VID (1-4094) From Port To Port

A - [ [Fior g (Fvor >
MLD Snooping Statistics Table

Find Type VID (1-4094) From Pert To Port

[van ] ) oo v [mon -]
Total Entries: 0

MLDv1 MLDv2
™
- S S B

O [ [ oww [ oom [ Gem [ s [ G [ G

Figure 5-59 MLD Snooping Statistics Settings

In the section of MLD Snooping Statistics Settings, you can configure
the following parameters.

Parameter Overview
Statistics Choose an interface. The options available are All,
VLAN and Port.
VID Enter the VLAN ID you use. The range is from 1 to

4,094. This option is available when choosing VLAN
from the Statistics drop-down list.

From Port/ To Port Choose the port you use. This option is available when
you choose Port from the Statistics drop-down list.

Click Clear to clear the statistics information based on the condition
specified.
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In the section of MLD Snooping Statistics Table, you can configure the
following parameters.

Parameter Overview
Search Type Choose an interface type. The options available are
VLAN and Port.
VID Enter the VLAN ID you use. The range is from 1 to

4,094. This option is available when you choose VLAN
from the Search Type drop-down list.

From Port/ To Port Choose the port you use. This option is available when
you choose Port from the Search Type drop-down list.

Click Find to search and display the entries in a table based on the search
condition specified.

Click See All to search and display all the entries available.
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5.7.3  Multicast Filtering Mode

Use the following window to implement the settings on the Multicast
filtering mode and display its settings.

Choose L2 Features > L2 Multicast Control > Multicast Filtering Mode
to display the following window.

Multicast Filtering Mode

VID List Multicast Filtering Mode Fonward Unregist|w
Total Entries: 1

default Forward-Unregistered

[ = e
Figure 5-60 Multicast Filtering Mode

In the section of the Multicast Filtering Mode, you can configure the
following parameters.

Parameter Overview

VID List Enter the VLAN ID you use. You can enter its
consecutive VLAN IDs by delimiting with a comma, or
enter the range of VLAN IDs by delimiting with a
hyphen. The range is from 1 to 4,094.

Multicast Filtering Choose the Multicast filtering mode. The options

Mode available are as follows.

* Forward Unregistered - Registered Multicast
packets are forwarded based on a forwarding table,
and then all unregistered Multicast packets are
flooded based on a VLAN domain.

* Forward All - All Multicast packets are flooded
based on a VLAN domain.

¢ Filter Unregistered - Registered packets are
forwarded based on a forwarding table, and then all
unregistered Multicast packets are filtered.

Click Apply to add new entries based on the information specified.
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5.8 LLDP (Link Layer Discovery Protocol)

5.8.1 LLDP Global Settings

Use the following window to implement the global LLDP settings and
display its settings.

Choose L2 Features > LLDP > LLDP Global Settings to display the
following window.

L1DPUED, 3ysien information

Figure 5-61 LLDP Global Settings

In the section of LLDP Global Settings, you can configure the following

parameters.
Parameter Overview
LLDP State This parameter enables or disables an LLDP function.

LLDP Forward State | This parameter enables or disables the LLDP forward
state. If you disable the LLDP State and enable the
LLDP Forward State, the LLDP Data Unit (LLDPDU)
Packets, which have been received, are transferred.

LLDP Trap State This parameter enables or disables the LLDP trap state.

LLDP-MED Trap State | This parameter enables or disables the trap state of
LLDP Media Endpoint Discovery (LLDP-MED).
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Click Apply to reflect the change.

In the section of LLDP-MED Configuration, you can configure the

following parameter.

Parameter Overview
Number of Enter the value, which is equal to the number of
Transmissions for transmissions regarding the LLDP-MED fast start.
Fast Start The range is from 1 to 10. When you choose Default,

use the default value.

Click Apply to reflect the change.

In the section of LLDP Configuration, you can configure the following

parameters.

Parameter

Overview

Transmission Interval
for Messages

Enter the transmission-interval for consecutive LLDP
advertisements on each physical interface. The range is
from 5 to 32,768 (seconds). When you choose Default,
use (or apply) the default value.

Message TX Hold
Multiplier

Enter the multiplier of the LLDPDU transmission-interval
to use for calculating the value of Time-To-Live (TTL) of
LLDPDU. The range is from 2 to 10. When you choose
Default, use the default value.

Relnit Delay

Enter the lag time (or retarded time) regarding the LLDP
initialization of an interface. The range is from 1 to 10
(seconds). When you choose Default, use the default
value.

TX Delay

Enter the lag time for the transmission of consecutive
LLDPDUs on an interface. The range of valid (or
enabled) values is from 1 to 8,192 (seconds). The value
above must not exceed one-fourth of the value of the
transmission-interval timer. When you choose Default,
use the default value.

Click Apply to reflect the change.
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5.8.2  LLDP Port Settings

Use the following window to implement the settings on an LLDP port and
display its settings.

Choose L2 Features > LLDP > LLDP Port Settings to display the
following window.

LLDP Port Settings

From Port To Port Notification Subtype Admin State IF Sublype  Action Address
[Fitan | [Fition v |Disabled v| [Local v| [TXandRX v| [Defautt v| [Remove v| | I

Note: The address should be the switch's address
I S T T ramiises

Fition Disabled Local TXand RX
Fivo2 Disabled Local TXand RX
Fit/0/3 Disabled Local TXand RX
Fit/o/4 Disabled Local TXand RX
Teliors Disabled Local TXand RX
Te1/0/6 Disabled Local TXand RX

Figure 5-62 LLDP Port Settings

In the section of LLDP Port Settings, you can configure the following
parameters.

Parameter Overview

From Port/ To Port Choose the port you use.

Notification This enables or disables a notification function.

Sub-type Choose the sub-type of LLDP TLV (Type-Length-Value).
The options available are MAC Address and Local.

Management State | Choose the local LLDP agent to allow you to transmit

and receive LLDP frames on the port. The options

available are as follows.

e TX-The local LLDP agent can transmit LLDP frames,
only.

¢ RX-The local LLDP agent can receive LLDP frames,
only.

e TX and RX - The local LLDP agent can transmit and
receive LLDP frames.

¢ Disabled - The local LLDP agent cannot transmit or
receive LLDP frames.

The default option is set to TX and RX.

IP Sub-type Choose the information type for the IP address to
transmit. The options available are Default, IPv4 and
IPv6.

Action Choose the action you perform. The options available
are Delete and Add.

Address Enter an IP address to be transmitted.
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Click Apply to reflect the change.
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5.8.3  LLDP Management Address List

Use the following window to display the LLDP management address list
and its information.

Choose L2 Features > LLDP > LLDP Management Address List to
display the following window.

LDP Management Address Lis!

Al v

IPv4 172.16.1.4{default) Ifindex
IPva 172.16.1.4 Ifindex

Figure 5-63 LLDP Management Address List

You can configure the following parameter.

Parameter Overview
Sub-type Enter a sub type. The options available are All, IPv4 and
IPv6.
» After you choose IPv4, enter it in the entry field
where an IPv4 address is displayed.
e After you choose IPv6, enter it in the entry field
where an IPv6 address is displayed.

Click Find to search and display the entries in a table based on the search
condition specified.
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5.8.4  LLDP Basic TLVs Settings

Use the following window to implement the basic settings on LLDP TLV
and display its settings.

Choose L2 Features > LLDP > LLDP Basic TLVs Settings to display the
following window.

LLDP Basic TLVs Settings

From Port To Port Port Description System Name System Description System Capabilities
[Fioit ~|  [Foi v| [ Disabled v| |Disabled v| [ Disabled v| | Disabled v |
e e T S
Fit/0/1 Disabled Disabled Disabled Disabled
Fitlor2 Disabled Disabled Disabled Disabled
Fit/0/3 Disabled Disabled Disabled Disabled
Fit/0/4 Disabled Disabled Disabled Disabled
Tel/0fs Disabled Disabled Disabled Disabled
Te1/0/6 Disabled Disabled Disabled Disabled

Figure 5-64 LLDP Basic TLVs Settings

In the section of the LLDP Basic TLVs Settings, you can configure the
following parameters.

Parameter Overview
From Port/ To Port Choose the port you use.

Description of Ports | This parameter enables or disables the transmission of
port description TLV.

System Name This parameter enables or disables the transmission of
system name TLV.

Description of This parameter enables or disables the transmission of

Systems system description TLV.

System Capability This parameter enables or disables the transmission of

system capability TLV.

Click Apply to reflect the change.
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5.8.5 LLDP Dot1 TLV Settings

Use the following window to implement the settings on IEEE 802.1 LLDP
TLV and display its settings.

Choose L2 Features > LLDP > LLDP Dot1 TLV Settings to display the
following window.

LLDP Dot1 TLVs Settings
From Port To Port Port VLAN Protocol VLAN VLAN Name Protocol Identity
[Fi1/01 v| [Fitiom ]| [Disabled v|  [Disabled v | [ Disabled v || | | Disabled v |[None v |
m Port VLAN ID Enabled Port and Protocol VID Enabled VLAN Name Enabled Protocol ldentity
Fi1/0/1 Disabled
Fit/or2 Disabled
Fi1/0/3 Disabled
Fil/0/4 Disabled
Te1/0/5 Disabled
Te1/0/6 Disabled

Figure 5-65 LLDP Dot1 TLV Settings

In the section of LLDP Dot1 TLV Settings, you can configure the
following parameters.

Parameter Overview
From Port/ To Port Choose the port you use.
Port VLAN This parameter enables or disables to transmit Port
VLAN ID TLV.
Protocol VLAN This parameter enables or disables to transmit the port

and protocol VLAN ID (PPVID) TLV. Enter the ID in the
entry field provided.

VLAN Name This parameter enables or disables to transmit the TLV
of a VLAN name. Enter a VLAN ID in the entry field
provided.

Protocol Identity This parameter enables or disables to transmit the

protocol identity TLV. The options available are None,
EAPOL, LACP, GVRP, STP and All, as a protocol name

Click Apply to reflect the change.
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5.8.6

LLDP Dot3 TLV Settings

Use the following window to implement the settings on IEEE 802.3 LLDP
TLV and display its settings.

Choose L2 Features > LLDP > LLDP Dot3 TLV Settings to display the
following window.

LLDP Dot3 TLWs Settings

From Port

To Port

MAC/PHY
Configuration/Status

Link

[Fron «|

| Port | MACIPHY Configuration/Status Link Aggrogation | Maximum Frame Size | Power ViaMDI | Power Via MDI Measurements.

Finon
Fil/02
Fil/er3
Fil
Te /05
Telids

Filf0r ~| Disabled v |

Disablad
Disabled
Disabled
Disabled
Disabled
Disabled

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Figure 5-66 LLDP Dot3 TLV Settings

Disabled
Disabled
Disabled
Disabled
Disabled
Disablad

Enabled
‘Enabled
Enabled
‘Enabled

Aggragation Maximum Frame Size  Power ViaMDl  Power Via MDI Measurements
\_[Jnga_b_ieg o Disabled \:_\ \f}gaiiled fes :@;b_\éﬁ\
[ Apply

Enablsd
Enabled
Enabled
Enablad

In the section of LLDP Dot3 TLV Settings, you can configure the
following parameters.

Parameter

Overview

From Port/ To Port

Choose the port you use.

aggregation TLV.

MAC/PHY Config./ This parameter enables or disables to transmit the
State MAC/PHY config./state TLV.
Link Aggregation This parameter enables or disables to transmit the link

Maximum Frame Size

This parameter enables or disables to transmit the
maximum frame-size TLV.

Click Apply to reflect the change.
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5.8.7  LLDP-MED Port Settings

Use the following window to implement the settings on an LLDP-MED
port and display its settings.

Choose L2 Features > LLDP > LLDP-MED Port Settings to display the
following window.

DP-MED Port Setting

LLDP-MED Port Settings

From Port To Port Notification Capabilities Inventory Network Policy PSE

[Fiti0H ~] [Fitrait | |Disabled v|  [Disabled v|  [Disabled v|  [Disabled ~|  [Disabled | [ aely |

I S I N R R
Fi1/0/1 Disabled Disabled Disabled Disabled Disabled
Fi1/012 Disabled Disabled Disabled Disabled Disabled
Fi1/0/3 Disabled Dizabled Dizabled Disabled Dizabled
Fi1/0/4 Disabled Disabled Disabled Disabled Disabled
Te1/0/5 Disabled Disabled Disabled Disabled Disabled
Tel/0/6 Disabled Dizabled Disabled Disabled Disabled

Figure 5-67 LLDP-MED Port Settings

In the section of the LLDP-MED Port Settings, you can configure the
following parameters.

Parameter Overview

From Port/ To Port Choose the port you use.

Notification This parameter enables or disables the transmission of
LLDP-MED notification TLV.

Capability This parameter enables or disables the transmission of
LLDP-MED capability TLV.

Assets This parameter enables or disables the transmission of
LLDP-MED asset management TLV.

Network Policy This parameter enables or disables the transmission of
LLDP-MED network policy TLV.

Click Apply to reflect the change.
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5.8.8 LLDP Statistics Information

Use the following window to display and clear the LLDP statistics.

Choose L2 Features > LLDP > LLDP Statistics Information to display the

following window.

LLDP Statistics Information

Last Change Time:

Total Inserts
Total Deletes
Total Drops
Total Ageouts

LLDP Statistics Ports

Port

Fitiort
Fit/or2
Fitor3
Fit/ora
Te1/0i5
Tel/0f

[ ||

o
o
0
o
o

0DOHOMOS
0

0
0
0

o o o o o
o oo o o o

0
0
0
0
0

0
0
0
0
0
0

0
o
0
0
()

Clear Counter

— Total Discards Tolal Receives Total TLV Discards Total TLV Unknowns Total Ageouls
] 0 0 0 [

o o o o o

Figure 5-68 LLDP Statistics Information

In the section of LLDP Port Statistics Port Statistics, you can configure
the following parameter.

Parameter

Overview

Port

Choose the port you use.

Click Clear to clear the counter information.

Click Clear All to clear the counter information on all the ports.
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5.8.9 LLDP Local Port Information

Use the following window to display local LLDP port information and its
information.

Choose L2 Features > LLDP > LLDP Local Port Information to display
the following window.

DP Local Port Information

LLDP Local Port Brief Table

Port Fi1/0/1 ~ [ Find |[ show petail |

] Local ] Panasonic MGA-MLA | WHOE++ HW A1
Fi1/0/2 Local Fi1/0/2 Pan; IGA-MLATWPOE++ HW A1
Fi1/0/3. Local Fi1/0/3 Par
Fi1/0/4 Local Fi1/0/4 Pan;
Te1/06 Local Te1/0r5 Pan
Te1/0/6 Local Te1/0/6

IGA-MLATWPUE++ HW A1
IGA-MLATWPOE++ HW A1
GA-MLATWPOE++ HW A1
nic MGA-MLATWPOE++ HW A1

Figure 5-69 LLDP Local Port Information

In the section of the LLDP Local Port Summary Table, you can configure
the following parameter.

Parameter Overview

Port Choose the port you use.

Click Find to search the LLDP local port information, which is associated
with the port specified.

Click Show Detail to display details on the LLDP local port, which is
associated with the port specified.
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Click Show Detail to display the following window.

DPLocal Po formation

LLDP Local Information Table

Port Fit/on

Port ID Subtype Local

Port ID Fiti0A

Port Description Panasonic MGA-MLATWPOE ++ HW A1 firmware V1.0.0.01 Port 1 on Unit 1
Port PVID 1

Management Address Count 2

PPVID Entries [

VLAN Name Entries Count 1

Protocol Identity Entries Count [

MAC/PHY Configuration/Status Show Detail
Power Via MDI Show Detail
Link Aggregation Show Detail
Maximum Frame Size 1518

LLDP-MED Capabilities Show Detail
Network Policy Show Detail
Extended power via MDI Show Detail

Figure 5-70 LLDP Local Port Information (Show Detail.)

Click Individual Link to display the details, which are associated with the
function specified, on the related table above.

Click Back to return to the previous window.
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5.8.10 LLDP Neighbor Port Information

Use the following window to display the LLDP port information on
neighbor.

Choose L2 Features > LLDP > LLDP Neighbor Port Information to
display the following window.

DP Neighbor Port Information

LLDP Neighbor Port Brief Table

Port  [Fi1/01 | | Find || clear |

Clear All

Total Entries: 0

[enty s 0mpe o ranipsope rou |_ronoesrmien
Figure 5-71 LLDP Neighbor Port Information

In the section of a LLDP Neighbor Port Summary Table, you can
configure the following parameter.

Parameter Overview
Port Choose the port you use.

Click Find to search the information on the LLDP Neighbor Port, which is
associated with the port specified.

Click Clear to clear the information on the LLDP Neighbor Port, which is
associated with the port specified.

Click Clear All to clear information on all the LLDP Neighbor Port.
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5.9 UDLD (Unidirectional Link Detection)

Use the following window to implement the UDLD settings and display its

settings and state.

Choose L2 Features >

UDLD to display the following window.

UDLD Global Settings

UDLD Defection Time (5-65535) |u

From Port To Port
Fi1/01 ~ Fi1/0/1 v]

FrON Disabled Normal
Fitfo2 Disabled Normal
FHAO3 Disabled Normal
Fr/om Disabled Normal
Te1/0/5 Disabled Normal
Tel0/s Disabled Normal

I S T e s

|sec (7 Defaut | Apply

Admin Stale Mode:

Disabled |~ [Nomal  [»] Apply

Unknown 2
Unknown -
Unknown
Unknown
Unknown

Unknown

Figure 5-72 UDLD

In the section of UDLD Global Settings, you can configure the following

parameters.

Parameter

Overview

UDLD Detection Time

This parameter configure the time (in seconds) needed
for detecting the unidirectional network (or
connection). The configuration range is from 5 to
65,535 (seconds). The factory default settings is 5
(seconds).

From Port/ To Port

Choose the port you use.

Admin State This parameter enables or disables the UDLD function of
the port specified. The factory default settings is
Enabled.

Mode Choose the UDLD mode to be used for the port

specified. The factory default settings is Normal. The

options available are as follows.

* Normal - If the unidirectional network is detected,
the link of the corresponding port continues to
record (or log) an event on a system log.

* Shutdown - If the unidirectional network is
detected, the corresponding port becomes shut-
down to record an event on the system log.

Click Apply to reflect the change.

This function can be used between our products, only.
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5.10 RRP (Ring Redundant Protocol)

Use the following window to implement the RRP settings and display its
settings.

Choose L2 Features > RRP to display the following window.

RRP Global Status.

RRP Status @® Enabled () Disabled Apply
RRP Domain Statu

| ___Rina stas __|
mp IDLE Delete
Figure 5-73 RRP

In the section of RRP Global State, you can configure the following

parameter.
Parameter Overview
RRP State This parameter enables or disables an RRP function.

Click Apply to reflect the change.

In the section of the RRP Domain State, you can configure the following

parameter.
Parameter Overview
Domain Name Enter the name of an RRP domain. The number of the

character strings you specify can be up to 25. This
domain indicates a physical ring.

Click Create to create a new RRP domain.
Click Show Detail to display details on the entry.
Click Delete to delete the entry.

Click Show Detail to display the following window.
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RRP Domain Status
RRP Domain Name RRP1
RRP Domain Status Disabled

RRP Node Type

RRP Ring Status IDLE
Primary Port

Primary Port Status Unknown
Primary Port Role None

Secondary Port

Secondary Port Status Unknown
Secondary Port Role None
Polling Interval (1-2} 1
Fail Period (2-5) 2
Ring Guard Port Disable
Confrol VLAN (2-4094)
Data VLAN(s)
Edit Back
Figure 5-74 RRP (Show Detail.)
Click Edit to edit the settings.
Click Back to return to the previous window.
Click Edit to display the following window.
RRP Domain Settings
RRP Domain Settings
RRP Domain Name 5
RRP Domain Status
RRP Node Type
Primary Port Fil v | 4 Default
Secondary Port Fi1/0/1 v | & Default
Polling Interval (1-2)
Fail Period (2-5)
Ring Guard Port
Control VLAN (2-4094) ]
Data VLAN(s)
[ appy | [ cancel | Back

Figure 5-75 RRP (Edition)

In the section of RRP Domain Settings, you can configure the following
parameters.

Parameter Overview

RRP Domain State Choose to enable or disable an RRP domain.
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Parameter

Overview

RRP Node Type

Choose the type for RRP-node. The options available are

as follows.

¢ Master - Specifies the node as the master node in
the domain. Only one master-node can specified in
one RRP domain. Roles of the master-node include
ring-polling and ring-restoration.

* Transit - Specifies the node as a transit node in the
domain. Many transit-nodes can be specified in one
RRP domain. Responsibilities of a transit-node
include link-down alerts.

Primary Port

Chooose a primary port. This port will be the first port in
the RRP domain. If you choose the Default option, the
current settings is cleared.

Secondary Port

Choose a secondary port. This port becomes the second
port in the RRP domain. If you choose the default
option, the current settings is cleared. If you choose the
Default option, the current settings is cleared.

Polling Interval

Enter the polling interval of hello-packets. The range is
from 1 to 2 (seconds). The polling interval should be
shorter than the failure period.

Failure Period

Enter the disorder period. The range is from 2 to 5
(seconds). The failure period should be longer than the
polling interval.

Ring-Guard Port

Chooose the port state of RRP ring-guard. The options

available are as follows.

* Primary - This specifies a primary port as the port
corresponding with a ring guard.

» Secondary - This specifies a secondary port as the
port corresponding with a ring-guard.

* Both - This specifies for both primary and secondary
ports as the port, which corresponds with the ring-
guard.

¢ Disabled - Disables this function.

Control VLAN

Enter an ID of the control VLAN. The range is from 2 to
4,094,

Data VLAN

Enter an ID of the data VLAN. The range is from 1 to
4,094,

Click Apply to reflect the change.

Click Cancel to delete the change.

Click Back to return to the previous window.
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L3 Features

6.1 ARP (Address Resolution Protocol)

6.1.1 ARP Aging Time

Use the following window to implement the settings on ARP aging time
and display its settings.

Choose L3 Features > ARP > ARP Aging Time to display the following
window.

ARP Aging Time Search

ineace VLAN 14058 ]
ARP Aging Time Table
Total Entries: 1
oo Namo Y S
wviani 240 Edit
17 Go.

Figure 6-1 ARP Aging Time

In the section of Searching for ARP Aging Time, you can configure the
following parameters.

Parameter Overview
Interface VLAN Enter a VLAN ID. The range is from 1 to 4,094.
Time-out After you click Edit, enter the time-out value. The range
is from 0 to 65,535 (minutes).

Click Find to search and display the entries based on the search condition
specified.

Click See All to search and display all the entries available.
Click Edit to edit the entry-settings.

If two or more pages exist, enter the page-numbers. Then click Go to
move to a specific page.
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6.1.2 Static ARP

Use the following window to implement the settings on the static ARP
and display its settings.

Choose L3 Features > ARP > Static ARP to display the following window.

Static ARP Setting

1P Address I Hardware Address 00-11-22.33-44-AA
Static ARP Search

e s e R —

A |
[ Interface vLAN (12004 [ |

Static ARP Table

Total Entries: 1

viani

1721614 00-50-40-5C-2B-AC Forever Edit Delete

] [
Figure 6-2 Static ARP

In the section of the Static ARP Settings, you can configure the following
parameters.

Parameter Overview
IP Address Enter an IP address to associate with a MAC address.
Hardware Address Enter a MAC address to associate with an IP Address.

Click Apply to add a new Static ARP entry.

In the section of Searching for Static ARP, you can configure the
following parameters.

Parameter Overview
IP Address Choose and enter an IP address of an entry.
IP Network Mask Choose and enter a subnet mask of an IP address.
Hardware Address Choose and enter a MAC address of an entry.
Interface VLAN Choose and enter a VLAN ID. The range is from 1 to
4,094.

Click Find to search and display the entries based on the search condition
specified.

Click See All to search and display all the entries available.

Click Edit to edit the entry-settings.
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Click Delete to delete the entry.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.
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6.1.3 ARP Table

Use the following window to display and clear the ARP entries in a table
Choose L3 Features > ARP > ARP Table to display the following window.

ARP Search

© Interface VLAN (14004) [ | O tPAddess [ | Mask |
O Hardware Address O Type (Al v
Total Entries: 2
I O S B T A
vian1 17216.1.4 00-50-40-5C-28-AC Forever Clear
vian1 172.16.230.101 34-95-DB-2E-3E-88 240

) 0 e
Figure 6-3 ARP Table

In the section of Searching for ARP, you can configure the following
parameters.

Parameter Overview
Interface VLAN Choose and enter a VLAN ID of an interface. The range
is from 1 to 4,094.
IP Address Choose and enter an IP address to be displayed.
Mask Choose and enter a subnet-mask of an IP address.

Hardware Address Choose and enter a MAC address to be displayed.

Type Choose the Type option. The options available are All
and Dynamic.

Click Find to search and display the entries based on the search condition
specified.

Click Clear All to clear all the entries from a table.
Click Clear to delete entries specified.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.
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6.2 Gratuitous ARP

Use the following window to implement the settings on gratuitous ARP
and display its settings. Gratuitous ARP request packets are the ARP
request packets whose destination MAC address is a broadcast address;
an IP address of the source and destination for gratuitous ARP packets is
configured on an IP address of a transmission device. The device uses ARP
request packets to accurately check if the IP address has duplications with
other hosts. Alternatively, the device reconfigures or loads the ARP cache
entries of the host connected to an interface, in advance.

Choose L3 Features > Gratuitous ARP to display the following window.

Gratuitous ARP Global Settings
IP Gratuitous ARP State
Gratuitous ARP Trap State
|P Gratuitous ARP Dad-Reply State

() Enabled @ Disabled
(O Enabled @ Disabled

() Enabled @ Disabled

Gratuitous ARP Leaming State @ Enabled () Disabled
Gratuitous ARP Send Interval
Total Entries: 1
[ rceene et i e I
vian1 0 Edit
n [ 1 | Ga

Figure 6-4 Gratuitous ARP

In the section of Gratuitous ARP Global Settings, you can configure the

following parameters.

Dad-Reply State

Parameter Overview
IP Gratuitous ARP This parameter enables or disables to transmit
State gratuitous ARP request packets.
Gratuitous ARP This parameter enables or disables the trap state of a
Trap State gratuitous ARP function.
IP Gratuitous ARP This parameter enables or disables the IP gratuitous

ARP Dad-Reply state.

Gratuitous ARP
Learning State

This parameter enables or disables the gratuitous ARP
learning state. Normally, this system learns the ARP
entries, only, from the normal ARP-request packets,
which require a MAC address and an IP address of the
ARP entry from ARP request packets or a switch. Use
this option to enable or disable to learn the ARP entries
based on the gratuitous ARP packets received. A source
IP address transmits gratuitous ARP packets to become
the same with the IP address where packets are (on) the
queried state.

Click Apply to reflect the change.
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In the section of Gratuitous ARP Transmission Interval, you can
configure the following parameter.

Parameter Overview

Interval Time After you click Edit, enter the time for gratuitous ARP
transmission-interval (seconds).

Click Edit to edit the entry-settings.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.
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6.3 IPv6 Neighbor

Use the following window to implement the settings on IPv6 neighbor and
display its settings.

Choose L3 Features > IPv6 Neighbor to display the following window.

Pvo Neighbor

IPv6 Neighbor Seftings

Inferface VLAN (1-4094) | IPv6 Address 20131 MAG Address [11223344 0 FF | [ appy |
Interface VLAN (14094) [ | IPvB Address 2013:1
Total Entries: 0

Figure 6-5 IPv6 Neighbor

In the section of IPv6 Neighbor Settings, you can configure the
following parameters.

Parameter Overview
Interface VLAN Enter a VLAN interface ID.
IPv6 Address Enter an IPv6 address.
MAC Address Enter a MAC address.

Click Apply to add a new entry.

Click Find to search and display the entries based on the search condition
specified.

Click Clear to clear the information based on the condition specified.
Click Clear All to clear all the dynamic entires.
Click Delete to delete the entry specified.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.
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6.4.1 IPv4 Interface

Use the following window to implement the settings on IPv4 interface and
display its settings.

Choose L3 Features > Interface > IPv4 Interface to display the following
window.

1Pv4 Interface

Total Entries: 1

viant Enabled 172.16.1.4/256.265.0.0 Manual Up

Figure 6-6 IPv4 Interface

In the section of IPv4 Interface, you can configure the following

parameter.
Parameter Overview
Interface VLAN Enter an Interface VLAN ID. The range is from 1 to
4,094.

Click Apply to add the new entry.

Click Find to search and display the entries based on the search condition
specified.

Click Edit to edit the configuration of the entry specified.
Click Delete to delete the entry specified.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.
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Click Edit to display the following window.

1Pv4 Interface Settings ‘ DHCP Client

Interface vian1
Settings

sto
IP Settings

Get IP From Static v

1P Address I

Figure 6-7 IPv4 Interface (Edit and IPv4 Interface Settings)

In the section of Settings, you can configure the following parameters.

Parameter Overview
State This parameter enables or disables the global state of an
IPv4 interface.
IP MTU Enter the value of Maximum Transmission Unit (MTU).

The range is from 512 to 16,383 (bytes). By default, the
value is set to 1,500 (bytes).

IP Directed Broadcast | This parameter enables or disables the function of an IP
directed broadcast. Use this parameter to enable or
disable the conversion to a physical broadcast of the IP
directed broadcast, which is received on an interface
when the destination network is directly connected to a
switch.

Click Back to return to the previous window.

Click Apply to reflect the change.
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In the section of IP Settings, you can configure the following parameters.

Parameter Overview
Method of Obtaining | Choose a method of obtaining an IP address.
IP The options available are as follows.

 Static - Enter an IPv4 address configuration of this
interface in the entry field provided, manually.

* DHCP - This interface automatically obtains the IPv4
settings from DHCP servers existing in a local

network.
IP Address Enter an IPv4 address of this interface.
Mask Enter an IPv4 subnet mask of this interface.
Secondary If you set this option to on, use an IPv4 address and

mask secondary as the interface settings.

Click Apply to add a new entry.
Click Delete to delete the entry specified.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.

Click the DHCP Client tab to display the following window.

IPv4 Interface Settings ‘ DHCP Client |

Class 10 Stng 1 ex

Figure 6-8 IPv4 Interface (Edit and DHCP Clients)

In the section of DHCP Client, you can configure the following
parameters.

Parameter Overview
DHCP Client Enter an ID of a DHCP client. The range is from 1 to
Client ID 4,094. Use this parameter to specify the VLAN

interface, which uses the hex notation of the MAC
address as a client ID for sending discover messages.
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Parameter

Overview

Class ID Character
Strings

Enter the character strings of a class ID. The number of
character strings can be up to 32. If you choose the hex
notation, enter the character strings of the class ID as
the hex notation. The number of character strings can
be up to 64. Use this parameter to specify the vendor
class ID to use as the value of Option 60 of DHCP
discovery messages.

Host Name Enter a host-name. The number of character strings can
be up to 64. Use this parameter to specify the value of
the host-name option, which transmits with DHCP
discovery messages.

Lease Enter the lease period for a DHCP client. You can

choose that, if necessary. Enter the number of days for
the lease period in a text-box. The range is from 0 to
10,000 (days). If necessary, you can choose Time and
Minute.

Click Apply to reflect the change.
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6.4.2 IPv6 Interface

Use the following window to implement the settings on IPv6 interface and
display its settings.

Choose L3 Features > Interface > IPv6 Interface to display the following
window.

1Pv6 Interface

Total Enfries: 1

I O T U S A
m

vian1 Disabled

Figure 6-9 IPv6 Interface

In the section of IPv6 Interface, you can configure the following
parameter.

Parameter Overview

Interface VLAN Enter an VLAN interface ID to be associated with the
IPv6 entry.

Click Apply to add a new entry.

Click Find to search and display the entries based on the search condition
specified.

Click Show Detail to display details on the entry.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.

Click Show Detail to display the following window.

1PV6 Interface Settings Interface IPV6 Address Neighbor Discover DHCPVS Client
Interface vian
Static IPv6 Address Seffings
IPV6 Address ] [ EUI-64 [] Link Local Apply

Figure 6-10 IPv6 Interface (Show Detail and IPv6 Interface Settings)
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In the section of IPv6 Interface Settings, you can configure the following
parameters.

Parameter Overview
IPv6 MTU Enter the value of IPvé MTU. The range is from 1,280 to
65,534 (bytes). By default, the value is set to 1,500
(bytes). Use this parameter to configure MTU, which
can be advertised by a router advertise (RA) message.
IPv6 State This parameter enables or disables the global state for
IPv6 Interface.

Click Back to return to the previous window.
Click Apply to reflect the change.

In the section of the Static IPv6 Address Settings, you can configure the
following parameter.

Parameter Overview

IPv6 Address Enter an IPv6 address of this IPv6 Interface.

¢ If you choose Extended Unique Identifier 64-bit (EUI-
64), you can configure the IPv6 address on an
interface that uses EUI-64 Interface ID.

* If you choose Link Local, you can configure its link
local address of the IPv6 interface.

Click Apply to reflect the change.
Click the Interface IPv6 Address tab tao display the following window.

IPv6 Interface Settings

Interface IPV6 Address | Neighbor Discover DHCPv6 Client

Total Entries: 0

s Toe s s I

Figure 6-11 IPv6 Interface (Show Detail and Interface IPv6 Address)

Click Delete to delete the entry specified.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.
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Choose the Neighbor Discover tab to display the following window.

IPVG Interface Settings Interface IPv6 Address DHCPv6 Client

ND Sefting

NS Interval (0-4294967295) o |mimisecond

Figure 6-12 IPv6 Interface (Show Detail and Neighbor Discover)

In the section of ND Settings, you can configure the following
parameters.

Parameter Overview

Management Set the management configuration flag option to ON or
Configuration Flag OFF. If a neighbor host receives RA with the flag, which
is set to on, the host needs to obtain an IPv6 address
with the stateful configuration protocol.

Other Config Flag Set Other Config flag-option to ON or OFF. If you set
other configuration flags to on, use the stateful
configuration protocol to command the host connected
to obtain the auto-configuration information except an
IPv6 address.

RA Minimum-Interval |Enter the minimum value of the RA interval-time. The
range is from 3 to 1,350 (seconds). The value must be
smaller than the value, equivalent to 75% of the
maximum value.

RA Maximum- Enter the maximum value of the RA interval-time whose
Interval range is from 4 to 1,800 (seconds).
RA Lifetime Enter the value of an RA lifetime. The range is from 0 to

9,000 (seconds). The lifetime value of RA conveys the
value, which regards a router as a default router on the
host where RA is received.

RA Control This parameter enables or disables the function of the
RA control.
Reachable Time Enter the reachable time. The range is from 0 to

3,600,000 (milli-seconds). If the time specified is 0, a
router spends 1,200 (seconds) on an interface to
advertise 1,200 (unspecified) for RA messages. The
reachable time is used to determine the possibility of
reaching a neighbor node due to an IPv6 node.

NS Interval Enter the value of the Neighbor Solicitation (NS)
interval. The range is from 0 to 3,600,000 milli-seconds
(the factor of 1,000). If the time specified is 0, a router
spends for one second.

Hop Limit Enter the value of the hop limit. The range is from 0 to
255. IPv6 packets created by a system uses the value as
the initial hop limit.
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Click Apply to add a new entry.
Click Edit to edit the configuration of the entry specified.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.

Choose the DHCPv6 Client tab to display the following window.

1PVG Interface Settings Interface IPVG Address Neighbor Discover DHCPV6 Client
DHCPV5 Client Restart
DHCPVS Client Settings
Client State Disabled ~ [ Rapid Commit

Figure 6-13 IPv6 Interface (Show Detail, DHCPv6 Client)

Click Restart to restart the function of DHCPv6 Client.

In the section of DHCPv6 Client Settings, you can configure the
following parameter.

Parameter Overview

Client State This parameter enables or disables DHCPv6 client
services. If you choose Rapid Commit, exchanging two
messages for address delegation continues. The high-
speed commit option is included in solicit messages, and
two-message handshake is required.

In the section of DHCPv6 Client PD Settings, you can configure the
following parameters.

Parameter Overview

Client PD State This parameter enables or disables the DHCPv6 client
process that requires PD (Prefix Delegation) through the
interface specified. If you choose the Rapid Commit
option, exchanging two messages for the prefix
delegation continues. The rapid commit option is
included in solicit message, and two-messages
handshake is required.

General Prefix Name |Enter the name of IPv6 general-prefix. The number of
characters for the name can be up to 12.

IPv6 DHCP Enter an IPv6 prefix to transmit it as a hint with
Client PD Hint messages.
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Click Apply to reflect the change.
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Use the following window to implement the settings on an IPv4 default
route and display its settings.

Choose L3 Features > IPv4 Default Route to display the following
window.

IPv4 Default Route

Default Route

Total Entries: 0

Figure 6-14 IPv4 Default Route

In these section of IPv4 Default Route, you can configure the following
parameter.

Parameter Overview
Gateway Enter a gateway address of this route.

Click Apply to add a new entry.
Click Delete to delete the entry specified.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.
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6.6 IPv6 Default Route

Use the following window to implement the settings on an IPv6 default
route and display its settings.

Choose L3 Features > IPv6 Default Route to display the following
window.

IPv6 Default Route

Default Route

intrtacaamo
Next Hop IPv6 Address 3IFE1:
Total Entries: 0
11 s e Long T B T S

Figure 6-15 IPv6 Default Route

In the section of IPv6 Default Route, you can configure the following

parameters.
Parameter Overview

IPv6 Address/ Enter an IPv6 address and prefix-length for this route. If

Prefix Length you set Default Route to on, use this route for a
default route.

Interface Name Enter an interface name to be associated with this
route.

Next Hop IPv6 Enter an IPv6 address of the next hop.

Address

Distance Enter the distance for the static route management. The
range is from 1 to 254. The lower the value, the better
route will be. If not specified, the distance becomes 1
for managing a static-route (by default).

Click Apply to add a new entry.
Click Delete to delete the entry specified.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.
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IPv6 General Prefix

Use the following window to implement the settings on the IPv6 general
prefix and display its settings.

Choose L3 Features > IPv6 General Prefix to display the following
window.

IPv6 General Prefix

Interface VLAN (1-4094) (I

Pro tame

1PV6 Address 2233:1/64
Pre Name
Total Entries: 0

e e I

Figure 6-16 IPv6 General Prefix

In the section of the IPv6 General Prefix, you can configure the following
parameters.

Parameter Overview

Interface VLAN Enter a VLAN interface ID to use. The range is from 1 to
4,094,

Prefix Name Enter the name of an IPv6 general prefix-entry. The
number of characters for the name can be up to 12.

IPv6 Address Enter an IPv6 address and a prefix-length. The prefix-
length of the IPv6 address can also be the local subnet
of a VLAN interface.

Click Apply to add a new entry.

Click Find to search and display the entries based on the search condition
specified.

Click See All to search and display all the entries available.
Click Delete to delete the entry specified.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.
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QoS (Quality of Service)

7.1 Basic Settings

7.1.1 Port Default CoS

Use the following window to implement the settings on the default class
of service (CoS) per port-interface and display its settings.

Choose QoS > Basic Settings > Port Default CoS to display the following
window.

Port Default CoS

From Port To Port Default CoS
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Fiti0r2
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Figure 7-1 Port Default CoS

In the section of the Port Default CoS, you can configure the following

parameter.
Parameter Overview
From Port/ To Port Choose the port you use.
Default CoS Choose the default CoS option of the port to be

specified. The range of values to choose is from 0 to 7.

* |f you choose Override, the CoS of packets is
ignored. The default CoS is applied to all the
incoming packets (tagged/untagged), which are
received by ports.

* If you select None and packets are tagged, Cos of
the packets becomes the Cos of packets, or if
packets are not tagged, the default Cos of a ports
becomes the CoS of the packets.

Click Apply to check the content changed.
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7.1.2 Port Scheduler Method

Use the following window to implement the settings on the method for a
scheduler function and display its settings.

Choose QoS > Basic Settings > Port Scheduler Method to display the
following window.

POl cheduler Method

Port Scheduler Method

From Port To Port Scheduler Method

[Fitro ~| [Fition v [ Weighted Round Robin v
I T E—
Fi1/0/1 WRR
Fi1/0/2 WRR
Fi1/0/3 WRR
Fitlo/4 WRR

Te1/0/5 WRR
Te1/0/6 WRR

Figure 7-2 Port Scheduler Method

In the section of the Port Scheduler Method, you can configure the
following parameters.

Parameter Overview

From Port/ To Port Choose the port you use.
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Parameter

Overview

Scheduler Method

Choose the scheduler method, which is applied to the

port specified. The options available are as follows.

* Strict-Priority (SP) - This uses the strict-priority
scheduling on all the queues. This is a strict-priority
access that executes queues; the range is from the
highest CoS queue to the lowest queue.

* Round Robin (RR) - All the queues use and need a
round robin scheduling. This is the fair access, which
allows you to move to the next queue after providing
one packet with services on each queue.

* Weighted Round Robin (WRR) - This operates by
transmitting permitted packets to the transmission
gueue in a sequential order of the round robin. At
the beginning, each queue sets the weight to a
configurable weighting. Every time packets coming
from CoS queues with a higher priority are
transmitted, the corresponding weights is subtracted
by one. Then, the packets in the lower CoS queues
receive services. If the weight of CoS queues reaches
zero (0), the queue services stop until the queue is
replenished. If the weight of all the CoS queues
reaches 0, it becomes replenished at the time. This is
the default option.

* Weight Deficit Round Robin (WDRR) - Service are
provided to the unprocessed credit, which is
accumulated on the transmission-queue, in a
sequential order of the round robin. At the
beginning, each queue sets a credit counter to the
value of configurable quantum.

» Every time packets are transmitted from the CoS
queue, the service right is provided to the next lower
CoS queue.

e |f the value of a credit counter is less than 0, queue
services stop before the credit is replenished. If the
credit counter of all the CoS queues reaches 0, then
it is replenished. The credit counter becomes 0 or
minus, and then services are provided to all the
packets before transmitting the last packet
completely. If this occurs, the credit is replenished.

» After that, the credit quantum is added to a credit
counter of each CoS queue. The quantum of each
CoS queue may differ depending on a user
configuration. To set the specific CoS queue to the
SP mode, all the CoS queues whose priorities are
higher than it must be the strict-priority mode.

Click Apply to check the content changed.
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7.1.3  Queue Settings

Use the following window to implement the settings on a QoS queue and
display the settinags.

Choose QoS > Basic Settings > Queue Settings to display the following
window.

Neight (0-127) WORR Quantum (0-127)
—— [ sy

Fitiv1

Figure 7-3 Queue Settings

In the section of Queue Settings, you can configure the following
parameters.

Parameter Overview

From Port/ To Port Choose the port you use.

Queue ID Enter the value of queue ID. The range is from 0 to 7.

WRR Weight Enter the value of WRR weight. The range is from 0 to
127. To satisfy the operating requirements of Expedited
Forwarding (EF), always choose the highest queue with
Per-hop Behavior (PHB) EF. In addition, you need to
designate the schedule mode of this queue as a strict
priority scheduling. As long as a differentiate service is
available to get supports, the weight of last queue must
be 0.

WDRR Quantum Enter the value of WDRR quantum. The range is from O
to 127.

Click Apply to check the content changed.
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7.1.4  CoS to Queue Mapping
Use the following window to implement the settings on CoS

(transmission) to queue mapping and display its settings.

Choose QoS > Basic Settings > CoS to Queue Mapping to display the
following window.

=
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Figure 7-4 CoS to Queue Mapping
You can configure the following parameter.
Parameter Overview
Queue ID Choose a Queue ID to map the corresponding CoS-
value. The range of the values is from 0 to 7.

Click Apply to check the content changed.

209



7 QoS (Quality of Service)
7.1.5 Port Rate Limiting

7.1.5

Port Rate Limiting

Use the following window to implement the settings on limiting port band
frequency and display its settings.

Choose QoS > Basic Settings > Port Rate Limiting to display the
following window.

Port Rate Limiting

From Port

To Port Direction

Fi1/on
Fil/0r2
Fil/0r3
Fi1/0/4
Tel/0i5
Tel/0/6

In the section of Port Rate Limiting, you can configure the following

Rate Limit

[Fitort ~] [Fi10r ~| [Input_~] @ Bandwidth (54-10000000) [ Jkeps  BurstSize (0-128000) [ koye
O Percent (1-100) [ = Burst Size (0-128000) [ xope
O one

== N ==

No Limit
No Limit
No Limit
No Limit
No Limit
No Limit

No Limit
No Limit
Na Limit
No Limit
No Limit
Na Limit

Figure 7-5 Port Rate Limiting

No Limit
No Limit
No Limit
No Limit
No Limit
No Limit

No Limit
No Limit
No Limit
No Limit
No Limit
No Limit

parameters.
Parameter Overview
From Port/ To Port Choose the port you use.
Direction Choose a direction option. The options available are as

follows.

* Input - This configures to limit the bandwidth

regarding the entry packets.
¢ OQutput - This configures to limit the bandwidth

regarding exit packets.

210



7 QoS (Quality of Service)
7.1.5 Port Rate Limiting

Parameter

Overview

Limiting a Band
Frequency

Choose and enter the value of limiting a bandwidth.

If you choose Bandwidth, enter the input/output
bandwidth to use in the entry field displayed.

The range is from 8 to 40,000,000 (Kbps). Enter the
Burst-size value in the entry field displayed. The
range is from 0 to 128,000 (kilo-bytes).

If you select Percent, enter the input/output
bandwidth using the unit as a percentage. The range
is from 1 to 100 (percent). Enter the Burst-size value
in the entry field displayed. The range is from 0 to
128,000 (kilo-bytes).

If you select None, limiting a band frequency on the
specified port is removed. The specified limitation
cannot exceed the maximum speed of the interface
specified. In the case of the ingress bandwidth
limitation, the ingress sends pause frames or flow
control frames when the received traffics exceed the
limitation.

Click Apply to check the content changed.
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7.1.6  Queue Rate Limiting
Use the following window to implement the settings on limiting queue

bandwidth and display its settings.

Choose QoS > Basic Settings > Queue Rate Limiting to display the
following window.

Queue Rate Limiting
Queue Rate Limiting

From Port To Port Queue D Rate Limit

Fil/o/ v Fi1ll0/1 ~ @® Min Bandwidth (64-10000000) [ JKbps  MaxBandwidth (4-10000000) [ JKeps
O Min Percent (1-100) = Max Percent (1-100) =
O one

H

Max Max
Rate Rate Rate Rate Rate Rate Rate Rate

F|1IIJI1 Na Li Nn Li. Na Li Nn Li Na Li. Nn Li Nn Li. Nn Li Nn Li. Nn Li. Nn Li. Nn Li Nn Li Nn Li Nn Li. Nn Li
F|1IDI3 Nu Li Nn Li. Nu Li Na Li Na Li. Nu Li Nn Li. Nn Li Nn Li. Nu Li Nn Li Nn Li Nu Li Nu Li. Nn Li Nn Li

Te1/0/5 Noli. NolLi Noli_. NolLi Noli. Noli. NolLi. No Li Noli_. NoLi. NolLi Noli. NolLi. NoLi. NolLi NoLi.

Figure 7-6 Queue Rate Limiting
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In the section of Limiting Queue Bandwidth, you can configure the
following parameters.

Parameter Overview

From Port/ To Port Choose the port you use.

Queue ID Choose a queue ID to be configured. The range of
values to choose is from 0 to 7.

Rate Limit (or Choose and enter the configuration of limiting queue

Bandwidth band. If you choose Minimum Bandwidth, enter it in

Limitation) the entry field where the minimum bandwidth for

bandwidth-limitation is displayed.

* Therange is from 8 to 40,000,000 (Kbps).

¢ Enter the number in the entry field where the
maximum bandwidth for bandwidth limitation is
displayed. The range is from 8 to 40,000,000 (Kbps).
If you configure the minimum bandwidth, packets
transmitted from the queue are guaranteed (or
assured). If you configure the maximum bandwidth,
packets transmitted from the queues do not exceed
the maximum bandwidth. If you configure the
minimum bandwidth, the aggregation of the
minimum bandwidth to be configured must be less
than 75% of the interface bandwidth. Doing so
ensures the minimum bandwidth (to be configured).
You do not need to configure the minimally
guaranteed bandwidth for the strict priority queue.
The reason is this; if the minimum bandwidth of all
the queues is satisfied, services are provided with this
queue traffic first. The configuration of this
command is attached to the physical port only, but is
not attached to a port channel. This is the minimally
guaranteed bandwidth of one CoS, so it cannot be
used across the whole physical port(s).

* |f you choose the Minimum Percent option, enter
the percent-value of the minimum bandwidth in the
entry field provided. The range is from 1 to 100%.
Enter the value of the Maximum Percent in the
entry field provided.

¢ |f you choose None, the bandwidth limitation is not
assigned to the port specified.

Click Apply to check the content changed.
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7.2

Advanced Settings

7.2.1 DSCP Mutation Map

Use the following window to implement the settings on DSCP
(Differentiated Services Code Point) mutation map and display its settings.

Choose QoS > Advanced Settings > DSCP Mutation Map to display the

following window.

DSCP Mutation Map

Mutation Name

Input DSCP List (0-63) Output DSCP (0-63)

—
Total Entries: 0

T T T T e
[ e owwes o] [a s s e T[]

Figure 7-7 DSCP Mutation Map

In the section of a DSCP Mutation Map, you can configure the following

parameters.

Parameter

Overview

Mutation Name

Enter the name of the DSCP mutation map. The number
of characters for the name can be up to 32.

Input DSCP List

Enter the value of input DSCP list. The range is from 0 to
63.

Output DSCP List

Enter the value of output DSCP. The range is from 0 to
63.

Click Apply to add a new entry.

Click Delete to delete the entry specified.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.
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7.2.2  Port Trust State and Mutation Binding

Use the following window to implement the settings on Port Trust State
and Mutation Binding and display its settings.

Choose QoS > Advanced Settings > Port Trust State and Port Trust
State Mutation Binding to display the following window.

POl rus ate and v ation Binding

Port Trust State and Mutation Binding
From Port To Port Trust State DSCP Mutation Map
ot ] ot v [os ] S Crrr—
T 03P Mt Hap

Fi1/0/1 Trust CoS
Fi1/0/2 Trust CoS
Fi1/0/3 Trust CoS
Fi1/0/4 Trust CoS
Te1/0/5 Trust CoS
Te1/0/6 Trust CoS

Figure 7-8 Port Trust State and Mutation Binding

In the section of Port Trust State and Mutation Binding, you can
configure the following parameters.

Parameter Overview

From Port/ To Port Choose the port you use.

Trust State Choose the port trust state. The options available are
CoS and DSCP. The options available are CoS and
DSCP.

DSCP Conversion Choose and enter the name of a DSCP conversion map

Map to use. The number of characters for the name can be

up to 32. If you choose None, a DSCP conversion map
is not assigned to a port.

Click Apply to check the content changed.
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7.2.3 DSCP CoS Mapping

Use the following window to implement the settings on a DSCP CoS
mapping and display its settings.

Choose QoS > Advanced Settings > DSCP CoS Mapping to display the
following window.

Cas DSCP List (0:63)

lllll

£

£

rrrrr

Figure 7-9 DSCP CoS Mapping

In the section of the DSCP CoS Mapping, you can configure the
following parameters.

Parameter Overview

From Port/ To Port Choose the port you use.

CoS Enter the CoS value for mapping the DSCP list. The
range of the value to choose is from 0 to 7.
DSCP List Enter the DSCP list value to map the CoS value. The

range is from 0 to 63.

Click Apply to check the content changed.
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7.2.4

CoS Color Mapping

Use the following window to implement the settings on a CoS color
mapping and display its settings.

Choose QoS > Advanced Settings > CoS Color Mapping to display the
following window.

Cos Color Mapping

—

o7

-
G v

#

Green
rrrrrr el

HUBHHEHHE

Figure 7-10 CoS Color Mapping

In the section of CoS Color Mapping, you can configure the following

parameters.
Parameter Overview
From Port/ To Port Choose the port you use.
CosS List Enter the CoS value to map colors. The range is from 0
to 7.
Color Choose the color option to map the CoS value. The

options available are Green, Yellow and Red.

Click Apply to check the content changed.
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7.2.5 DSCP Color Mapping

Use the following window to implement the settings on DSCP color
mapping and display its settings.

Choose QoS > Advanced Settings > DSCP Color Mapping to display the
following window.

Green
Yellow
Red
Green
Yellow
Red
Green
ellowr
Red
Green o
Yellow
Red
Green
ellowr
Red
Green
Yellow
Red

Figure 7-11 DSCP Color Mapping

In the section of the DSCP Color Mapping, you can configure the
following parameters.

Parameter Overview
From Port/ To Port Choose the port you use.
DSCP List Enter the value of DSCP list to map colors. The range is
from 0 to 63.
Color Choose the color option to map the DSCP value. The
options available are Green, Yellow and Red.

Click Apply to check the content changed.
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7.2.6  Class Map

Use the following window to configure a class map and display its
settings.

Choose QoS > Advanced Settings > Class Map to display the following
window.

Class Map Name 32 chars Muliple Match Criteria Match Any ~
Total Entries: 1
s i e e ot rr I

class-default Match Any Maich Delete

i) [ e
Figure 7-12 Class Map

You can configure the following parameters.

Parameter Overview
Class Map Name Enter the name of a class map. The number of
characters for the name can be up to 32.
Multiple Match Choose Multiple Match Criteria from options. The
Criteria options available are Match All and Match Any.

Click Apply to add a new entry.
Click Match to configure the match rule of the entry specified.
Click Delete to delete the entry specified.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.

Click Match to display the following window.

Class Map Name class-map1

[ IPv4 only
C
O VID List (1-4004)

Figure 7-13 Class Map (Match)
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You can configure the following parameters.

Parameter Overview

None If you choose this option, nothing is matched with this
class map.

Specify If you choose this option, one of the following
parameters is matched with this class map.

ACL Name Choose and enter the name of the access list to be
matched with this class map. The number of characters
for the name can be up to 32.

CosS List Choose and enter the value of CoS list to be matched
with this class map. The range is from 0 to 7.

DSCP List Choose and enter the value of DSCP list to be matched

with this class map. The range is from 0 to 63. If you set
IPv4 to on, only IPv4 packets are matched. If not
specified, the reconciliation (or cross-check) targets for
both IPv4 and IPv6 packets.

Precedence List

Choose and enter the value of a precedence list that
matches with this class map. The range is from 0 to 7.
If you set the IPv4 option to on, IPv4 packets are
matched, only. If not specified, the reconciliation
targets for both IPv4 and IPv6 packets. In the case of
IPv6 packets, the top three-bits of traffic class for the
IPv6 header can be the precedence. The range is from 0
to7.

Protocol Name

Choose a protocol name to match it with this class map.
The options available are ARP, BGP, DHCP, DNS, EGP,
FTP, IPv4, IPv6, NetBIOS, NFS, NTP, OSPF, PPPOE,
RIP, RTSP, SSH, Telnet and TFTP.

VID List

Choose and enter a VLAN ID to match it with the class
map. You can enter its consecutive VLAN IDs by
delimiting with a comma or enter the range of the
VLAN IDs by delimiting with a hyphen. The range is
from 1 to 4,094.

Click Apply to check the content changed.

Click Back to return to the previous window.
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7.2.7  Aggregate Policer

Use the following window to implement the settings on the aggregate
policer and display its settings.

Choose QoS > Advanced Settings > Aggregate Policer to display the
following window.

Aggregate Policer

Single Rate Settings Two Rate Settings
P e e — g e —
(0-10000000)
(0-16384) (0-16384)
Cantom Acion [ Excend Acken (T ] -
Violate Action | Color Aware Disabled v

Apply

Total Entries: 0

m Average Rate Normal Burst Size Max. Burst Size Conform Action Exceed Action Violate Action I

Figure 7-14 Aggregate Policer (Single Rate Settings)

In the section of the Single Rate Settings, you can configure the
following parameters.

Parameter Overview

Aggregate Policer Enter the name of the aggregate policer.

Name

Average Rate Enter the value of the average rate. The range is from 0
to 10,000,000 (Kbps).

Normal Burst Size Enter the value of a normal burst size. The range is from
0 to 16,384 (Kbyte).

Maximum Burst Size |Enter the value of the maximum burst size. The range is
from 0 to 16,384 (Kbyte).
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Parameter Overview

Confirm Action Choose a confirm action. The action specifies the action

to execute for green colored packets. If the action is not

specified, the default action is to Transmit. The options
available are as follows.

* Drop - This option allows you to drop the packets.

* Set-DSCP-Transmit - This option allows you to
configure and transmit the value of new DSCP to
packets. Enter the DSCP value in the entry field
displayed.

¢ Set-1P-Transmit - This option allows you to
configure and transmit the value of new IEEE 802.1p
to packets. Enter the IEEE 802.1p value in the entry
field displayed.

¢ Transmission - If you choose this option, packets
are transmitted without switching them.

¢ DSCP-1P Configuration - This option allows you to
configure and transmit the value of new DSCP and
IEEE 802.1p to packets. Enter the values in the entry
field displayed.

Exceed Action Choose the exceed action. The action specifies the
action needed on the packets, which exceed the
bandwidth-limitation. Regarding a two-rate policer, if
the exceed action is not specified, the default action is
Drop. The options available are as follows.

* Drop - This option allows you to drop packets.

¢ Set-DSCP-Transmit - This option allows you to
configure and transmit the value of new DSCP to
packets. Enter the value in the entry field displayed.

* Set-1P-Transmit - This option allows you to
configure and transmit the value of IEEE 802.1p to
packets. Enter the value in the entry field displayed.

* Transmission - This option allows you to transmit
packets without switching them.

* DSCP-1P Configuration - This option allows you to
configure and transmit the value of new DSCP and
IEEE 802.1p to packets. Enter the values in the entry
field displayed.
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Parameter

Overview

Violate Action

Choose the violate-action. The action specifies the
action to be taken on the packets, which violate the
normal and maximum burst sizes for singe-rate policing.
Specify the action you take on the packets which
conform to neither CIR nor PIR.

* Regarding a single-rate policer, if the violate action is
not specified, a single-rate two-color policer is created.
¢ Regarding a two-rate policer, if the violation action is
not specified, the default action becomes the exceed
action.

The options available are as follows.

* Nothing - No action is taken.

» Drop - This option allows you to drop the packets.

¢ Set-DSCP-Transmit - This option allows you to
configure and transmit the value of new DSCP to
packets. Enter the DSCP value in the entry field
displayed.

* Set-1P-Transmit - This option allows you to
configure and transmit the value of new IEEE 802.1p
to packets. Enter the IEEE 802.1p value in the entry
field displayed.

¢ Transmission - This option allows you to transmit
packets without switching them.

¢ DSCP-1P Configuration - This option allows you to
configure and transmit the values of new DSCP and
IEEE 802.1p to packets. Enter the values in the entry
field displayed.

Color Aware

This parameter enables or disables the function of the

color aware.

 |f the color aware is Enabled, the policer operates as
the color aware mode.

* If the color aware is Disabled, the policer operates
as the color blind mode.

Click Apply to add a new entry.

Click Delete to delete the entry specified.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.

Click the 2 Rate Settings tab to display the following window.

223



7 QoS (Quality of Service)
7.2.7 Aggregate Policer

Aggregate Policer

Single Rate Settings Two Rate Settings

CIR " (0-10000000) [ wees Confirm Burst (0-16384) T keve

PIR * (0-10000000) [ lkbps Peak Burst (0-16384) [ keve

S —— i - —— ET— | -
pe— T —— -

Total Entries: 0

Apply

[ Name | CIR | ConfimBurst | PIR |  Peak Burst Conform Action Exceed Action Violate Action | Color Aware ||

Figure 7-15 Aggregate Policer (2 Rate Settings)

In the section of 2 Rate Settings, you can configure the following

parameters.

Parameter

Overview

Name of Aggregate
Policer

Enter the name of an aggregate policer.

CIR

Enter the value of CIR (Committed Information Rate).
The range is from 0 to 10,000,000 (Kbps). The certified
packet rate is the first token bucket for the two-rate
metering.

Burst Confirmation

Enter the value of a burst confirmation. The range is
from 0 to 16,384 (Kbyte). The value of the confirmation
specifies the burst size for the first token bucket in kbps.

PIR Enter the value of PIR (Peak Information Rate). The
range is from 0 to 10,000,000 (Kbps). The rate is the
second token bucket for the 2 rate metering.

Peak Burst Enter the value of the peak burst. The range is from 0 to

16,384 (Kbyte). This is the burst size of the second
token bucket (kilo-bytes).
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Parameter

Overview

Confirm Action

Choose the confirm action. The action specifies the
action to be taken for green colored packets. If the
action is not specified, the default action is Transmit.

The options available are as follows.

Drop - This option allows you to drop the packets.
Set-DSCP-Transmit - This option allows you to
configure and transmit the value of new DSCP to
packets. Enter the value in the entry field displayed.
Set-1P-Transmit - This option allows you to
configure and transmit the value of new IEEE 802.1p
to packets. Enter the IEEE 802.1p value in the space
provided.

Transmission - This option allows you to transmit
packets without switching them.

DSCP-1P Configuration - This option allows you to
configure and transmit the value of new DSCP and
I[EEE 802.1p to packets.Enter the values of DSCP and
I[EEE 802.1p in the space provided.

Exceed Action

Choose the exceed action. The exceed action specifies
an action to be taken on the packets, which exceed the
rate limit. For a two-rate policer, if the exceed action is
not specified, the default action is Drop.

The options available are as follows.

Drop - This option allows you to drop the packets.
Set-DSCP-Transmit - This option allows you to
configure and transmit the value of new DSCP to
packets. Enter the value in the entry field displayed.
Set-1P-Transmit - This option allows you to
configure and transmit the value of new IEEE 802.1p
to packets. Enter the value in the entry field
displayed.

Transmission - This option allows you to transmit
packets without switching them.

DSCP-1P Configuration - This option allows you to
configure and transmit the valufe of new DSCP and
I[EEE 802.1p to packets.

Enter the values of DSCP and IEEE 802.1p in the
entry field provided.
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Parameter

Overview

Violate Action

Choose the violate action. The action specifies the
action you take on the packets, which violate the
normal and maximum burst size for a singe rate
policing. It specifies the action you take on the packets,
which conform to neither CIR nor PIR.

* Regarding a single rate policer, if the violate action is

not specified, a single-rate two-color policer is created.

» Regarding a two-rate policer, if the violation action is
not specified, the default action becomes the exceed
action.

The options available are as follows.

* Drop- This option allows you to drop the packets.

* Set-DSCP-Transmit - This option allows you to
configure and transmit the value of new DSCP to
packets. Enter the DSCP value in the entry field
displayed.

* Set-1P-Transmit - This option allows you to
configure and transmit the value of new IEEE 802.1p
to packets. Enter the IEEE 802.1p value in the entry
field displayed.

¢ Transmission - This option allows you to transmit
packets without switching them.

* DSCP-1P Configuration - This option allows you to
configure the values of DSCP and IEEE 802.1p in
packets to transmit them.

¢ Enter the values of DSCP and IEEE 802.1p in the
entry field displayed.

Color Aware

This parameter enables or disables the function of the

color aware.

* |f the color aware is Enabled, a policer operates with
the color aware mode.

* If the color aware is Disabled, the policer operates
with the color blind mode.

Click Apply to add a new entry.

Click Delete to delete the entry specified.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.
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7.2.8  Policy Map

Use the following window to implement the settings on a policy map and
display its settings.

Choose QoS > Advanced Settings > Policy Map to display the following
window.

Create/Delete Policy Map

Policy Map Name 32 chars
Traffic Policy
Policy Map Name 32 chars Class Map Name
Total Entries: 0
Class Rules

Cie o ane ——

Figure 7-16 Policy Map

In the section of Create/Delete Policy Map, you can configure the
following parameter.

Parameter Overview

Name of a Policy Map | Enter the name of a policy map to create or delete. The
number of characters for the name can be up to 32.

Click Apply to add a new entry.
Click Delete to delete the entry specified.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.

In the section of Traffic Policy, you can configure the following
parameters.

Parameter Overview

Name of a Policy Map | Enter the name of a policy map. The number of
characters for the name can be up to 32.

Name of a Class Map | Enter the name of a class map. The number of
characters for the name can be up to 32.

Click Apply to add a new entry.
Click Set Action to configure the action of the entries specified.

Click Policer to configure the police action for the entry specified.
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Click Delete to delete the entry specified.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.

Click Set Action to display the following window.

B ———

Policy Map Name Policy_Map
Class Map Name ClassMap1

Set Action
O None
® Specify

® New Precedence (0-7) [ 1Pv4 only
O New DSCP (0-63) [ 1Pve only

() New CoS (0-7) None v
O New CoS Queue (0-7) None ™

_Ba:k __Apu\v

Figure 7-17 Policy Map (Action Settings)

In the section of Set Action, you can configure the following parameters.

Parameter Overview
None If you choose this option, no action is taken.
Specify If you choose this option, an action needs to be taken

based on a configuration.

New Precedence Choose the value of the new precedence for packets.
The range is from 0 to 7. If you choose the IPv4 Only
option, the IPv4 precedence is marked. If you do not
choose it, the precedence for both IPv4 and IPv6 is
marked. In the case of IPv6 packets, the top (three-bits)
traffic class for the IPv6 header can be the precedence.

New DSCP Choose the value of new DSCP for packets. The range is
from 0 to 63. If you choose IPv4 Only, the IPv4 DSCP is
marked. If you do not choose it, DSCP for both IPv4 and
IPv6 is marked.

New CoS Choose the value of new CoS for packets. The range is
from0to 7.
New CoS Queue Choose the value of a new CoS queue for packets.

Doing so overwrites the original CoS queue selection. If
the policy map is applied to the exit-flow of an interface,
the settings on the CoS queue does not become
enabled.
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Click Apply to check the content changed.

Click Back to return to the previous window.

Click Policer and then specify Police as a police action to display the

following window.

Policy Map Name:
Class Map Name
Police Action
O None
@ specify
Average Rate - (0-1000000)
Normal Burst Size (0-16384)
Maximum Burst Size (0-16384)
Conform Action
Exceed Action
Violate Action

Calor Aware

Policy_Map
ClassMap1

Cr—— -
o
(TT— -

Figure 7-18 Policy Map (Policer and Police)

In the section of Police Action, you can configure the following

parameters.
Parameter Overview
None If you choose this option, a policer is not configured on
this entry.
Specify If you choose this option, the following policer

configuration is applied on this entry.

Average Rate

Enter a value of the average rate. The range is from 0 to
10,000,000 (Kbps).

Normal Burst Size

Enter the value of a normal burst size. The range is from
0 to 16,384 (Kbps).

Maximum Burst Size

Enter the value of the maximum burst size. The range is
from 0 to 16,384 (Kbps).
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Parameter

Overview

Conform Traffic
Action

Choose the conform-traffic action to be taken. Perform

the action on green colored packets. The options

available are as follows.

¢ Drop - This option allows you to drop the packets.

¢ Set-DSCP-Transmit - This option allows you to
configure and transmit the value of new DSCP to
packets. Enter the DSCP value in the entry field
displayed.

¢ Set-1P-Transmit - This option allows you to
configure and transmit the value of new IEEE 802.1p
to packets. Enter the IEEE 802.1p value in the entry
field displayed.

* Transmission - This option allows you to transmit
packets without changing them.

¢ DSCP-1P Configuration - This option allows you to
configure and transmit the values of a new DSCP
and IEEE 802.1p to packets. Enter the values in the
entry field displayed.

Exceed Action

Choose the exceed-action to be taken. This action is
taken on the yellow colored packets, which exceed the
bandwidth limitation. The options available are as
follows.

* Drop - This option allows you to drop the packets.

» Set-DSCP-Transmit - This option allows you to
configure and transmit the value of new DSCP to
packets. Enter the DSCP value in the entry field
displayed.

* Set-1P-Transmit - This option allows you to
configure and transmit the value of new IEEE 802.1p
to packets. Enter the IEEE 802.1p value in the entry
field displayed.

¢ Transmission - This option allows you to transmit
packets without changing them.

¢ DSCP-1P Configuration - This option allows you to
configure and transmit the values of a new DSCP
and IEEE 802.1p to packets. Enter the values in the
entry field displayed.
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Parameter

Overview

Violate Action

Choose the violate action to perform it. This action is
performed on red colored packets. The options
available are as follows.

* None - No violate action is taken.

¢ Drop - This option allows you to drop the packets.

¢ Set-DSCP-Transmit - This option allows you to
configure and transmit the value of new DSCP to
packets.Enter the DSCP value in the entry field
displayed.

* Set-1P-Transmit - This option allows you to
configure and transmit the value of new IEEE 802.1p
to packets. Enter the IEEE 802.1p value in the entry
field displayed.

* Transmission - This option allows you to transmit
packets without changing them.

¢ DSCP-1P Configuration - This option allows you to
configure and transmit the values of a new DSCP
and IEEE 802.1p to packets. Enter the values in the
entry field displayed.

Color Aware

This parameter enables or disables the function of the

color aware.

* If enabled, the policer operates as the color aware
mode.

* |If disabled, the policer operates as the color blind
mode.

Click Apply to check the content changed.

Click Back to return to the previous window.

Click the Policer button, and then specify the Police CIR as a police action
to display the following window.

Policy Map Name
Class Map Name
Police Action
(O None
® Specify
CIR " (0-1000000)
Confirm Burst (0-16384)
PIR * (0-1000000)
Peak Burst (0-16384)
Conform Action
Exceed Action
Violate Action

Color Aware

Policy_Map
ClassMap1

Police CIR v

T— -
Cr—
Cr— - -

Figure 7-19 Policy Map (Policer, Police CIR)
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In the section of Police Action, you can configure the following

parameters.
Parameter Overview
None If you choose this option, a policer is not configured in
this entry.
Specify If you choose this option, the following policer
configuration is applied in this entry.
CIR Enter the value of CIR (Committed Information Rate).

This is the first token bucket for two-rate metering.
The range is from 0 to 10,000,000 (Kbps).

Confirm Burst

Enter the value of a burst confirmation. This is the size
of the first token bucket. The range is from 0 to 16,384
(kilo-bytes).

PIR Enter the value of PIR (Peak Information Rate). This is
the second token bucket for two-rate metering.
The range is from 0 to 10,000,000.

Peak Burst Enter the value of the peak burst. This is the size of the

second token bucket. The range is from 0 to 16,384
(kilo-bytes).

Conform Traffic
Action

Choose the conform traffic action to execute. This
action is performed on green colored packets. The
options available are as follows.

¢ Drop - This option allows you to drop the packets.

* Set-DSCP-Transmit - This option allows you to
configure and transmit the value of new DSCP to
packets. Enter the DSCP value in the entry field
displayed.

* Set-1P-Transmit - This option allows you to
configure and transmit the value of new IEEE 802.1p
to packets. Enter the IEEE 802.1p value in the entry
field displayed.

¢ Transmission - This option allows you to transmit
packets without changing them.

» DSCP-1P Configuration - This option allows you to
configure and transmit the values of a new DSCP
and IEEE 802.1p to packets. Enter the values in the
entry field displayed.
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Parameter

Overview

Exceed Action

Choose the exceed-action to be taken. This action is
taken on the yellow colored packets, which exceed the
bandwidth limitation. The options available are as
follows.

Drop - This option allows you to drop the packets.
Set-DSCP-Transmit - This option allows you to
configure and transmit the value of new DSCP to
packets.Enter the DSCP value in the entry field
displayed.

Set-1P-Transmit - This option allows you to
configure and transmit the value of new IEEE 802.1p
to packets. Enter the IEEE 802.1p value in the entry
field displayed.

Transmission - This option allows you to transmit
packets without changing them.

DSCP-1P Configuration - This option allows you to
configure and transmit the values of a new DSCP
and IEEE 802.1p to packets. Enter the values in the
entry field displayed.

Violate Action

Choose a violate action to be taken. This action is
executed for the red colored packets. The options
available are as follows.

None - No violate action is taken.

Drop - This option allows you to drop the packets.
Set-DSCP-Transmit - This option allows you to
configure and transmit the value of new DSCP to
packets. Enter the DSCP value in the entry field
displayed.

Set-1P-Transmit - This option allows you to
configure and transmit the value of new IEEE 802.1p
to packets. Enter the IEEE 802.1p value in the entry
field displayed.

Transmission - This option allows you to transmit
packets without changing them.

DSCP-1P Configuration - This option allows you to
configure and transmit the values of a new DSCP
and |EEE 802.1p to packets. Enter the values in the
entry field displayed.

Color Aware

This parameter enables or disables the function of the
color aware.

If enabled, the policer operates as the Color Aware
mode.

If disabled, the policer operates as the color blind
mode.

233




7 QoS (Quality of Service)
7.2.8 Policy Map

Click Apply to check the content changed.
Click Back to return to the previous window.

Click the Policer button, and then specify the Police Aggregate as Police
Action to display the following window.

Policy Map Name Policy_Map
Class Map Name ClassMap1
Police Action
O None
(%) Specify Police Aggregate | w
Aggregate Policer Name

Figure 7-20 Policy Map (Policer and Police Aggregate)

In the section of Police Action, you can configure the following
parameters.

Parameter Overview
None If you choose this option, a policer is not configured on
this entry.
Specify If you choose this option, the following policer
configuration is applied on this entry.
Aggregate Policer Enter the name of an aggregate policing rule. The
Name number of characters for the name can be up to 32.

Click Apply to check the content changed.

Click Back to return to the previous window.
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7.2.9  Policy Binding

Use the following window to implement the settings on a policy binding
and display its settings.

Choose QoS > Advanced Settings > Policy Binding to display the
following window.

Policy Binding Settings

From Port To Port Direction Policy Map Name
[Fitort ~|  [Fivon ~|  [input v @ [32 chars

] O None Apply

Fi1/011

Fit/or2
Fi1/0/3
Fit/or4
Te1/0/5
Te1/0/6

Figure 7-21 Policy Binding

In the section of the settings on a Policy Binding, you can configure the
following parameters.

Parameter Overview
From Port/ To Port Choose the port you use.
Direction Choose a direction option. The options available are

Input and Output. Specify the entry traffic for Input

and exit traffic for Output, respectively.

Name of a Policy Map | Enter the name of a policy map. The number of

characters for the name can be up to 32.

* If you choose None, a policy map is not associated
with this entry.

Click Apply to check the content changed.
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8 ACL (Access Control List)

Use the following window to configure new and existing ACLs on the ALC
configuration wizard.

Choose ACL > ACL Configuration Wizard to display the following
window.

A onfiguration Wizard

‘ACL Configuration Wizard

Access-List Assignment >> Select Packet Type >> Add Rule >> Apply Port
Do you want to create a new ACL access-list or update an existing access-list?
® Create

0L Name

O Update

Note: The first character of ACL name must be a lefter.

Figure 8-1 ACL Configuration Wizard (Create)

Click Update to display the following window.

A onfiguration Wizard

AACL Configuration Wizard

Access-List Assignment >> Select Packet Type >> Add Rule > Apply Port

Do you want to create a new ACL access-list or update an existing access-list?

O Create
o e

® [NTER

Note: The first character of ACL name must be a letter.

Total Entries: 1

] ACL Name ACL Type Total Rules
© aaa Extended MAC ACL []

Figure 8-2 ACL Configuration Wizard (Update)
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You can configure the following parameters.

Parameter Overview

Create Choose this option to create a new ALC access list using
the configuration wizard.

ACL Name Enter a new ACL name. The number of characters for
the name can be up to 32.

Update Choose this option to update an existing ACL access list.
Choose the existing ACL in a table to be updated.

Click Next to proceed to the next step in the wizard.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.

If you click Create ACL and Next from the Create option,
the following window is displayed.

ACL Configuration Wizard

Access-List Assignment >> Select Packet Type >> Add Rule >+ Apply Port
Which type of packet do you want to monitor?

® MAC

O 1Pus

O IPve

| Back | | Mext

Figure 8-3 ACL Configuration Wizard (Choose ACL Type)

You can configure the following parameters.

Parameter Overview
MAC If you choose this option, MAC ACL is created.
IPv4 If you choose this option, IPv4 ACL is created.
IPv6 If you choose this option, IPv6 ACL is created.

Click Next to proceed to the next step in the wizard.

Click Back to return to the previous step in the wizard.

237



8 ACL (Access Control List)
8.1.1 MAC ACL

8.1.1 MAC ACL

After you choose Create/Update from MAC ACL, the following window

is displayed.

ACL Configuration Wizard

Access.List Assignment >> Select Packet Type >> Add Rule >> Apply Port

Please assign a sequence number to create a new rule.

@® Sequence No. (1-65535) [ ] O Autoassion

Assign Rule Criteria

MAC Address H Ethernet Type H 802.1Q VLAN
MAC Address
® Any ® Any
O Host 11-DF-36-4B-A7-CC (O Host 11-DF-36-4B-A7-CC
Source - Destination _
) MAC 11-DF-36-4B-A7-CC O MAC 11-DF-36-4B-A7-CC
Wildcard | 11-DF-36-4B-A7-CC Wildcard [11-DF-36-48-A7-CC
Ethernet Type
Specify Ethemet Type: Please Select v

Ethernet Type (0x0-0xFFFF)

Ethemnet Type Mask (0x0-0xFFFF)|

802.1Q VLAN
CoS Please Select v
VYR —

Action @ Permit O Deny

e I S—
Mask (Ox0-0:FFF) [ |

Figure 8-4 ACL Configuration Wizard (Configuration of MAC ACL)

You can configure the following parameters.

Parameter

Overview

Sequence Number

Enter the ACL rule number. The range is from 1 to
65,535. Choose Auto Assign to automatically generate
the ACL rule number for this entry.

Source

Choose and enter the source MAC address information.

The options available are as follows.

» Optional - Evaluates the optional source traffic
according to this rule condition.

* Host - Enter a source-host MAC address.

* MAC- Enter a source MAC address and the
Wildcard value in the entry field displayed.

Destination

Choose and enter the destination MAC address

information. The options available are as follows.

* Optional - Evaluates an optional destination traffic
according to this rule condition.

¢ Host - Enter a destination-host MAC address.

* MAC - Enter a destination MAC address and the
Wildcard value in the entry field displayed.

Specify Ethernet Type

Choose the Ethernet-type option. The options available
are aarp, appletalk, decent-iv, etype-6000, etype-
8042, lat, lavc-sca, mop-console, mop-dump, vines-
echo, vines-ip, xns-idp and arp.
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Parameter

Overview

Ethernet Type

Enter the Ethernet-type with hexadecimal-value. The
range is from 0x600 to OxFFFF. If you choose an
optional Ethernet-type profile from the Specify
Ethernet Type drop-down list, the appropriate
hexadecimal-value is automatically displayed.

Ethernet Type Mask

Enter the Ethernet-type mask with hexadecimal-value
The range is from 0x0 to OxFFFF. If you choose an
optional Ethernet-type profile from the Specify
Ethernet Type drop-down list, the appropriate
hexadecimal-value is automatically displayed.

CoS

Choose the CoS-value you use. The range is from 0 to 7.

¢ Mask - Enter the CoS mask value. The range is from
0x0 to 0x7.

VID

Enter the VLAN ID you use. The range is from 1 to

4,094.

¢ Mask - Enter the value of VLAN ID mask. The range
is from Ox0 to OxFFF.

Time Range

Enter the name of the time-range profile, which is used
in this ACL rule. The number of characters for the name
can be up to 32.

Action

Choose an action to execute with this rule. The options
available are Permit, Reject, and Reject CPU.

Click Next to proceed to the next step in the wizard.

Click Back to return to the previous step in the wizard.

After you click Next (in the previous step), the following window is

displayed.

ACL Configuration Wizard

Access-List Assignment == Select Packet Type == Add Rule == Apply Port

Which port{s) do you want to apply the Access-List?
To P Direction

From Port

art
Filiot ~| [Fon

Apply

Figure 8-5 ACL Configuration Wizard (Choosing a port and direction)

You can configure the following parameters.

Parameter

Overview

From Port/ To Port

Choose the port you use.

Direction

Choose a direction. The options available are In and
Out.
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Click Apply to check the changes made and return to the ACL
Configuration Wizard window.

Click Back to return to the previous step in the wizard.
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8.1.2 IPv4

If you choose Update from the standard IP ACL, the following window is

displayed.

A onfiguration Wizard

ACL Configuration Wizard

Access-List Assignment >> Select Packet Type >> Add Rule >> Apply Port

E— e

Please assign a sequence number to create a new rule,
@Sequence No. (1-65535)
Protocol Type

Assign Rule Criteria

1Pv4 Address

1Pu4 Address
@Any

1Pva DSCP TCP Flag

- Destination -
or [ o

Source

] m—— ] m——
Action @ Pemit () Deny

TCP M @25 Mesk@ooFn[ |

Fragments

Next

Figure 8-6 ACL Configuration Wizard (Configuration of a Standard IP ACL)

If you choose Update an Extended IP ACL or Create an IPv4 ACL, the

following window is displayed.

ACL Configuration Wizard

Accass-List Assignment »> Select Packet Type >> Add Rule >> Apply Port
Please assign a sequence number to create a new rule.
(O)Sequence No. (1-65535)
Protocl Type

Assign Rule Criteria

[ ] @mohsin
[fee M @255 Maskeowen [ ]

S e—
Please Select

Port
Source Port

IPv4 Address H Port H IPv4 DSCP H TCP Flag ‘
1Pv4 Address

@ Any @ Any

S e— S e —
Source Desfinaion

(o] -] = o = (o] = o

e e

Please Select [V] (0-65535) [Please Select [v] (0-65535)

Destination Port| Please Select

|Please select [¥] |

| (0-85535) [Please Select [V] |

| (0-85535)

IPv4 DSCP

1P Precedence| Please Select [ [ Value (0-7) |

(T —

ToS | Please Select [~ ] value (0-15)|

) —

(ODSCP (0-83) [Please Select | |Value (0-63)|

e —

TCP Flag
TCP Flag[ ] ack [[fin []psh []rst []syn [Jurg

@® Pemit () Deny

Time Range
Action

Fragments

Back

Next

Figure 8-7 ACL Configuration Wizard (Configuration of an Extended IP ACL)
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You can configure the following parameters.
Parameter Overview
Sequence Number Enter the ACL rule number. The range is from 1 to

65,535. If you choose Auto Allocation, the ACL rule
number regarding this entry is automatically generated.

Protocol Type Choose the protocol type option. The options available

are TCP, UDP, ICMP, EIGRP (88), ESP (50), GRE (47),

IGMP (2), OSPF (89), PIM (103), VRRP (112), IP-in-IP

(94), PCP (108), Protocol ID and None.

* Value - You can enter the protocol ID, manually. The
range is from 0 to 255.

¢ Mask - After choosing the Protocol ID option, enter
the value of the protocol mask, manually. The range
is from 0x0 to OxFF.

* Fragment - If you choose this option, the packet
fragment filtering is included.

Source Choose and enter the source information. The options

available are as follows.

* Optional - Evaluates optional source traffics
according to this rule condition.

* Host - Uses and enters an IP address of source host.

e |P - Use the bit-map of Wildcard, and then use and
enter a group of the source IP address. The bit
corresponding to the bit-value of 1 is ignored, but
the bit corresponding to the bit-value of O is
checked.

Destination Choose and enter the destination information. The

options available are as follows.

* Optional - Evaluates the optional destination traffic
according to this rule condition.

* Host - Uses and enters an IP address of a destination
host.

¢ |P - Use the bit-map of Wildcard, and then use and
enter a group of the destination IP address. The bit
corresponding to the bit value of 1 is ignored, but
the bit corresponding to the bit value of 0 is checked.
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Parameter

Overview

Source Port

Choose and enter the value of the source port.

The options available are as follows.

e =-ACL uses the port-number specified, only.

e >-ACL uses all the ports, which are greater than the
port-number specified.

e <-ACL uses all the ports, which are smaller than the
port-number specified.

e #F - ACL uses all the ports except the port-number
specified.

* Range - ACL uses the port, which is specified within
the range.

* Mask - ACL uses the port within the range of the
mask specified. Enter the value of a port-mask in the
entry field displayed. The range is from 0x0 to
OXFFFF.

This parameter is available when you select TCP or UDP

as the protocol type.

Destination Port

Choose and enter the value of the destination port.

The options available are as follows.

e =-ACL uses the port-number specified, only.

e >-ACL uses all the ports, which are greater than the
port-number specified.

e <-ACL uses all the ports, which are smaller than the
port-number specified.

e # -ACL uses all the ports except the port-number
specified.

¢ Range - ACL uses the port, which is specified within
the range.

* Mask - ACL uses the port within the range of the
mask specified. Enter the value of a port-mask in the
entry field displayed. The range is from 0x0 to
OXFFFF.

This parameter is available when you select TCP or UDP

as the protocol type.

Specify ICMP
Message Type

Choose the ICMP Message Type you use. This
parameter is available when you select ICMP as the
protocol type.

ICMP Message Type

If you do not choose the Specify ICMP Message type,
enter the numerical value of the ICMP Message Type
you use. The range is from 0 to 255. If you choose the
ICMP Message Type, the numerical value of the
message type is automatically entered. This parameter
is available when you select ICMP as the protocol type.
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Parameter

Overview

Message Code

If you do not choose the Specify ICMP Message type,
enter the numerical value of a message code you use.
The range is from 0 to 255. If you choose the ICMP
Message Type, the numerical value of the message
type is automatically entered. This parameter is available
when you select ICMP as the protocol type.

IP Precedence

Choose the value of IP precedence you use. The options

available are routine (0), priority (1), immediate (2),

flash (3), flash-override (4), critical (5), Internet (6)

and network (7).

¢ Value - You can enter the value of the IP
precedence, manually. The range is from 0 to 7.

¢ Mask - Enter the value of an IP precedence mask.
The range is from 0x0 to Ox7.

ToS

Choose the value of Type-of-Service (ToS). The options

available are normal (0), min-monetary-cost (1), max-

reliability (2), max-throughput (4) and min-delay (8).

¢ Value - You can enter the ToS value, manually. The
range is from 0 to 15.

¢ Mask - Enter the ToS mask value. The range is from
0x0 to OxF.

DSCP

Choose the DSCP value. The options available are
default (0), af11 (10), af12 (12), af13 (14), af21 (18),
af22 (20), af23 (22), af31 (26), af32 (28), af33 (30),
af41 (34), afd2 (36), af43 (38), cs1 (8), ¢s2 (16), ¢s3
(24), ¢s4 (32), ¢s5 (40), ¢s6 (48), ¢s7 (56) and ef (46).
* Value - You can manually enter the DSCP value. The
range is from 0 to 63.
* Mask - Enter the value of DSCP mask. The range is
from 0x0 to Ox3F.

TCP Flag

Choose the TCP flag to evaluate for this ACL. The
options available are ack, fin, psh, rst, syn and urg.
This parameter is available only if you choose TCP from
the Protocol Type.

Time-Range

Enter the name of the time-range profile used in this
ACL rule. The number of characters for the name can be
up to 32.

Action

Choose an action to execute with this rule. The options
available are Permit and Reject.

Click Next to proceed to the next step in the wizard.

Click Back to return to the previous step in the wizard.

244



8 ACL (Access Control List)
8.1.2IPv4

After you click Next (in the previous step), the following window is displayed.

ACL Configuration Wizard
Access-List Assignment >> Select Packet Type > Add Rule >> Apply Port
Which port(s) do you want to apply the Access-List?
From Port To Port Direction

[sition Iv| [sitior [v] [ [v]

| Back | | Apply |

Figure 8-8 ACL Configuration Wizard (IPv4, Step 3)

You can configure the following parameters.

Parameter Overview
From Port/ To Port Choose the port you use.

Direction Choose a direction. The options available are In and
Out.

Click Apply to check the content changed and return to the ACL
Configuration Wizard window.

Click Back to return to the previous step in the wizard.
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8.1.3 IPv6

If you choose to update the Standard IPv6 ACL, the following window is

displayed.

ACL Configuration Wizard

Access-List Assignment >> Select Packet Type >> Add Rule >> Apply Port

Please assign a sequence number to create a new rule.

® Sequence No. (1-65535)

Assign Rule Criteria

1PV Address

1PV6 Address
@ Any
) Host [2012:0
Source i

1PVE 20121
Prefix Length

TimeRange |32 chars

Action ® Permit () Deny

Auto Assign

@) Any
Host [2012:3 ]
Destination —_—
D IPvE 2012°1
Prefix Length |

= Back _!_ Next

Figure 8-9 ACL Configuration Wizard (Configuration of Standard IPv6 ACL)

If you choose Update an Extended IPv6 ACL or Create an IPv6 ACL,
the following window is displayed.

ACL Configueation Wizard
Access List Assignment >> Select Packel Type >> Agd Rule >> Apply Port
Pleasa a3sign a soquence numbet fo croato a new k.

® Sequenca No (1-86835) s dssgn
Protocoi Type ) 0255 Mask (0x0.057F) Fragment:
Assign Rule Craena
1Pv6 Address Port. | Pvé DSCP TCP Flag Flow Label
v Address
o any o Any
Hast 2021 Host 2012 1
Source f Destmation
™ ot ] ™ o
Prefix Length Profo; Length
Pt
source Pesnsaea v
o [v]| (0465535) [Proase ~ (-65535)
Destiation Forl Femested  |v]
I (0:8589) [Fease 5ot [v] ess3s)
v nscr
® oscpey  [Passena o] Mask 003
T Class fr———
e
TP Fiog

TCP Flag [} ack [ ]fin (] psh [] rst [ syn [Jurg

Flow Label
Fiow Label
(0-1048575)
Teme Range  [32 i

Acton ® Parmit

Deny

Mk (00-QKFFFFF)

Back et

Figure 8-10 ACL Configuration Wizard (Configuration of an Extended IPv6 ACL)

You can configure the following parameters.

Parameter

Overview

Sequence Number

Enter the ACL rule number. The range is from 1 to
65,535. If you choose Auto Allocation, the ACL rule-
number regarding this entry is automatically generated.
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Parameter

Overview

Protocol Type

Choose the protocol type option. The options available
are TCP, UDP, ICMP, Protocol ID, ESP (50), PCP
(108), SCTP (132) and None.

¢ Value - You can enter the protocol ID, manually. The
range is from 0 to 255.

* Mask - After choosing the Protocol ID option, enter
the value of the protocol mask, manually. The range
is from 0x0 to OxFF.

* Fragment - If you choose this option, the packet
fragment filtering is included.

Source

Choose and enter the source information. The options

available are as follows.

* Optional - Evaluates the optional source traffic
according to this rule condition.

* Host - Uses and enters a source host IPv6 address.

* IPv6 - Enter the source IPv6 address and the value of
Prefix-length in the entry field displayed.

Destination

Choose and enter the destination information. The

options available are as follows.

» Optional - Evaluates the optional destination traffic
according to this rule condition.

* Host - Uses and enters an IPv6 address of a
destination host.

e |Pv6 - Enter the destination IPv6 address and the
value of Prefix-length in the entry field displayed.

Source Port

Choose and enter the value of the source port. The

options available are as follows.

e = - ACL uses the port-number specified, only.

* > - ACL uses all the ports, which are greater than the
port-number specified.

e <- ACL uses all the ports, which are smaller than the
port-number specified.

e # - ACL uses all the ports except the port-number
specified.

* Range - ACL uses the specified port within the
range.

* Mask - ACL uses the port within the range of the
mask specified. Enter the value of a port-mask in the
entry field displayed. The range is from 0x0 to
OXFFFF.

This parameter is available when you select TCP or UDP

as the protocol type.
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Parameter

Overview

Destination

Choose and enter the value of the destination port.

The options available are as follows.

e = - ACL uses the port-number specified, only.

e > - ACL uses all the ports, which are greater than the
port-number specified.

e <-ACL uses all the ports, which are smaller than the
port-number specified.

e #F - ACL uses all the ports except the port-number
specified.

¢ Range - ACL uses the port, which is specified within
the range.

* Mask - ACL uses the port within the range of the
mask specified. Enter the value of a port-mask in the
entry field displayed. The range is from 0x0 to
OXFFFF. This parameter is available when you select
TCP or UDP as the protocol type.

Specify ICMP
Message Type

Choose the ICMP Message Type you use. This
parameter is available when you select ICMP as the
protocol type.

ICMP Message Type

If you do not choose the Specify ICMP Message type,
enter the numerical value of an ICMP Message Type.
The range is from 0 to 255. If you choose the ICMP
Message Type, the numerical value of the message
type is automatically entered. This parameter is available
when you select ICMP as the protocol type.

Message Code

If you do not choose the Specify ICMP Message type,
enter the numerical value of a message code to use. The
range is from 0 to 255. If you choose the ICMP
Message Type, the numerical value of the message
type is automatically entered. This parameter is available
when you select ICMP as the protocol type.

DSCP

Choose the DSCP value you use. The options available

are default (0), af11 (10), af12 (12), af13 (14), af21

(18), af22 (20), af23 (22), af31 (26), af32 (28), af33

(30), af41 (34), af42 (36), af43 (38), cs1(8), cs2 (16),

¢s3 (24), csd (32), ¢s5 (40), ¢sb (48), cs7 (56), and ef

(46).

* Value - You can enter the DSCP value, manually. The
range is from 0 to 63.

e Mask - Enter the value of DSCP mask. The range is
from 0x0 to Ox3F.

Traffic Class

Choose and enter the value of a traffic class. The range

is from 0 to 255.

¢ Mask - Enters the value of a traffic-class mask. The
range is from 0x0 to OxFF.
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Parameter

Overview

TCP Flag

Choose the TCP flag to evaluate for this ACL. The
options available are ack, fin, psh, rst, syn and urg.
This parameter is available only if you choose TCP from
the Protocol Type.

Flow Label

Enter the value of a flow label. The range is from 0 to

1,048,575.

¢ Mask - Enter the flow label mask. The range is from
0x0 to OxFFFFF.

Time Range

Enter the name of the time range profile used in this
ACL rule. The number of characters for the name can be
up to 32.

Action

Choose an action to execute with this rule. The options
available are Permit and Deny.

Click Next to proceed to the next step in the wizard.

Click Back to return to the previous step in the wizard.
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After you click Next (in the previous step), the following window is
displayed.

ACL Configuration Wizard
Access-List Assignment >> Select Packet Type >> Add Rule >> Apply Port
Which port(s) do you want to apply the Access List?
From Port To Port Direction

[sition [v] [siton [v] [ v

[ osck | [ apay |
Figure 8-11 ACL Configuration Wizard (IPv6, Step 3)

You can configure the following parameters.

Parameter Overview
From Port/ To Port Choose the port you use.

Direction Choose a direction. The options available are In and
Out.

Click Apply to check the content changed and return to the ACL
Configuration Wizard window.

Click Next to return to the previous step in the wizard.
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ACL Access List

Use the following window to implement the settings on ACL and ACL
rules and to display their settings.

Choose ACL > ACL Access List to display the following window.

[ o | acime | aciowe | sunseweceno | Sep | Comersae | o | |
1999 sid_ip_acl Standard IP ACL 10 10 Disabled

[1n1] K [ e

Sewerce o] cton | we | meowe | comer |

Figure 8-12 ACL Access List

In the section of ACL Access List, you can configure the following

parameters.
Parameter Overview

ACL Type Choose an ACL type to search. The options available are
All, IP ACL, IPv6 ACL, MAC ACL and Expert ACL.

ID Choose and enter an access list ID whose range is from
1to 14,999.

ACL Name Choose and enter the name of an access list. The
number of characters for the name can be up to 32.

Click Find to search and display the entries based on the search condition
specified.

Click Add ACL to add a new ACL profile entry.

Click Edit to edit the configuration of the entry specified.
Click Delete to delete the entry specified.

Click Clear All Counters to clear all the counter information.

Click Clear a Counter to clear the counter information, which is related to
an ACL profile selected.

Click Add Rules to add a new ACL rule entry on the ACL profile selected.
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If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.

Click Edit to display the following window.

ACL Access List

Total Entries: 1

1999  std_ip_acl Standard IP ACL 10 10 Disabled . Apply Delete

1] [ e

Clear All Counter Clear Counter Add Rule
Soamoati] hcior | e e [ e

Figure 8-13 ACL Access List (Edit)

In the section of ACL Access List, you can configure the following
parameters.

Parameter Overview
Starting Sequence Enter the starting sequence number.
Number
Step Enter the step of sequence numbers. The range of step

is from 1 to 32. This specifies the number of steps for
the sequence number. The default value is 10. For
example, if the increment (step) value is 5 and the
starting sequence number is 20, the following sequence
numbers become 25, 30, 35 and 40.

Counter State This parameter enables or disables the counter state
option.
Annotation Enter (or insert) an annotation for the option to

associate with this ACL.

Click Apply to check the content changed.
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8.2.1 Standard IP ACL

Click Add ACL (the ACL Access List window) to display the following
window.

Add ACL Access List

ACL Type Standard IP ACL
o 100 —
ACL Name 32 chars

Apply

Note: The first character of ACL name must be a letter.

Figure 8-14 ACL Access List (Add ACL, standard IP ACL)

In the section of Add an ACL Access-list, you can configure the following
parameters.

Parameter Overview

ACL Type Choose an ACL type to create. The options available are
Standard IP ACL, Extended IP ACL, Standard IPv6
ACL, Extended IPv6 ACL, Extended MAC ACL and
Extended Expert ACL. This section describes how to
configure the standard IP ACL.

ID Enter an ID of the standard IP ACL. The range is from 1
to 1,999.
ACL Name Enter the name of ACL. The number of characters for

the name can be up to 32.

Click Apply to add a new ACL profile.

Choose the Standard IP ACL profile and then click the Add Rules (ACL
Access-list) window to display the following window.

253



8 ACL (Access Control List)
8.2.1 Standard IP ACL

Add ACL Rule
(o] 1
ACL Name std
ACL Type Standard IP ACL

Sequence No. (1-65535) [ uiitisntspecified, the system automatically assigns.)
Action @ Permit () Deny
Match IP Address

® Any ® Any

() Host - () Host

Source - Destination .
or A O
Wildcard . B ‘Wildcard

Apply

Figure 8-15 ACL Access List (Add Rules, a standard IP ACL)

In the section of Adding ACL Rules, you can configure the following
parameters.

Parameter Overview

Sequence Number Enter the ACL rule number. The range is from 1 to
65,535. If you do not specify the number, it is
automatically generated.

Action Choose an action to execute with this rule. The options
available are Permit and Deny.

Source Choose and enter the source information. The options

available are as follows.

e Optional - Evaluates the optional source traffic
according to this rule condition.

¢ Host - Uses and enters a source host IP address.

* |IP - Uses and enters a group of source IP addresses
by using a Wildcard bitmap. The bit corresponding
to the bit value of 1 is ignored, but the bit
corresponding to the bit value of 0 is checked.

Destination Choose and enter the destination information. The

options available are as follows.

» Optional - Evaluates the optional destination traffic
according to this rule condition.

¢ Host - Uses and enters an IP address of the
destination host.

* |P-Uses and enters a group of a destination IP
addresses by using a Wildcard bitmap. The bit
corresponding to the bit value of 1 is ignored.The bit
corresponding to the bit value of 0 is checked.

Time Range Enter the name of the time-range profile to be used in

this ACL rule. The number of characters for the name
can be up to 32.
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Click Apply to add a new ACL rule.

Click Back to return to the ACL access list window.
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8.2.2 Extended IP ACL
Click Add ACL (in the ACL Access List window) to to display the

following window.

Add ACL Access List

ACL Type

1D (2000-3999)

ACL Name

Extended IP ACL

Note: The first character of ACL name must be a letter

Figure 8-16 ACL Access List (Add ACL, Extended IP ACL)

In the section of Add ACL Access List, you can configure the following

parameters.

Parameter

Overview

ACL Type

Choose the ACL type to create. The options available
are Standard IP ACL, Extended IP ACL, Standard
IPve ACL, Extended IPv6 ACL, Extended MAC ACL
and Extended Expert ACL. This section describes how
to configure Extended IP ACL.

Enter an ID of the extended IP ACL. The range is from
2,000 to 3,999.

ACL Name

Enter the name of ACL. The number of characters for
the name can be up to 32.

Click Apply to add a new ACL profile.
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8.2.2 Extended IP ACL

Choose the Extended IP ACL profile, and then click Add Rules (ACL
Access List window) to display the following window.

Add ACL Rule

D 2000
ACL Name E-IP-ACL
ACL Type

Sequence No. (1-65535)

Exiended IP ACL

[ |aritisntspecified, the system automatically assigns )

Action ® Permit O Deny

Protocol Type [ |25 Mask@xooxFR)[ ][] Fragments
Match IP Address
® Any ® Any
© Host O Host
Source - Destination  ~
(o]0 - QR
Wildcard Wiidcard
Match Port
Source Please Select v
Please Select v | (0-65535) [Please Select >~ | 0-65535)
Destination Port Please Select v
Please Select ™| | (0-65535) [Please Select [V | (0-65535)

TCP Flag [Jaek [ ]fin[Jpsh [ ]rst[]syn[]urg

_ 1P Precedence [Please S| Value (0-7)
0
Value {0-15)

Value (0-63)

Mask (0x0-0x7)
Mask (0x0-0xF)
Mask (0X0-0X3F)

- Tos Please St V|

() DSCP(0-63) |Please St|w|

Time Range

Figure 8-17 ACL Access List (Add Rules, Extended IP ACL)

In the section of Adding ACL Rules, you can configure the following
parameters.

Parameter

Overview

Sequence Number

Enter the ACL rule number. The range is from 1 to

65,535. The number is automatically generated if you
do not specify it.

Action

Choose an action to execute with this rule. The options
available are Permit and Reject.

Protocol Type

Choose a protocol type option. The options available

are TCP, UDP, ICMP, EIGRP (88), ESP (50), GRE (47),

IGMP (2), OSPF (89), PIM (103), VRRP (112), IP-in-IP

(94), PCP (108), Protocol ID and None.

¢ Value - Enter the protocol ID, manually. The range is
from 0 to 255.

e Mask - If you choose the Protocol IDs option, enter
the protocol-mask value, manually. The range is from
0x0 to OxFF.

¢ Fragment - If you choose this option, the packet
fragment filtering is included.
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Parameter

Overview

Source

Choose and enter the source information. The options

available are as follows.

» Optional - Evaluates the optional source traffic
according to this rule condition.

* Host - Uses and enters a source host IP address.

* |P - Uses and enters a group of source IP addresses
using the Wildcard bitmap. The bit corresponding to
the bit value 1 is ignored, but the bit corresponding
to 0 as the bit value is checked.

Destination

Choose and enter the destination information. The

options available are as follows.

» Optional - Evaluates the optional destination traffic
according to this rule condition.

* Host - Uses and enters a destination host IP address.

* |P- Uses and enters a group of destination IP
addresses using the Wildcard bitmap.

e The bit corresponding to 1 as the bit value is ignored,

¢ but the bit corresponding to 0 as the bit value is
checked.

Source Port

Choose and enter the value of source port. The options

available are as follows.

e = - ACL uses the port-number specified, only.

e > - ACL uses all the ports, which are greater than the
port-number specified.

e <-ACL uses all the ports, which are smaller than the
port-number specified.

e #F - ACL uses all the ports except the port-number
specified.

¢ Range - ACL uses the port, which is specified within
the range.

* Mask - ACL uses the port within the range of the
mask specified. Enter the value of a port-mask in the
entry field displayed. The range is from 0x0 to
OXFFFF.

This parameter is available when you select TCP or UDP

from the Protocol Type.
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Parameter

Overview

Destination Ports

Choose and enter the value of a destination port. The

options available are as follows.

e = - ACL uses the port-number specified, only.

e > - ACL uses all the ports, which are greater than the
port-number specified.

e <-ACL uses all the ports, which are smaller than the
port-number specified.

o #F - ACL uses all the ports except for the port-number
specified.

¢ Range - ACL uses the port, which is specified within
the range.

* Mask - ACL uses the port within the range of the
mask specified. Enter the value of a port-mask in the
entry field displayed. The range is from 0x0 to OxFFFF

* This parameter is available when you select TCP or
UDP from the Protocol Type.

TCP Flag Choose a TCP flag, which is evaluated in this ACL. The
options available are ack, fin, psh, rst, syn and urg.
This parameter is available when you select TCP from
the Protocol Type.

Specify ICMP Choose an ICMP Message Type to use. This parameter

Message Type is available when you select ICMP from the Protocol

Type.

ICMP Message Type

If you do not choose Specify ICMP Message Type,
enter the numerical value of an ICMP Message Type
to use. The range is from 0 to 255. If you choose the
ICMP Message Type, the numerical value of the
message type is automatically entered. This parameter
is available when you select ICMP from the Protocol

Type.

Message Code

If you do not choose Specify ICMP Message Type,
enter the numerical value of a message code to use. The
range is from 0 to 255. If you choose the ICMP
Message Type, the numerical value of the message
type is automatically entered. This parameter is available
when you select ICMP from the Protocol Type.

IP Precedence

Choose the value of IP precedence to use. The options

available are routine (0), priority (1), immediate (2),

flash (3), flash-override (4), critical (5), internet (6)

and network (7).

¢ Value - You can enter the value of IP precedence,
manually. The range is from 0 to 7.

¢ Mask - Enter the value of IP precedence mask. The
range is from 0x0 to 0x7.

259



8 ACL (Access Control List)
8.2.2 Extended IP ACL

Parameter

Overview

ToS

Choose the value of Type-of-Service (ToS) to use. The

options available are normal (0), min-monetary-cost

(1), max-reliability (2), max-throughput (4) and min-

delay (8).

¢ Value - You can enter the ToS value, manually. The
range is from 0 to 15.

¢ Mask - Enter the value of ToS mask. The range is
from 0x0 to OxF.

DSCP

Choose the DSCP value to use. The options available are
default (0), af11 (10), af12 (12), af13 (14), af21 (18),
af22 (20), af23 (22), af31 (26), af32 (28), af33 (30),
afa1 (34), af42 (36), af43 (38), cs1(8), cs2 (16), ¢s3
(24), ¢s4 (32), ¢s5 (40), ¢s6 (48), cs7 (56) and ef (46).
* Value - You can enter the DSCP value, manually. The
range is from 0 to 63.
¢ Mask - Enter the value of DSCP mask. The range is
from 0x0 to Ox3F.

Time Range

Enter the name of the time-range profile to use in this
ACL rule. The number of characters for the name can be
up to 32.

Click Apply to add a new ACL rule.

Click Back to return to the ACL access list window.
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8.2.3  Standard IPv6 ACL
Click Add ACL (ACL Access window) to display the following window.

Add ACL Access List

ACL Type Standard IPv6 ACL

1D (11000-12999)

Note: The first character of ACL name must be a letter.

Figure 8-18 ACL Access List (Adding ACL/Standard IPv6 ACL)

In the section of Add ACL Access List, you can configure the following
parameters.

Parameter Overview

ACL Type Choose the ACL type to create. The options available
are Standard IP ACL, Extended IP ACL, Standard
IPv6 ACL, Extended IPv6 ACL, Extended MAC ACL
and Extended Expert ACL. This section describes how
to implement the settings on the standard IPv6 ACL

ID Enter one ID of the standard IPv6 ACL. The range is
from 11,000 to 12,999.
ACL Name Enter the name of ACL. The number of characters for

the name can be up to 32.

Click Apply to add a new ACL profile.

Choose the standard IPv6 ACL profile, and then click Add Rules (ACL
Access List Window) to display the following window.
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Add ACL Rule
D
ACL Name
ACL Type
Sequence No. {1-65535)
Action
Match Pv Address
@® Any
) Host

Source
QO IPv6

Prefix Length

Time Range

11000
stdvé
Standard IPV6 ACL

[ | uttisnit specified, the system automatically assigns )

@ Pemit (O Deny

[2012:1

2012:1

O
Destination

@ Any
Host
O 1Pv6.
Prefix Lengih

2012:1

201221

Figure 8-19 ACL Access List (Adding Rules, Standard IPv6 ACL)v
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In the section of Add ACL Rule, you can configure the following

parameters.

Parameter

Overview

Sequence Number

Enter an ACL rule-number. The range is from 1 to
65,535. If you do not specify the number, it is
automatically generated.

Action

Choose an action to execute with this rule. The options
available are Permit and Reject.

Source

Choose and enter the source information. The options

available are as follows.

* Optional - Evaluates the optional source traffic
according to this rule condition.

¢ Host - Uses and enters a source host IPv6 address.

¢ |Pv6 - Enter the value of a source IPv6 address and
prefix-length in the entry field displayed.

Destination

Choose and enter the destination information. The

options available are as follows.

» Optional - Evaluates the optional destination traffic
according to this rule condition.

* Host - Uses and enters an IPv6 address of the
destination host.

¢ IPv6 - Enter the value of a destination IPv6 address
and prefix-length in the entry field displayed.

Time Range

Enter the name of the time-range profile to use in this
ACL rule. The number of characters for the name can be
up to 32.

Click Apply to add a new ACL rule.

Click Back to return to the ACL Access List window.

263



8 ACL (Access Control List)
8.2.4 Extended IPv6 ACL

8.2.4 Extended IPv6 ACL

Click Add ACL (ACL Access List window) to display the following
window.

Add ACL Access List

ACL Type [Extended IPv6 ACL
e

Note: The first character of ACL name must be a letter

Figure 8-20 ACL Access List (Add ACL, Extended IPv6 ACL)

In the section of Add an ACL Access List, you can configure the
following parameters.

Parameter Overview

ACL Type Choose the ACL type to create. The options available
are Standard IP ACL, Extended IP ACL, Standard
IPve ACL, Extended IPv6 ACL, Extended MAC ACL
and extended Expert ACL. This section describes how
to configure Extended IPv6 ACL.

ID Enter the ID of the extended IPv6 ACL. The range is
from 13,000 to 14,999.
ACL Name Enter the name of ACL. The number of characters for

the name can be up to 32.

Click Apply to add a new ACL profile.

Choose the Extended IPv6 ACL profile and then click Add Rule
(in the ACL Access List window) to display the following window.
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Add ACL Rule

D 14999
ACL Name ext_ipv6_acl
ACL Type Extended IPv6 ACL
Sequence No. (1-65535) I:l (Ifitisn't specified, the system automatically assigns.)
Aclion @® Pemit (O Deny
Protocol Type [ o255 Mascoxourm[ ][] Fragments
Match IPv6 Address
@® Any @® Any
O Host 2012:1 O Host 2012:1
Source Destination
O IPv6 2012:1 O IPv6 2012:1
Prefix Length Prefix Length
Match Port
Source Please Select v
Please Select V| | 0-65535) [Please Select  [v] | (0-65535)
Destination Port Please Select >
Please Select V| | 0-65535) [Please Select V]| | (0-65535)
TCP Flag [ ack (] fin [J psh [J rst (] syn [ urg
(® DSCP (0-63) Please Select [v| Value (063) | | Mask (ox0-0:3F) |

(0-255)

T R — T —
Time Range

Figure 8-21 ACL Access List (Add Rule, Extended IPv6 ACL)

In the section of Add ACL Rule, you can configure the following
parameters.

Parameter Overview
Sequence Number Enter the ACL rule number. The range is from 1 to
65,535. This number is automatically generated if not
specified.
Action Choose an action to execute with this rule. The options

available are Permit and Reject.

Protocol Type Choose the protocol type option. The options available

are TCP, UDP, ICMP, Protocol ID, ESP (50), PCP

(108), SCTP (132) and None.

* Value - The protocol ID can also manually be
entered. The range is from 0 to 255.

Mask - After selecting the Protocol ID option, manually

enter the protocol mask value here. The range is from

0x0 to OxFF.

Fragments - Select this option and then the packet

fragment filtering is included.
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Parameter

Overview

Source

Choose and enter the source information. The options

available are as follows.

» Optional - Evaluates an optional source traffics
based on this rule condition.

* Host - Use and enter an IPv6 address of the source
host.

* IPv6 - Specifies and enter the source IPv6 address
and Prefix Length value in the spaces provided.

Destination

Choose and enter the destination information. The

options available are as follows.

¢ Optional - Specifies that any destination traffic is
evaluated according to the conditions of this rule.

* Host - Specifies and enters the destination host IPv6
address.

* IPv6 - Specifies and enter the destination IPv6
address and prefix-length value in the spaces
provided.

Source Port

Choose and enter the source-port value. The options

available are as follows.

¢ =-The ACL uses the port-number specified.

e >-The ACL uses all the ports, which are greater than
the port number specified.

e <-The ACL uses all the ports, which are smaller than
the port number specified.

e # -The ACL uses all the ports except for the port-
number.

¢ Range - The ACL uses the ports specified, within the
range.

¢ Mask - The ACL uses the ports, within the range of
the mask specified. Enter the port mask value in the
space provided. The range is from 0x0 to OxFFFF.

* This parameter is available when you select TCP or
UDP as the protocol type.
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Parameter

Overview

Destination Port

Choose and enter the destination-port value. The

options available are as follows.

e =-The ACL uses the port-number specified.

* >-The ACL uses all the ports, which are greater than
the port number specified.

e <-The ACL uses all the ports, which are smaller than
the port number specified.

* # -The ACL uses all the ports except for the port-
number.

¢ Range - The ACL uses the ports specified, within the
range.

* Mask - The ACL uses the ports, within the range of
the mask specified. Enter the port mask value in the
space provided. The range is from 0x0 to OxFFFF.

* This parameter is available when you select TCP or
UDP as the protocol type.

TCP Flag Select the TCP flag, which is evaluated in this ACL. The
options available are ack, fin, psh, rst, syn and urg.
This parameter is available when you select TCP as the
protocol type.

Specify ICMP Choose the ICMP Message Type to use. This

Message Type parameter is available when you select ICMP as the

protocol type.

ICMP Message Type

When the ICMP Message Type is not specified, enter
the ICMP message type numerical-value used here. The
range is from 0 to 255. When you select the ICMP
Message Type, this numerical value is automatically
entered. This parameter is available when you select
ICMP as the protocol type.

Message Code

When the ICMP Message Type is not selected, enter
the message code numerical-value (to use). The range is
from 0 to 255. When you select the ICMP Message
Type, the value is automatically entered. This
parameter is available when you select ICMP as the
protocol type.
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Parameter

Overview

DSCP

Choose the DSCP value. The options available are:
default (0), af11 (10), af12 (12), af13 (14), af21 (18),
af22 (20), af23 (22), af31 (26), af32 (28), af33 (30),
af41 (34), afd2 (36), af43 (38), cs1 (8), ¢s2 (16), ¢s3
(24), cs4 (32), ¢s5 (40), csb (48), cs7 (56) and ef (46).
* Value - The DSCP value can be manually entered.
The range is from 0 to 63.
* Mask - Enter the DSCP mask value. The range is
from 0x0 to Ox3F.

Traffic Class

Choose and enter the traffic class value. The range is

from 0 to 255.

* Mask - Enter the value of traffic class mask. The
range is from 0x0 to OxFF.

Flow Label Enter the flow label value. The range is from 0 to
1,048,575.
* Mask - Enter the flow label mask. The range is from
0x0 to OxFFFFF.
Time Range Enter the name of the time range profile to use in this

ACL rule. The number of characters for the name can be
up to 32.

Click Apply to add a new ACL rule.

Click Back to return to the ACL Access List window.
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8.2.5 Extended MAC ACL

Click Add ACL (the ACL Access List window) to display the following
window.

-Add ACL Access List

ACL Type [Extended MAC ACL|
L N w—

ACL Name 32 chars

Note: The first character of ACL name must be a letter.

Figure 8-22 ACL Access List (Adding ACL, Extended MAC ACL)

In the section of Add ACL Access List, you can configure the following
parameters.

Parameter Overview

ACL Type Choose the ACL type to create. The options available
are Standard IP ACL, Extended IP ACL, Standard
IPv6 ACL, Extended IPv6 ACL, Extended MAC ACL
and Extended Expert ACL. This section describes how
to configure Extended MAC ACL.

ID Enter an ID of extended MAC ACL. The range is from 6
to 7,999.
ACL Name Enter the name of ACL. The number of characters for

the name can be up to 32.

Click Apply to add a new ACL profile.

Click Extended MAC ACL profile and Add Rules (in the ACL Access List
window) to display the following window.
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Add ACL Rule

D 6000
ACL Name E-MAC-ACL
ACL Type Extended MAC ACL
Sequence No. (1-65535) {It it isn't specified, the system automatically assigns.)
Action @ Permit () Deny
Malch MAC Address

®Any ® Any

] Host  [id

——  Destination —

] MAC ‘1 1-DF-
]

Wildcard [11-DF-36-48-A7-CC |

Host

Source

Wildcard [11-DF-36-4B-A7-CC
Malch Ethenet Type

Specity Ethemet Type [Please Select  [¥]
Ethemet Type (0x0-0xFFFF) B
Ethemet Type Mask (0<0-0xFFFF) |

Cos Please Select|v | Mask (0x0-0x7)
VID(1-4094) | Mask (0x0-0xFFF)

Time Range
[ eak ][ apoly

Figure 8-23 ACL Access List (Adding Rules, Extended MAC ACL)

In the section of Add ACL Rules, you can configure the following
parameters.

Parameter Overview
Sequence Number Enter the ACL rule number. The range is from 1 to
65,535. If not specified, this number is automatically
generated.
Action Choose an action to execute with this rule. The options

available are Permit and Reject.

Source Choose and enter the information on a source MAC

address. The options available are as follows.

* Optional - Evaluates the optional source traffic
according to this rule condition.

¢ Host - Enter a source-host MAC address.

¢ MAC - Enter the source MAC address and the
Wildcard value in the entry fields provided

Destination Choose and enter the destination MAC address

information. The options available are as follows.

» Optional - Evaluates the optional destination traffic
according to this rule condition.

* Host - Enter a destination host MAC address.

e MAC - Enter a destination MAC address and the
Wildcard value in the entry field displayed.

Specify Ethernet Type | Choose the Ethernet type option. The options available
are aarp, appletalk, decent-iv, etype-6000, etype-
8042, lat, lavc-sca, mop-console, mop-dump, vines-
echo, vines-ip, xns-idp and arp.
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Parameter

Overview

Ethernet Type

Enter the Ethernet type as the hexadecimal value. The
range is from 0x600 to OxFFFF. If you choose the
optional Ethernet type profile from the drop-down list
of Specify Ethernet Type, the appropriate
hexadecimal-value is automatically displayed.

Ethernet Type Mask

Enter the Ethernet type mask as the hexadecimal value.
The range is from 0x0 to OxFFFF. If you choose an
optional Ethernet type profile from the drop-down list
of Specify Ethernet Type, the appropriate
hexadecimal-value is automatically displayed.

CoS

Choose the CoS-value; the range is from 0 to 7.

e Mask - Enter the value of CoS mask. The range is
from 0x0 to 0x7.

VID

Enter one VLAN ID to use. The range is from 1 to 4,094.

¢ Mask - Enter the value of VLAN ID mask. The range
is from 0x0 to OxFFF.

Time Range

Enter the name of the time range profile to use in this
ACL rule. The number of characters for the name can be
up to 32.

Click Apply to add a new ACL rule.

Click Back to return to the ACL access list window.
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8.2.6  Extended Expert ACL

Click Add ACL (in the ACL Access List window) to display the following
window.

Add ACL Rule

D 6000
ACL Name exmac
ACL Type Extended MAC ACL

Sequence No. (1-65535) |:| (If it isn't specified, the system automatically assigns.)
@ Permit () Deny

Action @ Permi
Match MAC Address

® Any @ Any

OHost  [1IDF36-48-A7-CC OHost  [11DF-36-4B-AT-CC
Source - Destination

() mAC 11-DF-36-4B-A7-CC O mMAC 11-DF-36-4B-A7-CC

Wildcard [11-DF-36-4B-A7-CC Wildeard [11-DF-36-4B-A7-CC

Match Ethernet Type

Specify Ethemet Type Please Select ~
Ethemet Type (0x0-0xFFFF)
Ethemet Type Mask (0x0-0xFFFF)

R — 0 —
CoS Please Select v Mask (0x0-0x7) |:|

Figure 8-24 ACL Access List (Add ACL, Extended Expert ACL)

In the section of Add ACL Access List, you can configure the following
parameters.

Parameter Overview

ACL Type Choose the ACL type to create. The options available
are Standard IP ACL, ExtendedIP ACL, Standard
IPv6 ACL, Extended IPv6 ACL, Extended MAC ACL
and Extended Expert ACL. This section describes how
to configure Extended Expert ACL.

ID Enter an ID of the Extended Expert ACL. The range is
from 8,000 to 9,999.
ACL Name Enter the name of ACL. The number of characters for

the name can be up to 32.

Click Apply to add a new ACL profile.
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Choose the Extended Expert ACL profile and click Add Rules (ACL
Access List window) to display the following window.

Add ACL Rule
D 8000
ACL Name extex
ACL Type Extended Expert ACL
Sequence No. (1-65535) [ efitisnt specified, the system automaticaly assigns )
Action ® Pemit O Deny
Protocol Type [eP M| ]©255 Mask(0x0-0FR[_ | []Fragmenis

Match IP Address

@ Any ® Any

) Host - ) Host
Source - Destination
or T owr
Wildcard - Wildeard

Match MAC Address

® Any @® Any
OQHost  [{1-DF-36-4B-A7-CC] O Host  [{1-DF-36-4B-AT-CC
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Match Port
Source Please Select v
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Figure 8-25 ACL Access List (Add Rules, Extended Expert ACL)

In the section of Add ACL Rules, you can configure the following
parameters.

Parameter Overview
Sequence Number Enter the ACL rule number. The range is from 1 to
65,535. If not specified, the number is automatically
generated.
Action Choose an action to execute with this rule. The options
available are Permit and Reject.
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Parameter

Overview

Protocol Type

Choose the protocol type option. The options available
are TCP, UDP, ICMP, EIGRP (38), ESP (50), GRE (47),
IGMP (2), OSPF (89), PIM (103), VRRP (112), IP-in-IP
(94), PCP (108), Protocol ID and None.

* Value - You can manually enter the protocol ID
whose range is from 0 to 255.

* Mask - After you choose the protocol ID option,
enter the value of protocol mask, manually.

¢ The range is from 0x0 to OxFF.

* Fragment - If you choose this, a packet fragment
filtering is included.

Source (IP Address)

Choose and enter the source information. The options

available are as follows.

* Optional - Evaluates the optional source traffic
according to this rule condition.

* Host - Uses and enters a source host IP Address.

e [P - Use the bit map of Wildcard and enter a group
of the source IP address. The bit corresponding with
1 of the bit value is ignored, but the bit
corresponding to O as the bit value is checked.

Destination (IP
Address)

Choose and enter the destination information. The

options available are as follows.

» Optional - Evaluates the optional destination traffic
according to this rule condition.

* Host - Uses and enters a destination host IP Address

¢ IP - Use the bit map of Wildcard and enter the
group of the destination IP address. The bit
corresponding with 1 of the bit value is ignored, but

the bit corresponding to 0 as the bit value is
checked.

Source (MAC
Address)

Choose and enter the information on a source MAC

address. The options available are as follows.

* Optional - Evaluates the optional source traffic
according to this rule condition.

¢ Host - Enter a source-host MAC address.

¢ MAC- Enter a source MAC address and the
Wildcard value in the entry field displayed.

Destination (MAC
Address)

Choose and enter the information on a destination

MAC address. The options available are as follows.

e Optional - Evaluates the optional destination traffic
according to this rule condition.

* Host - Enter a destination-host MAC address.

* MAC - Enter a destination MAC address and the
Wildcard value in the entry field displayed

274



8 ACL (Access Control List)
8.2.6 Extended Expert ACL

Parameter

Overview

Source Port

Choose and enter the source-port value. The options

available are as follows.

e = - ACL uses the port-number specified, only.

e > - ACL uses all the ports, which are greater than the
port-number specified.

e <-ACL uses all the ports, which are smaller than the
port-number specified.

o # - ACL uses all the ports except for the port-number
specified.

¢ Range - ACL uses the port, which is specified within
the range.

* Mask - ACL uses the port within the range of the
mask specified. Enter the value of a port-mask in the
entry field displayed. The range is from 0x0 to
OXFFFF.

This parameter is available when you select TCP or UDP

from the Protocol Type.

Destination Port

Choose and enter the value of a destination port. The

options available are as follows.

e = - ACL uses the ort number specified, only.

e > - ACL uses all the ports, which are greater than the
port-number specified.

e <-ACL uses all the ports, which are smaller than the
port-number specified.

e # - ACL uses all the ports except for the port-number
specified.

¢ Range - ACL uses the port, which is specified within
the range.

* Mask - ACL uses the port within the range of the
mask specified. Enter the value of a port-mask in the
entry field displayed. The range is from 0x0 to
OXFFFF.

This parameter is available when you select TCP or UDP

from the Protocol Type.

Specify ICMP
Message Type

Choose the ICMP Message Type to use. This
parameter is available when you select ICMP from the
Protocol Type.

ICMP Message Type

If you do not choose the Specify ICMP Message Type,
enter the numerical value of the ICMP message type to
use. The range is from 0 to 255. If you choose the ICMP
Message Type, the numerical value of message type is
automatically entered. This parameter is available when
you select ICMP from the Protocol Type.
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Parameter

Overview

Message Code

If you do not choose the Specify ICMP Message Type,
enter the numerical value of message code to use. The
range is from 0 to 255. If you choose the ICMP
Message Type, the numerical value of a message type
is automatically entered. This parameter is available
when you select ICMP from the Protocol Type.

IP Precedence

Choose the value of IP Precedence to use. The options

available are routine (0), priority (1), immediate (2),

flash (3), flash-override (4), critical (5), internet (6)

and network (7).

e Value - You can enter the value of IP Precedence,
manually. The range is from 0 to 7.

* Mask - Enter the value of IP Precedence mask. The
range is from 0x0 to 0x7.

ToS

Choose the value of Type-of-Service (ToS) to use. The

options available are normal (0), min-monetary-cost

(1), max-reliability (2), max-throughput (4) and min-

delay (8).

* Value - You can enter the ToS value, manually. The
range is from 0 to 15.

¢ Mask - Enter the ToS mask value. The range is from
0x0 to OxF.

DSCP

Choose the DSCP value to use. The options available

are:

default (0) af11 (10), af12 (12), af13 (14), af21 (18),

af22 (20), af23 (22), af31 (26), af32 (28), af33 (30),

afd1 (34), af42 (36), af43 (38), cs1 (8), cs2 (16), ¢s3

(24), cs4 (32), ¢s5 (40), ¢s6 (48), cs7 (56) and ef (46).

* Value - You can enter the DSCP value, manually. The
range is from 0 to 63.

¢ Mask - Enter the DSCP mask value. The range is
from 0x0 to Ox3F.

TCP Flag

Choose the TCP flag to evaluate for this ACL. The
options available are ack, fin, psh, rst, syn, and urg.
This parameter is available when you select TCP from
the Protocol Type.

VID

Enter the VLAN ID you use. The range is from 1 to

4,094.

* Mask - Enter the value of VLAN ID mask. The range
is from Ox0 to OxFFF.

CoS Apply

Choose the CoS-value to use. The range is from 0 to 7.

* Mask - Enter the CoS-mask value. The range is from
0x0 to Ox7.
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Parameter

Overview

Time Range Enter the name of the time range profile to use in this

up to 32.

ACL rule. The number of characters for the name can be

Click Apply to add a new ACL rule.

Click Back to return to the ACL access list window.
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8.3 ACL Interface Access Group

Use the following window to implement the settings on an ACL access
group of the port specified and display its settings.

Choose ACL > ACL Interface Access Group to display the following

window.

a nterface Access Group

ACL Interface Access Group

From Fort To Port Direction

Action Type ACL Name

[Fiton [v] [FitoA  [v] [In

~] [Add ] Pact  ¥] | | [ Piease sele=t |

“ IPACL 1PvE ACL MAC ACL Expert ACL IPACL 1Pv6 ACL MAC ACL Expert ACL

FitioA
Fitio2
Fitio Sample (ID...
Fili0i4
Tello/s
Tel/0/6

ACL(ID; 7...

Figure 8-26 ACL Interface Access Group

In the section of ACL Interface Access Group, you can configure the

following parameters.

Parameter

Overview

From Port/ To Port

Choose the port you use.

Direction Choose a direction. The options available are In and
Out.

Action Choose the action you perform. The options available
are Add and Delete.

Type Choose an ACL type. The options available are IP ACL,
IPv6 ACL, MAC ACL and Expert ACL.

ACL Name Enter the name of ACL. The number of characters for

the name can be up to 32. Then click ACL Name to
choose an existing ACL from a list.

Click Apply to check the content changed.

Click Please Select to display the access control list configured already
and use it in this window.

Click Please Select to display the following window.
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ACL Interface Access Group
ACL Interface Access Group

From Port To Port Direction Action Type ACL Name
[Fit/on ~|[Fit/0/1 ~|[n ~|[ Add ~|[1PACL ~ || Please select | [ Apply ]

Port —“
- IPACL IPv6 ACL MAC ACL Expert ACL 1P ACL IPv6 ACL. MAC ACL Expert ACL
Fi1/0/1
Fi1/0/3
Te1/0/5

Figure 8-27 ACL Interface Access Group (Please select.)

Click OK to use the access-control list selected.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.
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8.4 ACL VLAN Access Map

Use the following window to implement the settings on an ACL VLAN
access map and display its settings.

Choose ACL > ACL VLAN Access Map to display the following window.

ACL VLAN Access Map

Access Map Name
Sub Map Number (1-65535)
Action

Access Map Name

Access Map Name

Total Entries: 0

Fomard >

32 chars Counter State Disabled v

32 chars [ ctearacounter | [ clearcounter | [ Find |

S0 e o st | Comersie ||

Figure 8-28 ACL VLAN Access Map

In the section of ACL VLAN Access Map, you can configure the following

parameters.

Parameter

Overview

Access Map Name

Enter the name of an access-map. The number of
characters for the name can be up to 32.

Sub Map Number

Enter the sub map number. The range is from 1 to
65,535.

Action

Choose the action you perform. The options available
are Forward, Drop and Redirect. If you choose the
Redirect option, choose the redirect-destination
interface from the drop-down list.

Counter State

This parameter enables or disables the counter state.

Click Apply to add a new entry.

Click Clear All Counters to clear all the counter information.

Click Clear Counters to clear the counter information about the specified

access map.

Click Find to search and display the entries based on the search condition

specified.

Click the Binding button to configure the binding for the specified entry.

Click Delete to delete the entry specified.

280



8 ACL (Access Control List)
8.4 ACL VLAN Access Map

If two or more pages exist, enter the page-numbers. Then click Go to
move to a specific page.

Click the Binding button to display the following window.

Match Access.-List
Access Map Name VianAccessMap

Sub Map Number 1

@ Match IP Access-List

[ | (el

() Match IPv6 Access-List

Please Select

() Match MAC Access-List

Please Select

Figure 8-29 ACL VLAN Access Map (Binding)

In the section of Match Access List, you can configure the following
parameters.

Parameter Overview
Match IP Access-List

Match IPv6 Access-
List

The IP access list (to be matched) is displayed.

The IPv6 access list (to be matched) is displayed.

Match MAC Access- | The MAC access list (to be matched) is displayed.
List

Click Please Select to display the configured access-control list, which can
be used in this window.

Click Apply to check the content changed.
Click Delete to delete the binding specified.

Click Please Select to display the following window.
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Total Entries: 1

[T o T acwame | acimwe |
O 1999 std_ip_acl

Standard IP ACL

OSSR =

Figure 8-30 ACL VLAN Access Map (Please choose a binding.)

Click OK to use the access control list selected.
Click Go to move a specific page.

If two or more pages exist, enter the page-numbers. Then click Go to
move to a specific page.
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8.5 ACL VLAN Filter

Use the following window to implement the settings on the ACL VLAN
filtering and display its settings.

Choose ACL > ACL VLAN Filter to display the following window.

ACL VLAN Filter

Access Map Name ,rmiJ

Action |Add ~ H

VID List 1,35 | []ANVLANS ety ]

Total Entries: 1

| coessmaphame | woue |
Name 1-4094

3] Kl [ [

Figure 8-31 ACL VLAN Filter

In the section of ACL VLAN Filter, you can configure the following

parameters.
Parameter Overview
Access Map Name Enter the name of an access-map. The number of
characters for the name can be up to 32.
Action Choose the action you perform. The options available
are Add and Delete.
VID List Enter the VLAN ID you use. You can enter its

consecutive VLAN IDs by delimiting with a comma or
enter the range of VLAN IDs by delimiting with a
hyphen. The range is from 1 to 4,094. If you choose All
VLANSs, this configuration is applied to all the VLANSs,
which are configured on this switch.

Click Apply to add a new entry.
Click Delete to delete the entry specified.

If two or more pages exist, enter the page-numbers. Then click Go to
move to a specific page.
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Security

9.1  Port Security

9.1.1 Port Security Global Settings

Use the following window to implement the settings on a global port
security and display its settings.

Choose Security > Port Security > Port Security Global Settings to
display the following window.

Port Secui obal Settings
Port Security Trap Settings

Trap State (O Enabled ®) Disabled
Port Security Trap Rate Settings
Port Security System Settings

System Maximum Address (1-3328) ™ Noumt
Port Security VLAN Settings

VID List 1,4-6

VLAN Max Learning Address (1-3328) ™ Noumit
Find VLAN

o (4100 —

Figure 9-1 Port Security Global Settings

In the section of Port Security System Settings, you can configure the
following parameter.

Parameter Overview

Maximum Address of | Enter the maximum number of secure MAC addresses
a System to be allowed (or permitted). If not specified, the
default value is No Restriction. The valid range is from 1
to 3,328. If you choose No Restriction, the maximum
number of secure MAC addresses is permitted.

Click Apply to check the content changed.
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In the section of Port Security VLAN Settings, you can configure the

following parameters.

Parameter

Overview

VID list

Enter the VLAN ID you use. You can enter its
consecutive VLAN IDs by delimiting with a comma or
enter the range of VLAN IDs by delimiting with a
hyphen. The range is from 1 to 4,094.

VLAN Maximum
Learning Address

Enter the maximum number of MAC addresses to be
allowed (or permitted), which can be learned with the
VLAN specified. The range is from 1 to 3,328. If you
choose No Restriction, the maximum number of
secure MAC addresses is allowed.

Click Apply to add new entries based on the information specified.

In the section of Searching VLAN, you can configure the following

parameter.

Parameter

Overview

VID

Enter the VLAN ID you use. The range is from 1 to
4,094.

Click Find to search and display entries based on the search condition

specified.
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9.1.2  Port Security Port Settings

Use the following window to implement the port-security settings on the
port specified and display its settings.

Choose Security > Port Security > Port Security Port Settings to display

the following window.

Port Security Port Settings

From Port To Port State Maximum (0-3328) Violation Action Security Mede Aging Time (0-1440) Aging Type

[Fior v|[Fit0r1 + | Disabled v|p2 | [Protect || Delete-on-Timeou v | [min | Apsolute |

[ oo | Camno.| Vo Acton | VotonComt| ety e | S | e S| g v At
Fi1/0/1 32 0 Protect - Delete-on-Timeout Disabled - 0 Absolute
Fi1/022 32 0 Protect - Delete-on-Timeout Disabled - 0 Absolute
Fil/0/3 32 0 Protect = Delete-on-Timeout Disabled 0 Absolute
Fit/0/4 32 0 Protect = Delete-on-Timeout Disabled 0 Absolute
Tel/0/5 32 0 Protect = Delete-on-Timeout Disabled 0 Absolute
Tel/0/6 32 0 Protect = Delete-on-Timeout Disabled 0 Absolute

Figure 9-2 Port Security Port Settings

In the section of Port Security Port Settings, you can configure the

following parameters.

Parameter

Overview

From Port/ To Port

Choose the port you use.

State

This parameter enables or disables a port-security
function on the port specified.

Maximum

Enter the maximum number of secure MAC addresses
to permit on the port (s) specified. The range is from 0
to 3,328. By default, the value is set to 32.

Violation Action

Choose the violation action to conduct. The options

available are as follows.

e Protect - Although all the packets are deleted from
the host, which is insecure as the port security
process level, the security-violation count is not
increased.

» Restrict - All the packets coming from the host,
which is insecure as the port-security-process level,
are deleted. The security-violation count is increased
to be recorded on the system log.

* Shutdown - If a security-violation occurs, the port
becomes shut down to be recorded on the system-

log.
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Parameter Overview

Security Mode Choose the security mode option. The options available

are as follows.

* Permanent - All the MAC addresses learned are not
cleared except for the cases which users manually
deleted entries.

* Delete-On-Timeout - All the learned MAC
addresses become cleared if an entry ages out, or if
the users manually delete these entries.

Aging Time Enter the aging-time value to use it for the secure
dynamic address, which automatically learned on the
port specified. The range is from 0 to 1,440 (minutes).

Aging Type Choose the aging type. The options available are as

follows.

* Absolute - All the secure addresses on this port
become age-out immediately if the specified time
passes, and they are deleted from a list of the
addresses. This is the default type.

* Inactivity - The secure address on this port becomes
age-out only if there are no data-traffics coming
from the secure-source address, during the period
specified.

Click Apply to check the content changed.
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9.1.3  Port Security Address Entries

Use the following window to implement the settings on the MAC address
entry of the port security and display its settings.

Choose Security > Port Security > Port Security Address Entries to
display the following window.

Port Security Address Entries

Port MAC Address VID (1-4084)
Fi1/01 ~]| [00-84-57-00-00.00 | (J Permanen t

[ Add I Delete |[ clear by Port |[ clear by MaC |

Total Entries: 0 Clear All
mm MAC Address. Address Type Remaining Time (mins)

Figure 9-3 Port Security Address Entries

In the section of Port Security Address Entries, you can configure the
following parameters.

Parameter Overview
Port Choose the port you use.
MAC Address Enter a MAC address. If you choose the Permanent

option, all the MAC addresses learned are not cleared
except for the case that users delete an entry, manually.
VID Enter the VLAN ID you use. The range is from 1 to
4,094.

Click Add to add new entries.
Click Delete to delete the entry specified.

Click the Clear by Port button to delete all the secure MAC addresses for
the port specified.

Click the Clear by Mac button to delete the address specified among the
secure MAC addresses on the optional port.

Click Clear All to clear and delete all the secure MAC addresses for a port.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.
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802.1X

9.2.1 802.1X Global Settings

Use the following window to implement the settings on the global IEEE
802.1X and display its settings.

Choose Security > 802.1X > 802.1X Global Settings to display the
following window.

8021X Global Settings
System Authentication Control | Disabled v
EAP RequestInterval (1-3600) 5 |sec

802.1X Authentication Ports Settings
fpentication Ports 1A Based v | FromPort  [Fil/0/1 v]  ToPor Fitl0i v
802.1X Port-Based Authentication Poris Fi/0/-1/0/4 Te 1/0/5-1/0/6
2021X MAC-Based Authentication Ports

Figure 9-4 802.1X Global Settings

In the section of 802.1X Global Settings, you can configure the following

parameters.
Parameter Overview
System This parameter enables or disables the system

Authentication

authentication control. This function controls the
Control

network access coming from unauthorized hosts.
NAS ID Enter an ID regarding Network Access Server (NAS).

EAP Request Interval |Enter the request interval of the Extensible
Authentication Protocol (EAP). The range is from 1 to
3,600 (seconds).

Click Apply to check the content changed.
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In the section of 802.1X Authentication Port Settings, you can
configure the following parameters.

Parameter Overview
Authentication Port | Choose the authentication mode to use (it) on the port
Mode specified. The options available are Port Based and
Mac-Based.

From Port/ To Port Choose the port you use.

Click Apply to check the content changed.
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9.2.2  802.1X Forced Authorized MAC Settings

Use the following window to implement the settings on IEEE 802.1X
forced authorized MAC and display its settings.

Choose Security > 802.1X > 802.1X Forced Authorized MAC Settings to
display the following window.

Forced Authorized MAC Settings

From Port To Port MAC Address Mask Length (0-48) Authentication Status
Fior ~| Fi1/0r ~| |p0-2a-37-50-03-5 | Authorized ot

MAG Address e 3375 54 Find |

Total Entries: 0

| Authentication
MAC Address Mask Length Port List
Status

Figure 9-5 802.1X Forced Authorized MAC Settings

In the section of Forced Authorized MAC Settings, you can configure
the following parameters.

Parameter Overview

From Port/ To Port Choose the port you use.

MAC Address Enter a MAC address of supplicant.
Mask Length Enter the MAC mask bit-length. The range is from 0 to
48.

Authentication Status | Choose the authentication status. The options available

are as follows.

* Authorized - Choose this option to force the
authorized status.

* Unauthorized - Choose this to force the
unauthorized status.

Click Apply to add a new entry.

Click Find to search and display the entries based on the search condition
specified.

Click Delete to delete the entry specified.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.
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9.2.3  802.1X Unauthorized MAC Settings

Use the following window to implement the settings on IEEE 802.1X
unauthorized MAC and display its settings.

Choose Security > 802.1X > 802.1X Unauthorized MAC Settings to
display the following window.

Unauthorized MAC Address Settings

Age-Out Time (0-65535) 300 Apply

Port Fi1/0/1 ~| MAC Address [00-2: Apply

Find By MAC ~
Total Entries: 0

Figure 9-6 802.1X Unauthorized MAC Settings

In the section of Unauthorized MAC Address Settings, you can
configure the following parameters.

Parameter

Overview

Age-Out Time

Enter the value of age-out time. The time is used for
aging out a static unauthorized host. The range is from
0 to 65,535 (seconds).

From Port/ To Port

Choose the port you use.

MAC Address Enter a MAC address of an unauthorized host.

Find By MAC Choose this option to find the configured dynamic host,
which is unauthorized, and display in a sequential order
of MAC addresses.

Find By Port

Choose this to find and display the configured dynamic
host, which is unauthorized, on the port specified.
*From Port / To Port - Choose the port you use.

Click Apply to check the content changed.

Click Find to search and display the entries based on the search condition

specified.

292




9 Security
9.2.4 802.1X Ports Settings

9.24

802.1X Ports Settings

Use the following window to implement the settings on IEEE 802.1X port-
based/MAC based access-control on the port specified and display its

settings.

Choose Security > 802.1X > 802.1X Ports Settings to display the

following window.

Quiet Period (1-65535)

Suppl eout (1-65535) 3

tion Period (1-

Re-auther
65535) 600
Per-Port R

w =]
S

<
@ w @
6 & @
8 8 8

Disabled

Port-Based Access Control MAC-Based Access Control
Port-Based Authentication Ports:  Fi1/0/1-1/0/4, Te1/0/5-1/0/6
From Port Fi1/0/1 i To Port Fi1/0/1
Port Control Force Authorized v AdminControlDirection Both

iod (1-65535)
out (1-65535)

Maximum Request (1-10)

w (@] [w
sl|s
< <l <
v 0
3 8
8 8

Re-authentication Time Local

Disabled

Apply

From Port Fil/0/1

v [To Port Fi1/0/1 - Show ] { Init

| [ Re-authenticate |

Figure 9-7 802.1X Ports Settings (Port-Based Access Control)

In the section of Port Based Access Control, you can configure the

following parameters.

Parameter

Overview

From Port/ To Port

Choose the port you use.

Port Control

Choose an authentication state of a port. The options

available are as follows.

* Auto - Enables the IEEE 802.1X authentication.

* Force Authorized - Sets a port to an authorized
state, forcefully.

* Force Unauthorized - Sets a port to the
unauthorized state, forcefully.

Admin Control
Direction

Choose the control direction of traffics on the port(s).
The options available are as follows.

e Both - Controls traffics in both directions.
* In - Controls traffics in an inbound direction, only.

Quiet Period

Enter the quiet (or silent) period. This is the number of
seconds needed, for a switch, to maintain the quiet
state after failing an authentication process. The range
is from 1 to 65,535 (seconds).

Transmission Period

Enter a transmission period. This is the number of
seconds needed, for a switch, to wait for the EAP
requests/identity-frames coming from supplicants.
When passing the period, a request is retransmitted.
The range is from 1 to 65,535 (seconds).
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Parameter

Overview

Supplicant Time-out

Enter the value of a supplicant time-out. This is the
number of seconds needed to wait for the response
coming from the supplicant. If this period passes, the
supplicant message becomes time-out. This is not
applied to the EAP request ID. The range is from 1 to
65,535 (seconds).

Server Time-out

Enter the value of a server time-out. This is the number
of seconds needed to wait for the response coming
from an authentication server. When passing this
period, the connection becomes time-out. The range is
from 1 to 65,535 (seconds).

Re-authentication
Period

Enter the re-authentication period. This is the number of
seconds needed for an interval of re-authentication
trials. The range is from 1 to 65,535 (seconds).

Maximum Request

Enter the maximum number of EAP requests that are
allowed from a back-end authentication machine.
When exceeding this, an authentication process
restarts. The range is from 1 to 10.

Per-Port Re-
authentication

This parameter enables or disables the regular re-
authentication for the port specified.

Re-authentication
Time Local

This parameter enables or disables usage for the local
settings on the session re-authentication, which is done
by a timer.

Click Apply to check the content changed.

Click Showv to display the settings on the port-based access control, which
is associated with the specified port(s).

Click Init to initiate the settings on the port-based access control on the

specified port(s).

Click Re-authenticate to re-authenticate all the connections to the

specified port(s).

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.
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Click the MAC-Based Access Control tab to display the following

window.

Port-Based Access Control MAC-Based Access Control
MAC-Based Authentication Ports
From Port Fit/on [v] To Port Fiti0/ [v]
Number of Supplicant (1-1024) AdminControlDirection Both V]
Quiet Period (1-65535) sec Transmission Period (1-65535) sec
‘Supplicant Timeout (1-65535) sec Server Timeout (1-65535) sec
Re-authentication Period (1-65535) [3600 sec Maximum Request (1-10)
R ion Time Local Disabled [v] Per-Port Re-authentication Digabled V]
Timeout (0-65535) [pe00 sec
Port Fi1/0i V] show || Init | [Re-authenticate |

Figure 9-8 802.1X Ports Settings (MAC-Based Access Control)

In the section of MAC-Based Access Control, you can configure the

following parameters.

Parameter

Overview

From Port/ To Port

Choose the port you use.

Number of
Supplicants

Enter the maximum number of authenticated users who
are allowed on the port(s). The range is from 1 to 512.

Admin Control

Choose the control direction of traffics on the port(s).

Direction The options available are as follows.

* Both - controls traffics in both directions

¢ In - controls traffics in Inbound direction, only.
Quiet Period Enter the quiet period. This is the number of seconds,

for a switch, to maintain the quiet state after failing an
authentication process. The range is from 1 to 65,535
(seconds).

Transmission Period

Enter the transmission period. This is the number of
seconds needed, for a switch, to wait for the EAP
requests/identity-frames, which come from supplicants.
When passing the period, requests are re-transmitted.
The range is from 1 to 65,535 (seconds).

Supplicant Timeout

Enter the value of the supplicant timeout. This is the
number of seconds needed to wait for the response
coming from the supplicant. If this period passes, the
supplicant message becomes time-out. This is not
applied to EAP request ID. The range is from 1 to
65,535 (seconds).
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Parameter

Overview

Server Time-out

Enter the value of the server time-out. This is the
number of seconds needed to wait for the response
coming from an authentication server. If this period
passes, the connection becomes time-out. The range is
from 1 to 65,535 (seconds).

Re-authentication
Period

Enter the re-authentication period. This is the number of
seconds for the interval of re-authentication attempts.
The range is from 1 to 65,535 (seconds).

Maximum Request

Enter the maximum number of EAP requests, which are
allowed from a back-end authentication machine.
When exceeding this, an authentication process
restarts. The range is from 1 to 10.

Re-authentication

This parameter enables or disables the use of the local

Time Local settings for the session re-authentication done by a
timer.

Per-Port This parameter enables or disables the regular re-

Re-authentication authentication on the port(s) specified.

Forced Enter the value of the forced authentication timeout.

Authentication This is the number of seconds for a switch to wait for

Timeout the migration to forced authentication/un-

authorization. If this period passes, the migration
becomes time-out. The range is from 0 to 65,535
(seconds). To avoid that the migration becomes time-
out, enter O for it.

Click Apply to check the content changed.

Click Show to display the settings on MAC-based access control, which is
associated with the specified port(s).

Click Init to initiate the settings on Mac-based access control on the

specified port(s).

Click Re-authenticate to re-authenticate all the connections to the

specified port(s).

Click Show Detail to display details on the entry.
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Click Show Detail to display the following window.

A

MAC-Based Port Information

NASID nast Fort Number Fiz

MNumber of Supplicant 512 OperContioDirection Bolh

AdminControlDirecion Botn Transmission Pericd 3D

MaKimum Request 2 Supplicant Timeout 3

Quiet Period 80 Server Timeout »

Re-authentication Period 3600 Forcs Authentication Timeout 3500

Fer-Porl Re-authertication Disabled Re-authentication Timer Mode RADIUS

Total Entries:

[sopon waC powress] ——Type A Conto | aunentconon sts | Remumemeanon ||

Figure 9-9 802.1X Ports Settings (MAC Based Access Control, Show Detail)

Click Edit to enable or disable the re-authentication function.

Click Initiate to initiate the settings on the MAC-based access control on
the port specified.

Click Re-authenticate to re-authenticate the MAC address connections of
the supplicant specified.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.

Click Back to return to the previous window.
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9.2.5 EAP Port Config

Use the following window to implement the EAP settings on the port
specified and display its settings.

Choose Security > 802.1X > EAP Port Config to display the following
window.

From Port To Port EAP Request EAP Forward
Fit/0r v [Fi1/011 ~| | Disabled v Disabled v
| Aely |
Enabled EAP Reqguest Ports :
Enabled EAP Forward Ports :

Figure 9-10 EAP Port Config

You can configure the following parameters.

Parameter Overview

From Port/ To Port Choose the port you use.

EAP Request This parameter enables or disables the function of EAP
requests on the port specified.
EAP Forward This parameter enables or disables the function of EAP

forward on the port specified. You can use it to enable
or disable the forwarding of IEEE 802.1X Protocol Data
Units (PDU).

Click Apply to check the content changed.
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9.2.6 802.1X Authenticator Statistics Information

Use the following command to display and clear the statistics information
about the IEEE 802.1X authentication of the port specified.

Choose Security > 802.1X > 802.1X Authentiscator Statistics
Information to display the following window.

Statistics
por since
Port FitioH Elapsed Time Since Reset 011:22:03:37
TxReqld 0
TxReq 0
TxTotal 0
RxStart 0
RxLogoff 0
RxRespld 0
RxResp 0
Rudnvalid 0
RxLenEror 0
RxTotal 0
RxVersion 0
LastRxSrcMac 00-00-00-00-00-00

Figure 9-11 802.1X Authentication Statistics Information

In the section of Statistics, you can configure the following parameters.

Parameter Overview
Port Choose the port you use.
Since Choose the time range. The options available are as
follows.

* Since-Reset - displays the statistics, which has been
recorded since the last switch reset.

* Since-Up - displays the statistics, which has been
recorded since the last switch boot-up.

Click Find to display the information based on the search condition
specified.

Click Reset All to reset all the statistics information.
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9.2.7 802.1X Supplicant Global Settings

In the following screen, you can configure a user-name and a password to
operate a switching hub as a supplicant. With the supplicant function of
802.1X, you can connect this device to the port, which configures the
IEEE802.1X function (port-based authentication) on a upper switching-
hub. Doing so enhances the security or countermeasure against
unauthorized-accesses.

Choose Security > 802.1X > 802.1X Supplicant Global Settings to
display the following window.

pplica

802.1X Supplicant Global Settings

-
(@ Password [ Encrypt
O Encrypt Password
Authentication Method

802.1X Supplicant Global Information
Usemame
Password:
Authentication Method PEAP-MSCHAPV2
Authentication Status PAE State: S_Force_Auth Backend Stale: |dle

Figure 9-12 802.1X Supplicant Global Settings

In the section of 802.1X Supplicant Global Settings, you can configure

Parameter Overview
User-name Configure a user-name of the supplicant.
Password Configure a supplicant-password.
Encrypting Password | Use the encrypted password when configuring it.
Authentication Choose an authentication method. The options
Method available are as follows.

¢ md5- Set an authentication method to md5.

¢ peap-mschapv2 - Set an authentication method to
peap-mschapv2.

Click Apply to reflect the change.
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9.2.8  802.1X Supplicant Port Settings

The following window displays the configuration and state regarding the
function of IEEE 802.1X supplicant of the port specified.

Choose Security > 802.1X > 802.1X Supplicant Port Settings to display
the following window.

802.1X Supplicant Port Seftings

pon
Held Period (0-85535) \:] [ Defauit
Authentication Period (1-65535) \:I [ Default
Start Period (1-65535) T l0ovefaur
Max Start (1-65535) | Ooeta

802.1X Supplicant Port Table

I T i s sorrows | oo | oo |
Fit/01 60 30 30 Disabled

Fi1/0/2 60 30 30

Fi1/0/3 60 30 30

3
3 Disabled
3

Fit/0/4 80 30 30 3 Disabled
3
3

Disabled

Tel/oi5 80 30 30 Disabled

Tel/0/6 80 30 30 Disabled

Figure 9-13 802.1X Supplicant Port Settings

In the section of 802.1X Supplicant Port Settings, you can configure the
following parameters.

Parameter Overview
Port Choose a port to be configured.
Held Period This parameter configures the necessary time for

waiting the next authentication when the supplicant
fails to authenticate. The range is from 0 to 65,535. The
default is 60 (seconds).

Authentication This parameter configures the necessary time for

Period waiting the request from an authenticator. The range is
from 1 to 65,535. The default is 30 (seconds).

Start Period This parameter configures the transmission interval of

EAPOL when starting an authentication. The range is

from 1 to 65,535. The default is 30 (seconds).

Max Start This parameter configures the maximum number of

EAPOL-Start packets transmissions. The range is from 1

t0 65,535. The default is three times.

State This parameter configures to enable or disable the

function of a port supplicant.

¢ Disabled - Displays the statics since the reset of the
last switch (default value).

* Enabled - Displays the statistics since the boot-up of
the last switch.
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Click Apply to reflect the change.
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9.2.9  802.1X Supplicant Statistics Information

The following window displays the IEEE 802.1X supplicant statistics
information on the port specified.

Choose Security > 802.1X > 802.1X Supplicant Statistics to display the
following window.

802.1X Supplicant Statistics Table

Fivt v
Port: Fi1/01
o

TX EAPOL Start

TX EAPOL Logoff

0
0
TX EAF Response ID 0
TX EAP Response 0
TX EAP Total 0
RX EAP Request ID 0
RX EAP Requset 0
RX EAF Invalid 0
RX EAP Length Error 0
RX EAF Total 0
RX EAP Version 0
Last RX Source Mac Address 00-00-00-00-00-00

Figure 9-14 802.1X Supplicant Statistics Information

In the section of 802.1X Supplicant Statistics, you can configure the
following parameter.

Parameter Overview

Port Choose a port to be configured.

Click Retrieve to display information on the port specified.
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9.3.1 AAA Global Settings

Use the following window to enable or disable to set the AAA function to
global.

Choose Security > AAA > AAA Global Settings to display the following
window.

AAA Global Settings

AAA State Settings

AAA State O Enabled (@ Disabled

Figure 9-15 AAA Global Settings

In the section of AAA Condition Settings, you can configure the
following parameter.

Parameter Overview
AAA Condition Enables or disables to set an AAA function to global.

Click Apply to check the content changed.
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9.3.2 AAA Authe

Use the following wind

ntication Settings

ow to implement the settings on the AAA

authentication and display its settings.

Choose Security > AAA > AAA Authentication Settings to display the

following window.

AAA Web Authentication Settings

Primary Database Secondary Database

Authentication Fail Action Authentication Fail Block Time (1-65535) sec
AAAMAC Authentication Settings

Primary Database Secondary Database

Authentication Fail Action Authentication Fail Block Time (1-65535) sec
AAA 802.1X Authentication Settings

Primary Database Local v Secondary Database

Authentication Fail Action Stop

Figure 9-16 AAA Authentication Settings

In the section of AAA Web Authentication Settings, you can configure
the following parameters.

Parameter

Overview

Primary Database

Choose a primary database to use for Web

authentication. The options available are as follows.

¢ RADIUS - Uses the database on a RADIUS server as
the primary database.

* Local - Uses the local database on a switch as the
primary database.

Secondary Database

Choose a secondary database to use for Web

authentication. The options available are as follows.

* None - Authentication on the secondary database is
treated as approved.

* RADIUS - Uses the database on a RADIUS server as
the secondary database.

* Local - Uses the local database on a switch as the
secondary database.

Authentication Fail
Action

* Stop - Specifies to stop authentication when Web
authentication failed using the primary database.
However the secondary database applies if it cannot
communicate with the RADIUS server which is the
primary database.

* Secondary DB - Specifies to initiate authentication
using the secondary database when Web
authentication failed using the primary database.
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Parameter Overview
Authentication Fail Enter the number of seconds (needed) to block a host in
Block Time case of the Web authentication failure. The range is
from 1 to 65,535 (seconds).

Click Apply to check the content changed.

In the section of AAA MAC Authentication Settings, you can configure
the following parameters.

Parameter Overview

Primary Database Choose a primary database to use for a MAC

authentication. The options available are as follows.

* RADIUS - Uses the database on a RADIUS server as
the primary database.

* Local - Uses the local database on a switch as the
primary database.

Secondary Database |Choose a secondary database to use for a MAC

authentication. The options available are as follows.

* None - Authentication on the secondary database is
treated as approved.

¢ RADIUS - Uses the database on a RADIUS server as
the secondary database.

* Local - Uses the local database on a switch as the
secondary database.

Authentication Fail * Stop - Specifies to stop authentication when MAC

Action authentication failed using the primary database.
However the secondary database applies if it cannot
communicate with the RADIUS server which is the
primary database.

¢ Secondary DB - Specifies to initiate authentication
using the secondary database when MAC
authentication failed using the primary database.

Authentication Enter the number of seconds to block a host in case of
Failure Block-time the MAC authentication failure. The range is from 1 to
65,535 (seconds).

Click Apply to check the content changed.
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In the section of AAA 802.1X Authentication Settings, you can
configure the following parameters.

Parameter Overview

Primary Database Choose a primary database to use for IEEE 802.1X

authentication. The options available are as follows.

* RADIUS - Uses the database on a RADIUS server as
the primary database.

* Local - Uses the local database on a switch as the
primary database.

Secondary Database |Choose a secondary database to use for [EEE 802.1X

authentication. The options available are as follows.

* None - Does not use the secondary database.

¢ Local - Uses the local database on a switch as the
secondary database.

Click Apply to check the content changed.
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9.3.3  AAA Authentication User Settings

This window is used to configure and display the AAA authentication user
settings.

Click Security > AAA > AAA Authentication User Settings to view the
following window:

RRR AUthentication User Setiings

AAA Authenticafion User Settings
User Name m VLAN ID (1-4094) |:|
@ Password |:| [ Encynt ) Encrypt-Password |:|
Fifter-ID (1-14999) . o Authentiation Type Both vl
2.5tep Authentication Disabled & 2nd Authentication [ ]

Apaly

Total Entries: 1

user password 1 1 Both No Yes

[ 1 | [ e
Figure 9-17 AAA Authentication User Settings

The following parameters can be configured in the AAA Authentication
User Settings section:

Parameter Description
User Name Enter the username for the local authentication account
here. This can be up to 32 characters long.
VLAN ID Enter the target VLAN ID for the local authentication

account here. The range is from 1 to 4094.

Password Select and enter the clear-text password for the local
authentication account here. Select the Encrypt option
to enable password encryption for this account. The
clear-text password will be saved in the encrypted form
on the switch.

Encrypt Password Select and enter the encrypted password for the local
authentication account here.

Authentication Type |Select the authentication type here. Options to choose

from are:

* Both - Specifies that the local authentication
account will be used for IEEE 802.1X and web
authentication.

» Web - Specifies that the local authentication account
will be used for web authentication only.

¢ Dot1X - Specifies that the local authentication
account will be used for IEEE 802.1X authentication

only.
2-Step Select to enable or disable two-step authentication
Authentication here.
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Parameter Description

2nd Authentication |Select to enable the second authentication step account
for two-step authentication.

Click the Apply button to add a new entry.

Click the Delete button to delete the specified entry.

Enter a page number and click the Go button to navigate to a specific
page when multiple pages exist.
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9.3.4  AAA Authentication MAC Settings

Use the following window to implement the settings on AAA
authentication MAC and display its settings.

Choose Security > AAA > AAA Authentication MAC Settings to display
the following window.

ARA Authentication MAC Seffings

‘AAA Authentication MAC Settings

MAC Address

VLAN ID (1-4094) 1

Filter-ID (1-14999) O o

2-Step Authentication

Total Entries: 0
I S N T S N

Figure 9-18 AAA Authentication MAC Settings

In the section of the AAA Authentication MAC Settings, you can
configure the following parameters.

Parameter Overview
MAC Address Enter a MAC address of a local authentication account.
This is used for a MAC authentication.
VLAN ID Enter the target VLAN ID of a local authentication
account. The range is from 1 to 4,094.
2 Steps This parameter enables or disables the 2 steps
Authentication authentication. The options available are as follows.

* No - Disables the 2 step authentication of a local
authentication account.

* Web - Enables the 2 step authentication to use the
Web authentication as the second authentication
method.

* 802.1X - Enables the 2 step authentication to use the
|[EEE 802.1X authentication as the second
authentication method.

* Optional - Enables the 2 step authentication to use
the IEEE 802.1X authentication and Web
authentication as the second authentication
method.

Click Apply to add a new entry.

Click Delete to delete the entry specified.
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If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.
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9.3.5 Application Authentication Settings

Use the following window to implement the settings on the application
authentication and display its settings.

Choose Security > AAA > Application Authentication Settings to
display the following window.

Application Authentication Settings

sopicon Loun s s —

Console default

Edit
Telnet
S5H

HTTP

default
default
default

Edit

Edit

Edit

Figure 9-19 Application Authentication Settings

Click Edit to display the following window.

Application Authentication Settings

ovicaion Lo v I
Consale default Apply

Teinet

default
default
default

Edit
Edit
Edit

SSH
HTTP

Figure 9-20 Application Authentication Settings (Edition)

In the section of Application Authentication Settings, you can
configure the following parameters.

Parameter Overview

Login Method List Enter the name of the login method list.

Click Edit to edit the configuration of the entry specified.

Click Apply to check the content changed.
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9.3.6  Application Accounting Settings
Use the following window to implement the settings on an application

accounting and display its settings.

Choose Security > AAA > Application Accounting Settings to display
the following window.

Application Accounting Settings

Application Accounting Exec Method List

ovicton Exc v i I
Console Edit
Telnet Edit
SSH Edit
HTTP Edit
Application Accounting Commands Method List
Application Level i ¥ Commands Method List Apply
Total Entries: 0
sovicson Conmanss e Lo I

Figure 9-21 Application Accounting Settings

Click Edit to display the following window.

Application Accounting Settings

‘Application Accounting Exec Method List

Exe oo s I

o E— oy

Telnet Edit

SSH Edit

HTTP Edit

Application Accounting Commands Method List
Total Entries: 0

sovicaion Commonds ethod s I

Figure 9-22 Application Accounting Settings (Edition)

In the section of Application Accounting Exec Method List, you can
configure the following parameter.

Parameter Overview
Exec Method List Enter the name of the exec method list.

Click Apply to check the content changed.
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In the section of the Application Accounting Command Method List,
you can configure the following parameters.

Parameter Overview
Application Choose the application you use. The options available
are Console, Telnet and SSH.
Level Choose the privilege level you use. The range of values

to choose is from 1 to 15.

Command Method Enter the name of the command method list you use.
List

Click Apply to add a new entry.
Click Delete to delete the entry specified.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.
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9.3.7  Authentication EXEC Settings

Use the following window to implement the settings on the
authentication EXEC and display its settings.

Choose Security > AAA > Authentication EXEC Settings to display the
following window.

Authentication EX ettings’

AAA Authentication Exec

AAA Authentication Enable

Method 2 Please Selec| v

Method 3 Method 4 Please Selec[v/
AAA Authentication Login

ListNeme

Method 1 Method 2 Please Selec[v

Method 3 Method4  [Please Selec/v

Total Entries: 0

[ e e T T E R 7 S N

Figure 9-23 Authentication EXEC Settings

In the section of AAA Authentication Enable, you can configure the
following parameters.

Parameter Overview
Status

This parameter enables or disables the enabled state
regarding the AAA authentication.

Method 1 - Method 4 | 56 the method list to use for this configuration.

The options available are as follows.

* None - This method specifies as the last method of a
list. Users are authenticated if (the step for) the
authentication of the previous method is not denied.
Usually, the method specifies as the last method of a
list.

Enable - Uses the local enable password for an auth-
entication.

* Group - Uses the server groups, which are defined
by using the AAA group server command. Enter the
name of the AAA group server in the entry field
displayed. The number of characters for this string
can be up to 32.

* RADIUS - Uses the server, which is defined by using
the RADIUS server host command.

» TACACS+ - Uses the server, which is defined by
using the tacacs+ server host command.

Click Apply to check the content changed.
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In the section of AAA Authentication Login, you can configure the

following parameters.

Parameter

Overview

List Name

Enter the method-list name, which is used in the AAA
Authentication Login option.

Method 1 - Method 4

Choose the method lists, which are used for this
configuration. The options available are as follows.

None - Users are authenticated if (the step for) the
authentication of the previous method is not denied.
Usually, the method specifies as the last method of a
list.

Local - Uses the local database for authentication.
Group - Uses the server group, which is defined by
using the AAA group server command.

Enter the name of the AAA group server in the entry
field displayed. The number of characters for this
character strings can be up to 32.

RADIUS - Uses the server, which is defined by using
the RADIUS server host command.

TACACS+ - Uses the server, which is defined by
using the TACACS+ server host command.

Click Apply to add a new entry.

Click Delete to delete the entry specified.
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9.3.8  Accounting Settings

Use the following window to implement the settings on AAA account and
display its settings.

Choose Security > AAA > Accounting Settings to display the following
window.

Accounting Settings

| AAA Accounting Network ‘ AAA Accounting System AAA Accounting Exec AAA Accounting Commands
Default Disabled v
Method 1 Please Seledl| v Method 2 Please Select v
Method 3 Please Select v Method 4 Please Seleci]v

Figure 9-24 Accounting Settings (AAA Accounting Network)

In the section of AAA Accounting Network, you can configure the
following parameters.

Parameter Overview

Default This parameter enables or disables the default method
list.

Method 1 - Method 4 | Choose the method list to use for this configuration.
The options available are None, Group, RADIUS and
TACACS+. The None option is available for the method
1.

Click Apply to check the content changed.

Click the AAA Accounting System tab to display the following window.

Accounting Settings

AAA Accounting Network AAAA Accounting System AAA Accounting Exec AAA Accounting Commands
Default Disabled W

Method 1 Please Select |v Method 2 Please Select |v
Method 3 Please Select | v Method 4 Please Select |V

Figure 9-25 Accounting Settings (AAA Accounting System)

In the section of AAA Accounting System, you can configure the
following parameters.

Parameter Overview

Default This parameter enables or disables the default method
list.
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Parameter Overview

Method 1 - Method 4 | Choose the method list to use for this configuration.The
options available are None, Group, RADIUS and
TACACS+. The None option is available for the method
1.

Click Apply to check the content changed.

Click AAA Accounting Exec tab to display the following window.

Authentication EX ettings’

AAA Authentication Exec

AAA Authentication Enable

Stas
Method 1 Method 2
Method 3 Please Selec|v Method 4
AAA Authentication Login
List Name
Method 1 Method 2
Method 3 Please Selec|v Method 4

Total Entries: 0

[ e e wemoss | s | wewons |

Figure 9-26 Accounting Settings (AAA Accounting Exec)

In the section of AAA Accounting Exec, you can configure the following
parameters.

Parameter Overview
List Name Enter a method-list name to use in the AAA
Accounting Exec option.
Method 1 - Method 4 |Choose a method list to use for this configuration. The
options available are None, Group, RADIUS and
TACACS+. The None option is available for the method
1, only.

Click Apply to add a new entry.
Click Delete to delete the entry specified.

Click the AAA Accounting Command tab to display the following
window.
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Accounting ngs

AAA Accounting Network AAA Accounting System AAA Accounting Exec AAA Accounting Commands

Lo
List Name
Method 1 None v Method 2

Total Eniries: 0

I T N T etod T

Figure 9-27 Accounting Settings (AAA Accounting Command)

In the section of AAA Accounting Command, you can configure the
following parameters.

Parameter Overview

Level Choose the privilege level you use. The range of values
to choose is from 1 to 15 (level).

List Name Enter the method list name to use in the AAA

Accounting Command option.
Method 1 - Method 4 | Choose the method list to use for this configuration.

The options available are None, Group and TACACS+.
The None option is available for the method 1, only.

Click Apply to add a new entry.
Click Delete to delete the entry specified.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.
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9.4 Authentication

9.4.1 Authentication Dynamic VLAN Settings

Use the following window to implement the dynamic VLAN settings,
which is used for an authentication, and display its settings.

Choose Security > Authentication > Authentication Dynamic VLAN
Settings to display the following window.

Authentication Dynamic VLAN Settings

Accept RADIUS Attribute Enabled -
From Port To Port Guest VLAN GuestVLAN D (1-4094)  Default VLAN Default VLAN ID (1-4004)
Fiol v|  [Fitlon v] [ Disabled vl | [Disabled vl |

I B T BT

Fi1/0M 1 Authorized —
Fil/or2 1 Authorized
Fiior3, 1 Authorizec d

1

1

1

Fitord Authorized

Tel/0/5
Tel/0i6

Authorized
Authorized

Figure 9-28 Authentication Dynamic VLAN Settings

In the section of Authentication Dynamic VLAN Settings, you can
configure the following parameters.

Parameter Overview
Accept RADIUS This parameter enables or disables the acceptance of
Attribute

the RADIUS attribute.
From Port/ To Port Choose the port you use.

Guest VLAN This parameter enables or disables a Guest VLAN. If this
is enabled, hosts are allowed to access to the guest
VLAN without any authentication.

Guest VLAN ID Enter the guest VLAN ID whose range is from 1 to
4,094,
Default VLAN This parameter enables or disables the default VLAN.

The hosts, which are accurately authenticated, are
allocated to the default VLAN if the dynamic VLAN
function is disabled or a host target VLAN is disabled (or
invalid).

Default VLAN ID Enter a default VLAN ID. The range is from 1 to 4,094.

Click Apply to check the content changed.
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9.4.2 Authentication Status Table

Use the following window to display an authentication state table and its
information. In addition, the authentication aging time can be configured
in this window.

Choose Security > Authentication > Authentication Status Table to
display the following window.

Authentication Status Table

Authentication Status Table

Authentication Aging Time (0-65535) 1440 min
Sort By MAC v

Total Hosts: 0
Authorized Hosts: 0

Mac e || AuntctonIye | Aumonttonsoss—|Remonna pomg e ||

Figure 9-29 Authentication Status Table

In the section of Authentication Status Table, you can configure the
following parameters.

Parameter Overview
Authentication Aging | Enter the value of time-out of the MAC/Web
Time authentication session. The range is from 0 to 65,535
(minutes).
Sort By - MAC If you choose this option, an authentication session is

displayed in a sequential order of MAC addresses.

Sort By - Port If you choose this option, an authentication session of
the port specified is displayed.
* From Port/ To Port - Choose the port you use.

Click Apply to check the content changed.

Click Find to search and display the entries based on the search condition
specified.
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9.4.3  2-Step Authentication Settings

Use the following window to implement the settings on the 2 step
authentication of the port specified and display its settings.

Choose Security > Authentication > 2-Step Authentication Settings to
display the following window.

p Authentication Se

2-Step Authentication Settings

2-Step Authentication Timeout (0-65535) b e
From Pert To Port 2-Step Authentication Mede
[t ] (it ] MAG Web 5

Fi1/0n

Fi1/072
Fi/0/3
Fi1/0/4
Tel/0i5
Tel/0/6

Figure 9-30 2-Step Authentication Settings

In the section of 2-Step Authentication Settings, you can configure the
following parameters.

Parameter Overview
2 Step Authentication | Enter the time-out value. If this time passes, the second
Timeout step of an authentication is tried (or attempted). The

range is from 0 to 65,535 (minutes).

From Port/ To Port Choose the port you use.

2 Step Authentication | Choose the 2 step authentication mode. The options

Mode available are as follows.

* MAC-Web - Both MAC and WEB authentication are
used in the first step of the two-step authentication
method.

e MAC-Dot1X - Both MAC and IEEE802.11X
authentication are used in the first step of the two-
step authentication method.

e Dot1X-Web - Both IEEE 802.1X and WEB
authentication are used in the first step of the two-
step authentication method.

Click Apply to check the content changed.

Click Clear to clear the information based on the condition specified.
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9.5 RADIUS (Remote Authentication Dial-In User
Service)

9.5.1 RADIUS Global Settings

Use the following window to implement the global settings, which is
associated with the RADIUS function, and display its settings.

Choose Security > RADIUS > RADIUS Global Settings to display the
following window.

RADIUS Global Settings

Figure 9-31 RADIUS Global Settings

In the section of RADIUS Global Settings, you can configure the
following parameter.

Parameter Overview

Dead Time Enter the dead-time value. If the system implements an
authentication by using an authentication server, it
attempts a server one by one. If the server does not
respond, the system attempts the next server.

If the system finds a server that does not respond, it
marks the server as a down server to start the dead time
timer. The server on this state is skipped until the dead
time passes in the following request authentication. The
range is from 1 to 1440 (minutes). By default, this value
is set to 0 (minute). If this option is 0, the unresponsive
server is not marked as dead. Use this settings to
shorten the time needed for an authentication
processing by configuring the dead time to skip the
unresponsive server host-entry.

Click Apply to reflect the change.

In the section of RADIUS Global IPv4 Source Interface, you can
configure the following parameter.

Parameter Overview

IPv4 RADIUS Source |Enter the name of the IPv4 RADIUS source interface.
Interface Name

Click Apply to reflect the change.
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In the section of RADIUS Global IPv6 Source Interface, you can

configure the following parameter.

Parameter

Overview

Interface Name

IPv6 RADIUS Source |Enter the name of the IPv6 RADIUS source interface.

Click Apply to reflect the change.
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9.5.2  RADIUS Server Settings

Use the following window to implement the settings on a RADIUS server

and display its settings.

Choose Security > RADIUS > RADIUS Server Settings to display the

following window.

RADIUS Server Seftings

@ IP Address - ©) IPv6 Address

Authentication Port (0-65535) Accounting Port (0-65535)

Retransmit (0-20) times Timeout (1-255) sec

Koy Too Ker BT | .

Total Entries: 0

Figure 9-32 RADIUS Server Settings

In the section of the RADIUS Server Settings, you can configure the

following parameters.

Parameter Overview
IP Address Enter an IPv4 address of a RADIUS server.
IPv6 Address Enter an IPv6 address of a RADIUS server.

Authentication Port

Enter the authentication port-number (value) you use.
The range is from 0 to 65,535. By default, the value is
set to 1,812. If no authentication is used, use the value
of 0.

Accounting Port

Enter the accounting port-number (value) you use. The
range is from 0 to 65,535. By default, the value is set to
1,813. If no accounting is used, use the value of 0.

Retransmission

Enter the value regarding the number of
retransmissions. The range is from 0 to 20. By default,
the value is set to 3. To disable this option, enter the
value of 0.

Timeout Enter the timeout value you use. The range is from 1 to
255 seconds. By default, the value is set to 5 seconds.

Key Type Choose the key type you use. The options available are
Plain Text and Encrypted.

Key Enter the key, which is used to communicate with a

RADIUS server. The number of characters for the key
can be up to 32.

Click Apply to add a new entry.

Click Delete to delete the entry specified.
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9.5.3  RADIUS Group Server Settings

Use the following window to implement the settings on and display its
settings.

Choose Security > RADIUS > RADIUS Group Server Settings to display
the following window.

RADIUS Group Server Settings

roupSareame
) IPv6 Address 20131
Total Entries: 1

oo sever e e e I

radius

Figure 9-33 RADIUS Group Server Settings

In the section of RADIUS Group Server Settings, you can configure the
following parameters.

Parameter Overview

Group Server Name | Enter the name of a RADIUS group server. The number
of characters for the name can be up to 32.

IP Address Enter an IPv4 address of a RADIUS group server.
IPv6 Address Enter an IPv6 address of a RADIUS group server.

Click Add to add new entries.
Click Show Detail to display details on the entry.
Click Delete to delete the entry specified.

Click Show Detail to display the following window.

RADIUS Group Server Settings

Group Server Name: Group Server

o aares I

Figure 9-34 RADIUS Group Server Settings (Show Detail.)
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You can configure the following parameters.

Parameter Overview

IPv4 RADIUS Source |Enter the name of the IPv4 RADIUS source-interface.
Interface Name

IPv6 RADIUS Source |Enter the name of the IPv6 RADIUS source-interface.
Interface Name

Click Apply to add a new entry.
Click Delete to delete the entry specified.

Click Back to return to the previous window.

327



9 Security
9.5.4 RADIUS Statistic

9.5.4 RADIUS Statistic

Use the following window to display and clear the RADIUS statistics
information.

Choose Security > RADIUS > RADIUS Statistic to display the following
window.

RADIUS Statistic

Group Server Name Clear
Total Entries: 1
172.16.230.10 1812 1313 up
[111] 1] [l
RADIUS Server Address: 172.16.230.10
Round Trip Time 0 0
Access Requests 0 NA
Access Accepts 0 NA
Access Rejects 0 NA
Access Challenges 0 NA
Acct Request NA 0
Acct Response NA 0
Refransmissions 0 )
Maliormed Responses 0 0
Bad Authenticators 0 0
Pending Requests 0 0
Timeouts 0 0
Unknovm Types 0 0
Packsts Dropped 0 0

Figure 9-35 RADIUS Statistic

In the section of RADIUS Statistics, you can configure the following
parameter.

Parameter Overview

Group Server Name | Choose the name of a RADIUS group server from this
list.

Click Clear, the first one, to clear the statistics information based on the
condition specified.

Click Clear All to clear all the statistics information.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.

Click Clear (the second one) to clear the statistics information on a table.
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9.6.1 TACACS+ Global Settings

This windoaw is used to configure and display the global settings
associated with the TACACS+ function.

Chooase Security > TACACS+ > TACACS+ Global Settings to display the
following window.

ACACS+ Server Setlings

TACACS+ Server Settings

I e
P e I c—
et Pt v o

Total Entries: 0

S L RS R R N

Figure 9-36 TACACS+ Global Settings

You can configure the following parameters in the TACACS+ Global IPv4
Source Interface section.

Parameter Description

IPv4 TACACS+ Source | Enter the name of the IPv4 TACACS+ source interface.
Interface Name

Click the Apply button to accept the changes made.
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9.6.2  TACACS+ Group Server Settings

This window is used to configure and display the TACACS+ group server
settings.

Choose Security > TACACS+ > TACACS+ Group Server Settings to
display the following window.

ACACS+ Group Server Settings
TACACS+ Group Server Settings
Group ServerName
Total Entries: 1
Grou sorver ame s e I

lacacs+

Figure 9-37 TACACS+ Group Server Settings

You can configure the following parameters in the TACACS+ Group
Server Settings section.

Parameter Description

Group Server Name | Enter the TACACS+ group server name here. This name
can be up to 32 characters long.

IPv4 IP Address Enter the IPv4 address of the TACACS+ group server
here.

Click the Add button to add a new entry.

Click the Show Detail button to display detailed information related to
the entry.

Click the Delete button to delete the specified entry.

Click the Show Detail button to display the following window.

TACAC S+ Group Server Settings

Add
Total Entries: 1
Group Server Name IPv4 Address .

tacacs+

Figure 9-38 TACACS+ Group Server Settings (Show Detail)
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You can configure the following parameters in the TACACS+ Group
Server Settings section.

Parameter Description

IPv4 TACACS+ Source |Enter the name of the source IPv4 TACACS+ interface
Interface Name here.

Click the Apply button to add a new entry.
Click the Delete button to delete the specified entry.

Click the Back button to return to the previous window.
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9.6.3 TACACS+ Statistic

This window is used to display and clear the TACACS+ statistics
information.

Choose Security > TACACS+ > TACACS+ Statistic to display the
following window.

TACACS+ Statistic

Group Server Name Please Select |+ Clear Clear All
Total Entries: 0

TACACS+ Server Address m Socket Closes Total Packets Sent Total Packets Recy Reference Count I

Figure 9-39 TACACS+ Statistic

You can configure the following parameters in the TACACS+ Statistic
section.

Parameter Description

Group Server Name | Select the TACACS+ group server name from this list
here.

Click the first Clear button to clear the statistics information based on the
criteria specified.

Click the Clear All button to clear all the statistics information.

Click the second Clear button to clear the statistics information on the
specified entry.
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9.7 SAVI (Source Address Validation
Improvements)

9.7.1 IPv4

9.7.1.1 DHCPv4 Snooping

9.7.1.1.1 DHCP Snooping Global Settings

Use the following window to implement the global settings, which is
associated with the DHCP Snooping function, and display its settings.

Choose Security > SAVI > IPv4 > DHCPv4 Snooping > DHCP Snooping
Global Settings to display the following window.

DHCP Snooping Global Settings

DHCP Snooping O Enabled (® Disabled
Information Option Allow Untrusted O Enabled @ Disabled

Source MAC Verification @ Enabled O Disabled

Station Move Deny O Enabled (@ Disabled

Figure 9-40 DHCP Snooping Global Settings

In the section of DHCP Snooping Global Settings, you can configure the
following parameters.

Parameter Overview

DHCP Snooping This parameter enables or disables to set DHCP
Snooping to global.

Information Option | This parameter enables or disables the option globally
Allow Untrusted to allow DHCP packets where the relay option 82 is
configured on the untrusted interface.

Source MAC This parameter enables or disables a verification; a
Verification source MAC address of DHCP packets matches with a
client hardware address.

Station Move Deny | This parameter enables or disables the state of the
DHCP Snooping station move. If the DHCP Snooping
station move is enabled, the dynamic DHCP Snooping
binding entry, including the same VLAN ID and MAC
address on the specific port, can be moved to the other
port. If you detect a new DHCP process that uses the
same VLAN ID and MAC address.

Click Apply to reflect the change.
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9.7.1.1.2 DHCP Snooping Port Settings
Use the following window to implement the settings on the DHCP
Snooping and display its settings.

Choose Security > SAVI > IPv4 > DHCPv4 Snooping > DHCP Snooping
Port Settings to display the following window.

DHCP Snooping Port Settings

e

Topor

Entry Limit (0-508) [ ] @ NoLimi

Rate Limit (1-300) [ ]m Noumn

Trusted No v

I T R S T
Fi1/011 o No Limit No Limit

Fi1/0/2
Fi1/0/3

No Limit No Limit
No Limit No Limit
Fit/0/4
Tet/0/5

No Limit No Limit
No Limit No Limit

=z =z =z
& 5§ 8 &5 &

Te1/0/6 No Limit No Limit

Figure 9-41 DHCP Snooping Port Settings

In the section of DHCP Snooping Port Settings, you can configure the
following parameters.

Parameter Overview

From Port/ To Port Choose the port you use.

Entry Limit Enter the entry limit value. The range is from 0 to 508.
If you set No Limit to on, the function becomes
disabled.

Bandwidth Limit Enter the value of bandwidth limitation. The range is

(Rate Limit) from 1 to 300. If you set No Limit to on, the function

becomes disabled.

Trusted Choose the trusted option. The options available are No

and Yes. The port connected to a DHCP server or other
switches must be configured as a trusted interface. The
ports connected to a DHCP client must be configured as
an untrusted interface. DHCP Snooping operates as a
firewall between an untrusted interface and a DHCP
server.

Click Apply to reflect the change.
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9.7.1.1.3 DHCP Snooping VLAN Settings

Use the following window to implement the settings on DHCP Snooping
of the VLAN specified and display its settings.

Choose Security > SAVI > IPv4 > DHCPv4 Snooping > DHCP Snooping
VLAN Settings to display the following window.

DHCP Snooping VLAN Settings

DHCP Snooping Enabled VID -

Figure 9-42 DHCP Snooping VLAN Settings

In the section of DHCP Snooping VLAN Settings, you can configure the
following parameters.

Parameter Overview
VID List Enter a VLAN ID to use it. You can enter its consecutive
VLAN IDs by delimiting with a comma or enter the
range of VLAN IDs by delimiting with a hyphen. The
range is from 1 to 4,094.

State This parameter enables or disables the settings on a
DHCP Snooping VLAN.

Click Apply to reflect the change.
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9.7.1.1.4 DHCP Snooping Database

Use the following window to implement the settings on the DHCP
Snooping database and display its settings.

Choose Security > SAVI > IPv4 > DHCPv4 Snooping > DHCP Snooping
Database to display the following window.

DHCP Snooping Database

DHCP Snooping Database
Write Delay (60-86400) 300 sec
Store DHCP Snooping Database
L e [
A URL beginning with this prefix /locationfilename.
Load DHCP Snooping Database
L e [v
A URL beginning with this prefix /location/filename.
1P DHCP Snooping Database Information
Wrte Delay 300 seconds
URL
Last ignored Bindings counters
Binding Collisions 0 Expired Lease 0
Invalid Interfaces 0 Unsupported VLAN 0
Parse Failures 0 Checksum Errors 0

Figure 9-43 DHCP Snooping Database

In the section of DHCP Snooping Database, you can configure the
following parameter.

Parameter Overview
Write Delay Enter the write-delay time (value). The range is from 60
to 86,400 (seconds). By default, the value is set to 300
(seconds).

Click Reset to reset the DHCP Snooping database.
Click Apply to reflect the change.

In the section of Store DHCP Snooping Database, you can configure the
following parameter.

Parameter Overview

URL Choose a location from the drop-down list and then
enter the URL for storing the DHCP Snooping database.
The locations to choose are TFTP, FTP and Local.

Click Reset to reset the stored DHCP Snooping database.

Click Apply to store (or save) the DHCP Snooping database.
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In the section of Load DHCP Snooping Database, you can configure the
following parameter.

Parameter Overview

URL Choose a location from the drop-down list and enter the
URL for loading the DHCP Snooping database. The
locations to choose are TFTP, FTP and Local.

Click Apply to load the DHCP Snooping database.

Click Clear to clear the counter information.a
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9.7.1.1.5 DHCP Snooping Binding Entry
Use the following window to implement the settings on the DHCP
Snooping binding entry and display its settings.

Choose Security > SAVI > IPv4 > DHCPv4 Snooping > DHCP Snooping
Binding Entry to display the following window.

DHCP Snooping Manual Binding
MAC Address

VID (1-4094)
IP Address

Port Fi1/01 hd
Expiry (60-4294967295) I
add
Total Entries: 0
e B T S R N TR

Figure 9-44 DHCP Snooping Binding Entry

In the section of DHCP Snooping Manual Binding, you can configure
the following parameters.

Parameter Overview

MAC Address Enter a MAC address of the DHCP Snooping binding
entry.

VID Enter the VLAN ID you use. The range is from 1 to
4,094.

IP Address Enter an IP address of the DHCP Snooping binding
entry.

Port Choose the port you use.

Expiry Enter the value of the valid deadline to use. The range is
from 60 to 4,294,967,295 (seconds).

Click Add to add new entries.
Click Delete to delete the entry specified.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.
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9.7.1.2 Dynamic ARP Inspection

9.7.1.2.1 ARP Access List

Use the following window to implement the settings on the ARP access
list and display its settings.

Choose Security > SAVI > IPv4 > Dynamic ARP Inspection > ARP
Access List to display the following window.

ARP Access List
ARP Access List Name 32 chars

Total Entries: 0

A pcrs Lt e I

Figure 9-45 ARP Access List

In the section of the ARP Access List, you can configure the following
parameter.

Parameter Overview

ARP Access List Name | Enter the name of the ARP access list you use. The
number of characters for the name can be up to 32.

Click Add to add new entries.
Click Edit to edit the configuration of the entry specified.
Click Delete to delete the entry specified.

Click Edit to display the following window.
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con
MAC Sender MAC  [00-50-54-00-00-00 Sender MAC Mask  [FF-FF-FF-FF-FFFF

ARP Access List Name: ARPAccess| List

Total Entries: 0

IP Type Sender IP ‘Sender IP Mask MAC Type Sender MAC Sender MAC Mask I

Figure 9-46 ARP Access List (Edit)

You can configure the following parameters.

Parameter Overview

Action Choose the action you perform. The options available
are Permit and Deny.

IP Choose the type of the sender IP address you use. The
options available are Any, Host and IP and Mask

Sender IP If you choose Host or IP and Mask as the IP type, enter
a sender IP address.

Sender IP Mask If you choose the IP and Mask option as the IP type,
enter a sender IP mask.

MAC Choose the sender MAC address type you use. The
options available are Optional, Host, and MAC and
Mask.

Sender MAC If you choose Host or MAC and Mask as the MAC
type, enter a sender MAC address.

Sender MAC Mask If you choose MAC and Mask as the MAC type, enter
the sender MAC mask you use.

Click Apply to add a new entry.
Click Back to return to the previous window.

Click Delete to delete the entry specified.
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9.7.1.2.2 ARP Inspection Settings
Use the following window to implement the settings on ARP inspections and
display its settings.

Choose Security > SAVI > IPv4 > Dynamic ARP Inspection > ARP
Inspection Settings to display the following window.

ARP Inspection Validation
Sre-MAC () Enabled (@) Disabled
DstMAC (O Enabled (@) Disabled

P (O Enabled  (® Disabled
ARP Inspection VLAN Logging
ARP Inspection Enabled VID
ARP Inspection Filter
o
Static ACL No v
[ w ] ARP Access List Name Stafic ACL

Figure 9-47 ARP Inspection Settings

In the section of ARP Inspection Items, you can configure the following

parameters.
Parameter Overview

Src-MAC This parameter enables or disables the source MAC
option. The option checks ARP requests, response
packets and the consistency between a source MAC
address in the Ethernet header and a sender MAC
address of the ARP payload.

Dst-MAC

This parameter enables or disables the destination MAC
option. The option checks ARP response packets and
the consistency between a destination MAC address in
the Ethernet header and a target MAC address in the
ARP payload.
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Parameter

Overview

This parameter enables or disables the IP option. The
parameter checks a disabled IP address and an
unexpected IP address on the ARP body. In addition, the
parameter checks the validity of an IP address of the
ARP payload. The sender IP in both the ARP request and
response and the target IP of the ARP response are
verified. Packets whose destinations are these [P
addresses (e.g. 0.0.0.0 and 255.255.255.255) and all
the IP multicast addresses are dropped. The sender IP
addresses are checked by all the ARP requests and
responses. Target IP addresses are checked by ARP
responses.

Click Apply to reflect the change.

In the section of ARP Inspection VLAN Logging, you can configure the

following parameters.

Parameter

Overview

VID List

Enter the VLAN ID you use. You can enter its
consecutive VLAN IDs by delimiting with a comma or
enter the range of VLAN IDs by delimiting with a
hyphen. The range is from 1 to 4,094.

State

This parameter enables or disables ARP inspection VLAN
logging of the VLAN specified.

Click Apply to add a new entry.

Click Edit to edit the configuration of the entry specified.

If two or more pages exist, enter the page numbers. Then click Go to move

to a specific page.

In the section of ARP Inspection Filtering, you can configure the

following parameters.

Parameter

Overview

ARP Access List Name

Enter the name of the ARP access list to be used. The
number of characters for the name can be up to 32.

VID List Enter the VLAN ID you use. You can enter its
consecutive VLAN IDs by delimiting with a comma or
enter the range of VLAN IDs by delimiting with a
hyphen. The range is from 1 to 4,094.

Static ACL

Click Yes or No if you need to use a static ACL.
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Click Add to add new entries.
Click Delete to delete entries based on the information specified.

If two or more pages exist, enter the page numbers. Then click Go to move
to a specific page.
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9.7.1.2.3 ARP Inspection Port Settings

Use the following window to implement the settings on the ARP
inspection port settings and display its settings.

Choose Security > SAVI > IPv4 > Dynamic ARP Inspection > ARP
Inspection Port Settings to display the following window.

Frompor Toron

Rate Limit (1-150) O ees Burst Interval (1-15) [ & None

I S T S N N
Fiti0/1 Untrusted 15

Fi1/0/2 Untrusted 15
Fi1/0/3 Untrusted 15
Fi1/0/4 Untrusted 15
Tell0fs Untrusted 15
Tet/0/6 Untrusted 15

Figure 9-48 ARP Inspection Port Settings

You can configure the following parameters.

Parameter Overview

From Port/ To Port Choose the port you use.

Rate Limit Enter the value of rate limit. The range is from 1 to 150
(packets), per second.

Burst Interval Enter the value of a burst-interval. The range is from 1
to 15. If you set None to on, the option becomes
disabled.

Trust State This parameter enables or disables the trust state.

Click Apply to reflect the change.

Click Default Configuration to set the trust state to the default settings.
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9.7.1.2.4 ARP Inspection Statistics Information

Use the following window to display and clear the statistics information on
the dynamic ARP inspection.

Choose Security > SAVI > IPv4 > Dynamic ARP Inspection > ARP
Inspection Statistics Information to display the following window.

Total Entries: 0

| VLAN | Forwarded | Dropped | DHCP Drops | ACLDrops | DHCP Permits | ACL Permits | Source MAC Failures | DestMAC Failure | IP Validation Failure

Figure 9-49 ARP Inspection Statistics Information

You can configure the following parameter.

Parameter Overview

VID List Enter the VLAN ID you use. You can enter its
consecutive VLAN IDs by delimiting with a comma or
enter the range of VLAN IDs by delimiting with a
hyphen. The range is from 1 to 4,094.

Click Clear by VLAN to clear the statistics information about the VLAN
specified.

Click Clear All to clear all the statistics information.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.
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9.7.1.2.5 ARP Inspection Log

Use the following window to display and clear the information on dynamic
ARP inspection log. In addition, you can configure the log-buffer value in
the window.

Choose Security > SAVI > IPv4 > Dynamic ARP Inspection > ARP
Inspection Log to display the following window.

ARP Inspection Log

ARP Inspection Log

Total Entries: 0

Figure 9-50 ARP Inspection Log

In the section of ARP Inspection Log, you can configure the following
parameter.

Parameter Overview

Log Buffer Enter the log-buffer size (value). The range is from 1 to
1,024. By default, the value is set to 32. When you
choose Default, use the default value.

Click Apply to reflect the change.
Click Clear Log to clear the ARP inspection log.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.
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9.7.1.3 IP Source Guard

9.7.1.3.1 IP Source Guard Port Settings

Use the following window to implement the settings on an IP source
guard of the port specified and display its settings.

Choose Security > SAVI > IPv4 > IP Source Guard > IP Source Guard
Port Settings to display the following window.

From Port Fi1/011
State Enabled

To Port Fit/0H ]

vogsion [P ]
T tton e

<[

Figure 9-51 IP Source Guard Port Settings

You can configure the following parameters.

Parameter Overview

From Port to Port: Choose the port you use.

from the Beggining

to the End

State This parameter enables or disables the state of the IP
source guard for the port specified.

Verification Choose a verification method of using. The options
available are as follows.
* |P - checks the IP address of the received packets.
* IP-MAC - checks the IP address and MAC address of

the received packets

Click Apply to add a new entry.
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9.7.1.3.2 IP Source Guard Binding

Use the following window to implement the settings on an IP source
guard binding and display its settings.

Choose Security > SAVI > IPv4 > IP Source Guard > IP Source Guard
Biding to display the following window.

P Source Guard Port Settings
From Port | Fi1/0/1 v To Port | Fi1/0/1 v |
State | Enabled v Validaton | IP v Apply

e i o

Figure 9-52 IP Source Guard Binding

In the section of the settings on IP Source Binding, you can configure the
following parameters.

Parameter Overview
MAC Address Enter a MAC address of the binding entry.
VID Enter the VLAN ID you use. The range is from 1 to
4,094.
IP Address Enter an IP address of the binding entry.
From Port/ To Port Choose the port you use.

Click Apply to reflect the change.
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In the section of IP Source Binding Entry, you can configure the
following parameters.

Parameter Overview
From Port/ To Port Choose the port you use.
IP Address Enter an IP address of the binding entry.
MAC Address Enter a MAC address of the binding entry.
VID Enter the VLAN ID you use. The range is from 1 to
4,094,
Type Choose a type of binding entries for searching. The

options available are as follows.

» All-displays all the DHCP binding entries.

* DHCP Snooping - displays the IP-source guard
binding entry learned by DHCP binding snooping.

e Static - displays the IP source guard binding entry,
which is manually configured.

Click Find to search and display the entries based on the search condition
specified.

Click Delete to delete the entry specified.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.
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9.7.1.3.3 IP Source Guard HW Entry

Use the following window to display the IP source guard HW entry and its
information.

Choose Security > SAVI > IPv4 >IP Source Guard > IP Source Guard
HW Entry to display the following window.

FromPort | Fi1/0/1 v | To Port [Fitior v| ‘ Find |

Total Entries: 0

Port Fitermode  IPAddress | MAC Address VLAN

Figure 9-53 IP Source Guard HW Entry

You can configure the following parameter.

Parameter Overview

From Port/ To Port Choose the port you use.

Click Find to search and display the entries based on the search condition
specified.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.
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9.8 DHCP Server Protection

9.8.1 Global Settings on Protecting a DHCP Server

Use the following window to implement the global settings on the
function of DHCP server protection and display its settings.

Choose Security > DHCP Server Protection > Global Settings on
Protecting a DHCP Server to display the following window

Profile Settings.

Prfls Nams

Client MAC

Total Entries: 0

T T N N
Log Information

Log Buffer Entries (10-1024)

Total Entries: 0

Figure 9-54 Global Settings on Protecting a DHCP Server

In the section of the Profile Settings, you can configure the following

parameters.
Parameter Overview
Profile Name Enter the profile name of DHCP server protect. The
number of characters for the name can be up to 32.
Client MAC Enter a MAC address to use.

Click Apply to add a new entry.
Click Delete to delete a MAC address from the profile specified.
Click Delete a Profile to delete.

In the section of Log Information, you can configure the following

parameter.
Parameter Overview
Log Buffer Entry Enter the number of entries to be recorded on a log.
The range is from 10 to 1024. By default, the value is
set to 32.
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9.8.2  DHCP Server Protect Global Settings

This window is used to configure and display the global settings
associated with the DHCP server protect feature.

Choose Security > DHCP Server Protect > DHCP Server Protect Global
Settings to display the following window.

D Serv ote obal Setti

Profile Settings
Client MAC [oo-84.57-00-00-00
Total Entries: 1
U e T e

Name 00-33-11-22-55-44 Delete Delete Profile

Log Information
Log Buffer Entries (10-1024) [ apply [ Clearlog |
Total Entries: 0

Figure 9-55 DHCP Server Protect Global Settings

The following parameters can be configured in the Profile Settings
section.

Parameter Description
Profile Name Enter the DHCP Server Protect profile name here. This
name can be up to 32 characters long.
Client MAC Enter the MAC address used here.

Click the Apply button to add a new entry.

Click the Delete button to remove the MAC address from the specified
profile.

Click the Delete Profile button to delete the profile.

The following parameters can be configured in the Log Information
section.

Parameter Description
Log Buffer Entries Enter the amount of entries that will be logged here.
The range is from 10 to 1,024. By default, this value is
32.
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9.8.3 DHCP Server Protect Port Settings

Use the following window to configure and display the DHCP server
protect settings on the specified port(s).

Choose Security > DHCP Server Protect > DHCP Server Protect Port
Settings to display the following window.

DHCP Server Protect Pol etlings
DHCP Server Protect Port Settings
From Port To Port State Server IP Profile Name
[Fitor1 v [Fit/o11 v| | Disabled v | [ - | [p2chars | [ Appy |
e
Fit/0n Disabled - - Delete
Fi/0i2 Disabled - - TaEE
Fi1/0/3 Disabled
Fif/0/4 Disabled - . Delete
Te1/0/5 Disabled D
Te1/0/6 Disabled - - ToEE

Figure 9-56 DHCP Server Protect Port Settings

You can configure the following parameters in the DHCP Server Protect
Port Settings section.

Parameter Description

Unit Select the unit ID of the switch in the physical stack
here.

From Port - To Port Select the port(s) that will be used here.

State Select to enable or disable the DHCP Server Protect
function on the port(s) specified.

Server IP Enter the DHCP server IP address here.

Profile Name Enter the DHCP Server Protect profile that will be used
for the port(s) specified here.

Click the Apply button to accept the changes made.

Click the Delete button to remove the server IP address and profile name
from the specified port.
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Use the following window to implement the settings on the state of the
BPDU guard function on the port specified and display its settings.

Choose Security > BPDU Guard to display the following window.

EPDU Guard

BPDU Guard Settings

BPDU Guard State O Enabled  ® Disabled
BPDU Guard Trap State O Enabled @ Disabled
BPDU Guard Port Settings
From Port To Port State Mode
[Fit0n | [Fiton | [ Disabled | [ Shutdown v]
T, T, T,
Fit/on Disabled Shutdown Nermal
Fi1/0/3 Disabled Shutdown Normal
Tel/0/5 Disabled Shuidown Nermal

Figure 9-57 BPDU Guard

In the section of BPDU Guard Settings, you can configure the following
parameters.

Parameter Overview
BPDU Guard State

This parameter enables or disables to set a BPDU guard
function to global.

BPDU Guard Trap This parameter enables or disables the BPDU guard trap
State state.

Click Apply to reflect the change.
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In the section of BPDU Guard Port Settings, you can configure the

following parameters.

Parameter

Overview

From Port/ To Port

Choose the port you use.

State

This parameter enables or disables the BPDU guard on
the port specified.

Mode

Choose the BPDU guard mode to be applied to the port

specified. The options available are as follows.

* Drop - drops all the received BPDU packets when
detecting attacks on the port.

* Block - drops all the packets, including BPDU and
normal packets, when detecting attacks on the port.

* Shutdown - shut-downs the port when a network
device detects attacks on the port.

Click Apply to reflect the change.
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Use the following window to implement the settings on the NetBIOS
filtering of the port specified and display its settings.

Choose Security > NetBIOS Filtering to display the following window.

NetBIOS Filtering
From Port To Port NetBIOS Filtering State  Extensive NetBIOS Filtering State
(Fit01 | (Fit01 | | Disabled | | Disabled |
[ reosmumgswe  owemmsstieg e
Fi1/0M1 Disabled Disabled
Fi1/0/3 Disabled Disabled
Te1/0/5 Disabled Disabled

Figure 9-58 NetBIOS Filtering

In the section of NetBIOS Filtering, you can configure the following
parameters.

Parameter Overview
From Port/ To Port Choose the port you use.

NetBIOS Filtering This parameter enables or disables the NetBios filtering
State state on the port specified. Use this to permit or deny
NetBIOS packets on the physical port.

Extensive NetBIOS This parameter enables or disables the state of the
Filtering State extensive NetBIOS filtering on the port specified.

Use this to permit or deny the NetBIOS packets through
the 802.3 frame on the physical port.

Click Apply to reflect the change.
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MAC Authentication

Use the following window to implement the settings on the MAC
authentication and display its settings.

Choose Security > MAC Authentication to display the following

window.
MAC Authentication Settings
MAC ication State Disabled ]
MAC Authentication Trap Settings
MAC-Format Settings
Delimiter
Delimiter Characters 6 [v]
MAC Authentication Password Settings
RADIUS Password Type MAC v Manual ]
MAC Authentication Ports
From Port To Port State Disabled v
Authentication Poris

Figure 9-59 MAC Authentication

In the section of the MAC Authentication Settings, you can configure
the following parameter.

Parameter

Overview

MAC Authentication
State

This parameter enables or disables to set the function of
MAC authentication to global.

Click Apply to reflect the change.

In the section of MAC Format Settings, you can configure the following

parameters.

Parameter

Overview

Case

Choose the format of characters to use for a MAC

address. The options available are as follows.

e Capital Letters - Uses the format of capital letters
for a MAC address (e.g. AA-BB-CC-DD-EE-FF).

¢ Small Letters - Uses the format of small letters for a
MAC address (e.g. aa-bb-cc-dd-ee-ff).
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Parameter Overview

Delimiter Choose the type of a delimiter to use for a MAC

address. The options available are as follows.

¢ Hyphen - Uses a hyphen as a delimiter for a MAC
address (e.g. AA-BB-CC-DD-EE-FF).

¢ Colon - Uses a colon as a delimiter for a MAC
address (e.g. AA:BB:CC:DD:EE:FF).

¢ Dot - Uses a dot as a delimiter for a MAC address
(e.g. AA.BB.CC.DD.EE.FF).

* None - does not use a delimiter for a MAC address
(e.g. AABBCCDDEEFF).

Delimiter Characters |Choose the number of delimiters to use for a MAC

address. The options available are as follows.

e 2 -uses one delimiter for a MAC address

¢ (e.g. AABBCC-DDEEFF).

e 4 - uses two delimiters for a MAC address

* (e.g. AABB-CCDD-EEFF).

* 6 - uses five delimiters for a MAC address

« (e.g. AA-BB-CC-DD-EE-FF).

Click Apply to reflect the change.

In the section of MAC Authentication Password Settings, you can
configure the following parameters.

Parameter Overview
RADIUS Password Choose the RADIUS password type. The options
Type available are as follows.
¢ MAC Address - Enter a MAC address as a RADIUS
password.

¢ Manual - Uses the manual character-strings as a
RADUS password.

Manual Enter a RADIUS password of a MAC authentication
account.

Click Apply to reflect the change.

In the section of MAC Authentication Port, you can configure the
following parameters.

Parameter Overview
From Port/ To Port Choose the port you use.
State

This parameter enables or disables the MAC
authentication on the port(s) specified.

Click Apply to reflect the change.
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9.12 Web Authentication

9.12.1 Web Authentication Settings

Use the following window to implement the settings on Web
authentication and display its settings.

Choose Security > Web Authentication > Web Authentication
Settings to display the following window.

Global Settings
Authentication State Disabled v Apply |
Authentication Ports Settings
From Pert Fil/0H v To Port Fit/on v State @ Enabled () Disabled Apply \
Authentication Ports
Authentication Settings
Virtual IP 0.0 0 -0
HTTP Port Number(1-65535)
Redirect URL 4 chars
Apply

Figure 9-60 Web Authentication Settings

In the section of Global Settings, you can configure the following
parameter.

Parameter Overview

Authentication State | This parameter enables or disables to set the Web
authentication function to global.

Click Apply to reflect the change.

In the section of Authentication Port Settings, you can configure the
following parameters.

Parameter Overview
From Port/ To Port Choose the port you use.
State This parameter enables or disables the function of Web
authentication of the port specified.

Click Apply to reflect the change.

In the section of Authentication Settings, you can configure the
following parameters.
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9.12 Web Authentication 9.12.2 Web Page Contents Settings

Parameter

Overview

Virtual

Enter a virtual IPv4 address to use. All the Web
authentication processes communicate with the virtual
IP address, and the virtual IP does not respond to ICMP
packets or ARQ requests. The IPv4 address for a virtual
IPv4 address and a switch needs to use a different
subnet. The virtual IPv4 address is an indispensable
component for the normal operation of the Web
authentication.

HTTP Port-Number

Enter the port-number (value) of HTTP TCP/UDP. The
range is from 1 to 65,535. By default, the value is set to
80. HTTP stands for Hypertext Transfer Protocol.

Redirect URL

Enter the redirect URL. The number of characters for
this can be up to 64.

Click Apply to reflect the change.

9.12.2 Web Page Contents Settings

This window is used to configure and display the Web page content

settings.

Click Security > Web Authentication > Web Page Contents Settings
to view the following window:

Web Page Content Settings

Logo Data File Select | Browse... |[.JPGIGIFIPNG‘ Limit Size: 512 KB)
Logo Data Nologo data  Delete Logo
User N Sy

256 chars
Message

nars

Description

Figure 9-61 Web Page Contents Settings

The following parameters can be configured in the Web Page Content

Settings section:

Parameter

Description

Logo Data File Select

Click the Browse button and navigate to the image file
(JPG/GIF/PNG) that will be uploaded here.
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Parameter Description

Logo Data This displays the uploaded image file (in use). Click the
Delete Logo button to delete the existing image file.

Page Title Enter a custom page title message here. This can be up
to 64 characters long.

User Name String Enter a custom username title here. This can be up to 32
characters long.

Password String Enter a custom password title here. This can be up to 32
characters long.

Message Enter a custom message here. This can be up to 256
characters long.

Description Enter a custom description message here. This can be
up to 256 characters long.

Click the Upload button to upload the new logo.
Click the Apply button to accept the changes made.

9.12.3 Temporary DHCP Server Settings

This window is used to configure the temporary DHCP server settings.

Click Security > Web Authentication > Temporary DHCP Server Settings to
view the following window:

Temporary DHCP Server Settings

Temporary DHCP Server State lDisabIed lﬂ
Number of Leased IP Address(1-64) B2 \
DHCP Lease Time{10-60) ho | sec
Start of Leased IP Address [ 0 0 0 0 J
DNS Server Address [ 0 - 0 ] 0 ‘
Default Gateway [ 0 0 0 0 ‘

Figure 9-62 Temporary DHCP Server Settings

The following parameters can be configured in the Temporary DHCP
Server Settings section:

Parameter Description
Temporary DHCP Select to enable or disable the temporary DHCP server
Server State function here.
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9.12 Web Authentication 9.12.3 Temporary DHCP Server Settings

Parameter

Description

Number of Leased IP
Address

Enter the number of IP addresses that will be leased.
The range is from 1 to 64.

DHCP Lease Time

Enter the DHCP lease time here. The range is from 10 to
60 seconds.

Start of Leased IP
Address

Enter the starting IP address in the temporary DHCP
server pool here.

DNS Server Address

Enter the IP address of the DNS server that will be
assigned to DHCP clients here.

Default Gateway

Enter the IP address of the default gateway that will be
assigned to DHCP clients here.

Click the Apply button to accept the changes made.
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Use the following window to implement the settings on the trusted host
and display its settings.

Choose Security > Trusted Host to display the following window.

I ———————

Trusted Host

ACL Name Type Teinet Apply
Note: The first character of ACL name must be a letter.
Total Entries: 0

Figure 9-63 Trusted Host

In the section of the Trusted Host, you can configure the following

parameters.
Parameter Overview
ACL Name Enter the name of ACL. The number of characters for
the name can be up to 32.
Type Enter the type of the trusted host. The options available
are Telnet, SSH, Ping, HTTP and HTTPS (Hyper Text
Transfer Protocol Secure).

Click Apply to add a new entry.

Click Delete to delete the entry specified.
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9.14 Traffic Segmentation Settings

Use the following window to configure and display the traffic
segmentation settings on the specified port(s).

Choose Security > Traffic Segmentation Settings to display the
following window.

raffic Segmentation Settings

Traffic Segmentation Settings

From Port To Port Eg)nm IFERTETE To Forward Port

|Fi1/0/1 ~| |Fi1/01 | [Fi1/011 ~|  [Fi1/011 v|

Delete

Port Forwarding Domain

Figure 9-64 Traffic Segmentation Settings

| Add

You can configure the following parameters in the Traffic Segmentation
Settings section.

Parameter Description
Unit Select the unit ID of the switch in the physical stack that
will receive packets.
From Port - To Port Select the port(s) that will receive packets.
Forward Unit Select the unit ID of the switch in the physical stack that
will forward packets.
From Forward Port — |Select the port(s) that will forward packets.
To Forward Port

Click the Add button to add a new entry.

Click the Delete button to delete an entry based on the information
specified.
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Use the following window to implement the storm-control settings and
display its settings.

Choose Security > Storm Control to display the following window.

Storm Cantrol Trap Settings

| Trop Stale
storm Control Poiing sattngs

g 0 — o e 50 —
storm Control Bort Settings

0 Rea 9S Low

T e T P T2 = Leel Type (oass000  (01488100)

FOT W FOT W Sroadeas W | ™ | I

Total Entries: 13

—_m———“

Figure 9-65 Storm Control (Level Type and PPS)

In the section of Storm Control Polling Settings, you can configure the
following parameters.

Parameter Overview

Polling Interval Enter the value regarding a polling interval to use. The
range is from 5 to 600 (seconds). By default, the value is
5 (seconds).

Shutdown Retries Enter the value regarding the number of shutdown-
retrials. The range is from 0 to 360. By default, the value
is 3. If you set the Unlimited option to on, this function
becomes disabled.

Click Apply to reflect the change.
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In the section of Storm Control Port Settings, you can configure the

following parameters.

Parameter

Overview

From Port/ To Port

Choose the port you use.

Type

Choose the storm-attack type to control it. The options
available are Broadcast, Multicast and Unicast. If you
configure Shutdown as an action, unicast refers to (or
means) both known and unknown unicast packets. If
the number of known and unknown unicast packets
reaches the threshold specified, the port becomes
shutdown. Other than that, unicast refers to unknown
unicast packets.

Action

Choose an action to do. The options available are as

follows.

* None - Does not filter storm packets.

* Shutdown - Shutdowns a port when reaching the
value, which is specified for the rising threshold.

* Drop - Drops the packets, which exceed the high
threshold.

Level Type

Choose the level-type option. The options available are
PPS (Packets Per Second), Kbps and Level.

PPS Rise

Enter the value of PPS rise. This option specifies the
upper rate of the packet count per second. The range is
from 1 to 255,000 (packets) per second. If you do not
specify the value of PPS low, the value equivalent to
80% of the rising-PPS specified becomes the default
value.

PPS Low

Enter the value of PPS low. This option specifies the low
rate of the packet-count per second. The range is from
1 to 255,000 (packets). If you do not specify the value
of PPS low, the value equivalent to 80% of the rising-
PPS specified becomes the default value.

Click Apply to reflect the change.

If you choose Kbps from Level Type, the following window is displayed.
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Figure 9-66 Storm Control (Level Type, Kbps)

You can configure the following additional parameters.

Parameter Overview

KBPS Rise Enter the value of Kbps rise. This option specifies the
rising-threshold with the rate (the number of kilo-bits
per second). The rate receives traffics on the port. The
range is from 1 to 2,147,483,647 (Kbps).

KBPS Low Enter the value of Kbps low. This option specifies the
low threshold on the rate (the number of kilo-bits per
second). The rate receives traffics on the port. The
range is from 1 to 2,147,483,647 (Kbps). If you do not
specify the value of Kbps low, the value equivalent to
80% of the rising Kbps specified becomes the default
value.

Click Apply to reflect the change.

If you choose Level from Level Type, the following window is displayed.
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‘storm Control Trep Sattings

Tiap St Tone 2
starm Cantrol Polling Ssttings
P 5520 = Sttt 050 — =
storm Gantrol Port Sotinga
205 Riza 205 Low
Frem Port T Purt Type hstion Level Type B B
T W 0T W~ [Broadeas v | [Oee [FPs oz e
Total Entries: 13
. I N—

Figure 9-67 Storm Control (Level Type, Level)

You can configure the following additional parameters.

Parameter Overview

Level Rise Enter the value of level rise. This option specifies the
rising threshold (with a percent) to all the bandwidth
per port, which receives traffics. The range is from 1 to
100 (%).

Level Low Enter the value of level low. This option specifies the
low threshold (with a percent) to all the bandwidth per
port, which receives traffics. The range is from 1 to 100
(%). If you do not specify the value of level low, the
value equivalent to 80% of the specified rising-level
becomes the default value.

Click Apply to reflect the change.
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9.16 SSH (Secure Shell)

9.16.1

SSH Global Settings

Use the following window to implement the global settings, which is
associated with the SSH function, and display its settings.

Choose Security > SSH > SSH Global Settings to display the following

window.

SSH Global Settings
IP SSH Server State
IP SSH Service Port (1-65535)
SSH Server Mode
Authentication Timeout (30-600)
Authentication Refries (1-32)

Enabled v

Apply

Figure 9-68 SSH Global Settings

In the section of SSH Global Settings, you can configure the following

parameters.

Parameter

Overview

IP SSH Server State

This parameter enables or disables to set an SSH server
to global.

IP SSH Service Port

Enter the SSH service port-number (value) to use. The
range is from 1 to 65,535. By default, the value is set to
22.

Authentication

Enter the value of an authentication time-out. The range

Timeout is from 30 to 600 (seconds). By default, the value is set
to 120 (seconds).

Number of Enter the value regarding the number of authentication-

Authentication retries. The range is from 1 to 32. By default, the value

Retries is set to 3.

Click Apply to reflect the change.

369



9 Security
9.16.2 Host Key

9.16.2 Host Key

Use the following window to implement the settings on SSH host key and
display its settings.

Choose Security > SSH > Host Key to display the following window.

Host Key Management

Crypto Key Type

Key Modulus 1024 | bits Delete
Host Key

O T

Key pair was generated at 10:33:11, 20001231
Key Size 1024 bits

Key Dala AAAAB3INzaC1yc2EAAAADAQABAAAAGQCWWIWME+TY._

Figure 9-69 Host Key

In the section of Host Key Management, you can configure the
following parameters.

Parameter Overview

Encryption Type Choose the encryption-key type to use. The options
available are RSA (Rivest Shamir Adleman) key-type and
DSA (Digital Signature Algorithm) key type.

Key Module Choose the value of a key module. The values to choose
are those bits: 360, 512, 768, 1024 and 2048. Choose
the value of the key module.

Click Generate to generate a host key based on the content selected.
Click Delete to delete a host key based on the content selected.

In the section of Host key, you can configure the following parameter.

Parameter Overview

Encryption Key Type |Choose the encryption-key type you use. The options
available are RSA and DSA.
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9.16.3 SSH Server Connection

Use the following window to display the SSH server connection table and
its information.

Choose Security > SSH > SSH Server Connection to display the
following window.

H Server Connection

SSH Table

Total Entries: 0

Figure 9-70 SSH Server Connection
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9.16.4 SSH User Settings

Use the following window to implement the SSH user settings and display
its settings.

Choose Security > SSH > SSH User Settings to display the following
window.

H User Settings

SSH User Settings

User Name Method Password v

(8! 1Pv4 Address - O IPv8 Address 2013:1
Total Entries: 0

Figure 9-71 SSH User Settings

In the section of the SSH User Settings, you can configure the following
parameters.

Parameter Overview

User Name Enter the user-name of an SSH user account. The
number of characters for this can be up to 32.

Authentication Choose the SSH authentication method. The options

Method available are Password, Public Key and Host-based.

Key File If you choose Public Key or Host-based, enter the
public key. The number of characters for this can be up
to 779.

Host Name If you choose a host-based, enter its host-name. The
number of characters can be up to 255 for the name.

IPv4 Address If you choose a host-based, enter an IPv4 address of an
SSH user-account.

IPv6 Address If you choose a host-based, enter an IPv6 address of an
SSH user-account.

Click Apply to add a new entry.

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.
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9.17 SSL (Secure Sockets Layer)

9.17.1 SSL Global Settings

Use the following window to implement the global settings, which is
associated with the SSL function and to display its settings.

Choose Security > SSL > SSL Global Settings to display the following
window.

$SL Global Settings

SSL Status (O Enabled (@) Disabled

Senice Palcy
Import File
File Select (®) Certificate () Private Key
I &8 | (The file name range is 1-32 chars.)
Destination File Name Apply

Note: You can access the File System page to manage these imported files.

Figure 9-72 SSL Global Settings

In the section of SSL Global Settings, you can configure the following

parameters.
Parameter Overview
SSL Status This parameter enables or disables to set the SSL
function to global.
Service Policy Enter the name of the service policy. The number of
characters for the name can be up to 32.

Click Apply to reflect the change.

In the section of Import File, you can configure the following parameters.

Parameter Overview

File Select Select a file type to upload. The options available are
Certificate and Private Key. After you select the file
type, browse the file located on a local computer by
clicking the Browser button.

Destination File Enter the destination file-name you use. The number of
Name characters for the name can be up to 32.

Click Apply to import an SSL file.
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9.17.2 Crypto PKI Trustpoint

Use the following windoaw to implement the settings on the SSL
encrypted PKI trustpoint and display its settings. PKI stands for Public Key
Infrastructure.

Choose Security > SSL > Crypto PKI Trustpoint to display the following
window.

Crypto PKI Trustpoint.

Trustpoint
Trsipont

Total Entries: 0

I T e T T I

Figure 9-73 Crypto PKI Trustpoint

In the section of Crypto PKI Trustpoint, you can configure the following
parameters.

Parameter Overview

Trustpoint Enter the name of the trustpoint, which is associated
with a certificate and key-pair imported. The number of
characters for the name can be up to 32.

File System Path Enter a file system path of a certificate and a key pair.

Password Enter an encrypted password-phrase to use for
decrypting when a private key is imported. The number
of characters for the password-phrase can be up to 64.
If you do not specify the password phrase, the null
character-string must be used.

TFTP Server Path Enter a TFTP server path.

Type Choose a certificate type to be imported. The options

available are as follows.

* Both - Imports a CA certificate, a local certificate,
and a key pair; CA stands for certificate authority.

» CA - Imports CA certificate.

* Local - Imports a local certificate and a key pair.

Click Apply to add a new entry.

Click Find to search and display the entries based on the search condition
specified.

Click Delete to delete the entry specified.
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9.17.3 SSL Service Policy

Use the following window to implement the settings on the SSL service
policy and display its settings.

Choose Security > SSL > SSL Service Policy to display the following

window.

SSL Service Policy

Policy Name

Policy Name

Version

Session Cache Timeout (60-86400)

Secure Trustpoint

Cipher Suites

Total Entries: 0

Policy Name:

[JTs10

OTs11

OTs12

[] DHE_DSS_WITH_3DES_EDE_CBC_SHA
[] RSA_WITH_3DES_EDE_CBC_SHA
[] RSA_WITH_RC4_128_SHA

[] RSA_EXPORT_WITH_RC4_40_MD5
[ RSA_WITH_RC4_128_MD5

[ RSA_WITH_AES_128_CBC_SHA

[ RSA_WITH_AES_256_CBC_SHA

[ RSA_WITH_AES_128_CBC_SHA256
[] RSA_WITH_AES_256_CBC_SHA256
[] DHE_DSS_WITH_AES_256 CBC_SHA
[] DHE_RSA_WITH_AES_ 256 CBC_SHA

Session Cache Timeout
Cipher Suites — Secure Trustpoint
|sec]

Figure 9-74 SSL Service Policy

In the section of the SSL Service Policy, you can configure the following

parameters.

Parameter

Overview

Policy Name

Enter the name of the SSL service policy. The number of
characters for the name can be up to 32.

Version

Choose a version of Transport Layer Security (TLC). The
options available are TLS 1.0, TLS 1.1 and TLS 1.2.

Session Cache Time-
out

Enter the time-out value of a session cache. The range is
from 60 to 86,400 (seconds). By default, the value is set
to 600 (seconds).

Secure Trust Point

Enter the name of the secure trust point. The number of
characters for the name can be up to 32.

Encryption Sweet

Choose the cipher suite to associate with this profile.

Click Apply to add a new entry.

Click Find to search and display the entries based on the search condition

specified.
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Click Edit to edit the configuration of the entry specified.

Click Delete to delete the entry specified.
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OAM (Operations, Administration &
Management)

10.1 Cable Diagnostics

Use the following window to start the cable diagnostic test for the port

specified and display the result.

Choose OAM > Cable Diagnostics to display the following window.

Cable Diagnostics

From Port

Fi1/0/1 v

Fi1/0n

Fi1/0/2
Fi1/0/3
Fi1/0/4
Te1/0/5
Tei0/6

To Port

Fit/on v

SGBASE-T
5GBASE-T
5GBASE-T
5GBASE-T
10GBASE-R
10GBASE-R

Clear All

Link Up
Link Down
Link Down
Link Down
Link Down
Link Dovn

ollaflafiaflalia
S =
E RN ] &

Figure 10-1 Cable Diagnostics

In the section of Cable Diagnostics, you can configure the following

parameter.

Parameter

Overview

From Port/ To Port

Choose the port you use.

Click Test to start the cable diagnostic test on the port(s) specified.

Click Clear All to clear all the results regarding the cable diagnostic.

Click Clear to clear the result for the cable-diagnostic of the port specified.
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DDM (Digital Diagnostic Monitoring)

10.2.1 DDM Settings

Use the following window to implement the settings on the global
settings (which is associated with a DDM function) and DDM shutdown of
the port specified, and to display the settings.

Choose DDM > DDM Settings to display the following window.

DDM Global Settings

Transceiver Monitoring Traps Alarm @ Disabled (O Enabled

Transceiver Monitoring Traps Warning @® Disabled (O Enabled
DDM Shutdown Settings
From Port To Port State Shutdown
Fit/on v Fil/0n v [Disabled | [Mam ]
I ™ S B S
Tel/0/5 Enabled None
Tel/li6 Enabled None

Figure 10-2 DDM Settings

In the section of DDM Global Settings, you can configure the following
parameters.

Parameter Overview
Transceiver This parameter enables and disables the transmission of
Monitoring Traps the transceiver monitoring traps alarm.
Alarm
Transceiver This parameter enables and disables the transmission of
Monitoring Traps the transceiver monitoring traps warning.
Warning

Click Apply to reflect the change.
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In the section of DDM Shutdown Settings, you can configure the
following parameters.

Parameter Overview
From Port/ To Port Choose the port you use.
State This parameter enables or disables a DDM function on

the port specified.

Shutdown Choose the shutdown operation. The value and option

to choose are as follows.

* Alarm - This option allows you to shutdown a port
when the value exceeds the range of the alarm
threshold configured.

* Warning - This option allows you to shutdown a
port when the value exceeds the range of the
warning threshold configured.

* None - This option does not make a port shutdown
regardless of when the value exceeds the threshold-
range. This is the default option.

Click Apply to reflect the change.

379



10 OAM (Operations, Administration & Management)

10.2.2 DDM Temperature Threshold Settings

10.2.2 DDM Temperature Threshold Settings

Use the following window to implement the settings on the DDM
temperature threshold of the port specified and display its settings.

Choose DDM > DDM Temperature Threshold Settings to display the
following window.
DDM Temperature reshold setangs

DDM Temperature Threshold Settings

Port Action Type Value (-128-127.996)

[Fitom ~| [Add ~| [LowAlarm ~] | celsius Apply
mm High Alarm (Celsius) | High Warning (Celsius) | Low Warning (Celsius) | Low Alarm (Celsius)

Note: ++ - High Alarm, + - High Warning, - - Low Warning, - : Low Alarm
A: The threshold is administratively configured.

Figure 10-3 DDM Temperature Threshold Settings

In the section of DDM Temperature Threshold Settings, you can
configure the following parameters.

Parameter Overview

Port Choose the port you use.

Action Choose an action to execute. The options available are
Add and Delete.

Type Choose the type of the temperature threshold. The
options available are Low Alarm, Low Warning, High
Alarm, and High Warning.

Value Enter the threshold. The range is from -128 to 127.996.

Click Apply to reflect the change.
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10.2.3 DDM Voltage Threshold Settings
Use the following window to implement the DDM voltage threshold
settings on the port specified and display its settings.

Choose DDM > DDM Voltage Threshold Settings to display the
following window.

DDM Voltage reshold ettings

DDM Voltage Threshold Settings

Port Action Type Value (0-6.55)

[ Fit/or1 ~| [Add ~| [Low Alarm ~| v Apply
[ e | cwmm gnasmo) | Hgnvamngm | owwamng ) | LowAmm

Note: ++: High Alarm, + : High Warning, - : Low Warning, — : Low Alarm
A: The threshold is administratively configured.

Figure 10-4 DDM Voltage Threshold Settings

In the section of DDM Voltage Threshold Settings, you can configure
the following parameters.

Parameter Overview

Port Choose the port you use.

Action Choose an action to execute. The options available are
Add and Delete.

Type Choose the type of the voltage threshold. The options
available are Low Alarm, Low Warning, High Alarm
and High Warning.

Value Enter the threshold; its range is from 0 to 6.55 (volts).

Click Apply to reflect the change.
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10.2.4 DDM Bias Current Threshold Settings

Use the following window to implement the settings on the DDM bias
current threshold of the port specified and display its settings.

Choose DDM > DDM Bias Current Threshold Settings to display the
following window.

DDM Bias Current Threshold Settings

Port Action Type Value (0-131)

[Fitoi ~| [Add v| [ Low Alarm ~| | ma
[ e gnmemen | rgnamingn) | ownaming )| townsm )|

Note: ++ : High Alarm, + : High Warning, - : Low Warning, - : Low Alarm
A: The threshold is administratively configured

Figure 10-5 DDM Bias Current Threshold Settings

In the section of the settings on DDM Bias Current Threshold, you can
configure the following parameters.

Parameter Overview

Port Choose the port you use.

Action Choose an action to execute. The options available are
Add and Delete.

Type Choose a type of a bias current threshold. The options
available are Alarm lower-limit, Alarm Upper-limit
and Warning Upper-limit.

Value Enter the threshold; its range is from 0 to 131 (mA).

Click Apply to reflect the change.
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10.2.5 DDM TX Power Threshold Settings

Use the following window to implement the settings on DDM TX power
threshold of the port specified and display its settings.

Choose DDM > DDM TX Power Threshold Settings to display the
following window.

DDNM Power reshold Settings

DDM TX Power Threshold Settings

Port Action Power Unit Value (0-6.5535)

Type
[Fi1s01 ~| [Add ~| [Low Alarm ~|[mw ~] [ | mw

T Honvamng | towwemng | towsam |

Note: ++ : High Alarm, + - High Warning, - : Low Warning, — : Low Alarm
A: The threshold is administratively configured

Figure 10-6 DDM TX Power Threshold Settings

In the section of DDM TX Power Threshold Settings, you can configure
the following parameters.

Parameter Overview
Port Choose the port you use.
Action Choose the action you perform. The options available

are Add and Delete.

Type Choose the threshold type of a transmission power. The
options available are Low Alarm, Low Warning, High
Alarm and High Warning.

Power Unit Choose the power unit. The options available are mW
and dBm.
Value Enter the threshold.

* If you specify the threshold with mW unit, the range
is from 0 to 6.5535 (mW).

¢ If you specify the threshold with dBm unit, the range
is from -40 to 8.1647 (dBm).

Click Apply to reflect the change.
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10.2.6 DDM RX Power Threshold Settings

Use the following window to implement the settings on the DDM RX
power threshold on the port specified and to display its settings.

Choose DDM > DDM RX Power Threshold Settings to display the
following window.

DDM RX Power Threshold Settings.

Port Action Type Power Unit Value (0-6.5535)

[Fit/or1 v [Add v | [LowAlarm ~ [ mw v [ | mw

Note: ++: High Alarm, + : High Warning, - : Low Warning, — : Low Alarm
A: The threshold is administratively configured.

Figure 10-7 DDM RX Power Threshold Settings

In the section of DDM RX Power Threshold Settings, you can configure
the following parameters.

Parameter Overview
Port Choose the port you use.
Action Choose an action to be executed. The options available
are Add and Delete.
Type Choose the type of RX power threshold. The options

available are Low Alarm, Low Warning, High Alarm
and High Warning.

Power Unit Choose the power unit. The options available are mW
and dBm.
Value Enter the threshold.

* When specifying the threshold in mW, the range is
from 0 to 6.5535 (mW).

* When specifying the threshold in dBm, the range is
from -40 to 8.1647 (dBm).

Click Apply to reflect the change.
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10.2.7 DDM Status Table

Use the following window to display the DDM status table and its
information.

Choose DDM > DDM Status Table to display the following window.

DDM Status Table

Total Entries: 0

L B B N B S
cosms = e e R

++ High Alarm, + : High Waming, - - Low Waming, — - Low Alamm

Figure 10-8 DDM Status Table
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1 1 Monitoring

11.1.1 Port Utilization

Use the following window to display a table of port-utilization and its
information.

Choose Monitoring > Utilization > Port Utilization to display the
following window.

Port Utilization
From Port [ Fi1/0/1 v To Port Fi1/0/1 v
0 0 0

Fit/on
L] 0

Fi1/0/3 0

Te1/0/5 0 0 0

Figure 11-1 Port Utilization

In the section of the Port Utilization, you can configure the following
parameter.

Parameter Overview
From Port/ To Port Choose the port you use.

Click Find to display the port utilization information regarding the
specified port(s).

Click Refresh to refresh the information displayed in the table above.
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11.2.1 Port

Use the following window to display the statistics for sending and
receiving ports and its information.

Choose Monitoring > Statistics > Port to display the following window.

Port

e T E

[ rirec | et e | prckrs | e | puckotaiee | s | ke
Fi1/011 [ 0 8134962 38679 64 1 23338300 131502 Show Detail
Fi1/0r2 0 0 0 0 0 0 0 0 Show Detail
Fi1/03 [ 0 0 0 0 ] 0 0 [Show Detail |

00 0 00 00 00 S G B v o [
Te/0/5 [ 0 0 0 0 ] 0 0

Figure 11-2 Port

In the section of Port, you can configure the following parameter.

Parameter Overview
From Port/ To Port Choose the port you use.

Click Find to display the statistics information about the port specified.
Click Refresh to refresh the information displayed in a table.

Click Show Detail to display the details about the entry.

387



11 Monitoring
11.2 Statistics 11.2.1 Port

Click Show Detail to display the following window.

Figure 11-3 Port (Show Detail.)

Click Back to return to the previous window.

Click Refresh to refresh the information displayed in a table.
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11.2.2 Interface Counters

Use the following window to display the interface-counter statistics and its
information.

Choose Monitoring > Statistics > Interface Counters to display the
following window.

nterrace counters

Interface Counters

From Port To Port

[ema [

[ e e e —
Fil/l0/1 8149161 27018 11085 668 23364359 131582 0 1
Fi1/0/2 0 0 0 o 0 0 0 0
Fi1/0/2 0 0 o 0
Fi/0/4 0 0 0 ° 0 0 0 0
Te1/0/5 0 0 0 o 0 0 0 0
Te1/0/6 0 0 0 o 0 0 0 0

Figure 11-4 Interface Counters

In the section of the Interface Counters, you can configure the following
parameter.

Parameter Overview
From Port/ To Port Choose the port you use.

Click Find to display the interface counter regarding the specified port(s).
Click Refresh to refresh the information displayed in a table.

Click Show Errors to display error details on this entry.
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Click Show Errors to display the following window.

Interface Counters

Interface Counters

From Port To Port

[ Find ][ Refresh ]
mmwmmmw—
Fi1/0/1 8149161 27018 11055 668 23364359 131582
Fios
Te1/0/5

Figure 11-5 Interface Counters (Show Errors.)

Click Back to return to the previous window.

Click Refresh to refresh the information displayed in a table.
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11.2.3 Counters

Use the following window to display and clear the link-change counters of
the port specified.

Choose Monitoring > Statistics > Counters to display the following
window.

Counters

From Port To Port

3

Fi1/0/1 Shew Detalil
Fil/072
Fi1/0i3
Fi1/0/4
Tel/0/5
Te1/0/6

Show Detail
Show Detail
Show Detall

Sl = 1= = =

Show Detail
Show Detail

Figure 11-6 Counters

In the section of Counters, you can configure the following parameter.

Parameter Overview

From Port/ To Port Choose the port you use.

Click Find to display the information on the link-change counters
regarding the specified port(s).

Click Refresh to refresh the information displayed in the table above.

Click Clear to clear the information on the link-change counters
regarding the specified port.

Click Clear ALL to clear information on all the link change counters.

Click Show Detail to display details on the entry.
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Click Show Detail to display the following window.

Figure 11-7 Counters (Show Detail.)

Click Back to return to the previous window.

Click Refresh to refresh the information displayed in the table above.
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Use the following window to implement the settings on a port mirror and
display its settings.

Choose Monitoring > Mirror Settings to display the following window.

B ————

RSPAN VLAN Settings
oLt 288
Mirror Settings
Session Number
Port
Destination O[Port ~] [Fvon ~]
From Port To Port Frame Type
Source O[Port v] [Fion ~] [Fion ~] [Botn ~
CPURX
Mirror Se Tabl
Aisesson v
=2 ==~ -

Figure 11-8 Mirror Settings

In the section of RSPAN VLAN Settings, you can configure the following

parameter.
Parameter Overview
VID List Enter the RSPAN VLAN ID you use. You can enter its

consecutive VLAN IDs, by delimiting with a comma, or
you can enter the range of VLAN IDs by delimiting with
a hyphen. The range is from 2 to 4,094.

Click Apply to add the new entry.

Click Delete to delete entries based on the information specified.

393



11 Monitoring
11.3 Mirror Settings

In the section of Mirror Settings, you can configure the following
parameters.

Parameter Overview
Session Number Choose the mirror-session number of this entry. The
range of the number is from 1 to 4.
Destination Choose and configure the destination settings on this
port-mirror entry. Choose Port or Remote VLAN of the
destination.

* Port - Choose the destination port-number.

* Remote VLAN - Choose the destination port-
number.

e Enter VID in the entry field displayed. The range of
VID is from 2 to 4,094.

Source Choose and configure the source settings on this port-
mirror entry. Choose Port, ACL or Remote VLAN of
the source.
* Port - Choose the range of the port-number by using
From Port to To Port. Choose a Frame Type.
¢ The options to choose from the frame-type is as
follows.
oBoth - Traffics of both reception and transmission
direction are mirrored. Traffics in both incoming
and outgoing directions are mirrored.

oReception (RX) - traffics in only the incoming
direction are mirrored.

oTransmission (TX) - traffics in only the outgoing
direction are mirrored.

oCPU RX - Monitors CPU RX traffics.

* ACL - Enter the ACL Name in the entry field
displayed. The number of characters for the name
can be up to 32.

* Remote VLAN - Enter a remote VID in the entry field
displayed. The range is from 2 to 4,094.

Click Apply to add a new entry.

Click Delete to delete entries based on the information specified.
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In the section of Mirror Session Table, you can configure the following
parameter.

Parameter Overview

Session Type Choose the mirror-session type of information to be
displayed. The options available are All Sessions,
Session Number, Remote Session and Local
Session. If you choose the Session Number option,
choose the session number from the drop-down menu.
The range is from 1 to 4.

Click Find to search and display the entries based on the search condition
specified.

Click Show Detail to display details on the entry.
Click Show Detail to display the following window.

Mirror Session Detail

Session Number 1
Session Type Local Session
Both Port G103
RX Port
T Port
CPURX.
Flow Based Source
Destination Port Git/01

Figure 11-9 Mirror Session Detail (Show Detail.)

Click Back to return to the previous window.
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Use the following window to display the value of the current temperature
measurement, fan condition and power-module state in a switch.

Choose Monitoring > Device Environment to display the following
window.

Device Environmen

Detail Temperature Status.

[ ot | Temperature DescriptionilD Current/Threshold Range
Thermal Sensor/1 3gcric

Y s weme

‘Status code: * temperature is out of threshold range

Detail Power Status

Power 1 In-operation

Figure 11-10 Device Environment
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1 2 ECO Mode

Use the following window to implement the settings on the power-saving

and display its settings.

Choose ECO Mode > Power-Saving to display the following window.

Power Saving

Power Saving Settings

From Port To Port Power Saving Mode

[Fi1011 | [Fi1/0/1 v| | Disabled v
I ™ S T S

Fit/0/1 Auto(1GF) Disabled

Fi1/0/3 Disabled

Tel1/0/5 10GT Disabled

Figure 12-1 Power-Saving

In the section of Power-Saving Settings, you can configure the following
parameters.

Parameter Overview

From Port/ To Port Choose the port you use.

Power-Saving Mode |Choose the power-saving mode to use on the port

specified. The options available are as follows.

¢ Disabled - Disables the power-saving function.

¢ Full - Uses the power-saving function, maximally.
¢ Half - Uses half of the power-saving function.

» This applies to all the cases; if the function is not
used at all or is maximally used, normally.

Click Apply to reflect the change.
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Use the following window to implement the settings on EEE of the port
specified and display its settings.

Choose ECO Mode > EEE to display the following window.

EEE Settings

From Port To Port State

Fi1/0/1 - Fi1/0/1 ~ Disabled -
e = 0 = ]

Fi1/011 Disabled

Figure 12-2 EEE

In the section of EEE Settings, you can configure the following

parameters.
Parameter Overview
From Port/ To Port Choose the port you use.
State This parameter enables or disables the EEE function on
the port specified.

Click Apply to reflect the change.
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1 3 Tool Bar

13.1.1 Save Configuration

Use the following window to save the running configuration as the start-
up configuration. Doing so prevents the loss of configuration during a
power-failure.

Choose Save > Save Configuration in the tool-bar to display the follo-
wing window.

ave Configuration

Save Configuration

Fie pam

Figure 13-1 Save Configuration

In the section of Save Configuration, you can configure the following

parameter.
Parameter Overview
File Path Enter a file-name and a path in the entry field displayed.

Click Apply to save the configuration.

13.2.1 Firmware Upgrade & Backup

13.2.1.1 Firmware Upgrade from HTTP (Servers)

Use the following window to upgrade firmware in a switch by using
HTTP from a local PC.

Choose Tools > Firmware Upgrade & Backup > Firmware Upgrade.
from HTTP from the tool-bar to display the following window.
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13.2 Tool 13.2.1 Firmware Upgrade & Backup 13.2.1.1 Firmware Upgrade from HTTP (Servers)

Source File T s= |

Desfination File [64 chars |

Figure 13-2 Firmware Upgrade from HTTP (Servers)

You can configure the following parameters.

Parameter Overview

Source File Click Browse to navigate to the location where a
firmware file exists (on the local PC) for this upgrade.

Destination File Enter the destination path and location in the switch
where new firmware is stored (or saved). The number of
characters for this field can be up to 64.

Click Upgrade to start upgrading.
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13.2.1.2 Firmware Upgrade from TFTP

Use the following window to upgrade firmware in a switch from a TFTP
server.

Choose Tool > Firmware Upgrade & Backup > Firmware Upgrade
from TFTP (Servers) to display the following window.

TFTP Sewver IP |:| @ IPv4

Source File [64 chars |

Destination File [64 chars |

Figure 13-3 Firmware Upgrade from TFTP (Servers)

You can configure the following parameters.

Parameter Overview
TFTP Server IP Enter an IP address of a TFTP server.
¢ |Pv4 - Choose and enter an IPv4 address of a TFTP
server.
¢ |Pv6 - Choose and enter an IPv6 address of a TFTP
server.
¢ |Pv6 - Choose and enter an IPv6 address of a TFTP
server.
Source File Enter the source file-name and path of a firmware file in
a TFTP server. The number of characters for this field
can be up to 64.
Destination File Enter the destination path and location in the switch
where new firmware is stored. The number of
characters for this field can be up to 64.

Click Upgrade to start upgrading.
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13.2.1.3 Firmware Upgrade from FTP Servers
Use the following window to upgrade firmware in a switch from an RCP

server.

Choose Tool >Firmware Upgrade & Backup > Firmware Upgrade
from an FTP Server on the tool-bar to display the following window.

[E— 1
—— Jore

TCP Port (1-65635)

User Name [32chars

Password [15 chars

Source File [4 chars

Destination File [4 chars

Upgrade

Figure 13-4 Firmware Upgrade from the FTP Server

You can configure the following parameters.

Parameter Overview
FTP Server IP Enter an IP address of the FTP server.
TCP Port (1-65535) Enter the TCP port of the FTP connection.
Username Enter the user-name of the FTP connection. The number
of characters for the name can be up to 32.
Password Enter the password of the FTP connection.The number

of characters for the name can be up to 15.

Source File Enter the path and name of a source file of the
firmware file existing in an FTP server. The number of
characters for this field can be up to 64.

Destination File Enter the destination path and its location on the switch
where new firmware is saved. The number of characters
for this field can be up to 64.

Click Upgrade to start upgrading.
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13.2.1.4 Firmware Upgrade from RCP

Use the following window to upgrade the firmware existing in a switch
from an RCP server.

Choose Tool > Firmware Upgrade and Backup > Firmware Upgrade
from RCP (Servers) to display the following window.

User Name [16 chars |

Source File [64 chars

Destination File [84 chars |

Upgrade

Figure 13-5 Firmware Upgrade from RCP (Servers)

You can configure the following parameters.

Parameter Overview
RCP Server IP Enter an IP address of one RCP server.
User Name Enter a user-name of the RCP connection. The number

of characters for the name can be up to 32.

Source File Enter a source file-name and path of a firmware file in
an RCP server. The number of characters for this field
can be up to 64.

Destination File Enter the destination path and location in the switch
where new firmware is saved. The number of characters
for this field can be up to 64.

Click Upgrade to start upgrading.
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13.2.1.5 Firmware Backup to HTTP

Use the following window to save a backup copy of the firmware existing

in a switch into a local PC with HTTP.

Choose Tool > Firmware Upgrade & Backup > Firmware Backup to
HTTP (Servers) to display the following window.

Source File [64 chars

config [] startup-config

Figure 13-6 Firmware Backup to HTTP (Servers)

You can configure the following parameter.

Parameter

Overview

Source File

Enter the source file-name and path of a firmware file in
a switch. The number of characters for this field can be

up to 64.

Click the Backup button to start the backup.
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13.2.1.6 Firmware Backup to TFTP
Use the following window to save the backup copy of firmware existing in

a switch into a TFTP server.

Choose Tool > Firmware Upgrade & Backup > Firmware Backup to
TFTP (Servers) on the tool-bar to display the following window.

TFTP Server IP [, N

Source File [64 chars |

Destination File [64 chars |

Figure 13-7 Firmware Upgrade from TFTP (Servers)

You can configure the following parameters.

Parameter Overview
TFTP Server IP Enter an IP address of a TFTP server.
¢ IPv4 - Choose and enter an IPv4 address of a TFTP
server.
¢ |IPv6 - Choose and enter an IPv6 address of a TFTP
server.

Source File Enter the source file-name and path of a firmware file in
a switch. The number of characters for this field can be
up to 64.

Destination File Enter the destination file-name and path of a firmware

file to be backed up into a TFTP server. The number of
characters for this field can be up to 64.

Click Backup to start performing a backup.
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13.2.1.7 Firmware Backup to FTP Servers

Use the following window to save a backup copy of firmware in a switch

into an RCP server.

Choose Tool > Firmware Upgrade & Backup > Firmware Backup to
an FTP Server on the tool-bar to display the following window.

[E—
— Jore

TCP Port (1-65535) [

User Name: (32 chars

Password [15 chars

Source File [64 chars

Destination File [64 chars

Backup

Figure 13-8 Firmware Backup to the FTP Server

You can configure the following parameters.

Parameter

Overview

FTP Server IP

Enter an IP address of an FTP server.

TCP Port (1-65535)

Enter the TCP port of the FTP connection.

Username Enter the user-name of the FTP connection. The number
of characters for the name can be up to 32.

Password Enter the password of the FTP connection. The number
of characters for the name can be up to 15.

Source File Enter the path and name of a source file of the

firmware file existing in a switch. The number of
characters for this field can be up to 64.

Destination File

Enter the destination-file name and its path of a
firmware file to be backed up into an FTP server. The
number of characters for this field can be up to 64.

Click Backup to start making a backup.
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13.2.1.8 Firmware Backup to RCP

Use the following window to save a backup copy of the firmware existing
in a switch into an RCP server.

Choose Tool > Firmware Upgrade & Backup > Firmware Backup to
RCP (Servers) on the tool-bar to display the following window.

User Name [16 chars |

Source File [64 chars |

Destination File [64 chars |

Figure 13-9 Firmware Backup to RCP (Servers)

You can configure the following parameters.

Parameter Overview
RCP Server IP Enter an IP address of the RCP server.
User Name Enter the user-name of the RCP connection. The

number of characters for the name can be up to 32.

Source File Enter the source file-name and its path of a firmware file

in a switch. The number of characters for this field can
be up to 64.

Destination File Enter a destination file-name and its path of a firmware

file to be backed up into the RCP server. The number of
characters for this field can be up to 64.

Click Backup to start performing a backup.
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13.2.2 Configuration Restore & Backup

13.2.2.1 Configuration Restore from HTTP

Use the following window to restore the configuration in a switch by using
HTTP from a local PC.

Choose Tool > Configuration Restore & Backup > Configuration
Restore from HTTP from the tool-bar to display the following window.

Source File II =

Destination File [64 chars | C3 running-

config [] startup-config
Replace O

Figure 13-10 Configuration Restore from HTTP

You can configure the following parameters.

Parameter Overview

Source File Click Browse to move to the location where a
configuration file (on the local PC) exists for the purpose
of this restoration.

Destination File Enter a destination path and a location in the switch
where a configuration file is saved. The number of
characters for this field can be up to 64.

* If you choose the running-config option, the
configuration file being executed in a switch is
restored to be overwritten.

¢ If you choose the startup-config option, a start

¢ -up configuration file in a switch is restored to be
overwritten.

Replace If you choose this option, a configuration file in a switch
is replaced by this file.

Click Restore to start restoring.

408



13 Tool Bar
13.2.2.2 Configuration Restore from TFTP

13.2.2.2 Configuration Restore from TFTP

Use the following window to recover the switch configuration from a TFTP
server.

Choose Tool > Configuration Recovery & Backup > Configuration
Restore from TFTP (Servers) to display the following window.

TFTP Server IP [ e

Source File [64 chars |

Destination File [64 chars | 01 running-
config [] startup-config
Replace O

Figure 13-11 Configuration Restore from TFTP (Servers)

You can configure the following parameters.

Parameter Overview
TFTP Server IP Enter an IP address of a TFTP server.
¢ IPv4 - Choose and enter an IPv4 address of a TFTP
server.
¢ IPv6 - Choose and enter an IPv6 address of a TFTP
server.
Source File Enter the source file-name and path of a configuration

file in a TFTP server. The number of characters for this
field can be up to 64.

Destination File Enter a destination path and a location in the switch
where a configuration file is saved. The number of
characters for this field can be up to 64.

* If you choose the running-config option, the
configuration file being executed is restored to be
overwritten.

* If you choose the startup-config option, the start-
up configuration file in a switch is restored to be
overwritten.

Replace If you use choose this option, a configuration file in a
switch is replaced by this file.

Click Restore to start restoring.
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13.2.2.3 Configuration Recovery from FTP Servers

Use the following window to recover the configuration of a switch from
an FTP server.

Choose Tool > Configuration Recovery & Backup > Configuration
Recovery from an FTP Server on the tool-bar to display the following
window.

— Y
o

TCP Port (1-65535) [

User Name [32chars

Source File [64 chars

|
|
Password [15 chars |
|
|

Destination File [64 chars
O startup-config
Replace O

O running-config

Restore

Figure 13-12 Configuration Recovery from the FTP Server

You can configure the following parameters.

Parameter Overview
FTP Server IP Enter an IP address of an FTP server.
TCP Port (1-65535) Enter the TCP port of the FTP connection.
Username Enter the username of the FTP connection. The number
of characters for the name can be up to 32.
Password Enter the password of the FTP connection. The number

of characters for the name can be up to 15.

Source File Enter the path and name of a source file of a
configuration file existing in an FTP server. The number
of characters for this field can be up to 64.

Destination File Enter the destination path and its location on the switch
where a configuration file is saved. The number of
characters for this field can be up to 64.

* If you choose the running-config option, the
configuration file, which is in progress of being
executed by a switch, is recovered and overwritten.

¢ |f you choose startup-config option, the start-up
configuration file on a switch is recovered and
overwritten.

Replace If you choose this option, a configuration file on a
switch is replaced using the file.

Click Restore to start restoring.
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13.2.2.4 Configuration Restore from RCP

Use the following window to restore the configuration of a switch from an

RCP server.

Choose Tools > Configuration Restore & Backup > Configuration
Restore from RCP (Servers) from the tool-bar to display the following

window.

User Name [16 chars

Source File [64 chars

Destination File [64 chars

| I running-

config [] startup-config

Replace O

Figure 13-13 Configuration Restore from RCP (Servers)

You can configure the following parameters.

Parameter Overview
RCP Server IP Enter an IP address of the RCP server.
User Name Enter the user-name of the RCP connection. The
number of characters for the name can be up to 32.
Source File Enter the source file-name and path of a configuration

file in an RCP server. The number of characters for this
field can be up to 64.

Destination File

Enter the destination path and location in a switch that

saves a configuration file. The number of characters for

this field can be up to 64.

¢ |f you choose the running-config option, the
configuration file being executed in a switch is
restored to be overwritten.

* If you choose the startup-config option, a start-up
configuration file in a switch is restored to be
overwritten.

Replace

If you choose this option, a configuration file in a switch
is replaced by this file.

Click Restore to start restoring.
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13.2.2.5 Configuration Backup to HTTP

Use the following window to save a backup copy of a switch configuration
into a local PC by using HTTP.

Choose Tools > Configuration Restore & Backup > Configuration
Backup to HTTP (Servers) from the tool-bar to display the following

window.

Source File [64 chars

config [] startup-config

Figure 13-14 Configuration Backup to HTTP (Servers)

You can configure the following parameter.

Parameter

Overview

Source File

Enter the source file-name and path of a configuration
file in a switch. The number of characters for this field

can be up to 64.

* If you choose the running-config option, the
configuration file being executed in a switch is

backed up.

* If you choose the startup-config option, a start-up
configuration file in a switch is backed up.

Click Backup to start performing a backup.
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13.2.2.6 Configuration Backup to TFTP

Use the following window to save a backup copy of a switch configuration
into a TFTP server.

Choose Tool > Configuration Restore & Backup > Configuration
Backup to TFTP (Servers) from the tool-bar to display the following
window.

TFTP Server IP [ (O T

Source File [64 cnars | O7 running-
config [] startup-config

Destination File [64 chars

Figure 13-15 Configuration Backup to TFTP (Servers)

You can configure the following parameters.

Parameter Overview
TFTP Server IP Enter an IP address of a TFTP server.
¢ IPv4 - Choose and enter an IPv4 address of a TFTP
server.
¢ |Pv6 - Choose and enter an IPv6 address of a TFTP
server.
Source File Enter the source file-name and path of a configuration

file in a switch. The number of characters for this field

can be up to 64.

* If you choose the running-config option, a backup
of the configuration file being executed in a switch is
created.

¢ If you choose the startup-config option, a startup
configuration file in a switch is backed up.

Destination File Enter a destination path and a location on the TFTP
server where a configuration file is saved. The number
of characters for this field can be up to 64.

Click Backup to start performing a backup.
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13.2.2.7 Configuration Backup to FTP Servers

Use the following window to save a backup copy of the switch
configuration into an FTP server.

Choose Tool > Configuration Recovery & Backup > Configuration
Backup to an FTP Server on the tool-bar to display the following

window.

onfiguration Backup to F TP

FTP Server IP

—Y

C—— lom

TCP Port (1-65535) |

User Name |32 chars

Password | 15 chars

Source File |54 chars

running-config [] startup-config

Destination File |S4 chars

Figure 13-16 Configuration Backup to the FTP Server

You can configure the following parameters.

Parameter

Overview

FTP Server IP

Enter an IP address of an FTP server.

TCP Port (1-65535)

Enter the TCP port of the FTP connection.

Username Enter the user-name of the FTP connection. The number
of characters for the name can be up to 32.

Password Enter the password of the FTP connection. The number
of characters for the name can be up to 15.

Source File Enter the source-file name and its path of a

configuration file on a switch. The number of characters

for this field can be up to 64.

¢ If you choose the running-config option, the
configuration file, which is in progress of being
executed by a switch, is backed up.

* If you choose startup-config option, the start-up
configuration file on a switch is backed up.

Destination File

Enter the destination path and its location on the RCP
server where a configuration file is saved. The number
of characters for this field can be up to 64.

Click Backup to start making a backup.
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13.2.2.8 Configuration Backup to RCP

Use the following window to save a backup copy of a switch configuration
into an RCP server.

Choose Tools > Configuration Restore & Backup > Configuration
Backup to RCP from the tool-bar to display the following window.

User Name [16 chars

Source File [64 chars

config [] startup-config

Destination File [64 chars

Figure 13-17 Configuration Backup to RCP

You can configure the following parameters.

Parameter Overview
RCP Server IP Enter an IP address of an RCP server.
User Name Enter the user-name of the RCP connection. The
number of characters for the name can be up to 32.
Source File Enter the source file-name and path of a configuration

file in a switch. The number of characters for this field
can be up to 64.

of the configuration file being executed in a switch
made.

¢ If you choose the startup-config option, a backup
of a start-up configuration file in a switch is made.

* If you choose the running-config option, a backup

is

Destination File

Enter a destination path and a location on the RCP

of characters for this field can be up to 64.

server, where a configuration file is saved. The number

Click Backup to start the backup.
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13.2.3 Log Backup

13.2.3.1 Log Backup to HTTP

Use the following window to save system-logs of a switch or a copy of
attack-logs into a local PC by using HTTP.

Choose Tool > Log Backup > Log Backup to HTTP in the tool-bar to
display the following window.

Log Backup to HTTP

Log Type @ SystemLog () Attack Log Backup

Figure 13-18 Log Backup to HTTP

You can configure the following parameter.

Parameter
Log Type

Overview

Choose the log-type, which is backed up to the local PC
by using HTTP.

* System Log - Ensures to back up system-logs.
» Attack Log - Ensures to back up attack-logs.

Click Backup to start performing a backup.
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13.2.3.2 Log-backup to TFTP

Use the following window to save a copy of system-logs or attack-logs of a
switch into a TFTP server.

Choose Tools > Log Backup > Log Backup to TFTP (Servers) from the
tool-bar to display the following window.

Log Backup to TFTP-
e owe

Desfination File [64 chars

Log Type @ System Log O Altack Log Backup

Figure 13-19 Log Backup to TFTP (Servers)

You can configure the following parameters.

Parameter Overview
TFTP Server IP Enter an IP address of a TFTP server.
¢ [Pv4 - Choose and enter an IPv4 address of the TFTP
server.
¢ |Pv6 - Choose and enter an IPv6 address of the TFTP
server.
Destination File Enter the destination path and location on the TFTP

server where log files are saved. The number of

characters for this field can be up to 64.

Log Type Choose the log type, which is backed up to the TFTP

server.

¢ System Log - The system log is backed up.

* Attack Log - Ensures that the attack-logs are backed
up.

Click Backup to start performing a backup.
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13.2.3.3 Log Backup to RCP

Use the following to save a copy of system-logs or attack-logs on the
switch into an RCP server.

Choose Tools > Log Backup > Log Backup to RCP from the tool-bar to
display the following window.

Log Backup to RCP

User Name [16 chars

Destination File [64 chars

Log Type (@) System Log () Attack Log Backup

Figure 13-20 Log Backup to RCP

You can configure the following parameters.

Parameter Overview
RCP Server IP Enter an IP address of the RCP server.
User Name Enter the user-name of the RCP connection. The

number of characters for the name can be up to 32.

Destination File

Enter the destination path and location on the RCP
server where a log-file is saved (or stored). The number
of characters for this field can be up to 64.

Log Type

Choose the log type to save its backup into an RCP
server.
¢ System Log - The system log is backed up.

» Attack Log - The attack log is backed up.

Click Backup to start performing a backup.
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13.2.4 Ping

Use the following window to ping a destination IPv4/IPv6 address or a
domain-name and to perform a test for the network connection. The
access list can be applied to a ping request.

Choose Tool > Ping in the tool-bar to display the following window.

Ping Access Class

AGL Name Action

| [ Please select | Add v Apply

Added Access Class

1Pv4 Ping Result

[1] Reply from 172.16.254.254, times=10ms

[2] Reply from 172.16.254 254, times<10ms

[3] Reply from 172.16.254.254, times<10ms
Ping Statistics for 172.16.254.254
Packets: Sent = 3, Received = 3, Lost =0

stop
1Pv6 Ping

@) Target IPv6 Address 7:7c10:41c0:6ddd-ecac|

Ping Times (1-255) (] Infinite

Figure 13-21 Ping

In the section of Ping Access Class, you can configure the following
parameters.

Parameter Overview

ACL Name Enter the ACL name you use. The number of characters
for the name can be up to 32. Click Please Select to
choose the existing ACL from a related list.

Action Choose the action you take. The options available are
Add and Clear.

Click Apply to use the access control list selected.
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In the section of IPv4 Ping, you can configure the following parameters.

Parameter

Overview

Target IPv4 Address

Choose and enter a destination IPv4 address.

Domain Name

Choose and enter the name of a destination domain.
The number of characters for this can be up to 255.

Number of Pings

Enter the number of Ping-trials on the IPv4 address,
which is configured in this window. The range is from 1
to 255. If you check (or tick) the Unlimited, keep
transmitting ICMP echo packets to the IPv4 address
specified until a program stops.

Time-out

Enter the time-out time of Ping messages. If packets
cannot detect an IPv4 address within the time specified,
Ping packets are dropped (or removed). The range is
from 1 to 99 (seconds).

Source IPv4 Address

Enter a source IPv4 address. If two or more IPv4
addresses are allocated to a switch, you can enter one
of them. The IPv4 address entered is used as the source
IPv4 address of packets, which are transmitted to a
remote host.

Click Start to start the IPv4 Ping.

In the section of IPv6 Ping, you can configure the following parameters.

Parameter

Overview

Target IPv6 Address

Choose and enter a destination IPv6 address.

Domain Name

Choose and enter the name of a destination domain.
The number of characters for this can be up to 255.

Number of Pings

Enter the number of Ping-trials in the IPv6 address,
which is configured in this window. The range is from 1
to 255. If you check (or tick) the Unlimited check-box,
keep transmitting ICMP echo packets to the IPv6
address specified until a program stops.

Time-out

Enter the time-out time for a Ping message. If packets
cannot detect an IPv6 address within the time specified,
Ping packets are dropped (or removed). The range is
from 1 to 99 (seconds).

Source IPv6 Address

Enter a source IPv6 address. If two or more IPv6
addresses are allocated to a switch, you can enter one
of them. The IPv6 address entered is used as the source
IPv6 address of packets, which are transmitted to a
remote host.

Click Start to start the IPv6 Ping.
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Choose and enter the IPv4 Ping parameter, and then click Start to display
the following window.

Ping Access Class

ACL Name Action

\ | [Pleasesclect | [add V] Aoply

Added Access Class

1Pv4 Ping Result

[1] Reply from 172.16.254 254, times=10ms
[2] Reply from 172 16,254 254, times<10ms
[3] Reply from 172.16.254.254, times<10ms
Ping Statistics for 172.16.254 254
Packets: Sent = 3, Received = 3, Lost= 0

Stop Back
1PY6 Ping
(® Targel IPv6 Address 2233:1
O oonanNene
Ping Times (1-255) | #imnite
et (159 —

Figure 13-22 Ping (Result)
Click Stop to stop the ping process.
Click Back to return to the previous ping window.

Click Please Select to display the following window.

HEEEEE =

Figure 13-23 Ping (Please Select.)

If two or more pages exist, enter the page numbers. Then click Go to
move to a specific page.

Click OK to use the access control list selected.
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13.2.5 Trace Route

Use the following window to trace a route to either a destination IPv4/
IPv6 address or a domain-name and to perform a test for the network
connection.

Choose Tools > Trace Route from a tool-bar to display the following
window.

1Pv4 Trace Route
@® IPv4 Address
(O Domain Name 255 chars
Max TTL (1-265)
Port (1-65535) 33434
Timeout (1-65535)
Probe Number (1-1000)

o

ec

IPv6 Trace Route
@® IPV6 Address 33:1
) Domain Name 255 chars

Max TTL (1-255)
Port (1-65535) 33434
Timeout (1-65535)

Probe Number (1-1000)

@

ec

I W

Figure 13-24 Trace Route

In the section of IPv4 Trace Route, you can configure the following
parameters.

Parameter Overview

IPv4 Address Choose and enter a destination IPv4 address.
Domain-Name

Choose and enter the domain-name of a destination.
The number of characters for it can be up to 255.

Max TTL Enter the maximum value for Time-To-Live (TTL) of the

trace route request. This is the maximum number of
routers, which allow trace-route packets to pass (or
flow). The trace-route option passes while investigating
the network path between two devices. The range is
from 1 to 255 (hops).

Port Enter the port-number whose range is from 1 to
65,535.

~

Time-out Enter the time-out period while waiting for a response

coming from a remote device. The range is from 1 to
65,535 (seconds). The default value is 5 (seconds).

Probe Number Enter the number of probe-times. The range is from 1 to
1,000. The default value is 1.

Click Start to start the IPv4 trace-route.
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In the section of IPv6 Trace Route, you can configure the following

parameters.

Parameter

Overview

IPv6 Address

Choose and enter a destination IPv6 address.

Domain Name

Choose and enter a destination domain-name. The
number of characters for it can be up to 255.

Enter the maximum value of TTL of a trace-route
request. This is the maximum number of routers where
trace-route packets can pass. The trace-route option
passes when seeking the network path between two
devices. The range is from1 to 255 (hops).

Enter the port-number whose range is from 1 to
65,535.

Enter the time-out period (needed) when waiting for
the response coming from a remote device. The range is
from 1 to 65,535 (seconds). The default value is 5
seconds.

Probe Number

Enter the number of probe times. The range is from 1 to
1,000. The default value is 1 (second).

Click Start to start the IPv6 trace-route.

Choose and enter the IPv4 Trace Route parameter and click Start to
display the following window.

[1] 10 ms [172.16.254.254]

Figure 13-25 Trace Route (Result)

Click Back to return to the previous Trace-Route window.
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13.2.6 Reset

Use the following window to reset the value (of a switch) to the value of a
factory default settings on a switch software configuration.

Choose Tools > Reset from the tool-bar to display the following window.

Reset

(® The Switch will reset to its factory default seftings and then reboot

() The Switch will reset to its factory default settings and then reboot. This option excludes the IP address.

O The Switch will reset to ts factory default seftings and not rebaot

Figure 13-26 Reset

You can configure the following parameter.

Parameter Overview

Reset Choose one of the following reset options.

¢ Your switch is reset to the factory default settings to
restart.

¢ This option excludes an IP Address from the reset
target.

¢ Your switch is reset to the factory default settings,
but does not restart.

Click Apply to reset to the factory default settings.
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13.2.7 Reboot System

Use the following window to reboot a switch. New configuration changes
are made as the last (or previous) reboot or power-on becomes lost if the
changes were not saved during the last time.

Choose Tools > Reboot System from the tool-bar to display the following
window.

Reboot System

Do you want to save the settings? (@ Yes () No Reboot

I you do not save the settings, all changes made in this session will be lost

Figure 13-27 Reboot System

Click Yes to save the new configurations changed before rebooting.
Click No to discard the new configurations changed before rebooting.

Click Reboot to reboot the device.
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13.3 Language

Choose a language of Web Ul. By default, you can choose either English
or Japanese.

Choose a language as illustrated in the screen below.

aoave - “/Tools ~ En isn
hEI &

Figure 13-28 Language
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14.4 Log Out

Click Log Out on the tool-bar to log out from Web Ul of a switch.

English

Device Information

Device Information

Product Name * MAC Address
Product Number 1P Address
System Name Mask
System Location o Are you sure want to logout? Gateway
System Contact System Time
Boot PROM Version Serial Number
Firmware Version St
Hardware Version

Utilization -

cPU Average: 8% Switch Storage
=70 @0

100 @ --nmmmmmm g > 10020-70 @B 100

0-20 @@
T e s o »>75
L e R » 50 50
25@mommefen e fee > 25

0

10:05:21 100528 10:05:35 Flash Memory

Figure 14-29 Log Out

Toggedm

1921685501
255255.255.0

0.00.0
16/06/2021 09:59:37
1100201 15

s Administrator,

B Togout
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15.1 802.1X

Appendix - System Log Entries

15.1 802.1X

Overview of Logs

Severity

Overview of events: 802.1X authentication is successful to implement.
Log message: 802.1X](<method>) Authorized user <username>
(<macaddr>) on Port <portNum> to VLAN <vid>

Overview of parameters:

method: indicates either local or RADIUS.

username: the user to be authenticated

macaddr: a MAC address of a device to be authenticated.

portNum: the port-number of a switch

vid: the VLAN ID to be allowed

Information

Overview of events: a 802.1X authentication failure occurs.

Log message: 802.1X](<method>)Rejected user <username> (<macaddr>)
on Port <portNum>

Overview of parameters:

method: indicates either local or RADIUS.

username: the user to be authenticated

macaddr: a MAC address of a device to be authenticated

portNum: the port-number of a switch

Notice

Overview of events: as the 802.1X authentication table is full, a new
address cannot be authenticated.

Log message: 802.1X]Rejected <macaddr> on Port <portNum> (auth table
was full)

Overview of parameters:

macaddr: a MAC address of a device to be authenticated.

portNum: the port-number of a switch

Notice
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15.2 AAA

15.2 AAA

Overview of Logs

Severity

Overview of events: log-in is successful.

Log message: successful login through <Console | Telnet |
SSH>(Username: <username>, IP: <ipaddr | ipvbaddress>)
Overview of parameters:

ipaddr: indicates an IP address.

username: indicates a user-name.

ipvbaddress: indicates an IPv6 address.

Information

Overview of events: log-in failed.

Log message: log-in failed through <Console | Telnet | SSH> (Username:
<username>, IP: <ipaddr | ipvbaddress>)

Overview of parameters:

ipaddr: indicates an IP address.

username: indicates a user-name.

ipvbaddress: indicates an IPv6 address.

Warning

Overview of events: log-out

Log message: logout through <Console | Telnet | SSH> (Username:
<username>, |P: <ipaddr | ipv6address>)

Overview of parameters:

ipaddr: indicates an IP address.

username: indicates a user-name.

ipvbaddress: indicates an IPv6 address.

Information

Overview of events: session timed out.

Log message: <Console | Telnet > session timed out (Username:
<username>, IP: <ipaddr | ipvbaddress>)

Overview of parameters:

ipaddr: indicates an IP address.

username: indicates a user-name.

ipvbaddress: indicates an IPv6 address.

Information

Overview of events: an SSH server is enabled.
Log message: SSH server is enabled.

Information

Overview of events: an SSH server is disabled.
Log message: SSH server is disabled

Information

Overview of events: an authentication policy is enabled.
Log message: authentication policy is enabled (Module: AAA).

Information

Overview of events: an authentication policy is disabled.
Log message: authentication policy is disabled (Module: AAA).

Information

Overview of events: log-in failed because of the AAA server time-out or
inaccurate configuration.

Log message: login failed through <Console | Telnet | SSH> from <ipaddr |
ipvbaddress> due to AAA server <ipaddr | ipvbaddress> timeout or
improper configuration (Username: <username>)

Overview of parameters:

ipaddr: indicates an IP address.

ipvbaddress: indicates an IPv6 address.

username: indicates a user-name.

Warning
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15.2 AAA
ID Overview of Logs Severity
10. | Overview of events: the migration of administrative privileges is successful |Information
with the AAA local authentication, the server authentication or without an
authentication.
Log message: Successful Enable Admin through <Console | Telnet | SSH>
from <ipaddr | ipv6address> authenticated by AAA <local | none | server
<ipaddr | ipvbaddress>> (Username: <username>)
Overview of parameters:
local: migrates administrative privileges by the AAA local authentication.
none: migrates the administrative privileges without an AAA
authentication.
server: migrates administrative privileges by an AAA server authentication.
ipaddr: indicates an IP address.
ipvbaddress: indicates an IPv6 address.
username: indicates a user-name.
11. |Overview of events: migrating administrative privileges privilege failed Warning
because of the AAA server time-out or improper configuration.
Log message: Enable Admin failed through <Console | Telnet | SSH> from
<ipaddr | ipvbaddress> due to AAA server <ipaddr | ipvbaddress> timeout
or improper configuration (Username: <username>)
Overview of parameters:
ipaddr: indicates an IP address.
ipvbaddress: indicates an IPv6 address.
username: indicates a user-name.
12. | Overview of events: the migration of administrative privileges failed Warning
because of the AAA local authentication or AAA server authentication.
Log message: Enable Admin failed through <Console | Telnet | SSH> from
<ipaddr | ipvbaddress> authenticated by AAA <local | server <ipaddr |
ipvbaddress>> (Username: <username>)
Overview of parameters:
local: migrates administrative privileges with an AAA local authentication.
server: migrates administrative privileges with an AAA server
authentication.
ipaddr: indicates an IP address.
ipvbaddress: indicates an IPv6 address.
username: indicates an user-name.
13. | Overview of events: log-in is successful with an AAA local authentication, Information

sever authentication or without any authentication.

Log message: successful login through <Console | Telnet | SSH> from <
ipaddr | ipvbaddress > authenticated by AAA <local | none | server <ipaddr
| ipvbaddress>> (Username: <username>)

Overview of parameters:

local: specifies an AAA local authentication.

none: this specifies no authentication.

server: specifies an AAA server authentication.

ipaddr: indicates an IP address.

ipvbaddress: indicates an IPv6 address.

username: indicates a user-name.

430



15 Appendix - System Log Entries

15.2 AAA
ID Overview of Logs Severity
14. | Overview of events: log-in failure occurs because of the authentication of | Warning

either AAA local or AAA server.

Log message: log-in failed through <Console | Telnet | SSH> from <ipaddr
| ipvbaddress> authenticated by AAA <local | server <ipaddr |
ipvbaddress>> (Username: <username>)

Overview of parameters:

local: specifies an AAA local authentication.

server: specifies an AAA server authentication.

ipaddr: indicates an IP address.

ipvbaddress: indicates an IPv6 address.

username: indicates a user-name.
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15.3 ARP
ID Overview of Logs Severity
1. | Overview of events: duplicated IPs are detected in gratuitous ARP. Warning

Log message: a conflicting IP is detected with this device (IP: <ipaddr>, MAC:
<macaddr>, Port <portNum>, Interface: <ipif_name>)

Overview of parameters:

ipaddr: duplicated IP addresses with the device (in the progress of) being used.
macaddr: a MAC address of a device with an IP address that overlaps with the
device in use.

portNum: this indicates an integer and the logical port-number of a device.
ipif_name: the interface name of a switch with a conflicting IP address.
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15.4 Authentication (2 Steps)

Overview of Logs

Severity

Overview of events: 2-step authentication is successful.

Log message: <step-mode>] (<method>) Authorized user <username>
(<macaddr>) on Port <portNum> to VLAN <vid>

Overview of parameters:

step-mode: indicates the 2-step authentication mode.

method: indicates either local or RADIUS.

username: the user that is being authenticated.

macaddr: a MAC address of a device to be authenticated.

portNum: the port-number of a switch.

vid: indicates a VLAN ID to be authorized.

Information

Overview of events: MAC WEB authenticaiton failures.

Log message: MAC-WEB] (<method>) Rejected at MAC auth <macaddr>)
on Port <portNum>

Overview of parameters:

method: indicates either local or RADIUS.

macaddr: a MAC address of a device to be authenticated.

portNum: the port-number of a switch.

Notice

Overview of events: failing to implement the MAC WEB authenticaiton
Log message: MAC-WEB] (<method>) Rejected at WEB auth user
<username> (<macaddr>) on Port <portNum>

Overview of parameters:

method: indicates either local or RADIUS.

username: the user that is being rejected.

macaddr: a MAC address of a device to be authenticated.

portNum: the port-number of a switch.

Notice

Overview of events: MAC-802.1X authenticaiton failures.

Log message: MAC-802.1X] (<method>) Rejected at MAC auth <macaddr>)
on Port <portNum>

Overview of parameters:

method: indicates either local or RADIUS.

macaddr: a MAC address of a device to be authenticated.

portNum: the port-number of a switch.

Notice

Overview of events: failing to implement the MAC-802.1X authenticaiton
Log message: MAC-802.1X] (<method>) Rejected at 802.1X auth user
<username> (<macaddr>) on Port <portNum>

Overview of parameters:

method: indicates either local or RADIUS.

username: indicates rejected users.

macaddr: a MAC address of a device to be authenticated.

portNum: the port-number of a switch.

Notice

Overview of events: 802.1X-WEB authentication failures.

Log message: 802.1X-WEB] (<method>) Rejected at 802.1X auth user
<username> (<macaddr>) on Port <portNum>

Overview of parameters:

method: indicates either local or RADIUS.

username: indicates rejected users.

macaddr: a MAC address of a device to be authenticated.

portNum: the port-number of a switch.

Notice
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15.4 Authentication (2 Steps)

Overview of Logs

Severity

Overview of events: 802.1X-WEB authentication failures.

Log message: 802.1X-WEB] (<method>) Rejected at WEB auth user
<username> (<macaddr>) on Port <portNum>

Overview of parameters:

method: indicates either local or RADIUS.

username: indicates rejected users.

macaddr: a MAC address of a device to be authenticated.
portNum: the port-number of a switch.

Notice
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15.5 BPDU Guard

Overview of Logs

Severity

Overview of events: BPDU attacks have occurred.

Log message: Port<portNum> enter BPDU under attacking state (mode:
drop / block / shutdown)

Overview of parameters:

portNum: indicates the port-number.

mode: the current condition regarding BPDU.

Information

Overview of events: recovering from BPDU attacks automatically is
successful.

Log message: Port <portNum> recovers from BPDU under attacking state
automatically.

Overview of parameters:

portNum: indicates the port-number.

Information

Overview of events: recovering from BPDU attacks manually is successful.
Log message: Port<portNum=> recovers from BPDU under attacking state
manually.

Overview of parameters:

portNum: indicates the port-number.

Information
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15.6 Command

Overview of Logs

Severity

Overview of events: command-logging.

Log message: “<command-str>" executed by <username> from <line>, IP:
<ip-address>|

Overview of parameters:

username: the account-name that has executed this command.
command-str: the command strings, which is executed successfully and
makes a change to a switch configuration.

line: this parameter indicates the line mode, which executes these
commands (e.g. console, telnet and SSH).

ip-address: (optional) If you type the command from a remote terminal (e.g.
telnet and SSH), this parameter is needed.

Information
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15.7

Configuration/Firmware

Overview of Logs

Severity

Overview of events: upgrading firmware is successful.

Log message: irmware upgraded by <session> successfully (Username: <username>,
IP: <ipaddr>, MAC: <macaddr>], Server IP: <server|P>, File Name: <pathFile>)
Overview of parameters:

session: indicates a user-session.

username: indicates a current log-in user.

ipaddr: indicates a client IP address.

macaddr: indicates a client MAC address.

serverlP: indicates a server IP address.

pathFile: indicates a path and the name of a file on a server.

Information

Overview of events: a failure of upgrading firmware occurs.

Log message: Firmware upgraded by <session> unsuccessfully (Username:
<username>, |P: <ipaddr>, MAC: <macaddr>], Server IP: <server|P>, File Name:
<pathFile>)

Overview of parameters:

session: indicates a user-session.

username: indicates a current log-in user.

ipaddr: indicates a client IP address.

macaddr: indicates a client MAC address.

serverlP: indicates a server IP address.

pathFile: indicates a path and the name of a file on a server.

Warning

Overview of events: uploading firmware is successful.

Log message: Firmware uploaded by <session> successfully (Username:
<username>, IP: <ipaddr>, MAC: <macaddr>], Server IP: <serverIP>, File Name:
<pathFile>)

Overview of parameters:

session: indicates a user-session.

username: indicates a current log-in user.

ipaddr: indicates a client IP address.

macaddr: indicates a client MAC address.

serverlP: indicates a server IP address.

pathFile: indicates a path and the name of a file on a server.

Information

Overview of events: a failure of uploading firmware occurs.

Log message: Firmware uploaded by <session> unsuccessfully (Username:
<username>, IP: <ipaddr>, MAC: <macaddr>], Server IP: <server|P>, File Name:
<pathFile>)

Overview of parameters:

session: indicates a user-session.

username: indicates a current log-in user.

ipaddr: indicates a client IP address.

macaddr: indicates a client MAC address.

serverlP: indicates a server IP address.

pathFile: indicates a path and the name of a file on a server.

Warning
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15.7 Configuration/Firmware

Overview of Logs

Severity

Overview of events: downloading a configuration is successful.

Log message: Configuration downloaded by <session> successfully. (Username:
<username>, |P: <ipaddr>, MAC: <macaddr>], Server IP: <serverlP>, File Name:
<pathFile>)

Overview of parameters:

session: indicates a user-session.

username: indicates a current log-in user.

ipaddr: indicates a client IP address.

macaddr: indicates a client MAC address.

serverlP: indicates a server IP address.

pathFile: indicates a path and the name of a file on a server.

Information

Overview of events: a failure of downloading a configuration occurs.

Log message: Configuration downloaded by <session> unsuccessfully. (Username:

<username>, IP: <ipaddr>, MAC: <macaddr>], Server IP: <serverlP>, File Name:
<pathFile>)

Overview of parameters:

session: indicates a user-session.

username: indicates a current log-in user.

ipaddr: indicates a client IP address.

macaddr: indicates a client MAC address.

serverlP: indicates a server IP address.

pathFile: indicates a path and the name of a file on a server.

Warning

Overview of events: uploading a configuration is successful.

Log message: Configuration uploaded by <session> successfully. (Username:
<username>, IP: <ipaddr>, MAC: <macaddr>], Server IP: <server|P>, File Name:
<pathFile>)

Overview of parameters:

session: indicates a user-session.

username: indicates a current log-in user.

ipaddr: indicates a client IP address.

macaddr: indicates a client MAC address.

serverlP: indicates a server IP address.

pathFile: indicates a path and the name of a file on a server.

Information

Overview of events: a failure of uploading a configuration occurs

Log message: Configuration uploaded by <session> unsuccessfully. (Username:
<username>, IP: <ipaddr>, MAC: <macaddr>], Server IP: <serverlP>, File Name:
<pathFile>)

Overview of parameters:

session: indicates a user-session.

username: indicates a current log-in user.

ipaddr: indicates a client IP address.

macaddr: indicates a client MAC address.

serverlP: indicates a server IP address.

pathFile: indicates a path and the name of a file on a server.

Warning

Overview of events: a failure of downloading a unknown type of files occurs.

Log message: Downloaded by <session> unsuccessfully. (Username: <username>,
IP: <ipaddr>, MAC: <macaddr>], Server IP: <serverIP>, File Name: <pathFile>)
Overview of parameters:

session: indicates a user-session.

username: indicates a current log-in user.

ipaddr: indicates a client IP address.

macaddr: indicates a client MAC address.

serverlP: indicates a server IP address.

pathFile: indicates a path and the name of a file on a server.

Warning
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15.7 Configuration/Firmware

Overview of Logs

Severity

10.

Overview of events: uploading log-messages is successful.

Log message: Log message uploaded by <session> successfully. (Username:
<username>, IP: <ipaddr>, MAC: <macaddr>])

Overview of parameters:

session: indicates a user-session.

username: indicates a current log-in user.

ipaddr: indicates a client IP address.

macaddr: indicates a client MAC address.

Information

11.

Overview of events: a failure of uploading log-messages occurs.

Log message: Log message uploaded by <session> unsuccessfully. (Username:

<username>, IP: <ipaddr>, MAC: <macaddr>])
Overview of parameters:

session: indicates a user-session.

username: indicates a current log-in user.
ipaddr: indicates a client IP address.

macaddr: indicates a client MAC address.

Information
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15.8 DAD

Overview of Logs

Severity

Overview of events: as DUT receives Neighbor Solicitation (NS) messages
with duplicated addresses during the DAD period, logs are added.

Log message: duplicate address <ipvbaddress > on <interface-id> via
receiving neighbor solicitation messages.

Overview of parameters:

ipvbaddress: indicates an IPv6 address in neighbor solicitation messages.
interface-id: indicates a port-interface ID.

Warning

Overview of events: as DUT receives Neighbor Advertisement (NA)
messages with duplicated addresses during the DAD period, logs are
added.

Log message: duplicate address <ipvbaddress > on <interface-id> via
receiving neighbor advertisement messages.

Overview of parameters:

ipvbaddress: indicates an IPv6 address in neighbor advertisement messages.
interface-id: indicates a port-interface ID.

Warning
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15.9 DDM

ID Overview of Logs Severity

1. | Overview of events: the SFP parameter exceeding the warning threshold Warning
exists.

Log message: optical transceiver <interface-id> <component> <high-low>
warning threshold exceeded

Overview of parameters:

interface-id: indicates a port-interface ID.

component: DDM-threshold type-one of the following can be this type.
Temperature

Supply voltage

Bias current

Transmission power

Reception power

high-low: indicates the high threshold or low threshold.

2. | Overview of events: the SFP parameter exceeding the alarm threshold Critical
exists.

Log message: optical transceiver <interface-id> <component> <high-low>
alarm threshold exceeded

Overview of parameters:

interface-id: indicates a port-interface ID.

component: DDM threshold type - one of the following can be this type.
Temperature

Supply voltage

Bias current

Transmission power

Reception power

high-low: indicates the upper threshold or lower threshold.

3. | Overview of events: the SFP parameter, which has recovered from the Warning
warning threshold, exists.

Log message: Optical transceiver <interface-id> <component> back to
normal

Overview of parameters:

interface-id: indicates a port-interface ID.

component: DDM threshold type - one of the following can be this type.
Temperature

Supply voltage

Bias current

Transmission power

Reception power
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15.10 Debug Error

ID Overview of Logs Severity

1. | Overview of events: as a vital error of a system occurs, you need to restart the Urgent
system.
Log message: system re-start reason: system fatal error

2. | Overview of events: as an exception of CPU occurs, you need to restart the system. |Urgent
Log message: system re-start reason: CPU exception
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15.11 DHCPv6 Client

Overview of Logs

Severity

Overview of events: the administrator state of a DHCPv6 client-interface
becomes changed.

Log message: a DHCPv6 client on interface <ipif-name> changed state to
enabled | disabled]

Overview of parameters:

<ipif-name>: the name of the DHCPv6 client interface

Information

Overview of events: a DHCPv6 client is obtained from a DHCPv6 server.
Log message: a DHCPv6 client obtains an ipv6 address < ipvbaddress > on
interface <ipif-name>

Overview of parameters:

ipvbaddress: the IPv6 address obtained from a DHCPv6 server

ipif-name: the name of the DHCPv6 client interface

Information

Overview of events: started to update the IPv6 address, which is obtained
from a DHCPv6 server.

Log message: an IPv6 address < ipvbaddress > on interface <ipif-name>
starts renewing

Overview of parameters:

ipvbaddress: the IPv6 address obtained from a DHCPv6 server

ipif-name: the name of the DHCPv6 client interface

Information

Overview of events: updating the IPv6 address obtained from a DHCPv6
server is successful.

Log message: an IPv6 address < ipvbaddress > on interface <ipif-name>
renews success

Overview of parameters:

ipvbaddress: the IPv6 address obtained from a DHCPv6 server
ipif-name: the name of the DHCPv6 client interface

Information

Overview of events: started to rebind the IPv6 address, which is obtained
from a DHCPv6 server.

Log message: an IPv6 address < ipvbaddress > on interface <ipif-name>
starts rebinding

Overview of parameters:

ipvbaddress: the IPv6 address obtained from a DHCPv6 server

ipif-name: the name of the DHCPv6 client interface

Information

Overview of events: rebinding the IPv6 address, which is obtained from a
DHCPv6 server, is successful.

Log message: an IPv6 address < ipvbaddress > on interface <ipif-name>
rebinds success

Overview of parameters:

ipvbaddress: the IPv6 address obtained from a DHCPv6 server

ipif-name: the name of the DHCPv6 client interface

Information

Overview of events: the IPv6 address, which is obtained from a DHCPv6
server, is deleted.

Log message: an IPv6 address < ipvbaddress > on interface <ipif-name> was
deleted

Overview of parameters:

ipvbaddress: the IPv6 address obtained from a DHCPv6 server

ipif-name: the name of the DHCPv6 client interface

Information
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15.11 DHCPv6 Client

Overview of Logs

Severity

Overview of events: the administrator state of the DHCPv6 client PD
interface becomes changed.

Log message: the DHCPv6 client PD on interface <intf-name> changed state
to <enabled | disabled>

Overview of parameters:

intf-name: the name of the DHCPv6 client PD interface

Information

Overview of events: the DHCPv6 client PD obtained an IPv6 prefix from a
delegation router.

Log message: the DHCPv6 client PD obtains an IPv6 prefix
<ipvbnetworkaddr> on interface <intf-name>

Overview of parameters:

ipvbnetworkaddr: the IPv6 prefix obtained from a delegation router
intf-name: the name of the DHCPv6 client PD interface

Information

10.

Overview of events: started to update the IPv6 prefix, which is obtained
from a delegation router.

Log message: an IPv6 prefix < ipvbnetworkaddr > on interface <intf-name>
starts renewing

Overview of parameters:

ipvenetworkaddr: the IPv6 prefix obtained from a delegation router
intf-name: the name of the DHCPv6 client PD interface

Information

. | Overview of events: Updating the IPv6 prefix, which is obtained from a

delegation router, is successful.

Log message: an IPv6 prefix < ipvbnetworkaddr > on interface <intf-name>
renews success

Overview of parameters:

ipvbanetworkaddr: the IPv6 prefix obtained from a delegation router
intf-name: the name of the DHCPv6 client PD interface

Information

. | Overview of events: started to rebind the IPv6 prefix, which is obtained

from a delegation router.

Log message: an IPv6 prefix < ipvbnetworkaddr > on interface <intf-name>
starts rebinding

Overview of parameters:

ipvbaddress: the IPv6 prefix obtained from a delegation router

intf-name: the name of the DHCPv6 client PD interface

Information

13.

Overview of events: rebinding the IPv6 prefix, which is obtained from a
delegation router, is successful.

Log message: an IPv6 prefix < ipvbnetworkaddr > on interface <intf-name>
rebinds success

Overview of parameters:

ipvbaddress: the IPv6 prefix obtained from a delegation router

intf-name: the name of the DHCPv6 client PD interface

Information

14.

Overview of events: the IPv6 prefix, which is obtained from a delegation
router, is deleted.

Log message: an IPv6 prefix < ipvbnetworkaddr > on interface <intf-name>
was deleted

Overview of parameters:

ipvbaddress: the IPv6 prefix obtained from a delegation router

intf-name: the name of the DHCPv6 client PD interface

Information
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15.12 Dynamic ARP

ID Overview of Logs Severity

1. | Overview of events: this log is generated if ARP packets with disabled DAl are Warning
detected.

Log message: lllegal ARP <type> packets (IP: <ip-address>, MAC: <mac-address>,
VLAN <vlan-id>, on <interface-id>)

Overview of parameters:

type: ARP packet type. This indicates that the ARP packets are either ARP requests
or ARP responses.

ip-address: indicates an IP address.

mac-address: indicates a MAC address.

vlan-id: indicates a VLAN ID.

interface-id: indicates the interface-number.

2. | Overview of events: this log is generated if ARP packets with enabled DAl are Information
detected.

Log message: Legal ARP <type> packets (IP: <ip-address>, MAC: <mac-address>,
VLAN <vlan-id>, on <interface-id>)

Overview of parameters:

type: ARP packet type. This indicates that the ARP packets are either ARP requests
or ARP responses.

ip-address: indicates an IP address.

mac-address: indicates a MAC address.

vlan-id: indicates a VLAN ID.

interface-id: indicates the interface-number.
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15.13 Interface

Overview of Logs

Severity

Overview of events: the port becomes link-up.
Log message: Port <port> link up, <nway>
Overview of parameters:

Port: indicates the logical port-number.

nway: indicates the link-speed and duplex mode.

Information

Overview of events: the port becomes link-down.

Log message: Port <port> link down
Overview of parameters:
Port: indicates the logical port-number.

Information
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15.14 PoE
15.14 PoE
ID Overview of Logs Severity
1. | Overview of Events: the power-supply for ports becomes ON. Information
Log Message: Port-<port> Power OFF notification
Overview of Parameters:
port: indicates the logical port-number.
2. | Overview of Events: the power-supply for ports becomes OFF. Information
Log Message: Port-<port> Power On notification
Overview of Parameters:
port: indicates the logical port-number.
3. |Overview of Events: the power-supply for PoE (has) exceeded the threshold. Information

Log Message: Usage power is above the threshold

4. | Overview of Events: the PoE power-supply becomes lowered to the value, which is | Information
less than the threshold after exceeding the threshold.
Log Message: Usage power is below the threshold

5. |Overview of Events: the initialization of PoE IC becomes failed. Information
Log Message: PoE IC Reinit Fail

6. | Overview of Events: PoE IC is reset. Information
Log Message: PoE IC Reset
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15.15 PoE Scheduler

ID Overview of Logs Severity

1. | Overview of Events: the PoE scheduler (has) set a PoE power-supply to ON. Warning
Log Message: (PoE) PoE port is changed to ON by PoE Scheduler.
Overview of Parameters :

port: indicates the logical port-number.

2. |Overview of Events: the PoE scheduler (has) set the PoE power-supply to OFF. Warning
Log Message: (PoE) PoE port is changed to OFF by PoE Scheduler.
Overview of Parameters:

port: indicates the logical port-number.

3. | Overview of Events: the PoE scheduler (has) set the PoE power-supply to OFF/ON. |Warning
Log Message: (PoE) PoE port is reset by PoE Scheduler.
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15.16 PoE Auto Reboot

Overview of Logs

Severity

Overview of events: OFF/ON for a PoE power-supply is executed.
Log Message: Execute PoE OFF/ON Port-<port>

Overview of Parameters:

port: indicates the logical port-number.

Information

Overview of events: After monitoring Pings, an abnormality of a PoE terminal is
detected.

Log Message: Detect equipment failure by ICMP <IP>

Overview of Parameters:

IP: indicates an IP address.

Information

Overview of events: After monitoring LLDP, an abnormality of a PoE terminal is
detected.

Log Message: Detect equipment failure by LLDP Port-<port>

Overview of Parameters:

port: indicates the logical port-number.

Information

Overview of events: monitoring traffics

After monitoring traffics, an abnormality of a PoE terminal is detected.
Log Message: Detect equipment failure by Traffic Port-<port>
Overview of Parameters:

port: indicates the logical port-number.

Information
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15.17 Verifying IP Source Guard

Overview of Logs

Severity

Overview of events: this message indicates that hardware-rule resources for
setting DHCP Snooping entry to an IPSG table do not exist.

Log message: Failed to set IPSG entry due to no hardware-rule resources.
(IP: <IPADDR>, MAC: <MACADDR>, VID: <VLANID>, Interface <INTERFACE-
ID>)

Overview of parameters:

ipaddr: indicates an IP address.

Macaddr: indicates a MAC address.

VLANID: indicates a VLAN ID.

INTERFACE-ID: indicates the interface-number.

Warning
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15.18 LLDP-MED

Overview of Logs

Severity

Overview of events: a network device has detected a change in an LLDP-

MED topology.

Log message: an LLDP-MED topology change detected (on port
<portNum>. chassis id: <chassisType>, <chassisID>, port id: <portType>,

<portID>, device class: <deviceClass>)
Overview of parameters:

portNum: indicates the port-number.
chassisType: indicates a sub-type of chassis.
Value-list:

. chassisComponent (1)

. interfaceAlias (2)

. portComponent (3)

. macAddress (4)

. networkAddress (5)

. interfaceName (6)

. local (7)

chassisID: indicates a chassis ID.
portType: indicates the port ID sub-type.
value-list:

. interfaceAlias (1)

. portComponent (2)

. macAddress (3)

. networkAddress (4)

. interfaceName (5)

. agentCircuitld (6)

. local (7)

portID: indicates a port ID.

NoOoubhwN =

NoubhwN—

deviceClass: indicates the LLDP-MED device-type.

Notice
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15.18 LLDP-MED

Overview of Logs

Severity

Overview of events: a network device has detected the conflicting LLDP-
MED device-type.
Log message: the conflicting LLDP-MED device-type is detected (on port
<portNum >, chassis id: < chassisType>, <chassisID>, port id: < portType>,
<portID>, device class: <deviceClass>)
Overview of parameters:
portNum: indicates the port-number.
chassisType: indicates a sub-type of chassis.
Value-list:

. chassisComponent (1)
. interfaceAlias (2)
. portComponent (3)
. macAddress (4)
. networkAddress (5)
. interfaceName (6)
. local (7)
chassisID: indicates a chassis ID.
portType: indicates the port ID sub-type.

Value-list:
. interfaceAlias (1)
. portComponent (2)
. macAddress (3)
. networkAddress (4)
. interfaceName (5)
. agentCircuitld (6)
. local (7)
portID: indicates a port ID.
deviceClass: indicates the LLDP-MED device-type.

NOoOuUubMwWN—

NOuUubhWN =

Notice

Overview of events: a network device has detected the incompatible LLDP-
MED TLV set.

Log message: the incompatible LLDP-MED TLV set is detected (on port
<portNum >, chassis id: < chassisType>, <chassisID>, port id: < portType>,
<portID>, device class: <deviceClass>)

Overview of parameters:

portNum: indicates the port-number.

chassisType: indicates a sub-type of chassis.

Value-list:

. chassisComponent (1)

. interfaceAlias (2)

. portComponent (3)

. macAddress (4)

. networkAddress (5)

. interfaceName (6)

. local (7)

chassisID: indicates a chassis ID.

portType: indicates the port ID sub-type.

Value-list:

. interfaceAlias (1)

. portComponent (2)

. macAddress (3)

. networkAddress (4)

. interfaceName (5)

. agentCircuitld (6)

. local (7)

portlID: indicates a port ID.

deviceClass: indicates the LLDP-MED device-type.

NOoOuUubMwWN—

NO U WN —

Notice
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15.19 LACP

15.19 LACP

Overview of Logs

Severity

Overview of events: a link-aggregation group becomes link-up.

Log Message: Link Aggregation Group < group_id > link up
Overview of Parameters:

group_id: a group ID of an aggregation group that becomes link-up.

Information

Overview of events: a link-aggregation group becomes link-down.

Log Message: Link Aggregation Group < group_id > link down
Overview of Parameters:

group_id: a group ID of an aggregation group that becomes link-down.

Information

Overview of events: a member-port belongs to a link-aggregation group.
Log Message: <ifname> attach to Link Aggregation Group <group_id>
Overview of Parameters:

ifname: the interface-name of ports that belong to an aggregation-group.
group_id: a group ID of the aggregation-group where a port belongs to.

Information

Overview of events: a member-port (has) deactivated to belong to a link-
aggregation group.

Log Message: <ifname> detach from Link Aggregation Group <group_id>
Overview of Parameters:

ifname: the interface-name of ports that deactivate to belong to an
aggregation-group.

group_id: a group ID of an aggregation-group where a port deactivates to
belong to.

Information
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15.20 Detecting Loops

Overview of Logs

Severity

Overview of events: a loop is detected between two ports or two LACP
interfaces.

Log message: the loop detected between port/port-channel <portNum>
and <portNum>

Overview of parameters:

portNum: indicates the port-number or an LACP interface ID

Warning

Overview of events: a loop is detected on one port or one LACP interface.

Log message: the loop detected on port/port-channel <portNum>
Overview of parameters:
portNum: indicates the port-number or an LACP interface ID

Warning

Overview of events: a loop is detected between a port and an LACP
interface.

Log message: the loop detected between port/port-channel <portNum>
and port/port-channel <portNum>

Overview of parameters:

portNum: indicates the port-number or port-channel number

Warning

Overview of events: the port being a loop or an LACP interface becomes
recovered, automatically.

Log message: Port/Port-channel <portNum> auto recovery

Overview of parameters:

portNum: indicates the port-number or an LACP interface ID

Information

454



15 Appendix - System Log Entries
15.21 MAC-based Access Control

15.21 MAC-based Access Control

Overview of Logs

Severity

Overview of events: a MAC authentication is successful.

Log message: MAC](<method>)Authorized <macaddr> on Port <portNum>

to VLAN <vid>

Overview of parameters:

method: indicates either local or RADIUS.

macaddr: indicates a MAC address of a device to be authenticated.
portNum: indicates the port-number of a switch.

vid: indicates the VLAN ID allowed.

Information

Overview of events: a MAC authentication failed.

Log message: MAC](<method>)Rejected <macaddr> on Port <portNum>
Overview of parameters:

method: indicates either local or RADIUS.

macaddr: indicates a MAC address of a device to be authenticated.
portNum: indicates the port-number of a switch.

Notice

Overview of events: as a MAC authentication table is full, and a new
address cannot be authenticated.

Log message: MAC]Rejected <macaddr> on Port <portNum> (auth table
was full)

Overview of parameters:

macaddr: indicates a MAC address of a device to be authenticated.
portNum: indicates the port-number of a switch.

Notice
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15.22 MSTP Debug Extension

ID Overview of Logs Severity
1. | Overview of events: a topology becomes changed. Notice
Log message: topology changed (Instance : <Instance-id>,<interface-id>,
MAC:<macaddr>)
Overview of parameters:
Instance-id: indicates an instance ID.
interface-id: indicates a port ID.
Macaddr: indicates a MAC address.
2. | Overview of events: this is a new root bridge of a spanning-tree. Notice
Log message: CIST | CIST Regional | MSTI Regional] New root bridge
selected (Instance: <Instance-id>] MAC: <macaddr> Priority :< priority>)
Overview of parameters:
Instance-id: indicates an instance ID.
Macaddr: indicates a MAC address.
priority: indicates a priority value.
3. | Overview of events: a spanning-tree protocol becomes enabled. Information
Log message: Spanning Tree Protocol is enabled
4. |Overview of events: a spanning-tree protocol becomes disabled. Information
Log message: Spanning Tree Protocol is disabled
5. | Overview of events: this is a new root port. Notice
Log message: new root port is selected (Instance:<instance-id>, <interface-
id >)
Overview of parameters:
instance-id: indicates an instance ID.
interface-id: indicates a port ID.
6. |Overview of events: the state of a spanning-tree port becomes changed. Notice
Log message: spanning tree port status change (Instance :< instance-id>,
<interface-id>) <old-status> -> <new-status>
Overview of parameters:
instance-id: indicates an instance ID.
interface-id: indicates a port ID.
old_status: the status before any changes are made.
new_status: the status after any changes are made.
7. | Overview of events: a spanning-tree port-roll becomes changed. Information
Log message: spanning tree port role change (Instance :<instance-id>,
<interface-id>) <old-role> -> <new-role>
Overview of parameters:
instance-id: indicates an instance ID.
interface-id: indicates a port ID.
old_role: the roll before any changes are made.
new_status: the roll after any changes are made.
8. | Overview of events: a spanning-tree instance is created. Information
Log message: a spanning tree instance is created. (Instance :<instance-id>)
Overview of parameters:
instance-id: indicates an instance ID.
9. | Overview of events: a spanning-tree instance is deleted. Information
Log message: a spanning tree instance is deleted. (Instance :< instance-id >)
Overview of parameters:
instance-id: indicates an instance ID.
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15.22 MSTP Debug Extension

Overview of Logs

Severity

Overview of events: a spanning-tree version becomes changed.

Log message: spanning tree version change (new version :< new-version>)
Overview of parameters:

new_version: indicates an STP version with changes made.

Information

Overview of events: the name of a spanning-tree MST configuration ID and
a revision level become changed.

Log message: spanning tree MST configuration ID name and revision level
change (name :< name>, revision level <revision-level>)

Overview of parameters:

name: indicates a name with changes made.

revision_level: indicates a revision level with changes made.

Information

Overview of events: a VLAN mapping table of a spanning-tree MST
configuration ID is deleted.

Log message: spanning-tree MST configuration ID VLAN mapping table
change (instance: < instance-id > delete vlan <startvlanid> - <endvlanid>])
Overview of parameters:

instance-id: indicates an instance ID.

startvlanid-endvlanid: indicates a VLAN list.

Information

Overview of events: a VLAN mapping table of a spanning-tree MST
configuration ID is added.

Log message: spanning tree MST configuration ID VLAN mapping table
change (instance: < instance-id > add vlan <startvlanid> - <endvlanid>])
Overview of parameters:

instance-id: indicates an instance ID.

startvlanid-endvlanid: indicates a VLAN list.

Information

14.

Overview of events: a spanning-tree roll becomes changed due to the guard
root function.

Log message: spanning tree port role change (Instance : <instance-id >,
<interface-id>) to alternate port due to the guard root

Overview of parameters:

instance-id: indicates an instance ID.

interface-id: indicates a port ID.

Information

457



15 Appendix - System Log Entries
15.23 Port Security

ID Overview of Logs Severity

1. | Overview of events: an address is full on a port. Warning
Log message: MAC address <mac-address> causes the port security
violation on <interface-id>

Overview of parameters:

macaddr: indicates a violative MAC address.

interface-id: the interface on which the violation occurs.

2. | Overview of events: an address is full on a system. Warning
Log message: limit on system entry number has been exceeded
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15.24 RADIUS
15.24 RADIUS
ID Overview of Logs Severity
1. | Overview of events: this log is generated if RADIUS allocates the VLAN ID | Information
attribute.
Log message: RADIUS server <server-ip> assigned VID: <vid> to port
<interface-id> (Username: <username>)
Overview of parameters:
server-ip: indicates an IP address of a RADIUS server.
vid: the VLAN ID allowed and allocated by a RADIUS server.
interface-id: indicates the client port-number, which is authenticated.
username: indicates a user-name to be authenticated.
2. | Overview of events: this log is generated if RADIUS allocates the effective | Information
bandwidth attribute.
Log message: RADIUS server <server-ip> assigned <direction> bandwidth:
<threshold> to port < interface-id> (Username: <username>)
Overview of parameters:
server-ip: indicates an IP address of a RADIUS server.
direction: indicates a direction of a bandwidth control (entry or exit).
threshold: the bandwidth thresholdNotice, which is permittedNotice and
allocated Noticeby a RADIUS server Notice
interface-id: indicates the client port-number, which is authenticated.
username: indicates a user-name to be authenticated.
3. | Overview of events: this log is generated if RADIUS allocates the effective | Information
priority attribute.
Log message: RADIUS server <server-ip> assigned 802.1p default priority:
<priority> to port < interface-id> (Username: <username>)
Overview of parameters:
server-ip: indicates an IP address of a RADIUS server.
priority: the priority, which is allowed and allocated by a RADIUS server.
interface-id: indicates the client port-number, which is authenticated.
username: indicates a user-name to be authenticated.
4. | Overview of events: this log is generated if RADIUS allocates an ACL script | Warning
and then the script is not applied to a system because of having insufficient
resources.
Log message: RADIUS server <server-ip> assigns <username> ACL failure at
port < interface-id> (<acl-script>)
Overview of parameters:
server-ip: indicates an IP address of a RADIUS server.
username: indicates a user-name to be authenticated.
interface-id: the client port-number, which is authenticated.
acl-script: indicates the ACL scriptNotice, which is permittedNotice and
allocatedNotice by a RADIUS serverNotice.
5. |Overview of events: this log is generated if you fail to allocate the access-list | Warning

number.

Log message: local assigns USERNAME] filter-id ID failure at port-interface-
ID

Overview of parameters:

username: indicates the user-name to be authenticated.

filter-id: indicates the access-list number.

interface-id: the client port-number, which is authenticated.
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15.25 RRP

15.25 RRP

Overview of Logs

Severity

Overview of events: the state of a master-node becomes changed from
"Failed" to "Complete".
Log message: ring-topology was recovered to complete.

Notice

Overview of events: the state of a master-node becomes changed from
"Complete" to "Failed".
Log message: ring-topology was failed.

Warning

Overview of events: the master node or transit node flashes the forwarding
database based on the RRP packets or state-machine.
Log message: FDB was flushed.

Information

Overview of events: the RRP state of a transit-node becomes changed to
"Link-Up".
Log message: RRP ring-status was changed to link-up.

Warning

Overview of events: the RRP state of a transit-node becomes changed to
“"Link-Down".
Log message: RRP ring-status was changed to link-down.

Notice

Overview of events: the RRP state of a transit-node becomes changed to
"Pre-Forwarding".
Log message: RRP ring-status was changed to pre-forwarding.

Information

Overview of events: a ring-guard function becomes enabled on a specific
domain and port.

Log message: ring-guard was activated on “<domain-name>" domain at

port <port>

Overview of parameters:

<domain name>: a target domain-name

<port num>: the target port-number whose ring-guard function becomes
enabled.

Information
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15.26 SNMP
ID Overview of Logs Severity
1. | Overview of events: an SNMP request, including the invalid community Information

strings, is received.

Log message: SNMP request received from <ipaddr> with invalid
community string

Overview of parameters:

ipaddr: indicates an IP address.
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15.27 System

Overview of Logs

Severity

Overview of events: a system has started up.
Log message: System started up.

Critical

Overview of events: a current configuration is stored on a flash.

Log message: Configuration saved to flash by console (Username: <username>).
Overview of parameters:

username: indicates a user-name.

Information

Overview of events: a system configuration is stored, remotely.

Log message: Configuration saved to flash (Username: <user-name>, IP: <ipaddr>)
username: indicates a user-name.

ipaddr: indicates an IP address.

Information

Overview of events: as the power of a system turned on to start up.
Log message: System cold start.

Critical

Overview of events: a system restarts to start up.
Log message: System warm start.

Critical
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15.28 Telnet
15.28 Telnet
ID Overview of Logs Severity
1. | Overview of events: logging in with Telnet is successful. Information
Log message: successful login through Telnet (Username: <username>, IP:
<ipaddr>)
Overview of parameters:
ipaddr: indicates an IP address of Telnet client.
username: indicates the user-name, which is used to log into a Telnet server.
2. |Overview of events: Logging in with Telnet is failed. Warning
Log message: login failed through Telnet (Username: <username>, IP:
<ipaddr>)
Overview of parameters:
ipaddr: indicates an IP address of Telnet client.
username: indicates the user-name, which is used to log into a Telnet server.
3. | Overview of events: logged out with Telnet. Information
Log message: logout through Telnet (Username: <username>, IP: <ipaddr>)
Overview of parameters:
ipaddr: indicates an IP address of Telnet client.
username: indicates the user-name, which is used to log into a Telnet server.
4. | Overview of events: (Telnet) the session has become time-out. Information
Log message: Telnet session timed out (Username: <username>, IP:
<ipaddr>)
Overview of parameters:
ipaddr: indicates an IP address of Telnet client.
username: indicates the user-name, which is used to log into a Telnet server.
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15.29 Temperature

Overview of Logs

Severity

Overview of events: a temperature sensor has migrated to the alarm state.
Log message: Unit <unitID> Sensor:<sensor|ID> detects abnormal
temperature <temperature>

Overview of parameters:

unitID: indicates a unit ID.

sensor|D: indicates a sensor ID.

temperature: indicates a the current temperature of a sensor.

Critical

Overview of events: the temperature has been recovered to a normal
temperature.

Log message: Unit <unitID> Sensor:<sensor|D> temperature back to normal
Overview of parameters:

unitID: indicates a unit ID.

sensorID: indicates a sensor ID.

temperature: indicates the temperature.

Critical
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15.30 Traffic Control

ID Overview of Logs Severity
1. | Overview of events: a storm of Broadcast, Multicast or Unicast occurs. Warning
Log message: Broadcast | Multicast | Unicast> storm is occurring on
<interface-id>.
Overview of parameters:
interface-id: indicates the interface ID where a storm occurs.
2. | Overview of events: a storm of Broadcast, Multicast or Unicast storm is Information
cleared.
Log message: <Broadcast | Multicast | Unicast> storm is cleared on
<interface-id>.
Overview of parameters:
interface-id: indicates the interface ID where a storm is cleared.
3. | Overview of events: the port-shutdown has occurred because of a packet | Warning
storm.
Log message: <interface-id> is currently shut down due to the <Broadcast |
Multicast | Unicast> storm.
Overview of parameters:
Interface-id: indicates the interface ID, which is migrated to error-disabled
by a storm.
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15.31 Voice VLAN

Overview for Logs

Severity

Overview of events: a new voice device is detected on an interface.
Log message: New voice device detected (<interface-id>, MAC: < mac-
address >).

Overview of parameters:

interface-id: indicates the name of an interface.

mac-address: indicates a MAC address of a voice device.

Information

Overview of events: the interface of the automatic voice VLAN mode
participates in the voice VLAN.

Log message: < interface-id > add into voice VLAN <vid >.

Overview of parameters:

interface-id: indicates the name of an interface.

vid: indicates a VLAN ID.

Information

Overview of events: this log message is sent if an interface leaves the voice

VLAN and does not detect a voice device during the aging period of the
interface.

Log message: < interface-id > remove from voice VLAN <vid >

Overview of parameters:

interface-id: indicates the name of an interface.

vid: indicates a LAN ID.

Information
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15.32 WAC

Overview of Logs

Severity

Overview of events: a client host fails to be authenticated.

Log message: WEB](RADIUS/Local) Rejected user <string> (<macaddr>) on
Port <portNum>.

Overview of parameters:

string: indicates a user-name.

Macaddr: indicates a MAC address.

portNum: indicates the port-number.

Warning

Overview of events: a client host is authenticated, successfully.

Log message: WEB](RADIUS/Local)Authorized user <string> (<macaddr>)
on Port <portNum> to VLAN <vlanNum>.

Overview of parameters:

string: indicates a user-name.

Macaddr: indicates a MAC address.

portNum: indicates the port-number.

vlanNum: indicates the VLAN-number.

Information

Overview of events: a client table is full.

Log message: WEB]Rejected <macaddr> on Port <portNum> (auth table
was full).

Overview of parameters:

Macaddr: indicates a MAC address.

portNum: indicates the port-number.

Notice
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15.33 Web
15.33 Web

ID Overview of Logs Severity

1. | Overview of events: log-in from Web is successful. Information
Log message: "Successful login through Web (Username: <username>, IP:
<ipaddr>)"

Overview of parameters:

username: indicates a user-name.

ipaddr: indicates the IP address of the user who accessed to a switch from
Web.

2. |Overview of events: failing to log-in from Web. Warning
Log message: Login failed through Web (Username: <username>, IP:
<ipaddr>)"

Overview of parameters:

username: indicates a user-name.

ipaddr: indicates the IP address of users who accessed to a switch from
Web.

3. | Overview of events: log-in from HTTPS is successful. Information
Log message: Successful login through Web(SSL) (Username: <username>,

IP: <ipaddr>)

Overview of parameters:

username: indicates a user-name.

ipaddr: indicates the IP address of the user who accessed to a switch from
secure Web.

4. | Overview of Event: log-in from secure Web failed. Warning
Log message: Login failed through Web(SSL) (Username: <username>, IP:
<ipaddr>)

Overview of parameters:

username: indicates a user-name.

ipaddr: indicates the IP address of the user who accessed to a switch from
secure Web.

5. |Overview of events: Uploading a log is successful. Information
Log message: Log message uploaded by WEB successfully. (Username:
<username>, IP: <ipaddr>, MAC: <macaddr>, Server IP: <ipaddr>, File
Name: <filename>)

Overview of parameters:

username: indicates a user-name.

ipaddr: indicates the IP address ofthe user who accessed to a switch.
macaddr: indicates a MAC address of a client.

server IP: indicates an IP address of a TFTP server.

filename: indicates the name of a log-file.

6. | Overview of events: uploading a log failed. Information
Log message: Log message uploaded by WEB unsuccessfully. (Username:
<username>, IP: <ipaddr>, MAC: <macaddr>, Server IP: <ipaddr>, File
Name: <filename>)

Overview of parameters:

username: indicates a user-name.

ipaddr: indicates an access-source IP address of the user who accessed to a
switch.

macaddr: indicates a MAC address of a client.

server IP: indicates an IP address of a TFTP server.

filename: indicates the name of a log-file.
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Appendix - System Trap Entries

16.1 BPDU Guard

Trap Name

Overview of Traps

OID

mnoBpduProtectionUn
derAttackingTrap

BPDU attacks occur, and then migrate to the
drop/block / shutdown mode.

Binding objects:
mnoBpduProtectionPortindex

Port interface

(2) mnoBpduProtectionPortMode
drop/block/shutdown-mode

1.3.6.1.4.1.396.
5.5.3.4.0.1

mnoBpduProtectionRec
overyTrap

Automatically recovered from BPDU attacks
Binding objects:
mnoBpduProtectionPortindex

Port interface
mnoBpduProtectionRecoveryMethod
Automatic /recovering manual

1.3.6.1.4.1.396.
5.5.3.4.0.2
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16.2 DDM

16.2 DDM

Trap Name

Overview of Traps

OID

mnoDdmAlarmTrap

If the parameter value exceeds the alarm
threshold or recovers to the normal state, this
trap is sent, depending on the configuration of a
trap action.

Binding objects:

mnoDdmPort

port-number

mnoDdmThresholdType

DDM threshold type
temperature/voltage/bias/txpower/rxpower
mnoDdmThresholdExceedType

Check if the exceeding-threshold is the threshold
(value) of either high-threshold or alarm low-
threshold.

(4) mnoDdmThresholdExceedOrRecover

Check if GBIC exceeds the DDM threshold or
becomes recovered to the normal state.

1.3.6.1.4.1.3%.
5.5.1.4.0.1

mnoDdmWarningTrap

If the parameter value exceeds the warning
threshold or recovers to the normal state, this
trap is sent depending on the configuration of a
trap action.

Binding objects:

mnoDdmPort

port-number

mnoDdmThresholdType

DDM threshold type
temperature/voltage/bias/txpower/rxpower
mnoDdmThresholdExceedType

Check if the exceeding-threshold is the threshold
of either warning high-threshold or warning low-
threshold.

(4) mnoDdmThresholdExceedOrRecover

Check if GBIC exceeds the DDM threshold or
becomes recovered to the normal state.

1.3.6.1.4.1.396.
5.5.1.4.0.2
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16.3 DHCP Server Protect

ID Trap Name Overview of Traps OID
1. | mnoFilterDetectedTrap | If unauthorized DHCP servers are detected, this | 1.3.6.1.4.1.396.
trap is transmitted. An IP address of the 5.5.3.7.0.1

unauthorized DHCP server detected is
transmitted to a trap-receiver (once) during the
unauthorized period of log-stopping.

Binding objects:

mnoFilterDetectedIP

The IP addresses of unauthorized DHCP servers
mnofFilterDetectedport

Port interface
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16.4 Gratuitous ARP

agentGratuitousARPIpAddr

The conflicted IP address received in the
gratuitous ARP

agentGratuitousARPMacAddr

The sender’s MAC address of the gratuitous ARP
packets

agentGratuitousARPPortNumber

This indicates the switch port-number, which
received the gratuitous ARP packets.
agentGratuitousARPInterfaceName

This indicates the IP interface-name of the switch,
which received the Gratuitous ARP.

ID Trap Name Overview of Traps OID
1. |mnoAgentGratuitousA | Traps are sent if IP addresses conflict each other. |1.3.6.1.4.1.396.
RPTrap Binding objects: 5.5.3.6.0.1
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16.5 LLDP-MED

ID Trap Name Overview of Traps OID

1. |lldpRemTablesChange | The lldpRemTablesChange notification is sent if | 1.0.8802.1.1.2.
the value of lldpStatsRemTableLastChangeTime [0.0.1

becomes changed.

Binding objects:

(1) lldpStatsRemTablesInserts
(2) lldpStatsRemTablesDeletes
(3) lldpStatsRemTablesDrops
(4) lldpStatsRemTablesAgeouts

2. |lldpXMedTopologyCha |The notification indicates that a new remote 1.0.8808.1.1.2.
ngeDetected device is connected to a local port after the 1.5.4795.0.1
generation done by a local device that detects a
topology change. In addition, the notification
indicates that a remote device is disconnected or
the device moves among ports.

Binding objects:

(1) ldpRemChassisldSubtype

(2) ldpRemChassisld

(3) ldpXMedRemDeviceClass
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16.6 Detecting Loops

ID Trap Name Overview of Traps OID

1. | mnoLoopDetectNotifica | This indicates that a network group has occurred. | 1.3.6.1.4.1.396
tion 5.5.2.1

2. | mnolLoopRecoveryNotif | This indicates that a network group has been 1.3.6.1.4.1.396
ication deleted (or removed). 5522
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16.7 MAC Based Access Control

Trap Name

Overview of Traps

OID

mnoMacBasedAccessC
ontrolLoggedSuccess

If you log into the MAC based access-control host

successfully, this trap is sent.
Binding objects:
mnoMacBasedAuthinfoMacindex
Host MAC address
mnoMacBasedAuthInfoPortindex
Port interface
mnoMacBasedAuthVID

VLAN ID

1.3.6.1.4.1.396.
5.5.3.2.0.1

mnoMacBasedAccessC
ontrolLoggedFail

If you fail to log into the MAC based access-
control host, this trap is sent.

Binding objects:
mnoMacBasedAuthInfoMacindex

Host MAC address
mnoMacBasedAuthinfoPortindex

Port interface

mnoMacBasedAuthVID

VLAN ID

1.3.6.1.4.1.396.
5.5.3.2.0.2

mnoMacBasedAccessC
ontrolAgesOut

If the MAC based access-control host ages out,

this trap is sent.

Binding objects:
mnoMacBasedAuthIinfoMaclndex
Host MAC address

(2) mnoMacBasedAuthinfoMacindex
Port interface

(3) mnoMacBasedAuthVID

VLAN ID

1.3.6.1.4.1.396.
5.5.3.2.03
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16.8 MAC Notification

Binding objects:
mnolL2macNotifyInfo

The changed information regarding a MAC
address of a device. The details include the
following contents.

Operation Code + MAC address + Box ID +
Interface ID + Zero.

Operation code: 1, 2

One (1) indicates that a new MAC address is
learned.

Two (2) indicates that an old MAC address is
deleted.
Box ID: The switch box ID

Interface ID: The Interface ID learned or deleted

on the box.

Zero: Uses to delimit each message (operation
code + MAC address + Box ID + Port Number).

ID Trap Name Overview of Traps OID
1. |mnolL2macNotification | This trap indicates that a change is made in a 1.3.6.1.4.1.396
MAC address of an address table. .5.5.3.1.0.1
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16.9 MSTP

Trap Name

Overview of Traps

OID

newRoot

This trap indicates that a sending agent has
become a new route of the spanning tree. A
bridge sends this trap right after the trap is
selected as a new root (e.g. after the expiration
of the topology change timer, and immediately
after choosing). The implementation of this trap
is optional.

A

1,3,6,1,2,1,17.0

topologyChange

A bridge sends traps if one of the ports
configured migrates from the learning state to
forwarding state or from the forwarding state to
blocking state. This trap is not sent if newRoot
traps are sent in such a migration (as described
above). The implementation of this trap is
optional.

1,3,6,1,2,1,17.0
2
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16.10 Port Security

ID Trap Name Overview of Traps OID
1. | mnolL2PortSecurityViol | A new MAC address that violates the port- 1.3.6.1.4.1.396.
ationTrap security configuration defined, in advance, 5.5.3.3.0.1

triggers to send trap messages.

Binding objects:
mnoPortSecPortindex

Port interface
mnoL2PortSecurityViolationMac
Host MAC Address

478



16 Appendix - System Trap Entries

16.11 Port

Trap Name

Overview of Traps

linkUp

This notification is generated if a port becomes
link-up.

Binding objects:

(1) ifindex

(2) if AdminStatus

(3) ifOperStatus

linkDown

This notification is generated if a port becomes
link-down.

Binding objects:

(1) ifindex,

(2) if AdminStatus

(3) ifOperStatus

1.3.6.1.6.
3.1.1.5.3
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16.12 RMON

ID Trap Name Overview of Traps OID
1. [risingAlarm SNMP traps are generated if an alarm entry 1.3.6.1.2.1.16

exceeds the upper-threshold. Then the event, .0.1

which is configured to send SNMP traps, is

generated.

Binding objects:

(1) alarmindex

(2) alarmVariable

(3) alarmSampleType

(4) alarmValue

(5) alarmRisingThreshold
2. |fallingAlarm SNMP traps are generated if an alarm entry 1.3.6.1.2.1.16

exceeds the lower-threshold. Then the event, 0.2

which is configured to send SNMP traps, is

generated.

Binding objects:

(1) alarmindex

(2) alarmVariable

(3) alarmSampleType

(4) alarmValue

(5) alarmFallingThreshold
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16.13 SNMP Authentication

ID Trap Name Overview of Traps OID

1. |authenticationFailure | authenticationFailure traps indicate that the 1.3.6.1.6.
SNMPv2 entity operating as an agent roll has 3.1.1.55
received the protocol message, which is not
accurately authenticated.

The function of generating the traps is necessary
for all the implementation of SNMPv2, but an
object of snmpEnableAuthenTraps shows if the
traps are generated.
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16.14 System

ID Trap Name Overview of Traps OID
1. |coldStart coldStart traps indicate the possibility that the 1.3.6.1.6.
SNMPv2 entity operating with an agent-role 3.1.1.51

becomes reinitialized and its configuration
becomes changed.

2. |warmStart warmStart traps indicate that an SNMPv2 entity |1
operating as the agent role becomes reinitialized |3.
so as its configuration does not become changed.
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16.15 Temperature

ID Trap Name Overview of Traps OID

1. |mnoTemperatureRising | This notification is sent if the current temperature |1.3.6.1.4.1.396
Alarm exceeds the upper-threshold. 5.5.1.2.1

2. |mnoTemperatureFalling | This notification is sent if the current temperature |1.3.6.1.4.1.396
Alarm lowers from the upper-threshold. 5.5.1.2.2
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16.16 Traffic Control

Trap Name

Overview of Traps

OID

mnoPktStormOccurred

If the packet-storm mechanism detects the
packet storm, and if you shutdown as an action,
the following is the related information.

Binding objects:

mnoPktStormCtrlPortindex

Port Interface

1.3.6.1.4.1.396.

5.5.3.5.0.1

mnoPktStormCleared

If a packet storm is resolved, the following is the
related information.

Binding objects:

mnoPktStormCtr|PortIndex

Port interface

1.3.6.1.4.1.396.

5.5.3.5.0.2

mnoPktStormDisablePo
rt

If a port becomes disabled because of the packet
storm mechanism, the following is the related
information.

Binding objects:

mnoPktStormCtrlPortindex

Port interface

1.3.6.1.4.1.396.

55.3.5.03
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