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This operation manual is applicable to the following Switching Hubs:  

Product name Model No. Firmware version  

Switch- M48eG PN28480K- ID 

PN28480K- TH 

PN28480K- MY 

PN28480K- SG 

2.0. 1. 06 or higher  
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1. P roduct Outline  
Switch- M48eG is a n all Giga bit Ethernet Switching Hub with management function having 

44 ports of 10/100/1000BASE - T and four  pairs of 10/100/1000BASE - T port and SFP 

extension slot, one of which is selectable.  

1.1. Features  

 ̧ Has wire- speed Layer 2 switching function.  

 ̧ Ports 1 to 44 are 10/100/1000BASE- T ports corresponding to auto negotiation. Also 

their speed and communication mode can be switched by configuration.  Ports 45 

to  48 can be used as a 10/100/1000BASE- T port corresponding to auto negotiation 

or an SFP extension slot excl usively. Also their speed and communication mode 

can be switched by configuration.  

 ̧ All twisted pair ports support straight/cross cable auto sensing function. Simply 

connect devices with straight cables, whether it is a terminal or a network device.  

(This function does not work if the port communication configuration is set at 

Fixed or Link Aggregation. Ports 1 to 44 are set at MDI - X. (default))  

 ̧ Has a loop detection function, which notifies when a loop occurs with the 

corresponding port LED and automaticall y shuts down the looped port.  

 ̧ Has a loop detection history function, which notifies when a loop occurs with 

the corresponding LED and enables a network administrator to identify the looped 

port after the loop is removed.  

 ̧ VLAN function allows free grouping of up to 256 VLANs  

 ̧ Use of LED indicator switching button saves power consumption of LED lamps.  

 ̧ The IEEE802.1p compatible QoS function is supported.  

 ̧ Has an Internet mansion function, which ensures security between each door.  

 ̧ Power saving mode detects the co nnection status automatically and saves power 

consumption to minimum. 

 ̧ Telnet and SSH functions facilitate remote setting change and confirmation.  

 ̧ Standard MIB (MIB II, Bridge MIB, etc.) is supported, enabling remote control 

by using the SNMP manager. (For details, refer to Appendix A and Appendix C.)  

 ̧ Link aggregation function is supported. Aggregation can be manually configured 

up to 8 ports.  
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 ̧ Reboot timer function is supported, enabling auto reboot after a scheduled time 

(24 hours or less).  

 ̧ Equipped with en ergy efficient Ethernet (EEE) conforming to IEEE802.3az (LPI). 

When there is no data transmission at link up, the energy - saving state automati -  

cally starts so that power consumption can be reduced on each port.  
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1.2. Accessories  

Please be sure to confirm the content .  Please contact our distributor if any of the 

contents are insufficient.  

                                                        Quantity  

Installation Guide (this document)ΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝ 1 

CD- ROM (PDF version of Operating Instructions)  ΝΝΝΝΝΝΝΝΝΝ   1 

Mounting bracket (for 19 -inch rack)ΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝ   2 

Screws (for 19 -inch rack)ΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝ   4 

Screws (for fixing the main unit and the mounting bracket)  ΝΝΝΝΝ  8 

Rubber foot ΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝ  4 

Power cordΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝΝ   1 

 

[Optional accessories]  

PN54021K  1000BASE- SX SFP Module 

PN54023K  1000BASE- LX SFP Module 
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1. 3. Part Names  

 

 

 

 

 

 

 

 

Fig. 1 - 3 Part Names 

Back panel  

Magnified  

Front panel  
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1. 4. LED Behavior  

1. 4.1. LED Behavior at Start - up 

Upon turning this Switching Hub on, all LEDs tentatively light up. Then, the 

self - diagnosis of hardware is executed. Upon finishing the diagnosis, power LED and 

status/ECO mode LED light in solid green. Then, the Switching Hub star ts working.  

 

1. 4.2. LED Behavior while Operating  

This Switching Hub has a set of LEDs for each port. These LEDs indicate the operation 

status of each port.  

 

 ̧ System LED 

LED Behavior Description  

POWER LED 

( Power)  

Green Light  Power is ON. 

Off  Power is OFF.  

ANY COL. LED 

( Collision )  

Orange Light  During half - duplex operation, packet collision is 

occurring in either port.  

Off  No packet collision.  

STATUS/ECO LED 

( Status/E co mode)  

Green Light  Operating in status mode.  

Green Blink  Operating in ECO mode. 

(All LEDs turn off, except POWER and STATUS/ECO 

LEDs during ECO mode.)  

Off  Power is OFF. 

GIGA LED 

(GIGA mode)  

Green Light  Operating in GIGA mode.  

100M LED 

( Speed mode)  

Green Light  Operating in Speed mode.  

FULL LED 

( DUPLEX mode)  

Green Light  Operating in D uplex mode. 

LOOP HISTORY LED 

(Loop History mode)  

Green Light  Operating in Loop history mode.  

Green Blink  Loop is occurring, or occurred within the last  3 

days.  
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 ̧ Port LED display mode LED 

In the status mode described later, port LED shows linkup and communication status. 

By pressing the LED display switch button in the front panel, the display mode of 

port LED can be changed as follows.  

 

Port LED display mode  Description  

STATUS/ECO Shows linkup and communication status.  

GIGA Shows linkup status at 1000 Mbps.  

100M Shows linkup status at 100 Mbps.  

FULL Shows linkup status at full - duplex or half - duplex.  

LOOP HISTORY Shows loop history and port shut - off status.  

 

 ̧ Port LED 

According to switchover in the port LED display mode, described previously, display 

of port LED in each port changes as follows.  

 

Port LED Display mode Behavior Description  

Left  STATUS/ECO Green Light  Link is established.  

Green Blink  Transmitting and receiving data.  

Off  No device connected.  

GIGA Green Light  Link is established at 1000 Mbps.  

Off  Link is established at 100 Mbps or 10 Mbps, 

or no device  is  connected.  

100M Green Light  Link is established at 100 Mbps.  

Off  Link is established at 1000 Mbps or 10 Mbps, 

or no device  is  connected.  

FULL Green Light  Link is established at full - duplex.  

Off  Link is established at half - duplex or no 

device is connected.  

LOOP HISTORY Green Light  Within 3 days after loop removed. 

Off  No loop detection history.  

Right  
½ 

Orange Light  Shutting down by loop detection .  

Off  Not shutting down by loop detection.  
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Fig. 1 - 4 Port LED 
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1. 4.3. Loop detection function  

Turns on the port LED with an orange light when a loop occurs in the corresponding 

port. At this time, the relevant port automatically shuts down (default setting: 60 

sec.) to prevent loop from occurring. If the loop is still not removed, the port will 

shut down again. Remove the loop while the port is shut of f.  

The loop detection/shut - off function can be switched on/off by keeping pressing the 

LED display switch button for more than 10 seconds or by setting in the configuration 

menu. For details on the configuration menu, refer to 4.7. 8. If switching properly 

takes place, LOOP HISTORY LED turns on to complete switchover.  

The loop history can be reset by powering off the Switching Hub and then on.  
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1. 5. LED Display Change Button  

1. 5.1. Setting LED Base Mode  

You can select display of LEDs in this Switching Hub from two types: Status mode and 

Eco mode. 

The mode selected at system start - up is called the base mode. The base mode can be 

switched by keeping pressing the LED display switch button for more than 3 seconds. 

After pressing the LED display sw itch button for more than 3 seconds, STATUS/ECO, 

GIGA, 100M, and FULL LEDs will turn on at once, and then the mode will switch over.  

 

 ̧ Status mode (Factory default setting)  

According to the port LED display mode, port LED shows the status of each port. In  

status mode, STATUS/ECO LED lights in green.  

 

 ̧ ECO mode 

Regardless of whether a device is connected or not, all LEDs other than POWER and 

STATUS/ECO LEDs turn off to save power. In ECO mode, STATUS/ECO LED flashes in green.  

 

The base mode can be set from the configuration menu of this Switching Hub. For details, 

refer to 4.6.7. h.  

 

1. 5.2. LED Display Switchover  

By pressing the LED display switch button on the front panel, display of port LED 

can be changed in the following order.  

Port LED display mode  Description  

STATUS/ECO Shows link establishment and communication status.  

GIGA Shows linkup status at 1000 Mbps.  

100M Shows linkup status at 100 Mbps.  

FULL Shows linkup status at full - duplex or half - duplex.  

LOOP HISTORY Shows loop detection and port shut - off status.  

 

If the port LED display mode is switched to other than STATUS/ECO and then no operation 

is executed for more than 1 minute, the mode automatic ally shifts to the base mode.  







 16 

3.2. Connection Using an SFP Ex te nsion Slot  

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 3 - 2 Example of Optical Fiber Cable Connection  

 

Plugging an SFP module (optional) into an SFP extension slot enables an optical fiber 

connection. Connect this Switching Hub's TX port to the RX port of the connected device 

and this Switching Hub's RX port to the TX port of the connected device.  

If a twisted pair cable and an SFP module are simultaneously connected to combo ports 

that are used exclusively, SFP link has a priority.  

 

1000BASE -SX: 550 m or shorter / 1000BASE -LX: 10 km or shorter  

100 m  

or shorter  

100 m  

or shorter  



 17 

3.3. Connection to Pow er  

Connect the supplied power code to the power port of this Switching Hub and connect 

the other end into an electric outlet. This Switching Hub operates at 100 - 240 V (50/60 

Hz).  

This Switching Hub does not have a power ON/OFF switch. Plugging the power cord turns 

on this Switching Hub's power and the operation starts. To power off, unplug the power 

code from the electric outlet.  
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4. Configuration  
Upon power on, this Switching Hub starts working as a switching hub. To use the SNMP 

management functionality or other unique functions, you need to configure the 

Switching Hub using a console port, Telnet, or SSH.  

In this chapter, the configuration of this Switching Hub is explained.  

 

Note:  You need to configure an IP address to access this Switching Hub via Telnet 

or SSH. Therefore, configure an IP address first via the console port, before 

accessing via Telnet or SSH.  

 

 

4.1. Connecting via Console Port  

 

Console connection requires a DEC VT100 - compatible asynchronous terminal, or a 

terminal capable of running  a VT100- compatible terminal emulator, such as 

HyperTerminal on Windows XP or older. Connect a terminal of this kind to the console 

port of this Switching Hub.  

Configure the communication mode for the asynchronous terminal as follows:  

 

 ̧ Transmission mode: RS- 232C (ITU- TS V.24 compatible)  

 ̧ Emulation mode: VT100 

 ̧ Transmission speed:  9600 bps 

 ̧ Data length:  8 bit  

 ̧ Stop bit:  1 bit  

 ̧ Parity control:  None 

 ̧ Flow control:  None 
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4.2. Login  

If you access the Switching Hub via the console port, a screen shown in Fig. 4- 2- 1 

appears.  

If this screen does not appear, press Enter key to refresh the display or confirm 

that there is no error in configuration of communication mode and others.  

 

 

Fig. 4 - 2- 1 Login Screen (Console)  

 

If accessing the Switching Hub via Telnet, a similar login screen appears, displaying 

"Remote Management System Version" at the upper part of the screen, as shown in Fig. 

4- 2- 2.  

 

============================================================================== 

 PN28480K Local Management System Version x.x.x.xx  

 MAC Address: xx:xx:xx:xx:xx:xx  

 Serial Number:xxxxxxxxxxx  

 ============================================================================== 

 

 Login Menu 

 

 Login:  

 

============================================================================== 

 PN28480K Remote Management System Version x.x.x.xx 

 MAC Address:  xx:x:xx:xx:xx:xx  

 Serial Number:xxxxxxxxxxx  

 ============================================================================== 

 

 Login Menu 

 

 Login:  
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Fig. 4 - 2- 2 Login Screen (Telnet)  
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On the screens in Fig. 4 - 2- 1 and Fig. 4 - 2- 2, enter the login name and password. First, 

enter the login name. The Switching Hub's default login name is set to "manager." Enter 

"manager" and press the Enter key. Then, you need to enter a password, as shown in 

Fig. 4 - 2- 3. The Switching Hub's default password is t he same as the login name 

("manager"). Enter the password correctly and press the Enter key.  

 

 

Fig. 4- 2- 3 Entering Password  

 

Both the login name and password can be changed. For the detailed change procedure, 

refer to 4.6.7.  

 

Note:  A password is displayed with asterisks (*) as a user enters it.  

 

Note:  Up to four users can access the Switching Hub concurrently via Telnet, and 

two users via SSH.  

 

Note:  Follow the operating procedures for SSH client to lo gin via SSH.  

 

============================================================================== 

 PN28480K Local Management System Version x.x.x.xx  

 MAC Address:  xx:xx:xx:xx:xx :xx  

 Serial Number:xxxxxxxxxxx  

 ============================================================================== 

 

 Login Menu 

 

Login:  manager  

 Password:  *******  
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4.3. Basic Operations on the Screen  

The console screen of the Switching Hub is organized as follows:  

 

 

 
Fig. 4 - 3- 1 Screen Structure  

 

PN28480K Local Management System 

Basic Switch Configuration - > System IP Configuration Menu  

 

 MAC Address:        xx:xx:xx:xx:xx:xx  

 IP Address:         192.168.1.10  

 Subnet Mask:        255.255.255.0  

 Default Gateway:    0.0.0.0  

 

 --------------------------------  <COMMAND> -----------------------------------  

 

Set [I]P Address  

 Set Subnet [M]ask  

 Set Default [G]ateway  

 Set IP P[a]rameter  

Set I[P]v6 Address  

 [Q]uit to previous menu  

 

 

 

 

 

 Command> 

 Enter the character in square brackets to select option  

 

 

 

 

 

 

 

 Command> 

 Enter the character in square brackets to select option  

2. Previous menu name  1. Title  3. Current menu 

name  

4. Configuration  

6. Prompt  
7. Command entry 

line  

5. Command  

8. Explanation  
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Screen Description  

1.  Title  The title of this screen. Shows "Local Management System" while 

being accessed via console. Shows "Remote Management System" 

while being accessed via Telnet.  

2.  Previous menu 

name 

Shows the name of the previous menu. Pressing "Q," described 

later, opens the menu screen sho wn in this field.  

3.  Current menu name Shows the name of the current screen.  

4.  Configuration  Shows the current configuration, set on this screen.  

5.  Command Shows the commands available on this screen. Available commands 

differ on each screen. Select a command from the list.  

6.  Prompt Changes as you enter a command, indicating what you need to enter 

next. Follow the instruction in this field.  

7.  Command entry 

line  

Enter a command or settings.  

8.  Explanation  Shows the explanation of this scree n or errors.  

 

All operations on this screen are done by entering letters. Using a cursor or other 

operations are not available. A letter as a valid command is enclosed in square 

brackets in the command section of each screen. If you enter an invalid command or 

setting, an error message is shown in the explanation  field.  
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4.4. Main Menu 

After login, Main Menu appears, as shown in Fig. 4 - 4- 1.  

This Switching Hub has a main menu and multiple sub - menus. These menus have a tree 

structure, with the main menu as its root. To move to a sub - menu, enter a command 

letter. To return to the previous menu, enter the "Q" command. The second line from 

the top shows the current menu name.  

 

 

Fig. 4 - 4- 1 Main Menu 

 

PN28480K Local Management System 

 

 Main Menu 

 

 

 [G]eneral Information  

 [B]asic Switch Configura tion...  

 [A]dvanced Switch Configuration...  

 [S]tatistics  

 Switch [T]ools Configuration...  

 Save Configuration to [F]lash  

 Run [C]LI  

 [Q]uit  

 

 

 

 

 

 

 

 

 

 Command> 

 Enter the character in square brackets to select option  

 

 

 

 Command> 

 Enter the character in square brackets to select option  
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Screen Description  

General Information  Shows this Switching Hub's hardware, firmware information and address 

settings.  

Basic Switch 

ConfigurationΝ 

Configures this Switching Hub's basic functions (such as IP address, SNMP 

and port settings).  

Advanced Switch 

ConfigurationΝ 

Configures this Switching Hub's advanced functions (such as VLAN, link 

aggregation, and QoS).  

Statistics  Shows this Switching Hub's statistical information.  

Switch Tools 

Configuration  

Configures this Switching Hub's additional tools (such as firmware update, 

saving/reading settings, Ping, and system log).  

Save Configuration to 

Flash 

Writes this Switching Hub's settings into its internal memory.  

Run CLI Switches to a command line interface.  

Quit  Quits the main menu and returns to the login screen.  
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4.5. General Information Menu  

On the Main Menu, pressing "G" opens the General Information Menu, as shown in Fig. 

4- 5- 1. This screen shows this Switching Hub's basic information. You cannot edit shown 

information on this screen.  

 

 

Fig. 4 - 5- 1 General Information Menu  

PN28480K Local Management System 

 Main Menu - > General Information  

 

System up for:               0day(s), 0hr(s), 1min(s), 59sec(s)  

 Boot Code Version:           x. xx. xx 

 Runtime Code Version:        x. x. x.xx  

Serial Number:               xxxxxxxxxxx 

Hardware Information  

   Version:  

   DRAM  Size:                128MB  

   Fixed Baud Rate:           9600bps  

   Flash Size:                32MB  

   System Fan Status:         Good  

   System Temperature:        CPU/34 ,System/30, degree(s) Celsius  

 Administration Information  

   Switch Name: 

   Switch Location:  

   Switch Contact:  

 

 System Address Information  

   MAC Address:               xx: xx: xx:xx : xx: xx 

   IP Address:                0.0.0.0  

   Subnet Mask:               0.0.0.0  

   Default Gateway:           0.0.0.0  

 Press any key to continue...  
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Fig. 4 - 5- 2 General Information Menu  (IPv6)  

 

 PN28480K Local Management System 

 Main Menu - > General Information  

 

System Address Information  

   MAC Address:               xx:xx:xx:xx:xx:xx  

   IPv6 Address/PrefixLen:    ::/128  

   IPv6 Link Local Address:   ::  

   IPv6 Default Gateway:      ::  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 Press any key to continue...  
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Screen Description  

System up for  Shows accumulated time since the Switching Hub boot - up.  

Boot Code 

Version 

Shows the version of Boot Code.  

Runtime Code 

Version 

Shows the version of Runtime Code.  

(Upgrading firmware version described in 4.9.1 is applicable to Runtime Code.)  

Serial Number  Shows the Serial Number.  

Hardware 

Information  

Shows the hardware information.  

Version Shows the hardware version information.  

DRAM / Flash Size Shows capacities of mounted DRAM and Flash memory. 

Administration 

Information  

Items shown here are configured in accordance with "4.6.1 System Administration 

Configuration."  

Switch Name Shows the name of the Switching Hub. No information is set 

on shipment.  

Switch Location  Shows the installation location of the Switching Hub. No 

information is set on shipment.  

Switch Contact  Shows contact information of the Switching Hub. No 

information is set on shipment.  

System Address 

Information  

Items shown here are configured in accordance wit h "4.6.2 System IP 

Configuration."  

MAC Address Shows the MAC address of this Switching Hub. This value is 

uniquely assigned to each device and cannot be changed.  

IP Address Shows the Switching Hub's current IP address. 0.0.0.0 is 

displayed because no address is set on shipment. For 

configuration details, refer to 4.6.2.  

Subnet Mask Shows the Switching Hub's current subnet mask. 0.0.0.0 is 

displayed because no address is set on shipment. For 

configuration details, refer to 4.6.2.  

Default Gateway Shows the IP address of the router for the default gateway. 

0.0.0.0 is displayed because no address is set on shipment. 

For configuration details, refer to 4.6.2.  

IPv6 

Address/PrefixLen  

Shows the Switching Hub's current IP v6 address. ::/1 28 is 

displayed because no address is set on shipment. For 

configuration details, refer to 4.6.2 a.  
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IPv6 Link Local 

Address 

Shows the Switching Hub's current IP v6 link local 

address. ::  is displayed because no address is set on 

shipment. For configuration  details, refer to 4.6.2 a.  

IPv6 Default Gateway  Shows the IP address of the router for the default 

gateway. :: is displayed because no address is set on 

shipment. For configuration details, refer to 4.6.2 a.  
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4.6. Basic Switch Configuration  

On the Main Menu, pressing "B" opens the Basic Switch Configuration Menu, as shown 

in Fig. 4 - 6- 1. On this screen, you can configure the basic configuration settings, 

such as 

IP address, SMNP, and port s.  

 

 

Fig. 4 - 6- 1 Basic Switch Configuration  

 

PN28480K Local Management System 

 Main Menu - > Basic Switch Configuration Menu  

 

 

 System [A]dministration Configuration  

 System [I]P Configuration  

 S[N]MP Configuration  

 [P]ort Configuration Basic  

 Port Configuration [E]xtend  

 Port Configuration P[o]wer Saving  

 [S]ystem Security Configuration  

 [F]orwarding Database  

 [T]ime Configuration  

 A[R]P Table 

 N[D]P Table 

 [Q]uit to previous menu  

 

 

 

 

 

 

 Command> 

 Enter the characte r in square brackets to select option  
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Screen Description  

System Administration 

Configuration  

Configures the administrative information, such as Switching Hub name, 

location and contact information.  

System IP Configuration  Configures the IP - address- related network information.  

SNMP Configuration Configures SNMP- related settings.  

Port Configuration Basic  Configures PoE for each port.  

Port Configuration Extend  Configures extended port settings, such as port name.  

Port Configuration Power 

Saving 

Configures power saving mode for MNO series.  

System Security 

Configuration  

Configures the security settings, such as access control for this 

Switching Hub.  

Forwarding Database Shows the MAC address table.  

Time Configuration  Configures the time settings, such as the SNTP - based time 

synchronization function and manual mode settings.  

ARP Table Shows the ARP table.  

NDP Table Shows the NDP table.  

Quit to previous menu  Returns to the main menu.  
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4.6.1 .  System Administration Configuration  

On the Basic Switch Configuration Menu, pressing "A" opens the System Administration 

Configuration Menu, as shown in Fig. 4 - 6- 2. On this screen, you can set administrative 

information, such as device name.  

 

 

Fig. 4 - 6- 2 System Administration Configuration  

 

Screen Description  

Description:  Shows the system information. This item is not editable.  

Object ID:  Shows the corresponding ID in the MIB. This item is not editable.  

Name: Shows the system name. No information is set on shipment.  

Location:  Shows the installation location. No information is set on shipment.  

Contact:  Shows the contact information. No information is set on shipment.  

 

PN28240K Local Management System 

 Basic Switch Configuration - > System Admin. Configuration Menu  

 

 Description: Switch - M48eG 

 Object ID:   1.3.6.1.4.1.396.5.4.2. 23 

 Name: 

 Location:  

 Contact:  

 

 --------------------------------  <COMMAND> -----------------------------------  

 Set System [N]ame 

 Set System [L]ocation  

 Set System [C]ontact Information  

 [Q]uit to previous menu  

 

 

 

 

 

 

 

 

 Command> 

 Enter the character in square brackets to select option  
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Available commands are listed below.  

N Set/edit the system name. 

 Press "N." The command prompt changes to "Enter system name>." Enter a Switching Hub name 

in 50 one - byte characters or less.  

L Set/edit the installation location information.  

 Press "L." The command prompt changes to "Enter system location>." Enter a Switching Hub 

location in 50 one - byte characters or less.  

C Set/edit the contact information.  

 Press "C." The command prompt changes to "Enter system contact>." Enter contact information 

in 50 one - byte characters or less.  

Q Return to the previous menu.  
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4.6.2 .  System IP Configuration  

On the Basic Switch Configuration Menu, pressing "I" opens the System IP Configuration 

Menu, as shown in Fig. 4 - 6- 3. On this screen, you can set IP - address- related settings 

for this Switching Hub.  

 

 

Fig. 4 - 6- 3 System IP Configuration  

 

Screen Description  

MAC Address Shows the MAC address of the Switching Hub.  

This value is a unique identifier assigned to the device. It cannot be changed.  

IP Address Shows the current IP address.  

0.0.0.0 is displayed because no address is set on shipment.  

Subnet Mask Shows the current subnet mask.  

0.0.0.0 is displayed because no address is set on shipment.  

Default 

Gateway 

Shows the IP address of the router, set as a current default gateway.  

0.0.0.0 is displayed because no address is set on shipment.  
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 Basic Switch Configuration - > System IP Configuration Menu  

 

 MAC Address:        xx:xx:xx:xx:xx:xx  

 IP Address:         0.0.0.0  

 Subnet Mask:        0.0.0.0  

 Default Gateway:    0.0.0.0  

 

 --------------------------------  <COMMAND> -----------------------------------  

 

 Set [I]P Address  

 Set Subnet [M]ask  

 Set Default [G]ateway  

 Set IP P[a]rameter  

 Set I[P]v6 Address  

 [Q]uit to previ ous menu 

 

 

 

 

 

 Command> 

 Enter the character in square brackets to select option  
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Available commands are listed below.  

I  Set/edit the IP address.  

 Press "I." The command prompt changes to "Enter IP address>." Enter an IP address for the 

Switching Hub.  

M Set/edit the subnet mask.  

 Press "M." The command prompt changes to "Enter subnet mask>." Enter a subnet mask for the 

Switching Hub.  

G Set/edit the IP address of the router for the default gateway.  

 Press "G." The command prompt changes to "Enter new gateway IP address>." Enter the IP address 

of the router, set as the default gateway.  

A Set the IP address, subnet mask and default gateway in succession.  

 Press "A." The command prompt changes to "Enter IP address>." Enter the IP address of the 

Switching Hub. Then, the command prompt changes to "Enter subnet mask>." Enter the subnet 

mask. Then, the command prompt changes to "Enter new gateway IP address>." Enter the IP 

address of a router, used as a default gateway.  

Q Return to the previous menu.  

 

 

Note:  This item must be set in order to use the SNMP management functionality and 

to enable a remote connection by Telnet or SSH. Any IP addresses on the local 

network must be unique and no duplication is allowed. If you are unsure, consult 

the network administrator.  
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4.6.2.a.  IPv6 Configuration  

On the System IP Configuration Menu, pressing " P" opens the IP v6 Configuration Menu, 

as shown in Fig. 4 - 6- 4. On this screen, you can set IP v6- address- related settings 

for this Switching Hub.  

 

 

Fig. 4 - 6- 4 System IP Configuration  

 

Screen Description  

MAC Address Shows the MAC address of the Switching Hub.  

This value is a unique identifier assigned to the device. It cannot be changed.  

IPv6 Status  Shows the IPv6 status.  

Enabled The IPv6 status is enabled.  

Disabled The IPv6 status is disabled.  

IPv6 Address 

/PrefixLen  

Shows the current IP v6 address and prefix length .  

::/128  is displayed because no address is set on shipment.  

IPv6 Link 

Local Address  

Shows the current IPv6 link local address.  

::  displayed because no address is set on shipment.  

IPv6 Default 

Gateway 

Shows the IPv6 address of the router, set as a current default gateway.  

::  is displayed because no address is set on shipment.  
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 System IP Configuration Menu - > IPv6 Configuration Menu  

 

 MAC Address:             xx:xx:xx :xx:xx:xx  

 IPv6 Status:             Disabled  

 IPv6 Address/PrefixLen:  ::/128  

 IPv6 Link Local Address: ::  

 IPv6 Default Gateway:    ::  

 

 --------------------------------  <COMMAND> -----------------------------------  

 [E]nable/Disable IPv6 Status  Set I[P] v6 Address 

 Set IPv6 Default Ga[t]eway    Set IPv6 Li[n]k Local Address  

 Set IPv6 Pa[r]ameter          [Q]uit to previous menu  

 

 

 

 

 

 

 

 

 Command> 

 Enter the character in square brackets to select option  
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4.6.3. SNMP Configuration  

On the Basic Switch Configuration Menu, pressing "N" opens the SNMP Configurat ion 

Menu, as shown in Fig. 4 - 6- 5. On this screen, you can configure the SNMP agent settings.  

 

 

Fig. 4 - 6- 5 SNMP Configuration 

 

Screen Description  

SNMP Management 

Configuration  

Configures the SNMP manager settings.  

SNMP Extend 

Configuration  

Configures the SNMP extend settings.  

SNMP Trap Receiver 

Configuration  

Configures the SNMP trap receiver settings.  

Quit to previous 

menu  

Returns to the previous menu.  

Available commands are listed below. 

M Configure the SNMP manager settings.  

 Press "M." The SNMP Management Configuration Menu opens. 
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 Basic Switch Configuration - > SNMP Configuration Menu 

 

 

 SNMP [M]anagement Configuration 

 SNMP [E]xtend Configuration  

 SNMP [T]rap Receiver Configuration  

 [Q]uit to previous menu  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 Command> 

 Enter the character in square brackets to select option  

 



 

 38  

E Configure the SNMP extend settings.  

 Press " E." The SNMP Extend Configuration Menu opens.  

T Configure the trap receiver settings.  

 Press "T." The SNMP Trap Receiver Configuration Menu opens.  

Q Quit the SNMP Configuration Menu and return to the previous menu.  
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4.6.3.a .  SNMP Management Configuration 

On the SNMP Configuration Menu, pressing "M" opens the SNMP Management Configuration 

Menu, as shown in Fig. 4 - 6- 6. On this screen, you can configure the SNMP manager 

settings.  

 

 

Fig. 4 - 6- 6 SNMP Management Configuration 

 

Screen Description  

SNMP Manager List: Shows the current SNMP manager settings.  

No. Shows the entry number on the SNMP Manager List.  

Status  Shows the SNMP manager status. 

Enabled The SNMP manager is enabled. 

Disabled The SNMP manager is disabled.  

Privilege  Shows the access privilege of the SNMP manager. 

Read- Write  Both the read and write operations are allowed.  

Read- Only Only the read operation is allowed.  

IP Address Shows the IP address of the SNMP manager.  

Community Shows the current community name.  
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 SNMP Configuration - > SNMP Management Configuration Menu 

 

 SNMP Manager List: 

  No.   Status    Privilege     IP Address         Community  

 ----   --------    -----------    ---------------     ----------------------------  

   1   Enabled    Read - Only     0.0.0.0            public  

   2   Enabled    Read - Write    0.0.0.0            privat e 

   3   Disabled   Read - Only     0.0.0.0  

   4   Disabled   Read - Only     0.0.0.0  

   5   Disabled   Read - Only     0.0.0.0  

   6   Disabled   Read - Only     0.0.0.0  

   7   Disabled   Read - Only     0.0.0.0  

   8   Disabled   Read - Only     0.0.0.0  

   9   Disable d   Read - Only     0.0.0.0  

  10   Disabled   Read - Only     0.0.0.0  

 

 --------------------------------  <COMMAND> -----------------------------------  

 

 Set Manager [S]tatus      Set Manager [I]P            Set Manager I[P]v6  

 Set Manager P[r]ivilege   Set Manager [C]ommunity     [Q]uit to previous menu  

 

 Command> 

 Enter the character in square brackets to select option  
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Available commands are listed below.  

S Set the SNMP manager status.  

 Press "S." The command prompt changes to "Enter manager entry number>." Enter an SNMP manager 

entry number you wish to configure. Then, the command prompt changes to "Enable or Disable 

SNMP manger (E/D)>." Press "E" to enable the SNMP manager. Press "D" to disable it.  

I  Set an IP address for an SNMP manager.  

 Press "I." The command prompt changes to "Enter manager entry number>." Enter an SNMP 

Management entry number you wish to configure. Then, the command prompt changes to "Enter 

IP address for manager>." Enter an IP address.  

R Set an access privilege for an SNMP manager.  

 Press "R." The command prompt changes to "Enter manager entry number>." Enter an SNMP manager 

entry number you wish to configure. Then, the command prompt changes to "Enter the selection>."  

Press "1" for read - only permission. Press "2" for read - and- write.  

P Configure the IPv6 SNMP manager settings.  

 Press " P." The IPv6 SNMP Manager Menu opens. For configuration details, refer to 4.6. 3.b.  

C Set a community name for an SNMP manager. 

 Press "C." The command prompt changes to "Enter manager entry number>." Enter an SNMP manager 

entry number you wish to configure. Then, the command prompt changes to "Enter community name 

for manager>." Enter a community name.  

Q Return to the previous menu.  
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4.6.3.b. IPv6 SNMP Manager 

On the SNMP Management Configuration Menu, pressing " P" opens the Set IPv6 SNMP Manager  

Menu, as shown in Fig. 4 - 6- 7. On this screen, you can configure the SNMP  IPv6 manager 

settings.  

 

 

Fig. 4 - 6- 7 SNMP Management Configuration 

 

Screen Description  

SNMP Manager List: Shows the current SNMP manager settings.  

No. Shows the entry number on the SNMP Manager List.  

IPv6 Address Shows the IPv6 address of the SNMP manager. 

 

Available commands are listed below.  

I  Set an IP address for an SNMP manager. 

 Press "I." The command prompt changes to "Enter manager entry number>." Enter an SNMP 

Management entry number you wish to configure. Then, the command prompt changes to "  Enter 

new manager IPv6 address>." Enter an IP v6 address.  

Q Return to the previous menu.  
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 SNMP Management Configuration Menu - > Set IPv6 SNMP Manager Menu 

 

 SNMP Manager List: 

  No.   IPv6 Address  

 ----------------------------------------------  

   1   ::  

   2   ::  

   3   ::  

   4   ::  

   5   ::  

   6   ::  

   7   ::  

   8   ::  

   9   ::  

  10   ::  

 

 --------------------------------  <COMMAND> -----------------------------------  

 

 Set Manager [I]Pv6        [Q]uit to previous menu  

 

 

 Command> 

 Enter the character in square brackets to select option  
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4.6.3.c. SNMP Extend Configuration  

On the SNMP Configuration Menu, pressing " E" opens the  SNMP Extend Configuration  Menu, 

as shown in Fig. 4 - 6- 8. On this screen, you can configure the SNMP  manager settings.  

 

Fig. 4 - 6- 8 SNMP Management Configuration 

Screen Description  

SNMP User Configuration  Configures the SNMP user settings.  

SNMP View Configuration  Configures the SNMP View settings.  

SNMP Group Configuration Configures the SNMP Group settings.  

Quit to previous menu  Returns to the previous menu.  

 

Available commands are listed below.  

U Configure the SNMP user settings.  

 Press " U." The SNMP User Configuration Menu opens.  

V Configure the SNMP view settings.  

 Press " V." The SNMP View Configuration Menu opens.  

G Configure the SNMP Group settings.  

 Press " G." The SNMP Group Configuration Menu opens.  

Q Quit the SNMP Configuration Menu and return to the previous menu.  
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 SNMP Configuration Menu - > SNMP Extend Configuration Menu 

 

 

 SNMP [U]ser Configuration  

 SNMP [V]iew Configuration  

 SNMP [G]roup Configuration  

 [Q]uit to previous menu  

 

 

 

 

 

 

 

 

 

 

 

 

 

 Command> 

 Enter the character in square brackets to select option  
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4.6.3.d. SNMP User Configuration 

On the SNMP Extend Configuration Menu, pressing " U" opens the SNMP User Configuration  

Menu, as shown in Fig. 4 - 6- 9. On this screen, you can configure the SNMP  User settings.  

 

 

Fig. 4 - 6- 9 SNMP User Configuration  

 

Screen Description  

SNMP User List:  Shows the current SNMP user settings.  

No. Shows the entry number on the SNMP User List.  

User Name Shows the SNMP user name. 

Group Shows the group of the SNMP user.  
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 SNMP Extend Configuration Menu - > SNMP User Configuration Menu 

 

 SNMP User List:  

  No.   User Name                        Group  

 ----   --------------------------------   --------------------------------  

   1   initial                           initial  

   2 

   3 

   4 

   5 

   6 

   7 

   8 

   9 

  10 

 --------------------------------  <COMMAND> -----------------------------------  

 [C]reate SNMP User         M[o]dify SNMP User           [M]ore User Info.  

 [D]elete SNMP User         [Q]uit to previous menu  

 

 

 

 Command> 

 Enter the character in square brackets to select option  
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Available commands are listed below.  

C Go to the screen for creating SNMP user.  

 Press " C." The command prompt changes to "  Enter User ID> ." Enter an SNMP user entry number 

you wish to configure. Then, the S NMP User Configuration Menu opens.  

O Go to the screen for changing SNMP user.  

 Press " O." The command prompt changes to "  Enter User ID> ." Enter an SNMP user entry number 

you wish to configure. Then, the Modify SNMP User Configuration Menu opens. 

M Show additional information on a SNMP user.  

 Press "M" to display information on authentication type , priviledge .  

D Delete a SNMP user. 

 Press " D." The command prompt changes to " Enter User ID> ." Enter  User ID you wish to delete 

with a value of 1 to 10.  

Q Return to the previous menu.  
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4.6.3.e. Create SNMP User Configuration  

On the SNMP User Configuration Menu, pressing " C" opens the Create SNMP User 

Configuration  Menu, as shown in Fig. 4 - 6- 10. On this screen, you can configure the 

SNMP User settings.  

 

 

Fi g. 4 - 6- 10 Create SNMP User  

 

Screen Description  

Index Shows the entry number on the SNMP User List.  

User Name Shows the SNMP user name. 

Group Name Shows the group name.  

READ_VIEW Shows the name of view to read.  

WRITE_VIEW Shows the name of view to  writ e.  

NOTIFY_VIEW Shows the name of view to notify.  

Authentication  Shows the authenticati on method. 

Auth.key Shows the authentication key.  

Privilege  Shows the encryption scheme.  

Privilege Key  Shows the encryption  key.  
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 SNMP User Configuration Menu - > Create SNMP User Configuration Menu 

 

 Index : 3  

 

 User Name      :  

 Group Name     :  

    READ_VIEW   : None 

    WRITE_VIEW  : None 

    NOTIFY_VIEW : None 

 Authentication : None  

 Auth. key      : None  

 Priv ilege      : None  

 Privilege Key  : None  

 IP address     : 0.0.0.0  

 

 --------------------------------  <COMMAND> -----------------------------------  

 Set [U]ser Name          Set [G]roup Name         Set Auth. [K]ey  

 Set [A]uthentication     Set [P]riv. Key          Set P[r]ivilege  

 Set [I]P address         [Q]uit to previous menu  

 

 

 Command> 

 Enter the character in square brackets to select option  
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IP address  Shows the SNMP manager IP address.  

 

Available commands are listed below.  

U Set a SNMP user name. 

 Press " U." The command prompt changes to "  Enter User Name>." Enter a  SNMP user name.  

G Set a name of group.  

 Press " G." The command prompt changes to "  Enter Group Name>." Enter a SNMP group name. 

K Set a n authentication key .  

 Press " K." The command prompt changes to "  Use Password or Key>."  Press " P" to enter a password. 

Press ΓKΔ to enter a key.  If " P" is selected, the command prompt changes to "  Enter Password>."  

Enter  a password.  If ΓKΔ is selected, the command prompt changes to ΓEnter Key>.Δ Enter 

a key.  

A Set the authenticati on method.  

 Press " A." The command prompt changes to "  Enter Authentication Type> . " Press " M" to select 

MD5. Press ΓSΔ to select SHA.  

P Set the encryption  key.  

 Press " P." The command prompt changes to "  Use Password or Key>." Press " P" to enter a password. 

Press ΓKΔ to enter a key.  If " P" is selected, the command prompt changes to "  Enter Password>."  

Enter  a password.  If ΓKΔ is selected, the command prompt changes to ΓEnter Key>.Δ Enter 

a key.  

R Set the encryption scheme.  

 Press " A." The command prompt changes to " Enter Privilege Type> . " Press " D" to select DES.  

I  Set the SNMP manager.  

 Press " I ." The command prompt changes to " Enter User IP address> . "  Enter an IP address.  

Q Return to the previous menu.  
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4.6.3.f. Modify SNMP User Configuration  

On the SNMP User Configuration Menu, pressing " O" opens the Modify SNMP User 

Configuration  Menu, as shown in Fig. 4 - 6- 11. On this screen, you can configure the 

SNMP User settings.  

 

 

Fi g. 4 - 6- 11 Modify SNMP User  

 

Screen Description  

Index Shows the entry number on the SNMP User List.  

User Name Shows the SNMP user name. 

Group Name Shows the group of the SNMP user.  

READ_VIEW Shows the name of view to read.  

WRITE_VIEW Shows the name of view to write.  

NOTIFY_VIEW Shows the name of view to notify.  

Authentication  Shows the authentication method.  

Auth.key Shows the authentication key.  

Privilege  Shows the encryption scheme.  

Privilege Key  Shows the encryption key.  
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 SNMP User Configuration Menu - > Modify SNMP User Configuration Menu  

 

 Index : 2  

 

 User Name      : test  

 Group Name     : test  

    READ_VIEW   : test  

    WRITE_VIEW  : test 

    NOTIFY_VIEW : test 

 Authentication : MD5  

 Auth. Key      : 7b954b5c52218eebd6c dd7083a6d2d30 

 Privilege      : None  

 Privilege Key  : None  

 IP address     : 0.0.0.0  

 

 --------------------------------  <COMMAND> -----------------------------------  

 Set [U]ser Name          Set [G]roup Name         Set Auth. [K]ey  

 Set [A]uthentication     Set [P]riv. Key          Set P[r]ivilege  

 Set [I]P address         [Q]uit to previous menu  

 

 

 Command> 

 Enter the character in square brackets to select option  
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IP address Shows the SNMP manager IP address. 

 

Available commands are listed below.  

U Set a SNMP user name. 

 Press " U." The command prompt changes to "  Enter User Name>." Enter a  SNMP user name.  

G Set a name of group.  

 Press " G." The command prompt changes to "  Enter Group Name>." Enter a SNMP group name. 

K Set a n authentication key .  

 Press " K." The command prompt changes to "  Use Password or Key>." Press " P" to enter a password. 

Press ΓKΔ to enter a key.  If " P" is selected, the command prompt changes to " Enter Password>."  

Enter  a password.  If ΓKΔ is selected, the command prompt changes to ΓEnter Key>.Δ Enter 

a key.  

A Set the authentication method. 

 Press " A." The command prompt changes to "  Enter Authentication Type> . " Press " M" to select 

MD5. Press ΓSΔ to select SHA.  

P Set the encryption key.  

 Press " P." The command prompt changes to "  Use Password or Key>." Press " P" to enter a password. 

Press ΓKΔ to enter a key.  If " P" is selected, the command prompt changes to "  Enter Password>."  

Enter  a password.  If ΓKΔ is selected, the command prompt changes to ΓEnter Key>.Δ Enter 

a key.  

R Set the encryption scheme.  

 Press " A." The command prompt changes to " Enter Privilege Type> . " Press " D" to select DES.  

I  Set the SNMP manager.  

 Press " I ." The command prompt changes to " Enter User IP address> . "  Enter an IP address.  

Q Return to the previous menu.  
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4.6.3.g. SNMP View Configuration  

On the SNMP Extend Configuration Menu, pressing " V" opens the SNMP View Configuration  

Menu, as shown in Fig. 4 - 6- 12. On this screen, you can configure the SNMP  View settings.  

 

 

Fig. 4 - 6- 12 SNMP View Configuration  

 

Screen Description  

Total Entry  Shows the number of SNMP View.  

View Name Shows the SNMP View name. 

Subtree Shows the SNMP View subtree .  

View Type Shows the SNMP View type.  
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 SNMP Extend Configuration Menu - > SNMP View Configuration Menu 

 

 Total Entry : 8  

 View Name                         Subtree                   View Type  

 --------------------------------   ------------------------   ---------  

 restricted                        1.3.6.1.2.1.1             Included  

 restricted                        1.3.6.1.2.1.11            Included  

 restricted                        1.3.6.1.6.3.10.2.1        Included  

 restricted                        1.3.6.1.6.3.11.2.1        Included  

 restric ted                        1.3.6.1.6.3.15.1.1        Included  

 CommunityView                     1                         Included  

 CommunityView                     1.3.6.1.6.3               Excluded  

 CommunityView                     1.3.6.1.6.3.1             Included  

 

 

 

 --------------------------------  <COMMAND> -----------------------------------  

 [N]ext Page              [C]reate SNMP View         M[o]dify SNMP View  

 Pre[v]ious Page          [D]el ete SNMP View         [Q]uit to previous menu  

 

 

 Command> 

 Enter the character in square brackets to select option  
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Available commands are listed below.  

N Show the next page.  

 Press "N." The screen shows the next page.  

P Show the previous page.  

 Press "P." The screen shows the previous page.  

C Go to the screen for creating SNMP view.  

 Press " C." The command prompt changes to "  Please enber view name>." Enter an SNMP view in 

32 one- byte characters or less.  Then, the Create S NMP View Configuration Menu opens.  

O Go to the screen for changing SNMP view.  

 Press " O." The command prompt changes to "  Please enber view name>." Enter an SNMP view in 

32 one- byte characters or less.  Then, the Modify SNMP View Configuration Menu  opens. 

D Delete a SNMP user.  

 Press " D." The command prompt changes to " Please enter view name> ." Enter  an SNMP view name 

in 32 one- byte characters or less.  

Q Return to the previous menu.  
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4.6.3.h. Create SNMP View Configuration  

On the SNMP View Configuration Menu, pressing " C" opens the Create SNMP View 

Configuration  Menu, as shown in Fig. 4 - 6- 13. On this screen, you can configure the 

SNMP View settings.  

 

 

Fig. 4 - 6- 13 Create SNMP View  

 

Screen Description  

View Name Shows the SNMP View name. 

Subtree Shows the SNMP View subtree.  

View Type Shows the SNMP View type.  
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 SNMP View Configuration Menu - > Create SNMP View Configuration Menu 

 

 View Name      : test  

 Subtree                                                              Type  

 -------------------------------------------------------------------   ---------  

 

 

 

 

 

 

 

 

 

 

 

 

 --------------------------------  <COMMAND> -----------------------------------  

 [N]ext Page              [A]dd OID                [Q]uit to previous menu  

 Pre[v]io us Page          [D]elete OID  

 

 Command> 

 Enter the character in square brackets to select option  
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Available commands are listed below.  

N Show the next page.  

 Press "N." The screen shows the next page.  

P Show the previous page.  

 Press "P." The screen shows the previous page.  

A Register an additional OID in subtree .  

 Press " A." The command prompt changes to " Enter OID>." Enter a n OID. Then, the command prompt 

changes to "  Enter Type>." Press " I " to  include OID. Press ΓEΔ to exclude OID.  

D Delete an OID that has been registered i n subtree .  

 Press " D." The command prompt changes to "  Enter OID>." Enter a n OID.  

Q Return to the previous menu.  
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4.6.3.i. Modify SNMP View Configuration  

On the SNMP View Configuration Menu, pressing " O" opens the Modify SNMP View 

Configuration  Menu, as shown in Fig. 4 - 6- 14. On this screen, you can configure the 

SNMP view settings.  

 

 

Fig. 4 - 6- 14 Modify SNMP View  

 

Screen Description  

View Name Shows the SNMP View name. 

Subtree Shows the SNMP View subtree.  

View Type Shows the SNMP View type.  
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 SNMP View Configuration Menu - > Modify SNMP View Configuration Menu 

 

 View Name      : test  

 Subtree                                                              Type  

 -------------------------------------------------------------------   ---------  

 1                                                                    Included  

 

 

 

 

 

 

 

 

 

 

 

 --------------------------------  <COMMAND> -----------------------------------  

 [N]ext Page              [A]dd OID                [Q]uit to previous menu  

 Pre[v]ious Page          [D]elete OID  

 

 Command> 

 Enter the character in square brackets to select option  
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Available commands are listed below.  

N Show the next page.  

 Press "N." The screen shows the next page.  

P Show the previous page.  

 Press "P." The screen shows the previous page.  

A Register an additional OID in subtree .  

 Press " A." The command prompt changes to "  Enter OID>." Enter a n OID. Then, the command prompt 

changes to "  Enter Type>." Press " I " to  include OID. Press ΓEΔ to exclude OID.  

D Delete an OID that has been registered in subtree .  

 Press " D." The command prompt changes to "  Enter OID>." Enter a n OID.  

Q Return to the previous menu.  
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4.6.3.j. SNMP Group  Configuration  

On the SNMP Extend Configuration Menu, pressing " G" opens the SNMP Group Configuration  

Menu, as shown in Fig. 4 - 6- 15. On this screen, you can configure the SNMP  Group 

settings.  

 

 

Fig. 4 - 6- 15 SNMP Group Configuration  

 

Screen Description  

Total Entry  Shows the number of SNMP Group. 

Group Name Shows the SNMP Group name. 

Ver.  Shows the SNMP version.  

Level  Shows the SNMP security level .  
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 SNMP Extend Configuration Menu - > SNMP Group Configuration Menu 

 

 Total Entry : 5  

 Group Name                        Ver.  Level  

 --------------------------------   ----   --------------  

 public                            v1    NoAuth/NoPriv  

 public                            v2c   NoAuth/NoPriv  

 initial                           v3    NoAuth/NoPriv  

 private                           v1    NoAuth/NoPriv  

 private                           v 2c   NoAuth/NoPriv  

 

 

 

 

 

 

 --------------------------------  <COMMAND> -----------------------------------  

 [N]ext Page              [C]reate SNMP Group      M[o]dify SNMP Group  

 Pre[v]ious Page          [D]elete SNMP Group      [M]ore Group Info.  

 [Q]uit to  previous menu 

 

 Command> 

 Enter the character in square brackets to select option  
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Available commands are listed below.  

N Show the next page.  

 Press "N." The screen shows the next page.  

P Show the previous page.  

 Press "P." The screen shows the previous page.  

C Go to the screen for creating SNMP group.  

 Press " C." The command prompt changes to "  Please input the SNMP Group Name>." Enter an SNMP 

view in 32 one- byte characters or less.  Then, the command prompt changes to "  Please input 

the SNMP Group Version>."  Press "1" for SNMP v1. Press "2" for SNMP v2c. Press "3" for SNMP 

v3.  Then, the Create  SNMP Group Configuration Menu  opens. 

O Go to the screen for changing SNMP group.  

 Press " O." The command prompt changes to " Please input the SNMP Group Name>." Enter an SNMP 

view in 32 one- byte characters or less.  Then, the command prompt changes to "  Please input 

the SNMP Group Version>." Press "1" for SNMP v1. Press "2" for SNMP v2c. Press "3" for SNMP 

v3.  Then, the Modify SNMP Group Configuration Menu  opens. 

D Delete a SNMP group.  

 Press " D." The command prompt changes to " Please input the SNMP Group Name>." Enter an SNMP 

view in 32 one- byte characters or less.  Then, the command prompt changes to "  Please input 

the SNMP Group Version>." Press "1" for SNMP v1. Press "2" for SNMP v2c. Press "3" for SNMP 

v3.   

M Show additional information on a SNMP group.  

 Press "M" to display information on Read View Name, Write View Name, Notify View Name  

Q Return to the previous menu.  
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4.6.3.k. Create SNMP Group Configuration  

On the SNMP Group Configuration Menu, pressing " C" , input "SNMP Group name" , " SNMP 

Version" ,  opens the Create SNMP Group Configuration  Menu, as shown in Fig. 4 - 6- 16. 

On this screen, you can configure the SNMP Group settings.  

 

 

Fig. 4 - 6- 16 Create SNMP Group 

 

Screen Description  

Group Name Shows the SNMP Group name. 

SNMP Version Shows the SNMP version.  

READ_VIEW Shows the SNMP read view. 

WRITE_VIEW Shows the SNMP write view.  

NOTIFY_VIEW Shows the SNMP notify view.  

Level  Shows the SNMP security level.  
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 SNMP Group Configuration Menu - > Create SNMP Group Configuration Menu 

 

 Group Name     : test  

 SNMP Version   : v3  

    READ_VIEW   : None 

    WRITE_VIEW  : None 

    NOTIFY_VIEW : None 

 Security Level : NoAuth/NoPriv  

 

 

 

 

 

 

 --------------------------------  <COMMAND> -----------------------------------  

 Set [S]NMP Version       Set [R]ead View            Set [W]rite View  

 Set N[o]tify View        Set S[e]curity Leve l       [Q]uit to previous menu  

 

 

 

 

 Command> 

 Enter the character in square brackets to select option  
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Available commands are listed below.  

S Set a SNMP version. 

 Press " S." The command prompt changes to "  Enter SNMP version >." Press "1" for SNMP v1. Press 

"2" for SNMP v2c. Press "3" for SNMP v3.  

O Set a name of view to notify .  

 Press " O." The command prompt changes to "  Enter Notify View> ." Enter an SNMP view name in 

32 one- byte characters or less.  

R Set a name of view to read .  

 Press " R." The command prompt changes to "  Enter Read View>." Enter an SNMP view name in 

32 one- byte characters or less.  

E Set a security level .  

 Press " E." The command prompt changes to "  Please input the Select security level(N/A/P) > ." 

Press " N" for no authentication and no privilege. Press " A" for authentication and no 

priviledge. Press " P" for authentication and priviledge.  

W Set a name of view to write .  

 Press " W." The command prompt changes to " Enter Write  View>." Enter an SNMP view name in 

32 one- byte characters or less.  

Q Return to the previous menu.  
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4.6.3.l. Modify SNMP Group Configuration  

On the SNMP Group Configuration Menu, pressing " O" , input "SNMP Group name" , " SNMP 

Version" ,  opens the Modify SNMP Group Configuration  Menu, as shown in Fig. 4 - 6- 17. 

On this screen, you can configure the SNMP  Group settings.  

 

 

Fig. 4 - 6- 17 Modify SNMP Group 

 

Screen Description  

Group Name Shows the SNMP Group name. 

SNMP Version Shows the SNMP version.  

READ_VIEW Shows the SNMP read view. 

WRITE_VIEW Shows the SNMP write view.  

NOTIFY_VIEW Shows the SNMP notify view.  

Level  Shows the SNMP security level.  
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 SNMP Group Configuration Menu - > Modify SNMP Group Configuration Menu 

 

 Group Name     : test  

 SNMP Version   : v3  

    READ_VIEW   : None 

    WRITE_VIEW  : None 

    NOTIFY_VIEW : None 

 Security Level : NoAuth/NoPriv  

 

 

 

 

 

 

 --------------------------------  <COMMAND> -----------------------------------  

 Set [S]NMP Version       Set [R]ead View          Set [W]rite View  

 Set N[o]tify View        Set S[e]curity Level     [Q]uit to previous menu  

 

 

 

 

 Command> 

 Enter the characte r in square brackets to select option  



 

 60  

Available commands are listed below.  

S Set a SNMP version. 

 Press " S." The command prompt changes to "  Enter SNMP version>." Press "1" for SNMP v1. Press 

"2" for SNMP v2c. Press "3" for SNMP v3.  

O Set a name of view to notify .  

 Press " O." The command prompt changes to "  Enter Notify View> ." Enter an SNMP view name in 

32 one- byte characters or less.  

R Set a name of view to read .  

 Press " R." The command prompt changes to " Enter Read View>." Enter an SNMP view name in 

32 one- byte characters or less.  

E Set a security level .  

 Press " E." The command prompt changes to "  Please input the Select security level(N/A/P) > ." 

Press " N" for no authentication and no privilege. Press " A" for authentication and no 

priviledge. Press " P" for authentication and priviledge.  

W Set a name of view to write .  

 Press " W." The command prompt changes to " Enter Write  View>." Enter an SNMP view name in 

32 one- byte characters or less.  

Q Return to the previous menu.  
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4.6.3. m. SNMP Trap Receiver Configuration  

On the SNMP Configuration Menu, pressing "T" opens the SNMP Trap Receiver 

Configuration Menu, as shown in Fig. 4 - 6- 18. On this screen, you can configure the 

SNMP t rap receiver settings.  

 

 

Fig. 4 - 6- 18 SNMP Trap Receiver Configuration  

 

Screen Description  

Trap Receiver 

List:  

Shows the IP address and the community name for the current trap receiver.  

No. Shows the entry number for the trap receiver.  

Status  Shows the trap sending setting.  

Enabled Sends traps.  

Disabled Does not send traps.  

Type Shows the trap type.  

v1 Sends SNMP v1 traps.  

v2c Sends SNMP v2c traps.  

IP Address Shows the IP address of a trap receiver.  

Community Shows the current community name of a trap receiver.  
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 SNMP Configuration - > SNMP Trap Receiver Configuration Menu  

 

 Trap Receiver List:  

 No.    Status    Type   IP Address        Community  

 ---    --------    ----    ---------------    --------------------------------  

   1   Disabled   v1     0.0.0.0  

   2   Disa bled   v1     0.0.0.0  

   3   Disabled   v1     0.0.0.0  

   4   Disabled   v1     0.0.0.0  

   5   Disabled   v1     0.0.0.0  

   6   Disabled   v1     0.0.0.0  

   7   Disabled   v1     0.0.0.0  

   8   Disabled   v1     0.0.0.0  

   9   Disabled   v1     0.0.0.0  

  10   Disabled   v1     0.0.0.0  

 

 --------------------------------  <COMMAND> -----------------------------------  

 

 Set Receiver [S]tatus     Set Receiver [I]P          In[d]ividual Trap Config  

 Set Trap [T]ype           Set Receiver [C]ommunity   Set Receiver I[P]v6  

 [Q]uit to previous menu  

 Command> 

 Enter the character in square brackets to select option  
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Available commands are listed below.  

S Enable/disable the trap receiver.  

 Press "S." The command prompt changes to "Enter manager entry number>." Enter an entry 

number for the trap receiver you wish to configure. Then, the command prompt changes to 

"Enable or Disable Trap Receiver (E/D)>." Press "E" to enable the SNMP manager. Press "D" 

to disable it.  

I  Set an IP address for the trap receiver.  

 Press "I." The command prompt changes to "Enter manager entry number>." Enter an entry 

number for the trap receiver you wish to configure. Then, the command prompt changes to 

"Enter IP address for trap receiver>." Enter an IP address.  

D Configure the trap sending settings when the link status changes.  

 Press "D" to open the Enable/Disable Individual Trap Menu.  

For configuration details, refer to 4.6.3.C.  

T Set a  trap type.  

 Press "T." The command prompt changes to "Enter manager entry number>." Enter an entry 

number for the trap receiver you wish to configure. Then, the command prompt changes to 

"Enter the selection>." Press "1" to select SNMPv1 traps. Press "2 " to select SNMPv2 traps.  

C Set a community name for the trap receiver.  

 Press "C." The command prompt changes to "Enter manager entry number>." Enter an entry 

number for a trap receiver you wish to configure. Then, the command prompt changes to "Enter 

community name for trap receiver>." Enter a community name.  

P Configure the IPv6 Trap Receiver  settings.  

 Press " P." The IPv6 Trap Receiver  Menu opens. For configuration details, refer to 4.6. 3.o.  

Q Return to the previous menu.  
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4.6.3. n.  Enable/Disable Individual Trap  

On the SNMP Trap Receiver Configuration Menu, pressing "d" opens the Enable/Disable 

Individual Trap Menu, as shown in Fig. 4 - 6- 19. On this screen, you can configure the 

trap sending settings.  

 

 

Fig. 4 - 6- 19 Enable/Disable Individual Trap  

Screen Description  

Coldstart :  Shows the trap sending settings for a  coldstart .  

Enabled: The trap sending is enabled.  

Disabled:  The trap sending is disabled. (Factory default setting)  

SNMP 

Authentication 

Failure:  

Shows the trap sending settings for an SNMP authentication failure.  

Enabled: The trap sending is enabled.  

Disabled:  The trap sending is disabled. (Factory default setting)  

Login Failure:  Shows the trap sending settings for a login failure.  

Enabled: The trap sending is enabled.  

Disabled:  The trap sending is disabled. (Factory default setting)  

Enabled Link 

Up/Down Port: 

Shows the port number to which a trap is sent, when its link status changes. All 

ports are assigned at factory shipment.  
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 SNMP Trap Receiver Configuration - > Enable/Disable Individual Trap Menu  

 

 Coldstart :                      Disabled  

 SNMP Authentication Failure :    Disabled  

 Login Failure :                  Disabled  

 Enable Link Up/Down Port:        1 - 48 

 

 --------------------------------  <COMMAND> -----------------------------------  

 

 Enable/Disable [C]oldstart Trap  

 Enable/Disable [A]uth Fail Trap  

 Enable/Disable [L]ogin Fail Trap  

 Add Link Up/Down Trap [P]orts  

 [D]elete Link Up/Down Trap Ports  

 [Q]uit to  previous menu 

 

 

 

 

 

 

 Command> 

 Enter the character in square brackets to select option  

 

 

 

 

 

 

 

 Command> 

 Enter the character in square brackets to select option  
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Available commands are listed below.  

C Enable/disable the trap sending at a coldstart .  

 Press " C." The command prompt changes to "  Enable or Disable coldstar t  trap (E/D)>." Press 

"E" to enable the trap sending. Press "D" to disable it.  

A Enable/disable the trap sending at an SNMP authentication failure.  

 Press "A." The command prompt changes to "Enable or Disable SNMP Authentication trap (E/D)>." 

Press "E" to enable the trap sending. Press "D" to disable it.  

L Enable/disable the trap sending at a login failure.  

 Press "L." The command prompt changes to "Enable or Disable Login failure trap (E/D)>." Press 

"E" to enable the trap sending. Press "D" to disable it.  

P Add a port to which the trap is sent when its link status changes.  

 Press "P." The command prompt changes to "Enter port number>." Enter a port number. The trap 

is sent for this port.  

D Delete a port to which the trap is sent when its link status changes.  

 Press "D." The command prompt changes to "Enter port number>." Enter a port number. The trap 

is not sent for this port.  

Q Return to the previous menu.  

 

 

Note:  There is no individual configuration item for loop detection trap. They are 

sent based on the SNMP Trap Receiver Configuration.  
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4.6.3.o Set IPv6 Trap Receiver  

On the SNMP Trap Receiver Configuration Menu, pressing " P" opens the Set IPv6 Trap 

Receiver Menu, as shown in Fig. 4 - 6- 20. On this screen, you can set  SNMP trap receiver.  

 

 

Fig. 4 - 6- 20 SNMP Trap Receiver Configuration  (IPv6)  

 

Screen Description  

Trap Receiver  

List:  

Shows the current SNMP trap receiver  settings.  

No. Shows the entry number on the SNMP trap receiver  List.  

IPv6 Address Shows the IPv6 address of the SNMP trap receiver .  

 

Available commands are listed below.  

I  Set an IP v6 address for an SNMP trap receiver .  

 Press "I." The command prompt changes to "Enter manager entry number>." Enter an SNMP trap 

receiver  entry number you wish to configure. Then, the command prompt changes to "  Enter new 

receiver  IPv6 address>." Enter an IP v6 address.  

Q Return to the previous menu.  
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 SNMP Trap Receiver Configuration Menu - > Set IPv6 Trap Receiver Menu  

 

 Trap Receiver List:  

  No.   IPv6 Address  

 ----------------------------------------------  

   1   ::  

   2   ::  

   3   ::  

   4   ::  

   5   ::  

   6   ::  

   7   ::  

   8   ::  

   9   ::  

  10   ::  

 

 --------------------------------  <COMMAND> -----------------------------------  

 

 Set Receiver [I]Pv6       [Q]uit to previous menu  

 

 

 Command> 

 Enter the character in square brackets to select option  
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4.6.4. Port Configuration Basic  

On the Basic Switch Configuration Menu, pressing "p" opens the Port Configuration 

Menu, as shown in Fig. 4 - 6- 21. On this screen, you can configure port status display 

settings and port settings.  

 

 

Fig. 4 - 6- 21 Port Configuration  
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 Basic Switch Configuration - > Port Configuration Basic Menu  

 

 Port  Trunk      Type      Admin     Link       Mode      Flow Ctrl  Auto - MDI 

 ----   -----   -----------   --------    ----    ------------   ---------   --------  

   1    - --       1000T     Enabled    Down   Auto          Disabled   Disabled  

   2    ---       1000T     Enabled    Down   Auto          Disabled   Disabled  

   3    ---       1000T     Enabled    Down   Auto          Disabled   Disabled  

   4    ---       1000T     E nabled    Down   Auto          Disabled   Disabled  

   5    ---       1000T     Enabled    Down   Auto          Disabled   Disabled  

   6    ---       1000T     Enabled    Down   Auto          Disabled   Disabled  

   7    ---       1000T     Enabled    Down   Auto          Disabled   Disabled  

   8    ---       1000T     Enabled    Down   Auto          Disabled   Disabled  

   9    ---       1000T     Enabled    Down   Auto          Disabled   Disabled  

  10    ---       1000T     Enabled    Down   Auto          Disabled   Disabled  

  11    ---       1000T     Enabled    Down   Auto          Disabled   Disabled  

  12    ---       1000T     Enabled    Down   Auto          Disabled   Disabled  

 --------------------------------  <COMMAND> -----------------------------------  

 

 [N]ext Page               Set [M]ode                 [Q]uit to previous menu  

 [P]revious Page           Set [F]low Control  

 Set [A]dmin Status        [S]et Auto - MDI 

 Command> 

 Enter the character in square brackets to select option  
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Screen Description  

Port  Shows the port number.  

Trunk Shows the group number for a trunked port.  

Type Shows the port type.  

100TX The port type is 10/100BASE- TX. 

1000T The port type is 10/100/1000BASE - T.  

1000X The port type is SFP port.  

Admin Shows the current port status. The factory default setting is "Enabled" for all ports.  

Enabled The port is available for use.  

Disabled The port is not available for use.  

Link  Shows the current link status.  

Up Link is established successfully.  

Down Link is not established.  

Mode Shows the communication speed and full - duplex/half - duplex settings. The factory 

default setting is "Auto" for all ports.  

Auto Auto negotiation mode  

100- FDx 

(100F) 

100 Mbps full - duplex 

100- HDx 

(100H) 

100 Mbps half - duplex 

10- FDx(10F) 10 Mbps full - duplex 

10- HDx(10H) 10 Mbps half - duplex 

Flow Ctrl  Shows the flow control settings. The factory default setting is "Disabled" for all 

ports.  

Enabled The flow control is enabled.  

Disabled The flow control is disabled.  

Auto- MDI Shows the Auto MDI function settings. The factory default setting is "Disabled" for 

ports 1 to 44. (The settings for ports 45 to  48 are fixed at "Enabled.")  

Enabled The Auto MDI/MDI- X function is enabled.  

Disabled The Auto MDI/MDI- X function is disabled.  
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Available commands are listed below.  

N Show the next page.  

 Press "N." The screen shows the next port.  

P Show the previous page.  

 Press "P." The screen shows the previous port.  

A Enable/disable a port.  

 Press "A." The command prompt changes to "Select port number to be changed>." Enter a port 

number you wish to change. Press "0" to change the settings of all ports at a time. Then, 

the command prompt changes to "Enable or Disable port # (E/D)>." Press "E" to enable the 

port. Press "D" to disable it. When you complete the setting change, the display on the screen 

is automatically updated.  

M Configure the speed and full - duplex/half - duplex settings for each port.  

 Press "M." The command prompt changes to "Enter port number>." Enter a port number you wish 

to change. Press "0" to change the settings of all ports at a time. Then, the command prompt 

changes to "Enter mode for port # (A/N)>." Press "A" to enable the auto  negotiation mode. 

Press "N" to disable it. If "N" is selected, the command prompt changes to "Enter speed for 

port #(10/100)>." Select a desired communication speed. Upon setting, the command prompt 

changes to "Enter duplex for port #(F/H)>." Select "F" f or full - duplex. Select "H" for 

half - duplex. When you complete the setting change, the display on the screen is automatically 

updated.  

Mode: A: Enable the auto negotiation mode.  

N: Disable the auto negotiation mode (fixing the speed at Giga is not 

supported).  

Speed: 10:  Set at 10 Mbps.  

100: Set at 100 Mbps.  

Duplex:  F:  Set at full - duplex.  

H: Set at half - duplex.  

F Enable/disable the flow control.  

 Press "F." The command prompt changes to "Select port number to be changed>." Enter a port 

number you wish to change. Press "0" to change the settings of all ports at a time. Then, 

the command prompt changes to "Enable or Disable flow control for port # (E/D)>." Press "E" 

to enable the function. Press "D" to disable it. When you complete th e setting change, the 

display on the screen is automatically updated.  

S Enable/disable the AUTO - MDI function.  
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 Press "S." The command prompt changes to "Enter port number>." Enter a port number (from 

1 to 48) you wish to change. Press "0" to change the settings of all ports at a time. Then, 

the command prompt changes to "Enable or Disable Auto - MDl for port # (E/D)> ." Press "E" to 

enable the function. Press "D" to disable it. As the change is applied, the display on the 

screen is updated automatically.  

Q Return to the previous menu.  

 

Note:  The screen shows the port status; however, the status is not automatically 

updated. To display the latest status, press any key.  
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4.6.5. Port Configuration Extend  

On the Basic Switch Configuration Menu, pressing "e" opens the Port Configurat ion 

Menu, as shown in  Fig. 4 - 6- 22. On this screen, you can configure port status display 

settings and port settings.  

 

 

Fig. 4 - 6- 22 Port Configuration  
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 Basic Switch Configuration - > Port Configuration Extend Menu  

 

 Jumbo Status : Disabled  

 Port  Trunk      Type     Link     Port Name       EAP Pkt FW  

 ----   -----   -----------   ----   ---------------    -------------  

   1    ---       1000T     Down                      Disabled  

   2    ---       1000T     Down                      Disabled  

   3    ---       1000T     Down                      Disabled  

   4    ---       1000T     Down                      Disabled  

   5    ---       1000T     Down                      Disabled  

   6    ---       1000T     Down                      Disabled  

   7    ---       1000T     Down                      Disabled  

   8    ---       1000T     Down                      Disabled  

   9    ---       1000T     Down                      Disabled  

  10    ---       1000T     Down                      Disabled  

  11    ---       1000T     Down                      Disabled  

  12    ---       1000T     Down                      Disabled  

 --------------------------------  <COMMAND> -----------------------------------  

 [N]ext Page                            Set Port N[a]me  

 [P]revious Page                         Set [J]umbo Status  

 Set [E]AP Packet Forwarding            [Q]uit to previous menu  

 Command> 

 Enter the character in square brackets to select option  
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Screen Description  

Jumbo Shows the current jumbo frame settings.  

The factory default setting is "Disabled."  

Enabled Jumbo frame is enabled.  

Disabled Jumbo frame is disabled.  

Port  Shows the port number.  

Trunk Shows the group number for a trunked port.  

Type Shows the port type.  

100TX The port type is 10/100BASE - TX. 

1000T The port type is 10/100/1000BASE - T.  

1000X The port type is SFP extension port.  

Link  Shows the current link status.  

Up Link is established successfully.  

Down Link is not established.  

Port Name Shows the port name.  

EAP Pkt FW Shows the current  EAP Packet Forwarding settings .  

The factory default setting is ΓDisabledΔ. 

Enabled EAP Packet Forwarding is enabled.  

Disabled  EAP Packet Forwarding is disabled.  
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Available commands are listed below.  

N Show the next page.  

 Press "N." The screen shows the next port.  

P Show the previous page.  

 Press "P." The screen shows the previous port.  

E An EAP Packet forwarding can be assigned to each port.  

 Press " E." The command prompt changes to "Select port number to be changed>." Enter a port 

number you wish to change. Press "0" to change the settings of all ports at a time. Then, 

the command prompt changes to "  Enable or Disable EAP packet forwarding for port # (E/D)>." 

Press "E" to enable the function. Press "D" to disable it. As the change is applied, the 

display on the screen is updated automatically.  

A A name can be assigned to each port.  

 Press "A." The command prompt changes to "Select port number to be changed>." Enter a port 

number you wish to change. Press "0" to change the settings of all ports at a time. Then, 

the command prompt changes to "Enter port name string>." Enter a name you wish to assign. 

When you complete the setting change, the display on the screen is automatic ally updated.  

J Enable/disable the jumbo frame forwarding function.  

 Press " J." The command prompt changes to "  Enable or Disable jumbo status (E/D)>."  

Press "E" to enable the function . Press "D" to disable the function .  

Q Return to the previous menu.  

 

 

Note:  The screen shows the port status; however, the status is not automatically 

updated. To display the latest status, press any key.  
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4.6.6. Port Configuration Power Saving  

The MNO series power saving mode is our unique function for automatically detecting 

the port connection status and minimizing power consumption if not connected. This 

Switching Hub supports two modes: the Half mode for giving priority to connectivity 

with another device, and the Full mode for minimizing power consumption.  

On the Basic Switch Configuration Menu, pressing "o" opens the Port Configuration 

Power Saving Menu, as shown in Fig. 4 - 6- 23. On this screen, you can configure port 

status display and power saving  mode. 

 

 

Fig. 4 - 6- 23 Port Configuration Power Saving  
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 Basic Switch Configuration - > Port Configuration Power Saving Menu  

 

 Port  Link  Trunk     Type         Mode       Power - saving    EEE(802.3az)  

 ----   ----   -----   -----------   ------------   --------------   ------------  

   1   Down   ---       1000T     Auto            Half            Enabled  

   2   Down   ---       1000T     Auto            Half            Enabled  

   3   Down   ---       1000T     Auto            Half            Enabled  

   4   Down   ---       1000T     Auto            Half            Enabled  

   5   Down   ---       1000T     Auto            Half            Enabled  

   6   Down   ---       1000T     Auto            Half            Enabled  

   7   Down   ---       1000T     Auto             Half            Enabled  

   8   Down   ---       1000T     Auto            Half            Enabled  

   9   Down   ---       1000T     Auto            Half            Enabled  

  10   Down   ---       1000T     Auto            Half            Enabled  

  11   Down   ---       1000T     Auto            Half            Enabled  

  12   Down   ---       1000T     Auto            Half            Enabled  

 --------------------------------  <COMMAND> -----------------------------------  

 [N]ext Page                            Set [E]EE Status  

 [P]revious Page  

 Set Power [S]aving mode  

 [Q]uit to previous menu  

 Command> 

 Enter the character in square brackets to select option  
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Screen Description  

Port  Shows the port number. 

Link  Shows the current link status.  

Up Link is established successfully.  

Down Link is not established.  

Trunk Shows the group number for a trunked port.  

Type Shows the port type.  

100TX The port type is 10/100BASE - TX. 

1000T The port type is 10/100/1000BASE- T.  

1000X The port type is SFP extension port.  

Mode Shows the communication speed and full - duplex/half - duplex settings. The factory 

default setting is "Auto" for all ports.  

Auto Auto negotiation mode  

100- FDx(100F) 100 Mbps full - duplex 

100- HDx(100H) 100 Mbps half - duplex 

10- FDx(10F) 10 Mbps full - duplex 

10- HDx(10H) 10 Mbps half - duplex 

Power-  

saving 

Shows status of the MNO series power saving mode.  

The factory default setting is "Half" for all ports.  

Half  Power saving mode is enabled (Half).  

Full  Power saving mode is enabled (Full).  

Disabled Power saving mode is disabled.  

EEE(802.3a

z)  

Shows the current  EEE (Energy Efficient Ethernet) settings .  

The factory default setting is ΓDisabledΔ. 

Enabled EEE is enabled.  

Disabled  EEE is disabled.  
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Available commands are listed below.  

N Show the next page.  

 Press "N." The screen shows the next port.  

P Show the previous page.  

 Press "P." The screen shows the previous port.  

S Set the MNO series power saving mode. 

 Press "S." The command prompt changes to "Select port number to be changed>." Enter a port 

number you wish to change. Press "0" to change the settings of all ports at a time. Then, 

the command prompt changes to "Enter Power Saving mode for port (F/H/D)>." Press "E" to enable 

the mode. Press "D" to disable it. Press "H" to enable  the power saving mode of giving priority 

to connectivity with another device. As the change is applied, the display on the screen 

is updated automatically.  

E An EEE can be assigned to each port.  

 Press " E." The command prompt changes to "Select port number to be changed>." Enter a port 

number you wish to change. Press "0" to change the settings of all ports at a time. Then, 

the command prompt changes to "  Enable, Disable for Energy Efficient Ethernet(EEE 802.3az) 

(E/D)>." Press "E" to enable the function. Press "D" to disable it. As the change is applied, 

the display on the screen is updated automatically.  

Q Return to the previous menu.  
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4.6.7. System Security Configuration  
On the Basic Switch Configuration Menu, pressing "S" opens the System Security 

Configuration  screen, as shown in Fig. 4 - 6- 24. On this screen, you can configure the 

access control settings to this Switching Hub for configuration and management.  

 

 
Fig. 4 - 6- 24 System Security Configuration  
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 Basic Switch Configuration - > System Security Configuration  

 

 Console UI Idle Timeout:     5 Min.  

 Telnet UI Idle Timeout:      5 Min.  

 

 Telnet Server:               Enabled          Web Server Status: Disabled  

 SNMP Agent:                  Disabled  

 IP Setup Interface:          Enabled  

 Local User Name:             manager  

 Syslog Transmission:         Disabled 

 Login Method 1/2:            Local/None      Method 1 Fail Action:  Method 2  

 --------------------------------  <COMMAND> -----------------------------------  

 Set [C]onsole UI Time Out             Change Local User [N]ame  

 Set [T]elnet UI Time Ou t              Change Local [P]assword  

 Enable/Disable Te[l]net Server        [R]ADIUS Configuration  

 Enable/Disable [S]NMP Agent           L[o]gin Method  

 [I]P Setup Interface                  Login [M]ethod 1 Fail Action  

 Enable/Disable S[y]slog Transmis sion  SS[H] Server Configuration  

 Syslo[g] Transmission Configuration   LED [B]ase Mode Configuration  

 Telnet [A]ccess Limitation             [F]an Control Configuration  

 [Q]uit to previous menu                [W]eb Server Status  

 Command> 

 Enter the character in square brackets to select option  
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Screen Description  
Console UI Idle 

Time Out:  

Shows the idle timeout settings (in minutes) for terminating a console - connected 

session if no input is made. The factory default setting is 5 minutes.  

Telnet UI Idle 

Time Out:  

Shows the idle timeout settings (in minutes) for terminating a Telnet - connected 

session if no input is made.  

The factory default setting is 5 minutes.  

Telnet Server:  Shows the Telnet access settings.  

The factory default setting is "Enabled."  

Enabled Access is enabled.  

Disabled Access is disabled.  

Web Server:  Shows the Web access settings.  

The factory default setting is "Disabled."  

Enabled Access is enabled.  

Disabled Access is disabled.  

SNMP Agent: Shows the SNMP access settings.  

The factory default setting is "Disabled."  

Enabled Access is enabled.  

Disabled Access is disabled.  

IP Setup  

Interface:  

Shows the access settings for the IP address configuration software. The factory 

default setting is "Enabled." *  For instructions, refer to Appendix B.  

Enabled: Access is enabled.  

Disabled:  Access is disabled.  

Local User Name: Shows the current login user name.  

The factory default setting is "manager." 

Syslog 

Transmission:  

Shows the settings for sending system log s to the Syslog server .   

The factory default setting is " Disabled.".  

Enabled: Sends system log to the Syslog server .  

Disabled:  Does not send system log to the Syslog server .  

Login Method 1/2 Shows the method of verifying the user name and password at login.  

The factory default setting is "Local" for 1 and "None" for 2.  

Local  The user name and password set in this Switching Hub is used for 

login.  

RADIUS Authentication by RADIUS server is used for login.  

None Not used. (Only for Login Method 2.)  

Method 1 Fail 

Action  

Shows the action  after failed to authenticate for Method 1.  

The factory default setting is " Method 2".  

Method 2 After failed to authenticate for Method 1, Method 2 is used.  

Stop After failed to authenticate for Method 1, stop authenticating. 

But, in the case of no response from RADIUS server, Method 2 is 

used. 
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Available commands are listed below.  
C Configure the idle timeout settings for automatically terminating a console - connected session 

if no input is made.  

 Press "C." The command prompt changes to "Enter console idle timeout>." Enter a value from 

0 to 60 (minutes). Entering "0" disables the automatic termination.  

T Configure the idle timeout settings for automatically terminating a Telnet - connected session 

if no input is made.  

 Press "T." The command prompt changes to "Enter telnet idle timeout>." Enter a value from 

1 to 60 (minutes).  

N Edit the login user name.  

 Press "N." The command prompt changes to "Enter current password>." Enter the current 

password. After entering the correct passwor d, the command prompt changes to "Enter new 

name>." Enter a new user name in 12 one - byte characters.  

P Edit the login password.  

 Press "P." The command prompt changes to "Enter old password>." Enter the current password. 

After entering the correct password, the command prompt changes to "Enter new password>." 

Enter a new password in 12 one - byte characters. After entering the password, the command 

prompt changes to "Retype new password>" for confirmation. Enter the new password again.  

L Configure the Telnet access settings.  

 Press "L." The command prompt changes to "Enable or Disable telnet server(E/D)>."  

Press "E" to enable the access. Press "D" to disable the access.  

S Configure the SNMP access settings.  

 Press "S." The command prompt changes to "Enable or Disable SNMP Agent(E/D)>."  

Press "E" to enable the access. Press "D" to disable the access.  

Y Configure the Syslog transmission  settings.  

 Press " Y." The command prompt changes to "  Enable or Disable Syslog Transmission (E/D)>."  

Press "E" to enable the function . Press "D" to disable the function .  

R Configure the RADIUS server access settings for login authentication.  

 Press "R." The RADIUS Configuration Menu opens. For configuration details, refer to the next 

section (4.6.7. c).  

M Configure the action after failed to authenticate for Method 1.  

 Press " M." The command prompt changes to "  Enter Method 1 Fail Action (M/S)>."  

Press " M" to use Method 2.  Press " S" to stop authenticating .  

G Set Syslog transmission .  

 Press " G." The Syslog Transmission Configuration  Menu opens. For configuration details, 

refer to the next section (4.6.7. e).  

A Set Telnet accessible terminals.  

 Press "A." The Telnet Access Limitation Menu opens. For configuration details, refer to the 

next section (4.6.7.a).  

I  Configures the access settings for the IP address configuration software.  

 Press "I." The command prompt changes to "Enable or Disable IP setup interface (E/D)>."  

Press "E" to enable the access. Press "D" to disable the access.  

O Set the verification method of the login user name and password.  

 Press "O." The command prompt changes to "Enter manager entry number>." Press "1" to change 

the first login method. Press "2" to change the second login method. Then, the command prompt 

changes to the "Select the login method." Press "L" to use the user name and password set 

in the Switching Hub. Press "R" to use authentication by RADIU S. Press "N" for no setting.  

 

 

H Configure the SSH server settings.  

 Press " H." The SSH Server Configuration Menu opens.  For configuration details, refer to the 

next section  (4.6.7. g).  

B Configure the LED base mode settings.  
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 Press "B." The LED Basic Mode Configuration Menu opens.  For configuration details, refer 

to the next section  (4.6.7. h).  

F Configure the Fan Control  settings.  

 Press " F." The Fan Control  Configuration Menu opens.  For configuration details, refer to 

the next section  (4.6.7. i ).  

W Configure the Web access settings.  

 Press " W." The command prompt changes to "Enable or Disable WEB server (E/D)>."  

Press "E" to enable the access. Press "D" to disable the access.  

Q Return to the previous menu.  
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4.6.7.a. Telnet Access Limitation Configuration  
On the System Security Configuration Menu, pressing "A" opens the Telnet Access 

Limitatio n screen, as shown in Fig. 4 - 6- 25. In this screen, you can configure 

limitation of equipment accessing to this Switching Hub via Telnet.  

 

 
Fig. 4 - 6- 25 Telnet Access Limitation Configuration  

 

PN28480K Local Management System 

 System Security Configuration - > Telnet Access Limitation Menu  

 

 Telnet Access Limitation :   Disabled  

 

 No.     IP Address          Subnet Mask  

 ---    ---------------      ---------------  

  1     <empty>             <empty>  

  2     <empty>             <em pty> 

  3     <empty>             <empty>  

  4     <empty>             <empty>  

  5     <empty>             <empty>  

 --------------------------------  <COMMAND> -----------------------------------  

 

 [E]nable/Disable Telnet Access Limitation  

 [A]dd IP Address and Subnet Mask  

 [D]elete IP Address and Subnet Mask  

 [M]odify IP Address and Subnet Mask  

 [S]et IPv6 Access Limit ation  

 [Q]uit to previous menu  

 

 

 Command> 

 Enter the character in square brackets to select option  
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Available commands are listed below.  
E Enable/Disable the access limitation from Telnet.  

E Set the access limitation from Telnet to Enable.  

D Set the access limitation from Telnet to Disable.  

A Set an IP address to be permitted. Five ranges can be set up.  

 Press "A." The command prompt changes to "Enter IP address entry number>." Enter an IP address 

entry number between 1 and 5. The command prompt changes to "Enter IP address>." Enter an 

IP address to be permitted. If IP address is correct, the command prompt changes to "Enter 

subnet mask>." Enter a range of IP address you wish to permit acces sing with mask.  

 

(Setting example)  

No. IP Address Subnet Mask Access permitted IP address  

 --- --    ------------ ------- -    ---------- ------ ----- -- ---    

----------------------- --------------------- --------   

  1 192.168.1.10  255.255.255.255 192.168.1.10  

   (Only one unit can be accessed)  

  2 192.168.1.20  255.255.255.254 192.168.1.20, 192.168.1.21  

   (Two units can be accessed)  

  3 192.168.2.1  255.255.255.128 192.168.2.1 Έ 192.168.2.127 

   (127 units can be accessed)  

  4 192.168.3.1  255.255.255.0 192.168.3.1 Έ 192.168.3.254 

   (254 units can be accessed)  

 

D Delete a range of IP address that has been set up.  

 Press "D." The command prompt changes to "Enter IP address entry number>." Enter an IP address 

entry number you wish to delete.  

M Change a range of IP address that has been set up.  

 Press "M." The command prompt changes to "Enter IP address entry number>." Enter an IP address 

entry number between 1 and 5. The command prompt changes to "Enter IP address>." Enter an 

IP address that h as been set up. The command prompt changes to "Enter subnet mask>." Enter 

a range of IP address you wish to permit accessing with mask.  

S Set IPv6 Telnet Access Limitation settings.  

 Press " S." The IPv6 Telnet Access Limitation  Menu opens. For configuration details, refer 

to the next section (4.6.7. b).  

Q Return to the previous menu.  
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4.6.7.b. IPv6 Telnet  Access Limitation  
On the Telnet Access Limitation  Menu, pressing " S" opens the IP v6 Telnet Access 

Limitation  Menu, as shown in Fig. 4 - 6- 26. On this screen, you can configure limitation 

of equipment accessing to this Switching Hub via Telnet.  

 

 
Fig. 4 - 6- 26 IPv6 Telnet Access Limitation Configuration  
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 Telnet Access Limitation Menu - > IPv6 Telnet Access Limitation Menu  

 

 Telnet Access Limitation :   Enabled  

 

 No.     IPv6 Address                                 Prefixlen  

 ---    -----------------------------------------      ---------------  

  1     <empty >                                      <empty>  

  2     <empty>                                      <empty>  

  3     <empty>                                      <empty>  

  4     <empty>                                      <empty>  

  5     <empty>                                      <empty> 

 --------------------------------  <COMMAND> -----------------------------------  

 

 [E]nable/Disable Telnet Access Limitation  

 [A]dd IPv6 Address and Prefix Length  

 [D]elete IPv6 Address and Prefix Length  

 [M]odify IPv6 Add ress and Prefix Length  

 [Q]uit to previous menu  

 

 

 

 Command> 

 Enter the character in square brackets to select option  
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Available commands are listed below.  
E Enable/Disable the access limitation from IPv6 Telnet.  

E Set the access limitation from IPv6 Telnet to Enable.  

D Set the access limitation from IPv6 Telnet to Disable.  

A Set an IP v6 address to be permitted. Five ranges can be set up.  

 Press "A." The command prompt changes to "Enter IP v6 address entry number>." Enter an IP v6 

address entry number between 1 and 5. The command prompt changes to "Enter IP v6 address>." 

Enter an IP v6 address to be permitted. If IP v6 address is correct, the command prompt changes 

to "  Enter IPv6 Prefix Length>." Enter a range of IP v6 address you wis h to permit accessing 

with prefix length .  

Access permitted IP address  

 

(Setting example)  

No.    IPv6 Address      Prefixlen                  Access permitted IP address  

---    -------------  ------------------   -------------------------------  

 1     2001:1::1      128                 2001:1::1  

   (Only one unit can be accessed)  

 2     2001:2::1:1    127                2001:2::1:0 ⁸2001:1:2::1:1  

   (Two units can be accessed)  

 3     2001:3::1:1    126                 2001:3::1:0 2001:3::1:3  

   ( Four units can be accessed)  

4     2001:4::1:1    125               2001:4::1:0 2001:4::1:7  

   ( Eight  units can be accessed)  

 

D Delete a range of IP v6 address that has been set up.  

 Press "D." The command prompt changes to "Enter IP v6 address entry number>." Enter an IP v6 

address entry number you wish to delete.  

M Change a range of IP v6 address that has been set up.  

 Press "M." The command prompt changes to "Enter IP v6 address entry number>." Enter an IP v6 

address entry number between 1 and 5. The command prompt changes to "Enter IP v6 address>." 

Enter an IP v6 address that has been set up. The command prompt changes to "Enter IPv6 Prefix 

Length>." Enter a range of IP v6 address you wish to permit accessing with prefix length .  

Q Return to the previous menu.  
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4.6.7. c. RADIUS Configuration  
On the System Security Configuration Menu, pressing "R" opens the RADIUS 

Configuration  screen, as shown in Fig. 4 - 6- 27. On this screen, you can configure 

access setting to RADIUS server that is used in login authentication.  

 

 
Fig. 4 - 6- 27 RADIUS Configuration 

 

Screen Description  
NAS ID: Shows the authentication ID (NAS Identifier).  

Server IP 

Address: 

Shows the IP address of RADIUS server. 0.0.0.0 is displayed because no address 

is set on shipment.  

Shared Secret:  Shows the common key (Shared Secret) that is used in authentication. The same 

key must be set between the server side and the client side. In general, the system 

manager sets this common key. No common key is set at shipment.  

Response Time: Shows the maximum response time for authentication request to RADIUS server. The 

factory default se tting is 10 seconds.  

Max  

Retransmission:  

Shows the number of retransmission times for authentication request to RADIUS 

server. The factory default setting is 3 times.  
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 System Security Configuration - > RADIUS Configuration Menu 

 

 NAS ID: Nas1 

 

 Index Server IP address    Shared Secret     Response Time Max Retransmission  

 -----  -----------------  --------------------  -------------  ------------------  

   1   0.0.0.0                                  10 seconds        3  

   2   0.0.0.0                                  10 seconds        3  

   3   0.0.0.0                                  10 seconds        3  

   4   0.0.0.0                                  10 seconds        3  

   5   0.0.0.0                                  10 seconds        3  

 --------------------------------  <COMMAND> -----------------------------------  

 Set [N]AS ID  

 Set Server [I]P  

 Set Shared Se[c]ret  

 Set [E]ncrtpted Shared Secret  

 Set [R]esponse Time  

 Set [M]ax Retransmission  

 Set Server I[P]v6  

 [Q]uit to previous menu  

 

 Command> 

 Enter the character in square brackets to select option  
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Available commands are listed below.  
N Set a NAS ID (NAS Identifier).  

 Press "I." The command prompt changes to "Enter NAS ID>." Enter NAS ID within 16 one - byte 

characters.  

I  Set an IP address of RADIUS server.  

 Press " I ." The command prompt changes to "  Enter RADIUS server index>." Enter a  RADIUS server 

entry number between 1 and 5. The command prompt changes to "  Enter IP address for radius 

server> ." Enter a n IP address.  

C Set a common key of RADIUS server.  

 Press "C." The command prompt changes to " Enter RADIUS server index>." Enter a  RADIUS server 

entry number between 1 and 5. The command prompt changes to "Enter secret string for server>." 

Enter a common key within 20 one - byte characters.  

E Set a n encrypted common key of RADIUS server.  

 Press " E." The command prompt changes to " Enter RADIUS server index>." Enter a RADIUS server 

entry number between 1 and 5. The command prompt changes to " Enter secret string for server 

with encryption>." Enter a common key within 20 one - byte characters.  

R Set a re sponse time until the RADIUS server responds to authentication request.  

 Press "R." The command prompt changes to " Enter RADIUS server index>." Enter a RADIUS server 

entry number between 1 and 5. The command prompt changes to "Enter response time>." Ent er 

the response time with a value of 1 to 120 (seconds).  

M Set the maximum number of retransmission times for authentication request.  

 Press "M." The command prompt changes to " Enter RADIUS server index>." Enter a  RADIUS server 

entry number between 1 and 5. The command prompt changes to "Enter maximum retransmission>." 

Enter an integer number of 1 to 254.  

P Set IPv6 RADIUS Server settings.  

 Press " P." The IPv6 RADIUS Server Menu opens. For configuration details, refer to the next 

section (4.6.7. d).  

Q Return to the previous menu.  
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4.6.7.d. Set IPv6 RADIUS Server 
On the RADIUS Configuration Menu, pressing " P" opens the Set IPv6 RADIUS Server Menu, 

as shown in Fig. 4 - 6- 28. On this screen, you can configure access setting to RADIUS 

server that is used in login authentication.  

 

 
Fig. 4 - 6- 28 RADIUS Configuration 

 

Screen Description  
NAS ID: Shows the authentication ID (NAS Identifier).  

Server IP v6 

Address: 

Shows the IPv6 address of RADIUS server. ::  is displayed because no address is 

set on shipment.  

 

Available commands are listed below.  
N Set a NAS ID (NAS Identi fier).  

 Press " N." The command prompt changes to "Enter NAS ID>." Enter NAS ID within 16 one - byte 

characters.  

I  Set an IP v6 address of RADIUS server.  

 Press " I ." The command prompt changes to "  Enter RADIUS server index>." Enter a  RADIUS server 

entry number between 1 and 5. The command prompt changes to "  Enter new server IPv6 address> ." 

Enter a n IPv6 address.  

Q Return to the previous menu.  
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 System Security Configuration - > Set IPv6 RADIUS Server Menu  

 

 NAS ID: Nas1 

 

 Index Server IPv6 Address  

 -----  ----------------------------------------  

   1   ::  

   2   ::  

   3   ::  

   4   ::  

   5   ::  

 --------------------------------  <COMMAND> -----------------------------------  

 Set [N]AS ID  

 Set Server [I]Pv6  

 [Q]uit to previous menu  

 

 

 

 

 

 

 Command> 

 Enter the character in square brackets to select option  
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4.6.7.e. Syslog Transmission  Configuration  
On the System Security Configuration Menu, pressing " G" opens the Syslog Transmission 

Configuration  screen, as shown in Fig. 4 - 6- 29. On this screen, you can configure the 

setting of the Syslog server to which a system log I s sent .  

 

 
Fig. 4 - 6- 29 Syslog Configuration  

 

Screen Description  
Status  Shows the status of each entry .  

Enabled Setting of the entry is enabled.  

Disabled Setting of the entry is disabled.  

IP Address Shows the IP address of Syslog server.  

Facillity  Shows the value of Facillity .  

Include 

SysName/IP 

Shows information  to be added.  

SysName Adds the  SysName of this switch to the system log to be 

transmitted.  

IP address  Adds the  IP address  of this switch to the system log to be 

transmitted.  
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 System Security Configuration - > Syslog Transmission Configuration Menu  

 

 Syslog Server List:  

  No.     Status        IP Address       Facility     Include SysName/IP  

 ----   -----------    ---------------     ----------     ------------------  

   1   Disabled      0.0.0.0             Facility0  

   2   Disabled      0.0.0.0             Facility0  

 

 

 

 

 

 

 

 

 

 --------------------------------  <COMMAND> ---------------------------- -------  

 Set Server [S]tatus     Set Server [I]P             [Q]uit to previous menu  

 Set Server [F]acility   Set S[y]sName/IP Include    [C]lear Server Information  

 Set Server I[P]v6  

 

 Command> 

 Enter the character in square brackets to select option  
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Available commands are listed below.  
S Configure the  status of Syslog transmission.  

 Press " S." The command prompt changes to " Enter manager entry number>." Enter a  Syslog server 

entry number between 1 and 2.  The command prompt changes to " Enable or Disable Server (E/D)> ."  

Press "E" to enable the server . Press "D" to disable  it .  

F Set Facility .  

 Press " F." The command prompt changes to "  Enter manager entry number>." Enter a  Syslog server 

entry number between 1 and 2.  The command prompt changes to " Enter Server Facility>." Enter 

a value  of 0 to 7. (Local0 to  Local7)  

I  Set the IP address of Syslog server.  

 Press " I ." The command prompt changes to "  Enter manager entry number>." Enter a  Syslog server 

entry number between 1 and 2.  The command prompt changes to " Enter IP address for manager> ." 

Enter the IP address  of Syslog ser ver .  

Y Sent  information that is added to the system log to be transmitted.  

 Press " Y." The command prompt changes to "  Enter manager entry number>." Enter a  Syslog server 

entry number between 1 and 2.  The command prompt changes to " Enter Include Information> ." 

Press " S" t o add the SysName. Press " I " to add the IP address. Press " N" not to add the IP 

address.  

C Delete setting information of Syslog transmission .  

 Press " C." The command prompt changes to "  Enter manager entry number>." Enter a  Syslog server 

entry number between 1 and 2.  The command prompt changes to " Clear Syslog Server information> ." 

Press " Y" t o delete the server information . Press " N" not to delete it.  

P Set IPv6 Syslog Transmission settings.  

 Press " P." The IPv6 Syslog Transmission  Menu opens. For configuration details, refer to the 

next section (4.6.7. f ).  

Q Return to the previous menu.  
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4.6.7.f. Set IPv6 Syslog Server 
On the System Transmission Configuration Menu, pressing " P" opens the Set IPv6 Syslog 

Server screen, as shown in Fig. 4 - 6- 30. On this screen, you can configure the setting 

of the Syslog server to which a system log I s sent .  

 

 
Fig. 4 - 6- 30 Syslog Configuration  

 

Screen Description  
Server IP v6 

Address: 

Shows the IPv6 address of S yslog  server. ::  is displayed because no address is 

set on shipment.  

 

Available commands are listed below.  
I  Set a n IP v6 address of Syslog server.  

 Press " I ." The command prompt changes to "  Enter manager entry number>." Enter a  Syslog server 

entry number between 1 and 2.  The command prompt changes to " Enter new server IPv6 address> ." 

Enter the IPv6 address of the Syslog server .  

Q Return to the previous menu.  
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 System Security Configuration - > Set IPv6 Syslog Server Menu 

 

 Syslog Server List:  

  No.    IPv6 Address  

 ----   ----------------------------------------  

   1   ::  

   2   ::  

 

 

 

 

 

 

 

 

 

 --------------------------------  <COMMAND> -----------------------------------  

 Set Server [I]Pv6  

 [Q]uit to previous menu  

 

 

 Command> 

 Enter the character in square brackets to select option  
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4.6.7. g. SSH Server Configuration  
On the System Security Configuration, pressing "H" opens the SSH Server Configuration  

screen, as shown in Fig. 4 - 6- 31. On this screen, you can configure the SSH server 

setting. This Switching Hub supports SSHv2 only. Use and connect a client supporting 

SSHV2. 

 

 
Fig. 4 - 6- 31 SSH Server Configuration  

 

Screen Description  
SSH UI Idle 

Timeout 

Shows the idle timeout settings (in minutes) for terminating an SSH 

remote- connected session if no input is made.  

The factory default setting is 5 minutes.  

SSH Auth. Idle 

Timeout 

Shows the response time to SSH authentication.  

The factory default setting is 120 seconds.  

SSH Auth. 

Retries Time  

Shows the number of retries for SSH authentication.  

The factory default setting is 5 times.  

SSH Server Shows the SSH access settings.  

The factory default setting is "Disabled."  

Enabled(SSH) Access is enabled.  

Disabled Access is disabled.  

SSH Server key Shows the status of SSH server key.  

Key exists.  The server key exists.  

Key does not exist.  The server key does not exist.  
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 System Security Configuration - > SSH Server Configuration  

 

 SSH UI Idle Timeout:         5 Min.  

 SSH Auth. Idle Timeout:      120 Sec.  

 SSH Auth. Retries Time:      5  

 SSH Server:                  Disabled  

 SSH Server key:              Key does not exist.  

 

 

 

 

 

 

 

 

 

 

 --------------------------------  <COMMAND> -----------------------------------  

 [G]enerate SSH Server key              Enable/Disable SS[H] Server  

 Set SSH UI Time [O]ut                  Set SSH [A]uthentication Time Out  

 Set SSH Authentication [R]etries Time  [Q]uit to previous menu  

 Command> 

 Enter the character in square brackets to select option  
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Available commands are listed below.  
G Generate an SSH server key.  

 Press "G" to generate an SSH server key.  

H Configure the SSH access setting.  

 Press "H." The command prompt changes to "Enable or Disable SSH server (E/D)>."  

Press "E" to enable the access. Press "D" to disable the access.  

O Configure the idle timeout settings for automatically terminating an SSH- connected session if 

no input is made.  

 Press "O." The command prompt changes to "Enter SSH UI idle timeout>." Enter a value from 

1 to 60 (minutes).  

A Set the response time to SSH authentication.  

 Press "A." The command prompt changes to "Enter SSH authentication idle timeout>." Enter a 

value from 1 to 120 (seconds).  

R Set the number of retries for SSH authentication.  

 Press "R." The command prompt changes to "Enter SSH authentication retries time>." Enter a 

value from 0 to 5 (times).  

Q Return to the previous menu.  
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4.6.7. h. LED Base Mode Configuration  
On the System Security Configuration, pressing "B" opens the LED Base Mode 

Configuration screen,  as shown in Fig. 4 - 6- 32. On this screen, you can configure the 

LED base mode setting.  

 

 
Fig. 4 - 6- 32 LED Base Mode Configuration 

 

Screen Description  
System LED 

base- mode 

Shows the current LED base mode.  

This is set to the status mode (Status) on shipment.  

Status  Operating in status mode.  

Eco Operating in ECO mode. 

 

Available commands are listed below.  
B Change the LED base mode. 

 Press "B." The command prompt changes to "Select LED Base Mode (S/E)>." Press "S" to change 

the LED base mode to the status mode. Press "E" to change it to the ECO mode.  

Q Return to the previous menu.  

 

Note:  If the LED base mode is changed, the configuration information is saved and 

all settings are stored in a built - in memory. 
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 System Security Configuration - > LED Base Mode Configuration  

 

 System LED base- mode: Status 

 

 

 

 

 

 

 

 

 

 

 

 Note: Save Configuration to Flash will be executed when LED Base Mode changed.  

 

 --------------------------------  <COMMAND> --------------------------- --------  

 

 Set LED [B]ase Mode 

 [Q]uit to previous menu  

 

 Command> 

 Enter the character in square brackets to select option  
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4.6. 8. i . Fan Control  Configuration  
On the System Security Configuration, pressing " F" opens the Fan Control  

Configuration screen, as shown in Fig. 4 - 6- 33. On this screen, you can configure the 

Fan Control  setting.  

 

 
Fig. 4 - 6- 33 LED Base Mode Configuration 

 

Screen Description  
Fan Speed: Shows the current Fan Control  setting .  

This is set to the High speed on shipment.  

Low Sets the fan speed to Low.  

(For 40 degrees C support)  

High Sets the fan speed to High.  

(For 50 degrees C support)  

 

Available commands are listed below.  
F Change the Fan Control setting .  

 Press " F." The command prompt changes to " Select Fan Speed>." Press " 1" to change the Fan 

Control status  to High. Press " 2" to change it to Low.  

Q Return to the previous menu.  
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 System Security Configuration - > Fan Control Configuration  

 

 Fan Speed :                              High 

 

 

 

 

 

 

 

 

 

 

 

 

 --------------------------------  <COMMAND> -----------------------------------  

 

 Set [F]an Speed  

 [Q]uit to previous menu  

 

 Command> 

 Enter the character in square brackets to select option  
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4.6.8. Forwarding Database  
On the Basic Switch Configuration Menu, pressing "F" opens the Forwarding Database 

Informati on Menu, as shown in Fig. 4 - 6- 34. In this screen, a list of MAC address 

required for transferring packets that have been learned and recorded.  

Also, you can add or delete MAC address statically.  
 

 
Fig.4 - 6- 34 Forwarding Database 

 

Screen Description  
Static Address Table  Adds or deletes the MAC address of forwarding database.  

MAC Learning Sets to Auto/Off for the MAC address learning function of each port. 

If this is set to OFF, only MAC address registered in the Static 

Address Table is allowed for communications.  

Display MAC Address by Port  Shows all MAC addresses that have been registered.  

Quit to previous menu  Returns to the previous menu.  
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 Basic Switch Configuration - > Forwarding Database Menu 

 

 [S]tatic Address Table  

 M[A]C  Learning  

 Display MAC Address by [M]AC 

 [Q]uit to previous menu  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 Command> 

 Enter the character in square brackets to select option  

 



 

 95  

4.6.8.a. Adding or Deleting MAC Address  
On the Forwarding Database Information Menu, pressing "S" opens the Static Address 

Table Menu, as shown in Fig. 4 - 6- 35. In this screen, you can add or delete a MAC address 

statically.  

 
Fig. 4 - 6- 35 Adding or Deleting MAC Address  

 

Screen Description  
MAC Address Shows the MAC address in MAC address table.  

Port  Shows the port to which the MAC address belongs.  

VLAN ID Shows the VLAN ID to which the MAC address belongs.  

 

Available commands are listed below.  
N Show the next page.  

 Press "N." The screen shows the next page.  

P Show the previous page.  

 Press "P." The screen shows the previous page.  

A Register an additional MAC address.  

 Press "A." The command prompt changes to "Enter MAC Address(xx:xx:xx:xx:xx:xx)." Enter a MAC 

address to be added.  

D Delete a MAC address that has been registered.  

 Press "D." The command prompt changes to "Enter MAC Address(xx:xx:xx:xx:xx:xx)." Enter a MAC 

address to be deleted.  

Q Return to the previous menu.  
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 Forwarding Database Menu - > Static Address Table Menu  

 

    MAC Address       Port    VLAN ID  

 -----------------    ------    -------  

 Database is empty!  

 

 

 

 

 

 

 

 

 

 

 --------------------------------  <COMMAND> -----------------------------------  

 [N]ext Page                             [D]elete Entry  

 [P]revious Page                         [Q]uit to previous menu  

 [A]dd New Entry  

 

 

 Command> 

 Enter the character in sq uare brackets to select option  
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4.6.8.b. Setting MAC Address Auto - learning  
On the Forwarding Database Information Menu, pressing "A" opens the MAC Learning Menu, 

as shown in Fig. 4 - 6- 36. On this screen, you can configure the MAC address 

auto- learning setting for each port and limit the number of MAC address auto - learning.  
 

 
Fig. 4 - 6- 36 MAC Address Learning 

Screen Description  
Port  Shows the port number.  

MAC Learning Shows the status of MAC address auto - learning.  

Auto MAC address auto- learning is enabled. (Factory default setting)  

Disabled MAC address auto- learning is disabled.  

MAC Learning 

Limit  

Shows the limit number of MAC address auto - learning for each port.  

Disabled The number of MAC address auto- learning is not limited. (Factory 

default setting)  

1Έ256 Indicates the limit number of MAC address auto - learning.  
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Forwarding Database Menu - > MAC Learning Menu 

 

 Port   MAC Learning     MAC Learning Limit  

------   ------------     -------------------  

   1    Auto            Disabled  

   2    Auto            Disabled  

   3    Auto            Disabled  

   4    Auto            Disabled  

   5    Auto            Disabled  

   6    Auto            Disabled  

   7    Auto            Disabled  

   8    Auto            Disabled  

   9    Auto            Disabled  

  10    Auto            Disabled  

  11    Auto            D isabled  

  12    Auto            Disabled  

--------------------------------  <COMMAND> -----------------------------------  

[N]ext Page                             [S]et MAC Learning Mode  

[P]revious Page                         Set MAC Learning [L]imit  

[Q]uit to previous menu  

 

Command> 

Enter the character in square brackets to select option  
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Note:  If MAC address auto - learning is disabled, communication cannot be established 

unless MAC address is registered statistically.  

 

Note:  Assuming that the number of learned MAC addresses reaches the limit, and if 

a frame with new source MAC address that has not been learned is received, 

this frame is discarded. To set the limit value, MAC address auto - learning 

must be enabled. Static MAC address is not inclu ded in the limit value.  

 

 

Available commands are listed below.  

N Show the next page.  

 Press "N." The screen shows the next port.  

P Show the previous page.  

 Press "P." The screen shows the previous port.  

S Switches the status of auto- learning.  

 Press "S." The command prompt changes to "Select Port Number to be changed>." Enter a port 

number you wish to change the setting. Then, the command prompt changes to "Change MAC Learning 

Mode for port # (specified port number)>." Press "A" to enable auto - learning. Press "D" to 

disable the mode.  

L Set the limit number of MAC address auto - learning.  

  Press "L." The command prompt changes to "Select Port Number to be changed>." Enter a port 

number you wish to change setti ng. Then, the command prompt changes to "Enable or Disable 

MAC Learning Limit status for port # (specified port number) (E/D ) >." Press "E" to set a limit 

value for the number of auto - learning. Then, the command prompt changes to "Enter MAC Limit 

number>." Enter a value of 1 to 256. Press "D" not to set a limit for the number of auto - learning.  

Q Return to the previous menu.  
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4.6.8.c. Displaying All MAC Addresses  
On the Forwarding Database Information Menu, pressing "M" opens the Display MAC 

Address by MAC screen, as shown in Fig. 4 - 6- 37. In this screen, you can display all 

MAC address tables in this Switching Hub.  
 

 
Fig. 4 - 6- 37 Displaying All MAC Addresses  

Screen Description  
Age- Out Time:  Shows a time to store MAC address table. It is equal to the time after receiving 

the last packet. The factory default setting is 300 seconds (5 minutes).  

MAC Address Shows the MAC address in MAC address table.  

Port  Shows the port to which the MAC address has belonged.  

 

Available commands are listed below.  
N Show the next page.  

 Press "N." The screen shows the next port.  

P Show the previous page.  

 Press "P." The screen shows the previous port.  

A Set a time to store MAC address.  

 Press "A." The command prompt changes to "Enter Age - Out time>." Enter Age - Out time with a 

value of 10 to 1000000 (seconds).  

Q Return to the previous menu.  
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 Forwarding Database Menu - > Display MAC Address by MAC 

 

 Age- Out Time:    300 Sec.  

 

    MAC Address       Port  

 -----------------     ----  

 xx:xx:xx:xx:xx:xx     CPU  

 

 

 

 

 

 

 

 

 

 --------------------------------  <COMMAND> -----------------------------------  

 [N]ext Page                             Set [A]ge - Out Time 

 [P]revious Page                         [Q]uit to previous menu  

 

 

 Command> 

 Enter the character in square brackets  to select option  
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4.6.9. Time Configuration  
In this Switching Hub, it is possible to set the exact time by synchronizing the 

internal clock to an external SNTP server's clock with a support of SNTP (Simple 

Network Time Protocol).  

On the Basic Switch Configuration Menu, pressing "T" opens the Time Configurati on 

Menu, as shown in Fig. 4 - 6- 38. In this screen, you can configure the time setting 

and time synchronization setting by SNTP.  

 

 
Fig. 4 - 6- 38 Configuring of Time Synchronization Function:  

before configuration  
 

 

PN28480K Local Management System 

Basic Switch Configuration - > Time Configuration Menu  

 

Time ( HH:MM:SS )   : 12:13:13  

Date ( YYYY/MM/DD ) : 2001/01/01    Monday  

 

SNTP Server IP        : 0.0.0.0  

SNTP Server IPv6      : ::  

SNTP Polling Interval : 1440 Min  

Time Zone : (GMT+09:00) Osaka,Sapporo,Tokyo 

Daylight Saving       : N/A  

 

--------------------------------  <COMMAND> -----------------------------------  

Set [C]lock Time  

Set SNTP Server I[P]  

Set SNTP [I]nterval  

Set Time [Z]one  

S[e]t Daylight Saving  

Set SNTP [S]erver IPv6  

[Q]uit to previous menu 

 

 

Command> 

  Enter the character in square brackets to select option  

 



 

 100  

 
Fig. 4 - 6- 39 Configuring of Time Synchronization Function:  

after configuration  
 

Screen Description  
Time (HH:MM:SS): Shows the time of internal clock.  

Date (YYYY/MM/DD): Shows the date of internal clock.  

SNTP Server IP Shows the IP address of SNTP server for time synchronization.  

SNTP Server IPv6 Shows the IPv6 address of SNTP server for time synchronization.  

SNTP Polling Interval  Shows an interval of time synchronization with SNTP server.  

Time Zone: Shows the time zone.  

Daylight Saving:  Shows the application status of Daylight Saving (Summer time).  

 

PN28480K Local Management System  

Basic Switch Configuration - > Time Configuration Menu  

 

 Time ( HH:MM:SS )   : 10:20:33  

 Date ( YYYY/MM/DD ) : 2009/04/01     Wednesday  

 

SNTP Server IP        : 192.168.0.2  

SNTP Server IPv6      : ::  

 SNTP Polling Interval : 1440 Min  

 Time Zone : (GMT+09:00) Osaka,Sapporo,Tokyo 

 Daylight Saving       : N/A  

 

 --------------------------------  <COMMAND> -----------------------------------  

 Set [C]lock Time  

 Set SNTP Server I[P]  

 Set SNTP [I]nterval  

 Set Time [Z]one  

 S[e]t Daylight Saving  

 Set SNTP [S]erver IPv6  

 [Q]uit to previous menu  

 

 

 Command> 

 Enter the character in square brackets to select option  

 

 Login Menu 

 

 Login:  
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Available commands are listed below. 
C Set the time of internal clock of this Switching Hub.  

 Press "C." The command prompt changes to "Enter Date(Year) >" and enter a year. Then, the 

command prompt changes to "Enter Date(Month) >" and enter a month. Then, the command prompt 

changes to "Enter Date(Day) >" and enter a day. Then, the command prompt changes to "Enter 

Time(Hour) >" and enter an hour. Then, the command prompt changes to "Enter Time(Minute) 

>" and enter a minute. Then, the command prompt changes to "Enter Time(Sec) >" and enter 

a second.  

P Set an IP address of SNTP server.  

 Press "P." The command prompt changes to "Enter new IP address>." Enter an IP address of 

SNTP server. 

I  Set an interval of time synchronization with SNTP server.  

 Press "I." The command prompt changes to "Enter Interval Time>." Enter an interval of time 

synchronization with SNTP server with a value of 1 to 1440 (minutes).  

The factory default setting is 1440 minutes (1 day).  

E Set the application status of Daylight Saving (Summer time).  

 Press "E." The command prompt changes to "Enable or Disable Daylight Saving (E/D)>." Enter 

"E" to use daylight saving time. Press "D" not to use it.  

When the time zone is set to where daylight saving time is not applied, this setting is n ot 

available.  

When this Switching Hub is used domestically, this setting is not required.  

Z Set the time zone.  

 Press "Z." A list of time zones is displayed. Specify a time zone you wish to set.  

When this Switching Hub is used domestically, change of time zone is not required as the 

factory default setting is "(GMT+09:00) Osaka, Sapporo,  Tokyo."  

S Set a n IPv6 address of SNTP server.  

 Press " S." The command prompt changes to "  Enter new server IPv6 address>." Enter an IP v6 

address of SNTP server.  

Q Return to the previous menu.  

 

Note:  If SNTP server is located outside of firewall, connection with SNTP server 

may be blocked depending on settings by a system administrator.  

For details, ask your system administrator.  

If you wish to disable time synchronization function, set SNTP server IP to 

0.0.0.0.  or ::.  
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4.6.10. ARP Table  
On the Basic Switch Configuration Menu, pressing "R" opens the ARP Table  screen, as 

shown in F ig. 4 - 6- 40. In this screen, you can refer and configure ARP table.  

 

 
Fig. 4 - 6- 40 ARP Table 

 

Screen Description  
Sorting Method  Shows the order of displaying.  

By IP Shows the table in the order of IP address.  

By Static  Shows manually- set addresses.  

By Dynamic Shows auto- learned addresses.  

ARP Age Timeout Shows the age- out time of ARP table.  

IP Address Shows the IP address on ARP table.  

Hardware Address Shows the hardware address on ARP table.  

Type Shows the type on ARP table.  

Static  The address is manually set.  

Dynamic The address is auto - learned.  
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 Basic Switch Configuration - > ARP Table 

 

 Sorting Method :   By IP  

 ARP Age Timeout : 7200  seconds  

   IP Address      Hardware Address     Type  

 ---------------    -----------------    -------  

 

 

 

 

 

 

 

 

 

 

 --------------------------------  <COMMAND> -----------------------------------  

 [N]ext Page                           [S]orting Entry Method  

 [P]revious Page                       [A]dd/Modify Static Entry  

 Set ARP Age [T]imeout                 [D]elete Entry  

 [Q]uit to previous menu  

 Command> 

 Enter the character in square brackets to select option  
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Available commands are listed below.  
N Show the next page.  

 Press "N." The screen shows the next page.  

P Show the previous page.  

 Press "P." The screen shows the previous page.  

T Set the age - out time of ARP table.  

 Press "T." The command prompt changes to "Enter ARP age timeout value >." Enter the age - out 

time of ARP table with a value of 30 to 86400 (seconds).  

S Select the order of displaying ARP table.  

 Press "S." The command prompt changes to "Select method for sorting entry to display (I/T)>." 

Press "I" to display in the order of IP  address. Press "T" to display in the order of type. 

If "T" is selected, the command prompt changes to "Select type for sorting entry to display 

(S/D)>." Press "S" to display manually - set addresses. Press "D" to display auto - leaned 

addresses.  

A Add/modify an entry of ARP table.  

 Press "A." The command prompt changes to "Enter IP address>." Enter an IP address. Then, 

the command prompt changes to "Enter Hardware address>." Enter a MAC address as 

"**:**:**:**:**:**".  

D Delete an entry of ARP tab le.  

 Press "D." The command prompt changes to "Enter IP address>." Enter an IP address.  

Q Return to the previous menu.  

 

 
  



 

 104  

4.6.1 1. NDP Table 
On the Basic Switch Configuration Menu, pressing " D" opens the NDP Table screen, as 

shown in Fig. 4 - 6- 41. In this screen, you can refer and configure NDP table.  

 

 
Fig. 4 - 6- 41 NDP Table 

 

Screen Description  
Sorting Method  Shows the order of displaying.  

By IP Shows the table in the order of IP v6 address.  

By MAC Shows the table in the order of MAC address.  

By Static  Shows manually- set addresses.  

By Dynamic Shows auto- learned addresses.  

Type Shows the type on ARP table.  

Static  The address is manually set.  

Dynamic The address is auto - learned.  

NDP Reachable Time Shows the NDP Reachable time.  

NDP State Time Shows the NDP Stale time .  

IPv6 Address Shows the IPv6 Address on NDP table.  

Hardware Address Shows the hardware address on NDP table.  

Status  Shows the IPv6 neighbor cache. 

Type Shows the type on NDP table.  

Static  The address is manually set.  

Dynamic The address is auto - learned.  
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 Basic Switch Configuration - > NDP Table 

 

 Sorting Method:     By IP  

 NDP Reachable Time: 30 Seconds          NDP Stale Time: 600 Seconds  

   IPv6 Address                          Hardware Address  Status     Type  

 ---------------------------------------  -----------------  ----------  -------  

 

 

 

 

 

 

 

 

 

 

 --------------------------------  <COMMAND> -----------------------------------  

 [N]ext Page                           [A]dd/Modify Static Entry  

 [P]revious Page                       [D]elete Entry  

 Set NDP [R]eachable Time              [S]orting Entry Method  

 Set NDP Stale [T]ime                  [Q]uit to previous menu  

 Command> 

 Enter the character in square brackets to select option  
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Available commands are listed below.  
N Show the next page.  

 Press "N." The screen shows the next page.  

P Show the previous page.  

 Press "P." The screen shows the previous page.  

R Set the IPv6 Reachable time  of NDP table.  

 Press " R." The command prompt changes to "  Enter NDP reachable time value> ." Enter the IPv6 

Reachable time of NDP table with a value of 30 to 86400 (seconds).  

T Set the IPv6 Stale  time of NDP table.  

 Press " T." The command prompt changes to "  Enter NDP stale  time value> ." Enter the IPv6 Stale 

time of NDP table with a value of 0 to 86400 (seconds).  

A Add/modify an entry of NDP table.  

 Press "A." The command prompt changes to "Enter IP v6 address>." Enter an IP v6 address. Then, 

the command prompt changes to "Enter Hardware address>." Enter a MAC address as 

"**:**:**:**:**:**".  

D Delete an entry of NDP table.  

 Press "D." The command prompt changes to "Enter IP v6 address>." Enter an IP v6 address.  

S Select the order of displaying NDP table.  

 Press "S." The command prompt changes to "  Select method for sorting entry to display (I/M/D/S) 

>." Press "I" to display in the order of IP v6 address. Press " M" to display in the order 

of MAC address.  Press "D" to display auto - leaned addresses.  Press "S" to display manually - set 

addresses.  

Q Return to the previous menu.  
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4.7. Advanced Switch Configuration  

On the Main Menu, pressing "A" opens the Advanced Switch Configuration Menu, as shown 

in Fig. 4 - 7- 1. On this screen, you can configure settings of VLAN, link aggregation, 

port monitoring, access control, storm control, QoS, storm control, 802.1X Port Based 

Access Control, loop detection/shut - off,  port grouping , digital diagnostic 

monitoring,  and static multicast address  functions.  

 
Fig. 4 - 7- 1 Advanced Switch Configuration  

 

Screen Description  
VLAN Management Configures VLAN function setting.  

Link Aggregation  Configures Link Aggregation setting.  

Port Monitoring Configuration  Configures Port Monitoring (mirroring) setting.  

Access Control Configuration  Configures Access Control setting.  

Quality of Service Configuration  Configures QoS setting.  

Storm Control Configuration  Configures Storm Control function setting.  

802.1X Port Based Access Control 

Configuration  

Configures IEEE802.1X Port Based Access Control setting.  

Loop Detection Configuration  Configures Loop Detection/Shut - off setting.  

Port Group Configuration  Configures Port Grouping setting.  

Digital Diagnostic Monitoring  Configures Digital Diagnostic Monitoring setting. SFP 

module monitored must support SFF - 8472(DMI: Diagnostic 

Monitoring Interface).  

Static Multicast Address 

Configuration  

Configures Static Multicast Address setting.  

Quit to previous menu  Quits the Advanced Switch Configuration Menu and returns to 

the Main menu. 
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 Main Menu - > Advaneced Switch Configuration Menu  

 

 

 [V]LAN Management 

 [L]ink Aggregation  

 Port [M]onitoring Configuration  

 [A]ccess Control Configuration  

 Quality of Service [C]onfiguration  

 St[o]rm Control Configuration  

 802.1[X] Port Based Access Control Configuration  

 Loop [D]etection Configuration Men u 

 [P]ort Group Configuration  

 Di[g]ital Diagnostic Monitoring  

 Static M[u]lticast Address Configuration  

 [Q]uit to previous menu  

 

 

 

 

 

 

 Command> 

 Enter the character in square brackets to select option  
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4.7.1. VLAN Management 

 

4.7.1.a. Features  

 ̧ Corresponding to IEEE802.1Q compatible Tag VLAN, a frame can be sent with a VLAN 

tag (hereinafter referred to as just "tag").  

 

 ̧ Having two different parameters of VLAN ID and PVID, forwarding destination of 

an untagged frame is determined by a combination of these parameters.  

 

 ̧ VLAN ID 

VLAN ID is a VLAN identifier placed on each frame in  processing tagged frames. 

As for an untagged frame, ports are divided into groups by this ID, and the 

forwarding destination of the frame is determined by referring to this ID. 

Multiple VLANs can be assigned to each port.  

 

 ̧ PVID (Port VLAN ID)  

Only one PVID can be set to each port. When an untagged frame is received, this 

ID determines to which VLAN the frame should be forwarded. As for a tagged frame, 

this ID is not referred and VLAN ID in the tag is used instead.  
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4.7.1.b. VLAN Management Menu 

On the Advanced Switch Configuration Menu, pressing "V" opens the VLAN Management 

Menu, as shown in Fig. 4 - 7- 2. On this screen, you can configure VLAN - related settings.  

 

Fig. 4 - 7- 2 VLAN Management Menu 

Screen Description  

Internet 

Mansion 

Shows the status of Internet Mansion mode. 

Enabled Internet Mansion mode is enabled.  

Disabled Internet Mansion mode is disabled. (Factory default setting)  

Uplink  Indicates the uplink port when Internet Mansion mode is enabled.  

VLAN ID Shows the VLAN ID of VLAN. 

VLAN Name Shows the VLAN name being configured.  

VLAN Type Shows the type of VLAN.  

Permanent Indicates that the VLAN is the one of initial setting. This VLAN cannot 

be deleted.  

Static  Indicates that the VLAN is the newly configured one.  

Mgmt Shows whether the VLAN is a management VLAN or not.  

UP A management VLAN that is allowed to communicate with CPU.  

DOWN Not a management VLAN. 

PN28480K Local Management System 

 Advanced Switch Configuration - > VLAN Management Menu 

 

 Total VLANs : 1  

 Internet Mansion : Disabled                Uplink      :  

 VLAN ID  VLAN Name                         VLAN Type    Mgmt  

 -------   --------------------------------   ----------    ----  

 1                                          Permanent    UP  

 

 

 

 

 

 

 

 

 --------------------------------  <COMMAND> -------------------- ---------------  

 [N]ext Page                C[o]nfig VLAN Member        Set [M]anagement Status  

 [P]revious Page            [S]et Port Config           [D]elete VLAN  

 [C]reate VLAN              Set [I]nternet Mansion      [Q]uit to previous menu  

 

 

 Command> 

 Enter the character in square brackets to select option  
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Available commands are listed below.  

N Show the next page.  

 Press "N." The screen shows the next page.  

P Show the previous page.  

 Press "P." The screen shows the previous page.  

C Go to the screen for creating VLAN.  

 Press "C." The VLAN Create Menu opens. For details, refer to the next section (4.7.1.c).  

D Delete a VLAN. 

 Press "D." The command prompt changes to "Enter VLAN ID>." Enter VLAN ID you wish to delete 

with a value of 2 to 4094.  

M Set the management VLAN. 

 Press "M." The command prompt changes to "Enter index number>." Enter a VLAN ID you wish 

to configure as a management VLAN with a value of 1 to 4094.  

I  Set the Internet Mansion mode.  

 Press "I." The command prompt changes to "Enable or Disable Internet Mansion Function? 

(E/D) >." Press "E" to enable the function. Press "D" to disable it. If "E" is selected, t he 

command prompt changes to "Uplink port?>." Enter a port number you wish to configure as an 

uplink port.  

This function enables to configure all settings needed for the Internet mansion environment. 

Ports other than that designated as an uplink port are set as downlink ports. Communications 

between downlink ports are shut off. Therefore, it becomes possible to ensure security 

between each resident.  

(There are some constra ined conditions for use. Please make configuration after confirming 

the notes.)  

O Go to the screen for changing VLAN.  

 Press "O." The command prompt changes to "Enter VLAN ID>." Enter a VLAN ID you wish to 

configure with a value of 1 to 4094. Then, the VLAN Modification Menu opens. For details, 

refer to the next section (4.7.1.d).  

S Set and confirm PVID by port.  

 Press "S." The VLAN Port Configuration Menu opens. For details, refer to the next section 

(4.7.1.e).  

Q Return to the previous menu. 

 

Note:  VLAN 1 is set on shipment, and all ports belong to this VLAN.  

Also, the management VLAN is enabled.  
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Note:  When creating a new VLAN, PVID (after - mentioned) is not changed in conjunction 

with this new creation. After registering VLAN on this screen, make sure to 

confirm the configuration operation and content on the configuration screen 

in Fig. 4 - 7- 4 and Fig. 4 - 7- 5.  

On deletion, you cannot delete a VLAN whose ID is remained as a PVID. Delete 

the VLAN after changing the PVID to another ID.  

 

Note:  When Internet Mansion mode is enabled, there are constrained conditions as 

the followings.  

Please use the Switching Hub after confirming these constrained conditions.  

(1) Combined usage with Link Aggregation is not possible.  

(2) Static registration to MAC Address table is not possible.  

(3) Combined usage with MAC Learning is not possible.  

(4) Only the uplink port belongs to  management VLAN. 
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4.7.1.c. VLAN Creation Menu  

On the VLAN Management Menu, pressing "C" opens the VLAN Creation Menu , as shown 

in Fig. 4 - 7- 3. On this screen, you can create VLAN.  

 

 

Fig. 4 - 7- 3 VLAN Creation Menu 

 

Screen Description  

VLAN ID Shows the VLAN ID. 

VLAN Name Shows the VLAN name. 

Port Member Shows the port number of the VLAN member.  
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 VLAN Management - > VLAN Creation Menu 

 

 VLAN ID        :  

 VLAN Name      :  

 

 Port Members   :  

 

  --------------------------------  <COMMAND> -----------------------------------  

 Set [V]LAN ID  

 Set VLAN [N]ame 

 Select [P]ort Member  

 [A]pply  

 [Q]uit to previous menu  

 

 

 

 

 

 

 

 

 Command> 

 Enter the character in square brackets to select option  
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Available commands are listed below.  

S Set a VLAN ID (VLAN Identifier).  

 Press "S." The command prompt changes to "Enter VLAN ID>." Enter a VLAN ID.  

N Set a name of VLAN. 

 Press "N." The command prompt changes to "Enter VLAN name>." Enter a VLAN name within 30 one - byte 

characters.  

P Set a member of VLAN. 

 Press "P." The command prompt changes to "Enter egress port number>." Enter a port number you 

wish to set. When entering multiple port numbers, delimit with comma with no space, or hyphenate 

the continuous numbers.  

A Create VLAN.  

 Press "A" to apply the setting.  

Q Return to the previous menu.  

 

Note:  After setting a VLAN, make sure to press "A" to apply the setting. If you press 

"Q" without pressing "A," the setting will be discarded and VLAN will not be 

created.  
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4.7.1.d. VLAN Modification Menu  

On the VLAN Management Menu, pressing "o" and specifying target VLAN ID open the VLAN 

Modification Menu, as shown in Fig. 4 - 7- 4. On this screen, you can modify VLAN - related 

setting information.  

 

 

Fig. 4 - 7- 4 VLAN Modification Menu  

 

Screen Description  

VLAN ID Shows the VLAN ID. 

VLAN Name Shows the VLAN name. 

Port Member Shows the port number of the VLAN member.  

Untagged Port:  Shows the port without adding VLAN tags.  
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 VLAN Management - > VLAN Modification Menu  

 

 VLAN ID        : 1  

 VLAN Name      :  

 

 Port Members   : 1 - 48 

 Untagged Ports : 1 - 48 

 

  --------------------------------  <COMMAND> -----------------------------------  

 Set VLAN [N]ame 

 Select [P]ort Member  

 [A]pply  

 [Q]uit to previous menu  

 

 

 

 

 

 

 

 

 Command> 

 Enter the character in square brackets to select option  
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Available commands are listed below.  

N Set a name of VLAN. 

 Press "N." The command prompt changes to "Enter VLAN name>." Enter a VLAN name within 30 one - byte 

characters.  

P Set a member of VLAN. 

 Press "P." The command prompt changes to "Enter egress port number>." Enter a port number you 

wish to set.  

When entering multiple port numbers, delimit with comma with no space, or hyphenate the 

continuous numbers.  

A Apply modification of VLAN configuration.  

 Press "A" to apply the setting.  

Q Return to the previous menu.  
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4.7.1.e. VLAN Port Configuration Menu  
On the VLAN Management Menu, pressing "S" opens the VLAN Port Configuration Menu, 

as shown in Fig. 4 - 7- 5. In this screen, you can configure VLAN - related settings by 

port.  

 

 
Fig. 4 - 7- 5 VLAN Port Configuration Menu  

 

Screen Description  
Port  Shows the port number.  

PVID Shows the PVID (Port VLAN ID) being set to the port. PVID indicates VLAN ID to 

which an untagged packet should be forwarded when it is received. The factory 

default setting is 1.  

When a tagged packet is received, destination port will be determined according 

to the tag, regardless of PVID.  

Acceptable Type Shows the type of received frame.  

Admit All  Receives all frames.  

Tagged Only Receives only VLAN- tagged frames.  
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 VLAN Management - > VLAN Port Configuration Menu  

 

 Port  PVID  Acceptable Frame Type  

 ----   ----   ---------------------  

  1    1     Admit All  

  2    1     Admit All  

  3    1     Admit All  

  4    1     Admit All  

  5    1     Admit All  

  6    1     Admit Al l  

  7    1     Admit All  

  8    1     Admit All  

 

  --------------------------------  <COMMAND> -----------------------------------  

 

 [N]ext page               Set [F]rame Type  

 [P]revious Page           Set Port [V]ID  

 [Q]uit  

 

 

 

 Command> 

 Enter the character in square brackets to select option  
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Available commands are listed below.  
N Show the next page.  

 Press "N." The screen shows the next page.  

P Show the previous page.  

 Press "P." The screen shows the previous page.  

V Configure PVID settings.  

 Press "V." The command prompt changes to "Enter port number>." Enter a port number you wish 

to configure. Then, the command prompt changes to "Enter PVID for port #>." Enter a PVID 

with a value of 1 to 4094.  

F Set the type of received frame.  

 

 

Press "F." The command prompt changes to "Enter port number>." Enter a port number you wish 

to configure. Then, the command prompt changes to "Select port acceptable frame type (A/T)>." 

Enter "A" to receive all frames. Enter "T" to receive only tagged frames.  

Q Return to the previous menu.  

 

Note:  In this Switching Hub, multiple VLANs can be assigned to one port. If a new 

VLAN is created, a port will belong to both existing VLAN and new VLAN. To 

divide the  domains, make sure to delete the port from the existing VLAN.  
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4.7.2. Link Aggregation  
 

4.7.2.a .  About Link Aggregation  
Link aggregation is a function that can increase redundancy of network paths and 

bandwidth between Switching Hubs by grouping multiple ports to a trunk for connection.  

 

In this Switching Hub, up to 8 ports can be assigned to 1 group, and 8 groups can 

be created.  

 

When using both Link Aggregati on and Access Control functions, assign a practical 

physical port number to a port list of access control, not a logical port created 

in Link Aggregation. For details, refer to 4.7.4.  

 

Note:  If port communication modes are mixed, Link Aggregation cannot be confi gured. 

In addition, Link Aggregation and Internet Mansion mode cannot be used 

simultaneously.  

 

Note:  Depending on number of ports in a group or the traffic condition, traffic may 

not be assigned uniformly to all the ports.  

 

Note:  If you shutdown one of the ports where  the Link Agregation is configured,  this 

action shutdowns  all the ports of the same group m ember of the Link 

Aggregation.  
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4.7.2 . b. Link Aggregation Menu  
On the Advanced Switch Configuration Menu, pressing "L" opens the Trunk Configuration 

Menu, as shown in Fig. 4 - 7- 6. On this screen, you can configure Link Aggregation 

settings.  

 

 
Fi g. 4 - 7- 6 Link Aggregation Menu  

 

Screen Description  
Group Shows the group number of trunking.  

Status  Shows the status of each group.  

Enabled Link Aggregation is enabled.  

Disabled Link Aggregation is disabled.  

Port Members Shows the list of target ports in the group.  

 

Available commands are listed below.  
A Add a port to a group member.  

 Press "A." The command prompt changes to "Enter trunk group number>." Enter a target group 

number with a value of 1 to 8. Then, the command prompt changes to "Enter port members for 

group x>." Enter a port number to be added.  

When entering multiple port numbers, delimit with comma with no space, or hyphenate the 

continuous numbers.  

R Delete a group.  

 Press "R." The command prompt changes to "Enter trunk group number>." Enter a target group 

number with a value of 1 to 8.  

Q Return to the previous menu.  
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 Advanced Switch Configuration - > Link Aggregation Menu  

 

 Group   Status    Port Members  

 -----   --------   -------------------------------  

  1     Disabled  

  2     Disabled  

  3     Disabled  

  4     Disabled  

  5     Disabled  

  6     Disabled  

  7     Disabled  

  8     Disabled  

 

 --------------------------------  <COMMAND> -----------------------------------  

 [A]dd Trunk Group  

 [R]emove Trunk Group 

 [Q]uit to previous menu  

 

 

 

 

 Command> 

 Enter the character in square brackets to select option  
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4.7.3. Port Monitoring Configuration Menu  
On the Advanced Switch Configuration Menu, pressing "M" opens the Port Monitoring 

Configuration Menu, as shown in Fig. 4 - 7- 7. To analyze communications, such as by 

protocol analyzer, in this Switching Hub, you can monitor packets between other ports 

that are normally filtered and cannot be monitored. On this screen, you can configure 

port monitoring settings.  

 

 
Fig. 4 - 7- 7 Port Monitoring Configuration  
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 Advanced Switch Configuration - > Port Monitor Configuration Menu  

 

 Monitoring Port                        Be Monitored Port(s)  

 ---------------     -----------------------------------------------------------  

        1            2  

 

 Direction             Status  

 ---------           -------------  

   Both                Disabled  

 

 

 --------------------------------  <COMMAND> ---------- -------------------------  

 [S]et Monitoring Port  

 Set Ports to be [M]onitored  

 Set Traffic [D]irection  

 [C]hange Mirror Status  

 [Q]uit to previous menu  

 

 

 

 

 Command> 

 Enter the character in square brackets to select option  
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Screen Description  
Monitoring Port  Shows the destination port number of data to be monitored.  

Be Monitored Port(s)  Shows the target port number to be monitored.  

Direction  Shows the communication direction of target packet to be monitored.  

Tx Monitors a transmit packet.  

Rx Monitors a receive packet.  

Both Monitors both transmit and receive packets. (Factory default 

setting)  

Status  Shows the status of port monitoring.  

Enabled Port monitoring is enabled.  

Disabled Port monitoring is disabled. (Factory default setting)  

 

Available commands are listed below.  
S Set a destination port of data to be monitored (port to which analyzer, etc. is connected).  

 Press "S." The command prompt changes to "Enter port number>." Enter a target port number.  

M Set a port to be monitored.  

 Press "M." The command prompt changes to "Enter port number>." Enter a target port number.  

When entering multiple port numbers, delimit with comma with no space, or hyphenate the 

continuous numbers.  

D Set a communication direction of target packet to be monitored.  

 Press "D." The command prompt changes to "Select port monitoring direction (R/T/B)>." Enter 

"R" to monitor a receive packet. Enter "T" to monitor a transmit packet. Enter "B" to monitor 

both receive and transmit packets.  

C Set the status of port monitoring.  

 Press "C." The command prompt changes to "Enter the select(E/D)>." Enter "E" to start 

monitoring. Enter "D" to stop monitoring.  

Q Return to the previous menu.  
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4.7.4. Access Control Configuration Menu  
On the Advanced Switch Configuration Menu, pressing "A" opens the Access Control 

Configuration Menu, as shown in Fig. 4 - 7- 8. On this screen, you can set Access Control.  

 

 
Fig. 4 - 7- 8 Access Control Configuration  

 

Screen Description  
Classifier  Sets the classifier.  

(Maximum configurable number: 256)  

In - Profile action  Sets the action against input packet.  

(Maximum configurable number: 81)  

Out- Profile action  Sets the action against input packet exceeding a committed rate.  

(Maximum configurable number: 128)  

Port list  Sets the list of applicable ports.  

(Maximum configurable number: 128)  

Policy  Sets the policy.  

(Maximum configurable number: 128)  

Quit to previous menu  Returns to the previous menu.  
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 Advanced Switch Configuration - > Access Control Configuration Menu  

 

 [C]lassifier  

 [I]n - Profile Action  

 [O]ut - Profile Action  

 Port [L]ist  

 [P]olicy  

 [Q]uit to previous menu  

 

 

 

 

 

 

 

 

 

 

 

 

 

 Command> 

 Enter the character in square brackets to select option  
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4.7.4.a. Classifier Configuration Menu  
On the Access Control Configuration Menu, pressing "C" opens the  Classifier 

Configuration Menu, as shown in Fig. 4 - 7- 9. On this screen, you can set classifier.  

 

 
Fig. 4 - 7- 9 Classifier Configuration Menu  

 

Screen Description  
Total Entries  Shows the number of classifiers (number of indexes) created.  

Index Shows the classifier index number.  

Src IP Addr/Mask Shows the source IP address.  

Dst IP Addr/Mask  Shows the destination IP address.  

DSCP Shows the priority information DSCP value.  

Pro.  Shows the protocol.  

Src L4 Port  Shows the source port number of TCP/UDP.  

Dst L4 Port  Shows the destination port number of TCP/UDP.  

 

PN28480K Local Management System 

 Access Control Configuration - > Classifier Configuration Menu  

 Multifield Classifier:               Total Entries : 1  

 Index  Src IP Addr/Mask   Dst IP Addr/Mask  DSCP Pro. Src L4 Port Dst L4 Port  

 -----  ------------------  ------------------  ----  ----  --- --------  -----------  

     1 Ignore             Ignore             Ign  Ign  Ignore      Ignore  

 

 

 

 

 

 

 

 

 

 

 

 --------------------------------  <COMMAND> -----------------------------------  

 [N]ext Page                            M[o]dify Classifier  

 [P]reviou s Page                        [M]ore Classifier Info.  

 [C]reate Classifier                    [S]how Detailed Entry Info.  

 [D]elete Classifier                    [Q]uit to previous menu  

 Command> 

 Enter the character in square brackets to select option  
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Available commands are listed below.  
N Show the next page.  

 Press "N." The screen shows the next page.  

P Show the previous page.  

 Press "P." The screen shows the previous page.  

C Create a classifier.  

 Press "C." The Create Classifier Configuration Menu opens. For the Create Classifier 

Configuration Menu, refer to the next section (4.7. 4.b).  

D Delete a classifier.  

 Press "D." The command prompt changes to "Please enter classifier index>." Enter an ind ex 

of the classifier to be deleted with a value of 1 to 65535.  

O Modify classifier configuration.  

 Press "O." The Modify Classifier Menu opens. Set (modify) the configuration in the same 

as the Create Classifier Configuration Menu.  

M Show additional information on a classifier.  

 Press "M" to display information on source MAC address, destination MAC address, 802.1p, 

VLAN ID, TCP SYN Flag, and ICMP type. 

S Show detailed information on a classifier.  

 Press "S" to display information on source MAC address, destination MAC address, VLAN ID, 

source IP address, destination IP address, 802.1p priority, DSCP, protocol type, TCP/UDP 

source port number, TCP/UDP destination port number, TCP SYN Flag, and ICMP type.  

Q Return to the  previous menu.  

 

Note:  In this Switching Hub, the maximum number of L4 portlist  which is available 

in src - port or dst - port is by 16.   
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4.7.4.b. Create Classifier Configuration Menu  
On the Classifier Configuration Menu, pressing "C" opens the Create Classifier 

Configuration Menu, as shown in Fig. 4 - 7- 10. On this screen, you can create a 

classifier.  

 

 
Fig. 4 - 7- 10 Create Classifier Configuration Menu  
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 Classifier Configuration - > Create Classifier Configurat ion Menu 

 Classifier Index        :  

 VLAN ID :       802.1p Priority :       DSCP      :          IPv6 DSCP :  

 Protocol:       TCP SYN Flag    :       ICMP Type :  

 Source MAC Address      :                   Source MAC Mask Length     :  

 Destination MAC Address :                   Destination MAC Mask Length:  

 Source IP Address       :                   Source IP Mask Length      :  

 Destination IP Address  :                   Destination IP Mask Length :  

 Source IPv6 Address     :                                         PLen :  

 Destination IPv6 Address:                                         PLen :  

 Source Layer 4 Port     :                   Destination Layer 4 Port   :  

 --------------------------------  <COMMAND> -----------------------------------  

 [C]lassifier Index                     S[o]urce IP Address  

 [S]ource MAC Address                   D[e]stination IP Address  

 [D]estination MAC Address              Source IPv[ 6] Address  

 [V]LAN ID                              Desti[n]ation IPv6 Address  

 802.1p Pr[i]ority                      So[u]rce Layer 4 Port  

 DSC[P]                                 Des[t]ination Layer 4 Port  

 P[r]otocol                             DSCP [F]or IPv6  

 TCP S[Y]N Flag                         [A]pply  

 IC[M]P Type                            [Q]uit to previous menu  

 Command> 

 Enter the character in square brackets to select option  
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Screen Description  
Classifier Index  Shows the classifier index.  

VLAN ID Shows the VLAN ID. 

802.1p Priority  Shows the priority of IEEE802.1p.  

DSCP Shows the DSCP value. 

IPv6 DSCP Shows the IPv6 DSCP value 

Protocol  Shows the protocol type.  

TCP SYN Flag Shows whether a TCP SYN flag is set for filtering.  

ICMP Type Shows the ICMP type.  

Source MAC Address Shows the source MAC address. 

Destination MAC Address Shows the destination MAC address.  

Source MAC Mask Length Shows the length (bits) of source MAC address.  

Destination MAC  

Mask Length 

Shows the length (bits) of destination MAC address.  

Source IP Address  Shows the source IP address.  

Source IP Mask length  Shows the length (bits) of source address mask.  

Destination IP Address  Shows the destination IP address.  

Destination IP Mask length  Shows the length (bits) of destination address mask.  

Source IPv6 Address Shows the source IP v6 address.  

PLen Shows the length (bits) of source address  mask.  

Destination IP v6 Address Shows the destination IP v6 address.  

PLen Shows the length (bits) of destination address  mask.  

Source L4 Port  Shows the source port number of TCP/UDP.  

Destination L4 Port  Shows the destination port number of TCP/UDP.  

 
































































































































































































































































































