Panasonic
Operation Manual | Layer 2 Switching Hub

For CLI Screens Model Number: PN23129A
PN23169A
PN23249A

® Thank you for purchasing our product.

® This manual provides important information about safe and proper
operations of this Switching Hub.

® Please read the "Important Safety Instructions" on pages 3 to 5.

® Any problems or damage resulting from disassembly of this Switching Hub
by customers are not covered by the warranty.




This operation manual is applicable to the following Switching Hubs:
Product name Model No.
Switch-M12PWR PN23129A
Switch-M16PWR PN23169A
Switch-M24PWR PN23249A




Important Safety Instructions

This chapter contains important safety instructions for preventing bodily injury and/or
property damage. You are required to follow them.
m Severity of bodily injury and/or property damage, which could result from incorrect

use of the Switching Hub, are explained below.

C This symbol indicates a potential hazard that could result in
W‘ \RN I N G serious injury or death.
This symbol indicates safety instructions. Deviation from

A CAUTION these instructions could lead to bodily injury and/or property

damage.

B The following symbols are used to classify and describe the type of instructions to be

observed. This symbol is used to alert users
® This symbol is used to alert users 0 to what they must do.
to what they must not do.

MAWARNING

® Do not use power other than AC 100 - 240V.
Deviation could lead to fire, electric shock, and/or equipment failure.

® Do not handle the power cord with wet hand.
Deviation could lead to electric shock and/or equipment failure.

® Do not handle this Switching Hub and connection cables during a
thunderstorm.
Deviation could lead to electric shock.

® Do not disassemble and/or modify this Switching Hub.
Deviation could lead to fire, electric shock, and/or equipment failure.

® Do not damage the power cord. Do not bend too tightly, stretch, twist, bundle
with other cord, pinch, put under a heavy object, and/or heat it.
Damaged the cord could lead to fire, short, and/or electric shock.

® Do not put foreign objects (such as metal and combustible) into the opening
(such as twisted pair port, console port, SFP extension slot), and/or do not
drop them into the inside of the Switching Hub.
Deviation could lead to fire, electric shock, and/or equipment failure.

® Do not connect equipment other than 10BASE-T/100BASE-TX/1000BASE-T to
twisted pair port.
Deviation could lead to fire, electric shock, and/or equipment failure.

® Do not place this Switching Hub in harsh environment (such as near water,
high humid, and/or high dust).
Deviation could lead to fire, electric shock, and/or equipment failure.




AWARNING

® Do not place this Switching Hub under direct sun light and/or high
temperature.
Deviation could lead to high internal temperature and fire.

® Do not install this Switching Hub at the location with continuous vibration or
strong shock, or at the unstable location
Deviation could lead to injury and/or equipment failure.

® Do not install any module other than our optional SFP module to SFP extension
slot.
Deviation could lead to fire, electric shock, and/or equipment failure.

® Do not connect any cable other than our optional console cable.
Deviation could lead to fire, electric shock, and/or equipment failure.

® Do not put this Switching Hub into fire.
Deviation could lead to explosion and/or fire.

® Do not use the supplied power cord for anything other than this product.
Deviation could lead to fire, electric shock, and/or equipment failure.

/A\WARNING

® Use the bundled power cord (AC 100 — 240V specifications).
Deviation could lead to electric shock, malfunction, and/or equipment
failure.
The warranty does not cover any problems resulting from the use of any
power cord other than the one supplied.

® Unplug the power cord in case of equipment failure.
Deviation, such as keeping connected for a long time, could lead to fire.

® Connect this Switching Hub to ground.
Deviation could lead to electric shock, malfunction, and/or equipment
failure.

® Connect the power cord firmly to the power port.
Deviation could lead to electric fire, shock, and/or malfunction.

® Unplug the power cord if the STATUS LED (Self-diagnosis), TEMP LED
(temperature sensor), or FAN LED (fan sensor) blinks in orange (system fault).
Deviation, such as keeping connected for a long time, could lead to fire.

® When this Switching Hub is installed on wall surface, mount it firmly so as not
to drop down because of weight of the main body and connection cable.




/A CAUTION

damaged by twisted pair port, SFP extension slot, console port, or power cord

0 ® Handle the Switching Hub carefully so that fingers or hands may not be
hook block.

-
Important Requests on Protection from Lightning Strike

® If you connect a network camera, a wireless access point, or other devices that can
be affected by a lightning strike (in particular, devices installed outdoors) to the
twisted pair port of this Switching Hub, a lightning surge current/voltage may be
conducted to this Switching Hub through the twisted pair cable, leading to
malfunction. If you connect such a device, it is strongly recommended that you
install a surge protective device (SPD) on the twisted pair port side of this
Switching Hub.

® Alightning surge current/voltage may be conducted to this Switching Hub

through the power supply or ground wire connected to the power port, leading to




Basic Instructions for the Use of This Product

® For inspection and/or repair, consult the retailer.

® Use commercial power supply from a wall socket, which is close and easily accessible
to this Switching Hub.

® Unplug the power cord when installing or moving this Switching Hub.
® Unplug the power cord when cleaning this Switching Hub.

® Use this Switching Hub within the specifications. Deviation could lead to
malfunction.

® Do not touch the metal terminal of the RJ45 connector, the modular plug of
connected twisted pair cable, or the metal terminal of the SFP extension slot. Do
not place charged objects in the proximity of them. Static electricity could lead to
equipment failure.

® Do not put the modular plug of the connected twisted pair cable on objects that
can carry static charge, such as carpet. Do not place it in the proximity. Static
electricity could lead to equipment failure.

® Do not put a strong shock, including dropping, to this Switching Hub. Deviation
could lead to equipment failure.

® Before connecting a console cable to the console port, discharge static electricity,
for example by touching metal appliance (do not discharge by touching this
Switching Hub).

® Do not store and/or use this Switching Hub in the environment with the
characteristics listed below.
(Store and/or use this Switching Hub in the environment in accordance with the
specification.)
- High humidity. Possible spilled liquid (water).
- Dusty. Possible static charge (such as carpet).
- Under direct sunlight.
- Possible condensation. High/low temperature exceeding the specifications
environment.
- Strong vibration and/or strong shock.

® Please use this Switching Hub in place where ambient temperature is from 0 to 40
degrees C.
For Switch-M12PWR:
When the total power supply is 140W or less, please use the Switching Hub in place
where ambient temperature is from 0 to 45 degrees C.
When the total power supply is 110W or less, please use the Switching Hub in place
where ambient temperature is from 0 to 50 degrees C.

For Switch-M16PWR:

When you set the fan speed to High, please use the Switching Hub in place where
ambient temperature is from 0 to 50 degrees C.

You can also use it in the ambient temperature range from 0 to 50 degrees C if you
set the fan speed to Mid (factory default) and control the total power supply to 110
W or below.




For Switch-M24PWR:

When the total power supply is 145W or less, please use the Switching Hub in place
where ambient temperature is from 0 to 45 degrees C.

When the total power supply is 130W or less, please use the Switching Hub in place
where ambient temperature is from 0 to 50 degrees C.

Failure to meet the above conditions may result in fire, electric shock, breakdown,
and/or malfunction. Please take notice because such cases are out of guarantee.
Additionally, do not cover the bent hole of this Switching Hub.

Deviation could lead to high internal temperature, equipment failure and/or
malfunction.

® When using two Switching Hubs, do not stack them. When you place them side by
side, allow for a space of 20 mm or more between them. This space is not necessary
if you use PN71052 connection brackets (excluding Switch-M24PWR).

® \When stacking Switching Hubs, leave a minimum of 20 mm space between them.

1. Panasonic will not be liable for any damage resulting from the operation not
in accordance with this operation manual or the loss of communications,
which may or may not be caused by failure and/or malfunction of this device.

2. The contents described in this document may be changed without prior
notice.

3. For any question, please contact the retailer where you purchased the
product.

* Brands and product names in this document are trademarks or registered
trademarks of their respective holders.
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1. Command Hierarchy

There are four hierarchical levels in command hierarchy.
1. User mode

2. Privileged mode

3. Global configuration mode

4. Interface configuration mode

I Tera Term - COMI VT
JrfE REE REE Jub0-L0) RO AgLFH)

M2 4PWR> enable ~
M2 4PWRY conf iz
M2 4PWRLconf iz)d interface a1
M2 APWRE conf iz-iF ) exit
M2 4PWRLconf iz)d interface vlan
M2 APWRE conf iz-iF 1 exit
M2 4PWREconf iz)) exit
PURE

Fig. 1-1 Command hierarchy

[enable command]
e The enable command enables to move from User mode to Privileged mode.
M24PWR> ............................... User mode
M24PWR> enable s++scccccsscccccsssssseesJser mode
- Privileged mode
M24PWR# ............................... Privileged mode
M24PWR# disable ¢+ csesesescecscacacacacss Privileged mode
> User mode
M24PWR> sccccsssssccccssssscccsssssseses|Jser mode

[disable command]
» The disable command enables to return from Privileged mode to User mode.
M24PWR# ............................... Privileged mode
M24PWR# disable *cccceccceccccccccccceees Privileged mode
-> User mode
M24PWR> cccceccccccccccssccccccncsscscee|Jser mode



[config command]
* The config command enables to move from Privileged mode to Global
configuration mode.
M24PWR# ...............................Privneged mode
M24PWR# config seeccceecceccccccccccccces Privileged mode
- Global configuration mode
M24PWR(config)#esesesececescscscscscseseGlobal configuration mode

[interface command]
» The interface command enables to move from Global configuration mode to
Interface configuration mode.

M24PWR(config)#feseeesescscrcscscccacacns Global configuration mode
M24PWR(config)# interface vlan1 cseceeececee Global configuration mode
- Interface
configuration mode (vlan1)
M24PWR(config-if)# exit cseeeseseccccccacss Interface configuration mode

- Global configuration mode
M24PWR(config)# interface fastethernet0/1 - Global configuration mode
- Interface
configuration mode
(interface1)
M24PWR(config-if)# ¢+ csecececececcsesesesenterface configuration mode
M24PWR(config)#eseeesescscrcrcscccacacns Global configuration mode

[exit command]
* The exit command enables to return to the previous mode.
M24PWR(config-if)# exit cseseeescscececccss Interface configuration mode
- Global configuration mode
M24PWR(config)# exit c+e+esesececececseseseGlobal configuration mode
- Privileged mode
M24PWR# eXit ............................ Privileged mode
-> User mode
M24PWR> oooooooooo....-----.-..........Usermode

[end command]
» The end command enables to move from configuration modes to Privileged
mode.
M24PWR(config-if)# end cseseveccccccccacss Interface configuration mode
- Privileged mode
M24PWR# config
M24PWR(config)# end ¢+ ceeeceeccccssescsseGlobal configuration mode
- Privileged mode
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[? command]
« Entering a question mark (?) in each mode displays executable elements in the

mode.

& COM] 9600baud - Tevs Tarm W

Fr{AE  BED BES ToR0-000 P ARl

AR CconTielE T -
LecepeControl To confizare access contrel confimaration
arp To configare ARF conflauratica
tlear To clear svelog
oot ] & To coafigare comtole conflauratioa
dot 1x To coafigare B02. 1% configuratica
exd Ecit From configure mode
eatcephion-handler To mf:f:re- stceph i on
st o exit from the present mode
bostrame To configare or modify the host pame
imterface Change mode to Interface Configuration mode
imternet To configare internet manmicn
i To configore global |F configumatice
lncp To confizare LACF configuratice
logout To lozoat from the CL| shell
mxe~wddresm-table To configare the WAC pddr table
i | =paport Te o are mall peport ﬂfigumt:w_g
alz To comfizare UG
mode To digplar the available sodes
B Hegate a comsand or g=t Ite defauits
peth To comfigare power ethernet confisuration
ping To diskmege basic network coanectivity
Priority-quens To map Cof value Lo a pricrity quess

Pore ... To #lop press () -

Fig. 1-2 ? command

[Re-entry assist]
 Entering the up arrow key displays a command that was entered immediately
before.

BED RES E0-w0 W ARTH
-
{ se-gerver |ocation mne
AR (confis)8 gnee-merver location mne
MR CconTichd I
@

Fig. 1-3 Re-entry assist command
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[Candidate assist command]
» Entering a command followed by a question mark (?) displays candidates of
succeeding command.

& OO 9600baud - Tera Term W1
EXEE BEG T 0-800 o Fr

A RSP

e IF sddreas .mubnet sazhk asd gateway
ol & -gat sway
P server

re unknown sulticast filterizg
setup To coafigare 1P setup status

PR (confighl ip

Fig. 1-4 Candidate assist command

[Comment]
* Lines that begin with an exclamation mark (!) are ignored and regarded as
comments.

This document describes how to use the commands that can be used in this switch.
Meanings of symbols in description are as follows:
<  >: Essential element — Make sure to enter this element.
{ | }: Choice - Select and input either one.
[ ] Option - Enter as required.
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2. Displaying Basic Information

Enter "show sys-info" in "Privileged mode" to view the basic information of this

switch as shown in Fig. 2-1.

Basic information display command

| Privileged mode | show sys-info

E R0 T -BE N0 d

Tera Term VT

iR BRED BEQ Iho-m0r NaPHE AR
I]H"I-‘- ghes sre-infa
Sorat o up far T 0darls). Zhrlg),. Boainlg). d3seclg)
Boot / Buntime Code Werzion: 1.0.010 / 2.0.0.3
Hardmars Information
Veraica B !I'-.*li:m::z
CF Dtilization K
ORAM / Flash Size H E'-!IE ]

DEAM Uzer Area Size
System Tempernture

Switch Hame
Zmitch Location
Zmiteh Coatact

‘;',;u;'.-:c Mddrein:
MAC Addrees
IF dddress
Submet Mask
Default Gatemay

| CEENEY |

i Free: 23366156 brtes / Total: 961758TE brtea
: CPO/A0 Srasten'36 degreels) Celsiung

Mezinistration Informaticn

Information |

o EE IEL IRE.0
T 142, 188.0, 064

162, 188.0.1

Fig. 2-1 Display of the basic information

(show sys-info)
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3. Basic Switch Configuration
3.1. System Administration Configuration

Configure the administrator's name, installation location and contact information
in "Global configuration mode." Confirm the configuration information by
entering "show sys-info" in "Privileged mode."

Host name configuration command

| Global configuration mode | hostname <hostname> |
Delete command

| Global configuration mode | no hostname |
Installation location configuration command

| Global configuration mode | snmp-server location <server location> |
Delete command

| Global configuration mode | no snmp-server location |
Contact information configuration command

| Global configuration mode | snmp-server contact <server contact> |
Delete command

| Global configuration mode | no snmp-server contact |
Basic information display command

| Privileged mode | show sys-info |

Note: When configuring a host name containing a space, enter it embracing with
double quotation marks (" ").
Example: hostname “Switch 1"




ex. Configuration example of host name as SW-1, installation location as
Office-2F, and contact information as Manager.

T M 0

Tera Term ¥

el BEE BEE o= LR A0
WEAT> enable -
WZAERE config

4k config)d hostnams SH-]

=1l confis)f snap-gerver location Office-iF
oi-11config)R snap-server contact Mamager
GA-1lconfigld end

#-18 zhom sra-info

E

Swutem up for
Boot / Runtime Code Yersia
Hardmare Information
Verzien
CPI Ttilization
DRAM / Flash 5ize
DEAN Uzer Area Size

:|]|.|:|:ir|[=] . dlseclz)

: VerziemE
oakxy

: R/ ONE
= Free: 20300002 bytes / Total: 3B1TESTE botes

System Temperature : CPO/HD Syrsten/ 26 degreels) Celsing
Muzinistration Informaticn

Smitch Name : Sf-1

Switch Lecation = Office-iF

Smitch Coatact : Mamager

Sraten Mddrest Information
NAC Address
1P iddress
Submet Mask
Default Gatemay

w12

Fig. 3-1 Display of the administrator's name,
installation location and contact information configuration (show sys-info)
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3.2. IP Address Configuration

Configure the IP address settings of this switch in "Interface configuration mode."
Confirm the configuration information by entering "show ip conf" in "Privileged
mode."

IP address configuration command
Global configuration mode ip address <ip-address> <mask>
[<default-gateway>]
Default gateway configuration command

| Global configuration mode | ip default-gateway <ip-address> |
DHCP client configuration command

| Global configuration mode | ip address dhcp |
DHCP address reacquisition command

| Global configuration mode | ip address renew |
DHCP client configuration disable command

| Global configuration mode | no ip address dhcp |
IP address display command

| Privileged mode | show ip conf |

ex1. Configuration example of IP address as 192.168.1.100, subnet mask as
255.255.255.0, and default gateway as 192.168.1.1

B COM6:9600baud — Tera Term VT
JrIME) REE EEDS JLb0-IHOY B AgLH)

Z4PWR> enable ~
Z4PWRYE config

ZAPWE (config)lf ip address 192.168.1.100 255.255.255.0

24PWR (config)t ip default-zateway 192.168.1.1

24PWR (config)t end

Z4PWRYE show ip conf

MAC Address

:'192.168.1.100

1P ress

Subnet Mask 1 3bb.255.285.0
Default Gateway @ 192.168.1.1
DHCP Mode ! Dizabled

Jiz4piks N

v

Fig. 3-2 Display of the IP address configuration
(show ip conf)
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ex2. Configuration example of DHCP client

B COM6:5600baud — Tera Term ¥T
JrMED RED EREE JrbOWO OB s

24PWE> enable ~
ZAFHES config
Z4PWHR(config)tt ip address dhcp

24PWE (config)t end
Z4PWRE show ip conf

MAC Address
1P ress 0
Subnet Mask 0
Default Gateway 0.
DHCP Mode BE

ME4PHRE

Fig. 3-3 Display of the DHCP client and IP address configuration
(show ip conf)

Note: The above items must be set in order to enable a remote connection by
SNMP control function, Telnet, SSH, or Japanese WEB control function. If
you don't know items to be configured, please consult with your network
administrator. Any IP addresses on the local network must be unique and
no duplication is allowed. In addition, you need to set the subnet mask and
the default gateway, which are the same for other devices on the same
subnet using this switch.
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3.3. SNMP Configuration

Configure the SNMP agent setting in "Global configuration mode." Confirm the

configuration information by entering "show snmp" in "Privileged mode."

SNMP enable command

| Global configuration mode | snmp-server agent |
SNMP disable command

| Global configuration mode | no snmp-server agent |
SNMP administration (Read only or Read/Write configuration) command
Global configuration mode snmp-server community <index> <community>

{RO|RW} [<ip>]

SNMP administration configuration delete command

| Global configuration mode | no snmp-server community <index> |
SNMP trap (type, IP address, community name configuration) command
Global configuration mode snmp-server host <index> type {v1|v2} <ip>trap

<community>

SNMP trap configuration delete command

| Global configuration mode | no snmp-server host <index> |
SNMP trap (authentication failure configuration) command
| Global configuration mode | snmp-server enable traps snmp authentication |
SNMP trap (authentication failure configuration) delete command
| Global configuration mode | no snmp-server enable traps snmp authentication |
SNMP trap (linkdown port configuration) command
Global configuration mode snmp-server enable traps linkupdown <1-2 or 1,2,3 or
1,2,3-5>
SNMP trap (linkdown port configuration) delete command
Global configuration mode no snmp-server enable traps linkupdown <1-2 or 1,2,3
or1,2,3-5>}
SNMP trap (PoE operation configuration) command
| Global configuration mode | snmp-server enable traps poe |
SNMP trap (PoE operation configuration) delete command
| Global configuration mode | no snmp-server enable traps poe |
SNMP trap (FAN error detection configuration) command
| Global configuration mode | snmp-server enable traps fan-fail |
SNMP trap (FAN error detection configuration) delete command
| Global configuration mode | no snmp-server enable traps fan-fail |
SNMP trap (temperature detection) enable command
| Global configuration mode | snmp-server enable traps temperature-control |
SNMP trap (temperature detection) disable command
| Global configuration mode | no snmp-server enable traps temperature-control |
SNMP trap (temperature detection) temperature configuration command
Global configuration mode snmp-server enable traps temperature-threshold
<temperature>
SNMP display command
| Privileged mode | show snmp

18



ex1. Configuration example of SNMP agent, SNMP manager, trap receiver, and
various traps.

Tesa Term WT

REE BES IH0-800 NERME ARTH

> enable -~
2 -:-:-nflﬁ
PAPARLconTlg )R ansp-server apent
CAPARLconTig)R ansp-server community 1 private w 182.168.1,200
PR conT g}l ensp-server community & public ro 19E.1GE.1.200
CAPRE conT g}l snsp—merver Boat 1 bype w1 1551821200 trap public
PR config)d snsp-merver ezable trape snsp antheatication
Leonfig)R snsp-werver smable traps |inkupdom 1-13
PR configld snmp-merver smable traps pos
PR config)l snmp-merver enable traps fan-fail
i snep-perrer ezable traps esperature-control
snep-gperrer cxable traps tesperature-threshold 3
&

FritE) BEE BRES A0-A00 0P AR
¢APALE show snsp -

CHNF hgent: Enabled

CHNF Banager List:
Mo, Status  Previlese 1P bddeess Commenity
Erab] =d Eead-Rrite 162.168.1. 200 private
Ermb]=d Esad-(aly 192.188.1. 200 pblic
Disabled Read-lely 0
Dismbled Eead-{uly 0
i Eead-(aly 0
Dizabled Eead-Only ]
i Eend-(ely il
Digabled EKead-Unly 0
Dizabled Fead-Omlr 0
Dizabled Kead-Dnlry 0

Reciever Ligt:
Status Tres 1P bddrwuss Commeemity

Eosbled 71 19,168,100 pablic

u
E RS-0 =R T D e
o
g
z

-
=

u
50l OF = O £ e 0 Dy e
-
g
g
-

Dismbled w1
Izdividual Trap

SNEP Buthentication Fmilure © Enabled

Ezable Link Up/Down Fort 1 1-26

Fof Trap Contral i Exab]ed

Temperature Trap Control i Enabled

Temperature Threshold i Bdegren(g) Colgive

FiN Failure i Enabled

| hEhal | e
Fig. 3-5 Display of the SNMP configuration
(show snmp)
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3.4. Port Configuration

Display each port's status and configure the setting in "Interface configuration
mode." Confirm the configuration information by entering "show interface info"
in "Privileged mode."

Port status enable command

| Interface configuration mode | no shutdown |
Port status disable command

| Interface configuration mode | shutdown |
Port mode configuration command
Interface configuration mode speed-duplex

{ auto | {10]100}-half | {10]100}-full }

Flow control enable command

| Interface configuration mode | flow-control |
Flow control disable command

| Interface configuration mode | no flow-control |
Port name configuration command

| Interface configuration mode | name <string> |
Auto MDI enable command

| Interface configuration mode | mdix auto |
Auto MDI disable command

| Interface configuration mode | no mdix auto |
Jumbo frame enable command

| Interface configuration mode | jumbo |
Jumbo frame disable command

| Interface configuration mode | no jumbo |
EAP packet transfer enable command

| Interface configuration mode | eap-forward |
EAP packet transfer disable command

| Interface configuration mode | no eap-forward |
Port information display command

| Privileged mode | show interface info |
Port name display command

| Privileged mode | show interface name |
Module information display command

| Interface configuration mode | getport |

20



ex1. Configuration example of port speed and flow control.

B COMiSebibad - Teva Term WT =0

i EBRP BEG I40-80 PR A0

WIAPAE> enable

APHRR confi

24 PHE qu:’;f!_ interface fagtethermetil/]

config=if]B speed=duplex 100=iu]l

MAMElcafig=iT)8 flom-contral

ARl config-iT)B snd

LAMARR show interface info

Port  Trusk Twpe Mdmin Link Wode Flowm Cirl  Loto-HDI
1 = 0T Digabled Desm  100-FIk Enabled  Dizabled
b e M0TE Enabed owm duto Digabled  Disabled
3 = 00T Enabled om duto Dizabled Dizabled
i = OTE Enabled oo, ko Disabled Digabled
b = 1007 Enabled oon. dato Digabled izabled
B fiay Ennbled Dowm  Auto Disabled izabled
7 [LEE ) Enabled  Dowm  Auto Digabled Digab]ed
i = N0TE Enab]ed owm duto Digabled  Disabled
i == 0T Enabled o T Dizabled Dizabled
10 = 00T Enabled oom. duto Disabled Disabled
11 = OTE nbled oo Mt Digmbled izabled
12 100TX bled lem Nt Digabled Dimabled
13 0OTK Enabled Dewm  Auto Digabled Dizabled
14 3 (0T Enabled o duto Dizabled Dizabled
15 = DOTE Enabled o Ao Digabled Digabled
18 —= DOTE Enabled oim. dto Digabled Digabled
17 - 0T Enabled hoem. Ao Disabled Disabled
18 100TX Ennbled loem  duto Disabled Digabled
13 1007 Enabled  Dowm  duto Dizabled Dizabled
0 — 1007K Enabled  Dowm  dute Dizabled Dizabled

Pore .....To stop press (n) »

Fig. 3-6 Display of the port information
(show interface info)

ex2. Configuration example of port name, jumbo frame and EAP packet.

& COMISE0bad - Ters Teem WT Wl =1
PR cond i

MR config-iT)E and

LAMHER shom interface oame

Fort Trusk Tope Link Fort Hame Jusbo  EAF Fkt FW
1 == 100mH Do Fall/] Enabled  Enablaed
i --  100TK Desm  Fart_1 Digabled Disabled
3 == 100T% [wm  Fart_3 Digmbled Dimabled
i - T [lem PFart_i Dimbled Disabled
b = 1007TH Dowm  Fort_b Dimbled Dimmbled
4 00Ty Dewm  Fart_B Digabled Disabled
7 = 1Ty Do Fart_7 Disabled Disabled
i == 100TH Dewm  Fart_8 Disabled Digabled
b --  100TH Do Part_8 Disabled Dizabled
10 - 10T Dowm  Fart_10 Dismbled Disbled
11 = 100TH Port_11 [hj smabled isabled
13 0T [owm Fort_12 Dismbl{wi is:ubl.ﬁ!
18 007X Dowm  Port_13 Digabled [isabled
14 - 1T Dewm  Fort_l14 Digabled Deabled
15 --  100TH Desm  Part_15 Disabled Disabled
18 = T [oem Port_l18 Fismbled [Disabled
17 - 100TH lioem  PFort_17 imabled isabled
18 1007 Tiowm F‘arr._,]a- igmbled Disabled
13 === 1007 Dewm  Fort_19 Digabled Disabled
0 === 100TK Dewm  Part_20 Digabled Disabled

Pore ... To &top press (n) b

Fig. 3-7 Display of the port name
(show interface name)
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3.5. System Security Configuration

Configure access conditions to this switch for configuration and administration in
"Global configuration mode."

Console timeout configuration command

| Global configuration mode | console inactivity-timer <minutes> |
Console configuration display command

| Privileged mode | show console |
Telnet server timeout configuration command

| Global configuration mode | telnet-server inactivity-timer <minutes> |
Telnet server enable command

| Global configuration mode | telnet-server enable |
Telnet server disable command

| Global configuration mode | no telnet-server enable |
Telnet access limitation enable command

| Global configuration mode | telnet-server access-limitation enable |
Telnet access limitation disable command

| Global configuration mode | no telnet-server access-limitation enable |
Telnet access permitted device configuration command

| Global configuration mode | telnet-server <entry> <ip-address> <mask> |
Telnet server configuration display command

| Privileged mode | show telnet-server |
Web server enable command

| Global configuration mode | ip http server |
Web server disable command

| Global configuration mode | no ip http server |
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& oM 0a00bad - Teds Term WT
BED BES TA0-m00 AP AR
* wrab[e -
CAPRRS config
IATR (confle)B conmale imactivity-timer 10
ZATHE (confighl end
show congale

Comole U1 1dle Timecut: 10 Min.

MR(configlf telnet-merver immctivitw=timer 10
E telnet=gerver 1 192,188,1.1 I86_JE5. 155 056
E telnet-gerver accesa-lisitaticn enable

CATHERE =how :.:E|I|1.'1--3=-.'|'“\I-EI'

Telnet W1 Idle Tieecut: 10 Nis.
Telnet Server
Exabled
Telnet Access Limitation !  Exabled
Mo, IF bddress Sobnet Mamk
1 192,162.1.1 5h, 2hh, 206, 265
] {ompiyl Comphy
] {empiy’ Comphyl
4 {emply’ Lomphy
o Lumphy > Lempty>
| i -

Fig. 3-8 Display of console configuration (show console)
and telnet server configuration (show telnet-server)

B GO A0 Gsad Ters Term W
riRp BRED BEQ Iho-Ag0r NOPHE A0S
WAL enab]e -
WZATE config
AN config)d ervpto hey gensrate res
L micnn figlf ip o5h time-out
PMllconfig)d ip ssh awthentication-timesut B0
WA configld end
WZ4EE shom ip ssh

SEH M1 [dle Timeout: 1 Win.

25 Aath, [dle Timeout: T
Naoth, Betries Time!

S2H Server: Enab | ed(25H)

S5 Server kev: Key exigts,

Tora Term N1
Frilp BERE BIE 0= LR AR
Al enab|e -
WAAEE config
Ak configd® ip hitp server

feb zerver iz Exabled mow

4K config® snd
WZANE ghom ip http server

Web Server

Fig. 3-10 Display of the Web server configuration (show ip http server)

23



SNMP enable command

| Global configuration mode | snmp-server agent |
SNMP disable command

| Global configuration mode | no snmp-server agent |
Username and password configuration command

Global configuration mode | username <new username>

* After entering the username, enter the old password and the new password (twice).

& COM1:0600baud - Tevs Term WT

FE BED BEEGS TR-S00 PR ANH
EATRE enable
PIATRES confip
AR (conTlell usernase smo
ster old phemwend JEreeee
ster e phigwend JEEE
Exiter new pasgword again o
AR Cconfighl

Fig. 3-11 Configuration of the username and password

RADIUS server configuration command
Global configuration mode

radius-server host <index> ip <ip-address>
[timeout <sec(s)>][retransmit <retries>]
[key <string>]

RADIUS server configuration display command
| Privileged mode

| show radius-server |

ex. Configuration example of RADIUS server's IP address as 192.168.1.1, timeout
as 10 seconds, retransmission as 3 times, and key as secret.

& COM10600bad - Tews Term WT
FrE BED BEGS IH0-m00 PR A8

1§
g}l radiug-server hoat 1 ip 132.182.1.1 timecat 10 retransmit § key

(eonfigld end

.:II(M :'JJI'.H."E“:I" &r

lodex Server |F dddress  Shared Secret Response Time Max Retranmmission
192.188.1.1 mecret 10 seconds i
2 0000 10 seconds 3
3 0000 10 secosds
40,0000 10 pecomds
o L

10 geconds

Fig. 3-12 Display of the RADIUS server configuration (show radius-server)
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IP setup interface configuration enable command

| Global configuration mode | ip setup interface |
IP setup interface configuration disable command

| Global configuration mode | no ip setup interface |
IP setup interface configuration display command

| Privileged mode | show ip setup interface |

B COM I PEN0Bsud = Ters Term WT

iR BRE BEGE I-e0-800 HOPHD SR

! E-i}.rﬂ config -
WA config)d ip setup interface

Wi4kiconfig)d end

WZ4EE chom ip setup interfmce

IF Setup Interfmce

Fig. 3-14 Display of the IP setup interface configuration (show ip setup interface)

On-screen line numbers display command

| Privileged mode | show terminal length |
On-screen line numbers configuration command
| Global configuration mode | terminal length <LENGTH> |

ex. Configuration of Terminal Length as 0 (Line numbers to be displayed on a
screen is configured as unlimited.)

B GOM6:9600baud — Tera Term VT

IrHE REE SREE DubO—JWO) RO ANLTHH)
CAPWED en ~

ZAPHE (confiz)tt end
ZAPWEY =how terminal length

Terminal Length: none

Z4FWERE b

Fig. 3-15 Display of the Terminal Length configuration (show terminal length)

25



3.6. Displaying MAC Address Table

Configure the forwarding database (FDB: a list in which MAC address required for
transferring packets is learned and recorded) in "Global configuration mode." The
content of FDB is displayed in "Privileged mode." Also, you can add or delete a
static MAC address.

Aging time configuration command

| Global configuration mode | mac-address-table aging-time <seconds>
FDB entry (static) configuration command
Global configuration mode mac-address-table static <MAC address>

<interface> vlan <vlan-id>

FDB entry delete command
Global configuration mode no mac-address-table static <MAC address>
vlan <vlan-id>

MAC learning enable command
Interface mac-learning
Global configuration mode

MAC learning disable command
Interface no mac-learning
Global configuration mode

FDB (static) display command

| Privileged mode | show mac-address-table static |
FDB (by MAC) display command

| Privileged mode | show mac-address-table mac |
FDB (by interface) display command

| Privileged mode | show mac-address-table interface <interface> |
FDB (by VLAN) display command

| Privileged mode | show mac-address-table vlan <vlan-id> |
FDB (multicast) display command

| Privileged mode | show mac-address-table multicast |
MAC learning display command

| Privileged mode | show mac-address-table multicast |
Aging time display command

| Privileged mode | show mac-address-table mac-learning |
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B COM10G00basd - Ters Term VT

FAE BED BES TH0-80 0P AR

WATAE: enable =
RS show sac-address-table static
A Bddress Fart  TLEN 1D

00:00:00:00:00:00 1 1

Fort

IATAES ghow sac-addresz-table interface falil
NG Mddreze Part

00:00:00:00:00:00 1

PPEE show mac-address-table vlan 1

WE bddress

Fart

000 0000 0 e 2 1
0080 4bobhIBLTE 3

PEEAPRES ohow mac-address-table msolticast

TLAN 1D Group NAC address Groop sesbers

rE-'I?'fTRL‘

Fig. 3-15 Display of the MAC address table
(show mac-address-table static)
(show mac-address-table mac)
(show mac-address-table interface <interface>)
(show mac-address-table vlan <vlan-id>)
(show mac-address-table multicast)
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3.7. Time Configuration

Configure the time setting and time synchronization by SNTP in "Global
configuration mode." Confirm the configuration information by entering "show
sntp" in "Privileged mode."

Time configuration command

| Global configuration mode | sntp clocktime <date> <time> |
SNTP server IP address configuration command

| Global configuration mode | sntp server <ip-address> |
SNTP time acquisition interval configuration command

| Global configuration mode | sntp poll-interval <min> |
SNTP daylight-saving enable command

| Global configuration mode | sntp daylight-saving |
SNTP daylight-saving disable command

| Global configuration mode | no sntp daylight-saving |
SNTP time zone configuration command
Global configuration mode sntp timezone [<location> / NULL to see time

zones]

SNTP configuration information display command

| Privileged mode | show sntp

B Tera Term — COM1 VT

File Edit Setup Control BUGEETS Help

W2 4PUR> emable A~
M2 APURY conf iz

M2 APRE conf g3 end

M2 4PURE show sntp

Date  ¥YY/MM/OD ) @ 00:33:33
Time [ HH:MWzSS ) T 1800701401 Thursday
SNTP Server IP : 0.0.0.0
SNTP Polling Interval : 1440 Min
Time Zone t (GMT+09:00) Osaka,Sapparo, Tokyo
Daylizht Saving H
R |

v

Fig. 3-16 Display of the SNTP configuration
(show sntp)
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3.8. ARP Configuration

View and configure the ARP table in "Global configuration mode."

ARP aging time configuration command

| Global configuration mode | arp timeout <value>
ARP (static) configuration command

| Global configuration mode | arp <ip-address> <MAC address>
ARP (by MAC) display command

| Privileged mode | show arp sort MAC
ARP (by IP) display command

| Privileged mode | show arp sort IP
ARP (static) display command

| Privileged mode | show arp sort type-static
ARP (dynamic) display command

| Privileged mode | show arp sort type-dynamic
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4. Advanced Switch Configuration
4.1. VLAN Configuration

Configure the VLAN setting in "Global configuration mode" or "Interface

configuration mode."

VLAN creation configuration command

| Global configuration mode | interface vlan<vlan-id>
Delete command

| Global configuration mode | no interface vlan<vlan-id>
Internet Mansion configuration command

| Global configuration mode | internet mansion <port-list>
Internet Mansion configuration disable command

| Global configuration mode | no internet mansion
GVRP global enable command

| Global configuration mode | gvrp
GVRP global disable command

| Global configuration mode | no gvrp
VLAN name configuration command

| Interface configuration mode | name <name>
VLAN member configuration command

| Interface configuration mode | member <1-2 or 1,2,3 or 1,2,3-5>
PVID configuration command

| Interface configuration mode | pvid <vlan-id>
GVRP forbidden command

| Interface configuration mode | forbidden <1-2 or 1,2,3 or 1,2,3-5>
GVRP port status enable command

| Interface configuration mode | gvrp
GVRP port status disable command

| Interface configuration mode | no gvrp
Frame type configuration command

| Interface configuration mode | frame-type { all|tag-only }
VLAN configuration information display command

| Privileged mode show vlan {all | <vlan-id>}
VLAN port configuration display command

| Privileged mode | show vlan-by-port
PVID display command

| Privileged mode | show vlan port

Note: When configuring a VLAN name containing a space, enter it
embracing with double quotation marks (" ").
Example: name “VLAN 1"




B COM6:9600baud — Tera Term VT
JrKE) RERE) BEE) Jh0-JWO) Dok AH)

MZ4PHEE show vlan all ~
Internet Mansion @ Dizabled Uplink :
Total VLdN= @ 3
IVLAN Hame Type  Memt Ports
1 Permanent TP Fal, FaZ, Fa3. Fad, Fab
Faf, FaT, Fa8, Fa9, Fall

Fall, Fal2, Fal3. Fald, Falb
Fal6, Fal7, Fal8, Fal9, Fail
Fall, Faii, FaZ3, Fal4, GiZb

G126
2 Static  DOWN Fad, Fab, Faf, Fa7, Fa8
3 Static  DOWN Fad, FalO, Fall, FalZ
|MZ4PWEE chow wlan 1
YLAN D i
YLAN Name
Management Status @ TP
Port Members T 1-26
Untageged Porta P 1-a8

Dynamic Ports
Forbidden Ports

I Z4PHRE

v

Fig. 4-1 Display of the VLAN configuration
(show vlan {all | <vlan-id>}

Teds Term VT

BET BEG JHD-m0 PR AT
UATREY show vlan-br-part -~
L A e

1 1
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W 1.3
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Fall 1
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H o1
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F

] 2

Fig. 4-2 Display of the VLAN configuration

(show vlan-by-port)
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4.2. Link Aggregation Configuration

Configure the link aggregation setting in "Global configuration mode" or
"Interface configuration mode."

Link aggregation configuration command

Global configuration mode lacp <LACP-key><1-2 or 1,2,3 or 1,2,3-5> {Active |
Passive | Manual}

Link aggregation configuration delete command

| Global configuration mode | no lacp <LACP-key>
LACP system priority configuration command

| Global configuration mode | lacp system-priority <priority-value>
LACP port priority configuration command

| Interface configuration mode | lacp port-priority <priority-value>
LACP configuration information display command

| Privileged mode | show lacp
LACP key display command

| Privileged mode | show lacp [<la-key>]

Fig. 4-3 Display of the link aggregation
(show lacp)
(show lacp 1)
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4.3. Port Monitoring Configuration

Configure the port monitoring setting in "Interface configuration mode." Confirm
the configuration information by entering "show monitor" in "Privileged mode."

Port monitoring configuration command

Interface configuration mode

port monitor <monitored port> direction
{rx|tx]|both}

Monitoring configuration information display command

| Privileged mode

| show monitor

& COM10600bad - Tevs Term WT

onitoring directicn = :I'.-l.:'.
lonitoring port ) 1
onitored port i L]

PR

Port monitor status : Enabled

o . R B ]

Fig. 4-4 Display of the monitoring configuration

(show monitor)
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4.4. Spanning Tree Configuration

Configure the spanning tree setting in "Global configuration mode" or "Interface
configuration mode."

When “stpCompatible” or “rstp” is selected for the spanning-tree rst version,

the configuration command is represented as "spanning-tree rst xxx"; when “mstp”
selected, the command is represented as "spanning-tree mst xxx."

[spanning-tree rst command]
Spanning Tree enable command

| Global configuration mode | spanning-tree rst enable |
Spanning Tree disable command

| Global configuration mode | no spanning-tree rst enable |
Spanning Tree priority configuration command

| Global configuration mode | spanning-tree rst priority <0x0000-0xF000> |
Spanning Tree version select command

| Global configuration mode | spanning-tree rst version {stpCompatible|rstp} |
Spanning Tree max-age configuration command

| Global configuration mode | spanning-tree rst max-age <seconds> |
Spanning Tree hello time configuration command

| Global configuration mode | spanning-tree rst hello-time <seconds> |
Spanning Tree forward-delay configuration command

| Global configuration mode | spanning-tree rst forward-time <seconds> |
Spanning Tree BPDU guard recovery enable command

| Global configuration mode | spanning-tree rst bpdu-recovery enable |
Spanning Tree BPDU guard recovery disable command

| Global configuration mode | no spanning-tree rst bpdu-recovery enable |
Spanning Tree BPDU guard recovery time configuration command

| Global configuration mode | spanning-tree rst bpdu-recovery timer <seconds> |
Spanning Tree port status disable command

| Interface configuration mode | spanning-tree rst shutdown |
Spanning Tree port status enable command

| Interface configuration mode | no spanning-tree rst shutdown |
Spanning Tree port priority configuration command

| Interface configuration mode | spanning-tree rst port-priority <0-240> |
Spanning Tree cost configuration command

| Interface configuration mode | spanning-tree rst cost <1-200000000> |
Spanning Tree port initialization command

| Interface configuration mode | spanning-tree rst init-migration |
Spanning Tree edge-port configuration command

| Interface configuration mode | spanning-tree rst edgeport |
Spanning Tree point-to-point configuration command

Interface configuration mode spanning-tree rst point-to-point
{forcetrue|forcefalse |auto}

Spanning Tree BPDU guard enable command

| Interface configuration mode | spanning-tree rst bpdu-guard |
Spanning Tree BPDU guard disable command
| Interface configuration mode | no spanning-tree rst bpdu-guard |
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Spanning Tree configuration display command

| Privileged mode | show spanning-tree rst config

Spanning Tree interface configuration display command

| Privileged mode | show spanning-tree rst interface <port-list>

Spanning Tree BPDU guard recovery configuration display command

| Privileged mode | show spanning-tree rst bpdu-recovery

[spanning-tree mst command]
Spanning Tree enable command

| Global configuration mode | spanning-tree mst enable |
Spanning Tree disable command

| Global configuration mode | no spanning-tree mst enable |
Spanning Tree priority configuration command

| Global configuration mode | spanning-tree mst priority <0x0000-0xF000> |
Spanning Tree version select command
Global configuration mode spanning-tree mst version

{stpCompatible|rstp| mstp}

Spanning Tree max-age configuration command

| Global configuration mode | spanning-tree mst max-age <seconds> |
Spanning Tree hello time configuration command

| Global configuration mode | spanning-tree mst hello-time <seconds> |
Spanning Tree forward-delay configuration command

| Global configuration mode | spanning-tree mst forward-time <seconds> |
Spanning Tree BPDU guard recovery enable command

| Global configuration mode | spanning-tree mst bpdu-recovery enable |
Spanning Tree BPDU guard recovery disable command

| Global configuration mode | no spanning-tree mst bpdu-recovery enable |
Spanning Tree BPDU guard recovery time configuration command

| Global configuration mode | spanning-tree mst bpdu-recovery timer <seconds> |
Spanning Tree MST instance priority configuration command

| Global configuration mode | spanning-tree mst <1-64> priority <0x0000-0xFO00> |
Spanning Tree MST instance VLAN configuration command

| Global configuration mode | spanning-tree mst <1-64> vlan <vlan-id> |
Spanning Tree MST instance VLAN delete command

| Global configuration mode | no spanning-tree mst <1-64> vlan <vlan-id> |
Spanning Tree max hop count configuration command

| Global configuration mode | spanning-tree mst max-hops <6-40> |
Spanning Tree MST structure name configuration command

| Global configuration mode | spanning-tree mst name <name> |
Spanning Tree MST revision level configuration command

| Global configuration mode | spanning-tree mst revision <0-65535> |
Spanning Tree port status disable command

| Interface configuration mode | spanning-tree mst shutdown |
Spanning Tree port status enable command

| Interface configuration mode | no spanning-tree mst shutdown |
Spanning Tree port priority configuration command

| Interface configuration mode | spanning-tree mst port-priority <0-240> |
Spanning Tree cost configuration command

| Interface configuration mode | spanning-tree mst cost <1-200000000> |
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Spanning Tree port initialization command

| Interface configuration mode | spanning-tree mst init-migration

Spanning Tree edge-port configuration command

| Interface configuration mode | spanning-tree mst edgeport

Spanning Tree point-to-point configuration command

Interface configuration mode spanning-tree mst point-to-point
{forcetrue|forcefalse | auto}

Spanning Tree BPDU guard enable command

| Interface configuration mode | spanning-tree mst bpdu-guard

Spanning Tree BPDU guard disable command

| Interface configuration mode | no spanning-tree mst bpdu-guard

Spanning Tree MST instance port path cost configuration command

| Interface configuration mode | spanning-tree mst <1-64> cost <1-200000000>

Spanning Tree MST instance port priority configuration command

| Interface configuration mode | spanning-tree mst <1-64> priority <0-240>

Spanning Tree MST instance port status disable command

| Interface configuration mode | spanning-tree mst <1-64> shutdown

Spanning Tree MST instance port status enable command

| Interface configuration mode | no spanning-tree mst <1-64> shutdown

Spanning Tree MST configuration display command

| Privileged mode | show spanning-tree mst configuration

Spanning Tree MST instance configuration display command

| Privileged mode | show spanning-tree mst <1-64>

Spanning Tree MST instance port configuration display command

Privileged mode show spanning-tree mst <1-64> interface
<port-list>

Spanning Tree CIST configuration display command

| Privileged mode | show spanning-tree mst cist configuration

Spanning Tree CIST interface configuration display command

| Privileged mode | show spanning-tree mst cist interface <port-list>

Spanning Tree BPDU guard recovery configuration display command

| Privileged mode | show spanning-tree mst bpdu-recovery

& COM1:0600bad - Teva Term WT

Fig. 4-5 Display of the STP configuration
(show spanning-tree rst config)
(show spanning-tree rst interface 1)
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B COM6:9600baud — Tera Term VT
JrME) BEE FEE Ivh0-MO LB AnH)

%Z4PWR> enable ~
Z4PWRH show spanning-tree mzt configuration
Global M3TP Status: Enabled

T M3TP

Protocol Version
MST Configuration Name —© H3T1
MST Revizion Level 10

M3T Confizg Digest © S705BECOLTF1BA4530B7DEEFIATLBADF
Instance VLANe Mapped
110
|MZ4PWRE show spanning-tree mst 1
e e ot T e 1

i 1
W3TI Eegional Root: 8001 0OCOSFZR6SB1  MSTI Bridee ID: 2000 00COSFZBEIRT
IH24PHES 1

Fig. 4-6 Display of the STP configuration
(show spanning-tree mst configuration)
(show spanning-tree mst 1)

B COM6:8600baud — Tera Term VT
JrAME R EREES) J-h0-JWQ) Dok ALIH)

MZ4PWEE show spanninz-tree mst cist confizuration ~
CI3T Root Port: i Time Since Topology Change: 8261  Sec.
CIST Root Path Cest: i Topology Change Count: 2

CI2T Roo BUUU 00C08FZB6SB1

CIST Reglona] Root. Cost: 0 CIST Bridee ID: 6000 00CO8FZBEERT

CIST Resional Root: SUUU 00COSFZEGYBL  CIST Bridee Hello Time: 2 Sec,
3T Bridee Naximum dze: 20 Sec.

CI3T Hello Time: Z Sec. CIST Bridee Forward Delay: 15 Sec.

CIST Maximum Aze: 20 Sec. Max Hop Count: 20

CIET Forward Delay: 16 Sec.

Z4PWRY show spanning tree met cist interface 1

Port STP Status * Enabled
Lin * Dom Trunk T
Admm/OperEdge False/False bdmin/OperPtol ! futo /False
Migration o Init.

Port State ¢ Digcarding Port Priority @ 128

Port Role : Disabled Port, Path Cost.! 20000004}
Dezig. Root @ BO00 QOCOSFZBEYB] Desig. Cost @ 0

Dezig. Bridee @ 6000 QOCOSFZBBYBL Dezie. Port S0 01
Rezional Root @ 8000 DOCOSFZBGIBL Rezional Comt @ 0
Guard * Digabled

Z4PWRY b

Fig. 4-7 Display of the STP configuration
(show spanning-tree mst cist configuration)
(show spanning-tree mst cist interface 1)
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4.5. Access Control Configuration

Configure the access control in "Global configuration mode."

Class configuration command

Global configuration mode

accesscontrol classifier <id>

[src-mac <MAC>][dst-mac <MAC>]

[src-net <ip-mask>][dst-net <ip-mask>]

[src-port <layer4-port-list>][dst-port <layerd-port-list>]
[vlan-id <vid>] [dot1p-priority <priority>] [dscp
<value>] [protocol <pro-num>][icmp-type<0-18>]
[TCP-syn-flag{true/false}

Class delete command

| Global configuration mode

| no accesscontrol classifier <index>

In-Profile configuration command

Global configuration mode

accesscontrol inprofile <index> {deny | permit { dscp
<value> | precedence <value>| cos <value>}}

In-Profile delete command

| Global configuration mode

| no accesscontrol inprofile <index>

Out-Profile configuration command

Global configuration mode

accesscontrol outprofile <index> committed-rate
<unit> burst-size <volume> {deny | permit
[dscp<value>]}

Out-Profile delete command

| Global configuration mode

| no accesscontrol outprofile <index>

Port list configuration command

Global configuration mode

accesscontrol portlist <port-list-index> <1-2 or 1,2,3 or
1,2,3-5>

Port list delete command

| Global configuration mode

| no accesscontrol portlist

Policy configuration command

Global configuration mode

accesscontrol policy <index> portlist <index> classifier
<index> policy-sequence <value>
[inprofile <index>][outprofile <index>]

Policy enable command

| Global configuration mode

| accesscontrol policy <index> enable

Policy disable command

| Global configuration mode

| no accesscontrol policy <index> enable

Policy delete command

| Global configuration mode

| no accesscontrol policy <index>

Class configuration display command

Privileged mode

show accesscontrol classifier {all |
<classifier-number>}
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Fig. 4-8 Display of the class and the class group configurations
(show accesscontrol classifier all)
(show accesscontrol classifier 1)

In-Profile configuration display command

| Privileged mode | show accesscontrol inprofile
Out-Profile configuration display command
| Privileged mode | show accesscontrol outprofile
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Fig. 4-9 Display of the In-Profile and the Out-Profile configurations
(show accesscontrol inprofile)
(show accesscontrol outprofile)

Port list configuration display command

| Privileged mode | show accesscontrol portlist

Policy configuration display command

| Privileged mode | show accesscontrol policy {all | <policy-number>}

Policy sequence configuration display command

Privileged mode show accesscontrol policy-sequence port <port num>

sort {policy-index | sequence}

B COoMI-D008md - Tera Term VT

HAE ERE HEE Ioh0-a00 DLPEs ARTH
CEg ekl e
PIEAFTRS show accessloatrel portlist

Port Ligt: Total Entries & 1
Inde Fort L st
1 1-12
[MEAFHRY show accsssCemtrel policy 1
Folicr Index D1 Status: Enabled
Classifier [ndex H |
Source MG §ddr/Nask 3 00:00:00:00:00:01/32
Destioation MAC Addrs "I!Lk 00: E[ =000 00 00202/ 32
A0 Priority
YLAN Ih .

Source 1F Nddr/Nask
Destieation IF Addr/usk
Frotece]

Soures L4 Port

Dieirt i _;atlcn L4 Port
TCF ST Flaz

I'vl i
Policr 5 i |
: I!"f\z 1ﬁu::t:-:-n H .:rd*x" Action=Fermit,. Cofsh
(ut-Frofile &ction = Indwr=l Aetion=Ferait
Committed Rate = 1o !l.'.;l:.. Burst 3izel 16HE
ort List  Index=l ort-]'
Ji4PTRS -

Fig. 4-10 Display of the port list and policy configuration
(show accesscontrol portlist)
(show accesscontrol policy 1)
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4.6. QoS (Quality of Service) Configuration

Configure the QoS setting in "Global configuration mode." Confirm the basic
information by entering "show mls qos" in "Privileged mode."

QoS enable configuration command

| Global configuration mode | mls qos
QoS disable configuration command
| Global configuration mode | no mls gos
QoS scheduling method configuration command
| Global configuration mode | gos method {strict | wrr}
CosS traffic class mapping configuration command
| Global configuration mode | priority-queue cos-map <traffic class> <priority>
WRR traffic class mapping configuration command
| Global configuration mode | wrr-queue <traffic class> <weight>

QoS configuration display command

| Privileged mode | show mls gos
CosS traffic class mapping configuration display command
| Privileged mode | show priority-queue cos-map

QoS scheduling method, weighted round-robin weight configuration display
command

| Privileged mode | show gos method

& COM1:0600baud - Tevs Term WT

Lol ity of Service Status: Esabled
PAHER show priority-—quese cos-map
Priority  Traffic Class

0
1 a

S R- T E
Al e (T
—
=

Fig. 4-11 Display of the QoS configuration
(show mls gos)
(show priority-queue cos-map)
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Fig. 4-12 Display of the QoS configuration
(show mis qos)
(show qos method)
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4.7. Bandwidth Control Configuration

Configure the bandwidth control in "Interface configuration mode." Confirm the
basic information by entering "show egress-rate-limit" in "Privileged mode."

Bandwidth control enable command

| Interface configuration mode | egress-rate-limit
Bandwidth control configuration command

| Interface configuration mode | egress-rate-limit [<unit(1Mbps/unit)>]
Bandwidth control disable command

| Interface configuration mode | no egress-rate-limit
Bandwidth control display command

| Privileged mode | show egress-rate-limit

& COM10600bad - Teds Term VT
FIAE BEE BRES Toko-adl e FRME AR
WPNES show egress-rate=| imit -

Fort  Bandwidth States

TS U e a3 D3 bt 5 2 0 ) 5 Y e 23 e

| i -
Fig. 4-13 Display of the bandwidth control configuration
(show egress-rate-limit)
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4.8. IEEE802.1X Authentication Function
Configuration

Configure the IEEE802.1X port-based and MAC-based authentication in "Global
configuration mode" and "Interface configuration mode." Confirm the basic
information by entering "show dot1x <1-2 or 1,2,3 or 1,2,3-5>" in "Privileged
mode."

NAS ID configuration command <Port based mode, MAC based mode>

| Global configuration mode | dot1x nas-id <NASID> |
Authentication operation configuration command <Port based mode>
Interface configuration mode dot1x port-control {auto | force-authorized |

force-unauthorized}
Periodical re-authentication enable command <Port based mode>

| Interface configuration mode | dot1x re-authentication |
Periodical re-authentication disable command <Port based mode>
| Interface configuration mode | no dot1x re-authentication |

Re-authentication interval configuration command <Port based mode, MAC based
mode>

| Interface configuration mode | dot1x timeout re-authperiod <1-65535> |
Client timeout configuration command <Port based mode, MAC based mode>
| Interface configuration mode | dot1x timeout supp-timeout <1-65535> |

Authentication server timeout configuration command <Port based mode, MAC
based mode>

| Interface configuration mode | dot1x timeout server <1-65535> |
Waiting time configuration command after authentication fails <Port based mode,
MAC based mode>

| Interface configuration mode | dot1x timeout quiet-period <1-65535> |
Request interval configuration command for resending authentication <Port based
mode, MAC based mode>

| Interface configuration mode | dot1x timeout tx-period <1-65535> |
Maximum retry times configuration command for resending authentication <Port
based mode, MAC based mode>

| Interface configuration mode | dot1x max-req <1-10> |
Re-authentication status initialization command <Port based mode>

| Interface configuration mode | dot1x re-authenticate |
Authentication status initialization command <Port based mode>

| Interface configuration mode | dot1x init |
Control direction configuration command for authentication requests <Port based
mode, MAC based mode>

| Interface configuration mode | dot1x control-direction {both | in} |
Supplicant numbers configuration command <Port based mode>
| Interface configuration mode | dot1x supplicant-num <1-512> |
Authentication mode switching command <Port based mode, MAC based mode>
Interface configuration mode dot1x port-auth-mode {port-based |
mac-based}




Authentication status initialization command <MAC based mode>

| Interface configuration mode | dot1x mac-based init [<MAC address>] |
Re-authentication status initialization command <MAC based mode>
Interface configuration mode dot1x mac-based re-authenticate [<MAC
address>]
Periodical re-authentication enable command <MAC based mode>
Interface configuration mode dot1x mac-based re-authentication [<MAC
address>]
Periodical re-authentication disable command <MAC based mode>
Interface configuration mode no dot1x mac-based re-authentication [<MAC
address>]
EAP-request enable command <MAC based mode>
| Interface configuration mode | dot1x eap-request |
EAP-request disable command <MAC based mode>
| Interface configuration mode | no dot1x eap-request |
Guest access configuration command
| Interface configuration mode | dot1x guest-vlan <vlan-id> |
Default VLAN configuration command
| Interface configuration mode | dot1x default-vlan <vlan-id> |
Authentication VLAN configuration command <Port based mode>
| Interface configuration mode | dot1x dynamic-vlan |
Guest access application condition configuration command <Port based mode>
| Interface configuration mode | dot1x guest-access {timeout | both | auth-fail} |
Force authorized MAC address configuration command
Global configuration mode dot1x forceAuthorized MAC <MAC address>

mask-bit <mask-len> auth-mode {authorized |
unauthorized} portlist <1-2 or 1,2,3 or 1,2,3-5>
Authentication information display command <Port based mode, MAC based
mode>
Privileged mode show dot1x {port-based <1-2 or 1,2,3 or
1,2,3-5> | mac-based <port num>}
Force authorized MAC address configuration display command

Privileged mode show dot1x forceAuthorized-MAC {all | single
<MAC address>}
Guest access, Default VLAN configuration display command
| Privileged mode | show dot1x guest-default-vlan |
IEEE802.1X statistics display command
Privileged mode show dot1x statistics <port num> {since-reset |
since-up}
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Fig. 4-14 Display of the IEEE802.1X authentication configuration
(show dot1x port-based 1-2)
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4.9. IGMP Snooping Configuration

Configure the IGMP snooping setting in "Global configuration mode" and
"Interface configuration mode."

IGMP snooping enable command

| Global configuration mode | ip igmp snooping enable |
IGMP snooping disable command
| Global configuration mode | no ip igmp snooping enable |
IGMP snooping aging time configuration command
Global configuration mode ip igmp snooping aging-time {router|host}
<sec>
IGMP snooping transmission interval configuration command
Global configuration mode ip igmp snooping report-forward-interval
<sec>
Multicast filtering enable command
| Global configuration mode | ip multicast filtering enable |
Multicast filtering disable command
| Global configuration mode | no ip multicast filtering enable |
VLAN filter configuration command
| Global configuration mode | ip igmp snooping vlan-filter vlan <vlan-id> |
VLAN filter delete command
Global configuration mode no ip igmp snooping vlan-filter vlan
<vlan-id>
IGMP snooping multicast routing configuration command
Global configuration mode ip igmp snooping mrouter learn {igmp |

pim-dvmrp | both}
IGMP snooping multicast interface configuration command
Global configuration mode ip igmp snooping mrouter interface
<interface name>
IGMP snooping multicast interface delete command

Global configuration mode no ip igmp snooping mrouter interface
<interface name>
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IGMP snooping static configuration command
Global configuration mode ip igmp snooping vlan <vlan-id> static
<MAC address> interface <interface name>
IGMP snooping static configuration delete command
Global configuration mode no ip igmp snooping vlan <vlan-id> static
<MAC address> interface <interface name>

Leave delay time configuration command

| Global configuration mode | ip igmp snooping leave-delay-time <value> |
IGMP snooping querier enable command
| Global configuration mode | ip igmp snooping querier enable |
IGMP snooping querier disable command
| Global configuration mode | no ip igmp snooping querier enable |
IGMP query version configuration command
| Global configuration mode | ip igmp snooping querier version {1 | 2} |
Query transmission interval configuration command
Global configuration mode ip igmp snooping querier query-interval
<sec>
Query response time configuration command
Global configuration mode ip igmp snooping querier

max-response-time <sec>
Querier timeout configuration command

Global configuration mode ip igmp snooping querier timer-expiry
<sec>

TCN query transmission times configuration command

Global configuration mode ip igmp snooping querier tcn query-count
<count>

TCN query transmission interval configuration command

Global configuration mode ip igmp snooping querier tcn

query-interval <sec>
IGMP snooping leave configuration command

| Interface configuration mode | ip igmp snooping immediate-leave |
IGMP snooping leave configuration delete command

| Interface configuration mode | no ip igmp snooping immediate-leave |
IGMP snooping configuration display command

| Privileged mode | show ip igmp snooping conf |
IGMP snooping multicast configuration display command

| Privileged mode | show ip igmp snooping mrouter |
IGMP snooping VLAN filter table configuration display command

| Privileged mode | show ip igmp snooping vlan-filter-table |
IGMP snooping querier configuration display command

| Privileged mode | show ip igmp snooping querier |
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. 4-15 Display of the IGMP snooping configuration
(show ip igmp snooping conf)
(show ip igmp snooping mrouter)
(show ip igmp snooping vlan-filter-table)
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Fig. 4-16 Display of the leave mode
(show ip igmp snooping leave-mode)
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4.10. PoE (Power Supply Function)
Configuration

Configure the PoE setting in "Global configuration mode" and "Interface
configuration mode."

SNMP trap sending PoE threshold value configuration command

| Global configuration mode | peth usage-threshold <percent>
Management method configuration command
Global configuration mode peth disconnection-method {next-port |
low-priority}
Fan control command (* only for Switch-M16PWR)
| Global configuration mode | fanspeed {min | low | mid | high}
PoE port enable command
| Interface configuration mode | no peth shutdown
PoE port disable command
| Interface configuration mode | peth shutdown
PoE port configuration command
| Interface configuration mode | peth limit <value>
PoE configuration command
| Interface configuration mode | peth priority {critical | high | low}
PoE port configuration display command
| Privileged mode | show peth-port
PoE configuration display command
| Privileged mode | show peth-conf

el MEEP BWET IR0 Ty PRRE ARTH
shest path-coaf -
Bud L7ER

er ';-u-:lﬁl.. 2 -, [l

omer [leage Threshold For Sesding Trap: 50%
Pomer Manmgement Nethod @ Demyr nest port coanectioa. repardless of pricrity

PIAPHER shon peth-port . X yn

No. Admin Status Clags Prio. Limit{oh) Pow.(of) Vol .(V} Cur_ (sk)
1 Ip Ho 15400 I I 1]
g e Mo 1E400 0 0 1]
2 e Ho 16400 0 0 1]
4 Ip He 1400 1 [ 1]
E Ip He 16400 0 0 1]
§ Up He 1E400 1] I 0
T e He | E400 1] I} 1]
B8 Te He 154000 I 0 0
8 Op Ho 15400 I 0 Q
I Te  He 154001 1 0 0
Il Te M 154001 I 0 1}
12 Te Mo 154000 I 0 1}
13 Te Mo 154000 I 0 1}
I Tp He 154000 I I Ji]
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12 Ip Ho 15400 a 0 1]
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B Up He 15400 0 0 1]
21 Ilp N 1 B0 ] 1} i
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& I He 1 E400 1] i 1]
“H e He 15400 1 0 0

Fig. 4-17 Display of the PoE/PoE port configuration
(show peth-conf)
(show peth-port)
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4.11. Storm Control Configuration

Configure the storm control in "Interface configuration mode." Confirm the basic
information by entering "show storm-control" in "Privileged mode."

Storm control (broadcast) enable command

| Interface configuration mode | storm-control broadcast

Storm control (broadcast) disable command

| Interface configuration mode | no storm-control broadcast

Storm control (multicast) enable command

| Interface configuration mode | storm-control multicast

Storm control (multicast) disable command

| Interface configuration mode | no storm-control multicast

Storm control (unicast) enable command

| Interface configuration mode | storm-control unicast

Storm control (unicast) disable command

| Interface configuration mode | no storm-control unicast

Threshold value configuration command

| Interface configuration mode | storm-control threshold <threshold value>

Storm control configuration display command

| Privileged mode | show storm-control

B COM:PE008sud = Ters Term WT

Frilp BEE BIE o= LR AT
CATY show atora-centrol -
Fort Storm Control Setting:
Ho. LF Breadeast Molticast Threshold
1 Dizabled Dizabl ed Disabled I
2 Digabled  Dizabled Dizabled 0
3 Disabled Digabl ed Digabled 0
4 Dizabled  Dizabled Disabled 0
b Digabled Dizabl ed Digabled 1]
B Dizah]ed Dizah] ed |eabl ed 0
T Dizabled izabl ed i zab| ed 0
8 Digabled Dizahbl ed {esalbe] &d 0
4 Dizabled  Dizabled Dizabled 0
10 Dismabled Digmbled Disabled 0
11 Digabled  Dizabled Digabled 0
12 Dizmb]ed Dizabled Disabled 0
13 Dizabled Dizabl ed | eabl ed 0
14 Dizabled Dizab] od ik ad 0
15 Disabled Dizahb] ed bl ed I
16 Digabled  Dizabled Dizabled 0
17 Disabled Digabl ed Dbl ed 0
18 Dizabled  Dizabled Digabled 0
14 Digabled Dizabl ed Digabled 1]
20 Dizahled Dizabl ed |eabl ed 0
il Dizabled Dizabl ed i zabl ed 0
22 Digabled Dizahbl ed {esale] &d 0
& Dizabled  Dizabled Dizabled 0
i Dismab]ed Dismbled Disabled 0
h Digabled  Dizabled Dieabled 0
i Dizmbled Dizabled Disabled 0
| b =

Fig. 4-18 Display of the storm control configuration
(show storm-control)
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4.12. Ring Protocol Configuration

Configure the ring protocol in "Ring configuration mode." Confirm the basic
information by entering "show rrp status|[Domain Name]" in "Privileged mode."

Ring protocol enable command

| Global configuration mode | enable rrp status
Ring protocol disable command

| Global configuration mode | no enable rrp status
RRP domain creation configuration command

| Global configuration mode | rrp domain <Domain Name>
RRP domain delete command

| Global configuration mode | no rrp domain <Domain Name>
Role configuration command

| Ring configuration mode | rrp type {master / transit}
Control VLAN configuration command

| Ring configuration mode | control vlan<vlan-id>
Data VLAN configuration command

| Ring configuration mode | data vlan<vlan-id>
Primary port configuration command

| Ring configuration mode | primary port <port number>
Secondary port configuration command

| Ring configuration mode | secondary port <port number>
Fail-period configuration command

| Ring configuration mode | fail-period <seconds>
Polling-interval configuration command

| Ring configuration mode | polling-interval <seconds>
Ring protocol configuration display command

| Privileged mode | show rrp status [Domain Name]

B COM1:S6008sud = Tors Term W

ree demain RIMG=1
ll rrp Lype master
1#)R prisary port 26
) secondary port 26
138 coatral wlanl0
e} data vlanll

B oexit
enable rrp status
figll exit
ol rrp status RING-1

REF Deaain Name > RING-1
KRl Nede Type : Master
EEP Eing Status > Failed
Primary Port L
Primary Port Status : Do
Frimary Port Rale : lpatream
Secondary Fort : IR

Secondary Port Status® Forwardins
Secondary Port Bole © Dosmetreasm

Polling Interval 11
Faild Pericd i
Control VLAN : 100
[ata VLAN i
| el v

Fig. 4-19 Ring protocol configuration display command
(show rrp status)
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5. Displaying Statistic Information

View the statistic information of this switch in "Privileged mode."

Statistic information (traffic) display command

Privileged mode show interface counters <interface port>
{since-reset | since-up}

Statistic information (error) display command

| Privileged mode | show interface counters errors <interface port>

r{El MR BES -0 Oy PR AnH

EAPAE enable
PAPHES show interface

cousters fallfl since-up

Elareed Tiee Since Syetea Bp: 000:14:58:52

[Tatal KR FF:E:" Tetal BE ?sﬁl\t; Good E:-.uJ-.vaf}_' Good 'l!ﬂl:l;ra'_:;
i b & & &
Byt e Pris BE-1IT Ptz 123-255 Phis
8884 ] i}

258-511 Phig El2-1023 Fhis (wver 1024 Phts
i 0 a

r'&-ﬁ"ﬁf.‘!’ ghow interfoce cousters errorm faly]
lareed Tiee Since Svsten Bpd 0001457000

CEC/Align Errors Tndersize Fite vergize Fhts
[1] 0

Fragsents Jabbers Collimicas
] 0 i

EHP‘!’E:‘

Fig. 5-1 Display of the statistic information
(show interface counters fa0/1 since-up)
(show interface counters errors fa0/1)
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6. Firmware Upgrade and
Downloading/Uploading Configuration File

Upgrade the firmware version and download/upload the configuration file in
"Privileged mode."

Upgrade command

| Privileged mode | copy tftp <ip-address> <filename> image

& SN SDbad - Ters Teem WT

A AE ERE BEE LO-m e AAt Y
AR enable #
APHER fep 18E.168.1.]1 eniSidfk_vi000l.roa jmage
Desm|cadicg lmage From Eemote Server. (Prems CTEL-C to quit domloading)
159068 bt as

Beceive

Fig. 6-1 Upgrading
(copy tftp 192.168.1.1 pn23249k_v20001.rom image)

Configuration file upload command

| Privileged mode | copy running-config tftp <ip-address> <filename>
Configuration file download command
| Privileged mode | copy tftp <ip-address> <filename> running-config
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7. Reboot

Reboot the switch in "Privileged mode."

Reboot command

| Privileged mode | reboot {normal | default | default-except-IP}

& COMISE00bamd - Ters Term WT

Frindd EBRD HEE TA0-#0 40P addie
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Fig. 7-1 Reboot screen
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8. Ping Execution

Ping can be used in all modes.

Ping command

‘ All modes ‘ ping <ip-address>
Ping (number of echo requests) command
‘ All modes ‘ ping <ip-address> [-n <count>]
Ping (timeout) command
‘ All modes ‘ ping <ip-address> [-w <timeout(sec)>]

W COML:R600baud - Tora Torm VT

FriviEy SRE BES T ho-n S0l ~ndir

WEAFRE> ping 192, 169.1.1 ~
ype Cirl-C to abort.

Feply Keceived From = 192.168.1.1, TimeTaken : 0.10

Feply Received From 192.168.1.1, TimeTaken : 4.89

[Reply Keceived From - 182.168.1.1, TimeTaken - 4,89

=== 192 188.1.1 Ping Statisticg ===
% Packets Transmitted, 3 Packets Beceived, 0f Packets L

HZAFHE> enable
NZAPHER ping 192.168.1.1

vpe Ctrl-C to abort.

Reply Received From 192.168.1.1, TimeTaken 0.10
Reply Eeceived From - 192.164.1.1, TimeTaken 4.20
Feply Keceived From = 192.163.1.1, TimeTaken : 4.20

F— 192.168.1.1 Plnz Statistics ——-
2 Packets Transmitted, 3 Packets Beceived, [ Packetz L

MEAPHERR confimure
EAFR(config)fF ping 192.168.1.1

ype Ctel-C Lo abort.

[Reply Eeceived From = 192.188.1.1, TimeTaken : 0.10
Feply Received From © 192.168.1.1, TimeTaken : 0.10
Heply Beceived From - 192.163.1.1, TimeTaken - 3,13

=== 192, 168.1.1 Ping Statistics ===
Packets Transmitted, 3 Packets Beceived, O Packets L

MEAFAE( config)f int falsl
MEAPHE (config-if)f ping 192.188.1.1

vpe Ctrl-C to abort.

16811, TimeTaken :
1685.1.1, Timelaken -
168.1.1, TimeTaken :

Feply Received Frem 158,
Reply Eeceived From = 192,
Feply Keceived From & 192,

s
Y AT et
el T8

Fig. 8-1 Ping execution
(ping 192.168.1.1)
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9. Displaying System Log
View the system log in "Privileged mode."

System log display command

| Privileged mode | show syslog [tail <1-1024>]
System log clear command
| Global configuration mode | syslog clear

& COM10600bad - Tevs Term WT

FrAE BEE BEC TEo-m yeFRNY AR
REITRE enable -
PCATRES ghow avelcs
Estry Timel lI"I"I"I'.'“. L"U HE:NN:53)
1 Rebaot :
i ogin from coamole
3 {Bridge) Topoloar [:_J_F:t
i {Bridge) Topoloar L,._J_se
L ;ﬁ[:].'“.'[ll l:, "H'lh.e.- cmwb._J_a:e
& 0100 {Bridge) Topolosr L..mse
T Lol {Br |ise Topolcay Change
B 20000000 '.Iirlise.- Topolcgy Changpe
9 E00000m0 Puntime code changes
1 2001/00/00 Beboot: Hormal
11 2d.0d00 Login from copsole
18 0L 18516512 Bebaot: Hormal
13 30000001 153 Login from conmole
14 o0l/olsol 1531641 Configuraticn changed
| cpdtuel |
-

Fig. 9-1 Display of the system log
(show sys-log)
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9.1. System Log Configuration

Configure the system log setting in "Global configuration mode."

System Log enable command(Link Up/Down)

| Global configuration mode | log enable linkupdown
System Log disable command(Link Up/Down)

| Global configuration mode | no log enable linkupdown
System Log enable command(PoE On/Off)

| Global configuration mode | log enable poe-onoff
System Log disable command(PoE On/Off)

| Global configuration mode | no log enable poe-onoff
System log configuration display command

| Global configuration mode | show log configuration

Mz4PWRCconf iz i

Fig. 9-2 Configuration of the system log.
(log enable linkupdown)
(log enable poe-onoff)
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10. Saving Configuration Information

Save the configuration information in "Privileged mode."

Configuration save command

‘ Privileged mode ‘ copy running-config startup-config

& COM1:0600baud - Teva Term WT

FriEl BED REC -0 O PRy A

130

PIAPRES copy running-coafis startup-confie

Flexze wait & sinute.

Save current #late to startep confie successful ly!l

JuiATRER B

Fig. 10-1 Saving the configuration information
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11. Displaying Configuration Information

View the configuration information in "Privileged mode."

Configuration information display command

‘ Privileged mode ‘ show running-config
Saved configuration information display command
| Privileged mode | show startup-config

@l GCOM3:9600baud - Tera Term YT
File Edit Setup Control indow  KanjiCode  Help

M2 4PWR> enable ~
M24PWRE =show running-confiz
Building Confizuration...

Current Configuration:
-- start of confiz file --
! -- Software Yersion @ 2.0.0.52 --

enable
confiz
1

%Panning-tree rst version rstp
interface FastEthernetl/f1
interface FaztEthernet(/2
interface FaztEthernet0/3
interface FastEthernetd/4
interface FaztEthernet0/5
interface FaztEthernet0 /6

interface FastEthernst0/7
YMore ..... To stop press {n) w

Fig. 11-1 Display of the configuration information
(show running-config)
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Appendix A. Specifications

Refer to "Operation Manual for Menu Screens" for your switching hub to
read the specifications.
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Appendix B. Procedures for Console Port

Configuration using Windows

HyperTerminal

Connect a Windows-based PC to this switch with a console cable and follow the
procedures shown below to activate HyperTerminal.

(If your PC is using Windows Vista or later, you need to install a terminal emulator
first.)

(1)
(2)
(3)

(4)
(5)
0
(8)
(9)

On Windows, click Start on Task Bar > All Programs > Accessories >
Communications > HyperTerminal.

The Connection Description window opens. Enter a name (e.g. Switch),
choose an icon, and click OK.

The Connect To window opens. Click on the pull-down menu of the Connect
Using field, choose COM1, and click OK.

Note that the above setting applies to cases where the console cable is
connected to COM1.

At the COM1 Properties window, click on the pull-down menu of the Bits per
second field, and choose 9600.

Click on the pull-down menu of the Flow control field, choose None, and click
OK.

Click File in the main menu of HyperTerminal and choose Properties.

The <name> Properties window appears (<name>: the name you entered in
step 2 is indicated). Click the Settings tab and click on the pull-down menu of
the Emulation field. In the list, choose VT100 and click OK.

Configure this switch in accordance with chapter 4 of the Operation Manual
— Menu Screens.

After completing the configuration, click File in the main menu of
HyperTerminal and Exit. Click Yes when asked if you want to disconnect the
terminal. Then click Yes when asked if you want to save the session for
HyperTerminal configuration.

(10) A file named "<name>.ht" (<name>: the name you entered in step 2 is

indicated) is created in the HyperTerminal window.

From the next session, you can activate HyperTerminal by double-clicking
"<name>.ht" and configure this switch by following step 8.
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Appendix C. Easy IP Address Setup Function

The following are points to note when using an easy IP address setup function.

[Known compatible software]

Panasonic Eco Solutions Networks Co., Ltd. "Support Tool" Ver.1.2.0.1
Panasonic Corporation "Easy IP Address Setup Software" V3.01/V4.00/V4.24R00
Panasonic System Networks Co., Ltd. "Easy Configurator" V3.10R00

[User-settable items]
* |P address, subnet mask and default gateway
* System name
* Settable with only the software of Panasonic System Networks Co., Ltd.
The software shows "Camera name."
* If you use this function for configuration, "Enabled" is automatically displayed
in the Web Server Status.

[Restrictions]

* The time for accepting setting changes is limited to 20 minutes after power-on
to ensure security.
However, you can change settings regardless of the time limit if the IP address,
subnet mask, default gateway, user name and password values are the factory
defaults.
* You can check the current settings because the list is displayed even after the

time limit elapses.

* The following function of the software of Panasonic System Networks Co., Ltd.
is not supported.
- Auto setup function

* Please contact each manufacturer for information about network cameras.
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Troubleshooting

If you find any problem, please take the following steps to check.

1. LED indicators
The power LED (PWR) is not lit.
® Check if the power cord is disconnected. Please confirm that the power cord is
securely connected to the power port.
® |s the Switching Hub operated at temperature in the range from 0 to 40 degrees C?
Ensure that the operating temperature is within the specified range.

The LINK/ACT. LED (Link/Activity) is not lit.
® |s the cable correctly connected to the target port?
® |s the cable appropriate to use?
® |s the terminal connected to the relevant port conforming with 10BASE-T,
100BASE-TX, or T000BASE-T standard?
® Auto-negotiation may have failed.
Set the port of this Switching Hub or the terminal to half-duplex mode.

2. Communications are slow.

® Are the communication speed and mode settings correct?
If the communication mode signal cannot be properly obtained, apply half-duplex
mode. Switch the communication mode of the connection target to half-duplex
mode. Do not fix the communication mode of the connected terminal to full-duplex
mode.

® |s the utilization ratio of the network to which this Switching Hub is connected too

high?

Try separating this Switching Hub from the network.

3. Communications fail.
® |sthe link-up correct?
If embedded power saving mode is set to Full, change the setting to Half or Disabled.

4. PoE power supply is impossible.

Power is not supplied to a Powered Device.

- If you use an STP cable, PoE power supply may not be possible depending on the
installation environment. In such cases, use a UTP cable.

- Is a CAT5e or better straight cable (RJ45-8/8) used?

- Is the cable connected to the port 1-16 that supports POE power supply?

- Ensure that either the port alone or the entire equipment is not overloaded.

- Is the Powered Device connected to the port compliant with the IEEE802.3af standard
or IEEE802.3 at Type 1 (15.4W) standard?

* When the power supply is suddenly shut off:

- Itis likely that a PoE-powered device in use has different power consumption in normal
operation and standby states. Please confirm PoE LED.
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After—-sales Service

1. Warranty card
A warranty card is provided with this Switching Hub. Be sure to confirm that
the date of purchase, shop (company) name, etc., have been entered in the
warranty card and then receive it from the shop. Keep it in a safe place. The
warranty period is one year from the date of purchase.

2. Repair request
If a problem is not solved even after taking the steps shown in the
"Troubleshooting" section in this manual, please use the Memo shown on the
next page and make a repair request with the following information to the
shop where you purchased this Switching Hub.
¢ Product name
¢ Model No.
# Product serial No. (11 alphanumeric characters labeled on the product)
¢ Firmware version (The number after "Ver." labeled on the unit package)
¢ Problem status (Pl iv ncrete information ible.)

® \Within the warranty period:
Repair service will be provided in accordance with the conditions stipulated
in the warranty card.
Please bring your product and warranty card in the shop where you
purchased it.

® After the warranty period expires:
If our check determines that your product is repairable, a chargeable repair
service is available upon your request.
Please contact the shop where you purchased the product.

3. Inquiries about after-sales service and the product

Contact the shop where you purchased the product or call/fax the following
number.
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Memo (Fill in for future reference)

Product )
Date of name Switch-M
purchase Model PN23
No.
Firmware Boot Code
version (*) Runtime Code
Serial No.
(11 alphanumeric characters labeled on the product)
Shop/Sales
company
Tel:
Customer
service
contact
Tel:

(* You can check the version on the screen described in section 4.5 of the
Operation Manual — Menu Screens.)

Panasonic Eco Solutions Networks Co., Ltd.

© Panasonic Eco Solutions Networks Co., Ltd. 2013-2014

2-12-7, Higashi-Shimbashi, Minato-ku, Tokyo Japan, 105-0021
URL: http://panasonic.co.jp/es/pesnw/english/
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