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1. ARV EFDEE

ONYRDEEBEUTUTD 4 DOEEARHDET,
® 1—YE—FK:
OJ4YUIBRDE—RFTY, ETCEDIRENBONTVET,
@ FET—F:
REBOREERL IV T 10T 71 IVICEBITDBIEETOODE—RTT,
® JO0-N\Ndv71JLb—vavE—NR:
RKERBOREEHRZTOILOHDE—RTT,
@ AVI—TI1—ARAV T4 T L—YavE-—NR
REBEDR—ME - VLAN B4 E, ER([CHERREETOHDE—RTI,

M24eGi> enable

M24eGi#t configure

M24eGi (config)# interface gi0/1
M24eGi (config—if)# exit

M24eGi (config)#t exit

M24eGitt

X 1-1 OVYFOREE

enable VYR
s I—HEFE—RHOIFIET—RICBD IV RTY,

NI2AEG >+ v revreveensentenesaeeeeaneeneanns d1—HF—R

M24eGi> enables -« ceereereeeareeaneaaaeenns I—HFE—REETE—R
M2AEGiH ++cevrsererensseanessasssanssnnesnns EETE— R

M24eGi# disahles+«+vrrrrerererarrrereenens BEE— R 1—HE—R
NI2AEG >+ v revrevsensenseaesaeeesaacaneanns 1—HF—R

disable VY F
SET—-—RFHAOI1—YE—RICEDIVYRTY,

M24eG|# .................................... %*E:E— '\‘\
M24eG|# dlsable ............................ %*E:E— IQ:}]_—'UL‘:E— I\‘\
M24eG|> .................................... l_ﬁ\:E_ |\°




configure AV K
BETE—RHABIJO0-/NIWAV T4 TJL—Y3aVE—RICBDIVYRTY,

NI2AQGi# v vvrrnnnreermnneeeeeeniineenn. HEAE T — N

M24eGi# configure:««««+=sveeerenreeeeanne. BHET—R
=>700-N\)V3dAVvT71J0b—v3avE-—R

M24eGi(config)#:ceerrreerrerreeeeeeeee. J0-N\N)3AvT«4Jb—ravE—R

interface VYK
- oO—)\ VAV T4 L—YaVE—RhAVI—TJ 1 —RAVT4TL—3VE
—RICBDIVVRTYT,

M24eGi(config)frereerrrrerrererreeneeee.. JO0-N\3aAv T4 b=y avE-—NR
M24eGi(config)# interface vlanT--+-+-+---- J0-Nv3aAvT4J0b—vavE—NR

>AV9—-TJ1—R
AV T« Jb—3avE—FR(vlan1)
M24eGi(config-ifJ# exites=rerrereeeeeeeees AV —=T1—RAVT1TL—Y3vE-—FK
=>70-N\)V3dAvT71Jb—Y3avE—R
M24eGi(config)# interface Gigabitethernet0/1-- 20—V T« JL— 3>
K
>4 —-T1—2R
AV 71« JL—r3avE—R(interfacel)

M24eGi(config-ifJ# exit-s=serrereeeeeeeees AVH—=TI1—RAVT1TUL—Y3vE-—F
=>70-N\)V3dAvT71Jb—Y3vE—R

M24eGi(config)f---rerrerererermerercecnns J0-N\)3AvT4TJb—v3avE—NR

exit ANV

- 1 DRINDE—RICRDZFT,

M24eGi(config-if)J# exite--rereerereeeeees AV—TI—RAVT1TL—Y3vE-—R
=>70-N\)V3dAvT71Jb—Y3vE—R

M24eGi(config)# exitrcerererrereceeeenes J0-N\Nv3aAv T4 00— avE—R
SREE—N

M24eGiH exXitercrcrererererecececacacacanas EET— Ro1—HFE—R

M24eG|> ................................... j__-lj-:E_ |\




end VYR

AV T4 L= 3aVINY RHORHEE—RICBDOVY RTY,

M24eGi(config-if)# end---vereeeeeeeeeees AVI—TI—RAVT«TJL—3avE
— =T R

M24eGi# configure

M24eGi(config)# end«---sereerececeeeneees o0—=/\\3Av T« Jb—vavE-—R
SHHEE—R

logout AV K

cR2THDE—FHADXAZ1—EHENEDIVYRTY,

M24eGi(config)# logout-««xereeerereee-. VT4 b—Y3avE—R=aX"a1—

7 ONVER

*BE—FT ? ZANTDEZDE-RTEATEDIVY RENBRTEXT,

M24eGi> ?

enable Privilege level to go to.

exit Exit from current mode

|ogout To logout from the CLI shell

bing Send ICMP ECHO_REQUEST to network hosts

M24eGi>

12 ?3IN¥YVE

BANXZE

A=VIF—D1 (LX) ZAANTDE, INXTICAALILIVY RABRRSN
x5




ERZIEIOVUR
ONYROANEIC ? #BANTDE, i AVY ROBRBHIERRSINE T,

M24eGi# configure
M24eGi (config)# ip address ?
<ip—address> ex: 192.168.1.1

M24eGi (config)# ip address

K 1-3 &FESHBEIVUR

VY FANDE
OV Y RBLUSIHDANRBZENEN—BICHIITEDXFEI TZANINEZDED
XFDANZERITDIENTEXT,

[AS&EEHI]
® cnable — en
® show running-config — shru

(&I TE R \HI)
® co — configure $FUV copy MERBICHDTHIS—ERDFT,

SRt OESORKIUTOED EBDET,
< > . PAEE — MBFANTBLSCLTLREL,
{1} BRE — WINAEBRUTAALTIRESL,
[ ] : ATvay — BECHCTAALTLESL,

BFIVY RICBITDANF, IWNFREBISNBIDXFE L THRONE T,

E1, ZBROR— MEER—BITY RERE M24eGi(24 K— N ) ORBETERL T
DET, CEADWBICEETDR— MESEEEL, IVY REEFLTIREL,




2. EXRHRORR

(SHEE—F] [CTUTIOVY FZERATERKBENEABRZBSRIDIENTE
ESE

YATLERBRIVYV R (BEKE. /N\—Ia3VER

‘ M24eGi# ‘ show sys-info

PRLABHRSRIVYEF (MACPRLA, IP7RLABER

| M24eGiff | show ip conf

PRLABHRSRIVYEF (MACPRLA, IPv6 7 FLAER)

| M24eGiff | show ipv6 conf

CPUBEBRIVVEF (CPU ERRER)

| M24eGif | show cpuload




<HREANBDIRTHI>
VAT LBHRBBIVY ROEFHIEUTICRLUET,

M24eGi> enable
M24eGi#t sh sys—info

System up for : 0 days, 0:10:5
Boot Code Version ©1.00.18
Runtime Code Version 1.00. 52

Hardware Information

Version A

DRAM Size © 128MB
Fixed Baud Rate © 9600bps
FLASH Size : 28MB

Administration Information
Switch Name :
Switch Location
Switch Contact

System Address Information

MAC Address DOXXIXXIXXIXXDXX XX
[P Address :0.0.0.0
Subnet Mask :0.0.0.0
Default Gateway :0.0.0.0
System Address Information
[Pv6 Status > Disable
MAC Address DOXXIXX XX XX XX XX
IPv6 Address/prefixlen : ::/128

[Pv6 Link Local Address : ::
[Pv6 Default Gateway

M24eGitt

WN =

0N O BN

— a a ©
—

N

O G G
NO oW

5 2-1 YATLABHRBRIVY ROETH

1. System up for

| AEBEORBBRHSLUREERLET,

2. Boot Code Version

| AEBOT—FI-RN\-IaVvERLET,

3. Runtime Code Version

[ AEBOT7—LDI7N-I3VERUET,

4. Hardware Information

| AEBON\-RI I PERERLETD,
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5. Version

| AEBON-ROIPN-IavERLETD,

6. DRAM Size

| ZEBND DRAM X EUHA XERLET,

7. Fixed Baud Rate

‘$§E@jyy—wﬁ—F@ﬁ—U—F§§bijo

8. Flash Size

| ZEBO Flash XEUY 1 XERLET,

9. Administration Information

| AEBOEEEREERLET.

1 0. Switch Name

| AEBICRESNRASBERLET,

1 1. Switch Location

| AEBICRESNRBEFEERLET,

1 2. Switch Contact

| AEBICRESNBBAZERLET,

1 3. System Address Information

| AEBOTP FUABRERLET,

1 4. MAC Address

| FEBO MAC 7 RLZERLET,

1 5. IP Address

| AEBICRESNLEEFD IP P RUIREERLET,

1 6. Subnet Mask

| FRBICRESNEBFPOY TR Y FYRTERLET,

1 7. Default Gateway

| REBCRESNLBEDOT T AN~ I T 1 ERLET,

11




1 8. System Address Information

| AEBOTP FUABRERLET,

1 9. IPv6 Status

IPv6 HEEDBR/ HEIREZRL X T,

Enabled IPv6 HEEN B T,

Disabled IPv6 #EEEN ST,

2 0. MAC Address

| AEBO MAC 7 RLUZERLET,

2 1. IPv6 Address/prefixlen

| FEBICEESNLENERD IPv6 P RURETL T 1 v I AEDREERLET,

2 2. IPv6 Link Local Address

| FEBICRESNIBETO IPve UV IO—-ALTP RLRAERLET,

2 3. IPv6 Default Gateway

| REBCRESNIBIEPD IPV6 T TV~ DT 1 ERUET,

<HENBORTH>
PRUVABHREBRIVY FOERTHZLUTICRULET,

M24eGi#t show ip conf

MAC Address X
IP Address 0.
Subnet Mask - 0.
Default Gateway : 0

XXX XX XX

AWN =

X
0
0
0

M24eGitt

2-2 PRULABHSRIVY FDOETH

1. MAC Address

| ZEBO MAC 7 RL2ERLET,

2. IP Address

| FEBICRESNBFFD P P RURERLET,

12




3. Subnet Mask

| AEBCRESNCBIFPOYT XY NYRTERLET,

4. Default Gateway

| AEBICRESNLBEPOT T2V~ T 1 ERLET,

<HEANBDOIRTHI>
PRLURABHRBSRIVY ROETHZEUTICERLUET,

M24eGi#t show ipv6 conf

IPv6 Status - Disable

MAC Address DOXXIXXIXXIXXIXX XX
IPv6 Address/prefixlen : ::/128

IPv6 Link Local Address : ::

[Pv6 Default Gateway

aphwON-=

2-3 PRULABHSRIVY FORTH

1. IPvb Status

IPv6 HEED B/ EIREZRL X T,

Enabled IPv6 HEENBR T,

Disabled IPv6 #EEEN RN T,

2. MAC Address

| ZEBO MAC 7 RLZERLET,

3. IPv6 Address/prefixlen

| AEBICRESNBEPD IPv6 P RLAERLET,

4. |Pv6 Link Local Address

| AEBICRESNEERD IPv6 YT O—AITP RUAERLET,

5. IPv6 Default Gateway

| REBCHESNIBERD IPV6 T TV~ DT 1 ERUET,

<SREABDFRH>
CPU BHRBR IV Y ROETHEUTICRLUET,

13




M24eGi#t show cpuload

CPU Utilization

Five seconds -— 7 % One minute = 7 % Five minutes - 7 %
M24eGitt
2-4 CPUBHRSRIVYY FOZETTHI

1. CPU Utilization

| AEBEOSPDE. 198, 5 9O CPUERRERLET,

14




show sys-info

REBOYVATLER BEEE, N\—Y3aVEHRE) 283RIDIENTEET,

[N\SX—5]

INS A—FER A

AN AN
[(TiEHE R ERE]

INSX—SEFR THHERFDRE

L AN
(BN E&EH]

INS A —SEIR HEEH

AW AN
[(E==E]

INS A= EIR TREE

AN AN

15




show ip conf

REBO7 FLABHR (MACPRLUA, IP7RLURABHRE) ZBRIDIENTE

X9
(/Y5 X—5]
INS X —FE i
AW AN
[(TiEHE R ERE]
INSX—SETR THHERDRE
L AN
[(fE DR EEEH)
INS A —SEIR HEEH
AN AN
[(E==E]
INSX—SETR TEER
AN AN

16




show ipv6 conf

REBEOP RUAER (MAC 7 RUZR, IPv6 P RUAEHS) #8RITDIENT

EXT
(/Y5 X—5]
INS X —FE i
AW AN
[(TiEHE R ERE]
INSX—SETR THHERDRE
L AN
[(fE DR EEEH)
INS A —SEIR HEEH
AN AN
[(E==E]
INSX—SETR TEER
AN AN

17




show cpuload

REED CPU B (CPU EARBHR Z2BRIDIENTEXT,

[N\SX—5]
INS A—FER A
AN AN
[(TiEHE R ERE]
INSX—SEFR TS ERDERE
L AN
(BN E&EH]
INS A —SEIR HEEH
AW AN
[(E==E]
INS A= EIR TREE
AN AN

18




3. EXHMEERTE

3.1. EEEROETE

(ZO0-NL3OY T4 TJ—vavE—R] [CTRRA MG, RESBA. E8EEHREL
FJ. REBHRDBRE FFHEE—F] (CT [show sys-info]l IVY FZETLCH#R<
2E0\

RAREREIVUF

| M24eGi(config)# | hostname <hostname> |
RARZHIBRIVY VR

| M24eGi(config)# | no hostname |
REBFEEIVVE

| M24eGi(config)# | snmp-server location <server location> |
HEBHIR IV VR

‘ M24eGi(config)# ‘ no snmp-server location ‘
EfBSEREIVY R

‘ M24eGi(config)# ‘ snmp-server contact <server contact> ‘
EiBSHIBRIVY Y R

‘ M24eGi(config)# ‘ no snmp-server contact ‘

19




hostname <hostname>

VAT LBOERE « BEZTLE T,

no hostname

VAT LABDHIRZITVWE T,
[/1VS X—5]
INT A—SEHR Bz
<hostname> VAT LBZEELEXT,
[TEHERERE]
INT A—SEHR TEHERONE
<hostname> AN,
[MEDER EHIH]

INT A—FZHN R EEIA

<hostname> ¥/ 50 XFLRN
FERATRENF | FARHF(A~Z, a~z. 0~9)
MBS (1@H#HS& -)
FEHINR—R

DFEsIR]
INT A—SZHNK TRER
<hostname> AR—ABEAEVATLBERETDHEE “ 7 9T

Jdx—T—3Y) THATADZLTLESLY,
5l : hostname “switch a”

20




snmp-server location <server location>

REZITBERDEE

no snmp-server location

REZTVET,

REGIEROHIRZTVE T,

(/Y5 X—5]

INT A—SEHR s8R

<server location> | REHBFZEELET T,
[TEHERERE]

INT A—SEHR TBHERORE

<server location> | &L
[MEDER EHIH]

INS X =8 ZR SR

<server location> | %/ 50 XFLURN

RTINS | ¥EERF(A~Z, a~z. 0~9)
HEDS(1OH )
HHANR—R

(E==R]

INTA—S AT

ETEER

<server location>

AR—RAZEEACREBTERZRETDHEE “7

WO #x—FT—23V) TEATANZLTLLIEEL,
Bl : snmp-server location “Office 2F”

(97

21




snmp-server contact <server contact>
EABTEMDFTE - BEZTVE T,

no snmp-server contact

EIBERDHIRRZTVE T,

(/Y5 X—5]

INT A—SEHR s8R

<server contact> | EfELEEIBEELE T,
[TEHERERE]

INT A—SEHR TBHERORE

<server contact> | &L
[MEDER EHIH]

INS X =8 ZR SR

<server contact> | #/ 50 XFLURN

RTINS | ¥EERF(A~Z, a~z. 0~9)
HEDS(1OH )
HHANR—R

(E==R]

INTA—S AT

ETEER

<server contact>

AR—RAZESAICERLEBRERETDHEIE ©
J%—T—3Y) CHATANZLTLIEEL,

" (IT

Bl : snmp-server contact “network manager”

22




<= TEBI>

BE  ARBEOEEBR (KA &, REBH, Eigh) Z&R_ELXT,

1. REBEDRA b&B% Switch [CERELF T,
2. ARBEDREZF%Z Office-2F CRELFX T,
3. AEBDERITZ manager [CERELE T,

M24eGi> enable

M24eGi# configure

M24eGi (config)# hosthame Switch

Switch (config)#t snmp—-server location Office-2F
Switch (config)# snmp—server contact manager
Switch (config)# exit

Switchit

3-1-2 FEBEOEEBEHRRVES

23




3.1.1. A—Y& NAT—RFORE

(D0—/\)WAVT1TJL—y3avE—R] [CTEREEDI—HYEHELU/NNRAT—R%E
FHELET,

dA—Y&, NAT—RFR/EIVVER

| M24eGi(config)# | username <new username>

24




username <new username>
1—HE. IR T— ROBEEEETNET,
AT REEFRICEN N T— REFH LR T— K2 @) EAHL.
1SAT— ROBEEFVET,

(/Y5 X—5]

INT A—FEHR

51

<new username>

FUWI—TEZEELXT,
(A—Y2ZEBLRWVEER BREODI-YEZANLT
LTSN, )

[TEHERERE]
NS A—F B TSR DERTE
<new username> | 72U
[1EDE%E &)
INS X—FEHR R
<new username> | ¥/ 0~12 XF

BRETEYT | EEET(A~Z, a~z. 0~9)
HEDS(1@QH#$S, -)

[FE=ER]
INS A—FZIR TFREE
<new username> | 72U

CER I-YE2ELUNRAT-RZRESNLBER. DI EERODI—YEE/NR
T—RZEARYPICREL TS0,




<FEBHI>
BE  REBOI1—YE, NAT—REHRELET,
1. :LLWI—Y&% user! ICERELF T,
2. REONZAT—RZAALET,
(IBBEk(d manager [CERESNTLET)
3. HILLWIRAT—REANDLET,
4. ILLWIRT—RZHS—EANLET,

M24eGi> en

M24eGi# configure

M24eGi (config) # username user
Enter old password: ssskskokk
Enter new password: sekkkkxk

Enter new password again: skkokok
M24eGi (config) #

3-1-1-1 I—¥& TXAT—-FRE

26
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3.2. PP RLADEE
(V89 —T1—XOAVT4TL—avE—NR] [CTHREED IP P RUR(ICEAT DR
ExETVWEYT, REBROBRIE HEET—F] (CTIP P RUVRABRORRETVET,

IP7RULABRIOVVKF

‘ M24eGi# ‘ show ip conf

IPv6 PRUABRIVYVER

| M24eGiff | show ipv6 conf

IP7RUAEREIVYF

| M24eGi(config)# | ip address <ip-address> <mask> [<default-gateway>]

IP 7 FLAHIBROVY Y B

| M24eGi(config)# | ip address 0.0.0.0 0.0.0.0

IPvé 7 FLRAEHIVV R

‘ M24eGi(config)# ‘ ipv6 enable

IPv6 7 R IV R

‘ M24eGi(config)# ‘ no ipvé enable

IPv6 7 RLABREIVV R

‘ M24eGi(config)# ‘ ipv6 address <ipvb-address> prefixlen <prefixlen> [<gateway>]

IPv6 7 RLZAHIFRIVY Y R

‘ M24eGi(config)# ‘ no ipv6 address

IPv6 U o0—AIV7 RUAREINVN VR

‘ M24eGi(config)# ‘ ipv6 address link-local <link-local-address>

IPv6 U>o0—AL7 RUAHIRIYY R

‘ M24eGi(config)# ‘ no ipv6 address link-local

27




<HENBDIRTHI>
IPv4 7 RURBHRBSBIV Y ROEFTBIZUTICRLUET,

M24eGi> enable
M24eGi#t show ip conf

MAC Address TOXXIXXIXX XX XX XX
[P Address 2 0.0.0.0
Subnet Mask :0.0.0.0
Default Gateway 0.0.0.0

M24eGitt

P ON-=

3-2-1 IPvA P RLRABHBRIVVEF

1. MAC Address

| ZEBO MAC 7 RLZERLET,

2. IP Address

| AEBICRESNBEPD IP P RLRAERLET,

3. Subnet Mask

| AEBCRESNCBFPOYT XY NYRTERLET,

4. Default Gateway

| AEBICRESNBEPOT T2V~ DT A ERLET,

28




<HEANBDOIRTHI>
P RURABHRBBIVY ROEFHIEUTICRLUET,

M24eGi> enable
M24eGi#t sh ipv6 conf

IPv6 Status : Disable

MAC Address DOXX XX IXXIXX XX XX
IPv6 Address/prefixlen : ::/128

IPv6 Link Local Address : ::

[Pv6 Default Gateway

a b ooN =

M24eGit

3-2-2 |IPv6 PRULABHRSRIVUK

1. IPvb Status

IPv6 HEED B/ EIREZRL X T,

Enabled IPv6 HBEN BT,
Disabled IPv6 HEBEN N T

2. MAC Address

| ZEBO MAC 7 RLZERLET,

3. IPv6 Address/prefixlen

| REBCRESNIBIEPD IPV6 P RURERLET,

4. |Pv6 Link Local Address

| AEBICRESNLEERD IPv6 UV I O—NILTP RUAERLET,

5. IPv6 Default Gateway

| REBCRESNIBIEPD IPV6 T T+ IV~ DT 1 ERUET,

29




ip address <ip-address> <mask> [<default-gateway>]
IPPRUR, TRy SNYRD, TFITAINT =T ITADERE - BEEEXTVEXT,

no ip address
IPPRUR, HTRy hYRT, T4 MF— RO 11 DHIBRETVE S,

[IWSX—5]
INT A =S A SR
<ip-address> BE -BEIDIPPRURAZEELEXT,
<mask> WE - BEIDVTIRY MNRIZEBELE T,
[<default-gateway>] | &E - BEIDT I IV T —h DA ZEELEXT,

(TR ERERE]
INS XA —FEAF TIZHERFDRE
<ip-address> 0.0.0.0
<mask> 0.0.0.0
[<default-gateway>] | 0.0.0.0

(E[QE el
INS A—F BTN S EEpH
<ip-address> 0.0.0.1~223.255.255.254
<mask> 128.0.0.0~255.255.255.255

(Ev hHEHRL TSI E)

[<default-gateway>] | 0.0.0.1~223.255.255.254

[(E2=R]
INT A—F BT FEEIH
<ip-address> AW
<mask> AN,
[<default-gateway>] | &L

R COREBZEREURITNEISNMPEEREE. TelnetlCkdUE— MMERNMER
TERVCH, MTT2TLIEE LY, IPPRLRIFERY bT—T EDEOEED
HDEEBLUTUIWTE R Ao EDOLDICHREITNIELVHNDHORRUVBEFFR
v D —OEBECTERL TSN,

Cy
oA
el




<sREH>
1. 21 9FDIPPRLURA%E 192.168.1.1. 7Ry hNYRT % 255.255.255.0,
TFIFILNT =TI 14% 192.168.1.254 [CEREULFE T,

M24eGi> enable
M24eGi#t configure
M24eGi (config)# ip address 192.168.1.1 255.255.255.0 192.168. 1. 254
Interface vlani
my HWaddr: xx:XX:XX:XX:XX:XX
my IPaddr: 192.168.1.1
Options:
subnet mask: 255.255.255.0
IP broadcast: 192.168. 1. 255
gateway: 192.168. 1. 254

BJ3-2-2 7 RLREEPR
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ipv6 enable
IPv6 #REZBMICLE T,

no ipv6 enable

IPv6 HEEEZHEMIC LK T,

[/\5X—9]

INT A —F A ibA

AN AN
[(TEHERERE]

INT A —F A TIHHERDERE

AN no ipv6 enable

IPv6 HEEEISEHTT,

(5 i)

INS A—F BT SR EEH

AW AN
[(ERER]

INTA—S AT ETEER

AN AN
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ipv6 address <ipvb-address> prefixlen <prefixlen> [<gateway>]
IPv6 PRLR TV T 1w I AR T74INT =D T A1 DRE-BEEETVE T,

no ipv6 address

IPv6 P RLR, V71 v IRR. T7#IWET—bD 141 DHIFRZITVE T,

(/Y5 X—5]

INS XA —SEIR

51

<ipvb-address>

HE - REIDIPv6 PRUAZEBELET,

<1-128> BNE-BEIDI LT vIAREZIBELFE T,

[<gateway>] BE-BEIDT VAT —bIT 1 ZEBELET,
[(TEHERERE]

INT A —F A TEHEbsDERE

<ip-address> ::

<prefixlen> 128

[<gateway>] >
(E[QE el

INS A—F BTN S EEpH

<ip-address>

::2~FE7F:FFFF:FFFF-FFFF-FFFF:FFFF:FFFF:FFFF,
FECO:: ~ FEFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF

<prefixlen> 1~128

[<gateway>] . 2~FEFF:FFFF:FFFF:FFFF.FFFF.FFFFFFFF:FFFF
[(E2=R]

INT A—F BT TEEER

<ip-address> U

<prefixlen> AN,

[<gateway>] A
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ipv6 address link-local <link-local-address>
IPv6 U>20O—HIV7 RUADHRE « BEZTWLET,

no ipv6 address link-local

IPv6 U>2o0O—hNIL7 LU ADHIFRZITVE T,

(/Y5 X—5]

INS XA —SEIR

51

<link-local-address>

WEBEITDIPV6 UTO—-AILP RURAZIEELX
ED

[TEHERERE]
INT A—SEHR THBHERDRE
<link-local-address>

(BN E&H]
INTS X =8 ZR R EEHHE

<link-local-address>

FE8O::~FEBF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF

ot V)|

INTA—S BTN

ETEER

<link-local-address>

AN
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<s%EBI>
1. IPv6 EEZBMICRELE T,
2. A1 YFDIPv6 7 KL A% 2001::100. 'L 71 v I RAE% 64,
FI7#IVNT—bDxT14% 2001::1 [CERELEX T,

M24eGi> enable

M24eGi#t configure

M24eGi (config)#t ipv6 enable -
M24eGi (config)# ipv6 address 2001::100 prefixlen 64 2001::1 2
M24eGi (config)#

—_

3-2-22 PRULARESH (IPv6)
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3.3. SNMP D&&xE

(ZO—/\)WaAvT7«00L—Y3avVE—R]ICCSNMPI—J TV hELTD
WY, REBRNODBRIE HEET—R] (CT [show snmp] IVY REETLIHER <

20N
SNMPB8RIVYV K
‘ M24eGi# ‘ show snmp
SNMP B8R (FIb—7". 1—H, View) IVVHK
‘ M24eGi# ‘ show snmp-server <group/user/view>
SNMP T—Y Y hEHIVUR
| M24eGi(config)# | snmp-server agent
SNMP T—Y YV rEHIVIER
| M24eGi(config)# | no snmp-server agent
SNMP EE(SNMP YX—Y+ PO BAFAEEIVY R
M24eGi(config)# snmp-server community <id> <community> <ro/rw>

{<ip-address>/ ipv6 <ipv6-address>} [<string>]

SNMP EE(SNMP ¥%—J+ POLAFD)ERIVY R

‘ M24eGi(config)# ‘ no snmp-server community <id>
SNMP kSw2(947 IPPRLVA, OZ1Z57«R)|/EIVVER
M24eGi(config)# snmp-server host <id> type <v1/v2c/v3>

{<ip-address>/ipv6 <ipv6-address>} trap [<string>]

SNMP RS v F (917, IPPRLUA, d=1=7« R)HKRITYR

‘ M24eGi(config)# ‘ no snmp-server host <id>

SNMP FI—F (D I— T &B)REIRY F

‘ M24eGi(config)# ‘ snmp-server group <string> <v1/v2c/v3>

SNMP FI—F (T I— T B)EIR IR F

‘ M24eGi(config)# ‘ no snmp-server group <string> <v1/v2c/v3>

SNMP Z L= (HRAHEID, EEAH. BA)REIVYE

M24eGi(config-snmp | <read/write/notify> <string>
-group)#

SNMP ZIb—F(&F1UF 1 LANL)EEITY R

M24eGi(config-snmp | security-level <noauth_nopriv/auth_nopriv/auth_priv>
-group)#

SNMP 1I—H(1—H&)®EITY R

‘ M24eGi(config)# ‘ snmp-server user <1-10> <string>
SNMP 1—H(1—HR)BIRI< > K
‘ M24eGi(config)# ‘ no snmp-server user <1-10>

SNMP 1—H(JIh— @E IR R

M24eGi(config-snmp | group <string>
-user)#

SNMP 1—H(R)@E IV K
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M24eGi(config-snmp
-user)#

authentication {<md5/sha> <string> / encrypted <md5/sha> <string>}

SNMP I—H(ES{L)EEITYR

M24eGi(config-snmp
-user)#

privilege {des <string>/ encrypted des <string>}

SNMP 1—H(SNM

PYR—Ir)@EIVYR

M24eGi(config-snmp
-user)#

snmp-server ip <ip-address>

SNMP 1—H5(IPv6 SNMP YX— )RE IV R

M24eGi(config-snmp
-user)#

snmp-server ipv6 <ipvb-address>

SNMP View(View &)EFEIVV B

| M24eGi(config)#

‘ snmp-server view <string>

SNMP View(View &)HIFRIV > B

‘ M24eGi(config)#

‘ no snmp-server view <string>

SNMP View(3 7Y U —)@EIVYY R

M24eGi(config-snmp
-view)#

<oid> <included/excluded>

SNMP k5w (authentication failure)s@E3JIV> K

‘ M24eGi(config)#

‘ snmp-server enable traps snmp authentication

SNMP k5w (authentication failure)HlfzV¥> B

| M24eGi(config)#

‘ no snmp-server enable traps snmp authentication

SNMP k5w (coldstart)®@EIVV R

| M24eGi(config)#

‘ snmp-server enable traps snmp coldstart

SNMP k35w 7 (coldstart)HIfzaV> B

| M24eGi(config)#

‘ no snmp-server enable traps snmp coldstart

SNMP bS5y (UYDIPwD « I ViR—MNBR)REIVY R

| M24eGi(config)#

‘ snmp-server enable traps linkupdown <1-2 or 1,2,3 or 1,2,3-5>

SNMP b Sy (U DIPvT - IO ViRk—MERHIRIOVY Y R

‘ M24eGi(config)#

‘ no snmp-server enable traps linkupdown <1-2 or 1,2,3 or 1,2,3-5>

SNMP k5w (login failure)s8EIVV R

| M24eGi(config)#

‘ snmp-server enable traps login failure

SNMP k5w (login failure)AlEE IV R

| M24eGi(config)#

‘ no snmp-server enable traps login failure

SNMP k5 v (ddm)@E vy R

| M24eGi(config)#

‘ snmp-server enable traps ddm

SNMP k5 v (ddm)Ala v R

‘ M24eGi(config)#

‘ no snmp-server enable traps ddm
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<HENBDIRTHI>

SNMP 8ROV FOXRTEIZLUTICRLUE T,

M24eGi > enable
M24eGi # show snmp
SNMP Agent: Disabled

SNMP Manager List:

-1

No. Status [P Address Access SNMP Community String
1 Disabled 0.0.0.0 ro test
2 Enabled 0.0.0.0 rw private
3 Disabled 0.0.0.0 ro
4 Disabled 0.0.0.0 ro
5 Disabled 0.0.0.0 ro
6 Disabled 0.0.0.0 ro
7 Disabled 0.0.0.0 ro
8 Disabled 0.0.0.0 ro
9 Disabled 0.0.0.0 ro
10 Disabled 0.0.0.0 ro
No [Pv6 Address
1 2001::1
2 0::0
3 0::0
4 0::0
5 0::0
6 0::0
7 0::0
8 0::0
9 0::0
10 0::0
Trap Reciever List: -+ 3
No. Status [P Address Version Trap Community String
1 Disabled 0.0.0.0 vl
2 Disabled 0.0.0.0 vl
3 Disabled 0.0.0.0 vl
4 Disabled 0.0.0.0 vl
5 Disabled 0.0.0.0 vl
6 Disabled 0.0.0.0 vl
7 Disabled 0.0.0.0 vl
8 Disabled 0.0.0.0 vl
9 Disabled 0.0.0.0 vl
10 Disabled 0.0.0.0 vl
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[Pv6 Address
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o

cCoococococococo=
I
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0

Individual Trap

Coldstart . Disabled
SNMP  Authentication Failure: Disabled
Login Failure > Disabled
Enable Link Up/Down Port : all
M24eGit

0N O D

3-3-1 SNMP 2RIV FDETH
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1. SNMP Agent

SNMP I—Y 1Y hDERER

REERLEI,

Enabled

SNMPI—Y 1Y hHEHTT,

Disabled

SNMP I—Y 1Y hHEH T,

2. SNMP Manager List

SNMP ¥R— + EEBIRD

==

SREREE—ETRLET,

No.

SNMPY¥R—I+DIVHMUBESZERLET,

Status

SNMP ¥R—I+DAT—F AREZERLE T,

Enabled | ZHIT Y MUBESD SNMP YXR—I v+ &t
HE%TI,

ZETYMUBSO SNMP YXR—Y viE#t
HEHTI,

Disabled

IP Address

SNMP ¥ XRX—I+®D IP P FURAREREZRLE T,

Access

SNMP ¥R—Y+ D7 I AERIREZRLEX T,

Ro FOANDHOIEET Y,

Rw FOA « BAEBICTIRETT,

SNMP Community String

SNMP [CTPIERZIDRODII 1 -7 « BERERE
ERULET,

IPv6 Addresss

SNMP ¥RX—I+®D IPv6 7 FURABREREZRLE T,

3. Trap Reciever List

=

SNMP b 5w 7 EERDEE

REZ—BTRLET,

No.

SNMP b S v 7REBENDIY MUBESEZRLET,

Status

SNMP bS5 v 7 REHRDRAT —9 AREBZRLF T,

Enabled | ZETYhUBESD SNMP b3S v REH
BT,

FZETYRUBSD SNMP b5y T REN
®|H T,

Disabled

IP Address

SNMP Sy REHRD IP 7 FURAREREZRLE
ED

Version

SNMP b S v 7 DERZRLE T,

v SNMP vl by IDEEINDEERL
£,

v2¢C SNMP v2¢c b Sy THREEIND I EEFRL
£,

V3 SNMP v3 b Sy IODEREINDTE%ERL
EC
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Trap Community String SNMP kS v REZ T DRICRERESNTCLNDIX
1T 1 EREREZRLE T,

IPv6 Addresss SNMP kS v REF D IPv6 7 R AREREEZRUE
9,

4. Individual Trap

| SNMP kS w71 RV b ORBREEZRLET,

5. Coldstart

Coldstart kS Y I DRAT—Y AREEZRLE T,

Enabled Coldstart kS v 7SRENEBM T,
Disabled Coldstart b5 v 7 SRENEN T,

6. SNMP Authentication Failure

SNMP Authentication Failure k5w 2 ORAT—8 AREZERLUE T,

Enabled SNMP Authentication Failure k5w 288 ENBR TI,

Disabled SNMP Authentication Failure b 5w S8 ENEX TI,

7. Login Failure

SNMP Login Failure b5 YT DRAT—9 RIREZRLE T,

Enabled SNMP Login Failure b5 v 7RENEM T,

Disabled SNMP Login Failure b5 v 7RENEMN T,

8. Enable Link Up/Down Port

DY IREEBRC Sy T ZRETDINEDR—FESZRULE T,
(TNTOR— AW EDHEEER all ERRSNED)

9. Temperature Trap Control

ABRENREREZ LO-TBZE. TA-7BED NS Yy TREHOER - EMDREE
&KUET,

Enabled HEREA LO--7-858, FTO-T=BED MY THEHNEWD
T,

Disabled NEREA LO--7-858,. TOST=BED M v TEHREHNED
T,

1 0. Temperature Threshold

| FS Y TRHSNDBENBEREERLET,
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1 1. FAN Failure

RET 7 YHBELISZED b S v TREHOER - BEHOREEZRLE T,

Enabled AB T 7 VHBEUTZRED S v TERENER T,

Disabled AE T 7 VHBEUTZRED S v TERENER T,
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<HENBDIRTHI>

SNMP ZIL—78BRINY FOERTHIZEUTICRUE T,

M24eGi> enable

M24eGi# show snmp-server group

Total Entry: 5

"Group Name Ver. Level

public vl NoAuth/NoPr iv
public v2c  NoAuth/NoPriv
initial v3 NoAuth/NoPriv
private vl NoAuth/NoPriv
brivate v2c  NoAuth/NoPriv
Group Name Read View Name
public CommunityView
public CommunityView
initial restricted

private CommunityView
brivate CommunityView

Group Name Write View Name
public None

public None

initial None

private CommunityView
brivate CommunityView

Group Name Notify View Name
public CommunityView
public CommunityView
initial restricted

private CommunityView
private CommunityView
M24eGitt

3-3-1

SNMP B8RRIV > RDETH
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1. SNMP ZIL—7FR

Total Entry SNMP L= D#%=RLE T,
Group Name SNMP ' )L—7'&%Z&kULE T,
Ver. SNMP Z')L—2"®D Version &L ZE T,
v vl DI IW—T%KUET,
v2C V2c DI IW—T%RUET,
V3 V3 DT IV —T%KRUET,
Level SNMP ZIb—2DEF2VUT 1 LNILERLUET,

NoAuth/NoPriv | ZB5E « BS{EtATEBEEZRLUEX T,

Auth/NoPriv LM EZERLUET,

Auth/Priv ol * BSIEAREZRLE T,

Read View Name

#FtHELD SNMP View Z2&RUZE T,

Write View Name

E£ZAT SNMP View #xRU XTI,

Notify View Name

BRIT D SNMP View Z2RULF T,
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<HREANBDIRTHI>
SNMP 1—H'8RIVY ROEFEIZUTICRLUET,

M24eGi> enable

M24eGi# sh snmp—server user

SNMP User List: -1
No. User Name Group

1 initial initial

2

3

4

5

6

7

4

9

10

No.  User Name Auth Pri.
1 initial None None
2

3

4

5

6

7

8

9

10

M24eGi#

3-3-1 SNMP 8RRV FDETH

1. SNMP User List

No. SNMP 1—HDIvhUBSERULET,
User Name SNMP 1—H8%&x&ULZET,
Group SNMP 1—HYHEBI DT IL—TBEERLET,
Auth SNMP 21— DRI AXERLE T,
MD5 SREE(C MD5 #fFERT2&EEZRUE
ED
SHA SREE(C SHA ZERTDZEERUET,
Pri. SNMP Z—HDBES{ttARERLE T,
DES ES1t(C DES ZfAdTd I &ERLE
ED
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<HENBDIRTHI>

SNMP View 8BV Y ROETHZELUTICRLUE T,

M24eGi#t sh snmp—server view

Total Entry: 8

HView Name Subtree View Type
restricted 1.3.6.1.2.1.1 Included
restricted 1.3.6.1.2.1. 11 Included
restricted 1.3.6.1.6.3.10. 2.1 Included
restricted 1.3.6.1.6.3.11. 2.1 Included
restricted 1.3.6.1.6.3.15. 1.1 Included
CommunityView 1 Included
CommunityView 1.3.6.1.6.3 Excluded
CommunityView 1.3.6.1.6.3.1 Included
M24eGitt
3-3-1 SNMP BRIV Y FDEGTHI
1. SNMP View &R
Total Entry SNMP View O#ZRLUX T,
Group Name SNMP View DB 7V —%ERULE T,
View Type SNMP View DI 1 TR LK T,
Included ATV MNBRAIFRETZ2SOIEaR
LED,
Excluded A7V MBRAFRETESERVE
&Rk UFXT,
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show snmp

SNMP Ds&ERHZERRLE T,

[N\SX—5]
INS A—FER A
AN AN
[(TiEHE R ERE]
INSX—SETR TS aERORE
L AN
(BN E&EH]
INSX—SETR R EEH
L AN
[(E==E]
INS A —SEIR TREE
AN AN

show snmp-server <group/user/view>

SNMP Z)b—7" d—H View DHFREBHREREZRRLUE T,

AE L)
INT A—SEHR Bz
7L AW
[TiBHRERERE]
INS A—FZIR TEHEEOEE
AN, AN,
[fE0DES EEiE])
INS A—FZR R EEIA
AN, AN,
GER=E]
INS X =8 ZR TEEE
2L AW,
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snmp-server agent
SNMP I—Y 1V hDREEEMICLET,

Nno snmp-server agent

SNMP T—Y v b DIRREZEHICLE T,

[IWSX—5]

INT A =S A FiA

A AN
[(TEHERERE]

INT A —F A TIEHERORE

AN no snmp-server agent

SNMP I—Y 1Y b DIRREFEZTT,

(B E S ]
INSX—SETR R EEH
A AN
(F==R]

INTA—S BTN IEER

ANV AN
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snmp-server community <id> <community> <ro/rw> {<ip-address>/ ipv6

<ipv6-address>} [<string>]

SNMP ¥R—2 + EBBRDFTE - BEZTLE T,

no snmp-server community <id>
SNMP ¥R—3 + EEBERDHIBRZTLE T,

(/Y5 X—5]
INS X =S BFff A
<id> SNMPY¥XR—Y+DIYVHUBESTI,

<community>

SNMPYXR—I+NDIAZ 1T 1 B%EHRELFT,

<ro/rw>

SNMP ¥ R—I+ D7 I RAEREZRELF T,

<ip-address>

SNMPN¥X—I+®D IPPRRURAZHRELE T,

<ipv6-address>

SNMPN¥XR—I+®D IPv6 7 FRURAZHRELF T,

<string> SNMP N¥R—I+ DB F7IERID View ZHRELF T,
[THEHERERE]

NS A—F B TIHHEREOKE

<id> No.1~2 : Enabled

No.3~10 : Disabled

<community>

No.1 : private
No.2 : public

<ro/rw>

Privilege
No.1 : Read-Write
No.2~10 : Read-Only

<ip-address>

<ipv6-address>

0.0.0.0

No.1 : CommunityView

<string>
No.2 : CommunityView
QE[QR A )
INT X—F B R EEIH
<id> 1~10
<community> FHEIY 1~32 XF
<ro/rw> ro F7cld rw

(ro : Read-Only. rw : Read-Write)

<ip-address>

Class A : 1.X.X.x~126.X.X.X
Class B : 128.1.x.x~191.254.x.x
Class C: 192.0.1.x~223.255.254 x
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<ipvb-address>

::2~FEFF:FFFF:FFFF:FFFF:FFFF:FFFF-FFFF:FFFF

<string> FRAEH 1~32 XF
[(ERER]

INS XA —FETR FREHE

— AN
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snmp-server host <id> type <v1/v2c¢/v3> {<ip-address>/ipv6 <ipv6-address>} trap

[<string>]

SNMP b S v 7 XEXRDHRE - BEZTLE T,

no snmp-server host <id>

SNMP b S v 7R EHRREDHIFFRZETVE T,

[IY\S5X—5]
NS A—F B Bdi)E
<id> SNMP kS v ZEEXNDIV AUBSTY,
<v1/v2c/v3> SNMP b Sy X ELEDEEEZRELE T,

<ip-address>

SNMP kS w7 REBED IP P FUAZHELF T,

<ipv6-address>

SNMP kS RE5ED IPv6 7 RURAZRELF T,

<string> SNMP S 7REXRNDIZT 1T 1 & 31 —YE%
J|ELET,
(TR HERERE])
INT A —F A TIHHERDRE
<id> 72Uoe SNMP k5w I RESLHERFIENTT,
<v1/v2> AN
<ip-address> 0.0.0.0
<ipv6-address> ::
<string> AN
(E[QE el
INT A—F BTN e
<id> 1~10
<v1/v2> vl el v2

<ip-address>

Class A : 1.X.X.x~126.X.X.X
Class B : 128.1.x.x~191.254.x.x
Class C: 192.0.1.x~223.255.254 x

<ipv6-address>

::2~FEFF:FFFF-FFFF:FFFF:FFFF:FFFF:FFFF:FFFF

<string>

FEBRY1~32 XF

(E=EIR]

INT A—SEHR

TREER

AN
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snmp-server group <string> <v1/v2c/v3>

SNMP Z')L—7"D

®E - REZTVET,

No snmp-server group <string> <v1/v2c/v3>
SNMP ZIL—7 DHEIFFZTLE T,

[IWSX—5]
INT A =S A ibA
<string> SNMP ZIL—7&%&H/ELE T,
<v1/v2c/v3> SNMP Z'IL—7'M Version ZRELF T,
(TR ERERE]
INT A —F A TIHHEERDRE
<string> public
private
<v1/v2c/v3> public :v1/v2c
private : v1/v2c
(B3R E&iE]
INS A—F BN e
<string> FRAEY 1~32 XF
<v1/v2c/v3> vl Xfcldv2e, v3
[(ERER]
INS A—F BN TEER
<string> AN
<v1/v2c/v3> AN
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<read/write/notify> <string>

SNMP V=T DA ESAH BRI D View DFRTE - BEZTVE T,

[/\5X—9]

INS XA —SEIR ibA

<string> SNMP View Z&RELFX T,
(TR HERERE]

INT A—F BN THHEERDERE

<string> CommunityView
(5 i)

INT A —F A N EEH

<string> FRAEH 1~32 XF
[(ERER]

INT A —F A TRER

<string> *L
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security-level <noauth_nopriv/auth_nopriv/auth_priv>
SNMP ZIb—DEF21VUT 1 UNILDERE « BEZXTUVET,

(A

[(TiZ

X—5]

INS XA —SEIR

A

<noauth_nopriv
/auth_nopriv
/auth_priv>

SNMP L= D+ 21UT 1« UNILERELF T,

R EE]

INS A —SEIR

TSHEERDERE

<noauth_nopriv
/auth_nopriv

public : CommunityView (Read/Notify)
private : CommunityView (Read/Write/Notify)

/auth_priv>
(BN EHIH]
INT A—SEHR R
<noauth_nopriv | noauth_nopriv : 33k « EBS{LRL
/auth_nopriv auth_nopriv EEd D - BSERL
/auth_priv> auth_priv : 583 - BStHD
(=a=E=A)
INS X—SEZHR TEEE
<noauth_nopriv | &L

/auth_nopriv
/auth_priv>
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snmp-server user <1-10> <string>

SNMP 1—H%'®

=) Y e ]

G AE *

REZTVET,

no snmp-server user <1-10>
SNMP 1—H DHIFRZTLE T,

(/Y5 X—5]

INS XA —SEIR
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<1-10>

SNMP I—HDITVhUBESZERLE T,

<string> SNMP A—H¥D1—HY&%Z8/ELET,
[(TEHERERE]

INT A —F A TIHHEERDRE

<1-10> 1

<string> Initial
(5 i)

INS A—F BN SR

<1-10> 1~10

<string> AR 1~32 XF
[(ERER]

INS A—F B TEER

<1-10> AN

<string> AN
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group <string>

SNMP A—HYDEI DT IL—TDHRE «- BEZTLET,

[/\5X—9]
INT A =S A ibA
<string> SNMP ) —T7 %8/ ELE T,
(TR HERERE]
INT A—F BN TIBHEROFRE
<string> public
private
initial
(D& E ]
INT A —F A N EEH
<string> FRAEY 1~32 XF
[(FE=E]
INT A—F BTN TEER
<string> AN
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authentication {<md5/sha> <string> / encrypted <md5/sha> <string>}

SNMP 1—H DEBIED

WE - REZTTVET,

[/\5X—9]
INT A =S A A
<md5/sha> SNMP A—HY DAL ZRELE T,
<string> Soif CEERT2/YAT— R, FlFBStSNic+F—%ZRE
LET,
(TR ERERE]
INS XA —FEAF TIBHERDRE
<md5/sha> AN
<string> AN
(B3R E&iE]
INS XA —FEAF e
<md5/sha> MD5. ZFT7cld SHA
<string> MD5 : 8~16 X%, 32 XF (Encrypted)
SHA : 8~20 X%, 40X=F (Encrypted)
[(E2=R]
INT A—F BT TEER
<md5/sha> AN
<string> AN
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privilege {des <string>/ encrypted des <string>}
SNMP 1—HDESIEDFHRE - EEZTVE T,

[/\5X—9]

INT A =S A A

<string> SNMP 1—HDESIt AR ZHELE T,
(TR HERERE]

INS A= & TIZHERORE

<string> AN
(5 i)

INS XA —FEAF e

<string> DES : 8~20 X%, 32 X=F (Encrypted)
[(ERER]

INT A —F A FEER

<string> *L
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snmp-server ip <ip-address>
SNMP 1—H'®D IP P RUADKRE - BEEZTTLE T,

(/135 X—5]

INS XA —SEIR

A

<ip-address>

SNMP 1—H®D IP P FLRAZHRELE T,

(TR HERERE]
INT A—F BN TIZHERORE
<ip-address> 0.0.0.0
(5 i)
INT A —F A N EEH

<ip-address>

Class A 1 1.x.x.x~126.X.x.X
Class B : 128.1.x.x~191.254.x.x
Class C: 192.0.1.x~223.255.254 x

(IEEIR]

INT A—SEHR

TEEER

AN
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snmp-server ipv6 <ipv6-address>
SNMP 1—H® IPv6 7 RUZADEHRE « BEETLE T,

(/135 X—5]

INS A—FER A

<ipv6-address> | SNMP 1—H® IPv6 P FUAZR/ELE T,

(TR HERERE]

INT A—F BN TIZHERORE
<ipvb-address> >

(B E S ]

INS A —SEIR HEEH

<ipv6-address> ::2~FEFF.FFFF.FFFF:FFFF:FFFF:FFFF:FFFFFFFF

(E==R]

INS A= EIR TREE

— &L
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snmp-server view <string>

SNMP View DE&E « BEZTTLVEXT,

no snmp-server view <string>
SNMP View DOHIRZTTVE T,

[/\5X—9]

INT A —F A ibA

<string> SNMP View BZHELF T,
[(TEHERERE]

INT A —F A TIHHERDERE

<string> restricted

CommunityView

(5 i)

INS A—F BT SR

<string> AR 1~32 XF
[(ERER]

INS A—F B TEER

AN
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<oid> <included/excluded>

SNMP View OB TV —DEE «- BEZTLET,

[/I\SX—5]
INT A—SEHR £HEA
<oid> SNMP View Y7V —% OID & ELX T,

<included/excluded>

Included : OID % View WRICEHET,
Excluded : OID %Z View }EHSRINUE T,

[TEEREERERE)
INT A—SEHR TEHERONE
<oid> restricted

<included/excluded>

1.3.6.1.2.1.1 (Included)

1.3.6.1.2.1.11 (Included)

1.3.6.1.6.3.10.2.1 (Included)

1.3.6.1.6.3.11.2.1 (Included)

1.3.6.1.6.3.15.1.1 (Included)
CommunityView

1 (Included)

1.3.6.1.6.3 (Excluded)

1.3.6.1.6.3.1 (Included)

(BN E&HH]
INT A—FZHN R EEIH
<oid> FT7I 10 NERIF

<included/excluded>

included or excluded

(E==R]

INSX—S T TEEER

— AN
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snmp-server enable traps snmp authentication
SNMP FREERREFD b 5 v TEHDREZBEMICLE T,

no snmp-server enable traps snmp authentication
SNMP SREFKRREFD b 5 v TEHDFREZBNICLET,

[IWSX—5]
INT A =S A ibA
AN AN
[(TEHERERE]
INT A —F A TIHHERDERE
AN no snmp-server enable traps snmp authentication
(D& E ]
INS A—F BN SR EEH
AN, AN
[(FR=E]

INSX—SETR TEEER

ANV AN
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snmp-server enable traps snmp coldstart
Coldstart bS5 v 7EHDFREEZBHICLET,

no snmp-server enable traps snmp coldstart
Coldstart b5 v 7 REDFEEZEIDCLET,

[IWSX—5]

INT A =S A ibA

U AN
[(TEHERERE]

INT A —F A TIHHERDERE

AN no snmp-server enable traps snmp coldstart
(D& E ]

INS A—F BN SR EEH

U AN
[(FR=E]

INT A—F BT TEER

AW AN
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snmp-server enable traps linkupdown <port>
DY DIRERERO b Sy 7EHOWERR— M ZEMNLE T,

no snmp-server enable traps linkupdown <port>
DY REERERD S v TEHOMRR— M ZHBRLE T,

[/1VS X—5]
INT A—SEHR s8R
<port> WER— M ESZEELEXT,
[TEHERERE]
INT A—SEHR TiEBHEROEE
<port> AN
[MEDER EHIH]
INS X =8 ZR R EEIH
<port>
<Switch-M24eGi>
1~24
<Switch-M16eGi>
1~16
<Switch-M8eGi>
1~9
BEOR— %R EDEETI,
Bl 1-3,5
[(FE=HE]

INS X —SEIR TREER

<port> AW,
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snmp-server enable traps login failure
OJ414 VKBNS Yy TEHOREZEMICLE T,

no snmp-server enable traps login failure
OJ4 VKBNS v I RHDBREZEIICLET,

[IWSX—5]

INT A =S A ibA

U AN
[(TEHERERE]

INT A —F A TIHHERDERE

AN no snmp-server enable traps login failure
(D& E ]

INS A—F BN SR EEH

U AN
[(FR=E]

INT A—F BT TEER

AW AN
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snmp-server enable traps ddm
DDM b S 7 EHDEREZBEMICLET,

no snmp-server enable traps ddm
DDM b5 v TRHDBEZEMCLET,

[IWSX—5]
INT A =S A ibA
U AN
[(TEHERERE]
INT A —F A TIHHERDERE
AN no snmp-server enable traps ddm
(D& E ]
INS A—F BN SR EEH
U AN
[(FR=E]

INSX—SETR TEEER

ANV AN
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<sEHI>
BE . SNMP #pEZBMCL, 21 Z7 1 BBFUP FUABHREZHRELFX T,
1. SNMPI—Y 1Y hhDIREBZEMCLET,
2. SNMPY¥xR—Y+ EBBHRZUTDEICEELXT,
J=a31Z7 < 1 private Read-Write 192.168.1.200
3. SNMP ¥R—I+EBBHRZUTDEICEELX T,
J=a31Z7 < 2 public ReadOnly 192.168.1.200
4. SNMP S v JEEREZ. UTOECHELFT,
b S v EES S 1 SNMPv1 192.168.1.200 JX 17 « public

M24eGi> enable

M24eGi#t configure

M24eGi (config)#t snmp—server agent

M24eGi (config)# snmp-server community 1 private rw 192.168.1.200
M24eGi (config)# snmp-server community 2 public ro 192.168.1.200
)
)

AP ON-=

M24eGi (config)#t snmp—server host 1 type v1 192.168.1.200 trap public
M24eGi (config)# end
M24eGitt

3-3-2 SNMP 2RIV FDETH
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<sEHI>
BE . SNMP #geZ2BMICL. SNMPII)IL—2 1—HYZHR/ELFT,
1. SNMPI—Y 1Y hDREEZBWCLET,
2. SNMP I IL—7ZUTDETERLE T,
TIV—T"% : test. Read/Notify : CommunityView
3. SNMP I—HZUTOETERLE T,

I—HE :test. JIV—7": test. 5REE : MD5. /VRATJ—R : panasonic

4. SNMP b Sy TEEHREZ., UTDECHRELET,
bSwTEES 1. SNMPv3 192.168.1.200 1—H : test

M24eGi> enable

M24eGi#t configure

M24eGi (config)#t snmp—server agent

M24eGi (config)#f snmp—server group test v3

M24eGi (config—snmp-group)# read CommunityView

M24eGi (config—snmp—-group)# notify CommunityView
M24eGi (config-snmp-group)# security-level auth_nopriv
M24eGi (config-snmp-group)# exit

M24eGi (config)#t snmp—server user 1 test -+ 3

N -

NOTICE: Must set Auth. if the user group is an auth_nopriv group;
Must set both Auth. and Priv. if the user group is an auth_priv group

M24eGi (config-snmp-user)# group test
M24eGi (config-snmp-user)# authentication md5 panasonic
M24eGi (config-snmp-user)# exit
M24eGi (config)# snmp-server host 1 type v3 192.168.1.200 trap test
M24eGi (config)# end
M24eGi#

3-3-2 SNMP 2RIV RDETH
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3.4. BRh— b DEE

(19— —AVT740L—3avE—R]) [CTHR—FD

===

EE

ZLET, REB

wOBRI(T (5ET— R]) [CT [show interface info] OV Y RZEETUCHERLLIES0Y,

R—bMEHRSRIVYR

‘ M24eGi# ‘ show interface info
R—hEHSRIVVER
‘ M24eGi# ‘ show interface name

R—hElERSRIV R

| M24eGiff | show interface [<interface name>]

MR—bhRATF—IRBHIVVE

| M24eGi(config-if)# | no shutdown

R—bhRAT—IZFHIVV R

‘ M24eGi(config-if)# ‘ Shutdown

R—rE—RREIVVE

| M24eGi(config-if)j# | speed-duplex < auto | {10]100}-half | {10]100}-full >

Z0-3vkO-IBHIVVE

‘ M24eGi(config-if)# flow-control

Z0-3vh~O—-JUEHIVVR

‘ M24eGi(config-if)# no flow-control

R—bhEHEREIVY R

‘ M24eGi(config-if)# ‘ name <string>

Auto MDI BBV K

‘ M24eGi(config-if)# ‘ mdix auto

Auto MDI V>V R

| M24eGi(config-if)# | no mdix auto

I+ RTU—LEBHIVYVER

| M24eGi(config)# | Jumbo
I+ RTU—LEHIVVR
‘ M24eGi(config)# ‘ no jumbo

EAP JL—LZEEEHIVV R

‘ M24eGi(config-if)# ‘ eap-forward

EAP JL—LZEEEHIV R

‘ M24eGi(config-if)# ‘ no eap-forward
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<HREANBDIRTHI>
h— MNERSBIVY ROERTHIEUTICRUET,

1. IR—hBE#]R

M24eGi> enable
M24eGi#t sh interface info
Jumbo Status : Disabled -1
Interface Trunk Type Admin Status  Mode Flow Ctrl Auto-MDI
1 —— 1000T Disabled Down Auto Disabled Disabled
2 —  1000T Enabled Down 100-FDx Disabled Disabled
3 ——  1000T Enabled Down Auto Enabled Disabled
4 — 1000T Enabled Down Auto Disabled Disabled
5 —— 1000T Enabled Down Auto Disabled Enabled
6 -—— 1000T Enabled Down Auto Disabled Disabled
7 — 1000T Enabled Down Auto Disabled Disabled
8 —— 1000T Enabled Down Auto Disabled Disabled
9 -— 1000T Enabled Down Auto Disabled Disabled
10 -— 1000T Enabled Down Auto Disabled Disabled
11— 1000T Enabled Down Auto Disabled Disabled
12 -— 1000T Enabled Down Auto Disabled Disabled
13— 1000T Enabled Down Auto Disabled Disabled
14 —— 1000T Enabled Down Auto Disabled Disabled
15 -— 1000T Enabled Down Auto Disabled Disabled
16— 1000T Enabled Down Auto Disabled Disabled
17 - 1000T Enabled Down Auto Disabled Disabled
18 -— 1000T Enabled Down Auto Disabled Disabled
19 -— 1000T Enabled Down Auto Disabled Disabled
20— 1000T Enabled Down Auto Disabled Disabled
21— 1000T Enabled Down Auto Disabled Disabled
22 —— 1000T Enabled Down Auto Disabled Disabled
23 — 1000T Enabled Down Auto Disabled Enabled
24 —— 1000T Enabled Down Auto Disabled Enabled
M24eGi#
341 KR—bMBEHERSRIVY ROETH

Jumbo Status

IR TU—LD

RERRE

iy

ERUE T,

Enabled I YR IUV—LDEWNTHDIEHEZRUET,
Disabled I RN IUV—LDEDTHDEERUET,
Interface h—hrBSEXRUET,
Trunk NSVF VT DEREREET IV—TESTERRUE T,
Type EZAT SNMP View ZRUE T,
1000T 10/100/1000BASE-T Z#%& UL X9,
1000X SFPR—hr&ERLZE T,
Admin REODKR—MDREEZRLEXT,

Enabled h— M HMERETIRE T,
Disabled R—hAERARTITY,
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Status REOU VI DREERLE T,
Up R—bWNUY TPy TRETHDIEHXRUE
EB
Down M=V VI IRETHDIERZRLUEK
EB
Mode R— N DBEREHSLUL/E_ENREREXRLET,
Auto mR—rDUYIFIVRICA—- ROV IT—Y
IVERENEN THDIEHERLUET,
BH, UVIPyvITHOBEIF()NCEERED
KUR/HF_BRENTRRINET,
1000F R—bEH 1000M 2ZFEE—RTHdDIEER
S
100-FDx R—rH 100M £2ZEE—RTHDIEEERL
(Auto Bl& 100F) | £95
100-HDx R—rH 100M £ ZEE—RTHDIIEAEERL
(Auto Bl& 100H) | F£95
10-FDx "= TOME2ZEE—RTHDIEERUE
(Auto Bl 10F) EB
10-HDx "= 1IOMEZEET—RTHDEHRLE
(Auto Bl 10H) ER
Flow Ctrl 70— bO—)VBBENREREEZRLUE T,
Enabled J0-J 0= EHNTHDEERLE
ER
Disabled J0-JYhO-ILhEHTHDEERLE
ER
Auto-MDI Auto MDI/MDI-X DERERREERLE T,

Enabled Auto MDI/MDI-X "B THDIEZRLE
ED
Disabled Auto MDI/MDI-X HMEHTHDIEZRLE

ED
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<HREANBDIRTHI>
h— FEBIMBBIVY ROETHIEUTICRUET,

M24eGi> enable
M24eGi#t sh interface name
Jumbo Status : Enabled
Port Trunk Type Link Port Name EAP Pkt FW
1 — 1000T Down PORT_1 Disabled
2 — 1000T Down PORT_2 Disabled
3 — 1000T Down PORT_3 Disabled
4 — 1000T Down PORT_4 Disabled
5 — 1000T Down PORT_5 Disabled
6 — 1000T Down PORT_6 Disabled
7 — 1000T Down PORT_7 Disabled
8§ — 1000T Down PORT_8 Disabled
9 — 1000T Down PORT_9 Disabled
10 — 1000T Down PORT_10 Disabled
1 — 1000T Down PORT_11 Disabled
12 — 1000T Down PORT_12 Disabled
13 — 1000T Down PORT_13 Disabled
14 — 1000T Down PORT_14 Disabled
15 — 1000T Down PORT_15 Disabled
16 — 1000T Down PORT_16 Disabled
17 — 1000T Down PORT_17 Disabled
18 — 1000T Down PORT_18 Disabled
19 — 1000T Down PORT_19 Disabled
20 —- 1000T Down PORT_20 Disabled
21 —- 1000T Down PORT_21 Disabled
22 - 1000T Down PORT_22 Disabled
23— 1000T Down PORT_23 Disabled
24— 1000T Down PORT_24 Disabled
M24eGi#
341 KR—bMBEHERSRIVY ROETH
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1. IR—hEHR

Jumbo Status | Y+ IR T L —LDHREREEZRLE T,
Enabled I YR ITIUV—LDENTHDIEHEZRUET,
Disabled I YR ITUV—LDEPTHDIEHEZRUET,
Port h—hrESEXRLUET,
Trunk NSVF VT DREREET IV—TESTERRUEX T,
Type R—bhDOEEZRLET,
1000T 10/100/1000BASE-T Z#& L F I,
1000X SFPRi—h&ERULET,
Link REQOU YO DIREZRULET,
Up M=V VIPYTRETHDIEE2RUE
ED
Down MR—bHNU VIO VIRETHDIEERLUE
ED
Port Name h—bhDBEMERLET,
EAP Pkt FW EAP EiE8HEENREREZRLUE T,
Enabled EAP EREENED THD I Ea2RUET,
Disabled EAP EREEENED THD I Ea2RUET,
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show interface info
AV —T 1 —ADNEBEBHR=ERRUET,

[N\SX—5]
INS A—FER A
AN AN
[(TiEHE R ERE]
INSX—SETR TS aERORE
L AN
(BN E&EH]
INSX—SETR R EEH
L AN
[(E==E]
INS A —SEIR TREE
AN AN
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show interface [<interface name>]
19— 1 —ABOFHBRZRRUE T,

[/\5X—9]
INT A =S A ibA
[<interface WRETDAVI—T I —RB%EIBELE T,
name>]
(TR HERERE]
INT A =S A TIBHERDRE
AN AN
(D& E ]
INT A —F A e
[<interface
name>] GigabitEthernet0/1-GigabitEthernet0/48
<Switch-M24eGi>
GigabitEthernet0/1-GigabitEthernet0/24
< Switch-M16eGi >
GigabitEthernet0/1-GigabitEthernet0/16
< Switch-M8eGi >
GigabitEthernet0/1-GigabitEthernet0/9
BINCHIEEHTIRETT,
Bl : GigabitEthernet0/1—gi0/1
[(ERER]

INT A= TN IEER

AN AN
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show interface name

1V —T T —ADEBENERRLET,

[N\SX—5]
INS A—FER A
AN AN
[(TiEHE R ERE]
INSX—SEFR TS ERDERE
L AN
(BN E&EH]
INS A —SEIR HEEH
AW AN
[(E==E]
INS A= EIR TREE
AN AN
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shutdown

R—DRARFEZTVE T,

no shutdown

R— b DORBEREZTVE T,

[/1VS X—5]

INT A—SEHR s8R

AW, 2L
[TEHERERE]

INT A—SEHR TBHERORE

AN, no shutdown
[MEDER EHIH]

INT A—SEHR R EEIH

/AND) AP
[(FE=HE]

INS X =8 ZR TEEE

AW, 2L
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speed-duplex < auto | {10]100}-half | {10] 100 }-full >
R—brDE—FREZTVET,

[I\SX—%]
NS A—F B Bl
<auto | h—brDE—REREZTVEXT,
(101100)-half | T3yto A—rRIVI—vavE—RCRELE
{10]100}-full > -
10-half 10Mbps # _&EICHELX T,
10-full 10Mbps 2 _&ICHELX T,
100-half 100Mbps #_BEICHELX T,
100-full 100Mbps £ _&BICRELE T,
[TEHERERE]
NS A—F B TBHERFORE
<auto | auto
{10]100}-half |
{10]100}-full >
(CEQE R L)
NS A—F B R EEIE
< auto | U
{10]100}-half |
{10]100}-full >
[(FREIE]
INS A—=F B FREE
<auto | AN,
{10]100}-half |
{10]100}-full >
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flow-control

J0-3dv cO-ILOBMHREZTLET,

no flow-control

70-3r ~O—-ILOENEREZITVET,

[/1VS X—5]

INT A—SEHR s8R

AW, 2L
[TEHERERE]

INT A—SEHR TBHERORE

AN, no frow-control

70— O—)LOESHESE

[MEDER EHIH]

INTS X =8 ZR SR EEEH

AW, 2L
[(FE=HE]

INS X =8 ZR TEEE

AW, 2L
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name <string>

R—DEREZTVET,

[I\SX—%]
NS A—F B Bl
< string > h— b CEMZERELET,
[T ERERE]
INS X—FEHR THHERFORE
< string > BESNTLEE A,
[1EDE%E &)
NS A—F B R EEIFH
< string > ¥/ 15 XFUUR
FERTRENTF | ¥BRYEF(A~Z. a~z. 0~9)
¥EES(1O#$&_-.)
HEIANR—R
[(FREIE]
INS X—SEHR FREE
<string > AR—REEBAEV AT LABEZRETDESIE “ 7 FTI

J#4—T—3Y) CTHATANZLTLIEEL,
Bl : name “port A
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mdix auto

Auto MDI/MDI-X DBEZEREZITLE T,

no mdix auto

Auto MDI/MDI-X DEZHEREZITLNE T,

(NS X—5]
INS A—=F B Bz
AW AW
[THEHERERE]
INSA—=F B TBHERORE
AW
<Switch-M24eGi>
mR—bk 1~22 : no mdix auto
Auto MDI/MDI-X D#ERNERTE
mR— bk 23~24 : mdix auto
Auto MDI/MDI-X ODERERTE
<Switch-M16eGi>
m—bk 1~14 : no mdix auto
Auto MDI/MDI-X D#ERNERTE
mR—bk 15~16 : mdix auto
Auto MDI/MDI-X ODBERERE
< Switch-M8eGi>
m"—b 1~7 : no mdix auto
Auto MDI/MDI-X D#ERNERTE
m"—b 8 : mdix auto
Auto MDI/MDI-X ODBERERE
CEIQE R L)
INS A—=FZHR SR EEIH
2L AW
[(FE=1H]
INS A—F B FERSE
AW AW
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jumbo
I+ NI —LDOBWREZITVET,

no jumbo
Vv UINTU—LDEREZITVET,

[IWSX—5]
INT A =S A ibA
U AN
[(TEHERERE]
INT A —F A TIHHERDERE
AN no jumbo
I+ VNI L—LDEZERE
(D& E ]
INS A—F BT SR EEH
U AN
[(FR=E]
INS A—F BT TEER
AW Vv NI —LZBHCUIBEDERT L —LY 1 X(E
9220 N1 b (VLAN ST ZED) [CRESNET,
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eap-forward

EAP 7L —LEBOBEMREZITVE T,

no eap-forward

EAP 7L —LAEBDEWREZTLE T,

[IWSX—5]

INT A =S A ibA

U AN
[(TEHERERE]

INT A —F A TIHHERDERE

AN no eap-forward

EAP 7L —LEBDEMHRE

(D& E ]

INS A—F BT SR EEH

U AN
[(FR=E]

INS A—F BT TEER

AW AN
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<sEHI 1>

BIE . R— b~ 1 ZBBREBICLE T,
1. "= 1DAVI—TI—RAV T4 T L—YaVE—RICEBDET,
2. h—h 1 ZFAERECLET,

M24eGi> enable

M24eGi#t configure

M24eGi (config)#t interface gi0/1 -
M24eGi (config—if)# shutdown 2
M24eGi (config—-if)# exit

M24eGi (config)#

M24eGitt

—_

3-4-3 K— ~EAEDFRES

<sEH 2>

BE . /R—b 2~4 % 100Mbps Z_EFE— RICRELET,
1. IR—h2~ADAVI—T—RAV T4 T -3 VE—RICBDZET,
2. R—b 2~4 DiR— b DE—R% 100Mbps £"_FE—FICLET,

M24eGi> enable

M24eGi#t configure

M24eGi (config)# interface gi0/2-4 -
M24eGi (config—if)# speed-duplex 100-full 2
M24eGi (config-if)# exit

M24eGi (config)# exit

M24eGitt

—_

344 R—bE2ZTE/AETEE—RORES

<SEH 3>

BEE : 7R— b 5~8 D Auto MDI/MDI-X #8%ICcLE T,
1. R—h5~8DAVI—Tx—RAV T4 T L—YaVE—-RICBDZXT,
2. ihi—bk 5~8 M Auto MDI/MDI-X &% Auto [CLZE T,

M24eGi> enable

M24eGi#t configure

M24eGi (config)# interface gi0/5-8 -

M24eGi (config-if)# mdix auto -2
M24eGi (config-if)# exit

M24eGi (config)#t exit

M24eGi#

3-4-5 Auto MDI/MDI-X D3&EH]
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3.5. POBRAEH (OVY—I)b, Telnet) DRTE

(JO-1NVaAVT7 40— avE—R] [CTHRREICP IR T DIEDEREZTT
W&, REBRODSRIE FEET—R] ICT [show terminal length] OVY R&EETT
LR <TES LY,

BHERRMIEBSRIVVR

‘ M24eGi# ‘ show terminal length |
HERRITHEREIVY R

‘ M24eGi(config)# ‘ terminal length <LENGTH> ‘
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1.

<HENBDIRTHI>
BEEXRRNMIBEBSBRIVY ROERTHEUTICERLUET,

M24eGi> enable
M24eGi#t show terminal length

Terminal Length: 24 rows

M24eGitt

3-5-1 BEERMMIZSRIVY RORETH

Terminal Length

—ECEACENSNDTRERLET,
(0 ZB/ET S E none EFFRENET)
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show terminal length

BHEHCRRSINDTHERRLE T,

[N\SX—5]
INS A—FER A
AN AN
[(TiEHE R ERE]
INSX—SEFR TS ERDERE
L AN
(BN E&EH]
INS A —SEIR HEEH
AW AN
[(E==E]
INS A= EIR TREE
AN AN
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terminal length <LENGTH>
BHEHCRRSINDTHEZRELE T,

[/I\SX—5]
INT A—SEHR £HEA
<LENGTH> BHAEICEKRRSINDITHEEELET,
0 ZREITDERNIDIHIEFRERDET,
[TIEHEERERE)
INS X—FEZHR TEHERONE
<LENGTH> 24
[MEDER EHIH]
INS X—FEZHR R EEEH
<LENGTH> 0 £7cl3 24~512
(Qza=t-11)|

INSX—SETR TEER

<LENGTH> AN
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<sREHI>
BIE : BECKRRINDTHEEFRICUED,
1. BRICRRSINDTH=ZEHIRCERELX I,

M24eGi> enable

M24eGi# conf

M24eGi (config)# terminal length 0
M24eGi (config)#t exit

M24eGitt

Bl 3-5-2 BEFRMIRADHES
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3.5.1. OV —JLDE’E

(ZO-N\NIVAVT 40—y 3avE—R] [CTHREEICPITCRATDIEOIVY -
[CBETDREETVET, REBHNDSRE HFETET— K] (CT [show console] O¥ YV
RESRTUIHERLLIESL,

VY= )LERESRIVYR

‘ M24eGi# ‘ show console |
aAVYV—=IIALPORREIVY R
‘ M24eGi(config)# ‘ console inactivity-timer <minutes> ‘
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<HERNBDIRTHI>
VY —)UBRESRBIOVY ROETFHIZUTICRUET,

M24eGi> enable
M24eGi#t show console

Console Ul Idle Timeout: 5 minutes LR

M24eGitt

BJ 3-5-1-1 vV —JUERESRIVY Y ROETH

1. Console Ul Idle Timeout

VUL TERL. EREANBCERNEN5E COBEERLET.
(BB AUVBEEDSS(E 0 minutes ERRENET)
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show console

OV =)V TERL TS EED@MHANDLBN > TGS [CHENICERN TS

NS TORBERRLET,

(/Y5 X—5]

INS X —FE i

AW AN
[(TiEHE R ERE]

INSX—SETR THHERDRE

L AN
[(fE DR EEEH)

INS A —SEIR HEEH

AN AN
[(E==E]

INSX—SETR TEER

AN

AN
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console inactivity-timer <minutes>
VYV —ILTERL TLD EEDMHAND BN S TCBEICEEN [CERNUIMS

NDFTOREEEELET,
[/IVS X—5]
INS X—SEZHR HEA
<minutes> VYV =)L TEHRLUTLDEEDMAHANHRH S TBEIC

BENCEENMIHSNDIITORBZTRAUTEELR
ED

[TEHERERE]

NS A—F B THBHERFORE

<minutes> 5 (%)
[1BDER EEE]

INS A—FZHR RS

<minutes> 0~60 (93

0 ERELUHZSIIEETIM LR RDFXT,

[(FREIE]

NS A—FEHR FRBE

<minutes> /A9
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<= TEBI>

BE . IV - e—EREREF Ch o TBS(CEEIM LARVL DICLET,

1. VY —-IVEREROESYIZEL(IC

®ELE T,

M24eGi> enable

M24eGi#t conf

M24eGi (config)# console inactivity-timer O
M24eGi (config)# exit

M24eGitt

3-5-1-2 ) ]
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3.5.2. Telnet MERE

(DO—/N\)VAV T« L—avE—R] [CT, Telnet [CEAT DR EXTTVET, %
TBEROBSRBIE IFHEET—FR] (CT [show telnet-server] OV Y RZZETUIHERLTE
=0V

Telnet b—/\REBRIVUF

‘ M24eGi# ‘ show telnet-server |
Telnet b—/\OEHREIVV R

‘ M24eGi(config)# ‘ telnet-server enable ‘
Telnet b—/\O\EHREIVV R

| M24eGi(config)# | no telnet-server enable |
Telnet b—/N\9 1 LAPDRREIVV R

| M24eGi(config)# | telnet-server inactivity-timer <minutes> |
Telnet P 7 2 ARKIRBEEH IV B

| M24eGi(config)# | telnet-server [ipv6] access-limitation enable |
Telnet 7 7 2 AHIBREEN IV F

| M24eGi(config)# | no telnet-server [ipv6] access-limitation enable |

Telnet PO AFFOMEREIV R

M24eGi(config)# telnet-server <entry> {<ip-address> <mask> | ipv6 <ipv6-address>

prefixlen <prefixlen>}

96




<SRHEABTDERTRH>
Telnet b —/N\EBESRBRIVY ROETHIZELUTICERLUE T,

M24eGi> enable
M24eGitt show telnet-server

Telnet Ul Idle Timeout: 5 minutes LR
Telnet Server e 2
Enabled

Telnet Access Limitation: Disabled -+ 3
No. [P Address Subnet Mask

1 <empty> <empty>

2 <empty> <empty>

3 <empty> <empty>

4 <empty> <empty>

5 <empty> <empty>

[Pv6 Telnet Access Limitation: Disabled s 4
No. Server [Pv6 address Prefix

1 <empty> <empty>

2 <empty> <empty>

3 <empty> <empty>

4 <empty> <empty>

5 <empty> <empty>
M24eGit

3-5-2-1 Telnet Y—/\ESR IV FOETTHI

1. Telnet Ul Idle Timeout

Telnet 54 7Y MEREEIC, —ERBEEFRICEHUIMHSNDIITOREZRLE
ED

2. Telnet Server

Telnet 75147V "D OD7 I AHIREREDIREZRLE T,

Enabled Telnet >N 7P I AFHIRRENEN T,
Disabled Telnet oD 7P I AFIRRENEN T,
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3. Telnet Access Limitation

Telnet Access

IPv4 Telnet Access Limitaion DR EREZRLEX T,

Limitation Enabled IPv4 Telnet "D 7P I AFIRBENEN T
P
Disabled IPv4 Telnet BN 7 I AFIRERENEN TH
CEHEXRUET,
No. Telnet 754 PYrDPIEREBRP RULADIV NUESHERLUE
P
IP Address Telnet 7547V bDPICR%ZHO]IDIPPRUARFFIPZRL

2EEERUVFET, (FITD IP 7 RUAAKRANDZE[F<empty>
ERTSNET)

Subnet Mask

Telnet IS4 PV NDFP IO CARAZHFOITDIFP RUVADYTRY fVYR
JEZERUET,

(FFI TV TRy BN RTEBEBHRRANDBES [F<empty>ERTRSNE
9)

4. |Pv6 Telnet Access Limitation

IPv6 Telnet IPv6 Telnet Access Limitaion DEREREZRL KT,

Access Enabled IPv6 Telnet "D 7 I AHIBRREHNEW T

Limitation ED
Disabled IPv6 Telnet hoD 7 I RAFIRERENEI TH

DEERUFET,

No. IPv6 Telnet 7547V cDPICRAFRPZRUVADIY MUESZE
LET,

IPv6 Address | IPv6 Telnet 754 P cDPIEA%&FTITD IPv6 7 RUAF (&
IPv6 7 RL A& ZERLUF T, (FAID IPv6 7 RUADNRANDZE
[F<empty>ERTRSNKT)

Prefix IPv6 Telnet 754 PV NDP I BAZHOITDFZPRLVADT VT 1 v

IDARZERULET,
(FFIAITDITLVT 1 v IRAENRANDHZE F<empty>ERRSNE
9)
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show telnet-server
Telnet Y—/\DEEBHRZEZRLUET,

[N\SX—5]
INS A—FER A
AN AN
[(TiEHE R ERE]
INSX—SETR TS aERORE
L AN
(BN E&EH]
INSX—SETR R EEH
L AN
[(E==E]
INS A —SEIR TREE
AN AN
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telnet-server enable

Telnet b—N\Z=EBRICLEX T,

no telnet-server enable

Telnet Y—N\ZERCLE T,

[/1VS X—5]

INT A—SEHR s8R

AW, 2L
[TEHERERE]

INT A—SEHR TBHERORE

AN, telnet-server enable

Telnet Y—/\ 3BT,

(BN E&H]

INTS X =8 ZR SR EEEEH

AW, 2L
[(FE=HE]

INT X = ZR TEREE

AW 2N
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telnet-server inactivity-timer <minutes>
Telnet 54 7Y hH—ERBERERIECH > 1HZSCEHEBNICERANTIMSNDE

TOREZRELE T,

[/IVS X—5]

INS X—SEZHR Bz

<minutes> Telnet 754 7V b DEEERHICESN(CEEAUIBIEIN

DFECOREZEDEAITEELE T,

[TEHERERE]

INS X—FEZHR TEHERONE

<minutes> 5 (9)
[MEDER EHIH]

INS X—FEZHR R EEEH

<minutes> 1~60 (93)
[(FE=HE]

INT A—FZHN TEEER

<minutes> 2N
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telnet-server [ipv6] access-limitation enable
Telnet 7SA1 7Y b7 I EAHREBMCLET,

no telnet-server [ipv6] access-limitation enable
Telnet 7514 7Y b D7 I AFIRZENCLE T,

(NS X—5]
NS A—F B EA
AW AW
[TEHERERE]
NS A—F B TSR DRTE
A no telnet-server access-limitation enable
Telnet 73547V D7 O AHIRIGEN T,
no telnet-server ipv6 access-limitation enable
IPv6 Telnet 2514 7Y cDFP I AHIRIFERN T,
[1BDER EEE]
NS A—F B R EEIFH
AW U
[F==1H]
INS X—SEHR EREHE
AW U
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telnet-server <entry> {<ip-address> <mask> | ipv6 <ipv6-address>
prefixlen <prefixlen>}
Telnet 75147V bDOP I RAHREBERCL TLWDBEIC. PIERA%ZFHTTD IP

PRURAZRELET,
[V X—5]
INT A =S AT it
<entry> ITYVhUBSZEELET,
<ip-address> POLAFITDIP PRURAZEELET,
<mask> FPOCAFOTDIP PRUADEHRZY AT TEELEXT,
<ipv6-address> POCRAHFITTD IPv6 PRURAZEELET,
<prefixlen> POCAHFITTD IPve PRUADEERZI LT+ v IAE
TEELFT,
(TR HERERE)
INT A =S ZIN TISHERORE
<entry> AN
<ip-address> AW
<mask> AN
<ipv6-address> AW
<prefixlen> AN
(B EEE]
INT XA —FZAF e
<entry> 1~5DETIYMUBESEANUTLIESLY,
<ip-address> 1.0.0.1~223.255.254.254
<mask> 128.0.0.0~255.255.255.255 (Ew hhEHRL TLDZ

(ER=

&)

<ipv6-address>

::2~FEFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF

<prefixlen> 1-128
FH]

INS A—F BN e =_E]
<entry> AW
<ip-address> AN
<mask> AN
<ipv6-address> AW
<prefixlen> AN
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<= TEBI>

BE .

BFEDRY M T—TJFRLDRA(192.168.1.1~192.168.1.254)hh > D
Telnet & ZF O I DL OFRELFE T,

. Telnet D77 ERHIBREEMICLET,
. RXRYRNT—=TOFPRULUR 192.168.1.0 (BTJxXw hV¥YRAZT 255.255.255.0)

Z Telnet DP I BATZ FLVAELVLTIV MU I ANENULET,

M24eGi> enable

M24eGi# configure

M24eGi (config)# telnet—server access—|imitation enable .-
M24eGi (config)#t telnet-server 1 192.168.1.0 255.255.255.0 e 2
M24eGi (config)# exit

M24eGi#

—

BE .

3-5-2-2 Telnet #E#HIFB DR ES

KFEDRY NT—=TF7 KL 2RA(2001:1:1~2001::1:FFFF) MDD A
Telnet &#iZ2sF0] DL DRELF T,

. Telnet D7 I ERAHREEMCLET,
. RYNT=OFPRLX2001:1:.0 OLT71vIRXE112) Z Telnet 7P T

TATPZRUVRELTIVRU I ABIIVLED,

M24eGi> enable
M24eGitt configure

M24eGi (config)#t telnet—server ipv6 access—|imitation enable O |
M24eGi (config)# telnet-server 1 ipv6 2001::1:0 prefixlen 112 2
M24eGi (config)# exit

M24eGi#

3-5-2-2 Telnet ##EHEIE DR ES|
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3.5.3. SSH M&%E

(DO—/N\)VAV T« UL—3avE—R] [CT, SSH [CEETREEEXTLVET, &

BRODBRIF FEE—F] (CT [show ip ssh]l OVY RZRTUIHERIES L,

SSHE&ESRIVV K

Xa
Jal;

| M24eGitt | show ip ssh

SSH & —/\g%HIVYU R

| M24eGi(config)# | crypto key generate rsa

SSH Y—/\#\H IV VR

| M24eGi(config)# | crypto key zeroize rsa

SSH Y —/I\91 LAPD MREIVV R

| M24eGi(config)# | ip ssh time-out <minutes>

SSH Y —NRBES I L7 FREINVVF

‘ M24eGi(config)# ‘ ip ssh authentication-timeout <seconds>

SSH Y —/\REBHTOKREIVY

‘ M24eGi(config)# ‘ ip ssh authentication-retries <retries>
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<HREANBDIRTHI>
SSH R8BIV Y ROERTHEUTICRLUET,

M24eGi> enable

M24eGi#t show ip ssh

SSH Ul Idle Timeout: 5 Min. -1
SSH Auth. Idle Timeout: 120 Sec. -2
SSH Auth. Retries Time: 5 -+ 3
SSH Server: Enabled (SSH) -4
SSH Server Key: Key exists. -5
M24eGitt

3-5-3-1 SSH |RESR IV FORTTHI

1. SSH Ul Idle Timeout

| SSH TE#FL. EREANBICEBIMSNDE TORPHERLET,

2. SSH Auth. Idle Timeout

| SSH BILCHI DHEST 1 L7V FEEERRLET,

3. SSH Auth. Retries Time

| SSH BANBXRORERRLET.

4. SSH Server

| SSH COP T RAZETRECT BN EDNERRLET,

5. SSH Server Key

| SSH H—"\BOREERRLET,

106




show ip ssh

SSH Y —/\DERERHRERRLUE T,

[N\SX—5]

INS A—FER A

AN AN
[(TiEHE R ERE]

INSX—SEFR TS ERDERE

L AN
(BN E&EH]

INS A —SEIR HEEH

AW AN
[(E==E]

INS A= EIR TREE

AN AN

107




crypto key generate rsa

SSHY—N\@#ZEMLE T, SSH TOFPIERAZOJRECERELE T,

crypto key zeroize rsa

SSH b —\RZHIFRLF T, SSH TOP I ERAZARTICRELF T,

[V X—5]

INT A =S AT it

AW AN
[(TEHERERE]

INT A —F A TIHHEERDRE

AW crypto key zeroize rsa

SSH TOP I EARARTICERESNTNET,

(D& E ]

INS A—F BN SR EEH

U AN
[(FR=E]

INT A—F BT TEER

2L SSH TIRI&EA 2 I—YFX CRKICPIEZATRETT,

SSH @OT A YA DWTIEE SSH 751 7 b DER{E
FIBICHKE>TTFEL,
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ip ssh time-out <minutes>
SSH TUE—FEHL TLDEZDMAHANDRN > TIHE(CEERICIEG A I
SNDFETOREZRELX T,

[/IVS X—5]
INS X—SEZHR HEA
<minutes> HIEERICYMINDET TCOREEPBAICEELE T,
[TIEHEERERE)
INS X—FEZHR TEHERONE
<minutes> 5 ()
[MEDER EHIH]
INS X—FEZHR R EEEH
<minutes> 1~60 (9)
(Qza=t-11)|

INSX—SETR TEER

<minutes> AN
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ip ssh authentication-timeout <seconds>
SSH SREECX T DIGEYT 1 L7 D hFREZHREL X T,

[1\SX—7]
INT A—SEHR Bz
<seconds> SSH EREEICHITDINET 1 AP D SFEENEA TEEL
x99,
[TIEHEERERE)
INT A—SEHR TEHERONE
<seconds> 120 (#)
[MEDER EHIH]
INT A—SEHR R EEEH
<seconds> 1~120 (#)
(Qza=t-11)|
INT A—FZHN TEER
<seconds> AN,
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ip ssh authentication-retries <retries>
SSH RN BZEOEHZRELF T,

[1\SX—7]
INT A—SEHR Bz
<retries> SSH RO BXEOHEEBEL X T, RYIDEEICDOLTEO
BICEHFET,
[TIEHEERERE)
INT A—SEHR THBHEROHRE
<retries> 5 (@)
[MEDER EHIH]
INT A—SEHR eI
<retries> 0~5 (@)
(Qza=t-11)|
INT A—FZHN TEEE
<retries> AN,
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<s%EBI>
BIE . SSH COP I RZTBEICHRELF T, —EREBIRECHh >1HBSI(C
BEENICERNANIMSINDE TORBE%E 40 HITHELET,
1. SSH COPIERZARECRELEXT
2. BREBCYMINDE TORRE 40 BICERELE T,

M24eGi> enable

M24eGi# conf

M24eGi (config)#t crypto key generate rsa
M24eGi (config)#t ip ssh time—out 40
M24eGi (config)# exit

M24eGi#

N -

3-5-3-2 SSH Y —/ DR ER!
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3.5.4. Web MO&%E

(DO0—/NW3dYT«JL—r3avE—R] [CT, Web [CHTDREZTVET, HE
BROSRIE (FFHEE—R] [CT [showip http server] OVY REETUTHRLIES
Lo

Telnet b—/\REBRIVUF

‘ M24eGi# ‘ show ip http server |
Telnet b—/\OEHREIVV R

‘ M24eGi(config)# ‘ ip http server ‘
Telnet b—/\O\EHREIVV R

| M24eGi(config)# | no ip http server |
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<HREANBDIRTHI>
Web —/N\8RBIVY ROEFFIZEUTICRLET,

M24eGi> enable
M24eGi# show ip http server

Web Server

Enabled

M24eGi#t

3-54-1 P 7 FUAMEREMESR IV FOETH

1. IP Setup Interface

IP 7 R L AR EREDHREREZEZRLUET T,

Enabled IP 7 R LR EHEEERENEM T,
Disabled IP 7 R LR EEN BN T,
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show ip http server

Web ¥ —/\DREBHRERTLE T,

[N\SX—5]

INS A—FER A

AN AN
[(TiEHE R ERE]

INSX—SETR TS aERORE

ANV AN
(BN E&EH]

INSX—SETR R EEH

ANV AN
[(E==E]

INS A —SEIR TREE

AN AN
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ip http server

Web ¥—N\NZEHICLFT,

no ip http server

Web H—NZEHCLET,

[IWSX—5]

INT A =S A ibA

U AN
[(TEHERERE]

INT A —F A TIHHERDERE

AN no ip http server

Web H—/\[FEH T,

(5 i)

INS A—F BTN SR EEH

U AN
[(FR=E]

INS A—F B TEER

U AN
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<= TEBI>
BE : Web b—/\#EEZEWCHRELE T,
1. Web b—/\#BEZEMICERELE T,

M24eGi> enable

M24eGi#t configure

M24eGi (config)#t ip http server
M24eGi (config)# exit

M24eGi#

3-5-4-2 Web U —/ \H8EERESI
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3.5.5. RADIUS MDE&E

(DO-N\)W3dAvT«400L—3vE—FR] [CT, OJ41Y RADIUS #EETHERTD
RADIUS H—N\\D 7 T B AKREZTVE T, REBHRNDBRIE FHEE— K] [C T [show
radius-server] VY REETLUIHERLIEZ0LN,

RADIUS 2RIV R

| M24eGit#

‘ show radius-server |

RADIUS B—N\PIOLEAREIVV R

M24eGi(config)#

radius-server host <index> {ip <ip-address> | ipv6 <ipv6-address>}
[timeout <sec(s)>][retransmit <retries>]
{[key <string> [encrypt]] | [encrypted-key <encrypted-string>]}

NAS ID &IV K

| M24eGi(config)#

‘ dot1x nasid <string> ‘

NAS ID HIfgaV > R

‘ M24eGi(config)#

‘ no dot1x nas-id ‘

Login Method BESRIVV K

| M24eGiff

‘ show login method ‘

Login Method BEIVV R

‘ M24eGi(config)#

‘ login method <index> {Local | RADIUS | None} ‘

Login Method 1 Login Fail Action €3IV K

‘ M24eGi(config)#

‘ login method 1 auth-fail-action {method2 | local} ‘
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<HREANBDIRTHI>
RADIUS 22ROV ROETHZUTICEKRLUE T,

M24eGi#t show radius—server
NAS ID: Nast
Index Server IP address Shared Secret Response Time Max Retransmission
1 192.168. 1. 200 admin 10 Seconds 3
2 192.168.1. 201 [encrypted] 10 Seconds 3
3 0000 10 Seconds 3
4 0.0.0.0 10 Seconds 3
5 0.0.0.0 10 Seconds 3
M24eGitt

3-5-4-1 RADIUS RESRIVY Y FNRTH

1. RADIUS &=

NAS ID mqu ID(NAS Identifier)Z&RUFE T, KIS X—FFREEN
EE J D RADIUS /Y7 w b (Access-Request) D

NAS-Identifier (RADIUS B 32)[CRERSNET,

Index RADIUS H—N\DFRHEZRLUF T, 1 BENOBAEZITLN
RADIUS B —/N\EDBENRKUICEEE. 2 BELUREFIRICE
EETVET,

Server IP address RADIUS H—/\D IP P RLZA%ZERLFE T,

Shared Secret SELDFRICALDHER(Shared Secret)z&kULEX T, —/\
BETS147Y MITEUSRECTDUENDHD, BEVAT
LEBEHNHRELFT,
ESLESNTULDHEEIE BIC [encrypted] ERTRSNET,

Response Time RADIUS H—NA\DRIAEEKRICH T DIRARFEE[ZRLX
9o

Max Retransmission | RADIUS B —/\\DRIBERNBRESINDOHERLFT,
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M24eGi# show login method

login method 1 is Local (Method 1 Fail Action: Method 2) s 2
login method 2 is None
M24eGitt
3-54-2 Login Method BRIV ROEFH
2. OJ1VAEE
Login method 1 OV 3d2RBIC 1 BRYICERITDI—HYE NAT—RKD
EREERLUEX I,
Login method 2 074V IDRIC2EBICHERATD Y& NRAT— RO
BEERLUET,
Method 1 Fail Action | login method 1 [CKk DFRAFRBEBDENIEEZRL X T,
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show radius-server

RADIUS B —/N\DFREBRERRLE T,

[N\SX—5]

INS A—FER A

AN AN
[(TiEHE R ERE]

INSX—SEFR TS ERDERE

L AN
(BN E&EH]

INS A —SEIR HEEH

AW AN
[(E==E]

INS A= EIR TREE

AN AN
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radius-server host <index> {ip <ip-address> | ipv6 <ipv6-address>}
[timeout <sec(s)>][retransmit <retries>] {[key <string> [encrypt]] |
[encrypted-key <encrypted-string>]}

074 > RADIUS #EETHER IS RADIUS H—I\\DP I BAREEZTVE T,

[/IVS X—5]
INT A—FEHR Bl
<index> RADIUS B —/I\\DRIIEZEZELFE T,

<ip-address>

RADIUS H—/\D IP P RL A %Z/ELE T,

<ipv6-address>

RADIUS H—/\D IPv6 P FLU A Z/ELF T,

<sec(s)> RADIUS H—/\N\DFREEKR(CH T DRARHEIRI ZERTE
LET,

<retries> RADIUS H—/NN\DRFAERNBESN DO ZHEL X
ER

<string> L DERICAV D HER(Shared Secret)zEX THREL

ESye I8

<encrypted-string>

RAEDERICAWVDHERE(Shared Secret)zBES{LBENDX
FHTHELET,

[(TEHERERE]
INS A—F B TS B DRE
<index> AN
<ip-address> 0.0.0.0
<ipv6-address> ::
<sec(s)> 10
<retries> 3
<string> AN
<encrypted-string> | 72U
[fEnae ]
INS A—F B e
<index> 1~5

<ip-address>

Class A 1 1.x.x.x~126.X.X.X
Class B : 128.1.x.x~191.254 x.x
Class C: 192.0.1.x~223.255.254 x

<ipv6-address>

::2~FEFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF

<sec(s)> 1~120(%)
<retries> 1~254
<string> ¥/ 20 XFLUR

<encrypted-string>

IESLEXFS] 40 XFLA
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(ER=EIR]

INSA—F A TREE
Encrypt EXOHERZESILLU TREIDIBSICIEELER T,

encrypted-key

ESILEADHBRZEELE T,
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dot1x nasid <NAS ID>
FBEE | D (NAS Identifer) Zs&RELE T,

no dot1x nasid
SR UTEREE | D (NAS ldentifer) ZHIBRLUE .

[/1VS X—5]

INT A—SEHR Bz

<NAS ID> SR ID ZERELEX T,
[TEHERERE]

INT A—SEHR TEHERONE

<NAS ID> Nas1
[MEDER EHIH]

INS X =8 ZR SR

<NAS ID> ¥/ 16 XZFLW
[(FE=HE]

INSX—SETR TEEER

<NAS ID> AN,
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show login method
074V IDRCHERITDI—HYE. AT ROBEBEHERRLET,

[N\SX—5]
INS A—FER A
AN AN
[(TiEHE R ERE]
INSX—SEFR THHERFDRE
L AN
(BN E&EH]
INS A —SEIR HEEH
AW AN
[(E==E]

INS A= EIR TREE

AN AN
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login method <index> { {local | radius | none} | auth-fail-action {method2 |

stop}}
A4y FAQOT A VRIEAREERELET,

[V X—5]
INTA—FETN it
<index> A1 YFAQOOT A VRINEBEDIRE ZEEL X T,
1 RYICERmIT DO 1 VRIS (Login
Method 1)&EELF T,
2 2 BEICEMT D07 1 VERiEH(Login

Method 2)Z#EELE T,

{local | radius | | OJ 1 VERIEARZIEELE T,

none} local 21y FARICRESNLI—PE, INRXT
—RTOJ41 VEREETLE T,
radius RADIUS H—NIc k071 VERAEZETTL)
=S
none Login Method 2 Z&17LEE A
{method2 | Login Method 1 CTEREIMESSNTIBEDEEZIEEL
stop } I

X<index>ht 1 DHBENDHERETIRET I,

method2 Login Method 2 CREEZITL\E T,

stop REHLEZEIELF T,

Login Method 1 #' radius [CERESH.. M
D RADIUS —/\D5DIGEN RN T3
BICBRD Login Method 2 TOIREEN'EST

SNFE,
(TR ERERE]
INT A =S AT TIBHERDRE
<index> AW
{local | radius | | 1 : Local
none} 2 1 None
{method2 | method?2

stop }

126




(DR

INSX—FE R E S
<index> 1~2
{local | radius | | &L
none}
{method2 | AN
stop}
[(EE=E]
INSX—FE FEEH
— AW
<EEHI>
BE . 021 > RADIUS #8ECTHERT D RADIUS B—/1\D 7P T2 AR E%E

TLE Y,

. RADIUS B—ND7 I AREZUTDECHELE T,

SOl 1. IP7RLX 192.168.1.200, FREEDERICALDHERE admin

. O VIBRIC 1 BRACERITDI YA N\RAT— ROERSH%Z

RADIUS B —NICEHELX T,
074V 3IDRRIC2 BEEICERITDI—YE, N\NAT—-NDOEREM%Z
TEBANBOBRICEHELE T,

M24eGi> enable
M24eGi# conf
M24eGi (config
M24eGi (config
M24eGi (config
M24eGi (config
M24eGitt

# radius-server host 1 ip 192.168.1.200 key admin
# login method 1 radius -2
# login method 2 local -+ 3
# exit

N S S -t
—_

3-54-3 RADIUS B3—/\OP I AHEHI
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3.5.6. IP 7 FL A EREEDETE

(DO—-NWAVT«TJL—3avE—F] [CT IP PRURAGEREHRECET DR
EETVET, REBRODBRIE [FHEE— K] (CT [show ip setup interface] OV
REETUIHER S0,

IP 7 FUASEEEMESRIVY R

‘ M24eGi# ‘ show ip setup interface |
IP 7 RUAGEREMBEREGH IV R

‘ M24eGi(config)# ‘ ip setup interface ‘
IP 7 B L AMBEEEMAER e IV Y

| M24eGi(config)# | no ip setup interface |
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<HREANBDIRTHI>
IP 7 RURESEBERESRB IOV Y ROETFHIEUTICRLUE T,

M24eGi> enable
M24eGi# show ip setup interface

[P Setup Interface

Enabled EE |

M24eGi#t

3-55-1 P 7 FUAEREMESR IV FDOETHI

1. IP Setup Interface

IP 7 R L AR EREDHREREZEZRLUET T,

Enabled IP 7 R LR EHEEERENEM T,
Disabled IP 7 R LR EEN BN T,
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show ip setup interface
IP 7 R AR EKBEDRENREEZRRLI T,

[N\SX—5]
INS A—FER A
AN AN
[(TiEHE R ERE]
INSX—SEFR THHERFDRE
L AN
(BN E&EH]
INS A —SEIR HEEH
AW AN
[(E==E]

INS A= EIR TREE

AN AN
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ip setup interface
IP 7 R AR EKEZBNCLET,

no ip setup interface
IP 7 R AR EMEZENCLE T,

[IWSX—5]

INT A =S A ibA

U AN
[(TEHERERE]

INT A —F A TIHHERDERE

AN ip setup interface

IP 7 KL ARGEREHELIEI T,

(5 i)

INS A—F BTN SR EEH

U AN
[(FR=E]

INTA—S BTN IEER

ANV AN
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<= TEBI>
BE : IP 7 R ASESEHEEENCRELET,
1. IP 7 RURAEHEREHAEEENICERELET,

M24eGi> enable

M24eGi#t configure

M24eGi (config)# no ip setup interface
M24eGi (config)# exit

M24eGi#

BJ3-55-2 IP 7L AMEREMEREN
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3.5.7. Syslog ERXDELE

(ZO0-1NVAV T4 TJL—3avE—R] [CT, Syslog EriXtERE(CRE T DEREZTTL)
£, HEBHRODBRIE [(FHEET—F] (CT [show syslog conf] IV REEFTLIHE
FLIEE LN

Syslog EXHEEBRIV Y K

‘ M24eGi# ‘ show syslog conf |
Syslog ERXREREZ IV R

‘ M24eGi(config)# ‘ syslog enable ‘
Syslog ERXMEERY IV R

| M24eGi(config)# | syslog disable |
Syslog TXERERW IV R

| M24eGi(config)# | syslog server enable <index> |
Syslog ERXERY IV F

| M24eGi(config)# | no syslog server enable <index> |
Facility @IV

‘ M24eGi(config)# ‘ syslog facility <index> <facilities> ‘
Syslog ERXEREHIFRIV Y B

‘ M24eGi(config)# ‘ clear syslog server <index> ‘
Syslog b—/VIP P FLAREIVV R

‘ M24eGi(config)# ‘ syslog server-ip <index> {<ip-address> | ipv6 <ipv6-address>} ‘
ANy T —ERENIVY R

‘ M24eGi(config)# ‘ syslog header-info <index> {none | ip | sysname} ‘
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<HREANBDIRTHI>

Syslog EEBRIOV Y FOETHIZUTICERLUET,

M24eGi> enable

M24eGi# show syslog conf

Syslog Transmission: Disabled -1
Syslog Server List cee 2

No. Ip Address Facility Include SysName/IP
1 Disabled 0.0.0.0 Facility0

2 Disabled 0.0.0.0 Facility0

No. [Pv6 Address

1 Disabled 1::1

2 Disabled 0::0
M24eGi#

3-5-6-1 Syslog EXEBRIV > FDETHI

1. Syslog Transmission

Syslog ERXHEBEDIRREZR L F T,

Enabled

Syslog EXHEBENBEM T T,

Disabled

Syslog EXHEREN M T T,

2. Syslog Server List

No. WEETD Syslog b—/NDITV M UBESERLET,
Status Syslog Y —/\BOEERREZRL T T,
Enabled | Syslog B—/I\N\Y X7 LAO0 #EELE T,
Disabled | Syslog #—/\\Y X7 LAOT%EEELFH Ao
IP Address Syslog H—/\D IP 7 RLAZRULFEX T,
Facility Facility DEZ&RLF T,

Include SysName/IP

Syslog DA\v&F —N\ENT DEHRERLE T,

™ BEOD Syslog ZEELE T,
SysName | SysName(Hostname)ZEL X,
IP AEED IP P RLURAZEMNMULET,

IPv6 Address

Syslog B—/ D IPv6 7 RLAZRULFE T,
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show syslog conf

Syslog EEXDEREZRRLFT T,

[N\SX—5]
INS A—FER A
AN AN
[(TiEHE R ERE]
INSX—SEFR TS ERDERE
L AN
(BN E&EH]
INS A —SEIR HEEH
AW AN
[(E==E]
INS A= EIR TREE
AN AN
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syslog enable

Syslog ERXtREZBMCLE T,
syslog disable

Syslog X taEZ XN C L F T,

[V X—5]

INT A =S AT it

AW AN
[(TEHERERE]

INT A —F A TIHHEERDRE

AW syslog disable

Syslog ERX BRI (CRESNTULE T,

(D& E ]

INS A—F BN SR EEH

U AN
[(FR=E]

INSX—SETR TEEER

AN AN
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syslog server enable <index>
EBEULLIY MUBESOD Syslog SmxZzBMCLFET,

no syslog server enable <index>
EBEULIY MUBESO Syslog X EEMCLE T,

[/1VS X—5]
INT A—SEHR s8R
<index> ITYVMUBSZEELET,
[TEHERERE]
INT A—SEHR TBHERORE
<index> AN,
[MEDER EHIH]
INS X =8 ZR SR
<index> 1~2
[(FE=HE]

INSX—SETR TEEER

ANV AN
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clear syslog server <index>
EBEUIY MUEBESOD Syslog BrxBEZHIFRLE T,

[1\SX—7]
INT A—SEHR s8R
<index> ITVMUBSZEELET,
[TIEHEERERE)
INS X =8 ZR TSHERFOERE
<index> 2N
(BN E&H]
INT A—SEHR eI
<index> 1~2
(Qza=t-11)|

INS A= EIR TREE

AN AN
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syslog facility <index> <value>
EEULIY MUESO Facility Z8&RELE T,

[1\SX—7]
INS X—SEHR Bz
<index> IVhUBSZEELET,
<facilities> Facility fE(LocalO~Local7)ZEELX T,
[TIEHEERERE)
INT A—SEHR TEHERORE
<facilities> 0
[MEDER EHIH]
INT A—SEHR eI
<facilities> 0~7
(Qza=t-11)|

INS A= EIR TREE

AN AN
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syslog server-ip <index> {<ip-address> | ipv6 <ipv6-address>}
EBEULIY MUBESOD Syslog H—/\D IPv6 P LU AZERULE T,

[/I\SX—5]
INT A—SEHR £HEA
<index> ITVMUBSZEELET,

<ip-address >

Syslog H—/\D IP 7 RLUAZEEELEX T,

<ipv6-address >

Syslog B—/ D IPv6 7 RL AZIEELFX T,

(TR HERERE)
INT A—F BN TIBHERORE
<ip-address > 0.0.0.0
<ipv6-address > >

(D& E ]
INT A —F A e
<index> 1~2

<ip-address >

Class A 1 1.x.x.x~126.X.x.X
Class B : 128.1.x.x~191.254.x.x
Class C: 192.0.1.x~223.255.254 x

< ipv6-address >

::2~FEFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF

(E==R]

INTA—S AT ETEER
AN AN
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syslog header-info <index> <info>
EEULIY MUBESOD Syslog ANy —BRZHELF T,

[IN\S5X—9]
INS A —FEAT A
<index> IYhUBSZEELXT,
<info> Syslog ([CEMT 2N\vS —BERZEELEX T,
none Ny ST —BRZENULEREA
ip ANy T —BRICAEBD IP 7P KL%
EBINULET
sysname | N & —iEE(C SysName(Hostname)%
BINULET,
(TR ERERE]
INSA—FER TSHERORE
<info> none (Z21&)
QE[QR A )
INT X—F B e
<index> 1~2
<info> none / ip / sysname
[ER=E]
INS XA =T & FEER

AN AN
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<sEHI>
BZ : Syslog BRXZEBICLF T,
1. TVhUBES 1O Facility Z 5 [CERELF T,
2. TVRUBS 10 Syslog ¥—/VIP P RLUA%E 192.168.1.100 I
HWELET,
ITVRUBS 1 OANYIBRICIP P RURAZENLE T,
. IVHRUBS 1 OREZBMICLET,
5. Syslog BRXHEREZBEMICLE T,

W

M24eGi> enable
M24eGi#t configure
M24eGi (config)# syslog facility 15

—

M24eGi (config)#t syslog server—ip 1 192.168.1.100 2

M24eGi (config)# syslog header-info 1 ip -3

M24eGi (config)#t syslog server enable 1 e 4
M24eGi (config)# syslog enable -5

M24eGi (config)# exit

M24eGitt

3-5-6-2 Syslog EXEREH
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3.6. MAC? RLRAT—T LDOBRE L UERRE

[ZO—/\WAY T4 TL—y3VE—R] LT MAC 7 RLURF—TLOREBLT
B2 MAC 7 RURDBHEPHIR.  UFEE—R] [CT MAC 7 RLURF—TILOER
ETVET,

MAC 7 RLZXB&%38 RESR

‘ M24eGi# ‘ show mac-learning |
ITAIVTI1LBR

‘ M24eGi# ‘ show mac-address-table aging-time ‘
MACZ RULAT—TIVBR @EHNIV LK)

| M24eGiff | show mac-address-table mac |
MACZ RUAT—TIVBR @HNIVKY)

| M24eGiff | show mac-address-table static |
MAC Z RLAT—=T L8R (VLAN 8)

‘ M24eGi# ‘ show mac-address-table vlan <VLAN ID> ‘
ITAIVTIALEE

‘ M24eGi(config)# ‘ mac-address-table aging-time <aging time> ‘
BN MACZRUVATVMUER

‘ M24eGi(config)# ‘ mac-address-table static <MAC addr.> <interface name> vlan <VLAN ID> ‘
B MAC 7 RLRAITY M UHIRR

‘ M24eGi(config)# ‘ no mac-address-table static <MAC addr.> vlan <VLAN ID> ‘
MAC 7 RLZXBE#FE &%

‘ M24eGi(config-if)# ‘ mac-learning ‘
MAC 7 RLZXBE#FE &%

‘ M24eGi(config-if)# ‘ no mac-learning ‘
MAC 7 B L ABE&8FEBBHHIRERE

‘ M24eGi(config-if)# ‘ mac-learning limit <limit> ‘
MAC 7 B L ZBE#8F B REHIFR

‘ M24eGi(config-if)# ‘ no mac-learning limit ‘

143




<HREANBDIRTHI>

MAC 7 RLAB#ZBRESR IV Y FOETHZLUTICRLUE T,

M24eGi> enable
M24eGi#t show mac—learning
Interface MAC Learning MAC Learning Limit
gi0/1 Auto Disabled
gi0/2 Auto Disabled
gi0/3 Auto Disabled
gi0/4 Auto Disabled
gi0/5 Auto Disabled
gi0/6 Auto Disabled
gi0/7 Auto Disabled
gi0/8 Auto Disabled
gi0/9 Auto Disabled
gi0/10 Auto Disabled
gi0/11 Auto Disabled
gi0/12 Auto Disabled
gi0/13 Auto Disabled
gi0/14 Auto Disabled
gi0/15 Auto Disabled
gi0/16 Auto Disabled
gi0/17 Auto Disabled
gi0/18 Auto Disabled
gi0/19 Auto Disabled
gi0/20 Auto Disabled
gi0/21 Auto Disabled
gi0/22 Auto Disabled
gi0/23 Auto Disabled
gi0/24 Auto Disabled
M24eGi#
3-6-1 MAC 7 FLAEH@ZEE KREBSRIVY YV FDETH
1. MAC 7 RULABE#HZEEIRRE
Interface h—hrBESEXRLUET,

MAC Learning

m—b8BO MAC 7 FLZABBHZEBDREZRLUET T,

MAC Learning Limit

Auto MAC 7 R AB&EBNIER T,

Disabled MAC 7 RLUZAE#HZEEHEN T,

h—rEDO MAC 7 RUZABEEBEBHOHIREDREERL X

ER

Disabled MAC 7 RLUZABEEFEROGHIRENHD 1
o

1~256 MAC ZRU AEHHZBHDEHIREZRLU X

ED
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<HERNBDIRTHI>
ITAIVITITA4 LABRIVY ROETEIEUTICRLUET,

M24eGi> enable
M24eGi#t show mac-address—table aging-time

MAC address table aging time: 300 seconds. SR
M24eGi#

362 IAIVITIALLBRINVYEDETH

1. MAC address table aging time

PESNIEMACP FLRAT=TILDIY MU ZHRIDETOI A IV ITREERLK
ED
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<HREANBDIRTHI>
MAC ZRLUAT—TILBR @MIvEY) OVY ROEFEIZEUTICRLUET,

M24eGi> enable
M24eGi#t show mac—address—table mac

MAC Address Address Type VLAN Port CE |
XXIXXIXXIXX:XX:xx Static 1 CPU
XX IXXIXXIXXIXX:xX Dynamic 1 gi0/1

Total Entries: 2

M24eGi#t

363 MACZRULATF—=TILBR @HWTV V) OVY ROETH

1. MACPZRUAT—T)
MAC Address MAC 7 RURT—TIICEETD MAC PRURIVNU%E
—BTHRULFET,
Address Type MAC 7 LRIV MUDEEZRLET,
Static FHNICRBSINIE MACPRUAIY MUTY,
Dynamic BRICFEESNI MACPRUVARAIY MUTT,
VLAN MACPZRUAIYMUZZEBULTLSD VLAN ID Z&RUFX T,
Port 1V —T 1 —RBMERLET,
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<HREANBDIRTHI>
MAC ZRLUAT—TILBR ENIvhY) OYY ROEFEZEUTICRLUET,

M24eGi> enable
M24eGitt show mac-address—table static

MAC Address Address Type VLAN Port CE |
XXIXXIXXIXX:XX:xx Static 1 CPU
XXIXXIXXIXXIXX:xX Static 1 gi0/1
M24eGitt

3-64 MACZPRLAT—TILBR @HNTY L) OV ROETH

1. MACPZRULRT=TI)L BRIV HKY)

MAC Address MAC 7 RURT—TIICEETD MAC PRURAIVNUZ%E
—BTRLET,
Address Type MAC 7 RLATV hUDEHEZRLET,
Static | BOICFBSINE MACPRUIIY RUTY,
VLAN MAC 7 RUVATY MUZZBULTWVWD VLAN ID ZRUEX T,
Port AV —T 1 —RBMERLET,
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show mac-address-table mac-earning
R—hEB0O MAC 7 RLABEBZBOREZRRLUE T,

show mac-address-table aging-time
MAC 7 RUAT—=TILDIA I VT BEERRUE T,

show mac-address-table mac
BHNICEEBINTE MACPRUVAIY MUAERRUET,

show mac-address-table static
BHICERINTE MACPZRUVAIY MU AERRUET,

show mac-address-table vlan <VLAN ID>
VLAN BICEFRN MAC PRUAT VN ERRUET,

AwE L)
INT A—SEHR Bz
AN 2N
[TiBHRERERE]
INT A—SEHR TISHERORE
7L AW
[fE0DES EEiE]
INS A—FZIR % EEEE
AN, AN,
GFEZEE]
INS A—FZIR TEREE
AN, AN,
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mac-address-table aging-time <aging time>
BNICEEINI-MACFP RURAT—TILOIY MU BRI DETOIA I VI

EaEELE T,

(/Y5 X—5]

INT A—FEHR

509

<aging time>

JU—LZRELUTHOBNRTY M ZHIFRT DX TR
BB TEELE T,

[(TEHERERE]
INSA—FETR TBHERORE
<aging time> 300 ()
(D& E ]
INS A —SETR N EEE

<aging time>

10~1000000 (#)

(FE=ER]
INSX—SETR TEEER
<aging time> AN
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mac-address-table static <MAC addr.> <interface name> vlan <VLAN ID>

MAC 7 RL R ZBHIC MAC P RLARAT—=TINBRLE T,

no mac-address-table static <MAC addr.> vlan <VLAN ID>

B MAC 7 FLR%Z MAC 7 RLAT—=T U SHIBRL X T,

[I\SX—%]
INS A—F BN EA
<MAC addr.> BNCERID MACPRLARAZRULET,
<interface name> | WRETDHR—bDIVI—T1—XAB%ERULET,
<VLAN ID> X®EITDVLANID ZRUEXT,
[THEHERERE]
INS X—FEHR TISHEREOKE
<MAC addr.> /A9
<interface name> | 2L
<VLAN ID> /AW,
(CEQE R L)
INS X =S R EEIE
<MAC addr.> 00:00:00:00:00:01~FF:FF:FF:FF:FF:FE

<interface name>

<Switch-M24eGi>
GigabitEthernet0/1-GigabitEthernet0/24
<Switch-M16eGi>
GigabitEthernet0/1-GigabitEthernet0/16
<Switch-M8eGi>
GigabitEthernet0/1-GigabitEthernet0/9

BB COHIEEHTIRETT,
Bl : GigabitEthernet0/1—gi0/1
<VLAN ID> 1~4094
[(FR=E]

NS A= EAIR TRER

<MAC addr.> AN

<interface name> | 2L

<VLAN ID> FEIDVLAN ID ZEELE T,

mac-learning

R—bBO MAC 7 FLADBEBZBZBEMICLET,
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no mac-learning

R—b8BO MAC 7 FUADOBEBZEBZEMICLE T,

[V X—5]
INTA—FETN it
AN AN
(TR HERERE]
INT A =S A TIBHERDRE
AN, mac-learning
(D& E ]
INT A —F A N EEH
AN AN
[(ERER]
INS A—F BTN TEEER
AN MAC 7 LU ABEEZBZEMICT D EFHNIC MAC PR

AEEFRURVRDBEN TEXE Ao
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mac-learning limit <limit>
MR—b8BO MAC 7 FLUZABESHEBHOFIREZRELX I, HIIRED MAC 7 KL
AZBR(ICEB UTIRRET, 2B SN TULRVITCIREETT MAC 7 RL A ZH DT
—LZEZEUIEE. ZDTL—ARHEESINE T,

no mac-learning limit
R— &8O MAC 7 L ZXBE8ZBOHIREZHIFRL F T,

(VS AX—5]
INS A—FER i
Limit R—b&B0O MAC 7 F L XBEZEBHOHIRE
(TR ERERE]
INSX—SETR TS aERORE
Limit AN
(BN E&EH]
INT A =S A R EEH
Limit 1~256
[(E==E]
INTA—S AT ETEER
Limit 1. AHEEZFERICTDICE MAC P RURAEBZEENER

([CTR>TVBDIMEAHDET,
2. B MAC 7 RUAIIHIFREOFWERICSENEE A,
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<sEfl 1>
BE . MACPZRULRAT—TJIDOIA I VI REEHRELXT,

1. BNFEBIN MAC ZPRUVRAT—=TILOIV ~UZBEHIFRT DX TOE

E%Z 1200 MICHRELE T,

M24eGi> enable

M24eGi#t configure

M24eGi (config) # mac-address-table aging—time 1200 SR
M24eGi (config) # exit

M24eGi#

B3-6-5 MACZ RLAT—TIVIA IV TREREM

<EREHI 2>

BIE  R— b 1 ([CBNICER U #S(MAC 7 R X 00:00:00:00:00:01)

Liob el CHBE CTETRBVLDICLET,

1. MAC 7KL 00:00:00:00:00:01 Z7R—k T(VLAN 1)NEFHI(C

BHRUET,

2. h—bM1DAVI—T—RAV T4 T L—Y3aVE—RABDZET,

3. h—bF 1O MAC 7 FLABESZBHAEZTENCLET,

M24eGi> enable

M24eGitt configure

M24eGi (config)# mac-address-table static 00:00:00:00:00:01 gi0/1 vlan 1
M24eGi (config)# interface GigabitEthernet0/1

M24eGi (config—if)# no mac-learning

M24eGi (config-if)# exit

M24eGi (config)# exit

M24eGi#

N

3-6-6 MAC 7 RL ADEEIRERESI

<ETEH 3>
BE  7/R— b~ 10O MAC 7 RLUABESZBROFIRESR 1 [CRELET,
1. "=~ 1O MAC 7 RUAEHEBHOFIREZR 1 (CRELEX T,

M24eGi> enable

M24eGi#t configure

M24eGi (config)# interface GigabitEthernet0/1

M24eGi (config—if)# mac-learning limit 1 SR
M24eGi (config-if)# exit

M24eGi (config)# exit

M24eGi#

3-6-7 MAC 7 RL ABEEFEHHIREEES
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3.7. RZIDEE

[DOo—/\Jv3dyv
DEREZETTVET,
TLHERLL LS

SNTP RERHRSR

71400 —y3avE—NR] [CTRADHFEE. KRUSNTPIC K DEXIEIHA
REBWMOBRIE. [ETE—FR] (CT [show sntp] IVYRZE

o

vV R

| M24eGit#

‘ show sntp |

RZFBREIVVE

‘ M24eGi(config)#

‘ sntp clocktime <date> <time> ‘

SNTP BEMEREIV

VR

| M24eGi(config)#

| sntp enable |

SNTP #WEREIVY

VR

| M24eGi(config)#

| sntp disable |

SNTP server IP 7 RUVAREIV YV R

| M24eGi(config)#

‘ sntp server {<ip-address> | ipv6 <ipv6-address>} ‘

SNTP FREESREREE IV

| M24eGi(config)#

| sntp polling-interval <min> |

SNTP ERREHEMREIVV R

‘ M24eGi(config)#

‘ sntp daylight-saving ‘

SNTP EFFRREEMEREIV K

‘ M24eGi(config)#

‘ no sntp daylight-saving ‘

SNTP 1 LYV—VEEIVV R

‘ M24eGi(config)# ‘ sntp timezone [<location> | ‘
RABREIVY R
‘ M24eGi(config)# ‘ sntp update ‘
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<HREANBDIRTHI>

SNTP &REBWBSR IV Y FOETHZLUATICRLET,

M24eGi> enable
M24eGi#t show sntp

SNTP Server :0.0.0.0
SNTP Server IPv6 :
SNTP Polling Interval: 1440 (min)

Clock Time > Mon, 01 Jan 2001 09:04:33
SNTP > Disabled

Time Zone © (GMT+09:00) Osaka, Sapporo, Tokyo
Daylight Saving © N/A
M24eGit

NO O~ OOWN =

3-7-1 SNTP REBHRSRIV > FDRTH

1. Clock Time

(REOEBBEAERLEI.

2. SNTP

SNTP #gEDN B/ FBaREEERL X T,

Enabled SNTP #8ENEW T,
Disabled SNTP #8ENEZ T,

3. SNTP Server

| SNTP H—/N"\7 RUZBEBHRERLET,

4. SNTP Server IPv6

| SNTP H—N\7 RLUZREBERERLET,

5. SNTP Polling Interval

[BROREERERLET.

6. Time Zone

| 91 LY -V DREBRERLET,

7. Daylight Saving

EEHEOREBRRERLE T,

Enabled BERERENEW T,
Disabled BERERENEN T,

155




show sntp
REDOEZ, LU SNTPREZRRLET,

[N\SX—5]
INS A—FER A
AN AN
[(TiEHE R ERE]
INSX—SEFR THHERFDRE
L AN
(BN E&EH]
INS A —SEIR HEEH
AW AN
[(E==E]

INS A= EIR TREE

AN AN
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sntp clocktime <date> <time>
R DFEEREETLE T,

[I\SX—%]
NS A—F B EA
<date> HtZ” YYYY/MM/DD” O TERELET,
<time> BZlZz” HH:MM:SS” DO THRELX I,
[T ERERE]
INSA—=F B TBHERDORE
<date> “1970/01/01”
<time> “00:00:00”
[1BDER EEE]
NS A—=F B R EEIFH
<date> YYYY: 1970 ~ 2037
MM 1 ~ 12
DD :1 ~ 31
<time> HH: 00 ~ 23
MM: 00 ~ 59
SS: 00 ~ 59
[F==1H]
INS X—SEHR EREHE
<date> A
<time> A
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sntp enable

SNTP tégeZ=BMCLF T,
sntp disable
SNTP t¥gEZHEIICE T,
(NS X—5]
NS A—F B EA
2L AV
[TEHERERE]
NS A—F B TSR DRTE
A Disable
[1BDER EEE]
INS X—FEHR RS
2L AV
[(FREIE]

INSX—SETR TEEER

AN AN
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sntp server {<ip-address> | ipv6 <ipv6-address>}
SNTPH—N\PRURAZERELET,

[/\5X—9]
INT A =S A A
<ip-address> SNTP =D IP P RLRZEIBELE T,
<ipvb-address> SNTP B —/\®D IPv6 7 RL A ZEEL X T

(TR ERERE]
INS A—F BN TISHERORE
<ip-address> 0.0.0.0
<ipv6-address> AW

(D& E ]
INT A —F A N EEH
<ip-address> 0.0.0.0 ~ 223.254.254.254
<ipv6-address> ::2~FEFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF

[(FR=E]
INT A—F BN TEER
<ip-address> AN

<ipv6-address> AW

IR SNTPH—/3%0.0.0.0(CERE I D & BEMICSNTPERENDisabled %
BEEINET,
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sntp polling-interval <min>
R DI EEREZREL X T,

[1\SX—7]

INT A—SEHR Bz

<min> RO SERZRELX T,

Bf[InTY,

[TIEHEERERE)

INT A—SEHR THBHEROHRE

<min> 1440 (93)
[MEDER EHIH]

INT A—SEHR eI

<min> 1 ~ 1440 (53)
(Qza=t-11)|

INTS X =8 ZR TEEE

<min> AN,
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sntp daylight-saving

EEREEEMCRELET,

no sntp daylight-saving

EFREEENCERELX T,

[IWSX—5]

INT A =S A ibA

U AN
[(TEHERERE]

INT A —F A TIHHERDERE

AN no sntp daylight-saving
(D& E ]

INS A—F BN SR EEH

U AN
[(FR=E]

INT A—F BT TEER

AW AN
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sntp timezone [<location>]
ALY —VZHBELET,

[1\SX—7]
INT A—SEHR Bz
<location> IA LI —VEIBEVLET,
2L IALI—VD—EBEERRUET,
[TIEHEERERE)
INT A—SEHR TEHERONE
<|location> 51 (KBr. LR, TR
[MEDER EHIH]
INT A—SEHR R EEEH
<location> 1~63
(Qza=t-11)|

INS A= EIR TREE

<location> AN
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sntp update

RREZBELE T,

[N\SX—5]

INS A—FER A

AN AN
[(TiEHE R ERE]

INSX—SEFR THHERFDRE

AN AN
(BN E&EH]

INS A —SEIR HEEH

AN AN
[(E==E]

INS A= EIR TREE

AN AN

JER: [sntp update] OV Y ROETICIISNTPHEEENB CHDIVENHD T T,
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<sHEH 1>
BE  KEORAZFHRELE T,
1. B2%Z2018F 3816 H 12K 0 DCERELEXT,

M24eGi> enable

M24eGi#t configure

M24eGi (config)# sntp clocktime 2018/3/16 12:00:00 |
M24eGi (config)#t exit

M24eGitt

3-7-2 RERAFBHREDKES

<E%EHl 2>
BIE : 60 DERT SNTP —/\h o EEMICRAZERE T DL ORELE T,
1. BREEBITDSNTPY—/\DFP KU X% 192.168.1.1 [CRELFE T,
2. RAIOEREERZ 60 DICRELEXT,
3. SNTP #gEA=BMICLET,

M24eGi> enable
M24eGi#t configure

M24eGi (config)#t sntp server 192.168.1.1 s
M24eGi (config)#t sntp polling-interval 60 e 2
M24eGi (config)# sntp enable -+ 3
M24eGi (config)# exit

M24eGi#

3-7-3 SNTP B—/\RESHI

ZER: SNTPY—/1%0.0.0.0[CERET D & BBHICSNTPEREN Disabled\NEES11
S
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3.8. ARP D&%

(DO0—/\W3AY T« JL—r3avE—R] CTARPT—TILERELE T,
ROBR(E (BHEE—F] (CT [show arp sortip] OVY FZETUIHEERLSTESL,

ARP 7—7VEHBRIVV R

B a=—]

X E

{C

‘ M24eGi# ‘ show arp sort <ip | mac | type-static | type-dynamic>

ARP I—I VT4 LFEINVV K

| M24eGi(config)# | arp timeout <timeout>
ARP(static)&gIV K
| M24eGi(config)# | arp <ip-address> <MAC address>

ARP(static)HlIFR IV B

| M24eGi(config)# | no arp <ip-address>
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<HREANBDIRTHI>
ARP F—7IVBHRBRBR IV Y ROETFHZEUTICRLUET,

M24eGi> enable

M24eGi#t show arp sort ip

ARP timeout value: 7200 seconds LR
[P Address HWaddress Type
192.168.0. 100 04:20:9a:46:20:9¢ Dynamic

M24eGit

3-8-1 ARPT—7IUEHBRIV FORTH

1. ARPT—=7b
ARP timeout value | ARPT—TILDI—IVITIFA L7 I ERRUET,
IP Address ARPT—TIVICEBEIN IP PRUAZ—ETERLUZET,
HWaddress ARP T—7)LICEBEN MAC PRUAZ—ETERLULET,
Type ARP F—J ILN\DZ BRI ERLE T,

Dynamic BEFE NP RLUABRTT,

Static BRECLDERSNIEP RUABIRTT,
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show arp sort <ip | mac | type-static | type-dynamic>
ARP T =7 ILDEFIRRZRRLUE T,

[N\SX—5]
INS A—FER A
AN AN
[(TiEHE R ERE]
INSX—SEFR THHERFDRE
L AN
(BN E&EH]
INS A —SEIR HEEH
AW AN
[(E==E]

INS A= EIR TREE

AN AN
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arp timeout <timeout>
ARP 7= DI A LAFPD hEE%ERELE T,

[/I\SX—5]
INT A—SEHR £HEA
<timeout> ARP T—TILDI 1 L7 NEEEMWEA TIEELE T,
[TIEHEERERE)
INT A—FZHNK TEHERONE
<timeout> 7200 ()
(BN E&H]
INS X—FEZHR R EEEH
<timeout> 30 ~ 86400 (#)
(Qza=t-11)|

INS A= EIR TREE

<timeout> AN
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arp <ip-address> <MAC address>
ARP T—7IVIC7Z RUREEFRLUE T,

no arp
ARP T—TI)VICEFRUTP RURZHIBRLE T,

[IWSX—5]
INT A =S A A
<ip-address> ARPT—JIVICEHRTD IP PRLRAZIBELFT,
<MAC address> | ARP T—7JUICEHFRITD MAC P RLRZEELET,
(TR ERERE]
INS XA —FEAF TIHHEERDRE
<ip-address> AN
<MAC address> | 72U
(5 i)
INS A—F BN SR EEH
<ip-address> 1.0.0.0 ~ 223.255.255.255
<MAC address> | 1ZF+F+AMFPRLX
2312
INS A—F B TEER
<ip-address> AN
<MAC address> | 72U
JFR ARPT—TIVICEFROIRER I Y b U Static/DynamictHE CT256f T,
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<sTEH 1>
BIE . T—I V0894 L% 14,400 WICERELE T,
1. ARPBRNDI—IVI594 L% 14,400 CTERELET
M24eGi> enable
M24eGi#t configure
M24eGi (config)# arp timeout 14400 cee

M24eGi (config)# exit
M24eGi#

3-82 ARPI—IvI094A LDOHEH

<E%EHl 2>
BE : ARPTF—JIVCP RLRAEFHERFRLE T,
1. ARPT—=TJUICZ KL X (IP-192.168.0.100. MAC-00:00:00:00:00:01)
ZFHEFRLUF I,

M24eGi> enable

M24eGi#t configure

M24eGi (config)# arp 192.168.0.100 00:00:00:00:00:01 B |
M24eGi (config)# exit

M24eGit#

3-8-3 ARP T—7ILDFEERHEH
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3.9 NDP D&%

(JO0—-/\W3aYT7 40— 3avE—R] [CTNDP T—TJILAERELET,
HROBRIE FEE—R] (CT [show ndp sortip] OVY RZEETUIHERBTIEEL,

NDP F—7VE®SBRIVV R

HER

X E

‘ M24eGi# ‘ show ndp sort <ip | mac | type-static | type-dynamic>

NDP Reachable 91 LASEIVV R

| M24eGi(config)# | ndp reachable-time <timeout>

NDP Stale 1 AREIVV R

| M24eGi(config)# | ndp stale-time <timeout>

NDP(static)&FR IV

| M24eGi(config)# | ndp <ipv6-address> <MAC address>

NDP(static)AlBR IV B

‘ M24eGi(config)# ‘ no ndp <ipv6-address>
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<HREANBDIRTHI>
NDP F—7IVBHRBSRB IV Y ROEFTHEUTICRLUE T,

M24eGi> enable

M24eGi#t show ndp sort ip

Sorting Method:

NDP Reachable Time: 30 seconds

IPv6 Address

By IP SRR
NDP Stale Time: 600 seconds

Hardware Address Status Type

2001:1::1:201 XXIXXIXXIXX:XX:xX Reachable Dynamic
M24eGitt
3-8-1 NDPF—7I)VIBE#H3BR IV Y K DETHI
1. NDP7—=7L

Sorting Method

KRNI DIREZRRLET,

By IP IPv6 7 R LU RIBICRRUE T,

By MAC MAC 7 L RIBICRRUE T,

By Static FERELLEP RUVRAERRUET,

By Dynamic | BEI&RELIC7Z RLRAZRRULE T,

NDP Reachable
Time

NDP 7—2)L® Reachable 1 LDI 1 LP D b ZRRLET,

NDP Stale Time NDP 7—7)L® Stale 91 LDI A AP I b HERRLE T,
IPv6 Address NDP F—7ILICEBEINTc IPv6 PRUAZ—EBTERLUET,
Hardware NDP 7—7)LICEBENT- MAC P RLAZE—EBTKRLZET,
Address

Type NDP F—7ILA\DEEBRER =R LUFE T,

Dynamic BEZBINLTP FLABRTI,

Static RECEIDBHRSNIC 7 FLUABH T,
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show ndp sort <ip | mac | type-static | type-dynamic>
NDP F—7 ILDEFRRERRLUE T,

[N\SX—5]
INS A—FER A
AN AN
[(TiEHE R ERE]
INSX—SEFR THHERFDRE
L AN
(BN E&EH]
INS A —SEIR HEEH
AW AN
[(E==E]

INS A= EIR TREE

AN AN
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ndp reachable-time <timeout>
NDP 7—27)L® Reachable 1 LDI 1 AP hEZRELEX T,

ndp stale-time <timeout>

NDP 7—7)L®D Stale 1 LDI A L7 hEFEZRELF T,

(NS X—5]
INS A—=F B Bz
<timeout> NDP 7—2)L®M Rachable &1 A, £7c(& Stale 1 LDY
1L7D MEEZWEBEATIEELE T,
[TEHERERE]
NS A—F B THBHERFORE
<timeout> Reachable 9L : 30 (#)
Stale 91 L : 600 ()
[1EDE%E &)
INS A—F B SR EEIF
<timeout> Reachable 1 4 : 30 ~ 86400 ()
Stale 91 L : 0 ~ 86400 ()
[F==1H]
NS A—F B FRBE
<timeout> A
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ndp <ipv6-address> <MAC address>
NDP 7= IVICZ RLUAZERLE T,

no ndp <ipv6-address>
NDP F—7IVICERUT-7 RLU R ZHIBRL X T,

[IWSX—5]
INT A =S A ibA
<ipv6-address> NDP 7—7ILICE#HKT D IPv6 P RLURAZEBELE T,
<MAC address> | NDP 7—7UICE#HFKTD MAC P RLRAZEBELEX T,
(TR ERERE]
INT A —F A TIHHEERDRE
<ipv6-address> AN
<MAC address> | 72U
(5 i)
INS A—F BN SR EEH
<ipvb-address> ::2~FEFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF
<MAC address> | 1ZF+F+AMFPRLX
2312
INS A—F B TEER
<ipv6-address> AN
<MAC address> | 72U
JFR NDPF—7IVICEFROIRER T Y b UHIFStatic/DynamictfE CT256fE T,
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<s%%EBI 1>

BIE : Reachable time Z 500 #, Stale time Z 1,000 #ZE&RELF I,
1. NDP 1B#® Reachable time & 500 #NIERELFX T,
2. NDP &R Stale time & 500 #NTERELEX T,

M24eGi> enable

M24eGi#t configure

M24eGi (config)# ndp reachable-time 500 .-
M24eGi (config)# ndp stale-time 1000 cee 2
M24eGi (config)# exit

M24eGi#

—

3-8-2 NDP Reachable time. Stale time Ms&EHI

<sREBI 2>
BE : NDP 7—7IVIC P RUAZF#HEHRLE T,
1. NDPF7=7)LICPZ KL X (IP-2001::1. MAC-00:00:00:00:00:01)
ZFHEFRLUT I,

M24eGi> enable

M24eGi#t configure

M24eGi (config)# ndp 2001::1 00:00:00:00:00:01 B
M24eGi (config)#t exit

M24eGit

3-8-3 NDP 7—7ILDFEERFEH
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4. HRHBESRTE

4.1. VLAN DESE

ip=

® |[EEEB02.1Q DI T VLAN [CHIH L. TL—LANVLAN 97 (LUTF, B[CIT ELD)
ZEDITCGEREIT DI ENTRETT,

® VLAN ID, PVID @ 2 DDEIBRDINSA—I%ZFHE, CDINSA—IZHHEDEICK
NI T1RL T — LDEEFTZRELFT T,

®\/LAN ID
STDETU—LZBDRSBRCETLV—LANDFEND VLAN #EIFTY, 9771
LI7LU—LDBEICHID ID TIR— AT =Tk, 0 ID Z28RLIL—LA
DEERFTNRESNT T, FR— MCEREEFREIDIENTRETT,

e PVID (;R—b VLAN ID)
PVID [F&R— MMCOEDRITRBETDIEMNTE, ITRLILV—LEZELIHRE
([CEDVLAN IDNEETDINENZID ID [CL>TRELE T, 972 TL—LA
DBEIFZD ID FBRENTG . ITAD VLAN ID MMERSNE T,
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(DO—\)WaAv 7«00 —yavE—R] F@F (19 —TJx—XAVT1TL—

23 VE—FR] [CTVLAN OFREZITVET,

REBRBRNBRIEE KHEET—F] ICT

[show vlan all] OV Y RZEFUCHERLLIEEZ0L,

VLAN EBERSRIVVE

| M24eGiff

‘ show vlan {all | <vlan-id-list>}

VLAN fERIREIV Y R

‘ M24eGi(config)# ‘ interface vlan<vlan-id>

VLAN Z8EIVY K

‘ M24eGi(config-if)# ‘ name <name>

VLAN ZHIfR3IVY >V R

‘ M24eGi(config-if)# ‘ no name

VLAN XV/I\—REIVV R

‘ M24eGi(config-if)# ‘ member <port-list>

NRIAYE VLAN HEIV VR

| M24eGi(config-if)# | management

NRIAYE VLAN HIBROV Y R

| M24eGi(config-if)# | no management

PVID&EIVVE

‘ M24eGi(config-if)# ‘ pvid <vlan-id>

TU—LIATR/EIVVER

| M24eGi(config-if)#

‘ frame-type { all|tag-only }
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<HREANBDIRTHI>

VLAN

=) e}

REBHRSRIVY RORTHZUTFICERULET,

M24eGi> enable

M24eGi#t show vlan all

NOTE — 'U" : Untagged port member EEE |
"T" : Tagged port member

"' ¢ Not a port member

VLAN-ID|Status [Name

Port No. |1234|5678|9012|3456|7890(1234

|static ~ |VLANT
|management |
|-——— —- Uuuu uuuy uuuu ool

10 |static  [VLAN1O
WU ———— ——= ——— —— —TT
20  |static  |VLAN20
|- VW —— ——— —— —TT
M24eGit
4-1-1 VLAN BEBHBRIVY ROETH
1. VLAN EEFER
NOTE VLAN #FHEBHRBRIVY R CTHASNDESICRTDIFHATI,
'U': STEUR—h%Z U TRUET,
Untagged port member
T SIONER—bZET TRUET,
Tagged port member
L 2% VLAN-ID [CBERLVR—h%& - T
Not a port member KUFT,
VLAN-ID AEBCRESHRINTLD VLAN-ID Z—EBTERLF T,
Status Z=Z VLAN-ID DRAT—9 XRRE%Z 2 T CTRUF T,
static AEEBICFHEHFR SN VLAN-ID ThH
DIEERULET,
(VLAN-ID 1 OA TISZHEEF CIERR)
management Ping ¥ Telnet RENDUE—RPIEX
[CBETDVRIAYV  VLAN THD5
BICRRSINFT,
NAME &Z= VLAN-ID [CERESNT VLAN B&ifizR UL X T,
Port VLAN [CBUTWBR—hBSHELUITNE/ITEUN— b DIRAE

E=LET,

(BBRTROLDH, K—F—BEUTOLSCENSBIETELET)

1 BK— e 1234]5678|9012|3456|7890|1234 —24 BHifi—
~

179




STEUR— B E U TRRSNE T,

STNER—BET TRRESNFE T,

&= VLAN-ID [CFREL TL\2LVR— b
[ - TRRSNET,

KEBEABDRTHITE VLANT ODANVRI XY K VLAN [CEU. VLANTO LT
VLAN20 [FV¥RI XY VAN [CBU TORLVVRREZR LU E T,

B =]

BREANBDRRBICHITD, M24eGi VLAN-ID 10 Dik— MREEDBIZUATICRUE T,
VLAN-ID | Status | Name
Port No. [1234]5678]9012|3456|7890| 1234
10 | static [VLAN10
JUUUU ———— ——— = ——— —TT
o — VLAN-ID 10 N
R-bES | O o | STNEMmL
1 O ST
2 O ST
3 O STEL
4 O STEL
5 X
6 X
7 X
8 X
9 X
10 X
11 X
12 X
13 X
14 X
15 X
16 X
17 X
18 X
19 X
20 X
21 X
22 X -
23 O IIfGE
24 O IIfGE
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show vlan {all | <vlan-id-list>}
VLAN DEEBRZERRLUEX T,

[/IVS X—5]
INT A—FEHR Bl
{ all|<vlan-id-list> } | ®9D VLAN ZHEELX T,
all 27TO VLAN ZxRUEXT,
<vlan-id-list> | & U7z VLAN DAHERRL X T,
[TEHERERE]
INT A—SEHR THBHERDRE
/AN 2L
[MEDER EHIH]
INT A—SEHR SREEH
<vlan-id-list> 1~4094
BEOD VLAN =52 EQJBE T I,
%l :1-3,5
DFEsIR]
INS X = ZR EEREE
<vlan-id-list> AN,
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interface vlan<vlan-id>
VLAN Z{Erfl. 8B2ELET, ETHE. ZH VIAN DA V9 —TJ 11—V T4
—) 3 y%_ I\\\(:Td:D é\tjo

[/IVS X—5]

INT A—FEHR Bz

<vlan-id> ERY VLAN D VLAN-ID Z#EXEULX T,
[TEHERERE]

INS X—FEZHR TEHERONE

<vlan-id> VLAN 1 (Default VLAN) DAERSINITULET,
[MEDER EHIH]

INS X—FEZHR R EEEH

<vlan-id> 1~4094
[(FE=HE]

INT A—FZHN TEEER

<vlan-id> vlan10 D& ST vlan<vlan-id>DFEHX TEITLTLIEEZLY,

vlan &E<vlan-id>DEICAR—=XIFAD LB A,

R FICVLANZERN T 25%5. BIMOPVIDIZESL TEESNE A, KT R
ERNBOERZITE> TSV, VLANZHIBRT DD, HIFRLEDSETD
VLANDVLAN-IDAPVIDE U TRENZE > TV D EHIBRTEX AL PVIDZE
BIDIDICEEL THSHIFRL T EE0Y,

TR ERUTCVLAN-IDEHEIR T BITIE, BIBRLICLWLAN-IDDA Y9 —T T —R ]
V74T L—vavE—RCT, [VIANXYNA—BEIVY K] OVLANAY
IN—IN5A—IHIEEETICEFTTDTET, VIAN-IDOMIBRSNET,
(VLANX VN\—h'2BE & 125)
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name <name>

VLAN O&I%ERE - BELEX T,
no name
VLAN O&rIZEHIFRL X T,
[/1VS X—5]
INT A—SEHR Bz
<name> VLAN D&BI%EELE T,
[TEHERERE]
INT A—SEHR TEHERONE
<name> AN,
[MEDER EHIH]
INT A—FZHN R EEIA
<name> ¥/ 32 XFBUA
FERATRENF | FARHF(A~Z, a~z. 0~9)
MEDS (1O )
FEBEIANR—R
DFEsIR]
INT A—SZHNK TRER
<name> AR—RAEZSATEVLAN E%F[EITDHSE 7 ST
J#—7—3Y) THATANDZLTLIEELY,
Bl : name “VLAN 17
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member <port-list>

VLAN DXV IN—%ERE - BELUET,
[I\SX—%]
INSX—F B EA
<port-list> VLAN [CB9DR—hZEBELET,
[T ERERE]
INS X—FEHR TIGHERDRE
<port-list>
<Switch-M24eGi>
VLAN1T (Default VLAN) : 1~24
<Switch-M16eGi>
VLAN1 (Default VLAN) :1~16
<Switch-M8eGi>
VLAN1 (Default VLAN) :1~9
ZNLSND VLAN : 732U
(CEQE R L)
INS X—SEHR R EEIE
<port-list>
<Switch-M24eGi>
1~24
<Switch-M16Gi>
1~16
< Switch-M8eGi>
1~9
BHOR— N ZHRETE T,
Bl:1-3,5
[(FE=1H]
INS X—FEHR FREE

<port-list>

INSA—IEBELIICOVY REETITDE, VLAN ICE
FDINTOR— FHATUTFEIN, Z VLAN B HIBRESNZE
9,
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management
VLAN ZY¥RI XV VLAN [CERELE T,

no management
VLAN DY RI AV~ VLAN ZERICLE T,

[IWSX—5]
INT A =S A FiA
AN AN
[(TEHERERE]
INT A —F A TIEHERORE
AN VLAN 1 : management
VLAN 1 A%k : no management
(5 i)
INS A=A HEEIHE
AN AN
[(FR=E]

INTA—S BTN IEER

ANV AN
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pvid <vlan-id>

MR—b®DPVID (Port VLAN ID) ZEEULF T, REUR—MIHWLT, PVID D
VLAN NEETD/N\T Y MIITRUDINT Y MMTIRDFET, Ffeo RELILYTR
LD/INTy MMEPVIDD VLAN DTy b EUTIIBELE T,

KAOVY REEGR— DA VI —T 1 —RAV T4 T - aVE-—RHOERT

LEd,
[1\SX—7]
INT A—SEHR s8R
<vlan-id> PVID (Port VLAN-ID) ##EXEULZXY, PVID FEHR—KIC
OEDREITERETDIENTEET,
[TEEREERERE)
INT A—SEHR TISHERORE
<vlan-id> 1
(BN E&H]
INS X =8 ZR SR EEEH
<vlan-id> 1~4094
DFEsIR]
INS X =8 ZR TEREE
<vlan-id> AN,
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frame-type { all|tag-only }
R—bDRETV—LIATEZEELET,
XAV REBER—MDAVI—TI1—AAV T4 T U= 3aVE—RHDBET
LET,

(/Y5 X—5]

INSX—SEFR i

{ allltag-only } | ZETUV—LIATHEBELET,

all ECOITV—L%ZRELET,

tag-only VLAN 8T D2ZNDTU—LDHAZELET,

[(TRHERERE]

INS A —SEIR TSHEERDERE

{ all|tag-only } all

(B E S ]

INT A =S ZIN R EEH

{ all|tag-only } all F7cl& tag-only

ot V)|

INSX—SETR TEEER

{ all|tag-only } AN
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<s%%EBI 1>
BE : IFOL 5% VLAN AERLET,
- VLAN-ID : 10
- VLAN Z# : VLAN10
- YRIAV N VAN (B
-FIRBAR—b  1~2 (978®L) | 24 (9THE[PVID=1))

1. VLAN10 ZfER{ L. VLAN1O DA V9 —T 11— AV T4 JL—avE
—REBDFET,

mR—hk 1~2, 24 % VLAN10 DFABXVIN—&E UL TERUE T,

. VLAN10 @ VLAN &#7%Z VLAN10 ERELFX T,

. VLAN10 &Y XRI XV bk VAN [CERELE T,
0=V T 14T b= avVE—RICBDXET,
R—b1~2DAV9—T1—RAV T4 UL—yavVE—RICBDET,
mR—k 1~2DPVID &# 10 [CERELE T,

(VLAN-ID & PVID HE—&RD, ITEUR—RERDET, )

~NO U WwN

M24eGi> enable

M24eGi#t configure

M24eGi (config)# interface vlanl10
M24eGi (config—if)# member 1-2,24
M24eGi (config—if)# name VLAN10
M24eGi (config—if)# management
M24eGi (config-if)# exit

M24eGi (config)# interface gi0/1-2
M24eGi (config—if)# pvid 10
M24eGi (config-if)# exit

M24eGi (config)# exit

M24eGi#

NOoOoabrwdN-=

4-1-2 VLAN fERDEESH

K24 BR—BEPVID A1 Dfcéd, I9TRER—MCRESNTVET,
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<sEH 2>
BIE | 5ER 1 TERL T VLANTO ZHIBRLE I,
1. VLAN10 ZHIBRLE I,
2. VLAN-ID 10 BEIBRSNfcC & 2@BLE T,

M24eGi> en
M24eGi#t configure
M24eGi (config)#t no interface vlanl10 SR
M24eGi (config)#t exit
M24eGi#
4-1-3 VLAN HIRRDEEHI
M24eGi#t show vlian 10 - 2

NOTE —— 'U’ : Untagged port member
"T" : Tagged port member
"= 1 Not a port member

VLAN-ID|Status |Name
Port No. |1234|5678]9012|3456|7890|1234
VLANK10> not available!
M24eGit

4-14 VLAN HIFRDOBESEH

X% “VLAN<10> not available!” BRI TLWNIE, VLAN1T0 DBEIFRIFSZ T T,
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4.1.1. 19—y MYV aVERTE

(DO—/N\)VAV T« U—avVE—R] CTAVI—Ry bNVY 3 VEEERRTE
LEd, ZHEBROBSRBIE UFHETET— ] (CT [show internet mansion] IV Y R&E
TUCHESRLLIES0Y,

AVI—RY MYV aVERESRIVYVR

‘ M24eGi# ‘ show internet mansion

AVI—Ry MYV aVREIVV R

‘ M24eGi(config)# ‘ internet mansion <port-list>

1V —Ry PNV a VERERWIV YK

‘ M24eGi(config)# ‘ no internet mansion
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<HERNBDIRTHI>
AV —Ry NNV I VERESRIVY ROETHZEUTICERUET,

M24eGi> enable
M24eGi# show internet mansion

Internet Mansion: Enabled
Promiscuous Port Members : gi0/23-24
Internet Mansion Members : gi0/1-22

M24eGitt

N =

H4-1-1-1 A Y9—=Rvy hNYYYa VRESRITY ROEFH

1. Internet Mansion

1V —=xRy bV 3 VHEEOEHN/BREERUE T,

Enabled AV —y NI VY 3 VEEENEH T,
Disabled AV —Ry NIV a VESBEN R T,

2. Promiscuous Port Members

‘4?9—*wh?yyayﬁﬁﬁi%[EEbETWTUyﬂﬁ—hﬁ%&ﬁbiﬁo

3. Internet Mansion

| IOV UYIR— N ESERLET,
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show internet mansion
A —xy NNV aVEREREERRNUET,

(/Y5 X—5]
INS X —FE i
AN AN
[(TiEHE R ERE]
INS X —FER THHERDRE
AN AN
[(fE DR EEEH)
INS A —SEIR HEEH
AN AN
(E==R]

INSX—SETR TEER

AN AN
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internet mansion <port-list>
AV —Ry NN aVERELXT,

no internet mansion

1V —Ry MRV 3 VEREEBENCLET,

[/\5X—9]
INT A =S A A
<port-list> Py ITUVIR—hETDIR—MESEANL TS,
CDFEICED, 19—y N VY3V TERITDAA
Y FEUCRBERRRICRETEFT, BELILR—hZ7
Y IUYIR—bEL, HOR—MITIVIVTR—k &
DAHBETIREICRD, IOV UV IR—bREHEVCEET
DIENTERLKIEDET, CNICEIDEFREDOEF1UT
1 ZBRIDIENTEFX T,
(TR ERERE]
INT XA —FEAF TIBHERDRE
<port-list> Rlo 1V —2w MYV 3V EEHTY,
(E[QE el
INT A—F BTN e
<port-list>
<Switch-M24eGi>
1~24
< Switch-M16eGi>
1~16
< Switch-M8eGi>
1~9
2 DONDIR—hFXTHREIRETI,
120 1,3
[(EE=E]
INSX—FEH e =_E]
<port-list> AW
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-y,
TE
TN .

CHER AVI—Ry YV aVE—RZENCIDEVIANRENE T LEE SN
=g
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<sR¥EHl 1>
BIE  /R—b 23~24 %P v T VIR—hEULTA VI —Ry N VY 3 VHEEE
BEWCLET,
1. PYTUVIR—R&E 23, 24 &L, 1V -y MYV 3 V#EESR
BRELEXT,
2. yF—ZHL, 19—y YUY aVEREZEMCLET,
(TRTH VLAN BEBLUVER— O PVID AUEY h&aNET)
M24eGi> enable
M24eGi# configure
M24eGi (config)#t internet mansion 23-24 B |
This command will remove all VLANs and Port Groups
and the PVID of all ports will be VLAN 1. [Y/N]: vy e 2

M24eGi (config)#t exit
M24eGi#

4-1-1-2 1V9—xvw bV a3 VBEEDRES
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4.2. VVOPITVSF -3 VDERE
42.1. VYIPITVUSF -3y (CDULT

YV IFPITVG -3V ERFRM Y FOERDKR— =T IL—1LL. TIL—T1bUTe
MR—MEATEERIDCEICL > TRy FRENDBEFHAELITIENTEDIHAEETT,

UV I PITUST— a Vs PO ROy MO— V%A HAT2EE81F. 7IER
JYbO=ILDR—BURAMFYU VI PTUGT - 3V TER SNTCHRER— b TlER
<. EBOYEBR—FBSEBEL TLIESL,, #ULKF4.4BEBRBLTLIEILY,

RECRERRABHEUATDED TT,

ot BAR—N/TIV—2 BRI IL—T%
Switch-M24eGi
Switch-M16eGi
Switch-M8eGi 8 4

8 8

ZER TIV—TADOR— B ST 1 v TDRBCEID 2TOR— WL THE—
(ChST 1 v IREIDIRONBVBEENHDE T,

CHEE UYOPIUST—2avDERE=ET2Tcih— ML T, WINMR—KT
shutdown ZE792&. UVIPIUFT =3 vyOE—TIb—AVIN\O%
h— R~ shutdown sNET,
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(DO—/\)WaAv T4 U—avE—R] £FF (19—TJx—XRAVT1TL—
VavE—R] CTUVYIPITUG -3 VvDEEETVETD,

Uy IPITUS—a VEREBRSRBRIY VR

‘ M24eGi# ‘ show aggregation-link group [Aggregation-link group 1D]

UV IPITUSF—3 VEREIVVR

‘ M24eGi(config)# ‘ aggregation-link group <Aggregation-link group 1D> <port-list>

Uy I PIUS—Ya VEREHRIY VR

‘ M24eGi(config)# ‘ no aggregation-link group <Aggregation-link group ID>
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<HEFROERTH>

VY O7PIUT—y3a VEEBRBRIVY FOERTHZUTICRULE T,

M24eGi> enable

M24eGi# show aggregation—|ink group

Aggregation Group <1> R
Status . Static
Criterion : src-dst-mac

Admin Ports : gi0/9-10
Oper Ports : gi0/9-10

Aggregation Group <2>

Status . Static

Criterion : src-dst-mac

Admin Ports : gi0/20-24

Oper Ports : (none)
M24eGitt

4-2-1 VYOPITVSF—aVRERESRIVY Y ROETH

1. YYIOrPIJUT—vavERERR

Aggregation Group

POUF—=2avT)b—70ID #R/RRULET,

Status

POUGT—2avd - OB AEERRLUET,

Static BHNCERINLEPIOUS -3y VI ThD
CErEERUET,

Criterion

ST 4 v IDIRD D IHEERRUE T,

src-dst-mac | BsIX D7 L —LD%5EE MAC P RUABLUIE
B4 MAC P RULAZBRBUTNS 71 v I DI
DRTZEITVETD,

Admin Ports

POUT =3I ))—ICRESNTLDR—MD—EBARX
~UET,

Oper Ports

ERCPIUT—23avT )b—T%BHELTLWDHR—bD—E
ERTUET,

Admin Ports B2 TU YT 7 v 7TENTUVRLEE(E (none)
ERTSINFKT,
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show aggregation-link group [Aggregation-link group ID]
DY IPIOVT—avDREBRZEZRRUET,

[V X—5]
NS A=A it
[Aggregation-link | UV IPTUS—2avDTI—BSEEELET,
group ID] EEULRVWBEEREEZTOIIN—TZ2RRUET,
[(TEHERERE]
NS A= ETR TIEHEROFRE
AW AN
(D& E ]
NS A= ETR e
<Aggregation-link | < Switch-M24eGi / Switch-M16eGi >
group ID> 1~8 (\A 7V TEHHEEED)
BLU BTOTIV—TZRTR)
< Switch-M8eGi >
1~4 (\A 7 CEHREED)
B (ZETCDTI—T%RT)
[(ERER]
NS A= AT TEER
AN AN
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aggregation-link group <Aggregation-link group ID> <port-list>
DY DO7Po0UT—23avDREERTVET,

no aggregation-link group <Aggregation-link group 1D>
Yy O70UF—avOllRETVED,

(/Y5 X—5]

INS XA —SEIR

517

<Aggregation-link

DY IPIUT—2avDI I —TESEEELET,

group ID>
<port-list> DY PIUT -3 VICBIDR—hEEELET,
[(TEHERERE]
INS A—F BN Tl OFE
<Aggregation-link | 72U
group ID>
<port-list> AN,
(D& E ]
INS A—F BN e
<Aggregation-link | < Switch-M24eGi / Switch-M16eGi >
group ID> 1~8
< Switch-M8eGi >
1~4
1 RBHICDJEAN8 T IV—TF THETIRETT,
<port-list> < Switch-M24eGi >

1~24

< Switch-M16eGi >
1~16

< Switch-M8eGi >
1~9

1 IW—TBlcDE&EAK 8 h—NETHRETRETT,
BRR— S Z[ERFICIEETRETT,
%l : 1-3,5
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(ER=EIR]

INT A =S EI TREER

<Aggregation-link | &L

group ID>

<port-list> &L
<sEF>

BE . R—bh1~8&Z7PTJUS—a VU VICHELET,
1. M=~ 1~8&ZITI—TES1 &ULPIUT—ra vV IZEERLET,

M24eGi> enable

M24eGi#t configure

M24eGi (config)# aggregation-link group 1 1-8 cee
M24eGi (config)# exit

M24eGitt

422 VYIPTIST— 3 YDREH

201




4.3. K—FEZIUVITDEE

(19 —Tx—RAV T4 L—Y3aVE—NR)] CTR—MNEZIY VT DHREETT
WX, REBROSRIZ. [ESFET—FR] (CT [show monitor] TZHRLLIESLY,

TTIVUVTHRESBRIVYR

‘ M24eGi# ‘ show monitor

R— RN EZSIVUVITREIVVR

‘ M24eGi(config-if)# ‘ port monitor <monitored port> direction {rx|tx|both}
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<HREANBDIRTHI>
FZIY VD HEBEBRSBBIVY ROEFHEUTICEKRLUETD,

M24eGi> enable
M24eGi # show monitor

Port monitor status : Disabled
Monitoring direction : Both

Monitoring port o1
Monitored port D2
M24eGitt

P OWON =

4-3-1 EZIVUVTREBRIV Y FOETH

1. Port monitor status

R—bEZIVU U THRBEOBN/ENREZRLE T,

Enabled M—bMEZI YU VITEENBR T,

Disabled M—bMEZI YUV TEENERN T,

2. Monitoring direction

EENTY MDRENTY bDEESEEZITINZRRLET,

Tx EENTY b EEZIUVET,
Rx RENTY M EEZILET,
Both EZENTY hEBEZIIULET,

3. Monitoring port

| fR— /7y FEEZSI T DR— FOR— FESERLET.

4. Monitored port

[EC9EN3H—FOR— FESERLET,
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show monitor

M—hEZIV VTHRBEDFREREZRLE T,

[N\SX—5]
INS A—FER A
AN AN
[(TiEHE R ERE]
INSX—SEFR TS ERDERE
L AN
(BN E&EH]
INS A —SEIR HEEH
AW AN
[(E==E]
INS A= EIR TREE
AN AN
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port monitor <monitored port> direction <rx|tx| both>
R—bhEZIV VI EEODBEMHREZITVET,

no port monitor

M—hEZI U VT REBEDENREZTVET,

(/Y5 X—5]

INS XA —SEIR

A

<monitored port>

EZISNDR— b DIR—BESZEEELET,

<rx|tx | both>

EENTY MDZRENTY FDEELZEZITDN%E
EELXT,

Tx EENTY hEEZIULET,

Rx RENTY N EEZILET,

Both | ZZE/N\TY bEDBEZIULET,

(TR ERERE]
INS A—F BN TIBHERDFRE
<monitored port> | I&?L
<rx|tx| both> A
(B EEE]
INS X —F & e

<monitored port>

< Switch-M24eGi >
1~24

< Switch-M16eGi >
1~16

< Switch-M8eGi >
1~9

BEDOIN— b ZREVETI,

Bl :1-3,5
<rx|tx | both> AW
[(FEsEE]
NS A—=F B TEER
<monitored port> | &L
<rx|tx|both> AW
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<sEF 1>

BIE -

1.
2

h—bh 2~5 TEZEIND/I\TY hZER—K 1 TEZIITDHRESE
TUVET,
h—M1DAVI—TI—RAVT 1T L—Y3aVE—RICBDXET,
R—bk 2~5DEZE/I\TY NOEZIEBHNCLET,

(OV Y RETER. BBNCHEENEDERDEZINFEBINET)

M24eGi> enable

M24eGi# configure

M24eGi (config)# interface gi0/1

M24eGi (config-if)# port monitor 2-5 direction both
M24eGi (config-if)# exit

M24eGi (config)#t exit

M24eGitt

N =

B 4-3-2 R—rEZIVU VT OERES

< TEHI 2>

BE -

1.
2.

HEH 1 TEWCUR— N EZI YU VT #EEAENICLE T,
h—M1DAVI—TT—RAV T4 T L—YaVE—RICBDET,
INTY FDEZIEEHICLET,

M24eGi> enable

M24eGi#t configure

M24eGi (config)# interface GigabitEthernet0/1
M24eGi (config-if)# no port monitor s 2
M24eGi (config-if)# exit

M24eGi (config)#t exit

M24eGit

—

B 4-3-3 R—rEZIU VT DERESH
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4.4. PO bO—-)LDEKTE

(DO—/\IVAV T4 JUL—avE—R] (CTCPI7ELAIY MO-IVOEREETUVE
9,

POBBAA NO—)UiEEE Y VIO PIT VG =y a VlEEAHATDHESE. h—hU
AU OPIT VT =3 Y TERSINERER— b TIR>RLK, EROYER— NS
SHEEELTLESLY,

Classifier @SE8RIVV K

‘ M24eGi# ‘ show AccessControl classifier {all | <classifier-number>}
In Profile BRIV K

‘ M24eGi# ‘ show AccessControl inprofile {all | <inprofile-number>}
Out Profile EBRIVV K

‘ M24eGi# ‘ show AccessControl outprofile {all | <outprofile-number>}
MR—MUXNREBRIVVER

‘ M24eGi# ‘ show AccessControl portlist {all | <classifier-number>}
RUY—REBSRIVYR

‘ M24eGi# ‘ show AccessControl policy {all | <policy-number>}

R Y——HVAR/ESRKRIVVR

‘ M24eGi# ‘ show AccessControl policy-sequence port <port num> sort { policy-index | sequence} ‘
Classifier €IV R

M24eGi(Config)# | AccessControl classifier <id>
[src-mac <MAC>]

[dst-mac <MAC>]

[src-net <ip-mask>]
[dst-net <ip-mask>]
[src-net6 <ipve-prefixlen>]
[dst-net6 <ipv6-prefixlen>]
[src-port <layerd-port-list>]
[dst-port <layerd-port-list>]
[vlan-id <vid>]
[dot1p-priority <priority>]
[dscp <value>]

[dscpb <value>]

[protocol <pro-num>]
[icmp-type <icmptype>]
[tcp-syn-flag{true/false}]

Classifier HIFgOVY > K

| M24eGi(Config)# | no AccessControl classifier <index>

In Profile @€V R

<p-value>| cos <c-value>}}

M24eGi(Config)# | AccessControl inprofile <index> {deny | permit { dscp <dscp-value> | precedence
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In Profile HIFROVY >V F

| M24eGi(Config)# | no AccessControl inprofile <index>

Out Profile &IV R

M24eGi(Config)# | AccessControl outprofile <index> committed-rate <unit> burst-size <volume>
deny

Out Profile HIFRAVY > K

‘ M24eGi(Config)# ‘ no AccessControl outprofile <index>

R—MUXRHREIVVR

‘ M24eGi(Config)# ‘ AccessControl portlist <port-list-index> <port num>

R—bMUXRHIBRIV VR

‘ M24eGi(Config)# ‘ no AccessControl portlist <port-list-index>

RUY—REIVVR

M24eGi(Config)# | AccessControl policy <index> portlist <port-list-index> classifier <c-index>
policy-sequence <value> inprofile <i-index> [outprofile <o-index>]

RUY—BHIVVE

| M24eGi(Config)# | AccessControl policy <index> enable

RYUY—EHINV VR

| M24eGi(Config)# | no AccessControl policy <index> enable

MUY—HBRIOVY YR

| M24eGi(Config)# | no AccessControl policy <index>
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<SHEBHNDERHI
Access Control 2

>
RIOVY RORTEIZUTICRUE T,

M24eGi> enable
M24eGi# show accessControl classifier 1
Classifier Index 1 AR
VLAN ID :Ignore 802.1p Priority :Ignore DSCP :Ignore IPv6 DSCP :Ignore
Protocol :Ignore TCP SYN Flag :Ignore ICMP Type :lIgnore
Source MAC Address :Ignore Source MAC Mask Length Ignore
Destination MAC Address :lIgnore Destination MAC Mask Length :Ignore
Source IP Address :Ignore Source IP Mask Length :Ignore
Destination IP Address :lIgnore Destination IP Mask Length :lIgnore
Source IPv6 Address ‘Ignore PLen :Ignore
Destination IPv6 Address :lIgnore PLen :Ignore
Source Layer 4 Port :Ignore Destination Layer 4 port :Ignore
M24eGit

4-4-1 Classifier D&RESR

1. Classifier [B¥

(show AccessControl classifier all)

Classifier Index

Classifier D1 7 v I ABESHEXRUZET,

VLAN ID VLAN ID &8 EITDHNESIHERLET,

802.1p Priority I[EEE802.1p NEBEEZMRETDINE DN ERLF T,

DSCP DHCP X ETDNESHERLE T,

IPv6 DSCP IPv6 DSCP g ETDNEDIHhERLEK T,

Protocol JORJVBESERRETDINEOINZERLET,

TCP SYN Flag TCP SYN Flag ZRRE T DN EDIHERLE T,

ICMP Type ICMP Type ZWRETDIHNE DN ZRLET,

Source EET MAC 7 RURAZRRET DN E DN ZERLET,

MAC Address

Source MAC EETT MAC PRUADVRATEAWMBRBETDNE DN ERLE

Mask Length

ED

Destination MAC
Address

5855 MAC 7 RLAZRRET DN EDHERLE T,

Destination MAC
Mask Length

5B MAC 7 RUADN AT RERRETDINE DN ERLE T,

Source IP Address

EET IP PRV AZRERETDINE DI ERLET,

Source IP EETIP PRUADNRITREZRBETDINE DN EXRLET,
Mask Length

Destination L IP PRUAZERNRETDINE DN ERLET,

IP Address
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Destination IP
Mask Length

BHERIP PRUVADNRATRZNRETDNE DN ERLE T,

Source XETT IPv6 P RURAEWRERETDNE DN ERLET,

IPv6 Address

Source IPv6 XETT IPv6 PRUADNRATREZWNEETDINE DI ERLE
Prefix Length EP

Destination TBSE IPv6 7 RURAZWRETDHE DN ZERLET,

IPv6 Address

Destination IPv6
Mask Length

5855 IPV6 7 RUADN AT RZMRET DN E DN ERLET,

Source EETR—FESENRETDINE DN ERLUET,
Layer 4 Port
Destination WAER— FBESEWNRETDINEDINERLE T,

Layer 4 Port
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M24eGi> enable
M24eGi# show AccessControl inprofile
In-Profile Action: Total Entries:1 -1
Index Deny/Permit Policied-DSCP Policied-Precedence Policied-CoS
1 Permit [gnore [gnore [gnore
M24eGi#t show AccessControl outprofile
Out-Profile Action: Total Entries:1 2
Index Committed Rate Burst Size(KB) Deny/Permit
1 1 64KB Deny
M24eGit#
4-4-2 |In Profile, Out Profile E2ESR

1. In-Profile Action

(show AccessControl inprofile)
(show AccessControl outprofile)

]

o AE

Total Entries

{ER TN TLID In Profile D#¥&EFRLE T,

Index In Profile @ Index FSZ=& UL FX 5
Deny/Permit BEDISEZRLE T,
Deny BEZESULET,
Permit BEZHFOULET,
Policed-DSCP DSCPEZN—FVI ULET,
Policed-Precedence | Precedence lBZ~NY—+>TJ ULET,
Policed-CoS CoS EEZ~N—F>VTULFET,

2. Out-Profile Action

=

aX AE

Total Entries

{ER ST TUL VD Out Profile D¥AEXRL £,

Index

Out Profile @ Index E=S%&&UL X9,

Committed Rate

d=y bL—bZERLET,

Burst Size(KB)

Oy bL—hZBATERDIENTEDRS T v ITDIN—
AR XEZRLET,

Deny/Permit

BEDIEZXRLUET,
Deny BEZESLET,
Permit BEZHILET,
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M24eGi> enable

M24eGi#t show AccessControl portlist

Port List : Total
Index Port List

Entries :

1 3,6-9

M24eGi#t show AccessControl policy

Policy Index 1 Status : Enabled
Classifier Index 1
Source MAC Addr/Mask : Ignore

Destination MAC Addr/Mask : Ignore

802.1p Priority : Ignore

VLAN ID : Ignore

Source IP Addr/Mask : Ignore

Destination IP Addr/Mask : Ignore

Source [Pv6 Addr/PLen : Ignore

Destination IPv6 Addr/PLen : Ignore

DSCP : Ignore

[Pv6 DSCP : Ignore

Protocol : Ignore

Source L4 Port : Ignore

Destination L4 Port : Ignore

TGP SYN Flag : Ignore

ICMP Type : Ignore

Policy Sequence o1

In-Profile Action : Index =1 Action = Permit
Out_profile Action : Index = 1 Action = Deny
Committed Rate o1 Mbps Burst Size : 64K
Port List . Index =1 Port = 3,6-9
M24eGi#

4-4-3 R—rURb, RUI—BESR

(show AccessControl portlist)
(show AccessControl policy 1)

) g ]

1. In-Profile Action %%

Total Entries

{E N TL\D Port List DEEXRLUE T,

Index

PortList @ Index BE=S&&XKUL X,

Port List

RUY—DRERETDR— b —BEZRULE T,
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2. Policy B#R

Policy Index

RUY—D Index BESERLUE T,

Status

U —DREZRLE T,

Enabled RU—hEWTI,

Disabled | IRUY—hHER T,

Classifier Index

Classifier D1 Ty I RABSHEERUE T,

Source MAC EETMAC PRUVABLUONVRITIEEZRLUET,
Addr/Mask

Destination MAC 585G MAC P RURABLUVRIEZRUE T,
Addr/Mask

802.1p Priority IEEE802.1p DEBLEARLET,

VLAN ID VLAN ID Z#&RUZE T,

Source EETIP 7P RUABLUOVRIEZRLUE T,
IP Addr/Mask

Destination 55E IP PRUABLIUVRAIEERUET,

IP Addr/Mask

Source EETT IPv6 PRUABLUVUVRAIEZRUE T,
IPv6 Addr/PLen

Destination 585G IPv6 7 RUAB LUV RAITERZRULE T,
IPv6 Addr/PLen

DSCP DSCP &#&XULZX T,

[Pv6 DSCP IPv6 DSCP Z#&RULZE T,

Protocol O~ JVBESERUET,

Source L4 Port

EETR—FESERULE T,

Destination L4 Port

FHER— hBESZERULET,

TCP SYN Flag

TCP SYN Flag Z5&RUZE T,

ICMP Type

ICMP 91 7 Z&RULET,

Policy Sequence

/-R’U :/—:/—’T‘/7\7E§§L/35§_O

In-Profile Action

KU —THELTULD In Profile MEFlZ=RRUET,

Out_profile Action

YU —THALTLS Out Profile OFZRRLE T,

Port List

YU —THALTLSD Port List DFMERRLE T,
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show AccessControl classifier {all | <classifier-number>}
POLAOAY bO—)LHBETHERA YT D Classifier DE&FREZRTLEX T,

[I\SX—%]
INSX—F B Bl
{all | <classifier- KR ID Classifier z88EULX T,
number> } All £TO Classifier EZRTULEX T,
<classifier- | & UTc Index &S Classifier 8#EZ= 3
number> | RULEX T,
[TEHERERE]
NS A—F B THBHERFORE
AW AW
[1BDER EEE]
NS A—=F B R EEIFH
<classifier-number> | 1~65535

(F==R]
INSX—SETR TEEER
3L AN
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show AccessControl inprofile

POy bO—)V#EETHERT D In Profile

=
oX

E—BZRRULET,

[N\SX—5]
INS A—FER A
AN AN
[(TiEHE R ERE]
INSX—SEFR THHERFDRE
L AN
(BN E&EH]
INS A —SEIR HEEH
AW AN
[(E==E]
INS A= EIR TREE
AN AN
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show AccessControl outprofile

POty bO—)V#EETHERYT D Out Profile DERE—EBZFRRLE T,

[/I\SX—5]

INT A—SEHR £HEA

AN, AW,
[TIEHEERERE)

INT A—FZHNK TEHERONE

2L AN
(BN E&H]

INS X—FEZHR S EEIE

2L AN
(Qza=t-11)|

INS X—FEZHR TEEE

AN AN
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show AccessControl portlist
POV bO—-)VEETHERITDIR— MU X MDHRE—EZXRRLUET,

[N\SX—5]

INS A—FER A

AN AN
[(TiEHE R ERE]

INSX—SEFR THHERFDRE

L AN
(BN E&EH]

INS A —SEIR HEEH

AW AN
[(E==E]

INS A= EIR TREE

AN AN
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show AccessControl policy {all | <policy-number>}
POLAIY bO—)VHRETERTDIRY V—RBEZRRLUET,

[/\5X—9]
INT A =S A A
{all'| <policy- FRIDRUY—D Index BESZEBELFX T,
number> } All ETCORYY—BEERRLUET,
<policy- BELRYY—BSORYY—REER
number> | RULEX T,
(TR ERERE]
INSA—FER TIEHERORE
AN AN
(B3R E&iE]
INS XA —FEAF R EEIF
<policy-number> 1~65535
[(E2=R]
INSA—F A TRER
3L AN
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show AccessControl policy-sequence port <port num> sort { policy-index |
sequence}
POLZAOY SO—-)VEEETHERITDIRI Y —Y— T VY ADRE—BEZRRUE T,

[/\5X—9]
INS A—F B iEA
<port num> A1y FDR— b BSZIEELXT,
{ policy-index | MUY= =TV ADRRAFEZEELET,
sequence} policy-index | R Y—BSIECERRLET,
Sequence V=TV ABSIRCERRLUET,
(TR ERERE]
INS XA —F & TSHERDRE
AN AN
(B3R E&iE]
INS A—F BT HEEHE
<port num>
< Switch-M24eGi >
1~24
< Switch-M16eGi >
1~16
< Switch-M8eGi >
1~9
B—DR— b~ DAHEETRETT,
[ER=E]
INT X—F B TEEE
U AN
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AccessControl classifier <id>
[src-mac <MAC>] [dst-mac <MAC>] [src-net <ip-mask>]
[dst-net <ip-mask>] [src-port <layer4-port-list>] [dst-port <layerd-port-list>]
[vlan-id <vid>] [dot1p-priority <priority>] [dscp <value>] [protocol <pro-num>]
[icmp-type <0-18>] [tcp-syn-flag{true/false }]

POEAIY bO—)UHEEETHEER YD Classifier Z88ELE T,

no AccessControl classifier <id>
POIEAIY ~O—)VEE TERT D Classifier ZHIBRL X T

(35 X—5]

NS A= AR it

<id> Classifier @D Index &SZEEL X T,

[src-mac <MAC>] EETMAC P RURAZEBELE T,

[dst-mac <MAC>] 5855 MAC 7 U RZEELE T,

[src-net <ip-mask>] | EEBTTIPRY N T—IOBLUVRIZEELE T,

[dst-net <ip-mask>] | 5B5GIP Ry b T—IOHBIUVVRITZEELXT,

[src-port TCP/UDP EEmih— hBESZEELF T,

<layer4-port-list>]

[dst-port TCP/UDP %B5ti— hBESZIEELE T,

<layer4-port-list>]

[vlan-id <vid>] VLAN ID ZEEULZF T,

[dot1p-priority IEEE802.3p DI SAFUT « ZIBELE T,

<priority>]

[dscp <value>] DSCP EZEELF T,

[protocol ORJLOEEZ7 O JVBESTEELE T,

<pro-num>]

[icmp-type ICMP DiEE%ZS 1 JBSTEELEX T,

<icmptype>]

[tcp-syn-flag{true/fa | TCP T® SYN Flag TD7 1 LI DERZIEELFX T,

Ise}] true | TCP SYN Flag T7 1 LI ZMNTFE T,
false | TCP SYN Flag TZ 1 LI ZEMTFE As

[(TiRHERERE]

INSX—FEFR THHERDRE

AN AN
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(DR

INSX—FEH £ EEH

<id> 1~65535

<MAC> 00:00:00:00:00:00~FF:FF:FF:FF:FF:FF
<ip-mask> 0.0.0.0/0~255.255.255.255/32

<fBl>
+192.168.1.10/32 HLK(E 192.168.1.10
-1 BOMEESND,
+192.168.1.20/31
—192.168.1.20.192.168.1.21 M 2 BAEEEIND,
+192.168.2.1/25
—192.168.2.1~192.168.2.127 M 127 &M
BESND,
+192.168.2.1/24
—192.168.2.1~192.168.2.254 M 254 &H
EBEIND,

<layer4-port-list>

0~65535

R—hESIFEEEENTETT,

Bl - 137-139

<vid> 1~4094
<priority> 0~7
<value> 0~63
<pro-num> 1~255

<>

1:1CMP, 2 :IGMP, 6:TCP, 17 : UDP, 46 : RSVP
<icmptype> 0~18

<fBl|>

0 : Echo Reply. 3 : Destination Unreachable

[(FR=E]

NS A= EAIR TEER

<layer4-port-list>

Clasifier [CEZETZE D src-port, dst-port M L4 R—hkU
A DEAEDEDRAKIILUTERDXT,
M24eGi/M16eGi/M8eGi : 16 £T
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AccessControl inprofile <index> {deny | permit { dscp <dscp-value> | precedence
<p-value>| cos <c-value>}}
POERAIY bO—)VHEEETHERT D Inprofile Z&RELX T,

no AccessControl inprofile <index>
POERAIY bO—)UEEETHEERY D Inprofile ZHIFRLE 9%

(/135 X—5]

INS X —SETR

5t0A

<index>

Inprofile @ index S ZEBELX T,

{deny | permit
{ dscp <dscp-value> |

INT Y b DES/FFOEEELE T,

deny

INTw b ZESULET,

precedence <p-value>| | permit

cos <c-value>}}

Ty hZFFAILE T, SFODBRICY—F
VD &TD%E. UTOBELDZERHD]

BT,
- DSCP &
+ ToS Precedence fB
- CoS 1B
[TiBHERERE]
NS A—F B THEHERFOKRE
N /A9
[1BE(DER EEHE]
NS A—F B R EEIE
<index> 1~65535
<dscp-value> 0~63
<p-value> 0~7
<c-value> 0~7
[(FE=1H]
INS A—F B FREE

dscp <dscp-value> |
precedence
<p-value>|
cos <c-value>

1. 1 DM inprofile [C dscp, precedence, cos D¥—F
VIEERFWINA 1 DUNMEETDIEFTEFE A,
2. IPv6 /N7y b DIBE. precedence DY —F VT (3E)

fELEE A,
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AccessControl outprofile <index> committed-rate <unit> burst-size <volume>

deny

POERAIY bO—)UHEEETHERY S Outprofile ZERELE T,

no AccessControl outprofile <index>
PO bO—)UEEETHERY D Outprofile ZHIFRL &,

[IN\S5X—9]
INT A —F A A
<index> Outprofile @ Index HESZHEELE T,
<unit> JXy bb—b%Z Mbps BAITIEELE T,
<volume> N=ZA P AZBSTEELET,
deny NTy M ZEESULET,
(TR ERERE]
INS A=A TIHEHEROFRE
A AN
(E[QE el
INSA—FER R EEF
<index> 1~65535
<unit> 1-1000
<volume> 5: 64K
[ER=E]
INSA—F A TRER
<volume> N—=AM B XF6AKBEETT, BECEZFE Ao
deny Outprofile M permit EH KLUV dscp V—F VI HRE(F
HR—bUEE A,

223




AccessControl portlist <port-list-index> <port num>
POLAIY bO—)VHRETHERIDIR—MUX N ZRELET,

no AccessControl portlist <port-list-index>
POLXY O—)UHEETERTDIR— MU XM ZHBRLE T,

[/\5X—9]
INS A —FEAT A
<port-list-index> R—EUZXRD Index BESZEELE T,
<port num> A1 FDOR— b BESZEEELET,
(TR ERERE]
INS XA —FEAF TIBHERDRE
AN AN
QE[QR A )
INS A—F B SR EEH
<port-list-index> 1~65535
<port num> < Switch-M24eGi >
1~24
< Switch-M16eGi >
1~16
< Switch-M8eGi >
1~9
BROR— b~ ZREJETT,
Bl :1-3,5
[ER=E]
INT X—F B TEER
AN AN
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AccessControl policy <index> portlist <port-list-index> classifier <c-index>
policy-sequence <value> inprofile <i-index> [outprofile <o-index>]
POLAIY bO—IVHEETERTDIRY V—ZHRELF T,

no AccessControl policy <index>
POV ~O—)UEEETERT IR Y—REZHIRLE T,

(AP St
INT A —F A A
<index> RUY—D Index HESZIEELE T,
<port-list-index> R—hUXR®D Index BESZEELF T,
<c-index> Classifier @ Index &SZEELE T,
<value> RUY——T Y ADEZEELET,
<i-index> Inprofile @ Index BESZEELF T,
[outprofile <o-index>] | Outprifile ® Index BESZIBEL X T,

[THEHERERE]
NS A—F B THHERORE
2L AN
(CEQE R L)
INS X—SEHR R EEIFH
<index> 1~65535
<port-list-index> 1~65535
<c-index> 1~65535
<value> 1~65535
<i-index> 1~65535
<o-index> 1~65535
[(FE=E]
NS A—F B TREE
<value> V=Y ADENNSVWIBCP IRy ~O—ILA

BRHINE T,
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AccessControl policy <index> enable
EBEURUY—07PIEAay ~O-)bEEMCLET,

no AccessControl policy <index> enable
EEULERYY—OF7 IR S O—ILEEHICLET,

[/1VS X—5]
INT A—SEHR Bz
<index> RUY—OD Index BSEIBELE T,
[TEHERERE]
INT A—SEHR TEHERONE
AN 2L
[MEDER EHIH]
INS X =8 ZR SR
<index> 1~65535
[(FE=HE]
INS X =8 ZR TEEER
AW N
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<sEfl 1>
BiE 1 192.168.1.0/24 BTD/NTy b ZWEI D P I ATV hO—)LEREL

x99,
1. Classifier [CTHF IP 7P RLANMN 192.168.1.0/24 DINT v R &R ETD
LOEXELET,

2. Inprofile [CTEHTD/I\T Y hZERETDLOFRELE T,

3. R—=hURNCTRR— b ZWRETDLEOHRELE T, (M24eGi DBE

4. BEDEBZ% policy 1 &UTEEDIF, policy sequence & 1 [CRET D
CECIDRBHRTEATDILIFRELFT,

M24eGi> enable

M24eGi#t configure

M24eGi (config)# AccessControl classifier 1 dst-net 192.168.1.0/24 R
M24eGi (config)# AccessControl inprofile 1 deny e 2
M24eGi (config)#t AccessControl portlist 1 1-24 -3
M24eGi (config)# AccessControl policy 1 portlist 1 classifier 1 policy-sequence 1
inprofile 1 e 4

M24eGi (config) #

4-4-4 POEAOAY ~O—)URER 1
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<§EHI 2>
BE . DSCP DHEVR—KETD IPBED/\T Y M EREBCTRAFHHSEDO
[CVLAN TN\ CoS ZN—F VT TDLDORELET,
1. Classifier [CT DSCP W32 JICRESNTWD/\T v h ZRHICHELF T,
2. Inprofile (CT&Z/VTw b D CoS Z[61 TV—F VT TDLDIRELF T,
3. R—hURMZTPYTUYIR—b 22~24 #7207 ~O-)LD
WER—CRELE T,
4 . Outprofile CT 100Mbps Z8BAD ST 1 v I ZHEET DL OBRELE T,
5. EEDIEBEZ% policy 2 & UTEED(T, policy sequence & 10 [CERE

LET,
M24eGi> enable
M24eGi# configure
M24eGi (config)# AccessControl classifier 5 dscp 32 B |
M24eGi (config)# AccessControl inprofile 5 permit cos 6 e 2
M24eGi (config)# AccessControl outprofile 5 committed-rate 100 burst-size 5 deny|
M24eGi (config)# AccessControl portlist 5 22-24 s 4
M24eGi (config)# AccessControl policy 2 portlist 5 classifier 5 policy-sequence 10
inprofile 5 outprofile 5 -5
M24eGi (config)#

B 4-4-5 POV ~O-ILEESH 2
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4.5. QoS (Quality of Service) MDERE
(DO-1\)W3avT7«4JL—3avE—R] [CT QoS NHREZTVET, EXBRD
BRI, [HFHEE—F] [CT [show mls qos] TBRL TS,

QoS MEBRIVYV R

| M24eGitt | show mls gos |
CoS—+1— YvkEYT BEBRIVVE

| M24eGiff | show priority-queue cos-map |
QoS BME|EIVV R

| M24eGi(config)# | mls qos |
QoS W|Y|EIVU/F

| M24eGi(config)# | no mls qos |
CoS—%1— VYvEYT ®|/EIVVER

‘ M24eGi(config)# ‘ priority-queue cos-map <priority> <traffic class> ‘
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<SREBHRDORRBI>
QoS BEHLUVBHRBRIVY FORTHEUTICRUE T,

M24eGi> enable
M24eGi#t show mls qos

Quality of Service Status: Disabled S
M24eGi# show priority—-queue cos—-map

Priority Traffic Class e 2

~No ok wnNn —= O
WWNN—= — OO

M24eGitt

4-5-1 QoS MEHBLVEHSRIV Y FOETH

1. Quality of Service Status

QoS HEENEFRITERRLE T,

Enabled QoS HEW THDEHERUET,
Disabled QoS HEM THDEHRUET,

2. QoS 1Bk

Priority VLAN 7L —LRDBREZRLUET,
Traffic Class F1—DBEEZRUET,
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show mls qos
QoS NEEFHRZERTUEX T,

(/Y5 X—5]
INS X —FE i
AN AN
[(TiEHE R ERE]
INS X —FER THHERDRE
AN AN
[(fE DR EEEH)
INS A —SEIR HEEH
AN AN
(E==R]

INSX—SETR TEER

AN AN
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show priority-queue cos-map

TU—LADEREE CoSE—F1—RNDVY Y EVIREZRRLUET,

[N\SX—5]

INS A—FER A

AN AN
[(TiEHE R ERE]

INSX—SEFR TS ERDERE

L AN
(BN E&EH]

INS A —SEIR HEEH

AW AN
[(E==E]

INS A= EIR TREE

AN AN
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mls gos

QoS #reEBMCLFET,
no mls qos
QoS #REZEMCLET,
(VS X—5]
INS A —FETR A
2L AW,
(TR ERERE]
INS A—F &R TBHERORE
AN no mis qos (QoS #EEFHEZN T, )
(D& E ]
INS X—F &R N EEE
2L AW,
[(FR=E]
INS A= &R FREE
W, AN,
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priority-queue cos-map <PRIORITY> <QUEUE>
TU—LANEFREE CoOSTE—F1—RBDOVYEVIREXZEZELET,

[/\5X—9]
INT A =S A A
<PRIORITY> JL—LROB%E (CoS 1B)
<QUEUE> BEEICHNTDNS T v I TSR
(TR ERERE]
INS A—F BN TIBHERDRE
<PRIORITY> TiHfEE @ERER) TERTROLDICVYEVYTEINE
<QUEUE> ER
Priority CoS Queue
0 0
1 0
2 1
3 1
4 2
5 2
6 3
7 3
(E[QE el
INT A—F BTN e
<PRIORITY> 0~7
<QUEUE> 0~3
[ER=E]
INSX—FEH e =_E]
<PRIORITY> AN
<QUEUE> AN
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<sEHI>

BE . QoS BEEDBMNHLUV Y EVYTDHREZLF T,
Priority flE=0 %Z Queue=1ICN¥ v EYIULFT,
Priority flE=1 %Z Queue=0ICN¥ Y EYIULFT,
Qos #EEZEBMICLEX T,

w N =

M24eGi> enable

M24eGi#t configure

M24eGi (config)# priority—queue cos—map 0 1
M24eGi (config)# priority—queue cos—-map 1 0
M24eGi (config)# mls qos

M24eGi (config)#t exit

M24eGitt

—_

4-5-2 QoS DFEH!
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4.6. HEHIEHIEOERE
(A V9—T1—RXAVT 1T L—YavE-R] [CCTHEEHEOREETVET,
BEXBHROBRE. [IHEET—R] (CT [show egress-rate-limit] TBRU TLEEL),

HEIERHREIVY B

‘ AVI—TI1—RAVT1TL—v3avE—NR ‘ egress-rate-limit [<unit(1Mbps/unit)>]

HEEREEN IV R

‘ AVSI—TJI—RAVT1TJL—r3avE-—NR ‘ egress-rate-limit

b2 I g o
[1Y9—71—20710L—Y3YE—R | no egressrate-limit
mEEsHsSRIY R
‘ FHEE—R ‘ show egress-rate-limit
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<KEBEBDIRTEI>
BEESHHRESJIOBERBRIVY FOERTHZUTICRLUET,

M24eGi> enable
M24eGi#t sh egress-rate—limit
Port Bandwidth Status SRR
1 1000 Disabled
2 1000 Disabled
3 1000 Disabled
4 1000 Disabled
5 1000 Disabled
6 1000 Disabled
7 1000 Disabled
8 1000 Disabled
9 1000 Disabled
10 1000 Disabled
1 1000 Disabled
12 1000 Disabled
13 1000 Disabled
14 1000 Disabled
15 1000 Disabled
16 1000 Disabled
17 1000 Disabled
18 1000 Disabled
19 1000 Disabled
20 1000 Disabled
21 1000 Disabled
22 1000 Disabled
23 1000 Disabled
24 1000 Disabled
M24eGi#

4-6-1 FBHIESERESIUERSRKRIVY FOETH

1. TEHlEER

Port R—FEEE&RRLET.,
Bandwith | BBlEE&RLES, THbmREEEd 1000 T, (Ef1ld Mbps)
Status BEEOHHRENEY/ EhERLES.,

Enabled | BEIEOHIHEEIBEZ T,

Disabled | BEIIEDHIHEE SHEZ T,
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egress-rate-limit [<unit(1Mbps/unit)>]
mEEREHOREEREELE T,

[IWSX—5]
INT A =S ET i
<unit(1Mbps/unit)> | FEIIBDREZTTLEX T,
[(TEHERERE]
INTA—F A TIHHERDRE
<unit(1Mbps/unit)> | 1000(Mbps)
(D& E ]
INT A —F A e
<unit(1Mbps/unit)> | 1~1000
[(FE=E]
INS A—F BTN TEEER
<unit(1Mbps/unit)> | &L
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egress-rate-limit

HEIEHHEEZBEMICLE T,

no egress-rate-limit

BRI Z FEHCLE T,

[/IVS X—5]
INT A—FEHR Bz
AW, AN,
[TEHERERE]
INT A—SEHR TBHERORE
AN, Disabled
[MEDER EHIH]
INT A—SEHR eI
/AN D) AN
[(FE=HE]
INS X =8 ZR TEEE
AW, 2L

show egress-rate-limit

HEIERHIHORERRZERTLE T,

AP E)
INS X—FEHN Bz
AN, AN,
[TiBEERERE]
INS X—FZH TIBHERDEE
2L AW,
CEIREN R )
INS X—FEZHn SR EEF
2L AW,
GxrE=E]
INS X—FEZHn FEEE
AN AN,
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<SEH>

BIZ R— b 1 (SHUFEEh#EREZBMC L. FEiED

1. BEIEHHREEENCLET,
2. #HEIE%E 100(Mbps)cBELET,

HEZITVET,

M24eGi> enable

M24eGi#t configure

M24eGi (config)#t interface gi0/1

M24eGi (config-if)# egress-rate-limit
M24eGi (config—if)# egress-rate-limit 100
M24eGi (config—if)# end

M24eGi#

N -

4-6-2 HEIEGIEORES
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4.7. A=A O—-)VDOEE

(A9 —Tx—XAVT7140UL—3VE—NR) [CTAM—ALAOY O—-ILDHEZE
TUWET, BEBHRODBRIE FHET—R] [CT [show storm-control] TBRU TL
=0V

Ah=L3vb0O-)b (O-FF+X ) BBREIVVR

‘ M24eGi(config-if)# ‘ storm-control broadcast

Ab=L3vb0O-)b (O-FF+R ) BBREIVVR

‘ M24eGi(config-if)# ‘ no storm-control broadcast

Ab=L3vb0O-)b RIVFF+AL) BRREIVVE

‘ M24eGi(config-if)# ‘ storm-control multicast

Ab=L3vb0-)b RIVFF+AL) EPREIVVE

| M24eGi(config-if)# | no storm-control multicast

Ab=LOrr0O-)b AZF+A ) BRREIVVR

‘ M24eGi(config-if)# ‘ storm-control unicast

Ab=L3rr0O-)b AZF+A ) EBREIVVR

| M24eGi(config-if)# | no storm-control unicast

HREREIVVF

‘ M24eGi(config-if)# ‘ storm-control threshold <pps>

A=A rO-IUEESRIVYR

‘ M24eGi# ‘ show storm-control
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<REBRORE>
A =LY ~O-LERESRIVY FORTHEUTICRUET,

M24eGi> enable

M24eGi# show storm-control
Interface DLF Broadcast Multicast Threshold ---1
1 disabled disabled disabled 0
2 disabled disabled disabled 0
3 disabled disabled disabled 0
4 disabled disabled disabled 0
5 disabled disabled disabled 0
6 disabled disabled disabled 0
7 disabled disabled disabled 0
8 disabled disabled disabled 0
9 disabled disabled disabled 0
10 disabled disabled disabled 0
1 disabled disabled disabled 0
12 disabled disabled disabled 0
13 disabled disabled disabled 0
14 disabled disabled disabled 0
15 disabled disabled disabled 0
16 disabled disabled disabled 0
17 disabled disabled disabled 0
18 disabled disabled disabled 0
19 disabled disabled disabled 0
20 disabled disabled disabled 0
21 disabled disabled disabled 0
22 disabled disabled disabled 0
23 disabled disabled disabled 0
24 disabled disabled disabled 0

M24eGitt

4-7-1 Ab—A0Y O—-VERESRIVY Y FOETHI

1. A=Ay O—)LERE

Interface A=AV O—)UEBEDEET DM VI —T T —RAERRULEX T,

DLF FBHEABHAIZF+ X+ (Destination Lookup Failure) . 7O0—F++
Broadcast A, FBYILFFFAMDNT Y MMTHITDA =L NO=)b
Multicast DREZERLE T,

enabled | AA—AJY FO—-ILAAENTHDIEERULET,

disabled | Ab—AJY bO—ILHEHTHDIEZRLET,

Threshold INTw b #(Packet Per Second)DEIfEZRTRL X T,
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show storm-control

Ab=LdY O-ILOREZERRLET,

(/Y5 X—5]
INSX—SEFR i
AW AN
[(TiEHE R ERE]
INSX—SETR THHERDRE
L AN
[(fE DR EEEH)
INS A —SEIR HEEH
AN AN
[(E==E]
INSX—SETR TEER
AN AN
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storm-control broadcast

JO0-RFRF+ ATy MMTHITDA =LY ~O—-ILEEZEMCLET,

no storm-control broadcast
JO0—RF+ ANy MCHITBDRA =LY MO—)VREEEMICUET,

[/1VS X—5]
INT A—SEHR Bz
AN 2L
[TEHERERE]
INT A—SEHR TEHERONE
AN no storm-control broadcast (ZO—KF+ A /T v b
(CXHITDRA =LY bO—JVEEEEENTY, )
(BN E&H]
INTS X =8 ZR SR EEEEH
AN 2L
[(FE=HE]
INT A—SZHR TEREE
AW 2N
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storm-control multicast
VIVFF+ARNTY MCHITDA =AY FO—)VEEEBRICLET,

no storm-control multicast
VILFF+ARNNTY MCHITDA =AY bO—)UHEEEERICLET,

[/1VS X—5]
INT A—SEHR Bz
AN 2L
[TEHERERE]
INT A—SEHR TEHERONE
AN no storm-control multicast (¥JLFF+ A ~/VTw b T
DA M—LAOY O—)VEEEFEH T, )
(BN E&H]
INTS X =8 ZR SR EEEEH
AN 2L
[(FE=HE]

INTA—S BTN IEER

ANV AN
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storm-control unicast
FBAARIZF+ AT Y MW ITDA =LY bO—-)LHEEZEWICLET,

no storm-control unicast
SEHEABEIZF+ AT Y MCHTDAM—LATOY FO—)L¥EEEEINICLUET,

[/1VS X—5]
INT A—SEHR s8R
2N, 2L
[TEHERERE]
INT A—SEHR TBHERORE
AN, no storm-control unicast GBEABEI_F+ ANV v b
(CXHITDRA =LY bO—JVEEEEENTY, )
(BN E&H]
INTS X =8 ZR SR EEEEH
N, 2L
[(FE=HE]

INTA—S BTN IEER

ANV AN

246




storm-control threshold <pps>
Ab—=LAOY ~O—-)LOEEZRELE T,

[IN\S5X—9]
INS A —FEAT A
<pps> FHARABEIZF+ XA b, 7O0-RFRF+ X VILFFHP RS
Ty b DZEEZHTIHDERBEZRELX T, B
&1 #EHIDDRE/INT v h#(Packet Per Second)T
CB
(TR ERERE]
INT XA —FEAF TIBHERDRE
<pps> 0
(B3R E&iE]
INSX—FE R EEH
<pps> 0-262143
[(E==EH]
INSX—FE FEEH
<pps> BBEFEAAEIZF+ A b, JO—-R++ A VILFF

T AT Y bDOEFHTH T DRHMETIEHD T A, ENE
NOBERD/NT Y MBICARENBERINE T,
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<s%EBI>
BE AR—r10O70-RF+ANTY MIHTDR =AY ~O—)UH%EE
EBEMCLEY, 7O0-RFRF+RAMN\Ty hOZEEDEIE%Z 10000pps
[CERELFT,
1. "R—M1DAVI—TI—RAVT 1T L—Y3aVE—RICBDET,
2. "M—M1OT70O0-RF+AMNTY MIHITDA =LY SO—)UHBEE

EBWICLET,
3. R—h 1 OTO—RF v XMy FOBHEROEE%E 10000pps [CREL
=7,

M24eGi> enable
M24eGi#t configure
M24eGi (config)# interface gi0/1

—

M24eGi (config—if)# storm—control broadcast e 2
M24eGi (config—if)# storm—control threshold 10000 -3
M24eGi (config—if)# end

M24eGit

4-7-2 Ab—ATYh~O—-)LOKER
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4.8. FRAMMEENERTE
(DO—\N)WaAv 740 —v3avE—NR] & [A1V9—Tx—XRAVT1JL—r3y
E—R] ([CCRAMBEDREZITTULE T, ERXBHROSRIG IFEET—FR]) (CTEBRLT

<fESLY

REL—YVT91 LBEIVVE

‘ M24eGi(config)#

‘ authentication aging-time <0-65535 min>

REAEAERA L~ BRIV R

‘ M24eGi(config)#

‘ no authentication mac <mac addr>

RADIUS Attribute @RIV Y K

| M24eGi(config)#

‘ authentication dynamic-vlan radius-attribute

RADIUS Attribute RERIY Y K

| M24eGi(config)#

‘ no authentication dynamic-vlan radius-attribute

AR VLANREIVV R

| M24eGi(config-if)#

‘ authentication guest-vlan <vlan-id>

Ak VLANHIFROV Y R

| M24eGi(config-if)#

‘ no authentication guest-vlan

T7=x)Uh VLAN REOVY R

‘ M24eGi(config-if)#

‘ authentication default-vlan <vlan-id>

774U VLAN HIFRIVY YV R

| M24eGi(config-if)#

‘ no authentication default-vlan

FEEERESRIV R
‘ M24eGi# ‘ show authentication

RIRRBT—T VBRIV R

| M24eGitt

‘ show authentication sort {mac | port [<portlist>]}

4+ vJ VLAN BESRIVY R

| M24eGitt

‘ show dynamic-vlan
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<KEBEHDRTH>
SR HEESRES ROV Y FOETHIZUTICRLE T,

M24eGi> enable
M24eGi#t show authentication

Global MAC Auth Status : Disabled Global WEB Auth Status : Disabled e

802. 1X Port-based Auth Ports :1-48 )
802. 1X MAG-based Auth Ports

MAC Auth Ports

WEB Auth Ports

4-8-1 SEHREERESRIVY FORTH

1 . Q\\D_l ‘\} I/EIB\EIE#&%E\E;QE

Global MAC Auth | #2332k MD MAC SREEEMEEZRLEX T,

Status Enabled MAC RSB THD I EHFRULET,
Disabled MAC SREEN B CThD I &EZ2RUET,

Global WEB Auth | #23&A0 WEB SR EFZRLUE T,

Status Enabled WEB SREENEB THD I EERUET,
Disabled WEB I BN THD I EERULET,

2 u:quX‘J%/T |\ nQI:FE

802.1X IEEE802.1X h— MNR—ABIANEDBRHR— M ERRUET,
Port-based Auth
Ports

802.1X [EEES802.1X MAC R—RFZREENWBEBHR— 2R RUE T,
MAC-based Auth
Ports

MAC Auth Ports | MAC REEABRR— M ERRUET,

WEB Auth Ports | WEB BEEAERBR— M ZERRUET,
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<REBRORE>
SIAPRRET — T VBRIV Y FOETHEUTICRLE T,

M24eGi> enable

M24eGi#t show authentication sort port 1

Total Hosts 0

Authorized Hosts :0

Auth Aging Time :1440 minutes

Port MAC Address Auth Type Auth Status Remaining Aging Time

4-8-2 REERET—TILBRIN Y ROETH

Total Hosts

nlUu.[E'{kﬁET 7 }b(LEﬁéﬂTk_ O |:|+/-|_\X |\ &7&5—%—.1_\ L/ 356—0
BRARFFHIE M24eGi/M16eGi/M8eGi (3 384 T,

Authorized Hosts

ﬁ:uﬁﬂffﬁcﬁﬂ'\z '\ ﬁ%ﬁj__ L/ i g-o

Auth Aging Time

DIG\DEI //994-&% \$TJ_(§TL/$§-O
(THEaERRE : 1440)

Port IRARDERSN CODR— M BESERRUET,
MAC Address AR &2 DIHAD MAC P RURERRUE T,
Auth Type n.h\nEH‘téﬁT L&,

SRELIARE h\ Authorized @ i’aTA (FERAERIHBFDEREE A N =
Unauthorized DB&FFHFZFRORIEALANZERTLUE T,

IX/MAC/WEB | 802.1X §88E. MAC FBaE& 7zl WEB 585t %%

L&,
1X/MAC 802. 1X REEETc[d MAC SBEEZR L F T,
1X/WEB 802. 1X FREEFTcld WEB SREEZ2RL X T,
MAC/WEB MAC FREEETcld WEB REEZ2RLE T,
802.1X 802. TX BEZ2RL X T,
MAC MAC SREEZRLEX T,
WEB WEB SBiL 2R L X 95

Auth Status

L REZERRLUE T,

Authorized FEMRRETHD I EZERLUEXT,

Unauthorized | REBIFTHDZ&EHFKUET,
L_.0947( -ZTODJEET_TEi47':Z.f‘ VLAN VQ(LJEQZEEES
nxd,

Remaining Aging
Time

FHEREALE TOED KE(7 ‘)&%ET LET,
BB O ([CR>ToBS(EERALREED Unauthorized &0, B
ESRGINENETINE ‘9“0
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<REBRORE>
91F2y T VLAN REBRIVY RORTHEUTICRUE T,

M24eGi> enable
M24eGitt show authentication dynamic-vlan

Accept RADIUS Attribute: Enabled

Port Current PVID Auth Status Guest Default

1 1 Authorized --— —-
2 1 Unauthorized ~—— -——-
3 1 Authorized --— —-
4 1 Authorized --— —-
5 1 Authorized --— ——-
6 1 Authorized -—-— ——-
1 1 Authorized --—- ——-
8 1 Authorized --— ——-
9 1 Authorized -—-— ——-
483 S414F+=ZwJVLAN BRESRIVY ROETH
Accept RADIUS | RADIUS Y —/\ho@RSNTc Attribute DFERTIEZRRLUE
Attribute 9. WRETD Attribute [FLATD@ED T,
* Tunnel-Private-Group-ID
Enabled BRISNT: Attribute ZERLE T,
(LIBHERERE)
Disabled CDEEDHREZFERALEXT,
Port R—hBESERRLUET,
Current PVID RED PVID Z2&RRULE T,

Auth Status

EEZ:E@I—I_\Q_ NERHIR N N UES a—o

Authorized SRELHEBENNESD, F7o(d IEEE802.1X TR—hR—
nlb\u[E‘LCtéulb\n Iﬁl—ﬁ_ |\ &ﬁbijo

Unauthorized | IEEE802.1X MAC NX—X&R3E. MAC ER:E.
WEB nlh\nIEo)ﬁi—r h%%bijo

Guest A~ VLAN @ VLAN ID ZRRUE T, BiFD VLAN DHEED]
BTY.
Default 7 77)UK VLAN @O VLAN ID ZRRUE 9, BEFD VLAN D15

EOJBETT,

RADIUS Attribute @#&S&EH' Enabled. 7D RADIUS H—/V&D
Tunnel-Private-Group-I1D AMEXI S NRVMSS(CEIND HTD VLAN
ZIEELET,
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authentication aging-time <min>
FELRATRA M T DB TORD KRB ZHRELF T,

[1\SX—7]

INT A—SEHR s8R

<min> BRAIE CTOERDREZRELEX T, BfIlFH T,
[TIEHEERERE)

INS X =8 ZR TEHERFOERE

<min> 60
(BN E&H]

INT A—SEHR eI

<min> 0~65535
(Qza=t-11)|

INT A—SEHR TREE

<min> AN,
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no authentication mac <mac addr>
FELRRET — T )V L DERIEE AR R S DFREERREEEIRL X T,

[1\SX—7]

INT A—SEHR Bz

<mac addr> FREERREET—T IV ED MAC PRLRAZEBELE Y,
[TIEHEERERE)

INS X =8 ZR THBHEEROHRE

<mac addr> 2L
(BN E&H]

INT A—SEHR eI

<mac addr> FRELRREET—T )L ED MAC P KL ZADH
(Qza=t-11)|

INT A—SEHR TREE

<mac addr> AN,
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authentication guest-vlan <vid>

WERR— DT X~ VLAN ZBRICLE T,
no authentication guest-vlan

WERR— DT X~ VLAN ZEZCLE T,

[/IVS X—5]

INT A—FEHR Bz

<vid> BtF®D VLAN ID #8EEULZ I,
[TEHERERE]

INT A—SEHR TBHERORE

<vid> AN,
[MEDER EHIH]

INT A—SEHR eI

<vid> Bt&E®D VLAN ID D
[(FE=HE]

INS X =8 ZR TEEE

<vid> 2N
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authentication default-vlan <vid>

WER—MDT T+ VLAN ZBERICLE T,
no authentication default-vlan

WER—SDT TV VLAN ZEHCLE T,

[/IVS X—5]

INT A—FEHR Bz

<vid> BtF®D VLAN ID #8EEULZ I,
[TEHERERE]

INT A—SEHR TBHERORE

<vid> AN,
[MEDER EHIH]

INT A—SEHR eI

<vid> Bt&E®D VLAN ID D
[(FE=HE]

INS X =8 ZR TEEE

<vid> 2N
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show authentication

DAEREREEBRU X T,

[N\SX—5]
INS A—FER A
AN AN
[(TiEHE R ERE]
INSX—SEFR TS ERDERE
L AN
(BN E&EH]
INS A —SEIR HEEH
AW AN
[(E==E]
INS A= EIR TREE
AN AN
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show authentication sort {mac | port [<portlist>]}
EADARET — T ILaBRULE T,

[IN\S5X—9]
INS A —FEAT A
mac MAC 7 RLUZADFIBICERRLUE T,
port [<portlist>] | R—hBESORIBCKRRLUET,
port h—hrBESORIEND MAC PRUVADSFIE
TRRUET,
[<portlist>] | EELTciR— b D MAC 7 RURADHERT
LET, (F7vav)
(TR ERERE]
INS XA —FZAF TSHERORE
AN AN
QE[QR A )
INT X =T B SR EEH
[<portlist>] <Switch-M24eGi>
1~24
<Switch-M16eGi>
1~16
<Switch-M8eGi>
1~9
BROR— b~ ZREJETT,
Bl :1-3,5
[(EE=E]

INSX—S T TEEER

AN AN,
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show authentication dynamic-vlan
91+ v T VLAN BHEZBRUET,

[N\SX—5]
INS A—FER A
AN AN
[(TiEHE R ERE]
INSX—SEFR TS ERDERE
L AN
(BN E&EH]
INS A —SEIR HEEH
AW AN
[(E==E]
INS A= EIR TREE
AN AN
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<R TEHI>
BME . /K—bk 1 O5 R VLAN ZBE(CEET D VLAN 100 ([TERELE T,

1. "= 1DAVI—TT—RAV T4 T L —aVE—RICBDZET,
2. h—b1OT A VLAN Z 100 ICERELE T,

M24eGi> enable
M24eGi#t configure

M24eGi (config)# interface gi0/1 <
M24eGi (config-if)# authentication guest-vlan 100 cee2
M24eGi (config-if)# end

M24eGi#

B14-8-4 SREIHREDRES
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4.9. AAA DERE
(O—/WAY T4 TU—y 3 vE—R] [CTAAA OREETVET, EXBROBR
& USEE—R] [CTBRLTRAL,

MAC/WEB 88&f SREEANREIVV R
M24eGi(config)# aaa authentication {mac | web} primary {radius secondary {local |

none} | local secondary {radius | none}

IEE802.1X BIEATREIVY N

M24eGi(config)#

local secondary none}

aaa authentication dot1x primary {radius secondary {local | none} |

sl JIVEE FHEOVY VR

‘ M24eGi(config)# ‘ no aaa authentication {dot1x | mac | web}
MAC/WEB R&f REIKMKFPIYavVEREIVY R

‘ M24eGi(config)#

‘ aaa authentication {mac | web} auth-fail-action {stop | secondary-db} ‘

O—AJ)V MAC 7—

IR—AFFRIVV R

‘ M24eGi(config)#

‘ aaa authentication auth-mac <mac addr> vlan <vid>

O—AJL MAC F—IXR—RHIFRVYV R
‘ M24eGi(config)# ‘ no aaa authentication auth-mac <mac addr> ‘
O—AVI1—¥F—IR—-IABRIVYV R

M24eGi(config)#

[encrypt] | encrypt-password <encrypted-password>}
auth-type {both | web | dot1x}

aaa authentication auth-user <username> {password <plain-text>

vlan <vid>

O—AVI1—HFF—IR—-ZHFRIVYV R

| M24eGi(config)# | no aaa authentication auth-user <username>
BEAADNREBRIVI R

‘ M24eGi# ‘ show aaa authentication {dot1x | mac | web}

O—A)L MAC/A—VF—IR—IABRIVV K

| M24eGiff

‘ show aaa {auth-mac | auth-user}
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<KEBEHDRTH>
SR HEESRES ROV Y FOETHIZUTICRLE T,

M24eGi> enable

Primary Database
Secondary Database : None

M24eGi#t show aaa authentication mac

. Local

Auth Fail Action : Stop
Auth Fail Block Time : 60 seconds

K 4-9-1

RELMEERESR IV Y FORTH

Primary Database

OOV EHEFERRLUE T,

RADIUS

RADIUS H—N\ZRULF T,

Local

O—AVI1—YF—IR—-AZRLXT,
(THBEERERE)

Secondary
Database

Primary Database COFRERMBEDBVGEHEEZRRLE T,

RADIUS RADIUS b—/N"\EZXRULZET,
Local O—AII1—YYF—IR—XAEXKUET,
None FELLIBE L CHOI gD EZRUFET,

(THHAFERE)

Auth Fail Action

Primary Database [CHEWTRIENKMUIBEDEIEFZRTLF
9, IEEE802.1X BEETIIEETEZ X H Ao

Stop Secondary Database DERiEZEITE T R
BEFELELEXT, (THRHERERE)
Primary Database #' RADIUS. H> RADIUS
H—NIALPINRREVIBESICRD,
Secondary Database N&TLF T,

Secondary Secondary Database MRt Z=ETLUE I,

DB

Auth Fail Block
Time

AN CBERILEEZ NI 2E CORE(W)ERTLE
7, (TSHEEEE : 60)
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<HEFROERTH>

O—AIT—IR—ZABRBRIVY ROETFHZUTICRUET,

M24eGi> enable
M24eGi#t show aaa authentication auth-mac RN

Auth MAC Address VLAN

XXX XX XX XK XX 1

M24eGi#t show aaa authentication auth-user cee2
User Name Password VLAN Auth Type
test test 1 Both

4-9-2 O—AITF—IR—RABRIVY RDOETH

1. O=HIL MACT—IR—IBR

Auth MAC Sost 25T 99 MAC 7 FLUAZRRUE T,
Address
VLAN Elb\nIE'fé(L_ J'Qélté \/LAN ID %i%j_ L/ijo

2. O—AWI—YTF—IN—IBR

User Name I1—H¥EERRUED,

Password I—HYNRAT—RERRLUET,
BES{teNTULDBER} encrypted ERTREINET,

VLAN SREEBICEIND =TS VLAN ID Z#xRRUE T,

Auth Type ZDPHNOY N EFERITIREARERRLUET,

Both 802 1X BLU WEB FBEECHEAT DI EZRLF T,

WEB WEB SBEE COMAERT DI EZRLE T,

802.1X | 802. IX FEECHMAERT DI EZRLE T,
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aaa authentication {mac | web} primary {radius secondary {local | none} | local
secondary {radius | none}}
MAC,/WEB SREEDFRIAL A R 2R ELF T,

(/Y5 X—5]

INS A—F B iEA

{mac | web} AL DEEEIEELEX T,
mac MAC SREEC DWW TERELE T,
web WEB SREEIC DWW TERELE T,

{local | none}

Primary Database #' RADIUS H—/\MDHED Secondary
Database Z#EELX I,

local O—AIT—IR—AEIEBELET,

none AN

{radius | none}

Primary Database 7' Local D¥Z& M Secondary Database
ZIEELFT,

radius RADIUS b—/I\&EiIEELE T,
none EEINANW,
[ TR RERERE)
INT A—SZHR TEHERONE

primary local secondary none

(BN E&EH]
INTA—S TN M EEH
AN AN
(F==R]
INSX—SETR TEEER
AN AN
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aaa authentication dot1x primary {radius secondary {local | none} | local

secondary none}

|[EEE802. 1X LDV AN ZREL X T,

(/Y5 X—5]

INT A—FEHR

i

primary radius
secondary {local

Primary Database 7' RADIUS H—/\DZED Secondary
Database Z#8EL XI5

secondary none

| none} local O—ANT—IRN—RAZEBELX T,
none EHIRAN
primary local Primary Database Z0—AJ)L7—89 X—X, Secondary

Database R UICIEBELE T,

[(TRHERERE]

INT A—SEHR

TS aERORE

primary local secondary none

(B E S ]
INSX—SETR R EEH
3L AN
(E==R]
INTA—S AT ETEER
AN AN
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aaa authentication auth-mac <mac addr> vlan <vid>
O—H"IV MAC 7 RLURZEFRLUE T,

no aaa authentication auth-mac <mac addr>
O—H")L MAC 7 RURZHIBRLUE T,

(NS X—5]
INS A—=F B Bz
<mac addr> XEETDMAC P RURAZEEELEX T,
<vid> SREERICEINDHTSD VLAN ID Z#EBEULEX T,
[TEHERERE]
NS A—=F B TSR DERTE
<mac addr> A
<vid> AW
[1EDE%E &)
INS X—FEHR RS
<mac addr> A=+ A MAC 7 FL X
<vid> 1~4094
[(FREIE]
INS X—FEHR FREE
<mac addr> A
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aaa authentication auth-user <username> {password <plain-text> [encrypt] |
encrypt-password <encrypted-password>} vlan <vid> auth-type {both | web |

dot1x}

O—-AW1—YPHOY b ZERUET,
no aaa authentication auth-user <username>
O—NVA—YPHO Y ZHIBRULE T,

(AP St
INT A —F A A
<username> O—ANILI1—HYEZEELE T,
<plain-text> O—AIIA—HYDNRAT—RZEELET,
[encrypt] ANSNFNZAT—ROBESEZEELE T,

CwPEV))

<encrypted-password>

BSEHE/ AT —RZEELET,
BREEERLEE A

<vid>

Elb\nIE'fé(L_ J'Qélté \/LAN ID %Eﬁg L/ijo

{both | web | dot1x}

FPAOY N ERIT RN EEELE T,
CCTEESNTLWRVWAR TP IERASINEE
(&, SREEMMESINE T,

both WEB nlL.\uIEBctU 802.1X nlh\nEt@@ﬁﬁ&*E
EULXT,

web WEB SREED A TDFERZIEELE T,

dotix | 802.1XSREENH CTHOERZIEEL T,

(TR ERERE]
INT XA —FZAF TIZHERFDRE
AN AN
QE[QR A )
INT X—F B R E0H
<username> ¥/ 1~32XF
<plain-text> ¥/ 1~32XF
<vid> 1~4094
[(E2=R]
INT A =T & FREE
<encrypted-password> | BERFERLUEE Ao
encrypt 77 aVICKDEBET 7 1 ILPREERD
running-config [CRRSNFK T,
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show aaa authentication {dot1x | mac | web}
LA DREZSRUE T,

(/135 X—5]

INS A—FER A

{dot1x | mac | | NERDOFBIADEFEZIEELE T,

web } dot1x |[EEE802.1X SREEDRAH N ZIEEL X T,

Mmac MAC mqu@u:quE_t%EfEbijo

web WEB SREEDFREE A =ZEBELX T,

(TR ERERE]
INS A —SEIR TISHERDRE
U AN
[(fE DR EEEH)
INS A —SEIR HEEH
AN AN
(F==R]
INSX—SETR TEEER
AW AN
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show aaa authentication {auth-mac | auth-user}
O—NIPHAOY DREEBSRLUET,

[IN\S5X—9]
INT A =S A A
{auth-mac | | MEOO—AIVFPAHTY ~DEEEZEELET,
auth-user} auth-mac | O—AIV MAC PHO Y b ZEBELE T,
auth-user | O—AIVI—PPHOY b ZEELE T,
(TR ERERE]
INT A—F BN TISHERORE
AW AN
(B3R E&iE]
INS XA —FEAF e
AN AN
[EE=E]

INSX—SETR TEEER

AN AN
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<R TEHI>

BE .

2.

* MAC RREEDT 54X UT—IX—X%Z RADIUS H—/\, BAVSTUT—
IR—RZ0O—HIT—IR—-X(CEEL. RADIUS =N [CEI7PHhDOV
MAEUWBESEO—-NILT—IR—RZHAVCREAZITORECLET,

* BELR(C VLAN 1 ([CEID=TSH0O0—-AIV MAC PAD Y b ZEMNULE T,

. MAC REEDT S AN UT—IR—X% RADIUS, EHYTUF—INR—2X

% Local ICEREULE T,
MAC 85ED Auth Fail Action ZtEH V9 U F—IR—R(CEHRELE T,

3. O—=HIL MAC T—I R—Z [T XX XX XX XX XX: XX ZEM L. 585E# VLAN

[CVLAN 1 Z8BELF T,

M24eGi> enable

M24eGi#t configure

M24eGi (config)#t aaa authentication mac primary radius secondary local cee]
M24eGi (config)# aaa authentication mac auth-fail-action secondary-db ve2
M24eGi (config)#t aaa authentication auth-mac XX:XX:XX:XX:XX:XX vlan 1 -3
M24eGi (config)# end

M24eGitt

49-3 ESREIHREDRES
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4.10. FBEEOD DEEE
(DO~ IV T+ TU—2 3 vE—R] [CTRIEDT DRERFTNET, BEOTD
SRIE USEE— ] CTBRL TS,

BRI 0T REFERREIVY

‘ M24eGi(config)# ‘ syslog authentication save-interval <min>

BILOTHERIV VB

| M24eGi(config)# | syslog authentication clear

REEOIJSRIVYE

| M24eGiff | show syslog authentication [tail <line>]
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<REBRORE>
SOOI BRIV Y RORTHZUTICRUE T,

M24eGi> enable

M24eGi# show syslog authentication tail 5

2001/01/01 09:33:26 [MAC] (RADIUS)Rejected 00:00:07:00:09:07 on Port 3

2001/01/01 09:33:26 [MAC] (RADIUS)Re jected 00:00:07:00:09:08 on Port 3

2001/01/01 09:33:26 [MAC] (RADIUS)Re jected 00:00:07:00:09:09 on Port 3

2001/01/01 09:33:26 [MAC] (RADIUS)Rejected 00:00:07:00:09:0A on Port 3

2001/01/02 08:33:25 [WEB] (Local)Authorized user test (xx:xx:xx:xx:xx:xx) onPort 1 to
VLAN 1

M24eGitt

4-10-1 SBEEOTBRIVY FORTH
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syslog authentication save-interval <min>
MAEOT DTSy a1 \DELAERERELE T,

[\ X—%]

INS X—SEHR Bz

<min> SAER(D)ZEBELE T,
(TR E]

INT A—FEHR TBHEROERE

<min> 60
(BN EHIH]

INT A—SEHR eI

<min> 1~1440
[(FE=HE]

INS X—FZHR TRER

AN, AN,
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syslog authentication clear

REAEOTZHELF T,

[N\SX—5]

INS A—FER A

AN AN
[(TiEHE R ERE]

INSX—SEFR THHERFDRE

L AN
(BN E&EH]

INS A —SEIR HEEH

AW AN
[(E==E]

INS A= EIR TREE

AN AN
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show syslog authentication [tail <line>]

IO =8RUET,

[1\SX—7]

INT A—SEHR s8R

[tail <line>] BESNCTRORFOT 2RI DELDSEELE T,

CwPEV))

<line> KRNI DTREEELX T,
[TEEREERERE)

INT A—SEHR TBHERORE

AW, 2L
[MEDER EHIH]

INT A—SEHR R EEIH

<line> 1~512
[(FE=E]

INSX—SETR TEEER

AN AN
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<sREH>
BE R0 0 75 vy a\OEBA’BRE 10 DICHRELET,

1. SAERZ 10 DICRELEX T,

M24eGi> enable

M24eGi#t configure

M24eGi (config)# syslog authentication save-interval 10
M24eGi (config)# end

M24eGi

4-10-2 SRELOT DRES
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4.11. IEEE802.1X iR— k R— BB DEETE
(D0—/N\)\3AYT140b—vavE-—NR] & V9TV T4T—v 3y

E— K] [CTIEEE802.1X iR— b R—ZFBIAHBEC DV T DREZTVE T, EXBRD

BRIF [FFHEE—F] ([CT [show dot1x port-based <port-list>] TBRUL TLEEL,

I[EEE802.1X iR— hR—ZABEPRESRIV VR

‘ M24eGi# ‘ show dot1x port-based <port-list>

NAS ID 88V R XE#llE 13.5.4. RADIUS DEEE] EBRTELY,
| M24eGi(config)# | dot1x nasid <NASID>

NAS ID BBV F XE#llE [3.5.4. RADIUS DEE] ZBRTELY,
| M24eGi(config)# | no dot1x nas-id

IEEE802.1X ih— b R—ZABEAEE— FREIVV R

| M24eGi(config-if)# | dot1x port-auth-mode port-based

SILRBEHE YV B

| M24eGi(config-if)# | dotix init

RABREHTORFEIVYF

| M24eGi(config-if)# | dot1x max-req <value>

SELENFEEIV YV R

‘ M24eGi(config-if)# ‘ dot1x port-control {auto | force-authorized | force-unauthorized}

O—-AVERBEER FIRREIVY R

‘ M24eGi(config-if)# ‘ dot1x re-auth-timer local

O—N)VEREER FIRRERIKRIVYY R

‘ M24eGi(config-if)# ‘ no dot1x re-auth-timer local

BREMREIRE YV R

‘ M24eGi(config-if)# ‘ dot1x re-authenticate

BRIAEHIVUE

‘ M24eGi(config-if)# ‘ dot1x re-authentication

BRI IVY R

‘ M24eGi(config-if)# ‘ no dot1x re-authentication

ALK IV Y R

| M24eGi(config-if)j# | dot1x timeout quiet-period <seconds>

BRIERREIVY R

‘ M24eGi(config-if)# ‘ dot1x timeout re-authperiod <seconds>

BRI —/NIALPY MRREREIVV R

‘ M24eGi(config-if)# ‘ dot1x timeout server <seconds>

YTUNAYNIA LPO NBEREIVY R

‘ M24eGi(config-if)# ‘ dot1x timeout supp-timeout <seconds>

B EREERREREIVY B

‘ M24eGi(config-if)# ‘ dot1x timeout tx-period <seconds>
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<HEFROERTH>

|[EEE802.1X 7R—

hAR—RREERESRIVY ROETHIZUTICRLE T,

M24eGi> enable

Guest VLAN ID

M24eGi#t show dot1x port-based 1

NAS ID: Nasl

Port No: 1 Authorized MAC Address: —:i—:—i—i—1—

Port Status  Authorized OperControlDirection : Both

Port Control . Force Authorized AdminControlDirection: Both

Quiet Period : 60 seconds Transmission Period : 30 seconds
Supplicant Timeout: 30 seconds Server Timeout 130 seconds
Maximum Request : 2 Re-auth Period 1 3600 seconds
Per Port Re-auth : Disabled Current PVID o

Lo Default VLAN ID Do

Re-Auth Timer Mode: RADIUS

M24eGi
4-11-1 |EEE802.1X ih— b R—AFRIAIRESR IV Y FDETHI
NAS ID ok ID(NAS Identifier)z&RnRULE T,
Port No R—bDBESZRRLUET,

Authorized MAC
Address

SEAELTERA R D MAC 7P R UZ%?ETL/&?’O

Port Status

£,

AL DIREEZERRUE T, N Port Control 52 & /R L

Unauthorized | SREENAEFOIDIREET I,

Authorized FREENEFO]DIRRET T,

Port Control

L ERDRDEMEZRRLUE T,

Auto E:E\EE%%@E&%X)J(\: L/\ 9251476 tgﬁ?\ﬁE
Y—N\RBOREOEADY L—%ETULE
9,

Force REHEEZEHEL, IS1 7PV EDHD

Unauthorized a,c\aﬁgﬁfééfﬁﬁbiﬁ'o

Force REreEEENE L, REEEFORL Tih—

Authorized N @S LEX T, (THFHERERE)

Transmission Period

7 5'( rr I\ ’\U)u:quE@ﬁJifng—Ri _Ca)FﬁBFH_Cjo
TSRS 30 WICHRESNTLE T,

Supplicant Timeout

ISAFPY DI L7 NKREZERULE T,
TS 30 MICHRESNTLE T,

Server Timeout

BT —INDI A L7 T MREZERLET,
THHERE 30 MICRESNTLET,

Maximum Request

WAL DRABAEHITOH T,
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THbaEkE 2 QCRESNTVET,

Quiet Period

nlb\u[Eb‘SEH&L/T(.B%\ /ﬂ@ulb\uﬁg?§?§5g§tmﬂﬁﬁﬁtjo
THBHERE 60 CRESNTLET,

Re-auth Period

EHARBERELDEITER T,
THHER(E 3600 MICERESNTLET,

Per Port Re-auth

/:E;Hﬂ E’]ﬁulb\uIEa)ﬁ)dJ E)‘jJ &ﬁT L/ 35 3_0

Enabled /:EEEH,]‘LEDIUDIE%??L\gEjO

Disabled | EHINICEFR I ZTTL\E B Ao (THEMKERE)

OperControlDirection

DAL EKRBFOB PR ERRLUE T,

Both REBILIREETIFZ/NT v b DEZREETVEE Ao

In REBAPRRETIFZ/NT v b DREZTVEE A,

AdminControlDirection

DAL EKRFOBFREERRLUE T,

Both REBALARETIFZ/NT v b DEZEZTVEE A,

In REBELIRRETIZ/NT v b DREZETVEE Ao

Current PVID

REBASNTLD PVID ZRRULEX T,

Guest VLAN ID

REDIALRFCEASND VLAN ID ZRRULE T,
BHDHBEIF — ERRUEX T,

Default VLAN ID

Dynamic VLAN B%EC RADIUS H—/\Ho VLAN BERA
BHSNBN 2TIHECEIDIRD VLAN ID ZRRLE T,
|EYDHEIE — ERRLET,

Re-Auth Timer Mode

RADIUS H—/\V& D Session-Timeout Attribute Ah@A0E
NEBSIC. COEEFERTDIHNE S ERRLUET,

RADIUS | Session-Timeout DEZE5cL CERL LT,
(I BHERFERTE)

Local CDEED Re-auth Period DEZE(CERLE
I
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show dot1x port-based <port-list>
IEEE802. 1X IR— b NR—RFRADREZXRRLUE T,

[/\5X—9]
INT A =S A A
<port-list> KNIDMN—hBESUXNZEELET,
(TR ERERE]
INT A—F BN TIZHERORE
<port-list> AN
QE[QR A )
INS XA —FEAF e
<port-list> <Switch-M24eGi>
1~24
<Switch-M16Gi>
1~16
< Switch-M8eGi>
1~9
BEOR— b ZREETT,
Bl:1-3,5
[(E2=R]
INS A—F BT TEER
<port-list> AN
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dot1x port-auth-mode port-based
WRA VI —T T —ADHIA AN ZR— b R—REREECHELF T,
KAIVY REBR—bDAVI—TI—RAVT 1T L —Y3aVE—RHOET
LET,

(/Y5 X—5]
INSX—SEFR i
AW AN
(T ERERE]
INS A —SEIR TISHERDRE
AN AN
[(fE DR EEEH)
INS A= EIR HEEH
AN AN
(F==HR]
INSX—SETR TEEER
AW AN
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dot1x init
RELRREZYHAELLE T,
XAROVYREER—MDAVI—T T —AAV T4 T L —Y3aVE—RHBERT
DESR

(/Y5 X—5]
INSX—SEFR i
AW AN
(T ERERE]
INS A —SEIR TISHERDRE
AN AN
[(fE DR EEEH)
INS A= EIR HEEH
AN AN
(F==HR]
INSX—SETR TEEER
AW AN
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dot1x max-req <value>
SR DERABXEEHTOHZEHRELE T,
KAIVY REBR—bDAVI—TI—RAVT 1T L —Y3aVE—RHOET
LET,

[/IVS X—5]
INT A—FEHR Bz
<value> REALDRABXEHTOHZRELET,
[TEHERERE]
INT A—SEHR TEHERONE
<value> 2
[MEDER EHIH]
INT A—SEHR eI
<value> 1~10
[(FE=HE]
INS X =8 ZR TEEE
<value> 2L
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dot1x port-control {auto | force-authorized | force-unauthorized}

DAL FERELE T,

KAV RIFER—
LEd.

FDA VI —TT—RAV T4 L—YavVE—RHBHEFT

(NS X—5]
INS A—=F B Bz
{auto | |[EEE802.1X h— M EREEEMFZ#RELE T
force-authorized | auto SiHBEEBWME L. 517

force-unauthorized }

vk EREY —/N\BEORIET O
TLADUL—ZTWVE T,

force-authorized

SOGLFREZ M & U, SRELET T
BUTIR—hZBEIEELE
ED

force-unauthorized | SREEHBEZEIE L. TS50 7
vk h\bd)wnEE'R%é'Cﬂ?‘E
L&,
(TR ERERE]
INS X —F & TISHERDRE
{auto | force-authorized

force-authorized |
force-unauthorized }

(E[QE el
INS A—F BN HEEH
{auto | auto F7cld force-authorized &7zl

force-authorized |
force-unauthorized }

force-unauthorized # A ULZE T,

[(E2=R]
INT A =T & FEEH
{auto | AW

force-authorized |
force-unauthorized }
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dot1x re-auth-timer local

I35A7Y M DRLEDBEEERL TOERZ X1 v FDF

re-authperiod) [CEDLDICLEFT,
no dot1x re-auth-timer local
ITS5APYMDORBIAEDBREEREX COBRBESRIEY —/\DERECKDELDICL

=) g 1Y e |

%% (dot1x timeout

=S
KARIVY REER—bDAVI—TI1—RAAV T4 T —YavE—-—RHDOET
LET,
[1Y5X—9]
INS A—F BT iEA
AN IISAFPY MNDORIADBEEEKRI TORRZRT v FD
BEICKEDLDICLET,
(TR ERERE]
INS XA —FEAF TIBHERDRE
Td:L/ 97{7/ t\«O)nlb\nﬁwﬁﬁﬁg__ﬁit@FﬁBﬁ%nlb\DEﬂ /\
E E(Lﬁb\gjo
[fBDE% EHEH]
INS X —F & e
AW AN
[(FR=E]
INSX—FE TEER
AN AW,
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dot1x re-authenticate
TS5A47P Y MNOBRIALDREEYEALLET,
XAROVYREER—MDAVI—T T —AAV T4 T L —Y3aVE—RHBERT
DESR

(/Y5 X—5]
INSX—SEFR i
AW AN
(T ERERE]
INS A —SEIR TISHERDRE
AN AN
[(fE DR EEEH)
INS A= EIR HEEH
AN AN
(F==HR]
INSX—SETR TEEER
AW AN

286




dot1x re-authentication

547 Y bNOERNBFRILZEM

no dot1x re-authentication

547 Y bNOERRBFREL & HEN

A

CaXAE

L&,

—_—=rues

CaXAE

L&,

KAOVY REEGR— DA VI —T 1 —RAV T4 T - aVE-—RHOERT

L&,
(VS AX—5]
INS A—FER A
AN AN
(T ERERE]
INS A —SEIR TSHERDERE
AN R EREL (B (CERESNTLE T,
(BN E&EH]
INSX—SETR R EEH
L AN
(F==R]
INTA—S BTN IEER
AW AN
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dot1x timeout quiet-period <seconds>
ALK U TR, ROBIAERZIT DX COREZHREL T T,
KAIVY REBR—bDAVI—TI—RAVT 1T L —Y3aVE—RHOET

LET,
[/IVS X—5]
INT A—FEHR Bz
<seconds> SREEN KRB UTBR, RO ERZITTOE COREEZHREL
x9,
[TEHERERE]
INT A—SEHR TBHERORE
<seconds> 60
[MEDER EHIH]
INS X =8 ZR SR
<seconds> 1~65535
[(FE=HE]
INS X =8 ZR TEEE
<seconds> 2L
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dot1x timeout re-authperiod <seconds>
IS5A7P Y MNDORIADBEREEKRT TORRZRELE T,
KAIVY REBR—bDAVI—TI—RAVT 1T L —Y3aVE—RHOET
LET,

[/IVS X—5]
INT A—FEHR Bz
<seconds> TEHIMESREEDEHTRER T,
[TEHERERE]
INT A—SEHR TBHERORE
<seconds> 3600
[MEDER EHIH]
INT A—SEHR eI
<seconds> 1~65535
[(FE=HE]
INS X =8 ZR TEEE
<seconds> 2L
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dot1x timeout server <seconds>
RELH—/I\DI 1 L7 NEEESRELVUET,
XAROVYREER—MDAVI—T T —AAV T4 T L —Y3aVE—RHBERT
DESR

[/IVS X—5]
INT A—FEHR Bz
<seconds> R —/I\DI 1 L7 NEFBEESRELET,
[TEHERERE]
INT A—SEHR TBHERORE
<seconds> 30
[MEDER EHIH]
INT A—SEHR eI
<seconds> 1~65535
[(FE=HE]
INS X =8 ZR TEEE
<seconds> 2L
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dot1x timeout supp-timeout <seconds>
IIAFPY DI L7 NRREZFRELET,
KAIVY REBR—bDAVI—TI—RAVT 1T L —Y3aVE—RHOET
LET,

[/IVS X—5]
INT A—FEHR Bz
<seconds> ITSAPV DI LPD NEEERELET,
[TEHERERE]
INT A—SEHR TBHERORE
<seconds> 30
[MEDER EHIH]
INT A—SEHR eI
<seconds> 1~65535
[(FE=HE]
INS X =8 ZR TEEE
<seconds> 2L
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dot1x timeout tx-period <seconds>
RN T 54 P2 bADRIEDBEEXEEKRX COBRZRELX T,
KAIVY REBR—bDAVI—TI—RAVT 1T L —Y3aVE—RHOET
LET,

[/IVS X—5]
INT A—FEHR Bz
<seconds> REEOBXREEKRE COEBESRELET,
[TEHERERE]
INT A—SEHR TBHERORE
<seconds> 30
[MEDER EHIH]
INT A—SEHR eI
<seconds> 1~65535
[(FE=HE]
INS X =8 ZR TEEE
<seconds> 2L
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<R TEHI>

BE .

A wN =

5.

R—h 1 OFWIAEWEEEHE LR T, I51 7Y MNOEHNBRILZ
BWCLE T, RADBEREERI TORRZ AT v FORECKDELD
[CEBEUXT, BANBREEKRIX TOERZ 6000 MICRELET,

"=~ 1DAVI—=TI—RAVT 1T L—aVE—RICBDET,
m—b 1 OFEHBEEBHELE T,

m"—b1DITSA7Y EN\DOEHNBRIAZEMCLET,

h—b 1 OREENBEEEREX CTO—ERE XM v FDFHREICKDLDIC
ZTEULXT,

R—bk 1 DRADBEEERE THOERE 6000 #NTHRELE T,

M24eGi> enable

M24eGi#t configure

M24eGi (config)# interface gi0/1

M24eGi (config-if)# dotlx port-control auto
M24eGi (config-if)# dot1x re-authentication
M24eGi
M24eGi (config-if)# dotl1x timeout re-authperiod 6000
M24eGi (config-if)# end

M24eGi#

aboonN =

(
(
(config—if)# dot1x re-auth-timer local
(
(

4-11-2 |IEEE802.1X R— b R—AFREEDHEH
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4.12. IEEE802.1X MAC X—XSRBEENDEEE
(D0—/N\)\3AYT140b—vavE-—NR] & V9TV T4T—v 3y

E— K] ([CTIEEEB02.1X MAC N—AFBEHHEEEIC DLV T DEREZITLVEX T, EABERD

SRIF [FET— F] [CT [show dot1x mac-based <port num>] TBRU TLEE L\,

IEEE802.1X MAC N—AREAPAESR IV

‘ M24eGi# ‘ show dot1x mac-based <port num>
Force Authorized MAC Address 88E3RIVY K
‘ M24eGi# ‘ show dot1x forceAuthorized-mac {all | single <MAC>}
KRB MAC 7 RULRAT—=T VBRIV VR
M24eGi# show dot1x unauthorized mac-address-table {interface <interface> |
mac}
EAP-Request EEHESRIVY K
| M24eGiff | show dot1x eap-request port config
IEEESQ2.1X #stBEwmBR IV R
‘ M24eGi# ‘ show dot1x statistics <port num> {since-reset | since-up}

[EEE802.1X MAC R—ARFE— FEEIVV R

| M24eGi(config-if)# | dot1x port-auth-mode mac-based

RABXEETOREEIVY R

‘ M24eGi(config-if)# ‘ dot1x max-req <value>

SOELENFEE IV Y B

‘ M24eGi(config-if)# ‘ dot1x port-control {auto | force-authorized | force-unauthorized}

O—-AVERBEER FIRREIVY R

‘ M24eGi(config-if)# ‘ dot1x re-auth-timer local

O—N)VEREER FIRRERIKRIVYY R

‘ M24eGi(config-if)# ‘ no dot1x re-auth-timer local

BRI IY Y R

‘ M24eGi(config-if)# ‘ dot1x re-authenticate

BRIAEHIVUE

| M24eGi(config-if)# | dot1x re-authentication

BREEY IV R

| M24eGi(config-if)# | no dot1x re-authentication

AL IV Y R

| M24eGi(config-if)j# | dot1x timeout quiet-period <seconds>

BRIERREIVY R

‘ M24eGi(config-if)# ‘ dot1x timeout re-authperiod <seconds>

BRI —/NIALPY MRREREIVV R

‘ M24eGi(config-if)# ‘ dot1x timeout server <seconds>

YTUNAYNIA LPO NBEREIVY R

‘ M24eGi(config-if)# ‘ dot1x timeout supp-timeout <seconds>
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soal 2RAERRESRE IV Y B

| M24eGi(config-if)# | dot1x timeout tx-period <seconds>

KRB FHIENREEAMREIV Y B

| M24eGi(config-if)# | dot1x control-direction {both | in}

saLARBRHE Y Y B

| M24eGi(config-if)# | dot1x mac-based init [<MAC>]

BRI IV R

‘ M24eGi(config-if)# ‘ dot1x mac-based re-authenticate [<MAC>]

BRIE%IVYE

‘ M24eGi(config-if)# ‘ dot1x mac-based re-authentication [<MAC>]

BEERMIVYY R

‘ M24eGi(config-if)# ‘ dot1x mac-based re-authentication [<MAC>]

EAP-Request AERRREIVY R

‘ M24eGi(config)# ‘ dot1x eap-request interval <sec>

EAP-Request ZEBH IV R

| M24eGi(config-if)# | dot1x eap-request

EAP-Request EEJEH IV R

| M24eGi(config-if)# | no dot1x eap-request

Force Authorized MAC Address S8 1V K

M24eGi(config)# dot1x forceAuthorized mac <MAC> mask-bit <mask-len> auth-mode
{authorized | unauthorized} portlist <port-list>

Force Authorized MAC Address HIfR IV R

‘ M24eGi(config)# ‘ no dot1x forceAuthorized mac <MAC>

KRBIAEMACP RURT—TIV T—IPUORNIALREIVVE

‘ M24eGi(config)# ‘ dot1x unauthorized age-out time <sec>

KREoat MAC 7 FLAE®RIVY R

‘ M24eGi(config)# ‘ dot1x unauthorized mac <MAC> <interface>
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<HEFROERTH>

IEEE802.1X MAC X— RS

SESRIVY FOERTHZUTICRLE T,

M24eGi> enable

NAS ID: Nasi

Supplicant Timeout
Server Timeout

Force Auth Timeout
Re-Auth Timer Mode

M24eGi# show dot1x mac-based 1

Operational Control Direction: Both
Transmission Period : 30 seconds
: 30 seconds
© 30 seconds
. 3600 seconds
© RADIUS

Supplicant MAC Addr Type

Port No: 1 Number of Supplicant: 512
Administrative Control Direction: Both
Maximum Request D2
Quiet Period © 60 seconds
Re-authentication Period: 3600 seconds
Per Port Re-auth > Disabled

MAC Control Auth Status Re-auth

No entry exist!

M24eGi
4-12-1 |EEE802.1X MAC R—AREIRESR IV Y FDETTHI
NAS ID #oak ID(NAS Identifier)z&RnRULE T,
Port No R—bDBESZRRLUET,

Number of Supplicant

nlL.\u[E%_q:_Jjé-'jj Ay F?ﬁ’&i’%ﬂ'\b?jo
THEHER(E 512 [CERESNTULET,

Operational Control

RESELEF D/ Ty b HIEPAREZRRL X T

Direction Both KEBELIRRETIEZ/NNT Y FDEZEZTTVEE A
In KBILRRETIZ/ T v fDZEETVE R Ao

Administrative Control | REBEEED/ T v MR EZRRLUE T,

Direction Both REDIAPRRETIZ/NT v FDEREZTTVERE Ao
In KREBELREETIZ/ T v fDOZEETTVEE Ao

Transmission Period

v UAY EN\DFIEBEKREX TORERERT L/ijo
THEHEERIE 30 ICRESNTLET,

Supplicant Timeout

ISAPYEDIALPD MREZERRLUE T,
THHERE 30 MICRESNTLET,

Server Timeout

WAL —I\DI 1 LP D MEREZERRLUE T,
THHERE 30 MICERESNTLET,

Maximum Request

BEENBRABREITOHZRRLE T,
TBHEEE 2 OICERESNTLEXT,

Quiet Period

nlb\u[Eb\giHibTL_E%\ /ﬂ@ulb\uﬁg?%?§5i_Co)H%Fﬁ_Cjo
THHERE 60 WICHRESNTLE T,

Re-authentication
Period

ZEH«H E’]ﬁnlb\nIEa)n_t??FﬁBﬁ&iT L/ gf 3_0
TSR 3600 MICERESNTLET,
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Force Auth Timeout

s@mlEREE MAC 7 RLADSI 1 L7 D MEEZRRLUE T,
THHER(E 3600 ICERESNTLET,

Per Port Re-auth

M— b 2R TOEHNBERIEDES - BHERRLE T,

Enabled EHIM(CBEREEZ1TLE T,
Disabled EHIN(CBFREEZ1TVLWEE Ao
(I BB ERERRE)

Re-Auth Timer Mode

RADIUS B—/V&D Session-Timeout Attribute AYEAIE
NEHZaIc. COEEZFERITDINE DN ZERRLUET,

RADIUS Session-Timeout NEZE@EL TERL
F9, (TBHERERE)
Local CDEED Re-auth Period DEZRICH
BLZEd,
Supplicant MAC Addr | B77UAY D MAC 7 RLUXAZRRUE T,
Type LA EZRIRUE T,
Dynamic EHIC RADIUS B—INELDEBEEES NI
EERULET,
Static BHCERSINIBRICKDFBAIS NI
EERULET,
MAC Control FREAEDTEEZERRUE I,
Auto RADIUS B—/N\IC L DR =FR LU LT,
Force SRHFREAEREZ R LUE T,
Authorized
Force BRI EZRLUE T,

Unauthorized

Auth Status

SALAREERLE T,

Authonzed nn..\uIE'U( t%é;t%i@bij

Unauthorized EEDIL.\DIE'iﬁ t%é;t%ﬁbi?

Re-auth

v DAy b BOBFRIEREERRL 356—0

Enabled BRIt Z1TUL\E T,

Disabled BRI ZTVE B A
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show dot1x mac-based <port num>
MAC N—XFRALDRIPRREZSR UK T,

[/\5X—9]
INT A =S A A
<port num> WMRETDR—FESZIEELE T,
(TR ERERE]
INT A—F BN TIBHEROFRE
AN AN
(5 i)
INS XA —FEAF e
<port num>
<Switch-M24eGi>
1~24
<Switch-M16Gi>
1~16
< Switch-M8eGi>
1~9
[(ERER]

INSX—SETR TEEER

AN AN
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show dot1x forceAuthorized-mac {all | single <MAC>}
sEHlEREE MAC 7 FLRAZBRULE T,

(AP St
INT A =S A A
{all'] single RTHEDEEZLX T,
<MAC>} all 2TCHIVHMUZERRUET,
single BELIE MAC P RLADAHARRUET,
<MAC> WRETDMACPRURAZEBELX T,
(TR HERERE])
INSA—FETR TBHERORE
AN AN
(D& E ]
INSA—FETR N EEE
<MAC> s&HIEREE MAC 7 KL X
[(FR=E]
INSA—F A TRER
AN AN
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show dot1x unauthorized mac-address-table {interface <interface name> | mac}

REBEEMAC P RURAT—T )V aBRULET,

[IN\S5X—9]
INS A —FEAT A
{interface RTEAFDIEEZLE T,
<interface interface 1V —T1—ABORTRZRLUE T,
name> | mac} <interface WRETDAIVI—TI—ABEBELX
name> EP
mac MAC 7 RL REICRRLFE T,
(TR ERERE]
INS XA —F & TIBHERDRE
AN AN
(B3R E&iE]
INSX—FE SR EEH
<interface
name> < Switch-M24eGi >
GigabitEthernet0/1-GigabitEthernet0/24
< Switch-M16eG i>
GigabitEthernet0/1-GigabitEthernet0/16
< Switch-M8eGi >
GigabitEthernet0/1-GigabitEthernet0/9
BINCHIEEHTIRETT,
Bl - GigabitEthernet0/1—gi0/1
[(EE=E]
INSX—FEH TEER
AN AN
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show dot1x eap-request port config
EAP Request DEREZBRLF T,

[N\SX—5]
INS A—FER A
AN AN
[(TiEHE R ERE]
INSX—SEFR TS ERDERE
L AN
(BN E&EH]
INS A —SEIR HEEH
AW AN
[(E==E]
INS A= EIR TREE
AN AN
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show dot1x statistics <port num> {since-reset | since-up}
|[EEES02.1X HlfEl/ 7w b Dt ERZBRLE T,

[IN\S5X—9]
INS A —FEAT A
<port num> WMRETDR—FESZIEELE T,
{since-reset | R I DftetBERDBEZIEELE T,
since-up } since-reset | A VFULY hHBLDEZRRLET,
since-up HEEDEEBNODEZRRLUET,
(TR ERERE]
INS XA —F & TIBHERDRE
AN AW
(BN E ]
INT XA —FEAF eI
<port num>
<Switch-M24eGi>
1~24
<Switch-M16Gi>
1~16
< Switch-M8eGi>
1~9
[(E==EH]

INSX—SETR TEEER

ANV AN
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dot1x port-auth-mode mac-based
MR VI —T T —ADBIEHZE MAC N—RFREECERELF T,
KAIVY REBR—bDAVI—TI—RAVT 1T L —Y3aVE—RHOET
LET,

(/Y5 X—5]
INSX—SEFR i
AW AN
(T ERERE]
INS A —SEIR TISHERDRE
AN AN
[(fE DR EEEH)
INS A= EIR HEEH
AN AN
(F==HR]
INSX—SETR TEEER
AW AN
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dot1x control-direction {both | in}
Revalt D/ Ny b BN EZREL X T,
KAIVY REBR—bDAVI—TI—RAVT 1T L —Y3aVE—RHOET
LET,

[IVSX—5]
INSX—SEFR i
both RSN TULRVES, COEBRIMER—EHDD/T Yy
b DEZENTHNEE Ao
in RSN TULRVEES, COEBRIFR—EHSD/NT Y
b DZREMTHONETE Ao
(T ERERE]
INSX—SETR TS aERORE
AN AN
(BN E&EH]
INSX—SETR R EEH
ANV AN
[(E==E]

INTA—S AT ETEER

AN AN
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dot1x mac-based init [<MAC>]
R— b 2ERFBFYTVUAY S OFRIPARREZHELE T,
KAIVY REBR—bDAVI—TI—RAVT 1T L —Y3aVE—RHOET

LET,

[IVSX—5]

INS A—FZH BT

<MAC> REAFE g ETDHITUAY D MAC 7 RURAZIEE

LEd, (FT7vav)

(TR AR ERE]

NS A—FZH TIEHERORE

AN AN
[MEDER EHIH]

INS A—FZH R EEIE

<MAC> RAFT—TIED MAC PR
[(FE=HE]

INS A—FZH TEEE

AW 2N
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dot1x mac-based re-authenticate [<MAC>]
YU AY S OBFRIPREZYEEL X T,
KAIVY REBR—bDAVI—TI—RAVT 1T L —Y3aVE—RHOET
LET,

(NS X—5]

INSA—STEH | 58

[<MAC>] BEOYTUAY NORHIBELET, (F7v3Y)
[TEHERERE]

NSA—SEH | TaHaR0RTE

L =L
[1BDER EEE]

INTA—SEH | SR8

[<MAC>] BT — 7L LD MAC 7 LR
[(FE=IE]

NSA—TEH | tRSE

U L
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dot1x re-authentication [<MAC>]

-U'j AV~ @Eﬁﬂﬂﬁﬁu,b\uﬁ%ﬁxﬂllaﬁibiﬁ'o
no dot1x re-authentication [<MAC>]

-U'j AV @IEE@E’J@.:,L\DE%ExB(CEQEinﬁ_O

KAOVY REEGR— DA VI —T 1 —RAV T4 T - aVE-—RHOERT

L&Y,

[IY\S5X—5]

NSA—SEH | 58

[<MAC>] BEOYTUAY FOHTEELET, (73
[TEHERERE]

NSX—9EH | IatERnEE

L EHRNERILIENCEEINTVET,
[1EDE%E &)

NSA—FEM | s

[<MAC>] RE7— )V LD MAC 7 RL R
[(FREIE]

INTA—S BTN IEER

ANV AN
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dot1x eap-request interval <sec>
Revak MAC 7 RL RIS U TEET D EAP Request DEEER() 2R ELF T,

[IN\S5X—9]
INS A —FEAT FieA
<sec> EAP Request DEEER(M)ZRELX T,
(TR ERERE]
INS X—F B THHRERDRE
<sec> 5
QE[QR A )
INT X—F B Branat 1l
<sec> 1~3600
[EE=E]

INS A= EIR TREE

AN AN
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dot1x eap-request

EAP Request DEBEBHMICLET,
no dot1x eap-request

EAP Request DEEBEEHICLET,

KAOVY REEGR— DA VI —T 1 —RAV T4 T - aVE-—RHOERT

L&,

[N\SX—5]

INS A—FER A

AN AN
(T ERERE]

INS A —SEIR TSHERDERE

AN AN
(BN E&EH]

INSX—SETR R EEH

L AN
(F==R]

INTA—S BTN IEER

AW AN

309




dot1x forceAuthorized mac <MAC> mask-bit <mask-len> auth-mode { authorized
| unauthorized} portlist <portlist>

sEHlEREE MAC 7 FLURZENLE T,
no dot1x forceAuthorized mac <MAC>

sHIEFREE MAC 7 FLU R ZHIBRLE T,

(NS X—5]
INS X—F B Bdi)E
<MAC> SEHIEREEDREE TD MAC PRV REIBELET,
<mask-len> EBEULE MACZ RULADVY AT RZIBELEX T,
{authorized | | BELAHEZEELEX T,

unauthorized} authorized SRHIEREEZRLUEX T,

unauthorized | s&HIKRBIAEERLUE T,

<portlist> WMRETDR—FUXFZEEBELET,
[THEHERERE]
INS A—F B TIGHEDERE
AW AW
[1BE(DER EEHE]
INS X—SEHR R EEIE
<MAC> A=+ AN MAC7ZFL X
<mask-len>
<portlist>
<Switch-M24eGi>
1~24
<Switch-M16Gi>
1~16
< Switch-M8eGi>
1~9

BHOR— N %ZREQRETT,
%l . 1-3,5

(E=EIR]

INSX—S T TEEER

AN AN
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dot1x unauthorized age-out time <sec>
EAP Request XEXE®E T DRI MAC P RUAT—TIVDI—IPIRIA L

(W ZHRELET,

[N X—7]

INT A—FEHR Bz

<sec> FEE MAC PRUVRT—TILDI—I PO RI1 L(W)%&

EBELXT,

[TEHERERE]

INT A—SEHR TiEBHEROEE

<sec> 300
[MEDER EHIH]

INT A—SEHR eI

<sec> 0~65535
(FE=1H]

INS X =8 ZR TEEE

AN 2N
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dot1x unauthorized mac <MAC> <interface name>
KRB MAC PRUART—TILNMAC ZPRLUAEEBIILE T,

[I\SX—%]
NS A—F B EA
<MAC> WEETDMAC P RUAZEIBELET,
<interface WRETDMVI—TI1—RAE%IBELET,
name>
[THEHERERE]
NS A—F B TSR DERTE
2L A
[1BDER EEE]
NS A—F B R EEIF
<MAC> A-F+ A MACPZRLRA
<interface
name> <Switch-M24eGi>
1~24
<Switch-M16Gi>
1~16
< Switch-M8eGi>
1~9
BHOR— N %ZRETETT,
%l :1-3,5
[F==1H]
INS X—FEHR FREE
AW AW
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<sFEH>
BEZE R— b 1 D IEEE802. 1X FREEA R %ZE MAC N—XEREECZEE L, EAP Request
XEREZEMCLET,

1. =M1 DAVI—TT—RAV T4 T L—YavE—RICBDZET,
2. ih—F 1 D IEEE802.1X EReEA%E MAC N—AEREEICLE T,
3. iRi—b 1 M EAP Request XEHEEEZBMICLE T,

M24eGi> enable
M24eGi# configure

M24eGi (config)# interface gi0/1 |
M24eGi (config-if)# dotlx port-auth-mode mac-based e 2
M24eGi (config-if)# dot1x eap-request -3
M24eGi (config—if)# end

M24eGitt

4-12-2 |EEE802.1X MAC N—ASBEEDEREHI
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4.13. MAC EREEDERTE

(DO—/\IVAVv T4 TdU—3avE—R] [CTMAC SBIEEEEIC DLV TOEREETTUVE
9., BERNBHROBSRIE IFHETE— K] (CT [show mac-authentication] TBRBRULTLTE
AR

MAC SBEEEER IV R

‘ M24eGi(config)# ‘ mac-authentication

MAC SBEEEEfR IV Y B

‘ M24eGi(config)# ‘ no mac-authentication

MAC SR8 BT 0y JRESREIVY R

‘ M24eGi(config)# ‘ mac-authentication auth-fail block-time <sec>

RADIUS b—/N\ZEEBRI1—VET+—V vy MREIVY R (KXF - I\XF)

| M24eGi(config)# | mac-authentication mac-format case {upper | lower}

RADIUS H—/N\EEBRI1I—YR7+—V v FEEIVYVER (RYIDXF)

M24eGi(config)# mac-authentication mac-format delimiter {hyphen | colon | dot |
none}

RADIUS Bb—/\EEBRI1I-YET+—< v FMEEIVVEF (RYIDXFH)

‘ M24eGi(config)# ‘ mac-authentication mac-format delimited-char-num {2 | 4 | 6}

RADIUS B—/\EEBR/NRAT—R T+ —V vy FREIVVR

‘ M24eGi(config)# ‘ mac-authentication password {mac | manual}

RADIUS B—/\ZEEREE/\AT— RREIVY R

‘ M24eGi(config)# ‘ mac-authentication password manual <string>

RADIUS B —/\ZEEREE/ VT — RHEIBRIVY Y R

‘ M24eGi(config)# ‘ no mac-authentication password manual

MAC SBEER— FREIVY R

‘ M24eGi(config)# ‘ mac-authentication port <portlist>

MAC SBEER— FHIRR OV Y B

‘ M24eGi(config)# ‘ no mac-authentication port

MAC SBEIRESR IV R

‘ M24eGi# ‘ show mac-authentication
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<HEFROERTH>

MAC SREEERESR IV Y FOERTHZUATICRLEX T,

M24eGi> enable

Case

Delimiter

Manual Password

Delimited Characters

RADIUS Password Type

M24eGi# show mac—authentication
MAC Address Format for RADIUS Username
. Upper

© Hyphen

D2

© MAC Address

M24eGi#
4-13-1 MAC SBARESRIVY FOETHI
Case RADIUS B—/I\N\1—HEEUTMAC P RUAZEXETD
BOARNE « I\XFEEELVLET,
Upper AN FERUET, (TDBHERERE)
Lower IWXFERUET,
Delimiter RADIUS H—/IN1—HEELUTMAC PRUA%ZXETD

BROXYID X FDEEZEELE I,

Hyphen | N1 D V(-)&ERTdl&ZaRULET,
(TBEEREEE)

Colon J0V()&ERTdIEZRULET,

Dot Ry bh()EFERTDIEZRULET,

None RYIOFEFALUBVNCEEZRLET,

Delimited Characters

RADIUS H—/\N\1—H¥EZEUTMAC P RLRAZRXETD
BROXYID L FHZEEELE T,

2 2 XFBICRYDIEZRULET,
(THBEERERE)

4 ANFBICXYDIEZRLET,

6 6 XFBICRYDIEZRULET,

RADIUS Password
Type

MAC SREEIC RADIUS —/\%ZfERT DIZE(C. RADIUS &
—/)ININRT—=REUVTREETDINFIDERNZRLE T,

MAC MAC 7 RLUREB—DXNFS & FERITDER
xKUFT, (THBLEEREEE)
Manual | FRDEEXFI&FERITDIIEERUET,
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Manual Password

RADIUS Password Type h* Manual [CERESNTL\DHE
[CNRAT—FEUVTEESNDEEXFF2RRUET,
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show mac-authentication

MAC LR EZBRUE T,

[N\SX—5]
INS A—FER A
AN AN
[(TiEHE R ERE]
INSX—SEFR TS ERDERE
L AN
(BN E&EH]
INS A —SEIR HEEH
AW AN
[(E==E]
INS A= EIR TREE
AN AN

317




mac-authentication

MAC SR EEZBMCLE T,

no mac-authentication

MAC FREEHREZ EHCL X TS

(/Y5 X—5]
INSX—SEFR i
AW AN
(T ERERE]
INS A —SEIR TISHERDRE
AN AN
[(fE DR EEEH)
INS A= EIR HEEH
AN AN
(F==HR]
INSX—SETR TEEER
AW AN

318




mac-authentication auth-fail block-time <sec>
MAC SREFRE (CBERIIIEZZ (1D X TORE(W)ZHRELF T,

[\ X—%]

INT A—SEHR s8R

<sec> SAMLEZZ (I T DX TORRE(W) ZiEELX T,
(TR E]

INS X =8 ZR TEHERFOERE

<sec> 60
(BN EHIH]

INT A—SEHR eI

<sec> 1~65535
[(FE=HE]

INT A—SEHR TREE

AN, AN,
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mac-authentication mac-format case {upper | lower}
MAC SREECHULT RADIUS Y—/N"\ZBRETDIBSIC. RADIUS B—/INI1—H'%E
EUTEETD MACPRUADAXF « INLFHEHRELET,

(/Y5 X—5]

INSX—SEFR i

{upper | lower} | AXZF « IWXFZRELE T,

upper AN FaRUET,

lower IWNXFZERUET,

[(TRHERERE]

INS A —SEIR TSHEERDERE

{upper | lower} | upper

(EDRE&E]
INS A—FER HEEH
AN AN
(F==R]

INSX—SETR TEEER

AN AN
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mac-authentication mac-format delimiter {hyphen | colon | dot | none}
MAC SREECHULT RADIUS Y—/N"\ZBRETDIBSIC. RADIUS B—/INI1—H'%E
EUTEETD MAC P RLUADRYID N FZHR/ELFX T,

[V X—5]
INTA—FETN it
{hyphen | colon | RYIDNFZEZEL XTI,
| dot | none} hyphen | N1V (-)&ERATHIEZRLET,
colon JOV()zFERITDEERULET,
dot By b()EFERITDIEZRULET,
none RYIDNFZERLRBWCEZRUET,
[(TEHERERE]
INT A —F A TIHHERDERE
{hyphen | colon | hyphen
| dot | none}
(5 i)
INS A—F BT e
AN AN
[(E2=R]
INS A—F BN TEER
AN AN
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mac-authentication mac-format delimited-char-num {2 | 4 | 6}
MAC SREECHULT RADIUS Y—/N"\ZBRETDIBSIC. RADIUS B—/INI1—H'%E
EUTEETD MAC P RLUADRYID N FZHR/ELF T,

[/35 X—5]
NSA—S&H | 588
(2146 RO FERELET.
2 2 NEBCRYB EERLET,
4 4 XFBCRYB EERLET,
6 6 NFBICRYB EaELET,
[TiptHmEREE]
NSA—SEM | IBhaBnmE
{2]14]6} 2
(B )
NSA—SBH | s
720 720
3=t 35)

INSX—SETR TEEER

ANV AN
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mac-authentication password type {mac | manual }
MAC SREECHULT RADIUS H—/N\ZERTDIFSIC. RADIUS H—/IN/IYZXT—
FEUTEBEITDXFINDEEZRELE T,

[V X—5]
IND A —FETR A
{mac | manual} | RADIUS H—/IININZXT—RELUTEETDINFINDEE
ZRUET,
mac d—5&EE—0D MAC 7 RURAERANFI %=

RIS EZRLET,

manual | FRDBEENFIZFERATDIEERULET,

(TR ERERE]

INT A —F A TIHHERDRE

{mac | manual} | mac
(5 i)

INS A—F BN SR EEH

W, AW,
[(E2=R]

INS A—F BN TEER

W, AN,
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mac-authentication password manual <string>
MAC ZBEEICH LT RADIUS HY—N\ZERTDHBE(C. RADIUS H—/IN/YRXT—
FEUTEBEIDEENFINERELFT T,

no mac-authentication password manual
BEXFIDFREZHELE T,

[IWSX—5]

INS XA —SEIR ibA

<string> BEXFIZEELE T,
[(TEHERERE]

INT A —F A TIHHERDERE

<string> *L
(D& E ]

INT A =S A SR

<string> FRAEH 1~32 XF
[(FR=E]

INSX—SETR TEEER

AN AN
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mac-authentication port <portlist>

MAC SR ZTONERR— b ZRELX T,
no mac-authentication port

MAC SREFZTONER— b ZHELE T,

(NS X—5]
INS A—=F B Bz
<portlist> MAC SREE#TOMNBRR— M ZIBELE T,
[TEHERERE]
NS A—F B TSR DRTE
<portlist> AN
[1BDER EEE]
NS A—F B R EEIFH
<portlist>
<Switch-M24eGi>
1~24
<Switch-M16Gi>
1~16
<Switch-M8eGi>
1~9
BHOR— N %ZRETETI,
Bl:1-3,5
[F==1H]
INS X—SEHR EREHE
2L A
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<sEF 1>
BE : IR— bk 1~2 TMACREEZEMICL, O—HIL MAC T—IR—X(C
BERUTEERARDHA VLANT NOBEZFILE T,
REFIRAIZ VLAN 100 ([ChRBELE TS

1. IR—b12DAVI—TI—RAV T4 T L—YavE—RCBDET,

2. "—K1,2DPVID % 100 (CEELXT,

3. O—=7A)L MAC T—=I R—2ZN XX XX XX XX XX XX %2 VLAN 1 (C
BADHTDLOEHFERULET,

4. i"—b 1,2 &# MAC FBEEU&R—MNIEELE T,

5. MAC &BiEaBMICLET,

M24eGi> enable

M24eGi#t configure

M24eGi (config)#t interface GigabitEthernet0/1-2 SR
M24eGi (config—if)# pvid 100 Ry
M24eGi (config—if)# exit

M24eGi (config)#t aaa authentication auth-mac XX:XX:XX:XX:XX:XX vlan 1 -3
M24eGi (config)# mac—authentication port 1-2 <-4
M24eGi (config)# mac-authentication ---5
M24eGi (config)# end

M24eGi

4-13-2 MACEREK(O—HILT—8 X—RFBEE) DERESH
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<sEH 2>
BE . R—b 1~2 TMACRIZEMNCLET,
KERImAIZ VLAN 100 (ChRRELE T,
SBEESE%Z RADIUS B —NITIEEL, 1—Y'& - INAT—RHIC
"XX-XKXX-XKXKXX DT =Ny b TEBELE T,
XRADIUS H—NICUTDI—YPHOY b ZER L. FEERIC VLAN 1\
EDZHTOENDLIICLET,
T—HE 1 XXXX-XX-XX-XX-XX
INZAT =R 1 XX-XX-XX-XX-XX-XX
Tunnel-Private-Group-ld=1

1. MACEBEED Primary Database Z RADIUS [CEREL X T,
2. R—M12DAVI—TJx—RAV T4 T L—YavE-—RICEBDET,
3. K=k 1,2 M PVID % 100 [CEEL &Y,
4. /—I_\o_ I\ 1 2 % MAC ull..\u[EX—j%T I\‘L? féL/gEg_o
5. MAC nlb\uIE%ﬁ)‘jJ(LL/gsjo
M24eGi> enable
M24eGi#t configure
M24eGi (config)# aaa authentication mac primary radius secondary none cee
M24eGi (config)# interface GigabitEthernet0/1-2 Y
M24eGi (config-if)# pvid 100 -3
M24eGi (config-if)# exit
M24eGi (config)# mac-authentication port 1-2 SRRy
M24eGi (config)# mac—authentication -5
M24eGi (config)# end
M24eGitt

4-13-3 MACEBEE(RADIUS SREE)DEEESI
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4.14. WEB SREEDERTE
(20— T 40U —23aVE—R]ICTWEB SREEEREIC DLV TDEREEITLE T,
BEXNBRODBSRIE FHEET— K] [CT [show web-authentication] TSRUL TLEE0LY,

VWEB SREEgERZ IV K

‘ M24eGi(config)# ‘ web-authentication |
WEB S3EERERZN IV R

| M24eGi(config)# no web-authentication |
WEB 588 SBEE7 0y JRESREIVV R

| M24eGi(config)# web-authentication auth-fail block-time <sec> |
WEB R&EEh— FREIVV R

| M24eGi(config)# | web-authentication port <portlist> |
WEB SB&E/R— MHEIBROV YV R

‘ M24eGi(config)# ‘ no web-authentication port ‘
R IP 7 RLAREIVV R

‘ M24eGi(config)# ‘ web-authentication virtual-ip <IP> ‘
=28 IP 7 RLRHIFRIVY YV R

‘ M24eGi(config)# ‘ no web-authentication virtual-ip ‘
WEB 88807 VE@E HTTP/R— REIVVR

‘ M24eGi(config)# ‘ web-authentication web-port http <l4-port> ‘
WEB R8O VEE HTTP /R— MLV R

‘ M24eGi(config)# ‘ no web-authentication web-port ‘
D127k URLEREOVVER

‘ M24eGi(config)# ‘ web-authentication redirect <URL> ‘
US4 L7k URLHIBROVYY B

‘ M24eGi(config)# ‘ no web-authentication redirect ‘
WEB RBEEO7 1 VEE S MVEREIVVR

‘ M24eGi(config)# ‘ web-authentication contents title <string> ‘
WEB RBEEO7 1 VEE I1—YEXFIREIVYR

‘ M24eGi(config)# ‘ web-authentication contents username <string> ‘
WEB RBEEOJ (1 VEE /\RAT—RNXFIREIVV R

‘ M24eGi(config)# ‘ web-authentication contents password <string> ]
WEB R0 YEE O3IF7—97Pvy70—RFRIVYVR

‘ M24eGi(config)# ‘ copy tftp <IP> <filename> logo-data ]
WEBSREOTJAM VEE XvtE—IRMBEIVVR

‘ M24eGi(config)# ‘ web-authentication contents message <string> ]
WEB RBEEO7 (1 VEE SXR@REIVVR

‘ M24eGi(config)# ‘ web-authentication contents description <string> ]

WEB SBEEO07 1 VEERE HIRIVYV R

M24eGi(config)# no web-authentication contents {title | logo-data | username |

password | message | description}
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—#IF DHCP Y—/ e &1V R

| M24eGi(config)# | web-authentication dhcp enable

—BFIA DHCP b—/\#gE |V VR

‘ M24eGi(config)# web-authentication dhcp disable

HWHUBRE IP 7 RLAREIVV R

| M24eGi(config)# | web-authentication dhcp start-ip <IP>

HWHU IP PR BEIVVER

‘ M24eGi(config)# ‘ web-authentication dhcp ip-num <ip-num>

IP7RLR V-ABEREIVY R

‘ M24eGi(config)# ‘ web-authentication dhcp lease-time <sec>

TI7#IVMIV—IREIVV R

‘ M24eGi(config)# ‘ web-authentication dhcp default-router <IP>

T7#IVMIV—IE HEIVUR

‘ M24eGi(config)# ‘ no web-authentication dhcp default-router

DNS —/"\PRLUAREIVV R

‘ M24eGi(config)# ‘ web-authentication dhcp dns <IP>

DNS 4—/\P FLRABE HEIVVE

| M24eGi(config)# | no web-authentication dhcp dns

WEB SBEERESRIVY

‘ M24eGi# ‘ show web-authentication

WEB SREE07 1 VEERESRIVVF

‘ M24eGi# ‘ show web-authentication contents

—#IFE DHCP Y—/\&®RESRIVV R

‘ M24eGi# ‘ show web-authentication dhcp
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<HEBERORTH 1>
WEB SELRESR IV Y FORTHIZLUTICERUE T,

M24eGi> enable
M24eGi# show web-authentication

Virtual IP Address : 0.0.0.0
HTTP Port Number : 80
Redirect URL

M24eGit
4-14-1 WEB SREERESR IV Y FDETHI
Virtual IP Address WEB REE07 1 VEE CEHRTDRE IP P RUAZFRRL
ES N
HTTP Port Number WEB B:3FO07 1 VEE CEHT D
Redirect URL WEB SREERINEICUS 1 LT bRRSED URL R RUE
I,
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<HEBERORTH 2>
WEB SREER—IRRFVESRIVY FORTHZLUTICRLE T,

M24eGi> enable
M24eGi# show web—authentication contents

Page Title

Logo Data : None

User Name String : User Name
Password String : Password

Message
Description :
M24eGit
4-14-2 WEB REER—IH/ESR IV Y ROZETHI
Page Title WEB FBEEOT A U R—I DI A ~ IV FFZRRUE T,
Unicode TOEBREBAINTEETT,
Logo Data O37F—9DEEZXRRULET., TFIP ¥ —/NRHAICT

JPG/PNG/GIF ERDE‘T—9 %Z 512KB X TEHETIRE T,
SEFROER(S WEB REEE CHERBIDIENTEXT,

Existed | OO7—9MRFESNTVDIEZRULET,

None OO7F—9MRESNTLRNCEZRULET,
(TS

User Name String I—YBANIBONFSNZRRUET,
(THHEITEFERRE : User Name)
Unicode TOBEAZEANINTIEETT,

Password String INAT—RADRDOXFHNERRUE T,
(THHERERRE : Password)
Unicode TOBASZEAANTIRETT,

Message XAy E—IBWORRTFALZRRLUET,

Unicode TOBABANBLUUTOHTMLI I H'ERTIEET
9, (fthd HTML 97 (3##Ezh1L)

<a> <b> <i> <u> <center> <right> <left> <font> <h1>~
<h5> <div> <span> <br> <p>

Description EEDKRRTFA M ZRRLUET,

Unicode TOBARZBANBIULUTOHTMLY I HMERTIRET
9, (D HTML 97 (3 #1t)

<a> <b> <i> <u> <center> <right> <left> <font> <h1>~
<h5> <div> <span> <br> <p>
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<HEBERORTH 3>
—R#IF DHCP b —/N\ERESRIVY FOETHZUTICRLE T,

M24eGi> enable

DHCP Lease Time

M24eGi# show web—authentication dhcp

Temporary DHCP Server Status : Disabled

Start of Leased IP Address : 0.0.0.0
Number of Leased IP Address : 32

- 30 seconds

Default Router Address 0.0.0.0
DNS Server Address 2 0.0.0.0
M24eGi#
4-14-3 —BFIF DHCP Y—/\s&8ES8R IV Y ROETHI

Temporary DHCP
Server Status

—BFIFE DHCP Y —/\OIREBEZRTRUE T,

X b VLAN 1D WEB FBEEA BRI R— b (T L. WEB 583
ROFP IR CHER IP 7 RLADILWVNBELZITVE T,
AEREZFIA T DICIE WFEETD WEB FBEER— WL TE
B VLAN ZB3IC U7 A~ VLAN Z8EL TLTES LY,

Enabled —BFIF DHCP H—/\Hh BT,
Disabled —BFIFE DHCP Y —/\HhEH T,
(THEERERE)

DHCP Lease Time

P 7 RUADU —RBEB) ERRLE .
(TBHERRE - 30)

Start of Leased IP
Address

U—RFDIPPRUVADRBY RLRAZRRULEX T,
YT xRy bNYRAJI(F255.255.255.0 BIE T,

Number of Leased IP
Address

U—X92DIP 7L AEZRRLET,
(TISHERERE © 32)

Default Router
Address

DHCP TEBRIDT7#IMIL—F P RLADEZRRLE
Fo RRRICT A VLANRICEFHET D IP P FLRZEEEL TL
a1 AN

KIDEED IPP FUAZHRULET,

DNS Server Address

DHCP T&®A1d 3% DNS b —N"\FP RLUADEZERRLEX T,
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show web- authentication

WEB 83 aﬁfﬁ&@'ﬂﬂbiﬁ_o
show web-authentication contents

WEB un..\nEDQ 1 VEENR— /EQE&@R@L/??}
show web-authentication dhcp

—B5#)FH DHCP Y —/\s&kE=B8RULX 7,

[N\SX—5]
INS A—FER A
AN AN
(T ERERE]
INS A —SEIR TISHERDRE
AN AN
(BN E&EH]
INSX—SETR R EEH
L AN
(F==R]

INTA—S BTN IEER

AN AN
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web-authentication

WEB SREEHEEZBMICLE T,

no web-authentication

WEB SREEHEEZEINIC L X T,

(/Y5 X—5]
INSX—SEFR i
AW AN
(T ERERE]
INS A —SEIR TISHERDRE
AN AN
[(fE DR EEEH)
INS A= EIR HEEH
AN AN
(F==HR]
INSX—SETR TEEER
AW AN
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web-authentication auth-fail block-time <sec>
WEB SRR (CBERITNEAZ(TTDE TORBE(F) &2RELE T,

[\ X—%]
INT A—SEHR s8R
<sec> SAMLEZZ (I T DX TORRE(W) ZiEELX T,
(TR E]
INS X =8 ZR TEHERFOERE
<sec> 60
(BN EHIH]
INT A—SEHR eI
<sec> 1~65535
[(FE=HE]

INS A= EIR TREE

AN AN
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web-authentication port <portlist>

WEB Sl 2T DOMER— b~ Z/RELE T,
no web-authentication port

WEB Sl Zz T DOMER— h ZHELE T,

(NS X—5]
INS A—=F B Bz
<portlist> WEB SBEE# 1T OMBR— M ZIBELE T,
[TEHERERE]
NS A—F B TSR DRTE
<portlist> AN
[1BDER EEE]
NS A—F B R EEIFH
<portlist>
<Switch-M24eGi>
1~24
<Switch-M16Gi>
1~16
<Switch-M8eGi>
1~9
BHOR— N %ZRETETI,
Bl:1-3,5
[F==1H]
INS X—SEHR EREHE
2L A
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web-authentication virtual-ip <IP>

WEB FREE07 1 VEE CERITDIRE IP P RLAZRELE T,
no web-authentication virtual-ip

B IP 7 RLUADHFREZHELE T,

[IVSX—5]
INSX—SEFR i
<IP> WEB SBEEO7 1 VEE TERTDRE IP 7 RLAZEEL
SN
(T ERERE]
INS A —SEIR TSHERDERE
<IP> 0.0.0.0
[(fE DR EEEH)
INT A =S A R EEH
<IP> 0.0.0.0 8&£ T 224.0.0.0-255.255.255.255 Lish mD=
BRICE#ITDRY N T—TO7 FLALBMOERD IP 7KL
A
[(E==E]
INTA—S AT TEEER
<IP> 1.1.1.1 BE, ERCERIDRY NT—TELIRBDRY

RO—OPRLADIPPRLRAZIBELTLES LY,
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web-authentication web-port http <l4-port>

WEB SB8E07 1 VEE CERTD HTTP R— hESZHRELF T,
no web-authentication web-port

HTTP iR— b BESDREZIHL X T,

[V X—5]
INT A =S AT it
<l4-port> WEB SREEO07 1 VEE CERYTD HTTP R— hESZETE
LET,
(TR ERERE]
INT XA —FEAF TIHHERDERE
<|4-port> 80
(B3R E&iE]
INS A—F BN SR EEH
<l4-port> 1~65535
[(E2=R]
INT A—F BT TEER
<l4-port> AREEZEEITDE, WEB SREEHED HTTP Ri—hESH
HETEESINKT,
BUCEERASINTLD HTTP R— hBESIFEETEE B Ao
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web-authentication redirect <URL>

WEB SREERINEICUS 1 LT hRRSED URL ZRELE T,
no web-authentication redirect

DS 1L~ URLEBREEHELE T,

[/IVS X—5]
INT A—FEHR Bz
<URL> WEB 07 1 VEE CERATDRE IP P RLURAZEEL
x9,
[TEHERERE]
INT A—SEHR TBHERORE
<URL> AN,
[MEDER EHIH]
INS X =8 ZR SR
<URL> "http://"1518F D URL 64 XFERWN
[(FE=HE]
INS X =8 ZR TEEE
AW, 2L
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web-authentication contents title <string>
WEB SO0 1 YEEDY 1 MUXF3ZRELE T,
no web-authentication contents title

91 MVNFINEHEELE T,

[V X—5]

INT A =S AT it

<string> I14 MIVNFIEEELX T,
[(TEHERERE]

INSA—FETR TIEHEROFRE

<string> *L
(D& E ]

INS A —SETR N EEE

<string> FAEEEH LU Unicode(UTF-8) 64 XFLA
[(FE=E]

INSA—F A TREERE

W, AW,
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web-authentication contents username <string>
WEB SO0« YEERDI—HYBANBOXFINZRELET,
no web-authentication contents username
A—YBANBXFAINEHELE T,

[V X—5]

INT A =S AT it

<string> A—YBRANWONFI&EEELE T,
[(TEHERERE]

INT A —F A TIBHERORE

<string> User Name
(D& E ]

INT A —F A N EEH

<string> FAEEHH LU Unicode(UTF-8) 32 XFLUA
[(FE=E]

INT A—F BTN TEER

AW AN
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web-authentication contents password <string>

WEB RSO 1 VEED/ VAT — R ANIROXFHEHRELF T,
no web-authentication contents password

INAT— RANRNFIEHBELF T,

[V X—5]

INT A =S AT it

<string> INAT— RADRDFINZEELE T,
[(TEHERERE]

INT A —F A TIHHEERDRE

<string> Password
(D& E ]

INT A —F A N EEH

<string> FAEEHH LU Unicode(UTF-8) 32 XFLUA
[(FE=E]

INT A—F BTN TEER

W, AW,
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copy tftp <server IP> <filename> logo-data

WEBSBEEO7 1 YEEOOD (E])T—5 % TFTPH—/MEHTP v 70— RUET,
no web-authentication contents logo-data

OO07—9ZHELE T,

(NS X—5]
INS A—=F B Bz
<server |P> OOF—9MRESINETFIPY—/\DIP7Z RUAZEBEL
x9,
<filename> TFTPB—NLEOOJF—9ID T 71 ILEEEBELE T,
[TEHERERE]
INT A= B THBHERFORE
AW AW
[1EDE%E &)
INS A—F B R EEIF
<server |P> A=+ AN IPPZRLUR
<filename> FAEEH 39 XFLUA
[(FREIE]
NS A—FZHR FRBE
<filename> 512KB £T® JPG/GIF/PNG 7 71 IL7ZEEDBE T I,
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web-authentication contents message <string>

WEB ZEEO7 1 YERD X v E—IRMONXFHEZHR/ELX T,
no web-authentication contents message

Xy E—IRMDOXFINEHELET,

[IVSX—5]
INT A =S AT it
<string> XY E—IMONFI &EELE T,
(T ERERE]
INT A —F A TIHHEERDRE
<string> AN
[(fE DR EEEH)
INS XA —FEAF e
<string> FAEEKH LU Unicode(UTF-8) 256 XFLUA
(F==HR]
INT A—F BTN TRER
<string> AT HTML 9 T h\sEFATIRE T
<a> <b> <i> <u> <center> <right> <left> <font> <h1>~<h5>
<div> <span> <br> <p>
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web-authentication contents description <string>

WEB FREE07 1 VEE OB ONFIZRELE T,
no web-authentication contents description

Xy —IRMDOXFINEHELXT,

[IVSX—5]
INT A =S AT it
<string> DN FIZEELE T,
(T ERERE]
INT A —F A TIHHEERDRE
<string> AN
[(fE DR EEEH)
INS XA —FEAF e
<string> FAEEKH LU Unicode(UTF-8) 256 XFLUA
(F==HR]
INT A—F BTN TRER
<string> AT HTML 9 T h\sEFATIRE T
<a> <b> <i> <u> <center> <right> <left> <font> <h1>~<h5>
<div> <span> <br> <p>
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web-authentication dhcp enable
—FFIFE DHCP —N\ZBMCLF T,

web-authentication dhcp disable
—FEFIFE DHCP Y —/N\Z#C L F T,

(/Y5 X—5]
INSX—SEFR i
AW AN
(T ERERE]
INS A —SEIR TISHERDRE
AN AN
[(fE DR EEEH)
INS A= EIR HEEH
AN AN
(F==HR]
INSX—SETR TEEER
AW AN
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web-authentication dhcp start-ip <IP>
U—X9DIP7RLUADRIBY RUAZHRELET,

[1\SX—7]

INT A—SEHR s8R

<|P> U—RXFDIPPRLUADFEIBY RUAZIEELE T,
[TIEHEERERE)

INS X =8 ZR TEHERFOERE

<|P> 0.0.0.0
(BN E&H]

INT A—SEHR eI

<|P> I"F+AMIPPZRUR
(Qza=t-11)|

INT A—SEHR TREE

AN, AN,
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web-authentication dhcp ip-num <ip-num>
-9 IP7RLAKZRELFT,

[/\5X—9]
INT A =S A ibA
<ip-num> U—X92DIP7RLAHZIEELET,
(TR HERERE]
INT A—F BN THHEERDERE
<ip-num> 32
(5 i)
INT A —F A N EEH
<ip-num> 1~64
[(ERER]

INS A= EIR TREE

AN AN
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web-authentication dhcp lease-time <sec>
IP7RLAD —AEE(M)ZRELF T,

[1\SX—7]

INS X—SEHR s8R

<sec> IP7RLADY —RAERE(#)ZEELX T,
[TIEHEERERE)

INS X =8 ZR TiBHEROERE

<sec> 30
(BN E&H]

INT A—SEHR eI

<sec> 30~60
(Qza=t-11)|

INT A—SEHR TRER

AN, AN,
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web-authentication dhcp default-router <IP>

DHCP CEBHNIDT 7 ILNIL—FDIP PRLUAZRELET,
no web-authentication dhcp default-router

TI# M-I REZHELET,

[/IVS X—5]
INT A—FEHR Bz
<|P> DHCP TBRIDT7#ILNIL—5®D IP PRUAZEEBEL
x9,
[TEHERERE]
INT A—SEHR TBHERORE
<|p> AN
[MEDER EHIH]
INS X =8 ZR SR
<|P> X2~ VLAN RICEEVESTERIP PRLX
[(FE=HE]
INS X =8 ZR TEEE
<|P> ERICHT A~ VLAN RICEEITD IP PRUAEEBELTK

EELY
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web-authentication dhcp dns <IP>

DHCP C&@EXd2 DNS H—/\D IP P FLU AT ELE T,
no web-authentication dhcp dns

DNS H—/\DHREZHELE T,

[/IVS X—5]

INT A—FEHR Bz

<|P> DHCP TiE&ld 2 DNSH—/\D IP PRLU RAZEIBELE T,
[TEHERERE]

INT A—SEHR TiEBHEROEE

<|P> AN,
[MEDER EHIH]

INT A—SEHR eI

<|P> A-F+AMIPPRLUA
[(FE=HE]

INS X =8 ZR TEEE

AN 2N
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<SR EfHI>
BE . /R— b 1~2 TWEB RBiEEEHMICL. O—HNIVI—HYF—IR—-[C
BRULI-—Y DM VLANT \NOBEEEZFITLE T,
FERIHARIZ VLAN 100 ([CREELET,

1. R—M12DAV9—T1—RAV T4 TL—Y3aVE-RICBDET,
2. hi—hk 1,2DPVID % 100 [CEELXET,
3. O—ANWI—EF—IR—INUTDP IOV ~ZEFEFL. VLAN 1 (C
EADHTDLOEZRULET,
J—4%% : userl
INAT—R : userl-password (EBS1L)
SREEFIIE - WEB FREEDH
4. R—b 1,2 % WEB SR RR— MMIIBELEX T,
5. REIPPRUVAZ 1.1.1.1 [CEBEULEXT,
6. WEB SBiEZ=BMCLE T,

M24eGi> enable
M24eGi#t configure

M24eGi (config)#t interface GigabitEthernet0/1-2 SR
M24eGi (config—if)# pvid 100 XY
M24eGi (config-if)# exit

M24eGi (config)# aaa authentication auth-user user1 password user1-password encrypt|
vian 1 auth-type web -3
M24eGi (config)#t web—authentication port 1-2 SRRy
M24eGi (config)# web—authentication virtual—-ip 1.1.1.1 -5
M24eGi (config)# web-authentication -6

(

M24eGi (config)# end
M24eGi#

4-14-2  WEB 8K O—HIV T —8 X—XFBEE) DERES|
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4.15. LED R—XE—FDERE
(ZO—/\)WAYT«TJUL—y3VE—R] ICTLEDR—RAE—REERELEXY, KE
BRODBRIE FEET—R] (CT [show led base-mode] TZHERLLTEE LY,

LED R—XE—FBRIVV K

‘ M24eGi# ‘ show led base-mode
LED R—XAE—RFREIVVEF
| M24eGi(config)# | led base-mode <status | eco>
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1.

<REBRORE>
LED N—XE— BRIV FORTHIZUTICRLE T,

M24eGi> enable

M24eGi#t show led base-mode

System LED base-mode: Status OO
M24eGit#

4-15-T LED "—XE—FBRIVY FOETH

System LED base-mode

LED R—RE—RFZEXRRLFX T,

Status AT—FRXAE—RTHELTVWD I EZRLET,
Eco ECO E—RTEMELTLDZ&EEZRUET,
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show led base-mode

LED R—RXE—FDREZRRLE T,

[N\SX—5]
INS A—FER A
AN AN
[(TiEHE R ERE]
INSX—SEFR TS ERDERE
L AN
(BN E&EH]
INS A —SEIR HEEH
AW AN
[(E==E]
INS A= EIR TREE
AN AN
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led base-mode <status | eco>
LED R—XE—RDEEZETLE T,

(/135 X—5]

INS A—FER A

<status | eco> LED R—XE—RZFRELEX T,

status LED tJ&MS V& 1 BULBELRVEE,
BENCAT—IRAE—RICBITLET,

eco LED tJ&MS V% 1 DULBELRVEE,
BEHIC ECO E—RFICBITLET,

(TR ERERE]
INS X—F B TIFHERDERE
<status | eco> status
QE[QR A )

INT A =S ZIN R EEH

<status | eco> status F7zld eco ZANLFE T,

ot V)|

INSX—SETR TEEER

<status | eco> /A9
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<s%EBI>
BE  [EDRX—XE—REZELXT,
1. ECOE—RICERELZXT,
M24eGi> enable
M24eGi# configure
M24eGi (config)#t led base-mode eco SRR

M24eGi (config)#t exit
M24eGi#

B 4-15-2 LED R—XE— FDFREHI

R LEDR—RXE—RFOREXEFEHNICRESNE T,
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4.16. 51 VDOEE
(1v9—TT—20Y71TL—v3aVvE—R] CTL—TRA - BUTHRAESEDR
EPEBHE— ROBEETLET,

4.16.1. IL—7&A - BEHDRE

(A V9—T1—RAVT 1T L—r3VE—R] [CTIL—T%A - BHIHEBED TR
w2, BEEIHREZITVE T, L—TEX MU —DBRIFE [FHEE— K] (CT [show line
loopback history] TZHERBLESL,

V=T - WETERESR IV R

‘ M24eGi# ‘ show line loopback configuration

W—7EXNU—-BRIYVER

‘ M24eGi# ‘ show line loopback history [tail <line>]

W—7EXNU—HIRIYV R

‘ M24eGi# ‘ line loopback history clear

IV—TRA - EEHEEH IV R

‘ M24eGi(config-if)# ‘ line loopback

IW—T%4A - BETHAERI) YV R

| M24eGi(config-if)# | no line loopback

VTR « BETHEEE— FEREIVY R

| M24eGi(config-if)# | line loopback mode <block | shutdown>

BEEBHEEH IV X

| M24eGi(config-if)# | line loopback <recovery | shutdown> <sec>

EHRIOM#ERED IV X

‘ M24eGi(config-if)# ‘ no line loopback <recovery | shutdown>

KEBEIBMEEEN/ BN IV Y RDA T3> LT shutdown ZANUTIBETH,
AV 7« Jb—yav(Cldrecovery ELTHAT Y a VA RMENE T,
BEEIBREEE/E|mH IV ROA TV 3 VIF recovery. shutdown DEBHE
BIRRDEMEERDE T,
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<KEBEHDRTH>
IV—THRAD - BT

Eal—]

G AE

BRIV FOERTHZELTICRLE T,

M24eGi# show |ine loopback configuration

Port Trunk Link State Loop Detect Mode Recovery Recovery Time
1 —— Down Forwarding Enabled Block Enabled 60
2 —— Down Forwarding Enabled Block Enabled 60
3 —— Down Forwarding Enabled Block Enabled 60
4 —— Down Forwarding Enabled Block Enabled 60
5 —- Down Forwarding Enabled Block Enabled 60
6 — Down Forwarding Enabled Block Enabled 60
7 — Down Forwarding Enabled Block Enabled 60
8 —— Down Forwarding Enabled Block Enabled 60
9 ——  Down Forwarding Enabled Block Enabled 60

10 — Down Forwarding Enabled Block Enabled 60
11— Down Forwarding Enabled Block Enabled 60
12— Down Forwarding Enabled Block Enabled 60
13 — Down Forwarding Enabled Block Enabled 60
14 —-— Down Forwarding Enabled Block Enabled 60
15 —— Down Forwarding Enabled Block Enabled 60
16 -—— Down Forwarding Enabled Block Enabled 60
17 —— Down Forwarding Enabled Block Enabled 60
18 — Down Forwarding Enabled Block Enabled 60
19 — Down Forwarding Enabled Block Enabled 60
20— Down Forwarding Enabled Block Enabled 60
21— Down Forwarding Enabled Block Enabled 60
22 — Down Forwarding Enabled Block Enabled 60
23 — Down Forwarding Disabled Block Enabled 60
24— Down Forwarding Disabled Block Enabled 60

M24eGi#

4-16-1 JL—T%4A - BERESR IV Y FDETH

1. IL—=T%A0 - IEHERTE

Port h—hESEXRLET,
Trunk Uy IPIUGT—2avDTIL—TI1DERUET,
Link UV IPyTDREERLE T,
Up DY D7 v ITHTT,
Down DUy oF T,
State IV—T1840 - IWMTEEEDEIEZR L X T,

Forwarding

INT 9 EAEBCEBRESNTVET,

Loop Detect

V=T DBRASN, R—FDHEHSNTVET,

Loop Detect

R— MBOIL—TRAD - EHIHEEDIR

REERLE T,
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Enabled V=785 - EETEEEN B T,
TSk -

<Switch-M24eGi>
h—hk1~22: B%
<Switch-M16Gi>

mh—hk1~14: 8%
<Switch-M8eGi>

h—bk1~7: B%

Disabled V=T - IWHTHEEEN N T,
T -
<Switch-M24eGi>

h—h 23~24 ;. #%)
<Switch-M16Gi>

m"—b 15~16 : E
<Switch-M8eGi>

R—h 8~9 : #3
Mode W= B DEMEE— R ERLE T,
Block =T ERAUTE. f— & 0voUEd, (L)
Shutdown W=D %@BAUTR, R—bZ2Y vy hIDOVUET,
Recovery BTSN R— b~ OBEEIBZTOVANUE—ROREEZRLET,
Enabled Recovery TimeBREIEEE(CR— b D&M ZBE1E
IHUZ 9,
(IIHHTER)
Disabled FHTHRETDFE Th— b DEHZEIHLEE Ao
Recovery R— b DOEHERCESHEIHSEDIXTOFRIFE THDUNNUIA L
Time DWBERLET, (THHEE : 60)

W—=TEXAMU—BRIVY ROERTHZUTICERLET,

M24eGi> enable
M24eGi# show |ine loopback history

2001/01/01 06:34:17 kern. info [LOOP DETECT] The loop detected on port 1. ---1
2001/01/01 06:35:17 kern. info [LOOP DETECT] Port1 auto recovery. e 2
2001/01/01 10:39:26 kern. info [LOOP DETECT] The loop detected between port 2 and port 3

...3
M24eGitt

4-16-2 JL—T7EXAMU—BRIVY FDORTH

1. BERTH 1

1B 18 6:34:17 [TR—F 1 CBVTL—TZRAL, BRSNIIEERLET,

2. BERRH 2
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| 1818 6:35:17 [TR—k 1 OBERENEBEBINII EERLET,

3. BEXRTHA 3

1TH1H 10:39:26 [CR—b 2 BXUR—k 3 [CHNTIL—TZRIL, EiSNzZ
EERLET,
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show line loopback history [tail <line>]
KEBETHRELU ARV MOOTHZRRUET,

[1\SX—7]

INT A—SEHR s8R

<line> O XKEHORNRNIDITHEIEELET,
[TIEHEERERE)

INS X =8 ZR TSHERFOERE

AW, 2L
(BN E&H]

INT A—SEHR eI

<line> 1~64
(Qza=t-11)|

INT A—SEHR TREE

/AN AP
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line loopback
IV—T1RA0 - EWTHBEE B MICLF T,

no line loopback
V=710 - ERTHEREE TR (C L TS

[/\5X—9]
INS A —FEAT A
AN AN
(TR ERERE]
INSA—FER TISHEFORE
AN
<Switch-M24eGi>
R—k 1~22 : line loopback
R— bk 23~24 : no line loopback
< Switch-M16eGi >
R—hk 1~14: line loopback
R—k 15~16 : no line loopback
< Switch-M8eGi >
R—k 1~7 : line loopback
R—k 8~9 : no line loopback
(B EEE]
INSA—FE R EE
AN AN
[ER=E]
INSA—FE FEER
®U AN
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line loopback mode <block | shutdown>
=T BRI DEMEE— FZRELFX T,

[I\SX—%]
NS A—F B iee
<block | W= DEEE— REEEELE T,
shutdown>
block =% Uk R—bZ70v I ULET,
shutdown | L= Z#@H LR, R—bEVvpy 9TV
L&,
[THEHERERE]
INS A—F B TIHHEREOKE
<block | block
shutdown>
[1BDER EEE]
NS A—=F B R EEIFH
<block | block. shutdown DWWTNHEEBELE T,
shutdown>
[(FREIE]
INS A—F B ES=EI|
<block | /A9
shutdown>

364




line loopback shutdown <sec>

BEEIEKEZBICLE T,
no line loopback shutdown
BEEIHEREZEMNCLET,
[IWSX—5]
INT A =S A A
<sec> =T 7ZEML CTHhoBEEIHS E2F TOR—EZIEELEX
9, Bfild (¥ T,
(TR ERERE]
INT A —F A TIHHERDERE
<sec> 60
(5 i)
INS A—F BTN SR EEH
<sec> 60~86400
[(E2=R]
INS A—F B TEER

<sec>

AN
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<SEHI>

BE . V—78A - ENEEES I UBESEIEREDREZTUVE T,
1. R—M1DAVI—TI—ARAIV T4 L—YavVE-RCBITLET,
2. "—h 1 DIL—T1%4 - BHHEZEMCLET,
3. R—h 1 ([CHTDIL—THANEDR— D BEENEIHR~E% 300 #(C
RELET,

M24eGi> enable
M24eGi#t configure

M24eGi (config)#t interface gi0/1 s
M24eGi (config-if)# |ine loopback e 2
M24eGi (config—if)# |ine loopback shutdown 300 -+ 3
M24eGi (config—if)# end

M24eGi#

4-16-3 IL—T8A - EW S X UBBEIEHEEDES

JER: T RBRACIMED TV —LZFRBLUET, IL—T1RA - WUHTHEAENERD T
HDIN— b TIV—THBINT LU —LZRELUIHER}. ERERAR— RSN
ESye 8
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4.16.2. EBAOAE—FOEE
(V9 —T1—ROAVT1JL—aVE—NR] [CTEENE—RFHLU EEE(Energy
Efficient Ethernet) DEEZTTLE T,

BENE—RIE R—~OERREZEESHNCRINL. REROBSCENHEZNE
S(CHHTDLHMBEKAETT, P, AEEFMHEESE DERtZ8% I D [Half T—
Rl BLU, LDEHEEZNHTD [Full E—F] O 2BEDE—REZHR—LLTWL
9o

EEANE-FREIVVE

‘ M24eGi(config-if)# ‘ line power-saving <disable | full | half>

EEE(Energy Efficient Ethernet)&%IV >V K

| M24eGi(config-if)# | line eee

EEE(Energy Efficient Ethernet)f@&& IV K

‘ M24eGi(config-if)# ‘ no line eee
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line power-saving <disable | full | half>
HENE—RFZERELET,

(/35 X—9]
INSX—F B FieA
<disable | full | | BEHE—RFRZHRELET,
half> disable HENE—RZEDCLET,
full HENE—REBUVCLET,
half B s DERUEZBELI-E—NICEREL
£,
[T BHREERERE]
INT X—F B TIBHERORE
<disable | full | | Half
half>
[1BEDE EEE]
INT X =SB Branat 1l

<disable | full

disable. full, half DLVINAZEANDLET,

half>

[F=EE]
NS A—F B FEEE
<disable | full | | &L

half>
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line eee

EEE(Energy Efficient Ethernet) DIRREZBZNCL F T,

no line eee

EEE(Energy Efficient Ethernet) DIRREZEZNC L F T,

[V X—5]

INS A —FETR A

AN AN
[(TEHERERE]

INSA—FETR TBHERORE

AN £7R— bk T EEE(Energy Efficient Ethernet) DIRRRIS RN T

I

(D& E ]

INSA—F A HEEHE

AN AN
[(FR=E]

INSA—F A TRER

W, AN,
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<sEHI>
BE . 2TOR—MTHBVWTEBEHE-—REEMCLET,
1. "—h1~24 DAV =T —AAVT1TL—YavE-RIC
BITLET,
2. h—hk 1~24 DEBHE—REZBUCLET,
3. /R—hk 1~24 @ EEE(Energy Efficient Ethernet) DIRREZEMICL X T,

M24eGi> enable
M24eGi# configure

M24eGi (config)# interface gi0/1-24 -1
M24eGi (config-if)# line power-saving full -2
M24eGi (config-if)# no line eee -3
M24eGi (config—if)# end

M24eGitt

4-16-2 EBHE— FDOFES
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4.16.3. 51 VEREDSR
(EEE—F] [CTEENE— FH LU EEE(Energy Efficient Ethernet) DERENSR
ZTVET,

#ENT-RFBRIVVR

‘ M24eGi# ‘ show line configuration
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<KEBEHDRTH>
EEBANE-PFBRIVYFOETHZUTICRLE T,

M24eGi> enable

M24eGi# show |ine configuration

Interface Link Type Mode Power—saving EEE s
gi0/1 Down 1000T Auto Half Enabled
gi0/2 Down 1000T Auto Half Enabled
gi0/3 Down 1000T Auto Half Enabled
gi0/4 Down 1000T Auto Half Enabled
gi0/5 Down 1000T Auto Half Enabled
gi0/6 Down 1000T Auto Half Enabled
gi0/7 Down 1000T Auto Half Enabled
gi0/8 Down 1000T Auto Half Enabled
gi0/9 Down 1000T Auto Half Enabled
gi0/10 Down 1000T Auto Half Enabled
gi0/11 Down 1000T Auto Half Enabled
gi0/12 Down 1000T Auto Half Enabled
gi0/13 Down 1000T Auto Half Enabled
gi0/14 Down 1000T Auto Half Enabled
gi0/15 Down 1000T Auto Half Enabled
gi0/16 Down 1000T Auto Half Enabled
gi0/17 Down 1000T Auto Half Enabled
gi0/18 Down 1000T Auto Half Enabled
gi0/19 Down 1000T Auto Half Enabled
gi0/20 Down 1000T Auto Half Enabled
gi0/21 Down 1000T Auto Half Enabled
gi0/22 Down 1000T Auto Half Enabled
gi0/23 Down 1000X Auto Half Enabled
gi0/24 Up 1000T Auto (100F) Half Enabled
M24eGit

1. EBHE—F

4-16-4 HEBNE—-RFSRIVYROXTH

Interface AV —T1—ABMERLET,
Link R—bDUVDREZRULET,
Up R—bERNUYIP Y IIRETHDIEERULFT,
Down M= U VDT I NRETHDEERLUET,
Disabled | R—rD Y+ v hIDVIRETHDIEEZRLUET,
(FAZRED U K [FIL—T18K0 - EHTHEEE(C K D&
SNTIREE)
Type M—bDEFEZRLET,

1000T

10/100/1000BASE-T Z&RL F T,

1000X

SFPIR—hZRULE T,

372




Mode

R—hDOBERESLUE/F _ENREREZRLEI T,

Auto R—bDOUYIITOVECA— ROV I—Y3Y
RENEWTHDIEEZRUEXT,
BB VVI7vIHNOBS)ANCBEERES LT
2/ _BRENRRINZE T,

1000F m—bA 1000M £2ZEE—RTHDIEHFKRLUF
EB

100-FDx m—brH 100M 2"EE—RFRTHDIEEZRLULE

(Auto BlZ | 9%

100F)

100-HDx mR—brD 100M ¥ ZEE—RTHDIEEZRLE

(Auto Kl | 9%,

100H)

10-FDx M= TIOME2_EE—RFRTHDIEERUET,

(Auto Bl

10F)

10-HDx R—EDNTIOMFE_EE—RTHDEHZRLUET,

(Auto Bl

10H)

Power-saving

BENE-FOREREZRLE T,

Disabled | &ENE—RFHENTHDIIEZRLET,
Full BENE-— DB THDIEZRULET,
Half fhEBE & DEHEZRSELIc MNO YU—X&EEN

E—RTHDIEERLET,

EEE(802.3az)

EEE(Energy Efficient Ethernet) MIRREZRLFX T,
THHERZIRT Enabled] [CEEESNTVET,

Enabled EEEDIREENEN THD I EEZRLET,
Disabled | EEEDRENEH THD I &ZRLF T,
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4.17. PPS (Power to Progress SDN) ##BEDERE

PPS (Power to Progress SDN) [&F. = v k '7 7f
~ TEEL. EFYS E
Fa &ET. PPSP?PT 'J’T
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PPS EW&EIVV R

| M24eGi(config)# | pps status enable

PPS eIV R

| M24eGi(config)# | no pps status enable

PPS #JHARRBERE IV >/ ¥

‘ M24eGi(config)# ‘ pps start_status [standalone | cpnl]

PPS JvhO—-35 ID REIVVER

‘ M24eGi(config)# ‘ pps controller-id <controller-id>

PPS SRESRIVYV R

‘ M24eGi# ‘ show pps status

PPS A /N\—HIBrOV VR

‘ M24eGi(config)# ‘ no pps neighbor [<MAC address> | all]

PPS XRAN—I—IVTJFA1 LEREIVVR

‘ M24eGi(config)# ‘ pps neighbor aging_time <60-86400>

PPS XA N—F—=T VBRIV K

| M24eGiff | show pps neighbor [<MAC address>]

PPS BAIRESRIVY

‘ M24eGi# ‘ show pps notification

PPS iIR—FRESBRIVY R

‘ M24eGi# ‘ show pps interface

PPS YATLOJBAEHIVY K

‘ M24eGi(config)# ‘ pps notification syslog

PPS Y7 LOJBAEH IV R

‘ M24eGi(config)# ‘ no pps notification syslog

PPS /\orvy hMEHBERENBRRE IV R

‘ M24eGi(config)# ‘ pps notification counter interval <interval>

PPS /\7 v MitsHBERENBXH IV B

‘ M24eGi(config)# ‘ pps notification counter <port-list>

PPS /\7 v MitsHBHREAMEN IV B

‘ M24eGi(config)# ‘ no pps notification counter <port-list>
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PPS ORIy av7—JIBRIVYE

| M24eGiff | show pps connection

PPS #gEB®mEI IV R

| M24eGif | restart pps

PPS OxRJ¥ a3V R

| M24eGi(config)# | pps connection <PPS destination> <PPS Gateway>

PPS OXRJ ¥ aVHIRIVYYV R

‘ M24eGi(config)# ‘ no pps connection <PPS destination> <PPS Gateway>

SEER/ V7Y NBRORREIVY R

‘ M24eGi(config)# ‘ pps retry count <1-5>

PPS1 AP RREIVVE

‘ M24eGi(config)# ‘ pps timeout <1-10>

<BERNBDRTHI>
PPS &2EB8R IV Y ROETHIZUTICRLUET,

M24eGi> enable

M24eGi#t configure

M24eGi (config)# pps status enable

M24eGi (config)# no pps status enable

M24eGi (config)# pps start_status cpnl

M24eGi (config)# pps controller—id 00CO8FO10101
M24eGi (config)# end

M24eGi#t show pps status

Configuration

Start Status © GPNL

Retry Count : 3 Timeout : 3 Controller

Controller ID : 00C08F010101

Controller Uptime © 000 day(s) 00 hour (s) 00 min(s) 01 sec(s)
Gontroller MAC Address : 00-C0-8F-01-01-01

PPS Gateway : 00-C0-8F-01-01-01 Controller Port : 24
Expired 1120

M24eGit#

4-17-1 PPS BEB®R(show pps status)
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PPS XA N—T—=DIVERESRIVY FOERTHEUTICERLET,

M24eGi> enable

M24eGi# configure

M24eGi (config)#t no pps neighbor Xx:XX:XX:XX:XX:XX
M24eGi (config)# no pps neighbor all

M24eGi (config)#t pps neighbor aging time 60

M24eGi (config)# end

M24eGi# show pps neighbor

Neighbor Aging Time : 60
Total Entries: 3

MAC Address Port Expired
XX IXXIXXIXXIXX XX 23 52
XX IXXIXXIXXIXXIXX 24 57
XX IXXIXXIXXIXXIXX 1 57
M24eGit

4-17-2 PPS XA N—FT—TJLEREBR(show pps neighbor)

PPS XRAN—T—TILFBWRBRIVY FOETHZUTICRLUE T,

M24eGi> enable

M24eGi#t show pps neighbor XX:XX:XX:XX:XX:XX
Product Name o Switch—xxxxxx

Product Model - PNxxxxxx

Serial Number : Not support

MAC Address DOXXIXX XX IXXIXX XX
Sender Port c 24

IP address 20.0.0.0

Hostname - PNxxxxxx

M24eGi#

4-17-3 PPS XA N—T—TILFMBEHRS R (show pps neighbor)
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PPS BAIRESBR IV Y FOERTHZLUTICRLE T,

M24eGi> enable
M24eGi# show pps notification

System Log

Status . Enabled
Counter

Ports 112

Interval : 5 sec(s)
M24eGitt

®4-17-4  PPS BAREBR(show pps notification)

PPS OxT ¥ avT—TJILBRIOVY FOERTHZUTICRUET,

M24eGi> enable
M24eGi# show pps connection

Total Entries: 2
PPS Destination PPS Gateway Port VID Tag

XX XX XX XX XX XX XXIXX XX XX:xx:xx 23 1 No
XX XX XX XX IXX XX XXIXX XX XX:xx:xx 24 1 No

M24eGitt

4-17-5 PPS ORT¥ 3 v7—7IUB®E(show pps connection)
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PPS R— hEREBRIVY FOETHZUTICRLUET

M24eGi> enable

M24eGi# configure

M24eGi (config)# interface gi0/1

M24eGi (config-if)# pps priority 128

M24eGi (config-if)# end

M24eGi#t show interface pps

Port Trunk Link State AdminPri. OperPri.
1 -— Up Forwarding 128 0
2 -—— Up Forwarding 128 128
3 ——— Down Forwarding 128 128
4 ——— Down Forwarding 128 128
5 —— Down Forwarding 128 128
6 ——— Down Forwarding 128 128
7 —— Down Forwarding 128 128
8 —— Down Forwarding 128 128
9 ——— Down Forwarding 128 128
10 —— Down Forwarding 128 128
11 ——— Down Forwarding 128 128
12 ——— Down Forwarding 128 128
M24eGitt

4-17-6  PPSiR— FBEBR(show pps interface)

JiER  E#E. StandaloneMIRRET 1 BEEIR T D & BEINICPPSPHEREZFLEL XTI,
1RERER, PPSOY hO—>%B#S B DICIIHSESDPPSPHEEZES). KT
(FtEBZDBIEE Z1T > TLIESLY,

JFR  AEEEENCLILSEE. PPSOY FO—-SHhoEETEIRBHHIRSINK T,

CFR  BWRDOHE (PRI AV M ZBATHE) "\DREREEFZ I DHSIFPPSPIC
MG U SHBLU A VP3RA v FUITNTICTHREY V JERXRSFIPF B L AN
ENMETT,
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4.18. R— kT IV—EVT DETE

(D0—/N\)\W3aAYT71TJL—r3avE—FR] [CTGR—MIIL—EVTDHREEZLFE T,
R—rII—EVTERETDE. R— T —TDAVN—([CIBESNIR—NE @
COI—TDAVIN—R— b EDHBENTREERDET, Fh— MIEBBOHR—KT I
—JICEIDETD I ENTRETT,, REBRDBRIFFHEE— F1(C Tlshow port-groupl
OV Y RZRTUIHERLCTIESL,

iI—RJIL—EVoERSRIVYR

‘ M24eGi# ‘ show port-group ‘
R—MII—EVTREIVVR

‘ M24eGi(config)# ‘ port-group <ID> name <Name> member <Portlist> ‘
R—rTI—EVTEHINVER

‘ M24eGi(config)# ‘ port-group <ID> enable ‘
R—RII—EVTEHIVVR

‘ M24eGi(config)# ‘ no port-group <ID> enable ‘
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<HREANBDIRTHI>
h— I —EVIBHRBRBRIOVY ROETHEUTICERLUET,

M24eGi> enable
M24eGi#t show port-group

Total Groups : 2 CE |
Group ID Group Name Group Member Status

1 Group_1 1-2 Enabled
2 Group_2 2-4 Disabled

M24eGi#t

4-18-1 iIR—RTIL—EVIBEHESRIVYY ROETHI

1. R—=tJIL—EVTER

Total Groups | R—hrITIL—T DIV UHKERLFT,

Group ID R—rII—TDIDEZRLET,

Group Name | R—hrTIL—TDEMZERLET,

Group Member | R— T IL—T DAV N—R— b ZRLE T,

Status R—bTIL—EV T DREZRLUF T,
Enabled R—rII—EVITHBEH THDIEZRLET,

380

Disabled R—rII—EVITHEN THDEZRULET,




show port-group

MR—rII—EVT DRERRERTLUE T,
(/Y5 X—5]
INS X —FE i
ANV AN
(TR ERERE]
INSX—SETR THHERORE
ANV AN
(BN E&EH]
INS A= EIR HEEH
ANV AN
[(E==E]
INS A —SEIR TREE
AN AN
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port-group <ID> name <Name> member <Portlist>
R—r I I—TZELE T,

no port-group <ID>

R—rII—TZHBRLE T,

[/\5X—9]
INS X—F B A
<ID> R—rTIL—TD D ZRELFT,
m—brTI—T(3]RA 256 FTRETEFT,
<Name> m—r =T DEMERELE T,
<PortList> M= I —T(CFRB I DAV IN—R—rZR/ELE T,
[T BHREERERE]
INSX—FE THEHERORE
<ID> A
<Name> AN
<PortList> AN
[fBEDEE EEHEH]
NS A—F B R EEIF
<ID> 1~256
<Name> */8 15 XFLUA
FERTEYT | EAEMTF(A~Z, a~z. 0~9)
¥AEES(1O#$&_-.)
FEHAR—R
<PortList>

<Switch-M24eGi>
1~24

< Switch-M16eGi >
1~16

< Switch-M8eGi >
1~9

BEDIRN— b ZREVETI,
Bl :1-3,5
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(ER=EIR]

INS A—=F B TEEH
<ID> A
<Name> AN
<PortList> AN
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port-group <ID> enable
"= I—EYTZEHICLET,

no port-group <ID> enable
R—bhII—EVTZEHCLET,

[IWSX—5]

INT A =S A ibA

<ID> R—rJIL—7"ID ZEELE T,
[(TEHERERE]

INT A —F A TIHHERDERE

<ID> port-group <ID> enable

M— I I—EVTHRERDIRREIFEH T,

(5 i)

INS A—F BTN SR EEH

<ID> 1~256
[(FR=E]

INTA—S BTN IEER

<ID> AN
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<sEfl 1>

BE . R— bk 3ZHER—bETDIR—bTIL=T 1. IR—bTIL—T"2

ERELERT, TD®. M—bJIL—7"2 ZEMCHELXT,
1. R=bJW—="1 (AVIN—iR—k 1~3) ZRELFT,
2. R—=rTIL—=T"1 (XVN\—=iK—b 2~4) ZRELFET,
3. R=hrJIL—7"2 ZEMNTHELE T,

M24eGi> enable

M24eGi# configure

M24eGi (config)# port—group 1 name Group_1 member 1-3
M24eGi (config)# port—group 2 name Group_2 member 2-4 e 2
M24eGi (config)#t no port—group 2 enable

M24eGi (config)# end

M24eGit

—

4-18-2 R—KhTI—EVTOREH
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4.19. SFP Y 1 —VIAREGESBMBEND R E

(DO—-1\WaAV T4 Jb—2avE—F] & (V9T —-RAV T4 JL—3
VE—NFR] [CTSFPEY 21— JVIRRBHESREREDREZTLE T, REBRDBRIF (FET
— K1 (ET [show ddm port <port-list>] OV RZETUIHERBLTIEELY,

SFPEY1—)LIRREBRIVV R

‘ M24eGi# ‘ show ddm port <port-list> |
REN/NT—LREME (P5—L) REIVVE

‘ M24eGi(config-if)# ‘ ddm limit rx-power high-alarm {auto | <value>} ‘
ZEN/NT—LRRE @& fHEIVVE

‘ M24eGi(config-if)# ‘ ddm limit rx-power high-warning {auto | <value>} ‘
REN/NT—TRRE (P>5—L) BEIVVE

| M24eGi(config-if)# | ddm limit rx-power low-alarm {auto | <value>) |
RENX/N\TU—TREE (B5) R/EIVVF

| M24eGi(config-if)# | ddm limit rx-power low-warning {auto | <value>) |
REN/NT—EBRRE (75—L) BEIVVE

| M24eGi(config-if)# | ddm limit tx-power high-alarm {auto | <value>} |
EEN/N\T—LIREME (B |/EIVVR

‘ M24eGi(config-if)# ‘ ddm limit tx-power high-warning {auto | <value>} ‘
EEN/NT—TREME (P>5—L) REIVVE

‘ M24eGi(config-if)# ‘ ddm limit tx-power low-alarm {auto | <value>} ‘
EEN/N\T—TIREE (B5) R/EIVVR

‘ M24eGi(config-if)# ‘ ddm limit tx-power low-warning {auto | <value>} ‘
BELREE (P>5—L0) REIVVE

‘ M24eGi(config-if)# ‘ ddm limit temp high-alarm {auto | <value>} ‘
mE FREE (&S5 f[EIVUR

‘ M24eGi(config-if)# ‘ ddm limit temp high-warning {auto | <value>} ‘
BETHERE (F>5—L) 8EIVYVER

| M24eGi(config-if)# | ddm limit temp low-alarm {auto | <value>} |
mE TREE (&S5 R[EIVUR

| M24eGi(config-if)# | ddm limit temp low-warning {auto | <value>} |
EhfFEE LERERfE (PS5—L) REIVYR

‘ M24eGi(config-if)# ‘ ddm limit voltage high-alarm {auto | <value>} ‘
EfFEE CREE (W5 :|[EIVVR

‘ M24eGi(config-if)# ‘ ddm limit voltage high-warning {auto | <value>} ]
EMFEETIREE (P>5—L) REIVYR

‘ M24eGi(config-if)# ‘ ddm limit voltage low-alarm {auto | <value>} ]
EFEETRERE (W5 f[EIVVE

‘ M24eGi(config-if)# ‘ ddm limit voltage low-warning {auto | <value>} ]
BFERLERERE (P>5—L0) MEIVUR

‘ M24eGi(config-if)# ‘ ddm limit bias high-alarm {auto | <value>} ]
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EfrER LRRE (S RHEIVVE

‘ M24eGi(config-if)# ‘ ddm limit bias high-warning {auto | <value>}

EfFRR TRRE (75—L4) REIVVF

‘ M24eGi(config-if)# ‘ ddm limit bias low-alarm {auto | <value>}

EfFER TRERE (L) RHEIVVE

‘ M24eGi(config-if)# ‘ ddm limit bias low-warning {auto | <value>}

XSFP EYa1—)UIE. SFF-8472(DMI: Diagnostic Monitoring Interface)(Cthis L TL
DUMENBDET,

X ER, TEREMEDBEH LU, BEREHN D NDEIBRICEET D SNMP Trap DFREIC
DLl 13.3. SNMP DFFRE] ZIBRTSL,
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<HERNBDIRTHI>
SFP EY 1 —JVAREBSRBIVYY ROETHEUTICRLUE T,

M24eGi> enable
M24eGi#t show ddm port
Limit trap status > Disabled -1
SFP Port Number D24
Vendor Name : Panasonic
Vendor Product Number © PN54022
Vendor Serial Number : 36C31000102
Transceiver Type © 1000BASE-SX
RX Power TX Power Temp Voltage Bias Current
(dBm) (dBm) (deg. C) ) (mA)
Status -32. 7300 -3.9592 37.3542 3.2632 1.1680
High Alarm 4.1132 (A) 0.2987(A)  90.0000 (A) 3.7500 (A) 6. 4100 (A)
High Warning 3.1133(A) -0.7012(A)  85.0000(A) 3.5500(A) 5.1280 (A)
Low Alarm -13.8722(A)  -9.2010(A) -10.0000 (A) 2. 7500 (A) 0.0260 (A)
Low Warning -10.8831(A) -8.2016(A)  -5.0000(A) 2. 9200 (A) 0.1280(A)
M24eGi#

4-19-1 SFP E®Y 21— )VIREBSRIY Y RDOETH

1. SFP EY 1—)VIAREEIR

Limit Trap IREEZLERFDSNMP b 5w EHDOER - BHDOREEZRRLUE T,
Status

SFP Port SFPAMBASNTLDR—hERRLUET,

Number

Tranceiver Type | SFPOEEEZRRLEX T,

Vender Name | SFPOX—H&&EFRRULET,

Vender Product | SFPO&RE%=FRRLUET,
Number

Vender Serial SFPOI U P I ESHERRUET,
Number

Rx Power SFPOZREN/INT—ERRULET,
(dBm)
Tx Power SFPOXREN/NT—%ERRUE T,
(dBm)

Temp (deg. C) | SFPOIREZRRULE T,

Voltage (V) SFPDEIFERZRRUEX T,

Bias Current SFPOEIEERERTRLEX T,
(mA)
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Status SFPORREZRTLE T,

High Alarm Po—LDLEREBEZRRLUET,

High Warning | &0 LREEZRRLUE T,

Low Alarm 7ZS5—LDTREEZRRLUEX T,

Low Warning | 25D TREEZRRLEXT,
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show ddm port <port-list>
SFP €Y 1 —JLIRREZRTRULFX T,

[/\5X—9]
INT A =S A ibA
<port-list> KNIDMN—hBESUXNZEELET,
EEULRWESE, 2SFPEY 1—-ILDBEHRERRLET,
(TR HERERE]
INT A =S A TIBHERDRE
<port-list> AN
(D& E ]
INT A —F A e
<port-list> <Switch-M24eGi>
1~24
<Switch-M16Gi>
1~16
< Switch-M8eGi>
1~9
B/EOR— b ZRERETT,
Bl . 23-24
[(E2=R]
INS A—F BTN TEER
<port-list> AN

390




ddm limit rx-power high-alarm {auto | <value>}
RENNT—LREE (P5—L) ZRELEXT,
ddm limit rx-power high-warning {auto | <value>}
REN/N\T—LIREE (BS) ZRELFET,
ddm limit rx-power low-alarm {auto | <value>}
RENNT—TREE (F>5—L) ZRELFXT,
ddm limit rx-power low-warning {auto | <value>}
REN/NT—TIREE (BS) ZRELFET,

KAV RIFER—
LEd.

AwE L)

FDAVI—TT—RAV T« L—YavVE—RHBEFT

INT A—SEHR

i

{auto | <value>}

auto SFP &Y 21— ILOAERBEHRDETEELE T,

<value> | EBEEEZERELET,

(TR ERERE]
INT XA —FEAF TIBHERDRE
{auto | <value>} auto
(E[QE el
INT A—F BT e
{auto | <value>} auto XcFEEE
BEEBOREIEEEHHAE SFP TV 1 —ILOBEICLDE
BDFRI, OF—ZHUTHEEBTEET, )

[(ERER]
INS A—F BN TEER
{auto | <value>} AN
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ddm limit tx-power high-alarm {auto | <value>}
EEN/NT—LIREME (P5—L) ZRELET,
ddm limit tx-power high-warning {auto | <value>}
EENNT— LIREE (BS) ZRELFET,
ddm limit tx-power low-alarm {auto | <value>}
EEN/NT—TREME (P5—L) Z2RELET,
ddm limit tx-power low-warning {auto | <value>}
EENNT—TREE (BS) ZRELFET,

KAV RIFER—
LEd.

AwE L)

FDAVI—TT—RAV T« L—YavVE—RHBEFT

INT A—SEHR

i

{auto | <value>}

auto SFP £V 1 —)LOANHBERNDETENEL X T,

<value> | EBEEEZERELET,

(TR ERERE]
INT XA —FEAF TIBHERDRE
{auto | <value>} auto
(E[QE el
INT A—F BT e
{auto | <value>} auto XcFEEE
BEEBOREIEEEHHAE SFP TV 1 —ILOBREICLDE
BDFRI, OF—ZHUTHEEBTEET, )

[(ERER]
INS A—F BN TEER
{auto | <value>} AN
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ddm limit temp high-alarm {auto | <value>}
mE LREE (P5—L) ZRELET,
ddm limit temp high-warning {auto | <value>}
mE FIREME (BS) ZRELET,
ddm limit temp low-alarm {auto | <value>}
BETREE (P>5—L4) Z=/ELFET,
ddm limit temp low-warning {auto | <value>}
mE TREE (BS) ZRELET,
KAIVY REBR—bDAVI—TI—RAVT 4T L—Y3aVE—RHOET
LET,

AwE L)

INSX—SETR i

{auto | <value>} | auto SFP €Y 1 —ILOATBERDE TEMELF T,

<value> | EBEEEZERELET,

[(TEHERERE]
INT A —F A TIHHEERDRE
{auto | <value>} auto

(E[QE el
INT A—F BT e

{auto | <value>} auto XcFEEE
BEEBOREIEEEHHAE SFP TV 1 —ILOBREICLDE
BDERT, OF—ZWUTHEEBTEFT, )

(E==R]

INT A= TN IEER

{auto | <value>} AN
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ddm limit voltage high-alarm {auto | <value>}
BEFEE LREE (P5—L) ZRELET,
ddm limit voltage high-warning {auto | <value>}
EFEE LREE (BS) ZHRELET,
ddm limit voltage low-alarm {auto | <value>}
BEFEETRERE (F5—L) ZRELET,
ddm limit voltage low-warning {auto | <value>}
BEFEE TREE (BS) ZHRELET,
XAV REBER—MDA V=T I1—AAV T4 T U= 3aVE—RHDBET
LET,

AwE L)

INSX—SETR i

{auto | <value>} | auto SFP €Y 1 —ILOATBERDE TEMELF T,

<value> | EBEEEZERELET,

[(TEHERERE]
INT A —F A TIHHEERDRE
{auto | <value>} auto

(E[QE el
INT A—F BT e

{auto | <value>} auto XcFEEE
BEEBOREIEEEHHAE SFP TV 1 —ILOBREICLDE
BDERT, OF—ZWUTHEEBTEFT, )

(E==R]

INT A= TN IEER

{auto | <value>} AN
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ddm limit bias high-alarm {auto | <value>}
BEFERLRERE (P>5—L) ZRELET,
ddm limit bias high-warning {auto | <value>}
BFEMLIRERE (B ZHRELET,
ddm limit bias low-alarm {auto | <value>}
BEFER TREE (F5—L) ZRELET,
ddm limit bias low-warning {auto | <value>}
BEEM MREE (BS) ZRELET,
KAIVY REBR—bDAVI—TI—RAVT 4T L—Y3aVE—RHOET
LET,

AwE L)

INSX—SETR i

{auto | <value>} | auto SFP €Y 1 —ILOATBERDE TEMELF T,

<value> | EBEEEZERELET,

[(TEHERERE]
INT A —F A TIHHEERDRE
{auto | <value>} auto

(E[QE el
INT A—F BT e

{auto | <value>} auto XcFEEE
BEEBOREIEEEHHAE SFP TV 1 —ILOBREICLDE
BDERT, OF—ZWUTHEEBTEFT, )

(E==R]

INT A= TN IEER

{auto | <value>} AN
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<s%EBI>

BEE  SFPEY 21— JVIRREESE N S v 2B LE T,
mR—hk 23 DBELREME (P5—L) & 127CICERELET,
R—b 23 OBMEERLEEE (PS5—L4) & 130mA [CRELE T,

SFPEY 21— JVRREBSE S S v 2B LE T,

"=k 23DA V=T I1—RAVT 1T L—avE—-—RICBDZET,
h—b 23 DRELBEE (P>5—L) & 127CICRELET,

h—b 23 OEERLREE (P>5—L) = 130mA ICERELE T,

A wN =

M24eGi> enable

M24eGi#t configure

M24eGi (config)# snmp—-server enable traps ddm

M24eGi (config)#t interface gi0/23

M24eGi (config—if)# ddm |imit temp high-alarm 127. 0000
M24eGi (config-if)# ddm |imit bias high-alarm 130. 0000
M24eGi (config-if)# end

M24eGi#

RON =

4-19-2 SFP &Y 21— )LRERBHEEEDRES|
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4.20. ¥IVFF+ AMTIL—TDEE

(DO—-/NAY T4 T—2avE—FR] TV FFFRANTI—TDHREELE
I, TZVEREBEVATLAYPRE « SEEEVATLDESRRIPYILFF+ A NZBWNCPTY
T—23avEIFERICRDBSICNIVFFr AN NT Y ARR—MIEESINDZE(T
FOFENEBEZMETEXT, REBRODBRIE (FFEE—F] [CT [show
mac-address-table multicast-static] VY REETUIHERLIEE0N,

NILFF+ AT —TERSRIV VKR

‘ M24eGi# ‘ show mac-address-table multicast-static
VILFF+ANTIV—TREIVVER
M24eGi(config)# mac-address-table  multicast-static vlan <vlan-id> <mac-address>

member <port-list>

VILFF+ ANTIIV—THIRIV Y R

M24eGi(config)# no mac-address-table multicast-static vlan <vlan-id> <mac-address>
member <port-list>
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<HEANBDOIRTHI>
VILFF+ AT —BHBRBIOVY ROETHEUTICRLUET,

M24eGi> enable
M24eGitt show mac-address—table multicast-static

VLAN ID  Group MAC Address Group Members

1 01:00:5E:00:10:01 1-14

M24eGi#t

4-20-1 VYIWFF+ AT —TBEHRSBIV Y FOETH

1. ¥IFF+ATI—T1ER

VLAN ID NIVFF+ AT IL—TD VLAN ID ZRRUET,
Group MAC NIVFF+ ARTI—T0O MAC P RUAZRRLUETD,
address

Group NILFF+ AT IL—TICBLTLWSDR—hERRUE T,
members
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show mac-address-table multicast-static
VYILFF+ AR I —T DR EBHRERRLUE T,

[IVSX—5]
INSX—SEFR i
AW AN
(TR ERERE]
INSX—SETR TS aERORE
U AN
(BN E&EH]
INS A= EIR HEEH
L AN
[(E==E]
INS A —SEIR TREE
AN AN
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mac-address-table multicast-static vlan <vlan-id> <mac-address> member

<port-list>

VILFF AT —TEHFELVET, RESNVILFF+ANTIV=T5B/I\T Y
M VLAN RDIEBEUTR— M X VY IN—[COHEEINE T,
no mac-address-table multicast-static vlan <vlan-id> <mac-address> member

<port-list>

NIVFF+ AT IV—TZHIFRLE T,

[/I\SX—5]
INT A—SEHR £HER
<vlan-id> VLAN ID ZBELE T,

<mac-address>

VILFF+ A~ MAC PR RZEBELET,

<port-list> FIBIDAVYN—R—hEEELET,
[T BHREERERE]
INSA—=F B TIBHEROERE
<vlan-id> AN,
<mac-address> AN,
<port-list> N,
[fBEDEE EEHEH]
INS X—SEHR R EEIE
<vlan-id> 1~4094
<mac-address> 01:00:5E:00:00:00~01:00:5E:7F:FF:FF
<port-list>
<Switch-M24eGi>
1~24
<Switch-M16Gi>
1~16
< Switch-M8eGi>
1~9
BHOR— N ZHRETE T,
Bl :1-3,5
[(FEsEE]
INS X—FEHR FREE
<ID> A
<Name> 72U
<PortList> 72U
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<= TEBI>
BE  VLANT [CFAB T DIh— D55, th— bk 1—14 [CDOHAFEH MAC PRL X
01:00:5E:00:10:01 DINTy b&ZTAT—FT 14 VT FTBDEDICHELET,

1. N¥IWFF+ARITIVL—T"RKLRX01:00:5E:00:10:01 & VLANT [CEFRL
353-0 )(y/\“_l-ﬁ_l\(g: 1 _14 tbijo

M24eGi> enable

M24eGi#t configure

M24eGi (config)# mac-address-table multicast-static vlan 1 01:00:5E:00:10:01 member 1-14 ---1
M24eGi (config)# end

M24eGit

4202 R—bTI—EVT DRESH
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5. MEHERORT

USHEE—R] [CTN\T Y bAD VI —DfEHERZRRLUE T,

fistEa®R (EER) BRIOVVE

| M24eGiff | show interface counters [IFNAME]
atE® (T>—R) BRIVVR
| M24eGif | show interface counters error [[FNAME]
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<FTmBi>
m"—b 24 DOV —ETS5—HO VI —A2FKRUET,

M24eGi> enable
M24eGi#t show interface counters gi0/24
Interface GigabitEthernet0/24 is active, which has stastistics
Inbound:
Total Octets: 135616937
BroadcastPkts: 802649, MulticastPkts: 195421
UnicastPkts: 5019, Non-unicastPkts: 998008
Outbound:
Total Octets: 1932746
UnicastPkts: 27577, Non-unicastPkts: 62
Inbound packets distribution:
64 Octets: 527240, 65to127 Octets: 290459
12810255 Octets: 19582, 256to511 Octets: 175625
512t01023 Octets: 17739, 1024to1518 Octets: 21
M24eGi#t show interface counters error gi0/24
Interface GigabitEthernet0/24 is active, which has stastistics
Inbound:
FragmentsPkts: 0, UndersizePkts: 0, OversizePkts: 0
DisacrdsPkts: 605385, ErrorPkts: 0, UnknownProtos: 0
AlignError: 0, CRCAlignErrors: 0, Jabbers: 0, DropEvents: 0
Outbound:
Collisions: 0, LateGollision: 0
SingleCollision: 0, MultipleCollision: 0
DisacrdsPkts: 0, ErrorPkts: 0

M24eGi#

M51 H— NEEHEE(Y VS —)DRwHI

<Fpl>

Uy IPvITUTVWBIR—K 1 &EUVYITPyITLUTUORULWR—F 2 DIS—HD

‘Jg_"ia%ﬂ_'\bafjo
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M24eGi> enable
M24eGitt show interface counters errors gi0/1-2
Interface GigabitEthernet0/1 is active, which has stastistics
Inbound:
FragmentsPkts: 0, UndersizePkts: 0, OversizePkts: 1
DisacrdsPkts: 625074, ErrorPkts: 2, UnknownProtos: 0
AlignError: 0, CRCAlignErrors: 1, Jabbers: 0, DropEvents: 0
Outbound:
Collisions: 0, LateGollision: 0
SingleCollision: 0, MultipleCollision: 0
DisacrdsPkts: 0, ErrorPkts: 0
Interface GigabitEthernet0/2 is inactive, which has stastistics
Inbound:
FragmentsPkts: 0, UndersizePkts: 0, OversizePkts: 0
DiscardsPkts: 0, ErrorPkts: 0, UnknownProtos: 0
AlignError: 0, CRCAlignErrors: 0, Jabbers: 0, DropEvents: 0
Outbound:
Collisions: 0, LateGollision: 0
SingleCollision: 0, MultipleCollision: 0
DiscardsPkts: 0, ErrorPkts: 0
M24eGit

52 iK— EHESER(T S5 —)DRnbl
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show interface counters [IFNAME]
[EEROEHERZRRUEX T,

[I\SX—9]
INSX—F B Bz
[IFNAME] (VI—TI—REBERLET,
(TR E]
INS X—F B THHERFORE
[IFNAME] =L
[1BEDE EEE]
INS X—F B eI
[IFNAME] <Switch-M24eGi>
gi0/1 ~ @i0/24 (U\A 7> CHEEED)
RLU (BTOR—bh%ZERR)
<Switch-M16eGi>
gi0/1 ~ gi0/16 U\A 7 CEIFISED)
BLU (2TOR—bh%EFXRR)
<Switch-M8eGi>
gi0/1 ~ @i0/9 U\ 7> CEEEED)
KLU (BTOR—bhERR)
[(E==EH]
INT X—F B FEEIE
[IFNAME] L

CER BESNA VI —T I —ANEHRSNTUORVESE, HEHBRIERRSN

Ftho
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show interface counters error [IFNAME]
ITS5—ROMEHEREZRTUE T,

[I\SX—9]
INSX—F B Bz
[IFNAME] (VI—TI—REBERLET,
(TR E]
INS X—F B THHERFORE
[IFNAME] =L
[1BEDE EEE]
INS X—F B eI
[IFNAME] <Switch-M24eGi>
gi0/1 ~ @i0/24 (U\A 7> CHEEED)
RLU (BTOR—bh%ZERR)
<Switch-M16eGi>
gi0/1 ~ gi0/16 U\A 7 CEIFISED)
BLU (2TOR—bh%EFXRR)
<Switch-M8eGi>
gi0/1 ~ @i0/9 U\ 7> CEEEED)
KLU (BTOR—bhERR)
[(E==EH]
INT X—F B FEEIE
[IFNAME] L

CER BESNA VI —T I —ANEHRSNTUORVESE, HEHBRIERRSN

Ftho
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DOV —-DRBIFTFEDED T,

Inbound Total Octets SZEUVEE2TONTY bONA b ERRUET,

BroadcastPkts SELE2TOTO-RF+ AN VT Y FOFHERRUET,

MulticastPkts SEULEETOVILFF AN Y FO¥ERRUED,

UnicastPkts SEULEETOIZF + AT Y FORERRUE T,

Non-unicastPkts SELETO-RF+ AN TY EVILFFE P ANDEETUTH
H#RRUE T,

64 Octets INTy RED 64 N1 NDINT Y DR ERRUED,

65t0127 Octets INTY REM65~127 N1 RDINT Y M DBBERTUE T,

12810255 Octets INTw NERHN 128~255 181 bDINTw S D#REAERTUE T,

25610511 Octets INTy RED 256~511 /31 bDINVTy hD#EERRUET,

512t01023 Octets | /VTy REA512~1023 /31 ~DINTy D ERRUET,

1024t01518 INTw REM 1024~1518 /)31 b DINT v S D#REERRUE T,

FragmentsPkts IS—/)\Ty hTIT Y REA 64131 h&EDREL MDD CRCIS
—FFPSAVAVNIS—HRBILTVWDNT Y MIERRL
F9,

UndersizePkts IS5—/\Ty T IVoy hEA 64 N1 REDREULA, ZDftEIC
FEEHNRRVNT Y MIERRUE T,

OversizePkts <Jumbo status Disabled B>
Ty REA 1518 N1 FEDRWVWT Y FHERTRUE T,
<Jumbo status Enabled B>
NIy REM 9216 N1 MEDRWVWNT Y hIERTRUE T,

DiscardsPkts WELT/INTY FOBERRLUE D,

ErrorPkts IS—ERTINVTy FOMEERRUET,

UnknownProtos RIE%: Pause 7LV —LZZMEUTBZRRLUE I,

AlignError PIOARXYRNIS—ERSTENT Y bOBERRUE T,

CRCAlignErrors CRC FBPSAAVRIS—ERSTNTY OB ZERTRLUE
9,

Jabbers IS5y hTIVry bEA 1518 N1 FEDEREL. D CRC
IS—FR7PSAVAVNIS—HRBILTWVWD/INT Y MER
mUETD,

DropEvents WO ZEUTeNT Y hDOBERRUET,

Outbound | Total Octets EELE2TONTY FONA FRERRUE T,

UnicastPkts

EEVLETOIZF+ AT Y bOBERRUET,

Non-unicastPkts

EELLTO—RF+ ATy b EVILFF+ X SDEFERT
LET,

64 Octets

Ty RER 64 N1 bDINTy b DIEERTLUE T,

65t0127 Octets

INTw REM65~127 N1 ~DOINT Y b DIBERTLUE T,

12810255 Octets

INTy BRA 128~255 N1 bDINT v S DigEERRLUE T,

25610511 Octets

INTy BEH 256~511 131 bDINT v ~ DisEERRUE T,

512101023 Octets

INTy REM512~1023 1N b DINT Y b DB ERTLUE T,

1024t01518 INT Y RED 1024~1518 V1 b DINT Y ED#EARTUE T,
Collisions INT Y N DEENREEUTCHOBBERRUET,
LateCollision LA VY avaERHUERERRUET,
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SingleCollision

VD aVICLDBEOYEN 1 DDA 2T T — LD ERRL
9,

MultipleCollision

JUYa V(L BROENERONT L —LDOHERRLE T,

DiscardsPkts

WELTN\T Y FDEERRUE T,

ErrorPkts

IS—&R27/I\Ty bOBERTUET,
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6. |E 7 7 1 ILOEX

USHEE—R] [CTHAEBEDFRERBRZ TFTP U—/\NERX, F7cld TFTP —/\

NOEBIDIENTEXT,

WMET 7 IVDEXIVV R

M24eGi# copy running-config tftp {<ip-address> | ipv6 <ipv6-address>}
<filename>

RE7 7T IVOBMEIN VR

M24eGi# copy tftp {<ip-address> | ipv6 <ipv6-address>}
<filename> running-config
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copy running-config tftp { <ip-address> | ipv6 <ipv6-address>} <filename>
AEBOREBRE TFTP Y—/\INEEESNLT 71 IVETEELE T,

copy tftp {<ip-address> | ipv6 <ipv6-address>} <filename> running-config
BESNLTFIPY—NBLUT71IVEDRET 7 1 IVEEREBLET,

[IWSX—5]
INT A =S A A
<ip-address> TFTPB—/\D IP PRV RAZEEELE T,
<ipv6-address> TFTP B —/\D IPv6 7 RL A ZIEBELF T,
<filename> HWETF7MIVDERIZEELE T,
(TR ERERE]
INS XA —FEAF TEHEbsDERE
<ip-address> AN,
<ipv6-address> AW,
<filename> AN,
(E[QE el
INS A—F BTN S EEpH
<ip-address> 1.0.0.1~223.255.254.254
<ipvb-address> ::2~FEFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF
<filename> FEEHF 1~39 XFLURN
[(ERER]
INS XA =T & TESEE
<ip-address> AN,
<ipv6-address> AN,
<filename> AN,
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<sEHI>

BE  BEDHREB®RZ IP PRLUAMN 192.168.1.1 THD TFTP B—/ N
771 I)b&% switch-1.cfg EEELU TEHRELE T,
(EEP(CT Ctri+c F—ZANTDE TFTP EXRQEBEQOHMATOIRET Y, )

M24eGi#t copy running—config tftp 192.168.1.1 switch-1.cfg

M24eGi> enable
M24eGi#

61 BEBEROGRH(FEETFIP YY)

<sEBHI>
BE . TFIP B —/NLEDERET 7 1 IV REENRBUF T,
1. IPPRUAN172.16.1.1 THD TFTP Y—/NLDERET 71 I
switch-2.cfg ZEEULE T,
2. IBUICHREBRRZRELEF T, GFEULLF 11 EZBRIESLY, )
(EEP(C Ctri+c F—ZANT D E TFTP GXRBDFHATIEET T, )

M24eGi> enable

M24eGi#t copy tftp 172.16.1.1 switch-2.cfg running—config SR
M24eGi#t copy running-config startup-config e 2

Please wait a minute.

Save current state to startup config successfully!!

M24eGitt

6-2 HREBBDEEF(TFTP U—/\HFEE)

ZER TFIPY—I\HQBERET 7 1 ILOBBLIT TEIEREBNREBRNMMRESNT
WRL\Te e, DT REBRRDEREFZRITLU TS,
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7. 27—ALADTPOIN—IaVPyvY

UFEE—R]IICTEAEBD I 7— LD I PDN—I3 V7P v Iz DI ENTE
ESE

TJ7—LTITPDIN—YavyPyIIVYUR

| M24eGiff | copy tftp {<ip address> ipv6 <ipv6-address>} <file_name> image
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copy tftp {<ip address> | ipv6 <ipv6-address>} <file_name> image
77—LADT7PON—=V3avPyvI7ZET0. BENICEERZTLET,
83BNV —hIAV—ZRELTVDHBERUT — I —DEENRIAS N,
RERBORER(CEEESZTVET,

[V X—5]
INT A =S ZIN i
<ip-address> TFTPB—/\D IP P RLVARAZEBELE T,
<ipv6-address> TFTP H—/\D IPv6 7 U A ZEELE T,
<filename> T77—LOT7DT 71 IVEZEELE T,
(TR ERERE]
INS XA —F & TEHEbsDERE
<ip-address> AN,
<ipv6-address> AN,
<filename> AN
(5 i)
INT A—F BTN S EEpH
<ip-address> 1.0.0.1~223.255.254.254
<ipvb-address> ::2~FEFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF
<filename> FARYF 1~39 XFLUKN
[(ERER]
INS X —F & TESEE
<ip-address> AN,
<ipv6-address> AN,
<filename> AN

TR N—=YavPyTNBRHENCEREZYSBVTLIES L, BB TERAR
DHENHHDEXT,
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<sEHI>
BB J7—LOI7DON—V3aVPyvI%=EGTUET,
1. IP ZPRUXA 192.168.1.1 THD TFIP b—NEDT7—LD 7
pn28240iv20107.rom ZXWEREL T, N—=IavrPvIEZETUET,
2. 90vO0—RhZERT(VIT—59—TY,
(EXRDP(C Ctrl+c F—ZANT D& TFTP GEWEDFHATIEET T, )
3. 99 vO0—-RUETZ7—LD T PDEEEEREDRL. BAETVET,
4. N—=I3V7PyITHRNUICEEREESNCHEEESSINET,

M24eGi> enable

M24eGi#t copy tftp 192.168.1.1 pn28240iv20107. rom image CEO |
This command will proceed system firmware update [Y/N] : vy .
Verifying Firmware File ....... ... . . .. . .. .. . . .. ... ..... PASSED -3
Firmware File Size ... ... . . . . . . . . . . . . ... 1823015 bytes
Verifying Checksum . ........ ... .. .. . .. Ox4deb

Check Firmware Type ......... .. FIRMWARE
Checking Firmware Version .............. ..., X. X. X. XX, PASSED
Please wait, programming flash.......................... Done

Firmware successfully update!! System is rebooting ... e 4

& 7-1 J7—LDIPIN\—I3vPvIDETH
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8. BiLE

HEE—R] (CTHESDRITHIUETY, RTRDATY 3V TBESDEEZE
B [ITHEERREDET] [IP 7 FLALEMN THHERREDETIO 3 BEZ#ER

LEd,

8.1. BEBINDRTT

rREDBEFHZRTUET,

BEsIvYVER

| M24eGiff

‘ reboot normal
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reboot normal
A1 v F=BEEHLET,

[1\SX—7]
INT A—SEHR Bl
normal A1y F=BEHITDIEOATVavEEELEXT,
normal ‘ Bic#H
[TIEHEERERE)
INT A—FZHN TEHERONE
2L 2L
[MEDER EHIH]
INS X—FEZHR S EEIE
AN AN
(Qza=t-11)|
INT A—SEHR TEEE

AN AN
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<s%EBI>
BE . BEgEETLED,
1. BEBZEETULE,
2. EfTHERICHU TR ITDHESIRY 2. PIETDIHEEEI N ZANLET,

M24eGi# reboot normal _—
Are you sure to reboot the system? (Y/N) y 2

M24eGi> enable H

8-1-1 BESHNDRTH
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8.2. TiZHERREBRNDETT

USEE—F] [CTRESNLREP VAT LABRZETYHLL,. THHERIRREN
BITIDIENTEFXT,

BRI/ V—R/EIVVE
‘ M24eGi# ‘ reboot {default | default-except-ip}
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reboot {default | default-except-ip}

VAT LADBESRICRFESNICEREP VAT LABREE THHEL, THHERMA

BANETLET,
[/\5X—9]
INS A=A i
{ default | AA Y FEBEEITDIENDT TV aVvEEELET,
default-except-ip} default BiEEE(C TSHERRRRERANETL
N
default-except-ip | IP 7 FLABIMNDEREEBRENE(C
THHERRRRENETUE T,
(TR ERERE]
INSA—FER TISHEFORE
AN AN
QE[QR A )
INT X—F B e
2L A
[(E==EH]
INSA—FER FEER
2L A

ER B e

DERFTRICTEFRELLES LY

419
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<s%EBI>
BIE | REDOPH ATV, TBHEERRREANETLE T,
1. IBHEHRRENDETERTLUET,
2. EfTHERICHU TR ITDHESIRY 2. PIETDIHEEEI N ZANLET,

M24eGit#t reboot default s
Are you sure to reboot the system? (Y/N) y e 2

M24eGi> enable H

8-2-1 BESHNDRTH
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8.3. UJ—hIAV—HBEDRTE

[T0—/VAY T 1 TL—yavE—R] (ETUT— 91 X—ZBHICRET BT
L&D, BEBIVY RORFHNSRELRENRCEEBEEFI ST ET
T,

BEgIIV—REIVVIR

‘ M24eGi(config)# ‘ reboot timer <time> |
BE#HII V-8RIV
‘ M24eGi(config)# ‘ show reboot timer ‘
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reboot timer <time>
reboot VY RZETLTHD, EEHNBEEITDEX TCOREELZELET,

[1\SX—7]
INT A—SEHR s8R
<time> A1 v FHBEHTDE COFEENEMNTIEELET,
[TIEHEERERE)
INS X =8 ZR TEHERFOERE
<time> 0 (UT—=hrSA4V—EZ)
(BN E&H]
INT A—SEHR eI
<time> 0~86400
(Qza=t-11)|

INS A= EIR TREE

<time> D' — N CIAEBRR/NB-EE S T,
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show reboot timer

VI — I N—DREBERRLE T,

[N\SX—5]
INS A—FER A
AN AN
[(TiEHE R ERE]
INSX—SEFR TS ERDERE
L AN
(BN E&EH]
INS A —SEIR HEEH
AW AN
[(E==E]
INS A= EIR TREE
AN AN
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<= TEBI>
BE : A1 v FHBESITDIETCOEEZ 10 WRBICEREL, BEBEETLUED,

UT— k1 —% 10 BICBELET,
BEHEEGTLET,

BRBOBRCHLTy EAHLET,

UT— k94 Y—(CEDE 10 DRCERBNETINET,
 (BEBEDILTHESE Ctl F—EBUAND c EAALET, )

bU\)N4

M24eGi> enable
M24eGi#t configure

M24eGi (config)# reboot timer 10 e
M24eGi (config)# exit -2
M24eGi# reboot normal -+ 3

Are you sure to reboot the system? (Y/N) y
The system will reboot 10 seconds later. You can press CTRL+c to cancel it

M24eGitt

8-3-1 UTJ—hr91IY—NDETHI
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9. PingD=E1T

Ping ZRLV/cEREBERZRTIDENTEFXT,

Ping VYR

IRTHOE—K ping {<IP address> | ipv6 <IPv6 address>} [-n
<count>] [-w <timeout>]
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ping {<IP address> | ipv6 <IPv6 address>} [-n <count>] [-w <timeout>]
BESN IP 7 FLURICHU THREERZITLE T,

(/135 X—5]

INS A—FER A

<|P address> WEETDIRARDIP PRLURAZRUET,

<IPv6 address> WRETDRARD IPv6 P RLRAZRLET,

<count> Ping ZX 59 20 ZEELF T,
<timeout> IA1LFPIETDIHNHZIBELE T,
[THEHERERE]
NS A—F B THBHERDRE
<|P address> AW
<|Pv6 address> A
<count> 3
<timeout> 3
[1EDE%E &)
INS X—FEHR R
<|P address> 0.0.0.1~223.255.255.255
<|Pv6 address> ::2~FEFF:FFFF:FFFF:FFFF.FFFF:FFFF:FFFF:FFFF
<count> 1~10
<timeout> 1~5
[F==1H]
INS X—SEHR EREHE
<|P address> A
<|Pv6 address> A
<count> A
<timeout> A
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<SE1761 1>

BE | RA MK L CHRBERZTVE T,
@IP 7 RLZAH192.168.1.10 0)71’7\ MADBREERZS 1 AP D 2 BICEE

LT5OERGFTULET,

QOEREESHIUNBHENRTRINE T,
®ﬁﬁﬁﬁmb\$‘:%b\§§j— SNEXY,

@|M24eGi> ping 192.168.1.10 -w 2 -n b

M24eGi> PING 192.168.1.10 (192.168.1.10) : 56 data bytes
10:
10:
10:
10:
10:

64 bytes from 192.168. 1.
64 bytes from 192.168. 1.
64 bytes from 192.168. 1.
64 bytes from 192.168. 1.
64 bytes from 192.168. 1.

-———192.168. 1. 10 PING Statistics———
(){: 5 packets transmitted, 5 packets received, 0% packet loss
round-trip (ms) min/avg/max = 0/2/10

M24eGi>

icmp_seqg=1 time<10 ms
icmp_seqg=2 time<10 ms
icmp_seqg=3 time<10 ms
icmp_seqg=4 time<10 ms
icmp_seqg=5 time=10 ms

<SE1761 2>

X 9-1 ping DETHI 1

BE  FREUBULVRR MMTH U THRE#ESRZTVE T,
@IP 7 FLAH 192.168.0.1 DEFEURVRRA EMADEREHERZETLUE T,
QBN RV, M LPINIS—HRRSINEKT,
CRBERERNARTINE T,

@ |[M24eGi> ping 192.168.0.1

M24eGi> PING 192.168.0.1 (192.168.0.1): 56 data bytes

Error: Request timed out!
@n |[Error: Request timed out!

Error: Request timed out!

————192.168.0. 1 PING Statistics——
® |3 packets transmitted, 0 packets received, 100% packet loss

M24eGi>

9-2 ping METTHI 2

427




10. ¥RA7L0O07DOSR

UStEET—F] [CTYRTLOT DBRELUVHIRZTVLET,

YATLOBRMIVUEF

| M24eGiff | show syslog [tail <line>]

YATLOTJHIBRIN VR

| M24eGif | syslog clear
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<FTmBi>

YATLAOT0ER 10 #ZRRLEX T,

M24eGi> enable

M24eGitt show syslog tail

2001/01/01
2001,/01/01
2001/01/01
2001/01/01
2001,/01/01
2001/01/01
2001/01/01
2001,/01/01
2001/01/01
2001/01/01

09:
09:
09:
09:
09:
09:
09:

00:
02:
02:
02:
02:
02:
03:
09:03:
09:04:
09:04:

36
28
28
30
30
31
30
31
41
45

10

kern
kern
kern
kern
kern
kern
kern
kern
kern
kern

info
info
info
info
info
info

info [SYSTEM] Port-1 Link-up

info [SYSTEM] Port-5 Link-up

info [SYSTEM] Port-6 Link-up

error [LOOP DETECT] The loop detected between port 6 and 5
[SYSTEM] Port-6 Link—down

[SYSTEM] Port-5 Link-down

[LOOP DETECT] Port 6 auto recovery

[LOOP DETECT] Port 5 auto recovery

[SYSTEM] Logout by user.

[SYSTEM] Login from console

1. YROTER

10-1

VAT LOTBRIVY FOETHI

Yyyy/mm/dd OJhEiESNcBNZRLE T,
hh:mm:ss O h xS NiclEZRLE T,
kern.xxxx O NEEEZXRLET,
Emerg Emerg
Err Err
Warn Warn
Notice Notice
Info Info
[ ] OO DREEFRLET,
Counter Ty N NWOVI—([CRETDHOT T,

Loop Detect

IV—T1A0 - ERTHEEICRE T 200 T,

Port

MR—bhEZIVUVICEETHOT T,

Monitoring

RADIUS RADIUS [CE89 207 TY,

SNTP SNTP [CB§9 50O T,

Storm A=Ay ~O-)VICEET20OT T,
System VAT LICEATOTTY,

DDM SFP €Y 21— )VIRREESEHERE(CRA T 200 T,
PPS PPS [CE89 50 TY,
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VAT LAOTDOABIIUTOED T,

Counter

Error

Received error packets. (CRC/Align Errors)

CRC/Align TS—)1\Ty b &ZEBELUIBE. TRINE T,

Received the error packets. (Undersize Pkts)

64Byte KDINSWVWN\T v hZREUIES, BRINET,

Received the error packets. (Oversize Pkts)

1518Byte KD ARER/NT Y hZERELIBES, BHRINK T,

Received the error packets. (Fragments)

Fragment Z2ZEUTEE. LHR/RINK T,

Received the error packets. (Jabbers)

Jabber ZRELTHE. HRINK T,

Received the error packets. (Collisions)

Collision BELEUTIBE, ERSNFKT,

Cannot send the packets. (Ping)

Ty b ZERETERD S TBE, BRSNE T,

Cannot send the packets. (Telnet)

Ty b ERETERD 2 TBFE. TRSINK T,

Cannot send the packets. (SNMP)

INT Y R ERETERN >THEE. TRINE T,

Cannot send the packets. (Syslog)

INT Y hERETERD 2 TBE. TRSINEK T,

Cannot send the packets. (RADIUS)

INT Y R ERETERN >THEE. TRINF T,

Cannot send the packets. (SSH)

INT Y R ZRETERN >TBE. TRINE T,

Cannot send the packets. (SNTP)

INT Y b ERETERD 2 TBEE. TRSNEK T,

Cannot send the packets. (ARP)

INT Y R ZRETERN >THEE. BRINF T,

Cannot send the packets. (EAP)

INT Y hERETERD 2 BEE. BRSNEK T,

Cannot send the packets. (TFTP)

INT Y R ERETERN >THEE. BRINE T,

Loop Detect

The loop detected between port xx and yy.

W—TZBAUBE. TRSNET,

Error
The loop detected port xx
W—TZBRUTBEE. SiRENEd,
Info Port xx aute recovery
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W=TRAUTcR— b EBERIBLICBSE. SRSNET,

Port Monitoring

Start monitoring function

Info

TV VTRBENBEIND OBRICSNIBSICEHRINK T,

Stop monitoring function

TV VTRENEDH SEMNCSNIBEICERINE T,

RADIUS

Accept Login via RADIUS

Info

O74 > RADIUS TOZ A Vilil#, L/SNET,

Reject Login via RADIUS

Error

074 > RADIUS TOZ 1 VKME, ELRINFTT,

RADIUS Timeout

RADIUS §1 AP M DREUIBEICERSINE T,

SNTP

SNTP update to yyyy/mm/dd hh:mm:ss

SNTP TRZIEG®E., THNEd, Q TBLE

Info

SNTP first update to yyyy/mm/dd hh:mm:ss

SNTP TRYIDHAIESHE, SHRINK T,

No response from SNTP server.

SNTP H—N\DISENRVESICETRSNE T,

Storm

Detect the storm. (DLF)

A b —LZBALIHBECTRINE T,

Detect the storm. (Multicast)

Info

A b —LZEBRAUIBECTRINE T,

Detect the storm. (Broadcast)

A b —LZBRAUIHECTRSINE T,

System

System Cold Start.

O74 VBEEZRRE, LHRINEKT,

Port-xx Link-up.

VY O7PvT%E LHRINET,

Port-xx Link-down .

Info

VYo%, SRINET,

Connect SFP module(Port-x).

SFP WM& S NIc SE/RSNE T,

Disconnect SFP module(Port-x).

SFP RO SEFRSNE T,

Temperature over threshold.

Error

BfEZ LO->7cHE. BHRSNE T,
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Info

Temperature under threshold.

BEZ TO>7BE. TH’RINF T,

Error

Copied configuration 2 to 1

V7470 1 OWEEZRHL, QY7140 2 &1 A\JE-UIHE. TRSNEXT,

Copied configuration 1 to 2

Ov7470 2 DBEZERHEL, OV T «401%Z 2 \JE-LUTI5E. ERINET,

Reset configuration 1 & 2 to default

OV7401 &2 EBICWEZREL, ELLICBES. TRINET,

Copy configuration 2 to 1 is failed

Ov7«47 1 OBEZEREL, OV 7140 2% 1 ANJE—UIcRK LTSRS,

INEY,

FoER

Copy configuration 1 to 2 is failed

OV 7472 DBR%Z®REL. IV T 1401 %& 2A\JE— Ut KRRUTBE,

SUEER

iR

Save of configuration 1 is failed

V71T 1 NORFICKMUTES, BRSINET,

Save of configuration 2 is failed

V74 T2 \ORFEICKMUTBE. BRSINET,

Info

Login from console.

VY —=)biR—bho074 v ERSnEd,

Login from telnet.(IP:xXX.XXX.XXX.XXX)

TELNET Ao07 1 v, ZFRSNE T,

Login from SSH(IP:XXX.XXX.XXX.XXX).

SSHABOT1 V&, THRSNEKT,

Error

Login Failed from console.

VY —IUR—bho0J 40 vRKE, SHRSNET,

Login Failed from telnet.(IP: xXX.XXX.XXX.XXX).

TELNET 5071 VRKE, T|RSNE T,

Login Failed from ssh(IP: XXX.XXX.XXX.XXX).

SSHhBOT1 VRKE, T|RINET,

Not authorized! (IP: XXX.XXX.XXX.XXX) .

TELNET. SSHH5 3@O7J 1 VKM#E, EiReNEd,

Reject Telnet Access..

TELNET 7O CAHIRDEEIM O P I LAV EE, EHRSINET,

System authentication failure.

SNMP ¥ RX—3 + WNOEREERME, ERSNE T,

Info

Set IP via ipsetup interface (IP:xXX.XXX.XXX.XXX)

IP EBEREY -V TRERER, LHRINKT,

Error

Failed to set IP via ipsetup interface

IP EEFREY -V TREEE CERN 2 BE. THRINKT,
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IP setup interface timeout.

28 20 DEIC IP BHRREY IV TREREZRELILES. THRINEKT,

Info

Console timeout.

VY=L UI B 1 LPT R UIBSICERINK T,

Telnet Timeout (IP: XXX.XXX.XXX.XXX).

TELNET Ul B9 1 AP D b UTBEICRETFRSNE T,

SSH Timeout (IP: XXX.XXX.XXX.XXX).

SSHUI DI A LFP T b UTIBEICERINE T,

Changed user name.

A—YENEESNIBES, BRSNET,

Chagned password.

INAT— RHBBESNIIHE, RSNE T,

Error

CPU drop the packet. (xx Bytes)

CPUZBD/IN\T v hZRELUIHBS, TRINEKT,

Info

Runtime code changes.

7 4 _A'j I 7%75 b :/1 (:%mﬁ?é\ 5&&37“??0

Configuration file download.

|ET 71 I TFTP H—/\hBZ{EL. running-config [CRBRE, TIRSNET,

Configuration file upload.

EWET7AI%E TFTP b —/INKEE, HRSNFXT,

Configuration changed.

RNERTFE., TERINKT,

Reboot: Normal.

BiE®®R. 0741 VEERRECTHRINET,

Reboot: Factory Default.

BiEgE. YHtL. 071 VERRRECTRINE T,

Reboot: Factory Default Except IP.

BE#®E. IP 7 FUABRZHRVCHMEL, OJ41 VEERREICEHRINEKT,

Start reboot timer (xxx sec)

VT —hIAY—NRI— LT ERSINET,

Stop reboot timer

UT— R I —DF P UL ENEE. 2RaNEd,

Cleared system log

VAT LOTHHEESNIBE, BRINEKT,

Error

Watch dog timer is expired.

Watch Dog HM8ULVBE, ERSNK T,

Cannot write in Flash (addr: 0x0000000000)

FLASH [CEAHTERD 2 TcBE. BRSNEK T,

Cannot write in EEPROM (addr: 0x0000000000)

EEPROM [CEBIAATERN 2THE, THRINK TS
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Cannot read in Flash (addr: 0x0000000000)

FLASH ZFHMAADRBN 2 THBE, THRSNE T,

Cannot read in EEPROM (addr: 0x0000000000)

EEPROM ZFHAHADRN 2 TIHE. S NEK T,

Cannot access to temperature sensor.

BERYY—CPIEATERN >7BE. TERINE T,

Memory allocation fail!

A1y FOREY T DT PICT XEVRBCEEZRBUILES, SRSNEK T,

System exception in thread:THREAD freeMem:FREE_MEM !

A1y FOREBY T DT PICT, REFBECLDHNERELIIHE. THRINEK
ER

Duplication of IP address: IP ADDRESS (MAC ADDRESS).

A Y FICRESNICIP 7 RLUAN, HEEERE LI EZ2REUTIES, LRSS
NnEd,

Logout by user

-V —lik—bh2OT 7T b UTHE. BRINE T,

Logout by user(IP: IP ADDRESS).

d—YH Telnet £7cld SSH HM5OT 7T b UTBE, RSNE T,

DDM

[DDM] {RX power | TX power | Temperature | Votage | Bias current} is
{exceeded|recovered from} { High|Low} {Alarm|Warning} on Port-x.
SFP EY 1 —ILOREICEIEA D > TIHZE. SIRSNE T,
RX power BENNT—ERLET,
TX power EEXNT—ERLET,
Temperature BEZRULE T,
Votage EBEFEEZRLE T,

Mo Bias current DfFERERLE T,
Exceeded HEZBELIEERUET,
recovered from EENSERHUL I EEZRULET,
High LRREZRUET,
Low TREZRULEXT,
Alarm ESZRLET,
Warning FEERLE T,

PPS

(PPS)New Controller (ID:XXXXXXXXXXXX).
wLWIY FO-SOEHZRLET,
(PPS)New Controller Port (Port:X).

Info FLWIAY FO-SDEFHFZRLET,

(PPS)Change Status from Standalone to Controlled.

RATF—8 N Standalone” HB” Controlled” [CEELCEARUETD,

(PPS)Change Status from Controlled to CPNL.
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AT—8 XN Controlled” A5” CPNL” [CEBULIIEZRLE T,

(PPS)Start ConfigurationMode.

VT4 —yavE-—RTHRIBLILZEEZRULET,

(PPS)Stop Configuration Mode.

VT 40—y 3aVE—RZERLULEIEEZRUVET,

(PPS)Configuration Changed.

T Commit” FEFUITIAME-T)&REL. REZEELULIEZRULET,

(PPS)Configuration Changed(Rollback).

" Rollback” #%fEL. REZEBEBLICCEZRULET,

(PPS)Lost Authentication Key.

" Shared key” &7cld” Specifickey” , ZOmAZHERLIcZEZRLUE T,

(PPS)No response from Controller.

Y bhO-S\OBRERERICITLTI MUl EZRUVET,

(PPS)Connect Virtual-link (IP:xxX.XXX.XXX.XXX).

METINA ZADNRAN—T =TIV EICENSNc I ERLVLEF T,

(PPS)Disconnect Virtual-link (1P:xxx.XXX.XXX.XXX.)

MRETINA ZADRAN=T =TIV EDSHIFRSNIcC EZRULET,

(PPS)Overwrite connection table (XX:XX:XX:XX:XX:XX)

RT3V T—JIhEHRSNIEZRLET,

(PPS)Controller change port status to Forwarding.

dv hO—-35h5R—bDREZ” Forwarding” [CEESNIEZRULET,

(PPS)Controller change port status to Blocking.

Jy bO—35hoR— bk DRRE%ZE” Blocking” [CEESNIEZRLE T,

(PPS)Copied PPS information 1 to 2.

EEEFICSDNBEHR 1(Main)MEB L 7c1BE&. SDNE# 2(Backup) Z SDN & ]
1(Main)lcOE—UfcC&ERLET,

(PPS)Copied PPS information 2 to 1.

8 I C SDNE 3 2(Backup) M IRB L 7= 55 4. SDNE 1(Main) % SDN & 8
2(Backup)lcIE—UTeZ & &RLET,

(PPS)Save of PPS information 1 is failed.

SDNER 1 (Main)& 75 v ¥ 1 OREICER L. EARLET,
* EBEBCIY FO—SEREBHL TS,
Bl) 75 v a(CSDNBR T (Main) DRENER L EE2RLET,

(PPS)Save of PPS information 2 is failed.

SDNIB#H2(Backup)Z 75 v ¥ 1 NDREICEBR LT & ZRLE I,
Bl) 75w 1(CSDNIBIR2(Backup) DEEA KK L1 Z EERULET,

(PPS)Configuration file download.

A bO-ShoRET 7V ERELULIEERULET,

(PPS)Configuration file upload.

OV bhO-3(CERET 7 M EEXBELIEZRLE T,

(PPS)Runtime code changes.
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AV hO-5hBT7—LDIPHEEINIEEZRUET,

(PPS)Not found Controller. Stop PPS function.

StandaloneXBN' IV bO—3 60PEBEAT R EERUEFT, PPSHAEZE
BNCEILELcZEZRLET,
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show syslog [tail <line>]

FEETRELCARY OO ZRRUE T,

[1\SX—7]

INT A—SEHR s8R

<line> O XKEHORNRNIDITHEIEELET,
[TIEHEERERE)

INS X =8 ZR TSHERFOERE

AW, 2L
(BN E&H]

INT A—SEHR eI

<line> 1~256
(Qza=t-11)|

INT A—SEHR TREE

/AN AP
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syslog clear

O DABZE CHIFRLE TS

[N\SX—5]

INS A—FER A

AN AN
[(TiEHE R ERE]

INSX—SEFR THHERFDRE

L AN
(B E S ]

INS A —SEIR HEEH

AW AN
(E==R]

INS A= EIR TREE

AN

AN

438




<fERFI>
BE  AEBECTHRAEUVCVRATLAOTZRRUEIC, OJDHIREITVET,
1. REBOIY AT LAOT%ERRLUET,
2. AEEDIVATLOTZHIBRUET,
3. AEBOYRTLAOTHHIREN TV BT EARRBLET,
M24eGi> enable
M24eGitt show syslog S
2001/01/01 09:00:37 kern. info [SYSTEM] Reboot: Factory Default
2001/01/01 09:10:13 kern. info [SYSTEM] Login from console
2001/01/01 09:28:54 kern. info [SYSTEM] Connect SFP module (Port-24).
2001/01/01 09:34:26 kern. info [SYSTEM] Configuration changed
2001/01/01 09:35:17 kern. info [SYSTEM] Port-1 Link-up
2001/01/01 09:35:35 kern. info [SYSTEM] Port-1 Link—down
2001/01/01 09:36:15 kern. info [SYSTEM] Login from Telnet (IP: 192.168.0.100).
2001/01/01 09:36:16 kern. info [SYSTEM] Logout by user (IP: 192.168.0. 100).
2001/01/01 09:38:42 kern. info [SYSTEM] Runtime code changes
2001/01/01 09:38:43 kern. info [SYSTEM] Reboot: Normal.
2001/01/01 09:00:37 kern. info [SYSTEM] System Cold Start
M24eGi#t syslog clear e 2
M24eGi#t show syslog -+ 3
Syslog history is empty!
M24eGit

102 YRATLOTDRRFBIV VAT LOT DHIERS
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11. REFRORTF - 2R

(FHEE—F] [CTREBBDREFHLUBRZEITVET,

BfFPOREBRNDBMIVYE

| M24eGiff | show running-config

FESNTLIRE/ROSRIV/E

| M24eGif | show startup-config

REBROERFEIVVE

‘ M24eGi# ‘ copy running-config startup-config
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copy running-config startup-config

RERERZRELE T,

[N\SX—5]

INS A—FER A

AN AN
[(TiEHE R ERE]

INSX—SEFR THHERFDRE

L AN
(B E S ]

INS A —SEIR HEEH

AW AN
(E==R]

INS A= EIR TREE

AN

AN

441




show running-config

BFPOFREBRERRLE T,

[N\SX—5]
INS A—FER A
AN AN
[(TiEHE R ERE]
INSX—SEFR TS ERDERE
L AN
(BN E&EH]
INS A —SEIR HEEH
AW AN
[(E==E]
INS A= EIR TREE
AN AN

442




show startup-config

RESNTLDREBHRERTLET,

[N\SX—5]

INS A—FER A

AN AN
[(TiEHE R ERE]

INSX—SEFR TS ERDERE

L AN
(BN E&EH]

INS A —SEIR HEEH

AW AN
[(E==E]

INS A= EIR TREE

AN AN
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<s%EBI>

BE BEOREEHFRTFL. REINCHREBRERRLUET,
1. BEDREEZEEICREFELED,
2. RESNEREBREERRLUET,

M24eGi> enable
M24eGitt copy running—config startup-config
Please wait a minute

Save current state to startup config successfully!! EE |

M24eGi#t show startup—config e 2
I — M24eGi start of config file —
I — Software Version : 1.0.0.21 —

| — Save date : 2001/01/01 09:01:22
!

enable
configure

password manager :KCsNFkTCs INy1ab4i i |6+g==:0BArD1EKOC7ncCf27JudUg==
terminal length O

console inactivity-timer 0

telnet-server inactivity—-timer 60

interface vlant

member 1-24

management

exit

no watchdog timer

led base-mode status

telnet-server enable

ip address 192.168.0.1 255.255.255. 0 192. 168. 0. 254
sntp timezone 51

ip setup interface

|

exit

!

end

I — end of configuration —

M24eGi#

11-1  REDREHBLURESNREBBRDODRTH
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12. FOZAIYIR— MERORE

HEE—R] (CTT I ZAIYR— M BERZERBLE T, SEVEHEREDRICH
SHUHEEBWEL EEFTT,
KREABTHIERBCBLVH, FHIC terminal length % 0 [CEREL THL I EEHEID
LED,

TOZAHIYR—ERSRIVYR

‘ M24eGi# ‘ show tech
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show tech

TOZHIYR—ERZRELE T,

[N\SX—5]
INS A—FER A
AN AN
[(TiEHE R ERE]
INSX—SEFR TS ERDERE
L AN
(BN E&EH]
INS A —SEIR HEEH
AW AN
[(E==E]
INS A= EIR TREE
AN AN
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<= TEBI>
TFOZHILYR— MERZERSULE T,

M24eGi> enable
M24eGi# show tech
okl System clock sokkkk

kxrkk BSD Syslog Protocol (RFC-3164) sk

pokkokx System running configuration sekkk

ook System information serkskokk

okkkx  [nterface operating status sokrskok

okdkkk  [nterface packet counter sksorx

dokx  [nterface error packet counter sstokk

rxrkk [EEE 802.1Q Virtual Local Area Networks (VLAN) seksksxk
periolok [EEE 802. 3 Link Aggregation sk

prkkokx Dynamic unicast MAC addresses aging time sokksok
kdkokx System startup configuration sskkk

ptoktok ARP skorotorok

bkkskskk NDP - skskskokok

M24eGi#

12-1 TOZAHIVERSRIVY Y FORTH

447




fTiRA. TR

BEVOEBOIREER I DICIE. ENETNOEECHIL LT
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f4#RE. MIB—E

AEED MIB —E&IILUTDED TT,

<port_num>FiR— rESICRDET,

<ip_address>l& IP P FLR[CARAD X T,
<ipvdlfindex>Id ipv4interfacelfindex [CRDE T,
<ipv6lfindex>Id ipv6Interfacelfindex [CARADE T,
<ipSysVersion>I3 ipSystemStatsIPVersion [C2D F T
<etherIndex>(g etherStatsindex [C&D X T,
<ipVersion>(3 iplfStatsIPVersion [CT@D F T
<ifIndex>(d iplfStatslfindex [CTRD KT,

1. SNMPv2 MIB (RFC1907) & MIB2 (RFC1213)

1.1.system

MIB #7Y Tk PORZ | #AF
sysDescr RO sysDescr.0
sysObjectID RO sysObjectID.0
sysUpTime RO sysUpTimelnstance.O
sysContact R/W sysContact.0
sysName R/W sysName.0
sysLocation R/W sysLocation.0
sysServices RO sysServices.0
sysORLastChange RO sysORLastChange.0
sysORID RO sysORID.1
sysORDescr RO sysORDescr. 1
sysORUpTime RO sysORUpTime.1
1.2.TCP
MIB #7Y 0k PORZ | #AF
tcpRtoAlgorithm RO tcpRtoAlgorithm.0
tcpRtoMin RO tcpRtoMin.0
tcpRtoMax RO tcpRtoMax.0
tcpMaxConn RO tcpMaxConn.0
tcpPassiveOpens RO tcpPassiveOpens.0
tcpAttemptrFails RO tcpAttemptFails.0
tcpEstabResets RO tcpEstabResets.0
tcpCurrEstab RO tcpCurrEstab.0
tcplnSegs RO tcpinSegs.0
tcpOutSegs RO tcpOutSegs.0
tcpRetransSegs RO tcpRetransSegs.0
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tcplnErrs RO tcpInErrs.0
tcpOutRsts RO tcpOutRsts.0
tcpConnState RO
tcpConnlocalAddress RO
tcpConnLocalPort RO
tcpConnRemAddress RO
tcpConnRemPort RO

1.3.UDP
MIB #7310k POLRR | #ElF e
udpInDatagrams RO udpInDatagrams.0
udpNoPorts RO udpNoPorts.0
udplnErrors RO udplInErrors.0
udpOutDatagrams RO udpOutDatagrams.0
udplLocalAddress RO
udpLocalPort RO

1.4.SNMP
MIB 7Yk PORZ | #AF e
snmplnPkts RO snmplnPkts.0
snmpOutPkts RO snmpOutPkts.0
snmplnBadVersions RO snmplnBadVersions.0
snmpInASNParsekErrs RO snmpInASNParseErrs.0
snmpinTotalReqVars RO snmplnTotalReqVars.0
snmplinTotalSetVars RO snmplnTotalSetVars.0
snmplinGetRequests RO snmplnGetRequests.0
snmpinGetNexts RO snmplnGetNexts.0
snmpinSetRequests RO snmplnSetRequests.0
snmplinGetResponses RO snmplnGetResponses.O
snmplinTraps RO snmpinTraps.0
snmpOutGetResponses RO snmpOutGetResponses.O
snmpOutTraps RO snmpOutTraps.0
snmpEnableAuthenTraps R/W snmpEnableAuthenTraps.0

2. IF MIB (RFC2863)

2.1.interfaces
MIB 7Yk POLER | #ElF e
ifNumber RO ifNumber.0
ifindex RO ifindex.<port_num>
ifDescr RO ifDescr.<port_num>
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ifType RO ifType.<port_num>
ifMtu RO ifMtu.<port_num>
ifSpeed RO ifSpeed.<port_num>
ifPhysAddress RO ifPhysAddress.<port_num>
ifAdminStatus R/W ifAdminStatus.<port_num>
ifOperStatus RO ifOperStatus.<port_num>
ifOLastChange RO ifOLastChange.<port_num>
ifiInOctets RO ifiInOctets.<port_num>
ifHCInOctets RO ifHCInOctets.<port_num>
ifinUcastPkts RO ifinUcastPkts.<port_num>
ifinNUcastPkts RO ifinNUcastPkts.<port_num>
ifinDiscards RO ifinDiscards.<port_num>
ifinErrors RO ifinErrors.<port_num>
ifinUnknownProtos RO ifinUnknownProtos.<port_num>
ifOutOctets RO ifOutOctets.<port_num>
ifHCOutOctets RO ifHCOutOctets.<port_num>
ifOutUcastPkts RO ifOutUcastPkts.<port_num>
ifOutNUcastPkts RO ifOutNUcastPkts.<port_num>
ifOutDiscards RO ifOutDiscards.<port_num>
ifOutErrors RO ifOutErrors.<port_num>
ifOutQLen RO ifOutQLen.<port_num>
ifSpecific RO ifSpecific.<port_num>

3. IP MIB (RFC4293)

3.1.1P
MIB 7Yk POLRR | #ElF e
ipForwarding R/W ipForwarding.0
ipDefaultTTL R/W ipDefaultTTL.0
ipInReceives RO ipInReceives.0
ipInHdrErrors RO ipinHdrErrors.0
ipInAddrErrors RO ipinAddrErrors.0
ipInUnknownProtos RO ipInUnknownProtos.0
ipInDiscards RO ipInDiscards.0
ipInDelivers RO ipInDelivers.0
ipOutRequests RO ipOutRequests.0
ipOutDiscards RO ipOutDiscards.0
ipOutNoRoutes Ro ipOutNoRoutes.0
ipReasmTomeout RO ipReasmTomeout
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e

ipReasmReqds RO ipReasmReqds.0
ipReasmOKs RO ipReasmOKs.0
ipReasmFails RO ipReasmFails.0
ipFragOKs RO ipFragOKs.0
ipFragFails RO ipFragFails.0
ipFragCreates RO ipFragCreates.O
3.2. ipAddrTable
MIB #7¥ Tk PORX | #AlF e
ipAdEntAddr RO ipAdEntAddr .<ip_address>
ipAdENntIfindex RO ipAdEntlfindex.<ip_address>
ipAdEntNetMask RO ipAdEntNetMask.<ip_address>
ipAdEntBcastAddr RO ipAdEntBcastAddr.<ip_address>
ipAdEntReasmMaxSize RO ipAdEntReasmMaxSize.<ip_address>
3.3. ipNetToMediaTable
MIB 7Yk POLRR | #ElF e
ipNetToMedialfindex RO ipNetToMedialfindex.<ip_address>
ipNetToMediaPhysAddress | RO ipNetToMediaPhysAddress.<ip_address>
ipNetToMediaNetAddress RO ipNetToMediaNetAddress.<ip_address>
ipNetToMediaType RO ipNetToMediaType.<ip_address>
3.4,
MIB 7Yk POLER | #ElF e
ipRoutingDiscards RO ipRoutingDiscards.0
ipvblpForwarding R/W ipvblpForwarding.0
ipv6lpDefaultHopLimit R/W ipv6lpDefaultHopLimit.0
ipvdinterfaceTablelLastCha | RO ipv4interfaceTableLastChange.O
nge
3.5.ipvédInterfaceTable
MIB 77V 10k IR HalF e
ipv4dinterfaceReasmMaxSiz | RO ipv4interfaceReasmMaxSize.<ipv4lfindex>
e
ipvdinterfaceEnableStatus | R/W ipvdinterfaceEnableStatus.<ipv4index>
ipv4interfaceRetransmitTi RO ipv4interfaceRetransmitTime.<ipv4lfindex>
me
3.6.
MIB 7Yk POLER | #ElF e
ipvbinterfaceTableLastCha | RO ipvblnterfaceTableLastChange.O
nge
3.7.ipv6interfaceTable
MIB 7Yk POLER | #ElF e
ipvbinterfaceReasmMaxSiz | RO ipvblnterfaceReasmMaxSize <ipv6lfindex>
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ipvbinterfaceldentifier RO ipvélnterfaceldentifier.<ipvélfindex>

ipvbInterfaceEnableStatus | R/W ipvbInterfaceEnableStatus.<ipv6lfindex>

ipvbInterfaceReachableTim | RO ipvbInterfaceReachableTime.<ipvélfindex>

e

ipvbInterfaceRetransmitTi RO ipvblnterfaceRetransmitTime.<ipv6lfindex>

me

ipv6InterfaceForwarding R/W ipvbInterfaceForwarding.<ipvélfindex>
3.8.ipSystemStatsTable

MIB #7Yx0hk PORZ | #AF e

ipSystemStatsinReceives RO ipSystemStatsinReceives.< ipSysVersion>

ipSystemStatsHCInReceives | RO ipSystemStatsHCInReceives.< ipSysVersion>

ipSystemStatsinOctets RO ipSystemStatsinOctets.< ipSysVersion>

ipSystemStatsHCInOctets RO ipSystemStatsHCInOctets.< ipSysVersion>

ipSystemStatsinHdrErrors RO ipSystemStatsinHdrErrors.< ipSysVersion>

ipSystemStatsinNoRoutes RO ipSystemStatsinNoRoutes.< ipSysVersion>

ipSystemStatsinAddrErrors | RO ipSystemStatsInAddrErrors.< ipSysVersion>

ipSystemStatsinUnknownP | RO ipSystemStatsinUnknownProtos.< ipSysVersion>

rotos

ipSystemStatsinTruncatedP | RO ipSystemStatsInTruncatedPkts.< ipSysVersion>

kts

ipSystemStatsinForwDatag | RO ipSystemStatsinForwDatagrams.< ipSysVersion>

rams

ipSystemStatsHCInForwDat | RO ipSystemStatsHCInForwDatagrams.<

agrams ipSysVersion>

ipSystemStatsReasmReqds | RO ipSystemStatsReasmReqds.< ipSysVersion>

ipSystemStatsReasmOKs RO ipSystemStatsReasmOKs.< ipSysVersion>

ipSystemStatsReasmFails RO ipSystemStatsReasmFails.< ipSysVersion>

ipSystemStatsinDiscards RO ipSystemStatsinDiscards.< ipSysVersion>

ipSystemStatsinDelivers RO ipSystemStatsinDelivers.< ipSysVersion>

ipSystemStatsHCInDelivers | RO ipSystemStatsHCInDelivers.< ipSysVersion>

ipSystemStatsOutRequests | RO ipSystemStatsOutRequests.< ipSysVersion>

ipSystemStatsHCOutReque | RO ipSystemStatsHCOutRequests.< ipSysVersion>

sts

ipSystemStatsOutNoRoute | RO ipSystemStatsOutNoRoutes.< ipSysVersion>

s

ipSystemStatsOutForwDat | RO ipSystemStatsOutForwDatagrams.< ipSysVersion>

agrams

ipSystemStatsHCOutForwD | RO ipSystemStatsHCOutForwDatagrams.<

atagrams ipSysVersion>

ipSystemStatsOutDiscards | RO ipSystemStatsOutDiscards.< ipSysVersion>

ipSystemStatsOutFragReqd | RO ipSystemStatsOutFragReqds.< ipSysVersion>

s

ipSystemStatsOutFragOKs | RO ipSystemStatsOutFragOKs.< ipSysVersion>

ipSystemStatsOutFragFails | RO ipSystemStatsOutFragFails.< ipSysVersion>
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ipSystemStatsOutFragCrea
tes

RO

ipSystemStatsOutFragCreates.< ipSysVersion>

ipSystemStatsOutTransmits | RO ipSystemStatsOutTransmits.< ipSysVersion>
ipSystemStatsHCOutTrans | RO ipSystemStatsHCOutTransmits.< ipSysVersion>
mits
ipSystemStatsOutOctets RO ipSystemStatsOutOctets.< ipSysVersion>
ipSystemStatsHCOutOctets | RO ipSystemStatsHCOutOctets.< ipSysVersion>
ipSystemStatsinMcastPkts | RO ipSystemStatsInMcastPkts.< ipSysVersion>
ipSystemStatsHCInMcastPk | RO ipSystemStatsHCInMcastPkts.< ipSysVersion>
ts
ipSystemStatsinMcastOctet | RO ipSystemStatsinMcastOctets.< ipSysVersion>
s
ipSystemStatsHCInMcastO | RO ipSystemStatsHCInMcastOctets.< ipSysVersion>
ctets
ipSystemStatsOutMcastPkt | RO ipSystemStatsOutMcastPkts.< ipSysVersion>
s
ipSystemStatsHCOutMcast | RO ipSystemStatsHCOutMcastPkts.< ipSysVersion>
Pkts
ipSystemStatsOutMcastOct | RO ipSystemStatsOutMcastOctets.< ipSysVersion>
ets
ipSystemStatsHCOutMcast | RO ipSystemStatsHCOutMcastOctets.< ipSysVersion>
Octets
ipSystemStatsinBcastPkts RO ipSystemStatsInBcastPkts.< ipSysVersion>
ipSystemStatsHCInBcastPkt | RO ipSystemStatsHCInBcastPkts.< ipSysVersion>
s
ipSystemStatsOutBcastPkts | RO ipSystemStatsOutBcastPkts.< ipSysVersion>
ipSystemStatsHCOutBcastP | RO ipSystemStatsHCOutBcastPkts.< ipSysVersion>
kts
ipSystemStatsDiscontinuity | RO ipSystemStatsDiscontinuityTime.< ipSysVersion>
Time
ipSystemStatsRefreshRate | RO ipSystemStatsRefreshRate.< ipSysVersion>

3.9.
MIB 7Yk POLER | #ElF e
iplfStatsTableLastChange RO iplfStatsTableLastChange.O

3.10.iplfStatsTable
MIB 7Y 10k PORX | #AlF e
iplfStatsinReceives RO iplfStatsinReceives.<ipVersion>.<IfIndex>
iplfStatsHCInReceives RO iplfStatsHCInReceives.<ipVersion>.<IfIndex>
iplfStatsInOctets RO iplfStatsInOctets.<ipVersion>.<IfIndex>
iplfStatsHCInOctets RO iplfStatsHCInOctets.<ipVersion>.<IfIndex>
iplfStatsinHdrErrors RO iplfStatsinHdrErrors.<ipVersion>.<IfIndex>
iplfStatsinNoRoutes RO iplfStatsinNoRoutes.<ipVersion>.<IfIndex>
iplfStatsinAddrErrors RO iplfStatsinAddrErrors.<ipVersion>.<IfIndex>
iplfStatsinUnknownProtos | RO iplfStatsinUnknownProtos.<ipVersion>.<IfIndex>
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iplfStatsInTruncatedPkts RO iplfStatsinTruncatedPkts.<ipVersion>.<IfIndex>
iplfStatsinForwDatagrams | RO iplfStatsinForwDatagrams.<ipVersion>.<IfIndex>
iplfStatsHCInForwDatagra | RO iplfStatsHCInForwDatagrams.<ipVersion>.<IfIndex
ms >

iplfStatsReasmReqds RO iplfStatsReasmReqds.<ipVersion> <IfIndex>
iplfStatsReasmOKs RO iplfStatsReasmOKs.<ipVersion>.<IfIndex>
iplfStatsReasmFails RO iplfStatsReasmFails.<ipVersion>.<IfIndex>
iplfStatsinDiscards RO iplfStatsinDiscards.<ipVersion>.<IfIndex>
iplfStatsinDelivers RO iplfStatsinDelivers.<ipVersion>.<IfIndex>
iplfStatsHCInDelivers RO iplfStatsHCInDelivers.<ipVersion>.<IfIndex>
iplfStatsOutRequests RO iplfStatsOutRequests.<ipVersion>.<IfIndex>
iplfStatsHCOutRequests RO iplfStatsHCOutRequests.<ipVersion>.<IfIndex>
iplfStatsOutForwDatagram | RO iplfStatsOutForwDatagrams.<ipVersion>.<IfIndex>
s

iplfStatsHCOutForwDatagr | RO iplfStatsHCOutForwDatagrams.<ipVersion>.<IfInd
ams ex>

iplfStatsOutDiscards RO iplfStatsOutDiscards.<ipVersion>.<IfIndex>
iplfStatsOutFragReqds RO iplfStatsOutFragReqds.<ipVersion>.<IfIndex>
iplfStatsOutFragOKs RO iplfStatsOutFragOKs.<ipVersion>.<IfIndex>
iplfStatsOutFragFails RO iplfStatsOutFragFails.<ipVersion>.<IfIndex>
iplfStatsOutFragCreates RO iplfStatsOutFragCreates.<ipVersion>.<IfIndex>
iplfStatsOutTransmits RO iplfStatsOutTransmits.<ipVersion>.<IfIndex>
iplfStatsHCOutTransmits RO iplfStatsHCOutTransmits.<ipVersion>.<IfIndex>
iplfStatsOutOctets RO iplfStatsOutOctets.<ipVersion>.<IfIndex>
iplfStatsHCOutOctets RO iplfStatsHCOutOctets.<ipVersion>.<IfIndex>
iplfStatsinMcastPkts RO iplfStatsinMcastPkts.<ipVersion>.<IfIndex>
iplfStatsHCInMcastPkts RO iplfStatsHCInMcastPkts.<ipVersion>.<IfIndex>
iplfStatsinMcastOctets RO iplfStatsinMcastOctets.<ipVersion>.<IfIndex>
iplfStatsHCInMcastOctets RO iplfStatsHCInMcastOctets.<ipVersion>.<IfIndex>
iplfStatsOutMcastPkts RO iplfStatsOutMcastPkts.<ipVersion>.<IfIndex>
iplfStatsHCOutMcastPkts RO iplfStatsHCOutMcastPkts.<ipVersion>.<Ifindex>
iplfStatsOutMcastOctets RO iplfStatsOutMcastOctets.<ipVersion>.<IfIndex>
iplfStatsHCOutMcastOctet | RO iplfStatsHCOutMcastOctets.<ipVersion>.<IfIndex>
s

iplfStatsinBcastPkts RO iplfStatsinBcastPkts.<ipVersion>.<IfIndex>
iplfStatsHCInBcastPkts RO iplfStatsHCInBcastPkts.<ipVersion>.<Ifindex>
iplfStatsOutBcastPkts RO iplfStatsOutBcastPkts.<ipVersion>.<IfIndex>
iplfStatsHCOutBcastPkts RO iplfStatsHCOutBcastPkts.<ipVersion>.<IfIndex>
iplfStatsDiscontinuityTime | RO iplfStatsDiscontinuityTime.<ipVersion>.<IfIndex>
iplfStatsRefreshRate RO iplfStatsRefreshRate.<ipVersion>.<IfIndex>
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4. Bridge MIB (RFC4188)

4.1.dot1dBase
MIB 7Yk POLER | #AlIF e
dot1dBaseBridgeAddress RO dot1dBaseBridgeAddress.0
dot1dBaseBridgeAddress RO dot1dBaseBridgeAddress.0
dot1dBaseNumPorts RO dot1dBaseNumPorts.0
dot1dBaseType RO dot1dBaseType.0
dot1dBasePort RO dot1dBasePort.<port_num>
dot1dBasePortlfIndex RO dot1dBasePortlfIndex.<port_num>
dot1dBasePortCircuit RO dot1dBasePortCircuit.<port_num>
dot1dBasePortDelayExceed | RO dot1dBasePortDelayExceededDiscards.
edDiscards <port_num>
dot1dBasePortMtuExceede | RO dot1dBasePortMtuExceededDiscards.
d <port_num>
Discards
4.2.dot1dTp
MIB 7Y 10k POtER | #ElF e
dot1dTpLearnedEntryDisca | RO dot1dTpLearnedEntryDiscards.O
rds
dot1dTpAgingTime R/W dot1dTpAgingTime.0
dot1dTpFdbAddress RO
dot1dTpFdbPort RO
dot1dTpFdbStatus RO
dot1dTpPort RO dot1dTpPort.<port_num>
dot1dTpPortMaxInfo RO dot1dTpPortMaxInfo.<port_num>
dot1dTpPortinFrames RO dot1dTpPortinFrames.<port_num>
dot1dTpPortOutFrames RO dot1dTpPortOutFrames.<port_num>
dot1dTpPortInDiscards RO dot1dTpPortInDiscards.<port_num>
5. IEEE8021PAE MIB
5.1.dot1xPaeSystem
MIB 7Yk PO | #BlF e
dot1xPaeSystemAuthContr | R/W dot1xPaeSystemAuthControl.0
ol
5.2.dot1xPaePortTable
MIB 7Yk PO | #BlF e
dot1xPaePortProtocolVersi | RO dot1xPaePortProtocolVersion.<port_num>
on
dot1xPaePortCapabilities RO dot1xPaePortCapabilities.<port_num>
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Version

dot1xPaePortlnitialize R/W dot1xPaePortlnitialize.<port_num>
dot1xPaePortReauthentica | R/W dot1xPaePortReauthenticate.<port_num>
te
5.3.dot1xAuthConfigTable
MIB 7Yk PORZ | #ATF e
dot1xAuthPaeState RO dot1xAuthPaeState.<port_num>
dot1xAuthBackendAuthSta | RO dot1xAuthBackendAuthState.<port_num>
te
dot1xAuthAdminControlle | R/W dot1xAuthAdminControlledDirections
dDirections .<port_num>
dot1xAuthOperControlled | RO dot1xAuthOperControlledDirections
Directions .<port_num>
dot1xAuthAuthControlledP | RO dot1xAuthAuthControlledPortStatus
ortStatus .<port_num>
dot1xAuthAuthControlledP | R/W dot1xAuthAuthControlledPortControl
ortControl .<port_num>
dot1xAuthQuietPeriod R/W dot1xAuthQuietPeriod.<port_num>
dotTxAuthTxPeriod R/W dot1xAuthTxPeriod.<port_num>
dotTxAuthSuppTimeout R/W dot1xAuthSuppTimeout.<port_num>
dot1xAuthServerTimeout R/W dot1xAuthServerTimeout.<port_num>
dot1xAuthMaxReq R/W dot1xAuthMaxReq.<port_num>
dot1xAuthReAuthPeriod R/W dot1xAuthReAuthPeriod.<port_num>
dot1xAuthReAuthEnabled R/W dot1xAuthReAuthEnabled.<port_num>
dot1xAuthKeyTxEnabled R/W dot1xAuthKeyTxEnabled.<port_num>
5.4.dot1xAuthStatsTable
MIB 77V 1Tk PIEA HalF e
dot1xAuthEapolFramesRx RO dot1xAuthEapolFramesRx.<port_num>
dot1xAuthEapolFramesTx RO dot1xAuthEapolFramesTx.<port_num>
dot1xAuthEapolStartFrame | RO dot1xAuthEapolStartFramesRx.<port_num>
SRx
dot1xAuthEapolLogoffFra RO dot1xAuthEapolLogoffFramesRx.<port_num>
mesRx
dot1xAuthEapolRespldFra | RO dot1xAuthEapolRespldFramesRx.<port_num>
mesRx
dot1xAuthEapolRespFrame | RO dot1xAuthEapolRespFramesRx.<port_num>
SRx
dot1xAuthEapolRegldFram | RO dot1xAuthEapolRegldFramesTx.<port_num>
esTx
dot1xAuthEapolRegFrames | RO dot1xAuthEapolRegFramesTx.<port_num>
Tx
dot1xAuthlnvalidEapolFra RO dot1xAuthlnvalidEapolFramesRx.<port_num>
mesRx
dot1xAuthEaplLengthErrorF | RO dot1xAuthEaplLengthErrorFramesRx.<port_num>
ramesRx
dot1xAuthlLastEapolFrame | RO dot1xAuthlastEapolFrameVersion.<port_num>
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S

dot1xAuthlLastEapolFrame | RO dot1xAuthlLastEapolFrameSource.<port_num>
Source

5.5.dot1xAuthDiagTable
MIB 7Y 10k PORZ | #AF e
dot1xAuthEntersConnectin | RO dot1xAuthEntersConnecting.<port_num>
9
dot1xAuthEapLogoffswhil | RO dot1xAuthEapLogoffsWhileConnecting
eConnecting .<port_num>
dot1xAuthEntersAuthentic | RO dot1xAuthEntersAuthenticating.<port_num>
ating
dot1xAuthAuthSuccesswWhi | RO dot1xAuthAuthSuccessWhileAuthenticating
le .<port_num>
Authenticating
dot1xAuthAuthTimeoutsW | RO dot1xAuthAuthTimeoutsWhileAuthenticating
hile .<port_num>
Authenticating
dotTxAuthAuthFailwhile RO dot1xAuthAuthFailWhileAuthenticating.
Authenticating <port_num>
dot1xAuthAuthReauthsWh | RO dot1xAuthAuthReauthsWhileAuthenticating.
ile <port_num>
Authenticating
dot1xAuthAuthEapStartsW | RO dot1xAuthAuthEapStartsWhileAuthenticating
hile .<port_num>
Authenticating
dot1xAuthAuthEapLogoff | RO dot1xAuthAuthEapLogoffWhileAuthenticating
While .<port_num>
Authenticating
dot1xAuthAuthReauthswWh | RO dot1xAuthAuthReauthsWhileAuthenticated.
ile <port_num>
Authenticated
dot1xAuthAuthEapStartsw | RO dot1xAuthAuthEapStartsWhileAuthenticated.
hile <port_num>
Authenticated
dot1xAuthAuthEaplLogoff | RO dot1xAuthAuthEapLogoffWhileAuthenticated
While .<port_num>
Authenticated
dot1xAuthBackendRespon | RO dot1xAuthBackendResponses.<port_num>
ses
dot1xAuthBackendAccessC | RO dot1xAuthBackendAccessChallenges
hallenges .<port_num>
dot1xAuthBackendOtherR | RO dot1xAuthBackendOtherRequests
equests ToSupplicant.<port_num>
ToSupplicant
dot1xAuthBackendNonNak | RO dot1xAuthBackendNonNakResponses
Responses FromSupplicant.<port_num>
FromSupplicant
dot1xAuthBackendAuthSu | RO dot1xAuthBackendAuthSuccesses
ccesses .<port_num>
dot1xAuthBackendAuthFail | RO dot1xAuthBackendAuthFails.<port_num>

462




5.6.dot1xAuthSessionStatsTable

MIB #7 Y10k FOEX BT #He
dot1xAuthSessionOctetsRx | RO dot1xAuthSessionOctetsRx.<port_num>
dot1xAuthSessionOctetsTx | RO dot1xAuthSessionOctetsTx.<port_num>
dot1xAuthSessionFramesR | RO dot1xAuthSessionFramesRx.<port_num>
X
dot1xAuthSessionFramesT | RO dot1xAuthSessionFramesTx.<port_num>
X
dot1xAuthSessionld RO dot1xAuthSessionld.<port_num>
dot1xAuthSessionAuthenti | RO dot1xAuthSessionAuthenticMethod.<port_num>
cMethod
dotTxAuthSessionTime RO dot1xAuthSessionTime.<port_num>
dot1xAuthSessionTerminat | RO dot1xAuthSessionTerminateCause.<port_num>
eCause
dot1xAuthSessionUserNam | RO dot1xAuthSessionUserName.<port_num>
e

6. RMON framework MIB (RFC2819)

6.1.etherStatsTable
MIB #7 Y170k FItEX BT #He
etherStatsindex RO etherStatsindex.<etherindex>
etherStatsDataSource R/C etherStatsDataSource.<etherIndex>
etherStatsDropEvents RO etherStatsDropEvents.<etherindex>
etherStatsOctets RO etherStatsOctets.<etherIndex>
etherStatsPkts RO etherStatsPkts.<etherIndex>
etherStatsBroadcastPkts RO etherStatsBroadcastPkts.<etherIndex>
etherStatsMulticastPkts RO etherStatsMulticastPkts.etherindex>
etherStatsCRCAlignErrors RO etherStatsCRCAlignErrors.<etherindex>
etherStatsUndersizePkts RO etherStatsUndersizePkts.<etherIndex>
etherStatsOversizePkts RO etherStatsOversizePkts.<etherindex>
etherStatsFragments RO etherStatsFragments.<etherindex>
etherStatsJabbers RO etherStatsJabbers.<etherindex>
etherStatsCollisions RO etherStatsCollisions.<etherIndex>
etherStatsPkts64Octets RO etherStatsPkts64Octets.<etherlndex>
etherStatsPkts65to1270ct | RO etherStatsPkts65to1270Octets.<etherindex>
ets
etherStatsPkts128t02550c¢ | RO etherStatsPkts128t02550ctets.<etherindex>
tets
etherStatsPkts256t05110c¢ | RO etherStatsPkts256t05110ctets.<etherindex>
tets
etherStatsPkts512t010230 | RO etherStatsPkts512t010230ctets.<etherindex>
ctets
etherStatsPkts1024t01518 | RO etherStatsPkts1024t015180ctets.<etherindex>
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Octets

etherStatsOwner

R/C

etherStatsOwner.<etherindex>

etherStatsStatus

R/C

etherStatsStatus.<etherIndex>

7. SNMP framework MIB (RFC2571)

7.1.snmpFrameworkAdmin

MIB #7Y T+ POBR | #3F e
usmNoAuthProtocol - (ObjectID: 1.3.6.1.6.3.10.1.1.1)
usmHMACMDS5AuUthProtoc | - (ObjectID: 1.3.6.1.6.3.10.1.1.2)
ol
usmHMACSHAAuthProtoc | - (ObjectID: 1.3.6.1.6.3.10.1.1.3)
ol
usmNoPrivProtocol - (ObjectID: 1.3.6.1.6.3.10.1.2.1)
usmDESPrivProtocol - (ObjectID: 1.3.6.1.6.3.10.1.2.2)
7.2.snmpEngine
MIB #7Y T+ PORZ | #AF e
snmpEnginelD RO snmpEnginelD.0
snmpEngineBoots RO snmpEngineBoots.0
snmpEngineTime RO snmpEngineTime.0
snmpEngineMaxMessageSi | RO snmpEngineMaxMessageSize.0
ze
8. SNMP MPD MIB (RFC2572)
8.1.
MIB 7Y 10k IR HalF e
snmpUnknownSecurityMo | RO snmpUnknownSecurityModels.O
dels
snmplnvalidMsgs RO snmplnvalidMsgs.0
snmpUnknownPDUHandler | RO snmpUnknownPDUHandlers.0
S
9. SNMP notification MIB (RFC2573n)
9.1.
MIB 7Y 10k PORX | #AlF e
snmpNotifyTag R/C snmpNotifyTag.notify
snmpNotifyType R/C snmpNotifyType.notify
snmpNotifyStorageType R/C snmpNotifyStorageType.notify
snmpNotifyRowStatus R/C snmpNotifyRowStatus.notify

10. SNMP target MIB (RFC2573t)

10.1.
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MIB #7Yx0hk POtER | #ElF e
snmpTargetSpinLock R/W snmpTargetSpinLock.0
snmpTargetAddrTDomain R/C snmpTargetAddrTDomain.<snmp_host_name>
snmpTargetAddrTAddress | R/C snmpTargetAddrTAddress.<snmp_host_name>
snmpTargetAddrTimeout R/C snmpTargetAddrTimeout.<snmp_host_name>
snmpTargetAddrRetryCou | R/C snmpTargetAddrRetryCount.<snmp_host_name>
nt
snmpTargetAddrTagList R/C snmpTargetAddrTagList.<snmp_host_name>
snmpTargetAddrParams R/C snmpTargetAddrParams.<snmp_host_name>
snmpTargetAddrStorageTy | R/C snmpTargetAddrStorageType.<snmp_host_name
pe >
snmpTargetAddrRowStatu | R/C snmpTargetAddrRowStatus.<snmp_host_name>
s
snmpTargetParamsMPMod | R/C snmpTargetParamsMPModel.<snmp_host_name>
el
snmpTargetParamsSecurity | R/C snmpTargetParamsSecurityModel.<snmp_host_na
Model me>
snmpTargetParamsSecurity | R/C snmpTargetParamsSecurityName.<snmp_host_na
Name me>
snmpTargetParamsSecurity | R/C snmpTargetParamsSecurityLevel.<snmp_host_na
Level me>
snmpTargetParamsStorage | R/C snmpTargetParamsStorageType.<snmp_host_na
Type me>
snmpTargetParamsRowSta | R/C snmpTargetParamsRowsStatus.<snmp_host_name
tus >
snmpUnavailableContexts RO snmpUnavailableContexts.0
snmpUnknownContexts RO snmpUnknownContexts.0

11. SNMP USM MIB (RFC2574)

11.1. usmStats
MIB #T7Y 10k POLRR | #AlIF e
usmStatsUnsupportedSecL | RO usmStatsUnsupportedSecLevels.0
evels
usmStatsNotInTimeWindo | RO usmStatsNotInTimeWindows.0
ws
usmStatsUnknownUserNa | RO usmStatsUnknownUserNames.0
mes
usmStatsUnknownEnginel | RO usmStatsUnknownEnginelDs.0
Ds
usmStatsWrongDigests RO usmStatsWrongDigests.O
usmStatsDecryptionErrors RO smStatsDecryptionErrors.0

11.2. usmUser
MIB #7Y 1Tk POLER | #ElF e
usmUserSpinLock R/W usmUserSpinLock.0
usmUserSecurityName RO usmUserSecurityName.<snmp_user_name>
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usmUserCloneFrom

R/C

usmUserCloneFrom.<snmp_user_name>

usmUserAuthProtocol R/C usmUserAuthProtocol.<snmp_user_name>
usmUserAuthKeyChange R/C usmUserAuthKeyChange.<snmp_user_name>
usmUserOwnAuthKeyChan | R/C usmUserOwnAuthKeyChange.<snmp_user_name
ge >

usmUserPrivProtocol R/C usmUserPrivProtocol.<snmp_user_name>
usmUserPrivKeyChange R/C usmUserPrivKeyChange.<snmp_user_name>
usmUserOwnPrivKeyChang | R/C usmUserOwnPrivKeyChange.<snmp_user_name>
e

usmUserPublic R/C usmUserPublic.<snmp_user_name>
usmUserStorageType R/C usmUserStorageType.<snmp_user_name>
usmUserStatus R/C usmUserStatus.<snmp_user_name>

12. SNMP VACM MIB (RFC2575)

12.1.
MIB 7Y 10k POLER | #AlIF e
vacmContextName RO vacmContextName.<snmp_group_name>
vacmGroupName R/C vacmGroupName.<snmp_group_name>
vacmSecurityToGroupStora | R/C vacmSecurityToGroupStorageType.<snmp_group
geType _name>
vacmSecurityToGroupStatu | R/C vacmSecurityToGroupStatus.<snmp_group_name
S >
vacmAccessContextMatch R/C vacmAccessContextMatch.<snmp_group_name>
vacmAccessReadViewNam | R/C vacmAccessReadViewName.<snmp_group_name
e >
vacmAccessWriteViewNam | R/C vacmAccessWriteViewName.<snmp_group_name
e >
vacmAccessNotifyViewNa R/C vacmAccessNotifyViewName.<snmp_group_nam
me e>
vacmAccessStorageType R/C vacmAccessStorageType.<snmp_group_name>
vacmAccessStatus R/C vacmAccessStatus.<snmp_group_name>
12.2.vacmMIBViews
MIB #7Y 1Tk~ PIER A+ e
vacmViewSpinLock R/W vacmViewSpinLock.0
vacmViewTreeFamilyMask | R/C vacmViewTreeFamilyMask.<snmp_view_name>
vacmViewTreeFamilyType R/C vacmViewTreeFamilyType.<snmp_view_name>
vacmViewTreeFamilyStora | R/C vacmViewTreeFamilyStorageType.
geType <snmp_view_name>
vacmViewTreeFamilyStatus | R/C vacmViewTreeFamilyStatus.<snmp_view_name>
13. SNMP community (RFC2576)
13.1.
MIB #7Y 1Tk IR Al e
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snmpCommunityName

R/C

snmpCommunityName.
<snmp_community_name>

snmpCommunitySecurityN | R/C snmpCommunitySecurityName
ame .<snmp_community_name>
snmpCommunityContextEn | R/C snmpCommunityContextEnginelD
ginelD .<snmp_community_name>
snmpCommunityContextN | R/C snmpCommunityContextName
ame .<snmp_community_name>
snmpCommunityTransport | R/C snmpCommunityTransportTag
Tag .<snmp_community_name>
snmpCommunityStorageTy | R/C snmpCommunityStorageType
pe .<snmp_community_name>
snmpCommunityStatus R/C snmpCommunityStatus.
<snmp_community_name>
snmpTargetAddrTMask R/C snmpTargetAddrTMask.
<snmp_community_name>
snmpTargetAddrMMS R/C snmpTargetAddrMMS.
<snmp_community_name>
snmpTrapAddress Accessibl | snmpTrapAddress.0
e-for-noti
fy
snmpTrapCommunity Accessibl | snmpTrapCommunity.0
e-for-noti
fy
14. Traps
14.1.
rSYTOARAB POER | #EF e
Cold Start
Link up/Down
Login Failure
Authentication Failure
mnoBusAccessErrorNotifica ObjectID:
tion 1.3.6.1.4.1.396.5.5.1.6
mnoloopDetection ObjectID:
1.3.6.1.4.1.396.5.5.2.1
mnolLoopRecovery ObjectID:
1.3.6.1.4.1.396.5.5.2.2
mnoDdmAlarmTrap ObjectlD:
1.3.6.1.4.1.396.5.5.1.4.0.1
mnoDdmWarningTrap ObjectID:

1.3.6.1.4.1.396.5.5.1.4.0.2
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