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BEZERIDICE. OV —)UiR—b, Telnet, SSH &F7cld Web DWW NAZRWVTEREZTT
SIVENHDET,

CCCIRIBPEEDFRETEICOVWTHIALE T,
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720N,

4.1. OV —)bik— b \DO#EH

VT100 B DI —ZFI)IVI I 1L —INEFIDimRZEAEBED IV Y —)Uik— b [CHE#RL
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ERHERIRARDBEREIFLATOED (CRELX T,
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¢ IT=1lL—yavE—R - VT100
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4.2. OJ1v
OAVYV—IUR—bNERT D&, H4-2-1 DL SBEENRRSNE T,
HENRRSNRVESR} Enter F—R2EZHU TEHRDEHZ1TON BEFRHFDFREIC
BREWA RN E L CEEERL TS LY,

PN28160K Local Management System Version X. X. X. XX
MAC Address: XX:XX:XX:XX:XX:XX
Serial Number :XXXXXXXXXXX

Login Menu

Login:

B 4-2-1 O« vE"m (AvY-—Ib)

Telnet BATP I EAULKBEIFE 4-2-2 OXDICEELENTRemote Management
System Version] ERRSNlc. B#KkOOT A VEEHNRRSNE T,

PN28160K Remote Management System Version X. X. Xx. xx
MAC Address: XX:X:XX:XX:XX:XX
Serial Number :XXXXXXXXXXX

Login Menu

Login:

4-2-2 O74vE@E (Telnet)
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4-2-1. ® 4-2-2 QEAICHNTOTA VEBLUNAT—ROANZTVET, FUSHIC
OJ4Y&%ZANLTLKIESV, IBEEROREF manager] £ > TLWERIT DT,
lmanagerlEANU, Enter F—ZBULET, 9D5EM4-2-3 DL DCT/IIRAT—RFZBNRTEX
T, TBHERICRESINTVD/NRAT—RHO7 1 vEE RN Mmanager] 72> TVEITD
T, ABREIC Enter F—ZBL TLIEE LY,

PN28160K Local Management System Version X. X. X. XX
MAC Address: XX:XX:XX:XX:XX:XX
Serial Number :XXXXXXXXXXX

Login Menu

Login: manager
Password: sk

4-2-3 NNRAT—RAN

O794YEaBLUNRAT—RIEEITDIIENTEXT, BELHEDFMFE 4.6.7 B2l SR
<FESLY

TEFR NAT—FRANRRET [*] ERRSNKT,

JEFR: TelnetTRE&EA4 I—Y. SSHTREAR2I—Y X TRBCZIEXOEETT,

JIEFR SSHOOT A VAL DWTIEESSHI 5S4 7 Y b OBEFIRICHE > TR0,
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4.3. BEOEFRNRER(F

AEREDSHHAE, ROK DB > TLET,

// 1.5%8 // 2. HIXZa1—% 3RENDAZ1—2

PN28160K Local Mana?ént System
Basic Switch Configuration —> System IP Configuration Menu

MAC Address: XX XX DXX XX XX XX
[P Address: 192.168.1.10 4. AE
Subnet Mask: 255.255.255.0

Default Gateway: 0.0.0.0

<COMMAND>

Set [I]P Address
Set Subnet [M]ask
Set Default [Glateway 5¥YVER
Set IP P[a]rameter
Set I[P]v6 Address
[Qluit to previous menu

6.0V~

/ 7.0 RAS -
Command)> / / 8.5
¥on

Enter the character in square brackets to select opt

4-3-1 EHEBK
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1. | K& COEEORETT, AVYV—ILHhDPIEALTVDHER
lLocal Management Systeml. Telnet TPIJEALTWLDIHEE
([FFRemote Management System] &ERRSNE T,

2. | EfIXZ1—% LUDAZ1—BZRRUEX T BABOIVY RIQIZATITDE
COMMICKRRESNTUVD XA Z 1 —HECBELE T,

3. | REDAZ1—%8 | REOEHEOAZ1—8%ZXRNRLET,

4. | AB REDCEAE CHORESNTLDIABTZRRLE T,

5. | VYR REOCEAE CEATRRIVY FZRRUE T, EATERIVY
REBEEIEICEBRDFTT, BF2IdEEFOMEBRLTL
et AN

6. | Ok ONY RANZTDERTMIIDEDD, RICANZTDIETHER
RENET, COWMDRKRICRK > TANZLTLIESLY,

7. | ANYRANT N Y RECIFIEREABZANLET,

8. | SitAtE REOCEEOHBICIFTS—HRRSINET,

AEECREADRERNFZANTDIECEI>TITVET, A—VILF—ETOEHEERE
[FTVWE B A, SEETEWRNFEOVY RBDIC [ |[CHENNFELTRRSINET, B

TRV IVY RFERFEBEEZANDUILESR, RERCIS—X vy E—IHRRSINE T,
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4.4, XA >XZ1—(Main Menu)

OJA4YNARTTDE 441 DEDBAA Y AZ1—HRREINE T,
REBOXAZ1—RBAAIAZ21—EYTAZ1 DD, XA AZa—%FHELREY
D—@B&[CR>TUVEY, YIXZ1—(CBHITDICE. OV RXFEANDLTLIEZL, R
2EEEF. OVYRIQIAANTDE LD AZ1—ICRNDFT, BAEEDAZ1—%2FRRLT
WBHE, BED 2 TEICRRINTUVEITD T, INEIERLIEI0L,

PN28160K Local Management System

Main Menu

[Gleneral Information

[Blasic Switch Configuration..
[Aldvanced Switch Configuration..
[S]tatistics

Switch [T]ools Configuration..
Save Configuration to [F]lash
Run [CILI

[Qluit

Command>
Enter the character in square brackets to select option

4-4-1 XA X_1—
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BEE O

General Information

AEBD/N\—RII7PBLUT7—LDI7PDERET FUAREDABZR
mULET,

Basic Switch
Configuration--:

REBOEAEBE(IPP LA, SNMP, R— hRERE)DREZTVE T,

Advanced Switch

FEBOLBEME(VLAN. VYT PTUF— 3>, QOSBE)DREETVE

Configuration-- CB

Statistics REBOMHBERERRLUE T,

Switch Tools REBONIMEEE( T 7—LD T PN—=Ya v P v, BEDRRE - 5HA. Ping.
Configuration VAT LAOTRBRE)DREZTVE T,

Save Configuration to
Flash

TEETRELUCABZRBAEY(CESTAHT T,

Run CLI

INYRSAVAVI=TI1—RICHIDBZET,

Quit

AAUAZa1—%&#ETL, OJ4 VERICRDEXT,
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4.5. BFXBEROFR(General Information Menu)

Main Menul TIG]Z&ERT D EM 4-5-1 DL S7x[General Information Menul(C
RDET, COBEZBIRTDE, AEBENBRZRDIENTEET, COEAIEFRR
DH CHREITDEBIIHDFEFH A,

PN28160K Local Management System
Main Menu —> General Information
System up for: Oday (s), Ohr(s), 1min(s), 59sec(s)
Boot Code Version: X. XX. XX
Runtime Code Version: X. X. X. XX
Serial Number: XXXXXXXXXXX
Hardware Information
Version: Al
DRAM Size: 128MB
Flash Size: 28MB
Administration Information
Switch Name:
Switch Location:
Switch Contact:
System Address Information
MAC Address: XX XX XX XX XX XX
[P Address: 0.0.0.0
Subnet Mask: 0.0.0.0
Default Gateway: 0.0.0.0
Press any key to continue...
4-5-1 BERBHROIRT
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PN28160K Local Management System
Main Menu -> General Information

System Address Information

MAC Address: XX XX XX XX XX XX

IPv6 Address/PrefixLen: 1:/128
IPv6 Link Local Address:
[Pv6 Default Gateway:

Press any key to continue...

Bl 4-5-2 BEARBHRDERT (IPvb)

28




BEOFHA

System up for

TEENEHL THoDBEEREZRRUE T,

Boot Code
Version

Boot Code M/I\—YavaRRUET,

Runtime Code
Version

Runtime Code ®/\—Y 3 vZERRLET,

(4.9.1 BICRESINTLD” T7—LDIPDON=I3avPyI” (d
Code MWETY)

Runtime

Serial Number

YUPITFYN—ZRRULE T,

Hardware N—RIO I 7PDERZERTLET,
Information Version N—=RITPON—-YavaRRULET,
Fixed AEBOIVY—)bik— bk DR—L—hrERULET,
Baud Rate
DRAM / Flash | E&£ENTL\D DRAM & Flash DBEZRRLE T,
Size
Administration | CCTERRSNDIEBIL 4.6.1 HODISystem administration Configuration] TE&E
Information ZTVWET,
Switch Name AEBDERIZRRUE T, ITHBHERCEALBESNTOEE
hoo
Switch Location | ZREBEDREGZZRRLUE T, THHER(CIHTHEHRE SN TL
Ft Ao
Switch Contact | AEBDERGZRRUF T, THBHERICEOAHEBESNTOE
Ao
System Address | CZ TRRS1DIEBE(F 4.6.2 IED[System IP Configurationl. 4.6.2.a IBEDIIPv6
Information Configuration] TEREZTLE I,

MAC address TEBD MAC 7 RUADRREINE T, COEIFEIDEBEIC
BETHhdH, BEITDEIFTEEE Ao
IP Address REBCHRESNTULD IP PRLRAEXRRUET, THEHEGERIC

[FAHTESN TRV 0.0.0.0 ERRSNK T, FRECDL
TlE4.6.2 BRLUTLTESLY,

Subnet Mask

FEBCHRESNTULDHYTRY NN RTZRRLE T, THHE
FFCIIMMBHBMESNTLRLH 0.0.0.0 ERRSNE T, FRE(C
DWTIF4.6.2 2BRULTLESLY,

Default TI7AIWRT—hITAERDIV—IDIPP RURAERRLUET,
Gateway TIHHERCIHTHFRESNTLRLZH 0.0.0.0 ERRSNFK
T WEICDVTIF4.6.2 #BRLTLIEEL,

IPv6 Address FEBICHRESNTWLD IPV6 PRLAET VT4 v I RAEERR
/PrefixLen LET, THBHERCHTHEESNTLRL /128 ERK

SNET, |WEICDONTIE4.6.2.a BRUTLIESLY,

IPv6 Link Local

AREE(CHRESNTULD IPv6 U IJO—-NIL P RV RAZRRLUEK

Address 9, IBEERKICEMUHRESN TRV H: ERRSNET,
WECDOVTIF4.6.2.aBRLTLIEELY,

IPv6 Default TI2IVET—hDTAERDIL—ID IPv6 P FLURAERTRULE

Gateway 9, THBBEARKICRTBHBESNTLRV ) ERRSNE T,

FEICDOVWTIF4.6.2.a 2BRLUTLESLY,
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4.6. BEXMBEDEE (Basic Switch Configuration)

Main Menulh5BlZ2ERd D & K4-6-1D X S7¢Basic Switch Configuration
MenulDEEICRDEX T, COEBE CIEZIPZ KU, SNMP, "i— b D%E, EEHE—
K. PO ERAHBREDREZTVET,

PN28160K Local Management System
Main Menu —> Basic Switch Configuration Menu

System [Aldministration Configuration
System [I]P Configuration

S[NIMP Configuration

[Plort Configuration Basic

Port Configuration [E]lxtend

Port Configuration P[o]wer Saving
[Slystem Security Configuration
[Florwarding Database

[Tlime Configuration

A[RIP Table

N[D]P Table

[QJuit to previous menu

Command>
Enter the character in square brackets to select option

Bl4-6-1 RA v FDEAKEREA _1—
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BEOFHA

System Administration

A1y FDERL B EREOERBEREAETEXT,

Configuration
System IP Configuration IPPRURICEEATDRY T —TBROFBEEZTVET,
SNMP Configuration SNMPICEE T DEREZITLE T,

Port Configuration Basic

BIR— b DFREZTVE T,

Port Configuration Extend

BIR— b OBMBRESFZTVET,

Port Configuration Power
Saving

BENE-FOREZTVET,

System Security
Configuration

KEEN\DP T ARMEDREZTVE T,

Forwarding Database

MAC? RURAT =T )aRmULE T,

Time Configuration

SNTPZF A UTRHZIEHHEEDRE. KUV 17 IV TORZIREZ
TWETS

ARP Table

ARPT—TJILERRLET,

NDP Table

NDPT—TILaRRLE T,

Quit to previous menu

XAV AZI1—[CRDFET,
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4.6.1. EE'E*E@EQE(System Administration Configuration)
[Basic Switch Configuration MenulTOVY FTAIZEIRTD &, B4-6-20DK D%k
[System Administration Configuration Menul DBE@EICZDEX T, COEETIE. #es

BMEOERBRERELE T,

PN28160K Local Management System
Basic Switch Configuration —> System Admin. Gonfiguration Menu

Description: Switch-M16eG

Object ID: 1.3.6.1.4.1.396.5.4.2.19
Name:

Location:

Contact:

<COMMAND>

Set System [N]ame

Set System [L]ocation

Set System [Clontact Information
[QJuit to previous menu

Command>
Enter the character in square brackets to select option

Bl4-6-2 EEFBRDEE

EE DA

Description: VRATLDFHATT, BETEIE Ao

Object ID: MIBOMIS T DIDZERTRLET, BECEH A,

Name: VAT LEERRUE T, THHERCHTHERESNTLE A,
Location: HEBERRUE T, THBHERICROHERESNTLEEA,
Contact: EigERRUE T, THHEARICTHEESNTLEREA,
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CCCERTEDIVYRETENESD T,

N | VAT LEDRE - BEZTLET,

INJEANTDETOVT A TEnter system name> | ERDETDT, X1 v FZRXEIT D
DERIZEFESONFLURTADL TS,

L | RESAEEROERE - BEZTVET,

[LIEAATDETOYT MATEnter system location>] EBRDEXT DT, X1 v FDOHREZF%E
XEIT D DBEIZHFAS0NFLURNTAAL TLIEE LY,

C | EBSARBRORE - BEZTLET,

[ClEANTDETOVT MAEnter system contact>| ERDFFT DT, FEBEPBVLEDESL
ZENBWEFASONFLUATADLTLIEELY,

Q| HAIDAZ2—[CEDZFT,
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4.6.2. IP 7 FLXICEIT DERE (System IP Configuration)

Basic Switch Configuration Menul TOVY RI1ZBIRTDE. KM 4-6-3 DED%:
[System IP Configuration MenulDEEICEDF T, COEE ClE. AEED IP 7 KL
AICEAT DaEZTTLE T,

PN28160K Local Management System
Basic Switch Configuration —> System IP Configuration Menu

MAC Address: XX 5 XX XX XX XX E XX
[P Address: 0.0.0.0
Subnet Mask: 0.0.0.0

Default Gateway: 0.0.0.0

<COMMAND>

Set [I]P Address

Set Subnet [M]ask

Set Default [G]ateway
Set IP P[a]rameter

Set I[P]v6 Address
[QJuit to previous menu

Command>
Enter the character in square brackets to select option

4-6-3 IPPRLUADEEE

Ea(E:

MAC Address | BN MAC 7 RUAZRRUET,
BELOEBEEDEDNHEETCEEH A,

IP Address BESRESNTLDIP PRUVRAERRUET,

THHERERESNTLRLESH 0.0.0.0 ERRSNET,

Subnet Mask

RERESNTLD YT RY FYRTERTULE T,
THHERERESNTLRLESH 0.0.0.0 ERRSNET,

Default
Gateway

RERESNTULWDT I IV —h DI A ERDIL—IDIP P RLRAZRRLE T,
THHERERESNTLRLES 0.0.0.0 ERRSNET,
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CCCERTEDIVYRETENESD T,

| | IPP7RLADEE « BEEZTTLE T,

MEANTDETOVT A TEnter IP address> 1 EBDEITDT, AT YFDIPPRLRZEA
DUTLEELY,

M| BTxRY ENYRTDERE - BEZTVE T,

IMIEAANTBETOVT MHTEnter subnet mask>1 ERDEITDT, YTy FNRTEAS
LTLIEELY,

G| TI7#4IWNT—=hDTAERDIV—IDIPPRUADRE - BEZTVET,

[GlEANTDETOYT A TEnter new gateway IP address>>1ERDEFIDT, T 72Uk
F—hOTAERDIV—FIDIPPRLURAEADLUTLIEELY,

A|IPPRLUR, TRy MYRD, FIFIMT—bI A DEREZ—ETTVET,

TAIEANTDETOV T MATEnter IP address>]1ERDETNDT, A1V FDIPPRUAZEA
AUTLEEEW, RICTOVT A Enter subnet mask>1ERDFITDT, BTRY hNVRT%
AAULTLIEEL, RICTOVT M ATEnter new gateway IP address>1 ERDEITDT, T
FIVET =D TAERDIV—FIDIP P RURZEANLTLIEE L,

Q| LAIDAZ2—[CEDZFT,

JEFER COEEZREURTNESNMPEE#EE. TelnetbXUSSHICLDUE—ME
BAMERTE RV, MF1To TSV, IPPRLRIERY M T—0 LAt
DEBOHDEEEL TIWIE B, EDLSICEREINUELIVADHDRR
BEIFRY T —OEBE(CTERLIESLY,




4.6.2.a. IPv67 RLZDE&E(IPv6 Configuration Menu)
[System IP Configuration]MEIECTIVY YK [Pl Z#IRTDEM 4-6-4 DL S7R(PV6
Configuration MenulDBEEICRDXYT, COEE ClE. FEED IPv6 7 FUX(CET
DREETVET,

PN28160K Local Management System
System IP Configuration Menu -> IPv6 Configuration Menu

MAC Address: XX XX XX XX XX XX
[Pv6 Status: Disabled

IPv6 Address/PrefixLen: ::/128

IPv6 Link Local Address: ::

[Pv6 Default Gateway:

<COMMAND>
[Elnable/Disable IPv6 Status Set I[P]v6 Address

Set IPv6 Default Ga[t]eway Set IPv6 Li[nlk Local Address
Set IPv6 Pa[r]ameter [QJuit to previous menu

Command>
Enter the character in square brackets to select option

4-6-4  IPv6 7 L ADEEE

EE O

MAC Address | ZEBD MAC P RLRAERRUET,
BROEEEENDED-HEETEEH A,

IPv6 Status IPv6 CTOFP I LERZQIREICT DN EDIHERTLUET,
TiBHEEFE [Disabled] [CEREINTULET,

Enabled POt AT

Disabled I ARG

IPv6 Address | RERESNTLD IPV6 P RLRET LT 1 v I ARZRTLUET,
/PrefixLen THHERERESNTULRLH:/128 ERRSNET,

IPv6 Link RERESNTWVD IPv6 U JO—-NILP RLRAZRTRUE T,
Local Address | TIHBHERIFRESNTVRWH: ERRSNEK T,

IPv6 Default | RERESNTVWDTIAILNT =DM ERDIL—ID IPv6 P RUVRERRUE
Gateway 9, IHBHERFEESNTORLCEH)  RRSNEXT,
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4.6.3. SNMP D&&E(SNMP Configuration)

[Basic Switch Configuration MenulTOVY FINIZEIRT D&, HA-6-5DK D7
[SNMP Configuration MenulDBEEICREDFE T, JOBEE ClF, SNMPT—YTVh&
L TCOEREZTVET,

PN28160K Local Management System
Basic Switch Configuration —> SNMP Configuration Menu

SNMP [M]anagement Configuration
SNMP [E]lxtend Configuration

SNMP [T]lrap Receiver Configuration
[QJuit to previous menu

Command>
Enter the character in square brackets to select option

BJ4-6-5 SNMP?DEEE

EE O

SNMP Management SNMPYR—I + ([CEAT DHREZTLE T,
Configuration

SNMP Extend Configuration | SNMPv3(CE8T D% EZTTLE T,

SNMP Trap Receiver SNMP bS5y 7R EICET DHREETLE T,
Configuration
Quit to previous menu HIDAZ1—-ICRDZET,

CCERTEDIVYREFTFRENESDTT,

Z
M | SNMPYXR—I+DREZITVET,

‘ M1& A7 D ESNMP Management Configuration MenulCB&ILE T,

E SNMPV3DEEZITVE T,

| TEJ&A19% ESNMP Extend Configuration MenulCBEIL & T,

T Sy TREDREZTVET,

‘ [T1& A9 2 ESNMP Trap Receiver Configuration MenulCBE1L F T,

Q | SNMP Configuration Menuz# 7T U, ENIDXZ1—[CRDFT,
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4.6.3.a. SNMP Y¥Yk— + DEE

(SNMP Management Configuration)

[SNMP Configuration Menul COVY Y RIMIZEIRT D & H4-6-6D K DTRSNMP
Management Configuration MenulDBEEICRD F T, COEE TlE SNMPYR—Y
+ DREETVE T,

PN28160K Local Management System
SNMP Configuration —> SNMP Management Configuration Menu

SNMP Manager List:

No. Status Privilege IP Address Community

1 Enabled Read-Only 0.0.0.0 public

2 Enabled Read-Write 0.0.0.0 private

3 Disabled Read-Only 0.0.0.0

4 Disabled Read-Only 0.0.0.0

5 Disabled Read-Only 0.0.0.0

6 Disabled Read-Only 0.0.0.0

7 Disabled Read-Only 0.0.0.0

8 Disabled Read-Only 0.0.0.0

9 Disabled Read-Only 0.0.0.0

10 Disabled Read-Only 0.0.0.0

<COMMAND>

Set Manager [S]tatus Set Manager [I]P Set Manager [[P]v6
Set Manager P[r]ivilege Set Manager [Clommunity [Qluit to previous menu

Command>
Enter the character in square brackets to select option

Bl4-6-6 SNMPYXR—I+ DHRE

EFEDEER
SNMP Manager | BERESNTLDSNMPYR—I + DREEZRRLET,
List: No. SNMPYR—I+DIVEUBSTY,

Status SNMPYR—I + DIREEZRNUET

Enabled SNMPYR—I+ B TH DI EZRLE T,

Disabled SNMPYR—I+ [FENTH D EZRLE T,

Privilege SNMPYR—=I+ D7 I AERZRRLET,

Read-Write | RAEZ & HICTIEETT,

Read-Only | tAEDDAOEET T,

IP Address | SNMPYR—I+DIPP RLAZRTRULET,

Community | RESRESNTVWDIZ 2 "7 1 BERRLET,
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CCHEATEDIVYRETRENEHSDTT,

S

SNMPV¥R—2 + DIREEZEREL X T

[SIEAANTDE. TOVT ATEnter manager entry number>]ICEDDEITDT, R|EZTD
SNMPYR—I+ DIV rUBSEANL TSV, D%, FOVT hHTEnable or Disable
SNMP manager (E/D)>I[CEDDEITNDT. SNMPYR—I+ZBMNICT DHEFIEL. BHCTT
DBEIFIDIZEASNL TS,

SNMPYXR—I+DIPP RLRAZEHRELF T,

MEANTDE, TOVT ATEnter manager entry number>J[CEDDEITNDT, REZTD
SNMPYR—I+ DIV MUBSEANLUTLLIES L, ZDH. 7OV 7 MHTEnter IP Address for
manager>l[CEHDFEINDT, IPPRLRAZAALTLRESLY,

SNMPYR—I+DP I AERZEHRELF T,

[RIEANTDE, 7OV T MATEnter manager entry number>][CEDDEITD T, HEETD
SNMPYR—I+ DIV hUBESEZANLTLLIES L, ZDH. OV M Enter the
selection>][CEDDXITD T, FHAEMA(Read-only)DHZE(FM11%. FiAHEZ0J8E(Read-write)
DHBEIFI2]ZAALTLEE L,

SNMPYR—Y+NDAZ 171 BEHELET,

[ClEAATDE, 7OV 7 hATEnter manager entry number>][CEDDEITD T, HEETD
SNMPYR—I+ DIV MUBESEANLTLIEESL, Z0%,. 7’0V A Enter community
name for manager>/[CEDDFIDT, AT 21ZTT 1 BZANL TS,

[PIEANT D ESet IPv6 SNMP Manager MenulCB&8LE T, I TOREICDVTIHRE
(4.6.3.b)2BRULTLESLY,

HIDAZ1—-CEDZET,
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4.6.3.b. SNMP ¥xX—I+® IPv6 E&E

(Set IPv6 SNMP Manager Menu)

[SNMP Management Configuration Menul TV Y RIPI|Z#ERIDE, K4-6-7

DL S7xSet IPv6 SNMP Manager MenulDEEICRDF T, COEETIS.

F—I v DREEFTVET,

SNMP~

No

SNMP Manager List:
IPv6 Address

PN28160K Local Management System
SNMP Management Configuration Menu —> Set IPv6 SNMP Manager Menu

O © O o Ol wWwhN —

—_

<COMMAND>

Command>
Enter the character in square brackets to select option

Set Manager [I]Pv6

[QJuit to previous menu

BEOFHA

Bl4-6-7 SNMPY¥=R—I+DHEE

SNMP Manager
List:

RAERESNTULDSNMPYR—I + DREZRTUEX T,

No.

SNMPY¥R—I+DIVHMUBSTY,

IPv6 Address

SNMPYR—I+DIPV6 7 FLUAZRRUFE T,

CCCHERTED IV Y RETENESD T,

| | SNMPYR—I+DIPv67 RLURAZHRELE T,

MIEAANTDE. 7OV bATEnter manager entry number>1[CEDDFETDT,
SNMPYR—I+ DIV rUBSEANLTLIEE L, ZDHE, 7’0V 7 M A Enter new manager
IPv6 address>|[CEDDFXIDT, IPv67 RLRAZAHDLTLIEEL,

REZETD

Q| HDAZ21—[CERDZET,
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4.6.3.c. SNMP #i5RE&E(SNMP Extend Configuration Menu)

[SNMP Configuration Menul COV Y RIEJZBEIRTD &, H4-6-8D K D7RSNMP
Extend Configuration MenulDEREICEDF T, JOEME Cld. SNMPYR—I+ D5
EZTVET,

PN28160K Local Management System
SNMP Configuration Menu —> SNMP Extend Configuration Menu

SNMP [U]lser Configuration
SNMP [V]iew Configuration
SNMP [G]roup Configuration
[QJuit to previous menu

Command>
Enter the character in square brackets to select option

B4-6-8 SNMPYxR—I+ DHFE

EE O

SNMP User Configuration SNMPV3DI—H(CEAT DREZTLE T,

SNMP View Configuration SNMPDView BT DFREZTVE T,

SNMP Group Configuration | SNMP®DGrouplcBd DR EZTTLE T,

Quit to previous menu EUIDAZ1—-ICRDZET,
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CCTCERATEDROVY RFTFEEDESD T,
U SNMPV3DI—HEREETVET,
| TUI&AF9 % ESNMP User Configuration MenulCBEBL £ 7.
V SNMP®DViewDEREZTTWVET,
‘ ['VI1EAFTDESNMP View Configuration MenulCB&8LFE T,
G SNMP®DGroupDEEETVNEX T,
| [GI&A719% ESNMP Group Configuration MenulCB8ILZ
Q | SNMP Extend Configuration MenuZz#T7U. LRIDAXAZ1—ICRDFT,
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4.6.3.d. SNMP O1—H&&E(SNMP User Configuration Menu)

[SNMP Extend Configuration Menul TOV Y RFTUJZEIRT D& B4-6-9DL D%k
[SNMP User Configuration MenulDE@EICRDF T, ZOEME Cld. SNMPYR—
+ DREETVE T,

PN28160K Local Management System
SNMP Extend Configuration Menu —> SNMP User Configuration Menu
SNMP User List:

No. User Name Group

1 initial initial

2

3

4

5

6

7

8

9

10

<COMMAND>

[Clreate SNMP User Mloldify SNMP User [Mlore User Info
[Dlelete SNMP User [Qluit to previous menu
Command>
Enter the character in square brackets to select option

B14-6-9 SNMPDI1—YEHE

Ea(E:
SNMP User List: RERESNTLBDSNMPO1I—YEREERRLUE T,
No. SNMPO1—HYDIVMUBSTY,
User Name | SNMPOI1—H¥ERRUEXT
Group SNMPOI—HYHEBL TLWDI I —T%ERRULET,
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CCCTHERATEDIVY RIFFEEDOESDTY,

(&
C | SNMPV3D1—HERAETVE T,
[CJEAANTDETOVT A TEnter User ID>] EEDDEXEINDT. User ID &£1~10 DEHFEAT
ABDULTLIEEW, FDECreate SNMP User Configuration MenulCBELE T,
O | SNMPv3DA—HEREDEBEETVET,
[OJEANTDETOVT M TEnter User ID>] EEDDFIDT, User ID Z1~10 QOFHET
AHALTLIEE L, FDEModify SNMP User Configuration MenulCBEULE T,
M | SNMPv3DI1—HREBRERRLE T,
‘ MIEANT D EENBRIRRSINET,
D | SNMPYR—Y+DIZ 1T B%FHRELF T,
D] EANTDETOVT MO TEnter User ID>] EZEDDFIDT, HIBRI DUser ID £1~10
DEETANLTLIEELY,
Q| HIOAXZ1—ICEDET,
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4.6.3.e. SNMP O1—Y{EM

(Create SNMP User Configuration Menu)

[SNMP User Configuration Menul TOV Y RICIE&#IRTDE. H4-6-100K D7
[Create SNMP User Configuration MenulDEEICED X T, COEETIE. SNMP
NR—I+DREZTVET,

PN28160K Local Management System
SNMP User Configuration Menu —> Create SNMP User Configuration Menu

Index : 3

User Name

Group Name
READ_VIEW  : None
WRITE_VIEW : None
NOTIFY_VIEW : None

Authentication : None

Auth. key : None
Privilege : None
Privilege Key : None
[P address 2 0.0.0.0
<COMMAND>
Set [U]lser Name Set [G]roup Name Set Auth. [Kley
Set [A]uthentication Set [P]riv. Key Set P[rlivilege
Set [I]P address [QJuit to previous menu
Command>

Enter the character in square brackets to select option

B14-6-10 SNMPDI1—HYERTE

EFEDEER

Index SNMPOI1—HDIVUBESTY,
User Name SNMPOI1—HEERRLET,
Group Name SNMPOI IV —T7 &R RULET,

READ_VIEW FAAGViewaRRUE T,

WRITE_VIEW ESADViewaRRUE T,

NOTIFY_VIEW | BRI DViewaRRULFET,

Authentication REEARERRLUET,

Auth.key REAEF—ERRULET,

Privilege EBStAhZERRLET,

Privilege Key BS+F—E&RRLET,

IP address SNMPP O ANTRERIPP FLAZRRULE T,
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CCHEATEDIVYRETRENEHSDTT,

U | SNMPV3D1—H&%F/ELE T,
UIEAATDETOVT A TEnter User Name>] EZEDDFINDT, I—HPEEANLTLE
AN

G | SNMPV3DI—YHRECEIDHTDI I —TZRELE T,
[GIEANTDETTVT MO [Enter Group Name>] EEDDEINDT, TIL—T&%FAHLT
<TEELN,

K | SNMPv3DI1—HERIELCERTDBSF—2RELEXT,
[KIEANTDETOVT A [Use Password or Key>] EEDDEITDT, /NAT—RZANT
BB Pl &, F—ZANTDIHEERRF (Kl ZADLTLIEEL, [Pl ZBRUCGSE, 2OV
7'~ TEnter Password>] EEDDEFITDT/INAT—REANDLTLEEL,, [K] ZBRURE
mo. OV hA [Enter Key>] EEDDFITDTF—ZEANLTLIEELY,

A | SNMPv3DI—HRAHFRERELET,
Al EANTDETOVT MA TEnter Authentication Type>] EEDDFINDT, MD5%E
RI2%EIF M1 &, SHAZBIRI DHESEIE [S] ZANLTLIEELY,

P | SNMPv3DI1—H AT IESFTF—%2RELET,
[PIEANTDETOVT R [Use Password or Key>] EEZEDDFEITDT, NAT—REANT
BB Pl &2, F—ZANTDHERF [KI ZADLTLIEEL, [P] ZBRUCGSE, 2’0V
7'b Y TEnter Password>] EZENDDEFIDT/INZAT—REAALTLEEL, K] &FRURE
o JOYI MO TEnter Key>] EEDDEITDTF—ZANLTLIEELY,

R | SNMPv3D1—Y THERTIESIEAREZRELE T,

Rl EANTDETOVT M Enter Privilege Type>] EEDDFEINDT. DESEHEIRT D%
Bld D] ZAADLTLREELY,

SNMPV3TPIECATIVR—I+PDIPP RURAZHELF T,

Ml EANTDETOVIT D TEnter User IP address>] EBNDNDEITDT, IPPRLUAZEAS
LTLIEE LY,

FRIDAZ31—ICRDZFT,
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4.6.3.f. SNMP M1—Y1EIE

(Modify SNMP User Configuration Menu)

[SNMP User Configuration Menul TV Y RIOJ&#IRITDE. H4-6-11DL DR
[Modify SNMP User Configuration MenulDBEEICFD XTI, COEMECTIE. SNMP

NR—I+DREZTVET,

PN28160K Local Management System
SNMP User Configuration Menu —> Modify SNMP User Configuration Menu

Index : 2
User Name : test
Group Name . test

READ_VIEW : test
WRITE_VIEW : test
NOTIFY_VIEW : test
Authentication : MD5

Auth. Key : 7b954b5c52218eebd6cdd7083a6d2d30
Privilege : None
Privilege Key : None
[P address 2 0.0.0.0
<COMMAND>
Set [U]lser Name Set [G]roup Name Set Auth. [Kley
Set [A]uthentication Set [P]riv. Key Set P[rlivilege
Set [I]P address [QJuit to previous menu
Command>

Enter the character in square brackets to select option

B14-6-11 SNMPOI—HEIE

EFEDEER

Index SNMPOI1—HDIVUBESTY,
User Name SNMPOI1—HEERRLET,
Group Name SNMPOI IV —T7 &R RULET,

READ_VIEW FAAGViewaRRUE T,

WRITE_VIEW ESADViewaRRUE T,

NOTIFY_VIEW | BRI DViewaRRULFET,

Authentication REEARERRLUET,

Auth.key REAEF—ERRULET,

Privilege EBStAhZERRLET,

Privilege Key BS+F—E&RRLET,

IP address SNMPP O ANTRERIPP FLAZRRULE T,
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(=

CCHEATEDIVYRETRENEHSDTT,

U | SNMPV3D1—H&%F/ELE T,
[UIEAATDETOVT A TEnter User Name>] EZEDDFEINDT, I—HPEEANLTLE
AN

G | SNMPV3DI—HYHECEIDHTDI I —TZRELE T,
[GIEANTDETTVT A [Enter Group Name>] EEDDEINDT, TI—T&%FAHLT
<TEELN,

K | SNMPv3DI1—HERIELCERTDBSF—2RELEXT,
[KIEANTDETOVT A [Use Password or Key>] EEDDEIDT, /INAT—RZANT
BB Pl &2, F—ZANTDIHEERF [KI ZADLTLIEEL, [P] ZBRUCES, 2OV
7'~ TEnter Password>] EBEDDEFITDT/INAT—REANDLTLEEL,, [K] ZBRURE
mo. OV hA [Enter Key>] EEDDFITDTF—ZEANLTLIEELY,

A | SNMPv3DI—HRAFHRERELET,
Al EANTDETOVT MA TEnter Authentication Type>] EEDDFINDT, MD5%E
RI2%EIF M1 &, SHAZBIRI DHESEIE [S] ZANLTLIEELY,

P | SNMPv3DI1—HTCERAITIESFTF—%RELFT,
[PIEANTDETOVT R [Use Password or Key>] EEZEDDFEITDT, NAT—REANT
BB Pl &2, F—ZANTDHERF [KI ZADLTLIEEL, [P] ZBRUCGSE, 2’0V
7'b Y TEnter Password>] EZENDDEFIDT/INZAT—REAALTLEEL, K] &FRURE
o JOYI MO TEnter Key>] EEDDEITDTF—ZANLTLIEELY,

R | SNMPv3D1—YTHERTIESIEAREZRELF T,

Rl EANTDETOVT M Enter Privilege Type>] EEDDFEINDT. DESEHEIRT D%
Bld D] ZAADLTLREELY,

SNMPV3TPIECATIVR—I+PDIPP RURAZHELF T,

Ml EANTDETOVIT D TEnter User IP address>] EBNDNDEITDT, IPPRLUAZEAS
LTLIEE LY,

FRIDAZ31—ICRDZFT,
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4.6.3.9. SNMP @ View E(SNMP View Configuration Menu)

[SNMP Extend Configuration Menul TOVY RIV]ZERTD &, H4-6-120&KD
72ISNMP View Configuration MenulDEEICZADF T, COEECIE. SNMPY=R—
I DREZTVET,

PN28160K Local Management System

SNMP Extend Configuration Menu —=> SNMP View Configuration Menu

Total Entry : 8

View Name Subtree View Type

restricted 1.3.6.1.2.1.1 Included

restricted 1.3.6.1.2.1. 11 Included

restricted 1.3.6.1.6.3.10.2. 1 Included

restricted 1.3.6.1.6.3.11.2.1 Included

restricted 1.3.6.1.6.3.15. 1.1 Included

CommunityView 1 Included

CommunityView 1.3.6.1.6.3 Excluded

CommunityView 1.3.6.1.6.3.1 Included
<COMMAND>

[N]ext Page [Clreate SNMP View Mloldify SNMP View

Pre[v]ious Page [Dlelete SNMP View [QJuit to previous menu

Command>

Enter the character in square brackets to select option

B14-6-12 SNMP®DViewsHE

Ea(E:
Total Entry SNMP ViewDIY kUETT,
View Name SNMP ViewD&#HiZz&zRRLEX T,
Subtree SNMP ViewDH 7V —%&RRLET,
View Type SNMP ViewDS 1 TH#HRRLE T,
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CCCTHERATEDIVY RIFFEEDOESDTY,

[

N

RDR—IZRRLET,

‘ INJEANDTDERDKR— b ZERRLET,

BIDR—IZERTLE T,

| TPIEANT 2 ERIDK—FERRLET,

SNMP ViewDfERE{TLE T

[CIEANTDETOVT A [Please enter view name>] EEDDFERINDT. SNMP View
ZHA2NFLUATANLTLIEE L, FD&Create SNMP User Configuration MenulC#E)
LET,

wn

NMP ViewDEEZEITWLWE T,

[OJEANTDETOVT R [Please enter view name>] EEDDEITNDT, SNMP View
Z¥AEI2NFLUANTAALTLIES L. D EModify SNMP View Configuration MenulC#&#)
LET,

[%2]

NMP ViewDHIBRZ{TVE T,

D] EAANTBDETOVT A [Please enter view name>] EZBHDEIT DT, HIBRITDSNMP
ViewBZHA32XNFZURTANL TLEEZ L,

HIDAZ1—-[CEDZET,
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4.6.3.h. SNMP View DERK

(Create SNMP User Configuration Menu)

[SNMP View Configuration MenulJTIVY Y RTCIZ#EIRL. SNMP View&%Z AN
g2E Bl4-6-13D K D7 Create SNMP View Configuration Menul DEEICRD X
9. COEETIE. SNMP ViewDsEEZTLE T,

PN28160K Local Management System

SNMP View Configuration Menu —> Create SNMP View Configuration Menu

View Name : test

Subtree Type
<COMMAND>

[N]ext Page [Aldd OID [QJuit to previous menu

Pre[v]ious Page [Dlelete OID

Command>

Enter the character in square brackets to select option

BJ4-6-13 SNMP®DViewfEr

EmEDERHA
View Name SNMP View&&RRUE T,

Subtree SNMP ViewDH 7TV —%&RRLET,
Type SNMP ViewD9 1 T ZHRRLE T,
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CCCTHERATEDIVY RIFFEEDOESDTY,

[

N

RDR—IZRRLET,

‘ INJEANDTDERDKR— b ZERRLET,

BIDR—IZERTLE T,

| TPIEANT 2 ERIDK—FERRLET,

SNMP ViewlC BT YU —ZRIATI T bEBIFEZENLE T,

[AIEANTZETOVT A [Enter OID>] EEDDFINDT, ATI T bERIFEANILT
fEEV, F2ET7OVT M TEnter Type>] EEDDFIDT, ViewlcSTHSE 1] &2, &
FRRVFEEIE TE] ZAALTFSLY,

wn

NMP Viewho 87V —&2RIFTI 17T MBI FZHRLE T

DIEANTZETOVT A TEnter OID>1 EEDDFINDT, ATI T bHERIFEANLT
<fEELY,

HIDAZ1—-CEDZET,
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4.6.3.i. SNMP View OEILE

(Modify SNMP View Configuration Menu)

[SNMP View Configuration MenulJTOVY Y RTOJZFEIRL. SNMP View&Z AN
92E Bl4-6-14D K S7xModify SNMP View Configuration Menul DBEIEICRD X
9. COEETIE. SNMP ViewDsEEZTLE T,

PN28160K Local Management System

SNMP View Configuration Menu —> Modify SNMP View Configuration Menu

View Name : test

Subtree Type

1 Included
<COMMAND>

[N]ext Page [Aldd OID [QJuit to previous menu

Pre[v]ious Page [Dlelete OID

Command>

Enter the character in square brackets to select option

B14-6-14 SNMP®DViewfElE

EmEDERHA
View Name SNMP View&&RRUE T,

Subtree SNMP ViewDH 7TV —%&RRLET,
Type SNMP ViewD9 1 T ZHRRLE T,
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CCCTHERATEDIVY RIFFEEDOESDTY,

[

N

RDR—IZRRLET,

‘ INJEANDTDERDKR— b ZERRLET,

BIDR—IZERTLE T,

| TPIEANT 2 ERIDK—FERRLET,

SNMP ViewlC BT YU —ZRIATI T MEBIFEZENLE T,

[AIEANTZETOVT A TEnter OID>] EEDDFINDT, ATI T bHERIFEANILT
fEEV, F2ET7OVT M TEnter Type>] EEDDFIDT, ViewlcSTHSE 1] &2, &
FRRVFEEIE TE] ZAALTFSLY,

wn

NMP Viewho 87V —&2RIFTI 17T MBI FZHRLE T

DIEANTZETOVT A TEnter OID>1 EEDDFINDT, ATI T bHERIFEANLT
<fEELY,

HIDAZ1—-CEDZET,
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4.6.3.j. SNMP Group D&

(SNMP Group Configuration Menu)

[SNMP Extend Configuration Menul TV Y RIGIZEIRITDE, H4A-6-15DLD
72ISNMP Group Configuration Menul DBEIEICTAD X T, COEME TlE SNMPYX
— I+ DREZITVET,

PN28160K Local Management System
SNMP Extend Configuration Menu —> SNMP Group Configuration Menu
Total Entry : 5
Group Name Ver. Level
public vl NoAuth/NoPriv
public v2c  NoAuth/NoPriv
initial v3 NoAuth/NoPriv
private vi NoAuth/NoPr iv
private v2c  NoAuth/NoPriv
<COMMAND>
[N]ext Page [Clreate SNMP Group Mloldify SNMP Group
Pre[v]ious Page [Dlelete SNMP Group [(Mlore Group Info
[QJuit to previous menu
Command>
Enter the character in square brackets to select option

B4-6-15 SNMPDOTIL—T38E

EEOEA
Total Entry SNMP Group®IY hUETT,
Group Name SNMP GroupD&MZRRLE T,
Ver. SNMP Group®/\—Y 3 vERRLE T,
Level SNMP GroupDtFa1UT 1 UNLERRLE T,
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CCCTHERATEDIVY RIFFEEDOESDTY,

[
N | ROR—IZRRLUET,
‘ INJEANTDERDKR—FERRUET,
P |BIDR—IERRLET,
| TPIEANT 2 ERIDK—FERRLET,
C | SNMP GroupDfERiZfTLE T,
[CIEANTDETOVT A [Please input the SNMP Group Name>] EZEDDERID T,
SNMP Group&Z#ME32XFURTANUTLEEW, 95&70O0V7 M [Please input the
SNMP Group Version>] EZEDDFEIDT, vIOBEEIFE 1] &, v2cDBSIF [2] . vIDBEE
(& 3] ZAHDULTLESL), FDECreate SNMP Group Configuration MenulCB&LFE T,
O | SNMP GroupDBIEZITLE T,
[OJEANTDETOVT M [Please input the SNMP Group Name>] EZEDDEIDT,
SNMP GroupBZ¥ME32XFLUARATAANL TLIEE L, 92570V A [Please input the
SNMP Group Version>] EEHDDXEITDT, vIDBERF 1] &, v2cDBEIE 2] « v3DBES
(& 3] ZAHNULTLEE L, FDEModify SNMP Group Configuration MenulcB&ELF T,
D | SNMP GroupDHIBRZETTLE T,
D] EAATDETOVT A [Please input the SNMP Group Name>] EEDDFEIDT,
SNMP GroupBZ¥ME32XFLUARATAANL TLIEEL, 92570V A [Please input the
SNMP Group Version>] EEHDDXEITDT, vIDBERF 1] &, v2cDBEIE 2] « v3DBES
(& 3] ZAHDLTLIEELN,
M | SNMP GroupE#sZzRRLF T,

[TMIEANT B BIBRIRRENET,

HIDAZ1—-[CEDZET,
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4.6.3.k. SNMP Group DO{ER

(Create SNMP Group Configuration Menu)

TSNMP Group Configuration MenulJTOVY Y RTCIZZEIRL. SNMP Group#.
SNMPN—=Y3VZANTDE. B4-6-16D LK D7x[Create SNMP Group
Configuration Menul DEEICADE T, COEE ClE. SNMP GroupDEREZTTLE
I

PN28160K Local Management System
SNMP Group Configuration Menu —> Greate SNMP Group Configuration Menu

Group Name . test

SNMP Version @ v3
READ_VIEW : None
WRITE_VIEW : None
NOTIFY_VIEW : None

Security Level : NoAuth/NoPriv

<COMMAND>
Set [SINMP Version Set [R]ead View Set [Wlrite View
Set N[o]tify View Set S[elcurity Level [QJuit to previous menu

Command>
Enter the character in square brackets to select option

E4-6-16  SNMPDOZIL—J1ERY,

BEEOEA

Group Name SNMPOI IV —T&ZRRULFET,

SNMP Version SNMPON—Y 3 vERRULE T,
READ_VIEW FAHADViewzRRUE T,
WRITE_VIEW EZTADViewzRRUET,
NOTIFY_VIEW BHITDViewrERRUET,

Security Level SNMPOEF21UT 1 UNILERRUE T,
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CCCERTEDIVYRETENESD T,

S | SNMPNN—Y 3 vAaSBELET,
[SIEANTDETOVT A TEnter SNMP version>] EZBHDEITDOT, vIDBREE 1] %,
V2cDBEIZ T2 « v3DFEIF 3] ZAALTLIEZLY,

O| b3Sy THEEXETDViewzHELE T,
[OJEANTDETOVT M TEnter Notify View>] EEDDEITNDT, SNMP ViewdEZHH
2NXFLURTAALTLIEE LY,

R | MIBOBEHRZEEFEERViewaRELF T,
[RIEAANTDETOVT A TEnter Read View>] EZHDDEITDT, SNMP ViewEZ%¥HE32
YZLUARTAALTLIEELY,

E | EFaUTsURNIVESRELVLET,

[EIEANTDETOVT MO [Select security level(N/A/P) >1 EEDDEITDT, BAHES
NEMERVVEE} TN] Z, BIEOAEMT DHESIE [A] Z, BIAHESILHEMET DHESIS [P
ZEAALTLIEEL,

W | SNMP Viewh o3 7V —%#RIATI 1T MEBBIFZEBIBRLUE T,
TWI1EAANTBDETOVT A TEnter Write View>1 EZBHDEITDT, SNMP ViewEZ%¥HE
32NZFLRNTAALTLTEE LY,

Q| LIDAZ2—[CEDZET,
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4.6.3.1. SNMP Group D{EIE

(Create SNMP Group Configuration Menu)

[SNMP Group Configuration Menul TV Y RTOJZFERL. SNMP Group,
SNMPN—=Y 3 vz ANTDE. B4-6-17D &K D7xModify SNMP Group
Configuration Menul DEEICADE T, COEE ClE. SNMP GroupDEREZTTLE
EP

PN28160K Local Management System
SNMP Group Configuration Menu -> Modify SNMP Group Configuration Menu

Group Name . test

SNMP Version @ v3
READ_VIEW : None
WRITE_VIEW : None
NOTIFY_VIEW : None

Security Level : NoAuth/NoPriv

<COMMAND>
Set [SINMP Version Set [R]ead View Set [Wlrite View
Set N[o]tify View Set S[elcurity Level [QJuit to previous menu

Command>
Enter the character in square brackets to select option

B4-6-17 SNMPDOZIL—71ELE

BEEOEA

Group Name SNMPOI I —T&ZRRULET,

SNMP Version SNMPON—Y 3 vERRULE T,
READ_VIEW FAHADViewzRRUE T,
WRITE_VIEW EZTADViewzRRUET,
NOTIFY_VIEW BHITDViewrERRUET,

Security Level SNMPOEF21UT 1 UNILERRUE T,
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CCCERTEDIVYRETENESD T,

S | SNMPNN—Y3vAaSBELET,
[SIEANTDETOVT A TEnter SNMP version>] EZBHDEITDOT, vIDBREE 1] %,
V2cDBEIZ T2 « v3DFEIF 3] ZAALTLIEZLY,

O| b3Sy THEEXETDViewzHELX T,
[OJEANTDETOVT M TEnter Notify View>] EEDDEITNDT, SNMP ViewdEZHH
2NXFLURTAALTLIEE LY,

R | MIBOBEHRZEEFEERViewaRELF T,
[RIEAANTDETOVT A TEnter Read View>] EZHDDEITDT, SNMP ViewEZ%¥HE32
YZLUARTAALTLIEELY,

E | EFa2UT 1 URNIVESRELET,

[EIEANTDETOVT MO [Select security level(N/A/P) >] EEHDDFEITDT, HIAHEBES
NHRERVEEIF NI Z, SBAEDHERT DHEE [A]l Z, FBALESIELERTDHSE [P
HEANDLTLIEELY,

W | SNMP Viewh o3 7V —%#RIATI 1T MEBBIFZEBIBRLUE T,
TWI1EAANTBDETOVT A TEnter Write View>1 EZBHDEITDT, SNMP ViewEZ%¥HE
32NZFLRNTAALTLTEE LY,

Q| LIDAZ2—[CEDZET,
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4.6.3.m. FSvIEXEDHRE
(SNMP Trap Receiver Configuration)
[SNMP Configuration Menul COVY Y RIT]ZEIRT D & B4-6-18D K DTRSNMP

Trap Receiver Configuration Menul DE&EICRDE T, ZOEEAE T, SNMPrS v
EEDREZITVET,

PN28160K Local Management System
SNMP Configuration —> SNMP Trap Receiver Configuration Menu
Trap Receiver List:
No. Status Type IP Address Community

1 Disabled vl 0.0.0.0

2 Disabled i 0.0.0.0

3 Disabled i 0.0.0.0

4 Disabled i 0.0.0.0

5 Disabled i 0.0.0.0

6 Disabled i 0.0.0.0

7 Disabled i 0.0.0.0

8 Disabled i 0.0.0.0

9 Disabled i 0.0.0.0

10 Disabled vl 0.0.0.0

<COMMAND>

Set Receiver [S]tatus Set Receiver [I]P In[d]ividual Trap Config
Set Trap [T]ype Set Receiver [Clommunity Set Receiver I[P]v6
[QJuit to previous menu
Command>
Enter the character in square brackets to select option

B4-6-18 SNMPh S v I EREDRE

BEOFHA

Trap Receiver | BEFRESNTLD S YT REXDIPPRLVRAETZ1ZTT 1 BERRUET,

List: No. ESYIREELEDIVNUBSTY,

Status bSYTERETDINEINZRRUEXT

Enabled bSyTZERELET,

Disabled bSyTZRELEE Ao

Type Moy T DEEERRUET,

vi SNMPVID Sy I ZRELET,

v2C SNMPV2cD S v T HEELET,

IP Address NSy RERELDIPPRUAZRRUE T,

Community | FSYTREETIHED, RERESNTVDII 1T BERRL
9,
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CCCERTEDIVYRETFENESD T,

S | FSYTRERDEYN BN ERELET,

[SIEANTDE. TOVT MAEnter manager entry number>][CEDDEITDT, HEZ
IORSYITREBHRNDIVRMUBSEANLTLLES L., Z0O%&. 7’07 bHEnable or
Disable Trap Receiver (E/D)>/[CEHDFITND T, SNMPYR—I +ZBMICTDHEEIEE].
BT DIHBERFIDIZANLTLIEELY,

| | FSYTRERDIPP FURAERELE T,

MEANTDE, TOVT ATEnter manager entry number>|[CEDDFI DT, HEZE
IO SYTEERDIVMUBSZEANLTLIESEL, Z0%. OV A TEnter IP
Address for trap receiver>J[CEDODDFTIDT, IPPRUVAZANDULTLIEELY,

D | UYIREEERD NS v TRECDOVWTERELET,

DIEANTDE. EBEAEnable/Disable Individual Trap MenullCWID&HD FT,
FBAREREC DUV TIFIRIE(4.6.3.0)2BRL LS L,

T | FSyTOEEZRELE T,

MIEAATDE, 7OV 7 MATEnter manager entry number>][CEDHDDER I DT, REE
TORSYTREBHRNDIVRMUBSEANLUTLLES L., Z0%&. 7OV 7 bHEnter the
selection>][CEDDFITNDT, b5y TZSNMP vIETDHEERIN1%E. SNMPV2ETDH
BIFN1ZAALTLIEE L,

C| FSYTREANDIZIZTT 1 BERELET,

[CIEANTDE. TOVT A TEnter manager entry number>][CEDDEITDT, HEE
IO MSYTEERDIVMUBSZAANLTLIEEL, Z0%, 7OV A TEnter
community name for trap receiver>J[CEHODDFXINDT, JZ1 -7 1BZANL TS
LYo

P | [PIEATITDESet IPv6 Trap Receiver MenulCBEILEX T, I TOREICDLWTIH(4.6.3.0.)%
BRU TS,

Q| LIDAZ2—[CEDZET,
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4.6.3.n. Sy EHDEE

(Enable/Disable Individual Trap Menu)

[SNMP Trap Receiver Configuration/ TV Y RId|ZEIRITDE. H4-6-19DLD
72[EnableDisabled Individual Trap MenulDEEICRDF T, COBEECTIE. b5y
EHDFREETLET,

PN28160K Local Management System
SNMP Trap Receiver Configuration —> Enable/Disable Individual Trap Menu

Coldstart : Disabled
SNMP Authentication Failure : Disabled
Login Failure : Disabled
Enable Link Up/Down Port: 1-24
<COMMAND>

Enable/Disable [Cloldstart Trap
Enable/Disable [Aluth Fail Trap
Enable/Disable [L]ogin Fail Trap
Add Link Up/Down Trap [Plorts
(Dlelete Link Up/Down Trap Ports
[QJuit to previous menu

Command>
Enter the character in square brackets to select option

B4-6-19 k5 v RXEHDEE

R
Coldstart: WEREBRO NS v TEHOBY - BWOREEZFZRLUET,
Enabled: ES Y RHEBMICLET,
Disabled: hSwTRBEENCLET, (THHERERE)
SNMP SNMPEREEREED b S v I RHDER - BADREERRLE T,
Authentication | Enabled: ES v ERHBEBMCLET,

Failure: Disabled: hS YO RHEBMICLE T, (DBHERERE)
Login Failure: O74 VKEED b S v TRHOBR - BHDREERRLUET,
Enabled: ES Y RHEBMICLET,

Disabled: Mo TERHEBMCLE T, (THHERERE)

Enabled Link

Up/Down Port:

DY IRENBBSNTRR. bS5y ITREENSNDIVRDR— M ESZRRLET, T
AR E 2R — MCRESNTLET,
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CCHEATEDIVYRETRENEHSDTT,

C

HESEED b S v TREOBR - BYHDHRE

[CIEANTDE. OV A TEnable or Disable coldstare trap (E/D)>I[CEHDFEIT DT,
bSyTREEBWICTDHBSIINEL BNCTDIHBERIDIZATILTLIESL,

SNMPEBEERESD b 5 v T EHDBR) « EHDHRE

[AIEANTDE 7OV 7 hHTEnable or Disable SNMP Authentication trap(E/D)>1(CZ1
DERIDT. bSYTEHEENCITDHSIEE]. BMCITDHSIEIDIZANILTLIEEL,

O74 VKRKEED b S v TEEDOER - BHOHRE

LIEAATDE. 7OV 7 bhTEnable or Disable Login failure trap (E/D)>I[CEDHDFETD
T, Sy TREZENCTDIHRSIFEL ENCTDHBERIDIZAALTLIESLY,

VY DIREEERD kS v TEHOWERR— ~ZBILE T,

[PIEANTDE. 7OV MHTEnter port number>l[CEDDFEITDT, b5 v TEHOWE
EULTVWR—FESZANDL TS,

DY DREEERD b S v TEHOWNRR— S ZHIBRLE T,

DIEAATDE. 7OV T bAEnter port number>l[CEDDERINDT. bS5y TEHONE
e UTcVWR— R BESZEANDL TS,

IRIDAZ31—ICRDZFT,

TER IV—T8RA - Bl Sy TOERFRERBEHDEEA, SNMPLS Y TRED

FE(SNMP Trap Receiver Configuration)[CEDWCTEHENE T,




4.6.3.0. b5y TEHD IPv6 8E(Set IPv6 Trap Receiver

Menu)

[SNMP Trap Receiver Configuration/ TV Y RlplZEIRITDE. H4-6-200EKD
72Set IPv6 Trap Receiver MenulDEEICADFE T, COEAECIE. S v T EHDE
EZTVET,

PN28160K Local Management System
SNMP Trap Receiver Configuration Menu —> Set IPv6 Trap Receiver Menu
Trap Receiver List:

No. IPv6 Address

1

2

3

4

5

6

i

8

9

10

<COMMAND>

Set Receiver [1]Pv6 [QJuit to previous menu
Command>
Enter the character in square brackets to select option

B4-6-20 Sy EEDFE (IPv6)

EE DA
Trap Receiver | BEFRESNTLD b5y T EEXDIPV6 Y FLAZRTRUET,
List: No. bSYTREXDIVAUESTI,

IPv6 Address | k5w TREBEDIPV6P RLAZRRLET,
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CCCERTEDIVYRETENESD T,

| | BEBBEBIED S S v TEEHOB - BYHOHRE

MEANTDE. FOVT MATEnter manager entry number>|[CEDDF I DT, REZTT
SEIYTREELENDIY NUBSHEANLTLIEZL, Z0%, 7’07 MHTEnter new
receiver IPv6 address>]ICEDDEITD T, IPv6 7 RLURAEADLTLIESLY,

Q| LUDAXAZ1—[CEDFT,
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4.6.4. &R— b DEETE(Port Configuration Basic)

[Basic Switch Configuration Menul/TOVY Y RIPI|Z#IRTDE, HA-6-21DLD1
[Port Configuration MenulDEIEICRDF T, JOEMECTIE. FR— b ORERT. K

UR— b DREZTVE T,

PN28160K Local Management System
Basic Switch Configuration —> Port Configuration Basic Menu

Admin Link

Port Trunk Type
1 — 1000T
2 — 1000T
3 — 1000T
4 — 1000T
5 — 1000T
6 — 1000T
7 — 1000T
8 — 1000T
9 — 1000T

10 — 1000T
1 — 1000T
12 — 1000T

Enabled Down
Enabled Down
Enabled Down
Enabled Down
Enabled Down
Enabled Down
Enabled Down
Enabled Down
Enabled Down
Enabled Down
Enabled Down
Enabled Down

[N]ext Page
[Plrevious Page
Set [Aldmin Status
Gommand>

<COMMAND>

Set [Mlode

Set [F]llow Control

[Slet Auto-MDI

Mode Flow Gtrl Auto-MDI

Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto

Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled

[QJuit to previous menu

Enter the character in square brackets to select option

B4-6-21 &HR— b DEE
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BEOFHA

Port R—hBSERLET,
Trunk NSVF VT DEREREET IV—TBSTERRLUET,
Type R—bhDEEEZRLET,
1000T 10/100/1000BASE-T#&RLZ T,
1000X SFPIR—hARUET,
Admin REDKR— b~ DREERLUE T, THEEEEFEITNTIEnabled)[CRESNTULET,
Enabled R— M H'EFITIEE T,
Disabled R— b~ DERAT T,
Link REOU VI DREEZRLET,
Up DY ONERICRIIUTCREERLUE T,
Down DY OHEIIL TORVREEERLE T,
Mode BERE., /¥ _E0REREEZERLF T, THBEARKEINTIAUto]ICRESNTULE
EP
Auto F—hbxxdvIT—Y3VE—NR
100-FDx 100Mbps2_&
(100F)
100-HDx 100Mbps*¥_"8&
(100H)
10-FDx(10F) | 10Mbps2_=
10-HDx(T0H) | TOMbps¥:_=
Flow Ctrl 70—y bO-IOEREREERLUEYT, THHERIFEER T Disabled]([CERESINTUL
E
Enabled JO0—Jv hO—-IEgENEI THDIEEZRUE T,
Disabled 70— bO—-JUSENEY THD I EEZRUET,
Auto-MDI Auto MDIEEEDSREREBERLUE T, THEMEFRELR— N 1-14MDisabled] (CEXE

INTWET, GR—K15,16/FMEnabled |EE T, )
Enabled Auto MDI/MDI-X#BENEN THD&HERLE T,
Disabled Auto MDI/MDI-XHEEBEN B THDEERLUE T,
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CCCERTEDIVYRETENESD T,

N | ROR—IZRRULET,

‘ INJEAATDERDKR— b ERRLET,

P | RIODR—IZRRULFT,

| [PIEANT B ERIDK— b ERTLET,

A | FER— b ZEINEMH (Enabled/Disabled) I[CRETEET,

[AlZANTDETOVT MM Select port number to be changed>1ERRDFIFNDT, EEL
WR—hBESZANLTLIES L, 2R— b Z2—EILEETDIHSEFR—FESZI0JEAAL
TLEEL, TD & FOVT A TEnable or Disable port # (E/D)>1&£2DE T DT, BHW

(Enabled) (C92HBEIFIEIZEM(Disabled)(CTDHBEIFIDIZAALTLIEE L, ANNTE
TU, BENEESNDE LBORTOEHNCEESNET,

M| BR—bDREEE  H_EZRETEXT,

MIZANTDETOVT MATEnter port number >] ERDFINDT, BELLVR—FES
ZANLTLIEEL, 2R— b Z2—EBICEEITDIHEEIR—FESZI0IEADLTLLREEL, T
D&, OV A TEnter mode for port # (A/N)>1ERDFFTDT, A—hRIVI— /5/
E-FZ2EAITIHEGERIAL FRULBVESIEINIZERLU TEEV, INJZBRUE

Z'OY7 b HTEnter speed for port #(10/100)>]1 E@DF T DT, uzibtb\ﬁf_ﬁif?’a})\ﬂb
TLEE, B8ETDETOVT A Enter duplex for port #(F/H)>1ICEDDERITDT, £
ENFEIFIFI(Full duplex), ¥ _EDHEE(}MHI(Half duplex)&B8EL TLEEWV\. ANNTET
L. RENEEINDE LBOXTEHEBNICEESINET,

Mode: | A: F—bhRXIOVI—Y3VE—RICHE

N: F—bXOVI—yavE-—RZERLRBL (GigaREDEE>FRYR—H)

Speed: | 10: 10MbpsICERE

100: | 100MbpslC&&E

Duplex: | F: ETE(CERE

H: HFTEICEE

F | 70-3vb0-ILOER B ERETEET,

[FIZANTDETOVT MATSelect port number to be changed>|&ERDEFITDT, BEL
TWIR—hBESZANLTLIES Y, 2R—bE—EBILEETDIHER}N—FESZI0JEAAL
TLIEEW, TD&. 7OV ~HTEnable or Disable flow control for port # (E/D)>1&7%80D
FINDT, B (Enabled) ICTDHBEIEIZ, #EH (Disabled) ([CF2HBGIRIDIZANLT
RSV, ANTPET L, BENEESINDE LBOXRTHEHNCEESNET,

S | AUTO-MDIDER, /B %ZHRE TEE I,

[S1ZANTDETOVT hhEnter port number >] ERDFITDT, BELLVR—hES%E
1~16MDETANLTLIES Y, 2R— b ZE—EBICEETDHER}N—FESZI0IEAALTL
2&V\, 95&. OV 7 hHTEnable or Disable Auto-MDI for port # (E/D)>1 &0 FTD
T. B% (Enabled) ([CIDHZEEIRIEIZ. #Z (Disabled) [CTDHEFIDIZAALTLIES
Lo BREFTTRICEBORTNAEHRFINET,

Q| HIDAXZ21—ICRDZFT,

JFR . COEHEIIR—DREZRRLU CLEIN BBNCEFRTINIEA. BFD
U( EERNI DICIHASHDF—ANZET> TS,




4.6.5. &R— b DHREYE (Port Configuration Extend)

[Basic Switch Configuration Menul] TOVYY RIE|ZBIRTDE. H4-6-22D L D7
Port Configuration MenulDEIEICRDF T, COEMETIE. BR—bDORERR. &
UR— b DREZTVE T,

PN28160K Local Management System

Basic Switch Configuration —> Port Gonfiguration Extend Menu

Jumbo Status : Disabled

Port Trunk Type Link Port Name EAP Pkt FW
1 —-— 1000T Down Disabled
2 —-— 1000T Down Disabled
3 —-— 1000T Down Disabled
4 —-— 1000T Down Disabled
5 —-— 1000T Down Disabled
6 —-— 1000T Down Disabled
7 —-— 1000T Down Disabled
8 —-— 1000T Down Disabled
9 —-— 1000T Down Disabled
10 —-— 1000T Down Disabled
1 —-— 1000T Down Disabled
12 —-— 1000T Down Disabled

<COMMAND>

[N]ext Page Set Port N[a]lme

[Plrevious Page Set [J]umbo Status

Set [E]AP Packet Forwarding [Q]uit to previous menu

Gommand>

B4-6-22 &FR— b DEE
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BEOFHA

Jumbo I YR TIU—LDREREERLE T,
Status THHERFEE2 TIDisabledJICERESINTWVE T,
Enabled IR IV—LHENTHDEERLET,
Disabled IR IV—LHENTHDEERLET,
Port h—rESERULET,
Trunk NSYUFVTDREREET IV—TESTERRUET,
Type R—bDEEERLET,
100TX 10/100BASE-TXZ&RU X T,
1000T 10/100/1000BASE-TZ#&RULE T,
1000X SFPILRR— b EZRLUE T,
Link REDQVU YD DREERLET,
Up UV OHERICHEI UTCREBERLUE T,
Down UV OHEIIL TORLREERLE T,
Port Name | R—bDBIMZERLET,
EAP Pkt FW | EAPEBH#REDFREREZRLFX T,

IHEEREETIDisabled J[CRESNTLET,

Enabled EAPEBEENEN CHDIEERLET,

Disabled EAPEBEENEN CHDIERLET,
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CCCERTEDIVYRETENESD T,

N | ROR—IZRRULET,

‘ INJEAATDERDKR— b ERRLET,

P | RIODR—IZRRULFT,

| [PIEANT B ERIDK— b ERTLET,

E | EAPEB#EDED " EHERELET,

[ElZANTDETOVT bHTSelect port number to be changed>]&EBDEITDT, BEL
TEWR—bhBESZANLTLIEEL, 2R— b E2—EILEEITDIHBERFR—ESZI0IEAL
TLEEL, TDE OV A TEnable or Disable EAP packet forwarding for port #
(E/D)>1ERDEIDT, BH (Enabled) (CTDHEIFIEIZ, Y (Disabled) [CTDHE
DIZADLTLES VL, BER TRIC LBORTINAEHR SN T,

A | BR— M CEZRETEET,

[AlZANTDET OV MHTSelect port number to be changed>1&ERBDFEINDT, BEL
EWR—hBESZANLTLIESE L, 2R— b Z2—EILEETDIHERFR—FESZI0JEAAL
TLEEL, TD&. 7OV MAEnter port name string>1ERDF T DT, &IEANILT
IEEVe ANNDTET L, REHNEESND & LBORTOBEEBNCEESINET,

J | Jumbo7 U — LAEGREEDEY BN ZRELEX T,

[1ZANTDET7OVT MHEnable or Disable jumbo status (E/D)>1&RDEFIT DT, B
(Enabled) [CF2%BE(EIEIZ. R (Disabled) [CFDHBEERFIDIZAANLTLIEE L, FE
T T RICEBORRAEHREINET,

Q| HAIDAZ2—[CEDZFT,

~.

JER . ZOBEEER—OREZRRLTVEIN. BBNCEFRTSNEEA. BFHO
REZRRI DICIFASHDF—ANZET> TS,




4.6.6. EBAE—FOEE
(Port Configuration Power Saving)

BENE—FIE N— b OEFIREZESHNCRAOL. REHGOHSICENHEZNE
SCHIHI T DEMBEMETT, Bd. FAEEIMHSEE DERIEZ®5T D [HalfE—
Rl LU KDBEHEEZNHTD TFullE—R] O2BEDE—REYR—FLUTULE
I

[Basic Switch Configuration MenuJTIOVY Y RTOJZ#IRTD &, H4-6-23DL D74
[Port Configuration Power Saving Menul DBIEICIRDE T, COBEE TlF, &h—b
DRERT. RUBENE—FOHREZTLET,

PN28160K Local Management System

Basic Switch Configuration —> Port Gonfiguration Power Saving Menu

Port Link Trunk Type Mode Power-saving EEE (802. 3az)
1 Down —- 1000T Auto Half Enabled
2 Down —- 1000T Auto Half Enabled
3 Down —- 1000T Auto Half Enabled
4  Down —- 1000T Auto Half Enabled
5 Down —- 1000T Auto Half Enabled
6 Down —- 1000T Auto Half Enabled
7 Down —- 1000T Auto Half Enabled
8 Down — 1000T Auto Half Enabled
9 Down — 1000T Auto Half Enabled
10  Down —- 1000T Auto Half Enabled
11 Down —- 1000T Auto Half Enabled
12 Down —- 1000T Auto Half Enabled

<COMMAND>

[N]ext Page Set [E]JEE Status

[Plrevious Page

Set Power [S]aving mode

[QJuit to previous menu

Gommand>

Enter the character in square brackets to select option

®4623 ABNE—RRE
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BEOFHA

Port

R—hBSERLET,

Link

REDY VD DREZERLET,

Up

DY OWERICEIUICREZRUE T,

Down

UV IHEIIL CUORBLWREZRLE T,

Trunk

ESUF2TD

===

X AE

REZD I—TBESTRRLUET,

Type

R—bhOEEZERLET,

100TX

10/100BASE-TXZ&RULE T,

1000T

10/100/1000BASE-TZ&RL&E T,

1000X

SFPILRR—hZRLE T,

Mode

BERE. /4
ED

BOEREREZRLE T, THBEREINTIAutollc

B

R

SNTLE

Auto

F—bxJvI—

YavE—NR

100-FDx(100F)

100Mbps2_"&

100-HDx(100H)

100Mbps*¥—&

10-FDx(10F)

10Mbps2Z=&

10-HDx(10H)

10Mbps* =&

Power-
saving

ABNE— ROREERL T,

THBHERE I NTIHalfll

CERESNTVET,

Half

EBNE— RORENEN(Hal) TH BT EERLET,

Full

EBNTE— RORENEN(FUl) CHD EERLE T,

Disabled

BENE-FOREBHIED THDIEEZRULET,

EEE(802.3
az)

EEE(Energy Efficient Ethernet) DiREEZRL X %

THHEEETNT Disabled] |

CRESNTLET,

Enabled

EEEDIRENEN THD I EZRLE T,

Disabled

EEEDRENEH THD & ZRULET T,
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CCCERTEDIVYRETENESD T,

N | ROR—IZRRLUET,
‘ INJEANTDERDIR— b~ ERRUET,
P |BIDR—IERRLET,
| [PIEANT B ERIDK— b ERTLET,
S | ABNE—RZEHRELET,
[S1ZAANTDETOVT M HSelect port number to be changed>]EBDEITNDT, BEL
TEWR—bhBESZANLTLIEEL, 2R— b E2—EILEEITDIHBERFR—ESZI0IEAL
TLEEL, TD & FOVT hATENnter Power Saving mode for port (F/H/D)>1&ERDE T
DT, B% (Enabled) [CIDHESFIIEIZ. EZ (Disabled) (CFDHEIFIDI%E. HHEEED
EREEBEUICEABNT—RNICITDHERFHIZAAUTLIZEL, BEFR TRIC LEDORTRN
BEHFENFET,
E | S R—bFDEEEZERELF T,
ElZANTDETOVT hHSelect port number to be changed>] &N FITDT, EEL
TEWR—hBESEANLTLESY,, 2R— b E2—ELEETDIHERFR—FESZI0JEAAL
TLEEEL, TD & FOVT A TEnable, Disable for Energy Efficient Ethernet(EEE
802.3az) (E/D)>1&RRDFIMDT, B (Enabled) [CTDHSIF [E] Z. #H (Disabled)
[CTDHBER} D] ZAALTLIESL,
Q| HIOXZ1—ICEDET,
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4.6.7. PO CAFKHEDORE

(System Security Configuration)
[Basic Switch Configuration Menul TOVY RISIZEIRITD &, H4-6-24D L D7k

[System Security Configuration/DE@EICFDF T, COEMECIE

KEBICPIERATDRDFEREZTLE T,

E - BERICAK

PN28160K Local Management System

Basic Switch Configuration —> System Security Configuration

Console Ul Idle Timeout: 5 Min

Telnet Ul Idle Timeout: 5 Min.

Telnet Server: Enabled Web Server Status: Enabled

SNMP  Agent: Disabled

IP Setup Interface: Enabled

Local User Name: manager

Syslog Transmission: Disabled

Login Method 1/2: Local/None Method 1 Fail Action: Method 2
<COMMAND>

Set [Clonsole Ul Time Out

Set [Tlelnet UI Time Out
Enable/Disable Te[l]lnet Server
Enable/Disable [SINMP Agent

[I1P Setup Interface

Enable/Disable S[ylslog Transmission
Syslo[g] Transmission Configuration
Telnet [Alccess Limitation

[QJuit to previous menu

Command>

Enter the character in square brackets to select option

Change Local User [N]ame
Change Local [P]assword
[RIADIUS Configuration
Llo]lgin Method

Login [Mlethod 1 Fail Action
SS[H] Server Configuration
LED [B]ase Mode Configuration
[Wleb Server Status

Bl4-6-24 PO RAFKHEDERE
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BEEDRE

Console Ul Idle

OVYV—LTERHRL CTLDEEIC HANHBO S TBEDEY 3 vAIINDET

Time Out: [CERESN TV AETBEUTHRRUEYT, TBHERESDICERESNTULET,
Telnet Ul Idle TelnetCTUE—MERL TLWD EE(C, THANTABI 2 TEBEEDEY Y a vHiTINS
Time Out: FCICRESINTLVDRREZDEATRRLUET,

ITHBEERESDICRESNTVET,

Telnet Server:

TelnetCOP I ERAZTRECT DNE DN ERRLE T,
THHEEE [Enabled] [CRESNTUVET,

Enabled PO XM
Disabled FPORIAAG
Web Server WebTH7P I A%TREICTDINE DN ERRLET,
Status: THEHERE TDisabled] [CERESNTNET,
Enabled FOEXT
Disabled POz AAT]
SNMP Agent: SNMPTO P I ERAETREICTDNESHERRLUET,
TIHHEERE Disabled] [CERESNTULET,
Enabled POt X0
Disabled PO AAT]
IP Setup IPPRUVAREVI NI I P TCOPIERAZTRECTDINESHERRLUE T, TIHH
Interface: k& TEnabled] [CERESNTVEY, XEFESBEARE(COEHXL TR, [k C &
CHEERLTEE LN
Enabled: POt X0
Disabled: PO AAT]
Local User RERESINTVWDO00 VIDBENDI—BERRLET,
Name: THfabsd I manager ] [CBRESNTLEX T,
Syslog Syslog b=/ I\ AT LOTZRETDINE DN ERRLET,

Transmission:

THBEREDisabled] [ICRESNTLE T,

Enabled: Syslog B—/I\N\Y T LOTZZEELEFET,

Disabled: Syslog b=\ T LOT7ZZEBLEE Ao

Login Method
1/2

OJ4 v I3RICHERTII—YE. I\AT—ROBRAEERRUET,
TIHHEEE 1A TLocall « 2% TNonel ([CERESNTLET,

Local AEBICHRELI-YE, NRT—RTOT1VETVETD,
RADIUS RADIUS B—/N\[C K DTEZFIAL COT 1 v ZfTL\&E T,
None Login Method 2 ZERALFE Ao

Method 1 Fail
Action

Login Method 1 CEREEMES SNIBEDEEERRLE I,
THEEREMethod 2] ICRESNTUVET,

Method 2 Login Method 1 TRIEMESNTBE(C, #(J T Login
Method 2 DOFBELEZETLE T,
Stop Login Method 1 TERIEMESSNBEIC, FENEZFLELE

9, Login Method 1 A' RADIUS. »2£T® RADIUS ¥—/\ni5
DIHBDRH S THZECERD, Login Method 2 DFRIFLIEZRTT
LET,
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CCTCERTEDIVYRETFENESD T,

@)

VY=V TERL TLD EEDAHANDRH > ToBFECESNICERNTIM SN T TOREZ
THELE T,

[ClEANTDETOVT A Enter console idle timeout>] EEDDE YT, T TO~60(57)
FTOEZHRELTLIEEL,, 0ERELUIZBSEEEIMLRLKBDET,

Tel

net T L TV D EEDTHANHRBN > TBEICEBNICERMNTIMISN DX TOREZRE

LEd,

[TIEANTDETOVT MATEnter telnet idle timeout>1 EEDDE T, TIT1~60(9)ET
DEZFREL TLIESLY,

074V 2BNI1—Y2%ZEELET,

INJEARTDETOVT SHTEnter current password>| EEDDETD T, RED/NRAT—F
EANUTLKEEV,, NAT—=RFAELWEE, 7OV7 MATEnter new name> EEDDFET
DT, HLLWI—HTEZEXE12NFTAALTLIESLY,

074 VI DBEDINAT—RZBELX T,

[PIEANTDETOVT A Enter old password>| EEDDERITDT, RED/NAT—FZA
AUTLIEEV, NRAT—RAELWES, 7OV 7 MATEnter new password>] EENDD XY
DT, FHUWNRT—REFE12NXFTAALTLES L, ANTDERRBOHTOVT MY
[Retype new password>1ERDEFITDTHUWNRAT—REBANDLTLIEELY,

Tel

NetCOP I LRAZETRICTDINE DN ERELF T,

LIEAATDETOYT MHTEnable or Disable telnet server(E/D)>1EZEDDF T,
PORRAOREICTDICIETEIZ., PTEATERLTBICEIDIZANLTLEELY,

SN

MPTO 7P I ERAZTREICTDNE DN ERELET,

[SIEANTDETOVT A TEnable or Disable SNMP Agent(E/D)>1&EZEHDF T,
FPOBAOEEICTBICIEE]E. PIBATERLITDICIEDIZANLTLIEELY,

Syslog ERXtEREDENFZREL X T®

YIEANTDETOVT A TEnable or Disable Syslog Transmission (E/D)>]&EZEHDFE T,
Syslog EXRREEZBMC T DICEEIZ, BT TDICEIDIZANLTLEELY,

074 ~RADIUSSREE CERA T DRADIUSH —/IN\D P T L AR EZTLE T,

[RI&EAFTDERADIUS Configuration PagelCBE8LF T, I TOHREICDVTIFRIE
(4.6.7.0)EBRLTLEEL,

Login Method 1DFREHLE TES SN B OUIELEZRELF T,

IMIEANTDETOVT MHTEnter Method 1 Fail Action (M/S)>1&EZEHDDFT,
Method 2Z2E1TF D(CIFIMI%Z, REIVEZEFLTDHESCIIISIZANDL TS L,

Syslog EEDREZITLE T,

[GlEANTDE Syslog Transmission Configuration Menu [CBEILE T, JZ TOFRECD
WTIHRIE(4.6.7.c)=BRL TLIEELY,

Tel

netCP I ATERIHERZREL X T,

[AlEATT D ETelnet Access Limitation MenulCBELET, T TOEREICDWLWTITRE
(4.6.7.a)28BRLTLLIEEL\,

IPPRUAREV IS I TP TOPICRAZOREICTDINE DN ERELET,

M) EAATDETOVT A TEnable or Disable IP setup interface (E/D)>] &EZEHDFERT,
POCRAZORECTDICIE TE] Z. PTEATERVLDICTDICE D] ZAANLTLIEELY,
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07494 VEOI—Y&, I\AT—ROEBHFHDREZTVE T,

[OlEANTDETOVT MATEnter manager entry number>]1 EEDDFT, 1BRIIOESR
BHEREITDIHEIRN 1%, 2BEDERBSHZEEIT DHRSIF21ZANL TSV, AAT
2E7'0V 7 b hiSelect the login method | EEHOD X TN T, WESEBCHELICI Y&, /(X
J—REFERITDIHESIEILL. RADIUSICL DR ETOHESIEIR]. BEUVARWMESIEINIZAN
LTLIESLY,

SSHY—NDOF|/EZTVEX T,

[H1& A9 D ESSH Server ConfigurationlCBE#ULE T, ZZ TOFREC DL TIFIRIE
(4.6.7.d)2BRLTLESLY,

LEDR—XE—FDHFREZTLE T,

[BI1&AFI9 D ELED Basic Mode Configuration(CB&8ULE T, < TOHRECDVTIFIRIEA
(4.6.7.e)2BRL TSN,

WebTOP IR ZTREICTDNE DN ZRELE T,

TWIEANTDETOVT MATEnable or Disable WEB server (E/D)>1&EZEHDF T,
POCATBEICTDICIEIEIZ, PTIERATERLITDICIEIDIZANLTLIESLY,

HIDAZ1—-[CEDZET,
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4.6.7.a. Telnet 7 I 2 X HIRDHE
(Telnet Access Limitation Configuration)

[System Security Configuration] TOVY Y RTAIZ BRI D&, B4-6-250 K 5%
[Telnet Access Limitation | DEEICTRND XTI, COEE CldTelnetlC TREENF I
A Y oHEBEDHIRZEITVE T,

PN28160K Local Management System
System Security Configuration —> Telnet Access Limitation Menu

Telnet Access Limitation : Disabled
No. [P Address Subnet Mask

1 <empty> <empty>

2 <empty> <empty>

3 <empty> <empty>

4 <empty> <empty>

5 <empty> <empty>

<COMMAND>

[Elnable/Disable Telnet Access Limitation
[Aldd IP Address and Subnet Mask

[D]elete IP Address and Subnet Mask
(Mlodify IP Address and Subnet Mask

[S]et IPv6 Access Limitation

[QJuit to previous menu

Command>
Enter the character in square brackets to select option

B4-6-25 Telnet? 7 EAHIBRDEE
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CICERTEDIVY RETENED T,

Telneth oD 7 I AHBOES - EHERELE T,

E | 7OERHBRZENCLET,

D | 7O ERHRZEENDCLET,

HYITDIPPRLURAZRELEX T, SONEEZRECTEET,

TAlJEANTDETOVT A TEnter IP address entry number>] EZEDDEITDTI~5DR
TIVhUBSHEAALTLIESL, Z’OY7 A TEnter IP address>] EENDDEIDT, 7
JERHFATBIPPRUVAZAALTTREL, IPPRUAAELWVES, 'OV A TEnter

subnetwork mask>1 EZENDDXEITDT, PICRFITDIPP FUADEEEY AT TAHNL

TLTEELY,
(EREHI)
No. IP Address Subnet Mask T ERFAEINZIPT FLR
1 192.168.1.10 255.255.255.255 192.168.1.10
(1BDHT Y ANETHE
2 192.168.1.20 255.255.255.254  192.168.1.20, 192.168.1. 21
QEDT Y AMERE)
3 192.168.2. 1 255.255.255.128 192.168.2.1~192.168.2. 127
(12TEDT7 Y £ AL AHE)
4 192.168. 3. 1 255.255.255.0 192.168.3.1~192.168. 3. 254
(254507 YU 2 RO ETHE)

F|EUIP? RLADEHBEZHIFRL X T,

DIEANTDETOVT A TEnter IP address entry number>] EZEHDFEIDTHIBRLT
WIVEUBSZEADL TS,

FHEUIPP RLADEHEZRELE T,

IMIEANTDETOVT MA TEnter IP address entry number>] EEHDDFERITDTI~50D™
TIVhUBSEANLTLEEZL, 7OV~ [Enter IP address>] EZEHDDFRINDT, &
EURIPP RLURZAADLTTEL, 7OV MO TEnter subnet mask>] EZEHDFERIDT,
FPICAHFOTDIPP FRUADEEENY AT TAALTLEEL),

[SIEANTDEIPVE Telnet Access Limitation MenulCBEILE T, I TOERECDLWTIIIRE
(4.6.7.b.)ZBRLTLIEELY,

HIDAZ1—-CEDZET,
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4.6.7.b. IPv6 Telnet 7 7z AHIRDERE
(IPv6 Telnet Access Limitation Menu)

[Telnet Access Limitation Menul COV Y RISIZBIRT D&, H4-6-260& 5%
[1Pv6 Telnet Access Limitation MenulDBEREICRDET, ZOBEE CIEIPv6 Telnet
[CTCHREBNP I TR TDHEDHBEZTLET,

PN28160K Local Management System
Telnet Access Limitation Menu -> IPv6 Telnet Access Limitation Menu

Telnet Access Limitation : Enabled
No. [Pv6 Address Prefixlen
1 <empty> <empty>

2 <empty> <empty>

3 <empty> <empty>

4 <empty> <empty>

5 <empty> <empty>

<COMMAND>

[Elnable/Disable Telnet Access Limitation
[Aldd IPv6 Address and Prefix Length
[Dlelete IPv6 Address and Prefix Length
[(Mlodify IPv6 Address and Prefix Length
[QJuit to previous menu

Command>
Enter the character in square brackets to select option

B14-6-26 |IPv6 Telnet? 7 AHIBRMDERE
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CICERTEDIVY RETENED T,

IPv6 Telneth D7 I AHIRDER - BN ZEREL T,

E

PORAHREBNCLET,

D

PO AHIREENCLET,

HIYITDIPVOP FURAZRELEX T, SONEHEZRECTEXT,

TAJEANTDETOVT A TEnter IPv6 address entry number>] EZEHDDEITDTI~5
DETIVRUBSEANLTLIEEL, OV M TEnter IPv6 address>] EZEHDFETD
T, PORARFATDIPV6 P RURAZAALTTFEL, IPV67 RUANELWES, OV
' TEnter IPv6 Prefix Length>] EEODFINDT, PIERFITTDIPV6F? RLADEHEZY
L7414y IARTAALTLIEEY,

(EREHI)
No. IPv6 Address Prefixlen T EREAEINFIPV6T FLX
1 2001:1::1 128 2001:1::1
(BOHT U AMNEEE
2 2001:2::1:1 127 2001:2::1:0, 2001:1:2::1:1
QEDOT YA AEE)
3 2001:3::1:1 126 2001:3::1:0~2001:3::1:3
ABEDT Y XL TEE)
4 2001:4::1:1 125 2001:4::1:0~2001:4::1:7
BEDT Y AMNETEE)

F|EUIP? RLADEHBEZHIFRL X T,

DIEANTDETOVT A TEnter IPv6 address entry number>] EZEHDFEIDTHIBRL
TEWIY MUBESZAAL TS,

FHEUIPP RLADEHEZRELE T,

IMIEANTDETOVT MA TEnter IPv6 address entry number>] EZEDDFEITDTI1~5
DETIVRUBSHEANLTLIEEL, ZFOVT A TEnter IPv6 address>] EZEHDDEITD
T, BEULIPV6Z FURZEANLTTEL, 7OV A TEnter IPv6 Prefix Length>] &%
HDODFRITNDT, POCRFIATDIPV6? RUADEREET LT 4 v I ARTANLTLIEEL,

FRIDAZ31—ICRDZFT,
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4.6.7.c. RADIUS M&&E(RADIUS Configuration)

[System Security Configuration] TOVY Y RIRIZ BRI D&, H4-6-27D LD
[RADIUS Configuration Pagel DEIEICHDF T, JOBE@E ClF, O VRADIUSH
BECRER I DRADIUSH—INND 7P I B AREZTLET,

PN28160K Local Management System
System Security Configuration —> RADIUS Configuration Menu

Set [M]ax

[Qluit to

Command>
Enter the

NAS ID: Nasl
Index Server IP address Shared Secret Response Time Max Retransmission
1 0.0.0.0 10 seconds 3
2 0.0.0.0 10 seconds 3
3 0.0.0.0 10 seconds 3
4 0.0.0.0 10 seconds 3
5 0.0.0.0 10 seconds 3
<COMMAND>
Set [NJAS ID

Set Server [I]P

Set Shared Se[c]ret

Set [Elncrtpted Shared Secret
Set [R]esponse Time

Set Server I[P]v6

Retransmission

previous menu

character in square brackets to select option

B14-6-27 RADIUSDEEE

EmEOHA

NAS ID : SBEEID(NAS Identifier)Z&RmLE T,

Server IP RADIUSH—/I\DIPP RURAZERRLEFT, THBHERIFERESNTLEEADT.
Address: 0.0.0.0&RT™ENZET,

Shared Secret:

B DBV BIER(Shared Secret) 2 RmLET, T—/\EIE TS5 7Y RAIT
RURECTINENHD, BEVAT AESBENRELET, THEHERRBRESN
TLEBA. BEHENTLZES [encrypted] ERFENET,

Response Time:

RADIUSH —/\\DSRAERICH T DRATFREE 2R RLE T, THHERE10%
CRESNTLET,

Max
Retransmission:

RADIUSH—N\DFBEERDBEEXSNDOHERRLUE I, THHERE3OICERE
SNTLET,
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CCTCHEATED VY RIETFEEDELDTY,

N | NAS IDZ&RELFX T,
1ZANTDETOVT MATEnter NAS ID>]ICEDD XTI DT, ¥B16XFUARATANLTLE
=LY

| | RADIUSH—NI\DIPP RLUA%ZFRELE T,
[AlEANT B ERTHTENter RADIUS server index>I[CEHDDEITNDT, MEETDIndexzA
ALET, £D#. [Enter IP address for radius server>][CENDDFXITNDT, IPP RLAZEZAAL
TLEEL,

C | RADIUSH—NDHERERZELE T,
[CIEANTDETOVT MATEnter RADIUS server index>][CEDDEITNDT, WEETD
INdexZANULE T, ZD&E. TIICEHDFEIDT. FAE20XFLURNTAALTLIEELY,

E | RADIUSH—NDOHBREZESLLU TRELET,
[El&EANTDETT VT MHTEnter RADIUS server index>lICENDEITD T, WEETD
IndexZ ANULX T, £D#&. [Enter secret string for server with encryption>/[CEHDDF I D
T ¥B20XFLURNTAALUTLIEEL, ADRICREABHEBSLINET,

R | BEEERICKH U TRADIUSH— /WG E T DE TOFRREZRELE T,
RIEANDTDETT VT MATEnter RADIUS server index>]ICENDDEITNDT, MBRETD
Indexz ANULFET, ZD#E. [Enter response time>/[CEDDFI DT, 1~120(W)EXTHEZ
AL TLIEELY,

M | BEEERNBEINDRAODYERELET,
IMIEAATDETOVT M TEnter RADIUS server index>l[CENDDEITNDT, WEETD
IndexZANLET, £D#&. [Enter maximum retransmission>J[CENDDEFITDT, 1~254%F
TOEHEADLTLLIEEL,

P | [PI&EANT D ESet IPv6 RADIUS Server MenulCB&ILEX T, I TOREICDVWTIERIE

(4.6.7.d)ZBRL TLTEEL,
Q| HIDOAZ21—[CEDZET,
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4.6.7.d. IPv6 RADIUS MD%E(Set IPv6 RADIUS Server Menu)

'RADIUS Configuration MenulTOVY Y RIP|ZEIRTDE. H4-6-28(D K D7xlSet
IPv6 RADIUS Server MenulDEEICRDF T, JOEME ClE, O RADIUSHEET
A9 3IPv6 RADIUSH—/II\\DFP I L REEZITTLET,

PN28160K Local Management System
System Security Configuration —> Set IPv6 RADIUS Server Menu

NAS ID: Nasl

Index Server IPv6 Address

(S I N S R

<COMMAND>

Set [NJAS ID
Set Server [I]Pv6
[QJuit to previous menu

Command>
Enter the character in square brackets to select option

B14-6-28 RADIUSDEEE

EmEOHA

NAS ID : SBEEID(NAS Identifier)Z&RmLE T,

Server IPv6 RADIUSH—/\DIPv6 P RLURAZERRLUE T, THEMERFERESNTOEEAD
Address: T, ERTSNFET,
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CCTCERTEDIVYRETFENESD T,
N

NAS IDZEELEX T,

INJZAATDETOVT A TEnter NAS ID>1ICEDDEITD T, FHE16XFLUATAALTL
2E0N

RADIUSH—/\DIPv6 7 RLAZ/ELE T,

MN1EANT D ERTHTENter RADIUS server index>[ICENDDEIT DT, WEETDIndexz= AN
LET, £D#. [Enter new server IPv6 address>JICENDDEITDT, IPPRLRAZEAALTL

t<1AN

HIDAZ1—[CEDFT,
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4.6.7 .e. Syslog Transmission DEE
(Syslog Transmission Configuration)

[System Security Configuration]TOVY RIGI1E&BRITDE. B 4-6-29 DED7IR
[Syslog Transmission Configuration Pagel DEIEICZD X, COBEE ClE. AT
LOT DEEFRE T D Syslog H—/\DFEZITVE T,

PN28160K Local Management System
System Security Configuration —> Syslog Transmission Configuration Menu

Syslog Server List:

No. Status IP Address Facility Include SysName/IP
1 Disabled 0.0.0.0 Facility0
2 Disabled 0.0.0.0 Facility0
<COMMAND>
Set Server [S]tatus Set Server [I]P [QJuit to previous menu

Set Server [Flacility Set S[ylsName/IP Include [C]lear Server Information
Set Server I[P]v6

Command>
Enter the character in square brackets to select option

4-6-29 Syslog Transmission MDEXE

EE DA

Status BIYVHMYDREZRRLUET,
Enabled WRIVHUDRENEW T,
Disabled MRIVEUDRENED T,

IP Address Syslog H—/\D IP 7 RLRAZRRULE T,

Facillity Facillity DfEZRRLF T,

Include NYINEBINTDERERRLUET,

SysName/IP SysName XfET D Syslog [CAEED SysName(Hostname)ZENLF T
IP address XfE T D Syslog [CAREED IP Address ZEILF T,
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CCCERTEDIVYRETENESD T,

S

S

yslog Transmission MIREZHREL X T,

[SIEANT D ERTNTEnter manager entry number>1ER@D X I DT, BELTLYNo.ZAA
LTLTEEL, 95&7'O0V 7 MATEnable or Disable Server (E/D)>1&ZEHDERI DT, BIIC
I2BEIRFNEI%Z. EHCTDHESIFIDIZANDLTLLESLY,

F

acillity Z82ELF 7%

[F1EANT D ERRNMIENter manager entry number>| ERDFTIFTDT, BELTL No.ZAA
LTLIEEW, 2707 A Enter Server Facility>] EZEHDFIT DT, 0~7(Local0~
Local7)ETOEZANDL TS LY,

w

yslog =D IP P RURAZHRELF T,

[1EAAT D ERRNTENter manager entry number>]ERDFEITDT, BELTLY No.ZAS
LTLTEEEL, TDE7'OV T MATEnter IP address for manager>] EZEHDDEFI DT, Syslog
PB—IDIPPRUAZANDLTLIEEL,

EEITDVATLOTCENT DBEHRERELE T,

[YIEANT D ERTHTEnter manager entry number>1ERDE T DT, BELTLY No.ZAS
LTLIEEL, 5&7OV7 A Enter Include Information>]EZEHDD XTI DT, AEED
SysName ZEN T DHBEIES1%Z, IP P RURAZEINT DHBEEN]%. BIIULRWNMEEEINIZA
ALTLIEELY,

S

yslog Transmission DFEBHRZHIFRL F T,

[CIEANT D ERTHATEnter manager entry number>1 @D E I DT, HIFRLTLY No.ZAS
LTLTEEEL, TDET7'OVT MM Clear Syslog Server information>] EZEHDDERIDT, HIBR
F2BEIRNY1%E. HIFRULRBUVEEIIINIZADLTLES L,

F

P1&ANT D ESet IPv6 Syslog Server MenulCBE#LE T, CC TORFREICDLTIFIRIE(4.6.7.1)

ZBRU TS,

HIDAZ1—-CEDZET,
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4.6.7.f. IPv6 Syslog Transmission MEEE

(Set IPv6 Syslog Server Menu)

E5%& 9D IPV6 Syslog B —/\DE/EZTTLE T,

[Syslog Transmission Configuration Menul TV Y RIPI|Z#ERI D&, K 4-6-30
DL D7e[Set Server IPv6 MenulDEEICEDFT, JOEMECTIE. AT AOTDE

PN28160K Local Management System
System Security Gonfiguration —> Set IPv6 Syslog Server Menu

Syslog Server List:
No. [Pv6 Address
1
2

<COMMAND>

Set Server [I1]Pv6
[QJuit to previous menu

Command>
Enter the character in square brackets to select option

4-6-30 Syslog Transmission MDEXE

BEEODFEA

| IPv6 Address | Syslog #—/\M IPv6 7 RLRZRRLET,

CCCERTED VY RETENESD T,

Syslog H—/\D IP P RLAZHELF T,

[1&EANT D ERRNTENter manager entry number>] ERDEIT DT,
LTLIEEL, T2ET7OVT MATEnter new server IPv6 address>] EZEDDFF DT, Syslog
P—ID IPv6 P RLURZADLTLIEELY,

FHELTLY No.ZAT

HIDAZ1—-ICEDZET,
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4.6.7.9. SSH B —/ D& (SSH Server Configuration)

[System Security Configuration/ OV Y FTHIZEIRT D&, B4-6-31D K D7RISSH
Server Configuration] DEIEICAD T T, COEME Tl SSHY—/\DFREZITLE T,
AEBESSHV2DA Y R—M L THEDEXT, SSH2Z B R—LUTVWD TSI PV %

AU TERLTTFSL,
PN28160K Local Management System
System Security Configuration —> SSH Server Gonfiguration
SSH Ul Idle Timeout: 5 Min.
SSH Auth. Idle Timeout: 120 Sec
SSH Auth. Retries Time: 5
SSH Server: Disabled
SSH Server key: Key does not exist
<COMMAND>
[Glenerate SSH Server key Enable/Disable SS[H] Server
Set SSH UI Time [0]ut Set SSH [Aluthentication Time Out
Set SSH Authentication [Rletries Time [QJuit to previous menu
Gommand>
Enter the character in square brackets to select option

B14-6-31 SSHY—/\DERE

EEDEREA

SSH Ul Idle SSHTUE—MERLU TCLD EEC AHANHRBN > TBEDEY ¥ a vhiIINd &

Timeout TICHRESN TV DREZDEM TRRLUE T,
THBHERESAICRESNTVETD,

SSH Auth. Idle | SSHERREICH T DISEREEZRRLE T,

Timeout TIHHERE 120(CRESNTLET,

SSH Auth. SSHIREEDBEO¥ZRRLE T,

Retries Time TIBHARESOICERESNTVET,

SSH Server SSHCOP I LRZOREICT DN E D ERRLET,
THHEk S DisabledJ[CERESNTULE T,
Enabled(SSH) FOERM
Disabled PIEAART]

SSH Server key | SSHE—/N\BOREEZRRLUE T,
Key exists. H—N\REEELEXT,
Key does not exist. | Y—N\BRIFFELFE Ao
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CCTERATEDIVY REFERDESD T,
G | SSHY—/\BEEMLE T,

‘ [GIEANTDESSHY —NBAEMSNE T,

SSHTO 7P O ERZOREICT DN E DN ZRELE T,

T

HIEANTDET'OV T MATEnable or Disable SSH server (E/D)>1EEDHDFE T,
PORATBEIICTDICIETEIZ, PIEATERLLIDICEIDIZANLTLIEELY,

O | SSHTHE#RL TL\D EZDAHANDLBY > T BECEBNCEENIMSND X TORBZREL
9o

[OlEANTDETOVT MATEnter SSH Ul idle timeout>] EEDDE Y, I T1~60(7)F
TOEZREL TS,

A | SSHEREE(CKH I Db BSHREZRELE T,

TAlEANTDETOVT MATEnter SSH authentication idle timeout>] &EZHNDET, T2 T
~120()FTOEZHREL TLIEELY,

R | SSHRBEEDBRO¥ZREL XTI,

RIEAANTDETOVT MHTEnter SSH authentication retries time>] EZHDET, ZZTO
~5(@)E TOBEREL TS,

Q| LIDAZ2—[CEDZET,
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4.6.7.h. LED R—RXE— RDEEE
(LED Base Mode Configuration)

[System Security Configuration] OV Y RIBIZEIRT D&, H4-6-32D K DRRILED
Base Mode Configuration] DBEEICAD X T, COEE ClE. LEDN—XE—RDEE
ZTVWE T,

PN28160K Local Management System
System Security Configuration —> LED Base Mode Configuration

System LED base-mode: Status

Note: Save Configuration to Flash will be executed when LED Base Mode changed

<COMMAND>

Set LED [Blase Mode
[QJuit to previous menu

Command>
Enter the character in square brackets to select option

B4-6-32 LEDX—XE— N DEHE

EmEOHA

System LED REDLEDN—RE—REXRRLE T,

base-mode TIHBHERERT—9 X E— F(Status)ICRESINTULE T,
Status AT—IAE—RTHEPTHD I EZRUET,
Eco IOE—RTEEPCTHhDIEZRULET,

CCTHERATEDIVY REFERDESD T,
B | LEDR—RE—RAEEBLF,

BIEAATDETOVT hHSelect LED Base Mode (S/E)>1EEDDFT, LEDX—XE—F
EAT—YIRAE—RICEETDHSIE [S] Z. ECOE—RICEETDHSIE [E] ZAALT
<fEELN,

Q J:Tﬁo))(:l_[CEDgsjo
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4.6.8. MAC 7 RUZf—j\)bwgﬂﬂ(Forwarding Database)

[Basic Switch Configuration Menul COVY RIFI1Z#IRITDE, H4-6-33DL D74
[Forwarding Database Information MenulDEBEICAD F T, COEECTIE. /YTy
N DEXICHERFZBINER/EINTOLDIMACP FLVADYU A M ERRULET,

Flc. BRICMACPY FLUAMENM - BIRZTDZENTEFXT,

M[AIC Learning

Command>

PN28160K Local Management System
Basic Switch Configuration —> Forwarding Database Menu

[S]tatic Address Table

Display MAC Address by [M]AC
[QJuit to previous menu

Enter the character in square brackets to select option

BEOEA

B14-6-33 MACP FURAT—T LB

Static Address Table

74 0—T 1 VI T—=IN—=ZAOMACTP KL ZADEN - HIFfZTLVE T,

MAC Learning

h—FEBICMACY KL A ZBHEEEAuto/OFFICT 25 EZ L X T,
OFFICUTBE.  [Static Address Tablel TEHRUEMACPZ RLAD
HBETIREERDET,

Display MAC Address by
MAC

BRSINTVDETOMACPY FLRAZERRLE T,

Quit to previous menu

JZTT_'IU))(::L—(CED 353-0
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4.6.8.a. MAC 7 KL AM:EN - HIBR

[Forwarding Database Information Menul TV Y RIS1Z&RI D&, E4-6-34
D& D7l Static Address Table MenulDEIEICRDF T, COEMECTIE. FHRICMAC
P RUADEN - HIff 2172 F 9,

PN28160K Local Management System
Forwarding Database Menu —> Static Address Table Menu

MAC Address Port VLAN ID

Database is empty!

<COMMAND>
[N]ext Page [Dlelete Entry
[Plrevious Page [QJuit to previous menu

[Aldd New Entry

Command>
Enter the character in square brackets to select option

B14-6-34 MACT? L ZMIEN - HIFR

BEOEA

MAC Address | MAC? RLRAT—TIVROMAC? RLRZRRLET,
Port MACP RLZADET Dh—hZRRULE T,

VLAN ID MACZ FLADETDVLAN IDERTRLE T,

CCTERATEDOAVY RETEDEHDTY,
N | ROR—IERRLET,

| INJEANT BERDR—IERRLET,

AIDR—IERTLE T,

o

| IPIEANTBERDR—IERRLET,

A | MACZ RLUARAZENERLUE T,

[AIEAAT D ERTATENter MAC Address(xx: xx:xx:xx:xx:xx)1ERXNDFF DT, EBIMNITDF K
LRZANDLTLIES LY,

D | ERINICMACTY FLAZHIBRLF T,

DIEANTDERTATENter MAC Address(xx:xx:xx:xx:xx:xx)lERDFIDT, HIFRID7 R
LRAZAALTLIES LY,

Q| LD AXZ1—[CEDFET,
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4.6.8.b. MAC 7 FLADEEIFEDEE

[Forwarding Database Information Menul TV Y RFTAIZEIRT D&, K4-6-35
D& SIMAC Learning Menul DEIEICARDEY, COEAE T, R"—BOMACY
RLZADEBZERUMACYT KLU ABEBZEBHDHIREDFREZTAET I,

PN28160K Local Management System
Forwarding Database Menu -> MAC Learning Menu

Port MAC Learning MAC Learning Limit

1 Auto Disabled

2 Auto Disabled

3 Auto Disabled

4 Auto Disabled

5 Auto Disabled

6 Auto Disabled

7 Auto Disabled

8 Auto Disabled

9 Auto Disabled

10 Auto Disabled

1 Auto Disabled

12 Auto Disabled

<COMMAND>

[N]lext Page [Slet MAC Learning Mode
[(Plrevious Page Set MAC Learning [L]imit

[QJuit to previous menu

Command>
Enter the character in square brackets to select option

B14-6-35 MAC? RLADZEE

EEDEREA
Port R—hBESZERRUET,
MAC Learning | MACZ RLZDEBFBDREEZRRLUET,

Auto MAC? FLRZzB8FBLEY, (THdEk)

Disabled MAC”? RL2ZB&8Z2BLEE A,

MAC Learning | Ri—bBOMACY RLUXABEBZBHOHIREZRRLE T,

Limit Disabled MAC? RLAB&ZBRZFIRLE A, (THBER)

1~256 MACT? R ZABESZBRDHIREZRLE T,
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JEFR MACZ RLUADOEBZFBZENICT D EHFNICMACTY FLRAZBEFRURBVR

DBEENTEFEA,

CEFR HIREOMACY RURZBICEBUICRRET, EB SN TUVRVHTCREETT

MAC? FLRAZF D7 —L%ZRELIHEE. TDTL—LRBRESNET,
HIBRMEZERICT DICIEIMACT KL ABEEBHZBENERCTR> TLDUENDHD
X9, BHMACTY FLRSHIBREDHRICEENIE A,

CCTCERATEDIVYRETFENESD T,

N

RDR—IERTUE T,

| INJEANT BERDK— b ERRLET,

AIDR—IERTLE T,

| TPIEANT B ERIDK— FERRLET,

BHFBDREZYOBEZ LI,

[SIEANTDETO VT hhH'Select Port Number to be changed>]I[CEDHDFEITDT, REE
BURWR—FESZAADLTLIESE L, Z0%,. 7OV 7 hHTChange MAC Learning Mode
for port #(#8ELTcR— FBES)>1ICEDDF IO T, BEZBOBREIAL ZESERVEEED]
EANLTLIEELY,

MACT? R ABESHZFBROHIREZRELX T,

[LIEANTDETOVT MATSelect port number to be changed>I[CEDDXFITNDT, BEE
BURWR—FESZAALTLIEE L, Z0%. 7OV b TEnable or Disable MAC Larning
Limit status for port #(#8ELTcR— b &ES) (E/D)>IICEDDEIT DT, BEZBROHIRIERE
DRFTEIZANDLTLIEEW, Z0%,. 7’0V 7 hHTEnter MAC Limit number>][CEDDET
DT, 1~256F THDEZANDLTLIEEL, BBHZBROHIRZEDCTDHSIFDIZANLT
<fEELN,

HIDAZ1—-[CEDZET,
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4.6.8.c. 2CTH MAC7 FLADFRK

[Forwarding Database Information Menul TV Y RFIMIZ:&RI D&, El4-6-36D
& 27 Display MAC Address by MACIDBEIEICTRD XY, COBEE ClE. AEEDE
TOMACP? RURT—TILDRR=EITAE T,

PN28160K Local Management System
Forwarding Database Menu —> Display MAC Address by MAC
Age-Out Time: 300 Sec

MAC Address Port
XX XX XX XX XX XX CPU

<COMMAND>

[N]ext Page Set [Alge-Out Time
[Plrevious Page [QJuit to previous menu
Command>
Enter the character in square brackets to select option

B14-6-36 £2THOMACY FLADERR
BEEORA

Age-Out Time: | MACP RLART DI 2REIDRBZRRLUE T, REC/\TY hERELTHD
DEEERDETT, THHEREI300 (573) [CRESNTLET,

MAC Address | MAC? RLRAT—TIVROMAC? RLRZRRLET,

Port MAC? RLZADEBL CTL\eiRh— b ZRRLE T,

CCTHERATED VY RIFTFEEDESD T,

N | RDOR—IZRRLET,

[INJEADT 2 ERDIK— M EERRLET,

P | RIODR—IZRRULFET,

[TPIEANTBERDA— FERRLET,

A | MACZ FLADRERBEZRELX T,

[AlEANTDETOVT M Enter Age-Out time>] EEDDF I DT, KEZWEATI0~
1000000DE TEREL TLEE LY,

Q| HDAZ21—[CERDZET,
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4.6.9. RKZIDEEE(Time Configuration)

AEETIE. BHIDERE. KRUSNTP(Simple Network Time Protocol)dHR— k[
£ D, ANBOSNTPHY —/ V& NEIFET DRIEAIC L D IEE IR ENTIRE T,
[Basic Switch Configuration Menul TOVY RIT]ZBIRTDE. H4-6-37DL D%
[Time Configuration MenulDEE(CRDF T, ZOEMECTIE. RLIDEE., RUSNTP
(CXDHZIRHADEEZITVE T,

PN28160K Local Management System
Basic Switch Configuration —> Time Gonfiguration Menu

Time ( HH:MM:SS ) ©12:13:13
Date ( YYYY/MM/DD ) : 2001/01/01 Monday

SNTP Server I[P :0.0.0.0

SNTP Server IPv6 :

SNTP Polling Interval : 1440 Min

Time Zone : (GMT+09:00) Osaka, Sapporo, Tokyo
Daylight Saving © N/A

<COMMAND>

Set [C]lock Time

Set SNTP Server I[P]
Set SNTP [IInterval

Set Time [Z]one

Slelt Daylight Saving
Set SNTP [Slerver IPv6
[QJuit to previous menu

Command>
Enter the character in square brackets to select option

B4-6-37 RZIEHIHEEDRE | 5REH
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Time ( HH:MM:SS )
Date ( YYYY/MM/DD ) : 2009/04/01 Wednesday

SNTP Server I[P
SNTP Server IPv6 :
SNTP Polling Interval : 1440 Min

Time Zone : (GMT+09:00) Osaka, Sapporo, Tokyo
Daylight Saving

PN28160K Local Management System
Basic Switch Configuration —> Time Configuration Menu

©10:20:33

0 192.168.0.2

© N/A

Command>

Set [C]lock Time

Set SNTP Server I[P]
Set SNTP [Ilnterval

Set Time [Z]one

S[elt Daylight Saving
Set SNTP [Slerver IPv6
[QJuit to previous menu

<COMMAND>

Enter the character in square brackets to select option

BJ4-6-38 BXIRIEAMBEDERE | SRER
EEDELHA
Time(HH:MM:SS): NEEE QR ERRUETD,
Date(YYYY/MM/DD): | AEEstOBNERELE T,

SNTP Server IP

RZIEEAZITOSNTPY —/\DIPP RLAZRRLE T,

SNTP Server IPv6

BRI ZIT DSNTPH—/\DIPv6 7 RL AZRRULE T,

SNTP Polling Interval

SNTPH—/N\NEDRZIRMERZERRUE T,

Time Zone;

1L —VERRUE T,

Daylight Saving:

Daylight Saving(E8/E) D@ERARRZRRLE T,
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CCCERTEDIVYRETENESD T,

C | XRBOABRET DRZZRELE T,

[CIEANTDETOVT MATEnter Date(Year) > EBODFITD T, FEANLET, TDHE,
7OV 7 b A TEnter Date(Month) >JICEHDDFINDT, BEANLFET, £0%. 7OV k
M [Enter Date(Day) >/I[CEDHDFINDT, BHEAALEYT, Z0%. OV RH TEnter
Time(Hour) >I[CEHODF IO T, KRZADLE T, 2DE 7OV T M A TEnter Time(Minute)
>|CEDDEIDT, BEANLET, £DHE. TOVT A [Enter Time(Sec) >IICEDDFT
DT, BEANDULTLREEL,

P | SNTPH—/IDIPP FLAZRELF T,

[PIEANTBDETOVT MHTEnter new IP address>1 EZBHDEIT DT, SNTPH—/\DIPP R
LAZEANDLTLIEZLY,

|| SNTPH—NEDRZIEHERZRELX T,

MN1EANTBETOVT MHTEnter Interval Time>1 EZBHDFEITO T, SNTPH—/ V& DEZIE
HADRERZE 1~1440(2)DEETANIL TLEELY,
THHERIE 14407 (18)[CRESNTVET,

m
O
Q

ylight Saving(ERR)DERAZRELE I,

[E]EAATDETOVT MAEnable or Disable daylight Saving (E/D)>1&ZEHDEIT DT,
BEREZERTIBAENEL. LRVWEERIDIZANUL TS,

BL., EREMERSNBVI A LAYV —VICHESNTULDIBEITDBINTETEE A,
BE, ENTERTIBEDRERFFRETT,

Z | 91LI—VERELXT,

[ZJEANTDETA L=V D—EBRIRRSINETNDT, ZEITDIMLY—VEEBELTLE
=LY

B, BENTERY 5SS} TBEERSREDI(GMT+09:00)0saka,Sapporo, Tokyol oM
BEIFNETT,

S | SNTPH—/DIPV6? LA ZRELF T,

[SIEANTBETOVT MHTEnter new server IPv6 address>1 EZHDEFT DT, SNTPH—
INDIPV6 P RLURAZANDULTLIEELY,

Q| HAIDAZ2—[CERDZFT,

ry
Fiq;
et

. SNTPH =\ T 74 PO+ —)LDINBICHDIBE. AT LEBEDRE(C
KD TESNTPH—/NEEB TERVVZEENHDET,
FULLEY AT LEBEICHELEGHELTEELY,
Ffe. BAIEHEEEEE(C LT=LMESEIE. SNTP Server IPZ0.0.0.0F7(&
CTERELTLEELY,
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4.6.10. ARP F— 7 ILMEEE(ARP Table)

[Basic Switch Configuration MenulTOVY RIRIZEIRT D&, K4-6-39DLD

2TARP Table]OBEEICIADE T, COEECTIE. ARPT—TILDBR, KRUREZTTL)
FJ,
PN28160K Local Management System
Basic Switch Configuration => ARP Table
Sorting Method : By IP
ARP Age Timeout : 7200 seconds
[P Address Hardware Address Type
<COMMAND>
[N]ext Page [Slorting Entry Method
[(Plrevious Page [Aldd/Modify Static Entry
Set ARP Age [T]imeout [Dlelete Entry
[QJuit to previous menu
Command>
Enter the character in square brackets to select option
B4-6-39 ARPT—T)L
BEm@EHA
Sorting Method K IDIREZRRLE T,
By IP IPPRLURIBICRRUET,
By Static FHRELCZ FUVRAZRRLE T,
By Dynamic | BB/#8UTc7” FLAZRRULE T,
ARP Age Timeout ARPT—=TIDI—IVTIALPIhERRUET,
IP Address ARPF—TIL EICHDIP AddressERRLE T,
Hardware Address ARPT—T)L EICH DHardware AddressExRnRLE T,
Type ARPT =TIV EICH D TypeeRRLF T,
Static FHPLELTcEZRUET,
Dynamic BE#FBLIEEZRULET,
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CCCTHERATEDIVY RIFFEEDOESDTY,

[

N

RDR—IZRRLET,

| INJEANT B ERTIROR—IITHDENDET,

BIDR—IZERTLE T,

| TPIEAATBERTDFIDR—IITHDEDDET,

ARPF— I IWDT—IVT9A LP Y N EBELET,

[MIEANTDETO VT MATEnter ARP age timeout value > EEDDF I DT, ARPT—T
WDIT—I T4 LTI b%Z30~86400(%) TEREL TLESLY,

ARPT—TILDRTRI DIEEZRRLE T,

[SIEANTDETOVT A Select method for sorting entry to display (I/T) >1&ZEHD &
IDT. IPAddressDIEEZRT I DHEE 1] Z. TypeDIEEZRTIDHSIE M1 ZER
LTLIEE L, [TIEBIRUTIBE. 7’07 hh'Select type for sorting entry to display
(S/D>IICEDDFIDT, FHRELILTP FLURZRRIDHSE%ZE [S] ZBIRL TS,
BEFB UL RUAZRTRIDHSIF (D] ZBIRL TS,

ARPTF—=TILOITY YU —ZEMN/MEBELET,

TAlEAANTBDET OV MATEnter IP address >1EBHDDEITDT, IPPRUAZEAALTL
72&L. AB#. [Enter Hardware address >1 EZENDEITDT, MACPRLR%
[*x %Kk xkkxkk. %% | DESICADLTLTIESLN,

ARPT—TILOITY bU—ZHIBRLE T,

DIEAATBDETOVT MATEnter IP address >1EEHDDEIT DT, TEnter IP address >
EBDDEIDOT, IPPRURZBADLTLEEEL,

FRIDAZ31—ICRDZFT,
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4.6.11. NDP 7—7)LDE&E(NDP Table)

[Basic Switch Configuration MenulTOVY RIDIZEIRT D& K4-6-40DKD
72INDP Table/DE@EICEDF T, ZOEME Cld. NDPT—TILOBR, RUHFREZITL
£,

PN28160K Local Management System

Basic Switch Configuration —> NDP Table

Sorting Method: By IP

NDP Reachable Time: 30 Seconds NDP Stale Time: 600 Seconds
[Pv6 Address Hardware Address Status Type

<COMMAND>

[N]Jext Page [Aldd/Modify Static Entry

[(Plrevious Page [Dlelete Entry

Set NDP [R]eachable Time [Slorting Entry Method

Set NDP Stale [T]ime [QJuit to previous menu

Command>

Enter the character in square brackets to select option

B14-6-40 NDPT—2)L

Ea(E:
Sorting Method K IDIREZRRLE T,
By IP IPv67 RLURIBICRRUET,
By MAC MAC? RLRIBICERRUE T,
By Dynamic | BB/#8UTc7” FLAZRRULE T,
By Static FHRELEP RUVRERRLUED,
NDP Reachable Time Reachable timeD& 1 A7 MEZFRRLEXT,
NDP State Time Stale timeDS A1 AP MaZRRUE T,
IPv6 Address NDPT—7ILEIC#DIPv6 AddressEHRRLE T,
Hardware Address NDPTF—7JL k(T DHardware AddressERRLE T,
Status AR+ vy Y1 DREEZRRUET,
Type NDPT—T IV EICHDTypeERRLE T,
Static FHRELIEIEERLET,
Dynamic BERELlEZRULET,
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CCCTHERATEDIVY RIFFEEDOESDTY,

[

N

RDR—IZRRLET,

| INJEANT B ERTIROR—IITHDENDET,

BIDR—IZERTLE T,

| TPIEAATBERTDFIDR—IITHDEDDET,

NDP7—7JLMReachable timeDS 1 LFP D MEERELE T,

RIEANTDET OV MHTEnter NDP reachable time value>1 EZHDEIT DT NDPT—
7 )LMDReachable timeD S 1 L7 D MMEZ30~86400(F) THREL TLEELY,

NDPF—7ILMDStale timeDS 1 L7 MEZEERELE T,

TIEANTDETOVT MHTEnter NDP stale time value> ] EZEHDDEITD T, NDPF—TIL
MStale imeMS 1 L7 MMEE0~86400(]) TREL TS,

NDPT—TILDITY hU—ZEM/BELET,

[AlEANTDETOVT MATEnter IPv6 address> 1 EBHDDEITDT, IPV6F RLUAZEANDL
TLIEEW, AN, [Enter hardware address >1 EZEDDEITD T, MACPZ KL%
[*¥ 05 rr s ) OESEAALTLRE L,

NDPTF—ZILDIY b —%ZHIBRLET,

DIEANTDETOVT M TEnter IPv6 address> ] EEDDFEITNDT, IPv67 RLXZAAL
TLIEELY,

NDPT—TILDFRRT DIREZEIRLE T,

[SIEANTDETOVT A Select method for sorting entry to display (I/M/D/S) >1 &%
HOFXIDT, IPv6 addressDIEE TR I DHBEE 1] Z. MACP FLUADIRE TERRI D%
Bld M1 &, BB8ZBUIL7? FLADZRRIDHSEIE (D] Z. FERELL? FURAZRTR
9555F%Z [S] ZBIRL TS L,

HIDAZ1—-[CEDZET,
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4.7. HRIEBEMDERTE(Advanced Switch Configuration)

Main Menulh'olAIZEIRT D ER4-7-1D L D78 Advanced Switch
Configuration MenulDBEIERICRNDE T, COEBETIE. VLAN, UV IPTUSF—2 3
Y. h—hEZSIVUVT, POEXOvEO-)b, QoS Ah—ATY ~O—)b,
IEEE802.1X/MAC/WEBSREE, L—TH&40 « &Wr, R— T Ib—EVT SFPEY 1)L
IRRERESE (SFPEY1—JUIE. SFF-8472(DMI: Diagnostic Monitoring Interface)lCsx
U TWDREBERDHDET, ) « YILFFFANTI—THEEDREZTLET,

PN28160K Local Management System
Main Menu —> Advaneced Switch Configuration Menu

[VILAN Management

[L]1ink Aggregation

Port [Mlonitoring Configuration
[Alccess Control Configuration
Quality of Service [Clonfiguration
St[o]lrm Control Configuration
Au[t]henticationl| Configuration
Loop [D]etection Configuration Menu
[Plort Group Configuration
Di[glital Diagnostic Monitoring
Static M[u] Iticast Address Configuration
[QJuit to previous menu

Command>
Enter the character in square brackets to select option

B14-7-1 IRIEBEDEE
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BEOFHA

VLAN Management

VLANBEEEDREZITVE T,

Link Aggregation

DY OPTUT—2a VERBEDEREZTVET,

Port Monitoring
Configuration

R—NEZIVUVTHEE (Z5—UVD) OREETVET,

Access Control Configuration

POV ~O—)VEEDFREZTVE T,

Quality of Service
Configuration

QoSDFEEZTTLE T,

Storm Control Configuration

Ab—LTY bO-ILEBEOREZTVET,

Authentication Configuration

IEEE802.1XER8E. MACEREE. HXUWEBSRILHAE
EC

FEZTL

Loop Detection Configuration

I—TRAD - BWHTHEBEDREZITVE T,

Port Group Configuration

R— b I —EVTEBEDREZTVET,

Digital Diagnostic Monitoring

SFPEY 1 —)IRREHEEBHAEDEREZTVE T, SFPEY 21—V,
SFF-8472(DMI: Diagnostic Monitoring Interface)CXxgi& L T
WDINERHDFT,

Static Multicast Address
Configuration

NILFF+ANNS T 1 v JHIHOEREETVET,

Quit to previous menu

Advanced Switch Configuration MenuZz# 7L, X1 X2
_(Cﬁoijo
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4.7.1. VLAN Ds%=E(VLAN Management)

4.7.1.a. 8

I[EEES02.1QMIGNDI TVLANICHIE L. TLU—LAVLANSI D (LUTF, BICIT &L
D) ZEDIFTEETDIEHNTRETT,

VLAN ID. PVIDD2DODRBDINSA—I&RHE. CDINSA—IZlHAEHEICK
NITRL T —LDERFTZRELE T,

VLAN ID

ST DETU—LZRDRSBCETLU—LANDFTONDVLIANHEEIFTI, 9T772L
JU—LDBEICHIDIDTR— AT IV—TbEN, ZOIDEBRL I L —LDE
EENRESNE T, BR—MNCEREEREITDENTRETI,

PVID (GR—KVLAN ID)

PVIDIZER—MCOEDLITRETDIENTE, 9T9RRLIV—LZZRELIEE
([CEDVLAN IDNEEFTDINENZEZDIDICE > TRELE T, 9T D2ETU—LD
BER}IDIDIFBRINT . ITADVLAN IDIMERSNET,
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4.7.1.b. VLAN Ds&%E(VLAN Management Menu)

[Advanced Switch Configuration Menul TV Y RIVIZ&RIT D& K4-7-20E8 S
2TVLAN Management Menul DEEICAD X T, COEE CTIFVLANICETDEREZ
TVET,

PN28160K Local Management System
Advanced Switch Configuration —> VLAN Management Menu
Total VLANs : 1
Internet Mansion : Disabled Uplink :
VLAN ID VLAN Name VLAN Type Mgmt
1 Permanent UP
<COMMAND>
[N]ext Page Clolnfig VLAN Member Set [M]anagement Status
[(Plrevious Page [Slet Port Config [Dlelete VLAN
[Clreate VLAN Set [I]nternet Mansion [QJuit to previous menu
Command>
Enter the character in square brackets to select option

BJ4-7-2 VLANEREX —1—
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BEOFHA

Internet AV —Ry NV aVE—ROREZRTUET,
Mansion Enabled AV —Fy MYV aVE—RABW T,

Disabled AV =Ry bV 3aVE-—FIENTY, (THLER)

Uplink 1V —Ry MYV aVE-REWRO7Z v TU VY IR—hERLET,
VLAN ID VLAN®DVLAN IDZEFRRULEX T,
VLAN BESINTLBVLANDZRIZRRUE T,
Name
VLAN Type | VLANOBEEZRRLET.
Permanent | fIHEREDVIANTHDZEERLET, TOVLANIFHEIBRTEEH Ao
Static T [CRESNTEVLIANTH D EARUET,
Mgmt VLANDEEVLANTHDhEHN ERRUET,
UP CPUEDBENFIINIEEEBVLANTHDEERULETD,
DOWN BEEVLANTRWC EZRUE T,

CCTEATEDIVY RETREDEHDTY,
N

RDOR—IERTLE T,

| INJEANTBERTIRDR—IITPDENDE T,

P | BIOR—IERRUET,
| TPIEAAT B ERTOFDR—IITHDEDDET,

C | VIANfEEENBELET,

[ClEANTDEEEATVLAN Create MenullCEDDEF Y, RBICDOWVTI}IRIE(4.7.1.0)&3
RUTLEES LY,

D | VLANZHIFRLF T,

(DIEANTDETOVT MAEnter VLAN ID >1ERDETDT, HIBRITSDVLAN ID
(2~4094)Z AALTLIEE LY

M | BEBVLANZERELET,

MIEANTDET O VT bATEnter index number>|[CEDDFEITDT, BEVLIANE U7
VLAN ID(1~4094) AN L TL &L,

| | AYVI—RY MYV YaVE—RERELET,

M1&EANTDETO VT MATEnable or Disable Internet Mansion Function? (E/D)>1(CZ1
DEITDT, 1 VF—xRy bYYY a3 VE—REBHICULWESEIETE] BT ULcWEEIED
ZANLUTFEL, [EIZBRUIBE. 2’0V A Uplink port? >JICEDDEITDT, Pv
TUVIR—bETDR—EBESEANDLTLESLY,

CDBEECED, 19—y bV Y aVDRECTERITIRICHERREZ—ETRET DI
ENTEFXT, Py TV IR—MIHEELILR—RMINIITO VD VT R— bk ERESN, 97
YU YIR—NEOBEFEHRINE T, JOfeH, YV avDERFEOE+F1UT « 2HERT
DTENTEXT,

(ERLOHNREDIBDFET, [TES] ZPTTEROLBEL TTELY, )

O | VIANBRENZEEBENBELET, y
[OlEANTDETOVT M TEnter VLAN ID>1ERDFE T DT, BEZITULZLIWLAN ID(1~
4094)Z AL TLEEE L, T2 EBEANTVLAN modification MenullCEDDF T, RBICD
WTIFRIE(4.7.1.d)&2BRLTLLES L,

S | R—rCEDPVIDRESLUBRETET, |
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[SIEANTDEBENTVLAN Port Configuration MenullCEHDDF T, ABICDOVTIFRIE
(4.7.1.e)ZBRLTLIEEY,

Q | HIDAZ1—ICEDZFT,

IR TBHEREVLIAN 1H8REST. 2 TOR—MATOVLANICEBL TOWE T,
Flc. EEBVLANRBHICERESNTLEXT,

OiER HCCVIANZER T 21555, BBOPVIDIFER L CTRESNEEA. BT D
BEE CERUCER, B4-7-4, B4-7-5OFTEEHE COFRERIE. KTFIRERNS
DEERZIT>TLIESLY,

VLANZHIFR T DEREHMEDVLANAPVIDE U TERENE > TLD EHIFRTEX
B Ao PVIDZRIDIDICEEL THOHIBRL TLTEE LY,

TERAVI—RY MYV aVE-RBWRICETEOHNFEGIHDET,
WY CHERRIEVc ETERUTTREL,
(MUY IPITUT -3 vikgeE DHBIFTEE R Ao
(2)MACT RLURF—7IUICStatic CERN TEE B Ao
(3)MAC Learning#ge& DHAIFTEXT B A
(4P vTUYIR—kOHESEVLANCELET,

112




4.7.1.c. VLAN OfERY(VLAN Creation Menu)

'VLAN Management MenulTOVY Y RICIZ#EIRTDE, K4-7-3DEKD7RIVLAN
Creation MenulDEEICED X T, JOEME CIEVLANDIERZTLET,

PN28160K Local Management System
VLAN Management -> VLAN Creation Menu

VLAN ID
VLAN Name

Port Members

<COMMAND>

Set [VILAN ID

Set VLAN [N]ame

Select [Plort Member
[Alpply

[Qluit to previous menu

Command>
Enter the character in square brackets to select option

B14-7-3 VLANDTERL

EEODFEA

VLAN ID VLAN IDZ&RUEX T,

VLAN Name | VLANEZRLE T,

Port Member | VLAND XV IN\—h— hBSEXRLE T,

113




CCCERTEDIVYRETENESD T,

S | VLAN IDZEE&RELF Y,

‘ [SIEANTDETOVT MATEnter VLAN ID>1ERDEI DT, VLAN IDZEADLTLIESLY,

N | VLANDO&RIZRELE T,

INJEAATBDETOVT MATEnter VLAN name > ERBDEIT DT, VLANZZFE3I0XFELN
TABDLTLEEL,

P | VLANODAVN—%ZHRELE T,

[PIEAANTDETOVT MAEnter egress port number > ERD XTI DT, R—bESEAHDL
TLIEEL, R— M BESEEHANTDIBSENHYIYTXYDH ERUBEFOBSIE/NTVT
BELTLLRELY,

A | VLANZfERILE T,

| TAJEANL TREEBRALET,

Q| HIDAZ2—[CEDZET,

~.

JFR . VLANDSEREANRIFIAIZADL THITEAZL TSV, BAEITQIZA
NI DEFRENRESN, VLANERSNE B A,
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4.7.1.d. VLAN REDZEE(VLAN Modification Menu)

['VLAN Management Menu]J TOV Y Rlo] &ZIRL. WEDVLAN IDZEIEBETD &L
K4-7-4D X 57 VLAN Modification MenulDEEICRD X T, ZOHEME TIEVLAND
HREBBRNDEEZITLET,

PN28160K Local Management System
VLAN Management —-> VLAN Modification Menu

VLAN ID 1
VLAN Name

Port Members : 1-24
Untagged Ports : 1-24

<COMMAND>
Set VLAN [N]ame

Select [Plort Member

[Alpply

[Q]uit to previous menu

Command>
Enter the character in square brackets to select option

B14-7-4 VLANEREDEE

EmEDERHA
VLAN ID VLAN IDZ&RUZET,
VLAN Name VLANEZZRULFT,
Port Member VLAND XV INN—HR—hBESEXRLET,
Untagged Port VLANS T HMiiE Nl iR— k2R U E T,
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CCCTHERATEDIVY RIFFEEDOESDTY,

[

N

VLANDZRIZREL X T,

INJEAATDETTOVT A TEnter VLAN name >1ERDETD T, VLANEZFE30XFLUR
TABDLTLIEELY,

VLAND XA Y N—ZHRELF T,

[PIEANTDETOVT A Enter egress port number >1ERDE I DT, R—bESZEAHL
TLIEE L,

R—rBSZEERANTDIHEEFHYNYTRYDH ERULEFOBREF/N\I TV TEEL TR
=LY

VLANDSEREREZERL X,

| TAIEARL CREZBALETD.

DA Z1—-[CERDZET,
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4.7.1.e. ik— b VLAN DE&TE(VLAN Port Configuration Menu)

'VLAN Management MenulTOVY Y RIS|ZEIRTD &, HA-7-5D K D72VLAN
Port Configuration MenulDE@E(CRDFT, COBEE T, VLANOR—BOHREE

TUVET,

PN28160K Local Management System
VLAN Management —-> VLAN Port Configuration Menu
Port PVID Acceptable Frame Type

1 1 Admit All

2 1 Admit All

3 1 Admit All

4 1 Admit All

5 1 Admit All

6 1 Admit All

i 1 Admit All

8 1 Admit All

<COMMAND>

[Nlext page Set [Flrame Type
[Plrevious Page Set Port [V]ID

[Qluit

Command>

Enter the character in square brackets to select option

B4-7-5 R— b VLANDEE

EEDEREA

Port R—bhBESZRLET,

PVID R— M CERESNTULSDPVID(Port VLAN ID)ZRRLFE T, PVIDIFSITRLDINT
v b ZEREUBSICEDVLAN IDICEET D ERLE T, DHHERFICHRES
NCTLEY,
STDETU—LZRELIHEIR. COEBEREFRR<ITEBRL, EXEXDKR—
hERELET,

Acceptable REIV—LDIA1TEZRLET,

Type Admit All ECOILV—LZRELET,

Tagged Only | VLANI T DETL—LDHZELET,
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CCCERTEDIVYRETENESD T,

N | ROR—IZRRULET,

| INJEANT B ERTIROR—IITHDENDET,

P | RIODR—IZRRULFT,

| TPIEAATBERTDFIDR—IITHDEDDET,

V | PVIDZSRELEX T,

VIEANTDETOVT MATEnter port number>] ERDFFTDT, BETDHR—FESEA
AUTLIEEW, §5&7’O0V 7 MhEnter PVID for port #>1 %20 F I DT, PVID%E 1~4094
DEETAALTLIES LY,

F | 267y bOBERZERELE T,

[FIEAANTDETOVT MATEnter port number>] ERDFINDT, R/EITDHR—LESEA
AUTLEEEVL, FETOVT bATSelect port acceptable frame type (A/T)>1&ERDFE YT
DT, ECOITV—LZRETDIHEIRFIAIZ. T DETLV—LDHETDIHEIRITIZANILT
<TEELY,

Q| HAIDAZ2—[CEDZFT,

THER . ARBRUEDDR— MMCEROVIANZEIDHTD I ENTEEX T, el
VLANZSEREUTZE. €NETICBLU TLWZVLANEFHUWLANDm (TR
IDIECRDTeH. BXA VZNETDHREEISETRLU CLVLANA D@
FHIFRL TS0,
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4.72. VVIOPTUTF—2aVDORE
(Link Aggregation)

4.7.2.a. YVIPTUST—23av[CDONT

UV DIPITUG—avEFEROR— b2 NSV T EFRNDT I ICEEDHTE
modlElCED, T—TILOREIEHLIURT v FERIDBEFHEIEYLITIENTED
HRET I,

FEBTR1I I —THEDRASK— DB %EST IV—T £ TIERTRE T,

Uy I PIT U — a Ve PIE A0y O— VA HETESE. PIEX
JvbO=ILOIR—bUR MRV YOI PITVGT—2 3 VTR SNICRER— h TIER
<. EBROYER—FBSZEIEEL TS, HULKIF4.7.4BE2B8RLTLIES0L,

R IR—bOBEE-—RFPNBELICEBNTR. YYIPTUT—Ya Vv ER/ETEX
Bho Fe. 1VI—Ry YV aVHEBEREDHAIFTEZ A

TER JIV—TADIR—bEP ST 1 v IDRHEICED, £2TOR— MWL THEH—
(ChST 1 v IREIDIRSNBVNBENHD X,

JER UYIPIOUS =3 VYDREEIT>ILR— b CXL T WITNAMR—FT
shutdown Z#E1792d&, UVOPITUT—Y 3 > DR—TIb—7 x> D4
R— bAY shutdown ENET,
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4.7.2.b. UVIOPTUHF— 3 Y DEE(Link Aggregation Menu)

[Advanced Switch Configuration Menul TV Y RILIZBEIRI D& Bl4-7-6(DK
S72[Trunk Configuration Menul DEIEICADE T, COEAR CTIEUVIPIUT—
IVDREETVET,

PN28160K Local Management System
Advanced Switch Configuration —> Link Aggregation Menu

Group Status Port Members

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

OO Ok W —

<COMMAND>

[Aldd Trunk Group
[Rlemove Trunk Group
[Qluit to previous menu

Command>
Enter the character in square brackets to select option

B4-7-6 VYO PITUT—2 3V DRE

BEEDELH

Group NSVODTI—TESHEERLET,

Status EIIW—TDOREERLET,
Enabled YV IFPITUG -3 A EN T,
Disabled Uy I PIUT—2a yQhENTY,

Port Members | L= ORER—bD—EBZRLET,
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CCTCERATEDROVY RFTFEEDESD T,
A | R=bhETIL=TDAVINNENLET,
TAlEANTDETOVT ATEnter trunk group number> ] ERDET DT, WMEETDI)
—JBESEI~8DEETAALTLIEE L, TDETOVT A Enter port members for
group x>1ERDFIDT, EBITDR—ESEADLTLIEEL,
R— M ESZEREANTDHESEINYNTRYDH, ERUIBFOHBER}/NT TV TEELTL
EEL\,

R | FIL—TZHIBRLE T,
[RIEANTDETOVT MATEnter trunk group number>] ERDFITDT, MEREFTDT I

—TBESE1~8DHEETAAL TS,
Q| HAIDAXAZ2—[CEDZFT,
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4.7.3. "—bEZIU VT DRTE
(Port Monitoring Configuration Menu)

[Advanced Switch Configuration Menul TOVY RIMIZBEIRI D&, K4-7-7D
&£ S7%xIPort Monitoring Configuration MenulDE@EICARDF T, AZRETIFZ'ONI
WP FSAYPETBEDETZITOBAIC. T1ILIUYITENTLERVEBETIIEET
D EDTERWMER—NED/NNTY hEEZIV VT ITDIENTEEXT, ZOEET
FR—bEZIV VI DEREEITOICENTEXT,

PN28160K Local Management System
Advanced Switch Configuration —> Port Monitor Configuration Menu

Monitoring Port Be Monitored Port(s)
1 2
Direction Status
Both Disabled
<COMMAND>

[Slet Monitoring Port

Set Ports to be [Mlonitored
Set Traffic [Dlirection
[Clhange Mirror Status
[QJuit to previous menu

Command>
Enter the character in square brackets to select option

B4-7-7 R—hEZIU VT DERE
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BEOFHA

Monitoring Port R—hEZIV VT ENIT—YI DERER— b BESERLET,

Be Monitored R—bhEZIV VT ENDRWREDKR—FESERLET,

Port(s)

Direction R—rEZIVUVITTDRER/NT Y hOBEAOZERLET,

Tx EENTY NEEZIUVITUET,
Rx SENTY NEEZIVVIULET,
Both EZENTY hEEZIVVIUET, (THHEE)

Status R—bhEZIVU VT DRREERLE T,

Enabled R—hEZIVUVITHEHTY,
Disabled R—hEZIUVITNENTY, (THHEE)
CCTHEETEDINVYRETERENDEHSDTT,

S | EZAVUYITENLT—IDERER—~ (PFI1PEEBHIDR—F) ZRELFEXT,
[SIEANTDETOVT MATEnter port number>|ERDFITDT, WRETDIHR—LESE
ABLTLIEELY,

M| EZIUYTENDR— b ZEHRELET,

IMIEABNTDETOVT MAEnter port number>] ERDEIT DT, WRETDHR—hES%E
ABALTLIEE LN,

R—hBSEEHANTDIBSEH YUY TRYDD, ERUHEFOBER>/N TV TEELTL
&L\,

D | EZSUVIIDIRE/NTY hDBEAOEZRELET,

DIEANTDETOVT MATSelect port monitoring direction (R/T/B)>1&£@DEF DT,
RENTY N EEZIY VI TDHERRI. EEDHERTI EREDHEER}BIEAALTL
EEL,

C | R—hEZIVYIDREERELE T,

[ClEANTDETOVT MHTEnter the select(E/D)>1ERDFFTDT, R—bEZIUVT%
IR DHSIFIE]. FLETDIHERIDIZANILTLESLY,
Q| HIDAZ1—[CRDET,
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4.7.4. 77ELA3v ~O—-ILOEE

(Access Control Configuration Menu)

[Advanced Switch Configuration Menul TV Y RFTAIZBIRITDE, K4-7-8 DX
S72[Access Control Configuration MenulDBEEICEDFT, COEE ClE Access
Control DEREZTTVE T,

PN28160K Local Management System
Advanced Switch Configuration —> Access Control Configuration Menu

[Cllassifier
[IIn-Profile Action
[0Jut-Profile Action
Port [L]ist

[Plolicy

[Q]uit to previous menu

Command>
Enter the character in square brackets to select option

4-7-8 POtLAXOv bO—ILDFEE

R

Classifier Classifier DEREZITLET,
(RAEREDIREH : 256)

In-Profile action ADNNTY RMTRITDPIVavERELT T,
(RASREDJEER : 81)

Out-Profile action JZYy bU—rEBZTANNT Y MTHTDFP IV aVERELE T,
(RAEREDIRER : 128)

Port list BRAIDIR—MDURANERELET,
(RASREDJBER : 128)

Policy RUY—DREETVET,
(RASREDJBER : 128)

Quit to previous menu EIDAZ 1 —EBEICRDE T,
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4.7 .4.a. Classifier M&%¢E(Classifier Configuration Menu)

[Access Control Configuration MenulMBEE CIVY K [Cl ZFEIRTDEH 4-7-9
D& D7l Classifier Configuration MenulDBEIHEICAD XY, COEIE ClE Classifier
DEEZITVET,

PN28160K Local Management System

Access Control Configuration —> Classifier Gonfiguration Menu

Multifield Classifier: Total Entries : 1

Index Src IP Addr/Mask Dst IP Addr/Mask DSCP Pro. Src L4 Port Dst L4 Port
1 Ignore [gnore [gn Ign Ignore [gnore

<COMMAND>

[N]lext Page Mloldify Classifier

[Plrevious Page [Mlore Classifier Info.

[Clreate Classifier [S]how Detailed Entry Info

[D]elete Classifier [QJuit to previous menu

Command>

Enter the character in square brackets to select option

4-7-9 Classifier DE&E

R
Total Entries TER SN TLD Classifier D#(index D#)ERRLE T,
Index Classifier @ Index ESZz&mRULFX T,
Scr IP Addr/Mask EET IP PRUVAZERRUET,
Dst IP Addr/Mask S IP PRLURERRUE T,
DSCP BREBHR DSCP BZRRLEX T,
Pro. O INWERRUET,
Src L4 Port TCP/UDP M fEii— hESERRLUET,
Dst L4 Port TCP/UDP M%E&R— hBESERRLUET,
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CCTERTEDIOVY RRROEBD T,

(&
N | ROR—IZRRUET,
| INJEANT B ERTIROR—IITHDELDET,
P | BIDR—IZERRLUET,
| TPIEAATBERTRDBINR—IITHDENDE T,
C | Classifier DfEZITVE T,
[CIEANTDE, [Create Classifier Configuration Menul [CZ1D & J, Create Classifier
Configuration Menu [CBELTI& RIE (4.7.5.b.) ZBRUL TS,
D | Classifier DHIFRZITLE %
D) EANTDETOVT A [Please enter classifier index>] EEHDEITNDT, HIBRT
2 Classifier @ index & 1~65535 QEE TAAL TS,
O | Classifier DEBEDEIEZITLE T,
0] EANTDE. 7OVT A TModify Classifier Menul [CEHDDFEIDT, [Create
Classifier Configuration Menul ERIU&KDICERE (BIE) LTS,
M | Classifier DEENEHRZRRLE T,
IM] EANTDE, FEETMACPRLURA, 5B MAC 7KL, 802.1p. VLANID, TCP
SYN Flag. ICMP 91 7' DiEHR=EFRRLET,
S | Classifier DFBERERTLE T,
[S] EANTDE, EfETTMAC PRUR, %855 MAC PR R, VLAN ID, ZEETIP PR
LA, 585%IPPRUR, 802.1p >4 FUT 1. DSCP, 'OV DIEHE. TCP/UDP EfE
Joih— &S, TCP/UDP %B5ER— &S, TCPSYN Flag., ICMP 91 7 DERERRLE T,
Q| EIDAZ1—[CRDZET,

ZFR: ClasifierlCEER TE Dsrc-port, dst-portdL4R— bk U R hDEAEHEDRAE

(AT ERDET,

M8eG/M16eG/M24eG : 16X T
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4.7.4.b. Classifier DER
(Create Classifier Configuration Menu)

[Classifier Configuration MenulDBEIE CTINVY KR [Cl ZBRTDEE4-7-10 DL D
72l Create Classifier Configuration MenulDE@EICRDF T, OBEE CIE Classifier
DIERZEITVNE T,

PN28160K Local Management System

Classifier Configuration —> Create Classifier Configuration Menu

Classifier Index :

VLAN ID : 802.1p Priority : DSCP : IPv6 DSCP :

Protocol : TCP SYN Flag : ICMP Type :

Source MAC Address : Source MAC Mask Length

Destination MAC Address : Destination MAC Mask Length:

Source IP Address : Source IP Mask Length

Destination IP Address : Destination IP Mask Length :

Source IPv6 Address : PLen :

Destination IPv6 Address: PlLen :

Source Layer 4 Port : Destination Layer 4 Port
<COMMAND>

[Cllassifier Index S[o]urce IP Address

[Slource MAC Address D[elstination IP Address

[Dlestination MAC Address Source IPv[6] Address

[VILAN ID Desti[n]ation IPv6 Address

802. 1p Prlilority So[ulrce Layer 4 Port

DSC[P] Des[t]ination Layer 4 Port

P[rlotocol DSCP [Flor IPv6

TCP S[YIN Flag [Alpply

IC[MIP Type [QJuit to previous menu

Command>

Enter the character in square brackets to select option

4-7-10 Classifier OERY
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BEOFHA

Classifier Index

Classifier @ Index #xRn~LE T,

VLAN ID VLAN ID #&RRUZET,

802.1p Priority IEEE802.1p DT SAAUF 1 ERRLET.

DSCP DSCP fE%=&RRLF I,

[Pv6 DSCP IPv6 DSCP fEZRRLZE T,

Protocol ZORJLOEEERRUET,

TCP SYN Flag TCP T® SYN Flag TD7 1 LI DEFEEZRTLE T,
ICMP Type ICMP D51 T &RRLET,

Source MAC Address EETMAC P RURERRULE D,

Destination MAC Address 385 MAC 7 RLUAZRRUET,

Source MAC Mask Length

XE7T MAC 7 RUADES(E v M) ERKLET.

Destination MAC
Mask Length

58% MAC 7 RLADES(Ev N ERRLET.

Source IP Address

EETT IP P RV RAZRRLUE T,

Source IP Mask length

EETTF RLUANATDES(Ev M) ERRLET,

Destination IP Address

5% IP P LU AZRRULET,

Destination IP Mask length

557 RUANAIDES(Ev M) ERRLET.

Source IPv6 Address

EfETT IPv6 7 R RAZERRULE T,

PLen EETT IPv6 PRUADT L T4 v IRAR(EY b)ZERRUE T,
Destination IPv6 Address FESL IPv6 P RURZRRUE T,
PLen 5855 IPv6 P RUADTL 71 v IRE(E Y M) ERRLET,

Source L4 Port

TCP/UDP EETTR— hBESZRRLE T,

Destination L4 Port

TCP/UDP BB5Eh— hBESZRRLE T,
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CCTERTEDIOVY RRROEBD T,

(&

C | Classifier @ Index Z&&%EL X T,
[ClEAATDE. TEnter Classifier Index>] [CZEHODEF T DT, 1~65535 DEFE T Classifier
D Index ZAALTLIEELY,

S | 74V VT IBEETMAC P RURERELE T,
[SIEANTDE. TEnter source MAC address > [ICEHDDEID T, EETMACPRL
A% XKXXXKXX XK XX DK DICAD U TLIEE W ZF D&, [Enter source MAC address mask
length>] [CEDDFINDT, PRUAVRATIDESE (Ev hR) ZANULTLEEL,

D | 749V 09255 MAC P RLUAFERELE T,
IDIEANTDE. [Enter destination MAC address >1 [CEHDDFXIT DT, 585% MAC P R
DA% XXXXXKXXXXXX DR DICAADLTLIES L, ZD#E. [Enter destination MAC
address mask length>] [CEDDFRITNDT, PRUAVYRTIDES (Ev hR) ZANLTKL
120N,

V | 748V 2T93 VLAN ID DEREZETTVETD,

V] EANTDETOVT A TEnter VLAN ID > EENDDFEIDT. VLAN ID & 1~4094
DEFRTANLTLIEEL,

P | 749U Td%DSCPEDEREETVNET,

[Pl EANTBE. FOVT M [Enter DSCP value(0-63)>] EZEHDEITDT, DSCP B
% 0~63 QEBEATADL TLIEELY,

R | 749Uy 0937'0N JILOFREETVNET,

Rl EANTDE 7OVTRA [Select protocol >] EEHDXIDT. TCP DBEE 11
Z, UDP DBEIE 2] &, ICMP OB&lE 131 . IGMP OB&IF T4] #, RSVP DBE
(& 51 %Z. Other Protocols MB&IlE 161 ZANL TS,

O| 714V VTITDEETD IP P RLURERELE T,

0] EANTBDE, FOVT R TEnter source IP address >1 EZEHDDEITNDT, EfET
IP7RURAZAADLTLIEE L, ZD%. [Enter source IP address mask length>1 &Zb
DEITDT. PRUAVYRATDEE (EvhR) ZANULTLIEELY,

E | 749V TF2HEDIPPRLURAZHRELET,

[El EABNTDE, 77OVF A TEnter destination IP address >] EZEHDEIDT, 58
% IPPRURAZADLTLIEE L, ZD%, [Enter destination IP address mask length>
EBDDFINDT, PRLVAVRAIDEE (EvhR) ZAALTLLREEL,

U | Z+4ILb9U>T923TCP/UDP RETHR— M ESZRELE T,

Ul EABNTDE. 7OV MO [Choose single port or defined port range (S/D) >1 &
BHODERIDT, 1 DEBETDIHEEIE [S] EANLTLEZL, §5E7OVT AN [Enter
source layer 4 port>] &0, EETR—bESZAALTLIES L, HETEETDIHSE

D] ZANDLTLIEE W, &0V M [Enter starting source port>1. [Enter final
source port>] ERDEITDTHBERTDEBTR—MESZAALTLLIESL,

T | Z74IL9YU>T9FD TCP/UDP FBEh— b ESERELE T,

[Tl EANTDE, FOVTRA TChoose single port or defined port range (S/D) >1 &
BODFITNDT, 1 DZEBETDHEIE [SI ZAAULTLIEE L, 27OV T A [Enter
destination layer 4 port>] &5E5ER— hBESZEANL TSV, HETIEEIT DHSIE D]
ZANLTLIEEL, §2&7OV 7 bA [Enter starting destination port>1 . [Enter final
destination port>] ERDFITDTHIBELR T DIBER—FBESZEZANLTLLIEEL,

T4V VT TDIEEEB02.1p TSAFUT 1 ZRELE T,

Ml EANTDE OVTRA TEnter 802.1p priority > EEHDERINDT, 802.1p 7
SAAVUT 1% 0-7 DEETANLTLEELY,

129




T1IIVVTFDICMP DI TZR/ELE T, (X7 OMT)% ICMP [CTDRERBDET, )

Ml EANTDE. TOVT A TEnter ICMP type>] EEDDFEIDT. ICMP DI’
Z 0~18 PEATAALTLIEELY,

T4 )VF VT TS TCP SYN Flag ZRELE T, (x7OF /L% TCPICTDUEBNBHDET, )

Y1 EAATDE TOVTRA [Set TCPSYN flag (Y/N)>1 EEHODFFNDT, TCPSYN
flag T4 I N TDHBEIRF TY] & T1ILIZEMNIRVES, 3T« ILIZHNTHE
[F IN] ZANDUTLES VY RIRIET 1 LI ZEMNITIZEIZE [Truel « MIRULVVZEIZ [Falsel
ERRSNEKT,

T4V VT FTDEETD IPv6 P RLURAZERELFE T,

61 EANTDE. Z’OVT bA TEnter source IPv6 address >] EZEDDFEIDT, KE
TCIP PRURAZADLTLIEE L, ED#E,  TEnter source IPv6 address mask length>] &
EHDDFERINDT, PRULANYRTDRE (EvhR) ZANLTLEELY,

T4V VT TDHED IPv6 P RURZEHRELF T,

Ol EANTDE. 7OV A TEnter destination IPv6 address>] EZHDET DT,
5855 IP PRURAZAALTLIEEL, £DE. TEnter destination IPv6 address mask
length>] EBHODEITNDT, PRUANVRATINDESE (Ev bR) ZANUTLIEEL,

71ILFUTF D IPve DSCPEDFREZTVE T,

[Pl EAATBE, FOVT A [Enter DSCP6 value(0-63)>] EENDDEITNDT, DSCP
fB% 0~63 DEETANL T REL,

FELICRBZBRALE T, JCTERZITHRIINIEREVABIEDICRDEEA.

HIDAZ1—-[CEDZET,
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4.7 .4.c. Classifier @8R (Classifier Configuration Menu)

[Classifier Configuration Menul@EE CIOVY K [M] ZBiRIDER 4-7-11,
4-7-12 D& D7 More Classifier Information ] DEEICTED XTI, COEMETIE
Classifier DIEHRESRTEFXT,

PN28160K Local Management System

Access Control Configuration —> Classifier Gonfiguration Menu
Multifield Classifier: Total Entries : 1

Index Source MAC Addr./ Mask Destination MAC Addr./ Mask

1 00:00:00:00:00:01/48 00:00:00:00:00:02/48

Press any key to continue..

4-7-11 Classifier D38 1
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PN28160K Local Management System

Access Control Configuration —> Classifier Configuration Menu
Multifield Classifier: Total Entries : 1

Index 802. 1p VLAN ID TGP (SYN) ICMP

1 Ignore Ignore Ignore Ignore

Press any key to continue. ..

4-7-12 Classifier DS 2

EEDELHA
Total Entries TER SN TLVD Classifier D#(index D) ZRTRLE T,
Classifier Index Classifier @ Index #&X2RULE T,
Source MAC Address EETMAC 7P FURZRRUET,
Destination MAC Address | 585t MAC 7 RLUXZRRLE T,
802.1p Priority I[EEEBO2.1p DT SAFUT « ZRRLE T,
VLAN ID VLAN ID &FRRULET,
TCP SYN Flag TCP T® SYN Flag TO7 1 LI DEHFEZRRLET,
ICMP Type ICMP M1 T&RRLET,
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4.7 .4.d. Classifier DFHIBEROSR
(Show Detailed Entries Information Menu)

[Classifier Configuration MenulDBEIE CTINY Y R [S] ZBRITDEE 4-7-13 DELD
72TShow Detailed Entries Information MenulDBEEICREND XTI, COBEE CIE
Classifier DFMRXBEHROBSBNTEE T, BBRAE1TDICIE, Classifier DIERHINE & 73
S

PN28160K Local Management System

Classifier Configuration —> Show Detailed Entry Information Menu
Detailed Classifier Information :

Classifier Index o

Source MAC Address : 00:00:00:00:00:01

Source MAC Address Mask Length © 48

Destination MAC Address : 00:00:00:00:00:02

Destination MAC Address Mask Length : 48

802.1p Priority : lIgnore VLAN ID : lIgnore
Source IP Address : Ignore

Source IP Address Mask Length : lIgnore

Destination IP Address : lIgnore

Destination IP Address Mask Length : Ignore

DSCP : Ignore [IPv6 DSCP . lIgnore
Protocol : lIgnore

Source Layer 4 Port : lIgnore

Destination Layer 4 Port : lIgnore

TCP SYN Flag . Ignore ICMP Type . lIgnore
Source IP Address : lIgnore

Source IP Address Mask Length : lIgnore

Destination IP Address : lIgnore

Destination IP Address Mask Length : Ignore

Press any key to continue..

4-7-13 Classifier OsFBERODBSA
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BEOFHA

Classifier Index

Classifier @ Index #xRn~LE T,

Source MAC Address EEITTMAC P RURAERRUE T,
Source Mask length EETPY RUVANRATDES(EY FR)ZERRLE T,
Destination MAC Address 5B MAC 7 RLUAZRRUE T,

Destination Mask length

5557 RUANAIDES(Ey NE)ERRLET,

VLAN ID

VLAN ID Z&RRULE T,

DSCP DSCP #&RLZET,
DSCP6 IPv6 DSCP fEAZRRLE T,
Protocol O LOEEERRUED,

Source IP Address

EET IP 7P L RAZRRUET,

Source IP Mask length

EETF RLANRINDES(EY NE)ERRLET.

Destination IP Address

5B IP P L AZRRULET,

Destination IP Mask length

557 RUANAIDES(EY FE)ERRLET.

Source L4 Port

TCP/UDP RfETTR— hBESERRLE T,

Destination L4 Port

TCP/UDP %5 ER— hBESZRRLFE T,

802.1p Priority

I[EEEB02.1p DT SAFUT 1 ZRIRULF T,

TCP SYN Flag

TCP T® SYN Flag TO7 1 LI DEEERRLE T,

ICMP Type

ICMP DS 1 T ZRRULE T,
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4.7 .4.e. In-Profile Action DERE
(In-Profile Action Configuration Menu)

[Access Control Configuration MenulMBEIE CIV YK (1] ZBRIDEE4-7-14
DL S7xMn-Profile Action Configuration MenulDEEICRDE T, JOEECTIE
In-ProfileMEREZITVE T,

PN28160K Local Management System

Access Gontrol CGonfiguration —> In-Profile Action Configuration Menu
In-Profile Action: Total Entries : 0

Index Deny/Permit Policed-DSCP  Policed-Precedence Policed-CoS

<COMMAND>
[N]ext Page [Dlelete In-Profile Action
[Plrevious Page [Mlodify In-Profile Action
[Clreate In-Profile Action [QJuit to previous menu

Command>
Enter the character in square brackets to select option

B4-7-14 In-ProfileME%E

BEBEOEA

Total Entries TER SN TLDIn-profileD#(indexD¥)ZRRLE TH

Index In-profile®Index&ESEXRRLE T,

Deny/Permit INT Y b DES/FoZRRUET,

Action In-profilelCBIFTDERTE—REXRRLET,
Policed-DSCP DSCPEANY—+YTULET,
Policed-Precedence | Precedencef%=~¥—+>7UF T,
Policed-CoS CoSfEZN—+vTULET,
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CCTERTEDIOVY RRROEBD T,

[

N

RDR—IZRRLET,

| INJEANT B ERTIROR—IITHDENDET,

BIDR—IZERTLE T,

| TPIEAATBERTDFIDR—IITHDEDDET,

In-profileZfEmM L E T,

[Cl EABTDE, [Create In-Profile Action MenullCEDDEIDT, RIE (4.7.41) %=
BRLTLIEEL,

Policed-DSCP DSCPEZN—FVIULZFT,

Policed-Precedence | PrecedencefBx~¥—F+>V2J UET,

Policed-CoS CoSEAVN—F VI ULET,

In

profileZHIFRLE T

DIEANTDETOVT A TEnter in-profile action Index>] EZEDDFEITD T, HIER
9 BIn-profileDIndexBESZEAAL TLIEE LY,

In

profileZEELE T,

IMIEANTDETOVT A TEnter in-profile action Index>] EEDHDEIDT, &
I[E9 BIn-profileDIndexB&SZ AN U, EIEEFZIn-profile DIERIE: & BIERRRIE TIELE
LTLIEELY,

HIDAZ1—-CEDZET,

ER .

MEETDZERFTEF A,
2. IPv6/\Ty bDIFBE, precedenceDNY—F VI [FEIELFE Ao
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4.7.4.f. In-Profile Action MER¥(Create In-Profile Action
Menu)

ln-Profile Action Configuration]/DBEE CTINVY K [Cl] Z#IRITDERA-7-15D LD
72l Create In-Profile Action Menul DE@EIC2DF T, COEE TlEIn-ProfileDER; %
TUVEY,

PN28160K Local Management System
In-Profile Action Configuration -> Create In-Profile Action Menu
Index o
Deny/Permit  Permit
Pol iced-DSCP : lgnore
Pol iced-Precedence: Ignore
Pol iced—CoS : Ignore
<COMMAND>
In-Profile Action [I]ndex Set Policed-[C]oS
Set [Dleny/Permit [Alpply
Set Policed-D[S]CP [QJuit to previous menu
Set Policed-[P]recedence
Gommand>
Enter the character in square brackets to select option

B4-7-15 In-Profile DYERL

R
Index In-profileDIndexBESZRTLFE T,
Deny/Permit Ty b DES/FFOERRUE T,
Action Policed-DSCP DSCPEAN—FVIULET,
Policed-Precedence | PrecedenceflE=~¥—+>JLFET,
Policed-CoS CoSEZN—FVIULET,
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CCTEATEDIVY RIIRODESD T,

In-Profile@IndexBE S ZRELE T,

M1EAATDE OV T A TEnter in-profile action index>1 [CZEHDD F I DT, Index
FESZ1-65535NFETANLTLIEEL,

INT

v M DES/FFUNREE LT,

DIEANTDETOVT AN [Select Deny/Permit (1-2) >I[CEHDFIDT, EET
Dipald ] Z #FAITDHEE 2] 22 AL TLIESL,

7_

+ T I DDSCPENHREZLET

[SIEANTBDETOVT M TEnter DSCP value> 1 EEHDDE I DT, DSCPEZE0-63MD
HEETAHDLTLIESLY,

7_

F 709 BPrecedencelBNEREEXELET

[PIEANTDETOVT MAEnter ToS precedence value> ] EEDDEITNDT,
PrecedencefBZ0-7 DEIE TANL TS LY,

7_

FIFDCoSENHREZLEXT

[ClEANTBDETOVT M TEnter CoS value> | EBHNDEIT DT, CoSEED-7DEH
TABDLTLIEELY,

>

Ean—1]

EXAE

LTcABZBRLE Y, CCTERLRVNE, BEUCABERENCRD I EA.

9]

A

@x:l_[:Eoijo
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4.7 .4.9. Out-Profile Action ME%RE
(Out-Profile Action Configuration Menu)

[AccessControl Configuration MenulPBEIE TV R 0] Z:&RI D EM4-7-16
DL S72[Out-Profile Action Configuration Menul DBEEICEDE T, COEECTIE
Out-ProfileMEFREZTTLE T,

PN28160K Local Management System

Access Gontrol Gonfiguration —> Out-Profile Action Gonfiguration Menu
Out-Profile Action: Total Entries :0

Index Committed Rate Burst Size(KB)  Deny/Permit Policed-DSCP

Note: Committed Rate - 1Mbps/unit, Max available rate 10/100:100, Giga:1000

<COMMAND>
[N]ext Page [Dlelete Out-Profile Action
[Plrevious Page [Mlodify Out-Profile Action
[Clreate Out-Profile Action [QJuit to previous menu

Command>
Enter the character in square brackets to select option

B4-7-16 Qut-ProfileDE&xE

EE DA
Total Entries TER SN TLVDOut-ProfileD#(indexD¥) ERRLE T®
Index Out-ProfileDIndexB&SZRRLE T,

Committed Rate | /YTy by T 7 [CADREAZRRLUET,

BurstSize(KB) | A= v FL— N&BX CEBTENCTED NS5 T1 v IDN—R 51 AERRL
F9. Burst Sizeld4K,8K,16K,32K, 64KNEAENET,

Deny/Permit INT Y b DES/FOZRRUE T,

Policed-DSCP N—F2TFDDSCPOEZRRLE T,
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CCTERTEDIOVY RRROEBD T,

[
N | ROR—IZRRLUET,
| INJEANT B ERTIROR—IITHDELDET,
P |BIDR—IERRLET,
| TPIEAATBERTRDBINR—IITHDENDE T,
C | Out-ProfileZfEm L E 7%
[ClEANT D&, [Create Out-Profile Action Menul[CEDODF I DT, RIE(4.7.4.h.)
EBRU TS,
D | Out-ProfileZHIFRL 9%
D] EAATDETOVT A TEnter out-profile action Index>] EEHDDERFT DT,
HlIBR g2 0ut-profileDIndexBTESZEANL TLEE L,
M | Out-profileZ=BIELZE T,
M] EANTDETOVT MA TEnter out-profile action Index>] EEHDDEITDT,
BIET D 0ut-profileDIndexBESZ AN L. EIEEFTZOut-profile DIEMIE & RFRIMRIE
TEEL TS,
Q| HIOAZ1—[CRDET,
ZER 1. N=AM YA X[F64KEETT, BECEFEA,

2. Outprofile@permitif#EH L UVdscp¥V—F VT HERFYR—MUEE A,
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4.7.4.h. Out-Profile Action D{ERE
(Create Out-Profile Action Menu)

FOut-Profile Action Configuration/@EE CIOV YV K [C] ZFRTDEEL-7-17D &K
S7&[Create Out-Profile Action MenulDBEEICEDFEF I, ZOEE CIEOut-Profile®
ERZETTULVE T,

PN28160K Local Management System
Out-Profile Action Configuration -> Create Out-Profile Action Menu

Index

Deny/Permit . Deny
Committed Rate o
Burst Size . 64KB

Note: Deny/Permit - deny only. Burst Size - 64KB only

<GOMMAND>
Out-Profile Action [I]ndex [Alpply
Set [Clommitted Rate [QJuit to previous menu

Command>
Enter the character in square brackets to select option

B4-7-17 OQut-ProfileDIERY

BEEDELH
Index Out-Profile@Index&ES#FRRLF T,
Deny/Permit Ty b DES/FOZRRUE T,

Committed Rate | VT v by T 7 [CADREAZXRRLUET,

Burst Size(KB) Ty b= EBXTEDRENTED NS T v IDIN—-RA YA X BRRL
TWETY, Burst Sizeld64KEETT,
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CCTEATEDIVY RIIRODESD T,

| | Out-Profile@IndexBE=S%=HRELFX T,

MNiEANTBDE, 7OV RA TEnter Out-Profile action index>l [CEHDEIT DT,
IndexZBES & 1-65535D&FH CTANL TLIEELY,

C| Iy bL—bDOREZLFXT,

[CIEANTDETOVT Y. TEnter committed rate>] [CEDDEIOT, I=vw b
L—btZ1-1000D&EE TAHDLTLIES LY,

A | REUVABZBEALE T, COBRZITHRIINEHRELIABIIEHICRDEEA,

DA Z1—-ICEDET,

8]
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4.7.4.i. R— kU bDEE(Port List Configuration Menu)

[Access Control Configuration MenulPBIECIVY R L] 2RI D ER4-7-18
D& S7xPort List Configuration Menul DEEICTED T, COEME CldAccess
ControldDxg & T DR— MU X MDEREZTLE T,

PORAOV O-IVEREE U VI PO U —Y a VeI Ba[R—. UV D7
TG =2 a Y TERSNICRER— b TER L EREOYER—MESZEEL T
SIAN

PN28160K Local Management System
Access Control Configuration —> Port List Configuration Menu
Port List: Total Entries : 0
Index Port List

<COMMAND>
[N]lext Page [Dlelete Port List
[(Plrevious Page [MJodify Port List
[Clreate Port List [QJuit to previous menu
Command>
Enter the character in square brackets to select option

B4-7-18 IR— kU X~ DERE

R

Total Entries ERESNTLDR— MU MDOE(index D) ZRRLF T,
Index R—RUZR®D Index ESERRLET,

Port List R—FUXMCBYDHR—hESEXRRLUET,
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CCTERTEDIOVY RRROEBD T,

[

N | ROR—IZRRLUET,
| INJEANT B ERTIROR—IITHDENDET,

P |BIDR—IERRLET,
| TPIEAATBERTDFIDR—IITHDEDDET,

C | R—bURMZERLET,
[ClEANTDETOVT A TEnter port list index>1 EEDDFER T DT, E179D Index
BSZEANLTLIZE W, AN TEnter port number>] EEDDFTEIODOT, UAKMIE
HDIR—EBESZAALTLIESL,

D | R—bUXMZHIFRLET
DIEANTDETOVT MA [Enter port listindex>] EEDDEINDT, HlBRT DHR—
FUZXR® Index BESZANL TS LY,

M| R—bUXMZEBELET,
IMIEANTDETOVT A TEnter port list index>] EEDDEITDT, BIETDN
—bhUZX D Index BESZEAAL, BLEEFRZR— MU b OIEREERROEBRIETELEL T
<fEELN,

Q| EiIDAZa1—[CRDET,
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4.7 .4.j. RU>—DEFE(Policy Configuration Menu)

[Access Control Configuration MenulDBEE CIVY Y R [P] ZZERI D EE4-7-19
D& D7l Policy Configuration Menul DE@EICRDF T, JOEME CTIFRY ¥—DERE
ZTVWE T,

PN28160K Local Management System

Access Gontrol Gonfiguration —> Policy Configuration Menu
Policy : Total Entries : 0
Index Classifier Seq. In-Profile Out-Profile PortList Status

<GOMMAND>
[N]ext Page [Slhow Policy Entry
[Plrevious Page [Ulpdate Policy
[Clreate Policy Display Sequence [B]y Port
[Dlelete Policy [QJuit to previous menu
[Elnable or Disable Policy
Gommand>

Enter the character in square brackets to select option

B14-7-19 ;R— kU X b DFE

BEBEOEA

Total Entries ERSNTLDRY ¥ —DH(index D) ERRLF T,

Index MUY= Index BESERTRULF T,

Classifier Classifier @ Index HSZ&®RnRULF .

Seq. RUY—DBERIEERT YTV ABSERRUET,
ZOHBEOINSVRY Y—hoBASINET,

In-Profile In-profile M Index BESZFRRL X T,

Out-Profile Out-profile @ Index S ZRTLF T,

Port List R—BMUZX O Index BESEZXRRUFT,

Status R Y—DERREEZRRUET,
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CCTERTEDIOVY RRROEBD T,

[
N | ROR—IZRRUET,
| INJEANT B ERTIROR—IITHDENDET,
P | BIDR—IZRRULET,
| TPIEAATBERTDFIDR—IITHDEDDET,
C | RUY—ZEERLE T,
[Cl&EAAT D ENCreate Policy Configuration MenulDBEEICED XY, [Create Policy
Configuration Menul([CBEUTIFRIE (4.7.4.k.) ZBRU TS,
D | RUY—ZHIBRLE T,
DIEAATDETOVT A TEnter a Policy index>] EEDODFIDT, HIFRTDRUI—
® Index FSZAALTLEE L. ABEIAre you sure to delete policy index xx (Y/N)>]
EEDDXINDT, HIFZEETDHESRYIZ, BDEHITHESEINIZANDL TS,
E | RUY—DREZBEN/ENCLET,
[EJEANTDETOVT A [Select policy index>] EEDDFINDT, BI/EHMCT DR
U= Index ESZANLTLIES L. AN [Enable or Disable policy Entry >] &ZD
DEINDT, BHICITDHREREIZ, BHCITDHSIFIIDIZADLTLIEEL,
Enabled RUY—ZEHCLET,
Disabled RUY—ZBHCLET,
S | RUY—DEHREZRRLET,
| ISIEAATBERY Y—DBEROFMBERERTLET.
U | RUY—DEBEZTVET,
UJEAATDETOVT MO TEnter policy index >1 EEDDFITNDT, BIETD Index T
SEANLUTLIES V. AN RYUY—ERllEEHROBEZ L TLIES L\, T Enabled @
RETEBERTERNZ ETFRELTLEEL), Enabled MiF&E(F. Disabled ([CIRREZZEEE
LTHBEBIEZT>TLIESLY,
B | R—hBICEATDIRYY—DY—T VY ABESERRUET,
BIEAATDETOVT M [Enter port number >1 EEDDFITNDT, FTRIDR—IE
SZEANLTLIEE L, AB#E TSelect policy index order or policy sequence order (I/S)>1
[CEHDZXINDT, policy index [CXHIHT D policy sequence ZtER I DHBEIEN1%Z. policy
sequence [CXINT D policy index sequence Z#R I DIHZEFISIZ AL TS,
Q| HIDAZ1—[CRDET,
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4.7.4 k. RU>—D1ERE(Create Policy Configuration Menu)

[Policy Configuration MenulMBEIECOVY K [Cl ZFEIRTDEML-7-200 K D%
[Create Policy Configuration Menul DEEICRD F YT, ZOEE CIEFRY —DIER

ZTVE T,

PN28160K Local Management System

Policy Configuration —> Greate Policy Configuration Menu
Policy Index

Classifier Index

Policy Sequence

In-Profile Action Index

Out-Profile Action Index :

Port List Index :

<GOMMAND>
Set [Plolicy Index Select Port [L]ist Index
Select [C]lassifier Index [Alpply Policy
Set Policy [Slequence [QJuit to previous menu

Select [IIn-Profile Action Index

Select [0Jut-Profile Action Index

Gommand>

Enter the character in square brackets to select option

B4-7-20 KU >—DIER

EE DA

Policy Index RUY—DIndexBSERRLE T,

Classifier Index Classifier Configuration MenuTfER L7z Classifierdindex®&S#&RU
7o

Policy Sequence V=T ABESERRUET,

In-Profile Index In-Profile Action Configuration MenuTfERE L7z In-profiledIndex&S%&
KRLET,

Out-Profile Index Out-Profile Action Configuration Menu TfERE L 7cOut-profileDIndexs
SERRLET,

Port List Index Port List Configuration MenuTfERELTciR— bk U X k- DIndexBESZERT
LET,
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CCTEATEDIVY RIIRODESD T,

P

Y

—D Index BESZEHRELFT,

[PIEAATDETOVT A TEnter policy index>] ICEDDERINDT, KRUZ—D Index
BSEANLTLIZEL,

B

gD Classifier D Index BES%ZE£RELET,

[ClEANTDET OV MDA TEnter classifier index> | (CEHDDE I DT, BAHET D Classifier
D Index BEBSHEANL TLIEZLY,

:/_

TYABSERELE T,

[SIEABNTDETO VT bHEnter policy sequence>]I[CEDDEINDT, V—TVRABES%E
ABDLTLIEE L,

R

9D In-Profile D Index BE=S%&ERELE T,

M1EANTDETOVT MA TEnter in-profile index>] ICEDHDF I DT, BAT D In-Profile
D Index BESZEANL TS,

EH

gD Out-Profile @ Index HES%ZEHREL XTI,

[OlEANTDETOVT A TEnter out-profile index>] [CEHDFINDT, BRTD
Out-Profile @ Index BSZANLTLESLY,  (Out-Profile (F&IETIEETT)

EH

FDR—FUX D Index BESZRELF T,

LIEANTDETOVT RA TEnter port list index>] [CEDDFIDT, BATDHR—KLU
AL ®D Index BSEANDLTLEEL,

=

X AE

LTcABSZBRALE Y, BRTT(CIQIZHRT ERENHEEINETT,

A

@X:J_(:Eoijo
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4.7.5. QoS ME%E(Quality of Service Configuration)

[Advanced Switch Configuration Menu]J TV Y RIS]ZERITDE. B4-7-210D
& S72IQuality of Service Configuration Menul DE&EICEDEX T, I TIFEREED
QoS(Quality of Service)lCB8 T DERENTIEETT,

PN28160K Local Management System
Main Menu -> Quality of Service Configuration Menu

[Tlraffic Class Configuration
[Elgress Rate Limiting
[Qluit to previous menu

Command>
Enter the character in square brackets to select option

B4-7-21 QoSDERRE

CCTERATED IV Y RETREDEHBDTY,

Traffic ClassDEREE@EICEE#HL LI,

[TIEABDT D EBEEN Traffic Class Configuration MenullCZBDHDET, I TORERBIC
DWTIF4.7.4.0%BRUL TS,

HEIEOREERICEELX T,

[EJI&E AT D EE@ATEGress Rate LimitinglICEDDE T, T TOREABICDOLTIE
4.7.4bEEZBRUTLIESL,

HIDAZ1—-[CEDZET,
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4.7 .5.a. Traffic Class @& E(Traffic Class Configuration
Menu)

[Quality of Service Configuration Menul TOVY RIT]Z&RI D& B4-7-220
& D7 Traffic Class Configuration]DEEICRD F T, ZOEE CldTraffic ClassDa%
EZTVET,

PN28160K Local Management System
Quality of Service Configuration -> Traffic Class Configuration Menu

QoS Status: Disabled

Priority Traffic Class

0: Lowest
7: Highest

~No oA, whN = O
WWNN—= — OO

<COMMAND>

[Slet QoS Status
Set Priority-Traffic Class [Mlapping
[QJuit to previous menu

Command>
Enter the character in square brackets to select option

B44-7-22 Traffic ClassDE%xE

EmEDERHA
QoS Status IEEEB02.1p%ZfE > TcQoSHEREDIRREZRRLE T,
Enabled QoSHEZTT,
Disabled QOSHEZN T, (TIHEHEHRFERE)
Priority VLANS T ADPriorityDEZRRLE T,
Traffic Class QoSHBSFIEMZRRLFE T,
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CCTEATED IV Y RETEDEHDTY,

S | QUSHEBEDRREZREL X T,

[S] EASTBETOUT ~HTEnable or Disable QoS (E/D)>1EBDET DT, BIHCT D
Bl TE] . MWHICTZHBEIE (D] EANLTIREL,

M | IEEEBO2.1pDPriorityfBICXt g DBSIRNI(Traffic Class)Z&IDZHTE Y,

M1 EANTDETT VT MHTEnter Priority (E/D)>1E@DE T DT, EIDZHTZEFTSPriority
B(0~3)ZAHNLTLIEE L, TDETOVT bhEnter traffic class for priority #>1&2D &
IDT. AEBECTHIHITDBEIRMAZ0~3DEETAALTLIESLY,

Q| HNIDAZ21—[CEDFT,
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4.7.5.b. FEIEDHIEHEE
(Egress Rate Limiting Configuration Menu)

[Quality of Service Configuration MenulMBEIETIVYY K [C] Z&RIDEN
4-7-23 DL S7xTEgress Rate Limiting Configuration MenulDEEICEDE T, D
BHE CIEHFEIEDHIHREZTNE T,

PN28160K Local Management System
Quality of Service Configuration -> Egress Rate Limiting Gonfiguration Menu
Port Bandwidth Status

1 1000 Disabled

2 1000 Disabled

3 1000 Disabled

4 1000 Disabled

5 1000 Disabled

6 1000 Disabled

7 1000 Disabled

8 1000 Disabled

9 1000 Disabled

10 1000 Disabled

11 1000 Disabled

12 1000 Disabled
Note: Bandwidth — 1Mbps/unit

<COMMAND>

[N]ext Page Set [S]tatus
[Plrevious Page [QJuit to previous menu

Set [Blandwidth

Command>
Enter the character in square brackets to select option

B14-7-23 HEEDHIHERE

BEBEOEEA
Port h—rBESERULET,
Bandwidth HEEERUE T, THHEREEE 1000 TY, (BEfildk Mbps)
Status HERBOHEHERENB/EHERLET,
Enabled HEIBOHHERER>IBEWTI,
Disabled HEEOHHEREEHI T,
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CCTHERTEDOAVY RIERDESDTY,
N | ROR—IERRLET,
| INJEANTBERTIROR—IITHDENDE T,
P |BIDR—IERRLET,
‘ [PIEANTDERTHABIOR—IICHYIDENDDET,
B | FElEEZRELET,
BIEANTDETOVT A TEnter port number >1 [CEDDFEITNDT, IEETDHR—
FESZADLTLIZE W, AB#E. [Enter bandwidth >] [CEHDDFIDT, 1~1000
DEZADLTLIESL,
S | FEHIBOHRIHFREZRELF T,
[SIEAANTDETOVT M TEnter port number >1 [CEDDXITDT, BEITDHR—
FESZAANLTLEE L, AN [Enable or Disable status (E/D)>] [CEDLDFT
DT, FHBOHHEREEZENCITDHBEEFEEIZ, BNCTDHBERFIDIZANLTLE
=0V
Q| HIDAZ1—[CRDET,
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4.7.6. Ab—LOY O—)UEKE

(Storm Control Configuration Menu)

[Advanced Switch Configuration Menul TV Y RlolZ@&RI D&, B 4-7-24
DL S72[Storm Control Configuration MenulDE@EICED F T, Unknown unicast.
Broadcast. Multicast D&X b —AJY FO—ILOFREZTLET,

PN28160K Local Management System
Advanced Switch Configuration —> Storm Control Configuration Menu
Port Storm Control Setting:
No. DLF Broadcast Multicast Threshold (pps)
1 Disabled Disabled Disabled 0
2 Disabled Disabled Disabled 0
3 Disabled Disabled Disabled 0
4 Disabled Disabled Disabled 0
5 Disabled Disabled Disabled 0
6 Disabled Disabled Disabled 0
7 Disabled Disabled Disabled 0
8 Disabled Disabled Disabled 0
9 Disabled Disabled Disabled 0
10 Disabled Disabled Disabled 0
11 Disabled Disabled Disabled 0
12 Disabled Disabled Disabled 0
<COMMAND>
[N]ext Page Set [Blroadcast Status [QJuit to previous menu
[PIrevious Page Set [M]ulticast Status
Set [DILF Status Set [Tlhreshold Value
Command>
Enter the character in square brackets to select option

4-7-24 A b—AdYO—-ILDOFE

BEEDELA
DLF Unknown unicast DX b—AJdY bO—)LEBES - EHCLET,
Enabled Unknown unicast DX k—AJdY cO—=ILAABH T,
Disabled Unknown unicast DX k—AJdY cO—ILAEHN T,
(ISR E)
Broadcast Broadcast DA b—Ad> bO—ILEER « BAICLET,

Enabled Broadcast DA b—AJdY O—ILAAEH T,

Disabled Broadcast DA b—AdY cO—JUHEHNTI, (THREEESRE)

Multicast Multicast DA b—Ady cO—-)ILEBZ) « BHICLET,

Enabled Multicast DA b—AdY bO—)LAEX T,

Disabled Multicast DX =AY bO—=ILAEN T, (THBHERESRE)

Threshold Ny ¥ (Packet Per Second) DEIMEZZRRULE T,
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CCCERTEDIVYRETENESD T,

D

Unknown unicast DA —AJY cO—)LEBZ) - BUMICHELET,

D) EANTDETTVT bHTEnter port number>]1EEHDDFITODT, EETDR—FES
ZANULTLIES L. ABE,. [Enable or Disable DLF storm control status (E/D)>1&Z&400D
FIDT. Unknown unicast ZBMICT DHE(F TEl & BEHICTDHEE(F D1 ZANLTL
ZELN,

Broadcast Storm WA r—AJdY bO—-ILEER « EMCHELET,

Bl EANTDETOVT MAEnter port number>]1EEHODDFIODT, EEITDHR—HFES

ZANUTLIEEW, ABE. [Enable or Disable broadcast storm control status (E/D)>1
EBDDFIDT, Broadcast ZEMICITDHSIF [E] & BN ITDHSIE D] ZAALT
<fEELN,

Multicast Storm DA b —Ad> bO—ILEER - ERICEELEX T,

M1 EANTDETOVT MATEnter port number>]1EEDDEITODT, BETDHR—FES
ZEABDLTLIEEL, AB#E. [Enable or Disable multicast storm control status (E/D)>1 &
BHODEITNDT. Multicast ZBHCTDHBEF [E] %, BIICTDBEF D) ZEANLTLE
&0,

Ny k¥ (Packet Per Second)DEABZERELF T,

[Tl EAATDETOVT RAEnter port number>]EEDDEITDT, BEITDHR—LES
ZEABDLTLIEE L, ABE,. [Enter threshold value>] EZEHDDF I DT, /\7 v b #(Packet
Per Second)DEAfE%Z 0~262143 DETAAL TLIES LY,

IRIDAZ31—ICRDZFT,
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4.7.7. SREEHSBEDERE

(Authentication Status Configuration)
[Advanced Switch Configuration MenulJ TIOVY RIt]ZEIRITD & K4-7-250
& D7l Authentication Configuration] DEEICRD F I, JOEE CIFIEEE802.1X

ﬁﬂo)ﬂ' I\/\ ZDIL\DIEa-D\J:UMACTI\IJZ/\ ZI:IIL\I:L[E MACI:IIL:\I:IIE WEBDIL;\DIE#E ((-j
WCHDREZITOIENTEXT,

PN28160K Local Management System
Advanced Switch Configuration —> Authentication Configuration Menu

[AJuthentication Status Table

Authentication [L]og

[G] lobal Authentication Configuration

Local [U]lser Database Configuration

Local MA[C] Authentication Database Configuration
802. 1[X] Access Control Configuration

[MIAG Authentication Configuration

[WIEB Authentication Configuration

Dynamic [VILAN Configuration

[QJuit to previous menu

Command>
Enter the character in square brackets to select option

B14-7-25 ERELHEREDERE
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BEOFHA

Authentication Status Table

REPRET — T I ERRUE T,

Authentication Log

FREEOT =RnNULET,

Global Authentication
Configuration

7 \EO)E:D\DEEQE%?E(/\QE 3'0

Local User Database
Configuration

802 1me\nIEBJ:UWEBmLAu[E_CﬁEB_Q,—éD —h)1— 'U'T IN
RECREUET,

Local MAC Authentication
Database Configuration

MACUIL\DETEFHE%D jj“/MACT 9/\ Zniﬁi(:*ggb L/i
ED

802.1X Access Control
Configuration

IEEE802. 1 XEREEERE(CEE LK T,

MAC Authentication
Configuration

MACERLERE(CBEL X T,

WEB Authentication
Configuration

WEBSBEIRECBE L KT,

Dynamic VLAN Configuration

T4y IVLANSRECBELET,

Quit to previous menu

Advanced Switch Configuration MenulCRD &,
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4.7.7.a. BBALRRET—T )L (Authentication Status Table)

[Authentication Configuration/ TOV Y Flalz#ERIDE, K 4-7-25-1 DX D7
[Authentication Status Tablel DE@EICRDE T, I TRIEHSNICRA T EDER
APRRRDRTZTLE T,

PN28160K Local Management System
Authentication Configuration —> Authentication Status Table

Total Hosts : 0
Authorized Hosts : 0
Auth Aging Time : 1440 minutes

MAC Address Port Auth Type Auth Status Remaining Aging Time
<COMMAND>

[NIext Page [Dlelete Host Auth [Alging Time

[PIrevious Page [Slort by MAC/Port

[QJuit to previous menu

Command>
Enter the character in square brackets to select option

4—7‘2 5‘1 E:u%ﬂﬁ%s\'?—j\) I/
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BEOFHA

Total Hosts RELRBEET — T IV[C BRSNS KA MIERRLUE T,
BAREHL 384 TY,
Authorized Hosts | SBEERR A MIAERRUE T,

Auth Aging Time

RAET—IVTI1 LERBICRRLET, (LBLHHRE : 1440)

MAC Address DY Z ERDIHERD MAC P RURAERRUET,
Port WANERSNTLDR— MNESEXRRUET,
Auth Type ﬁm\ﬁEﬁ_t%?E‘_l_'\bijo

Auth Status D* Authorized DBEISRIEMINBEDFRIES X %E. Unauthorized @
BERHRHORIAELNERRLUET,

802.1X 8021 X REEERLE T,
MAC MAC SREFEFRLE T,
WEB WEB SBiEZ&RUE T,
1X/MAC 802 N1 X FEEFTIF MAC REEEFRL KT,
1X/WEB 802 . 1X FEEET(F WEB SRiE#RLE T,
1X/MAC/WEB 802.1X §88E. MAC SBiEx7=I3 WEB SRiE=RLF T,
MAC/WEB MAC FB8EK 713 WEB SEExxR UL F£ 9,
Auth Status FEALRREZERTRUE I,
Authorized FREEPRETHDEHERLUET,
Unauthorized KRB THDEERULET,

CDIRRETOBEIZT A b VLAN RICBRESNE T,

Remaining Aging
Time

BRIE COBDBM(H)ERRLET,

OB 0 (CRo 7B
TENEY,

BIFFREEIREEDY Unauthorized &30, BERIINEMNE

CCTERATEDIVY RIIROEHSD T,

N | ROR—IZRRULET,

| INJEANT BERTHROR—ICHDBLDET,

P | BIDR—IZRRLET,

| TPIEANT BERTRDFINR—IICHIDEDDET,

D | BEPRET —T LD SRR M ZHIBRL., BEEZRRLE T,

DIEAATDETOVT RA TMAC Address (XX XX XX XX XX XX)>] EBHDERI DT,
HIFRW SR ETD MAC 7 RLURAZAALTLIESELY,

A |RBEAET—I VT4 LDEREETVET,

DBHFEANUTLIES L,

TAIEANTDETOVT MATEnter auth aging time >1EBHDDFEIT DT, 1 HD 65535(1)
I—IVIZENCTDHEER}. 0 ZANL TS L,

S | BEPARET —JILORTIEZEELF T,

RLRIBICRR T DHBERFIMI R—

[SIEANTDETOVT RA [Select the order type (M/P)>] EZEHDDFIDT, MAC 7
hESIBEICERTTDBERPIEANL TS,

Q J:Tﬁo))(:l_[CEDgsjo
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4.7.7.b. BBEEOZ (Authentication Log)

[Authentication Configuration/TOVY RILIZBRTDE, K 4-7-25-2 DLDRR
[Authentication LoglMBEEICIAND X T, I TIFFREIBTHRELUTCA NV ~DERE

O hWRREINEKT,
PN28160K Local Management System
Authentication Configuration —> Authentication Log
Total Auth Logs : O Log Save Interval : 60 minutes
ID Date/Time Authentication Event
<COMMAND>
[NIext Page [C]lear Auth Logs Set Log Flushing [I]lnterval
[Plrevious Page [JJump to Log ID [QJuit to previous menu
Command>
Enter the character in square brackets to select option

EE O

4-7-25-2 EEEOD

Total Auth Logs

EREEIRRE 7_‘—7\)|/(C§Eﬁ37|’lﬁmuuﬁ’f NV "%[&ﬁj—bijo
BRARRIE 512 T,

Log Save Interval

FEURIOD ZRRICABENES AT COFRIBZ DRI CTRRLUE T,
ESAHMTONTUORVECHESPER OFF MRELUIIBEIE. ENETOR
EEOTFHEESNE T, (THBHERFRE : 60)

ID

ulL.\uIEDQO) |D &ﬁmﬁt?ﬁj’\bia—o

Date/Time

SREET NV b b‘%ibﬁ.ﬁlﬁﬁ:ﬁTbi?}

Authentication
Event

AL RNV hERRUET,
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CCTEATEDIVY RIIRODESD T,

N | ROR—IZRRULET,

| INJEANT B ERTIROR—IITHDENDET,

P | RIODR—IZRRULFT,

| TPIEAATBERTDFIDR—IITHDEDDET,

C | REEOT ZHIBRLE J,

J | #BESN ID ORBEOTZRRUEX T,

IEANTDETOVT R [Select log ID >] EEDDEITNDT, 1HD 512 DEHEAT]
LTLIEE L, 0 ZANTDE, BRIDRBAOTHETBELET,

BT ZARCEZT AT TOFRER—EZRELEX T,

NS 1440 DBEZ AL TS,

M1EANTDETOVT A TEnter log flush interval in minutes >] EEHDFEIDT, 1

Q| LIDAZ2—[CEDZET,

LT NV DARBIELUTOED TY,

BALT RV~ Severity

=

[MAC](RADIUS)Authorized
XX XK XX XX XX: XX on Port xx to VLAN info
XXXX

[MAC](Local)Authorized
XX XX XX XX XX XX on Port xx to VLAN info
XXXX

[MAC](RADIUS)Rejected

XX XX XX XX XX XX on Port xx notice

[MAC](Local)Rejected

XX XX XX XX XXXX on Port xx notice

RER— b [CER S NI imAR AN
RADIUS ¥7cldO0—-AIT—IR—R%
FALTc MAC SREECRIN URFE D VLAN
[CEIDRONT, FTclIRBLIcC &%
RUET,

[WEB]J(RADIUS)Authorized user
XXXXXXHXXKXKXXKK (XX XK XX XX XX XX) info
on Port xx to VLAN xxxx

[WEB](Local)Authorized user
XXXXXXXXKXXXXKXKK (XX XK XXX XXX XX) info
on Port xx to VLAN xxxx

[WEB](RADIUS)Rejected user
XXXXHXXHXXKXKXXKK (XX XK XX XX XK XX) notice
on Port xx

[WEB](Local)Rejected user
XXXXXXXXXXXXXKXKK (XX XK XXX XXX XX) notice
on Port xx

REER— b [CE S NTCimAR AN
RADIUS ¥fclzO0—-AINT—IR—R%
FALY/c WEB SBEECAET UFED VLAN
([CEIDIRONT, FTlFRBLIcZ &%
RUET,

[802.1X](RADIUS)Authorized user

XXXXXXXXXKXXXXKK (XX XX XX XX XX XX) info

REER— b ([T S iR AN
RADIUS E¥fclzO0—-ANT—IR—R%
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on Port xx to VLAN xxxx

FALY/c IEEE802.1X SREEICRIN LAFED

[802.1X](RADIUS)Rejected user

VLAN [CEIDRONTC, KRBT
CE'ERUET,

XXXXXXXXXXXXXKXXX (XK XK XX XX XX XX) notice
on Port xx
[802.1X](Local)Authorized user
XXXXXXXXIXXXXKXX (XX XK XK XK XX XXK) info
on Port xx to VLAN xxxx
[802.1X](Local)Rejected user
XXXXXXXXXKXXXRXX (XX XX XK XK XX XX) notice
on Port xx
[MAC]Rejected XX XX XX XX XX: XX on otice
Port xx (auth table was full)

. NV REERRET — T ILICE TS NICR X M EA
LV!rEiLRgiieg béxwéi.éﬁjxx.xx.xx °" | notice  [ERICEL TL\BTcth, it RISROBIE

ESSNiclEZRUET,
[802.1X]Rejected XX:XX:XX:XX:XX:XX on .
notice

Port xx (auth table was full)
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4.7.7.c. 7'0—)\)VERALERE
(Global Authentication Configuration)

[Authentication Configuration] COVY RIG]ZBIRT D& B4-7-25-3 DL D7
[Global Authentication Configuration]DBEEICRD X T, < TIFHRERAEEEDENE
REZITVETS o

PN28160K Local Management System
Authentication Configuration —> Global Authentication Configuration Menu

Global MAC Auth Status : Disabled Global WEB Auth Status : Disabled

802. 1X Port-based Auth Ports : 1-24
802. 1X MAC-based Auth Ports

MAC Auth Ports

WEB Auth Ports

<COMMAND>
Set Global [MJAC Auth Status Set Global [W]EB Auth Status
Set 802. 1X [Plort-based Auth Ports Set 802. 1X M[A]C-based Auth Ports
Set MA[C] Auth Ports Set W[EIB Auth Ports

[QJuit to previous menu

Command>
Enter the character in square brackets to select option

4-7-25-3 70—/ \)UEREESE
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BEOFHA

Global MAC Auth HEFEAD MAC SREFEERREERTRLE T,
Status Enabled MAC RSB CTHhDZEERLUET,
Disabled MAC SREINEN THD xR LUEFT, (THHERERE)
Global WEB Auth MBS WEB SREERNMEIRREZERRLUE T,
Status Enabled WEB SREIHNEM THhDZEHRLET,
Disabled WEB SBEEN BN THD I EARUEYT, (THLERRE)

802.1X Port-based [EEE802.1X ih— b R—AFREENEI R — cERRUE T,
Auth Ports THHERE2TOR—MHAEN T,

802.1X MAC-based | IEEEB02.1XMAC N—RFRIEMBEH I R—hERRLE T,

Auth Ports

MAC Auth Ports MAC RIEDEDRBR—~ERRUET,

WEB Auth Ports WEB SBEENBRBR— h ZRRLFE T,

CCTERATEDIVY RIIROESD T,

M | #ESEED MAC FREPREDREZTTVE T,

IMIEANTDETOVT MA TEnable or Disable global MAC auth status (E/D)>] &%
DEINDT, BHICITDHREREL BHCITDIHBERIDIZANL TS,

W | #252=1R0D WEB SBEERREDFREZITLE T,

TWIEAANTDETOVT RA TEnable or Disable global WEB auth status (E/D)>1 &%
DEINDT, BHICTDHSREL BHCITDIHBERIDIZANL TS,

P | IEE

E802.1X iR— b N—XFBEER— h DFREZITLE TS

[PIEANTDETOVT RA TEnter port number>] EZEHDDFRINDT, BETDHR—LES
EAALTLIEE LY,

A | IEE

E802. 1XMAC R—RFRIER— b DREZTUVE T,

[AJEANTDETOVT A TEnter port number>] EEHDDXINDT, EBEITDHR—LE
SEANLTLIEELY,

C | MAC RBEER— bk DFREZETVE T,

[ClEANTDETOVT MA TEnter port number>] EEDDEIDT, BETDHR—LES
EAALTLIEE LY,

E WEB &0l /—ﬁ)_ I‘@Eﬁfﬁ%?ﬁb\ijo

[E]EAATDETOVT M TEnter port number>] EEZEHDDEXIDT, BEETDHR—LES
ZANDULTLES LY,

Q J:Tﬁo))(:l_[CEDgsjo
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4.7.7.d. O—ANWIA—TF—IR—IEE
(Local User Database Configuration)

[Authentication Configuration/ TOVY RFTUJZBIRT D&, K 4-7-25-4 DL D7
lLocal User Database Configuration] MBEIEICZDE T, I TIEIEEEB02.1X H&K
O'WEB SBSECERI DIV PHUY bDREZITVET,

PN28160K Local Management System
Authentication Configuration —> Local User Database Configuration Menu
User Name Password VLAN AuthType
<COMMAND>
[NIJext Page [Aldd User [Dlelete User
[PIrevious Page Add [Elncrypted User Modify [VILAN ID
Modify Auth [T]ype
[QJuit to previous menu
Command>
Enter the character in square brackets to select option
=

4-7-25-4 O—HI1—HTF—IX—XEHE
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BEOFHA

User Name 1-—H¥EZRRULET,
Password NAT—RZRRULET,
NZAT—RABSEEINTNDHSEF [encrypted] ERRSNET,
VLAN REAERICEIDHTD VLAN ID ZRIRUE T,
Auth Type PAOY S ZFERATOIRIAEARNERRLUE T,
WEB WEB SREEDH THEATD I EZRLE T,
802.1X 802 IX REECHMMERAT DI EERLE T,
Both 8021 X LU WEB REECTHERT D EARULET,

CCTEATEDIVY RIIROESD T,

N | RDOR—IZRRLET,

| INJEANT BERTHROR—ICHDBNDET,

P |BIDR—IZRRLET,

| TPIEAAT B ERTOFDR—IITHDENDET,

A | O=ANLI-—YDERZETVE T,

TAIEAATDETOVT A TEnter new user name >] EEDDFINDT, I—HEEZ¥A
T 32 XFLUATANLTLIES L. AN, [Enter new password >1 EEDDFTIDT,
INAT—RZE¥EBEH 32 XFLURTAALTLEE L, AN#E. TEnter VLAN ID >] &ZED
DEIDT, VEFRICEIDHTD VLAN ID & 1 15 4094 DEHTAHLTLIEEL,, ANE.

[Enter Auth Type for Local User (W/X/B)>] EEDDEXIDT, WEBSBIEETDHERT D
B&IZIWI. IEEE802.1X FREAE COAER T DIZEIEIX], @ TERTDIHSFIBIZANILT
<TEELN,

D | O—NIA—YDHIRZEITVE T,

DIEANTDETOVT MO TEnable or Disable global WEB auth status (E/D)>] &%
DEINDT. BHICTDHBSREL BHCITDIHBERIDIZANL TS,

E | NAT—=FABStEnNfcO-AILI - DEHZITVET,

[E]EAATDETOVT A TEnter new user name >1 EEBDDFEITNDT, I—VE%Z¥A
T 32 XFLUATANLTLIES L. AN, [Enter new password >] EEDDFTI DT,
INRAT—RZEHEEY 32 XFUATAALTLIES L. AN [Enter VLAN ID >] &ZED
DFEIDT, RAEICEIDHTD VLANID Z 1 HD 4094 DEHTANLTLIEE L. ANE.

[Enter Auth Type for Local User (W/X/B)>] EZEHDEI DT, WEBSRIFCOAERT D
®B&IZIWI. I[EEE802.1X FREE COMAER T DIZEIEIX], @ TERTDIHSFIBIZANILT
<TEELY,

V | O—AILI—HYD VLAN ID DEEZTVET,

TWI1EAHNTDET OV A TEnter new user name > EZBDODEITOT, I—HE%HF
BEH 32 XNFUARTADLTLEEL, ABN#E. [Enter VLAN ID >] EZEDDXIDT, &
BEEOVLAN ID & 1 hD 4094 DBHTAALTLTIEELY,

T | O—ANLI-—YOFEARDEEEZTVET,

[TIEAANTDETOVT A TEnter new user name >] EEDDXRINDT. I—HEE¥H
EH 32 XFLRTAALTLIEE WL, AHE. TEnter Auth Type for Local User (W/X/B)>]
EEDDFTINDT, WEB SBETHDAERTDIBSIEIWI. IEEE802.1X SBEECHMAERT D5
BRIX]. MATERTHBEEBIZAALTLIESLY,

Q| HDAZ21—[CERDZET,
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4.7.7.e. O—A)L MAC T—IX—XEHE
(Local MAC Database Configuration)

[Authentication Configuration/ COV Y FICIZ#EIRTDE, K 4-7-25-5 DL D7
Local MAC Database Configuration| DEEICRND X, < TlE MAC FREETHEA

95 MAC7 RLADEREZITVE T,

PN28160K Local Management System
Authentication Configuration —> Local MAC Database Configuration Menu

Auth MAC Address  VLAN

<COMMAND>

[NIJext Page [Aldd Auth MAC Address
[PIrevious Page [Dlelete Auth MAC Address
[Mlodify VLAN ID [IImport MAC Address from FDB

[QJuit to previous menu

Command>
Enter the character in square brackets to select option
Eal—)

4-7-25-5 O—h"IV MAC T—IN—XEE

BIE DA
Auth MAC Address | @at%Z5f0) 9 MAC 7 LU AZRRLE I,
VLAN BAR(CEIDZTD VLAN ID ZRRUET,
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CCTERTEDIOVY RRROEBD T,

[

N

RDR—IZRRLET,

| INJEANT B ERTIROR—IITHDENDET,

BIDR—IZERTLE T,

| TPIEAATBERTDFIDR—IITHDEDDET,

Pz gD MAC 7 RLADENZTVE T,

TAIEAATDETOVT A TEnter the MAC Address (XX:XX:XX:XX:XX:XX)>] EBEDDET
DT, MACPZRLRZAALTLIEE L. ABE. [Enter VLAN ID >] EEDHDDXIDT,
REERICEIDHTD VLAN ID Z 1 15 4094 DEHTANLTLIEZE L,

MAC 7 RL ZADHIBRZETVE T,

DIEANTDETOVT M TEnter the MAC Address (XX:xx:xx:xx:xx:xx)>] EZEHDDFET
DT, WED MAC P RLURZAALTLIEEL,

O—A)LI1—YD VLAN ID DEEZTVET,

IMIEANTDETOVT RA TEnter the MAC Address (XX:XX:XX:xX:xx:xx)>] EBDODEY
DT, [WED MAC P RURAZANLTLEEL, ANE. [Enter VLAN ID > EBDDET
DT, BEEDVLAN ID Z 1 15 4094 DEHETAALTLIEELY,

FDB n5M MAC 7 KL R A Vik— hEEICEBEHLF T,

HIDAZ1—-CEDZET,
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4.7.7.f. FDBHSD MAC7Z RLRA Vik—b
(Import MAC Address from FDB)

[Local MAC Database Configuration] COVY RIIZBIRTDE. K4-7-25-6 D
& S72Import MAC Address from FDBIDBEIEICADE T, T Tld FDB TEE=1
7= MAC 7 RLRICDWT, MAC SREEQO—AHIL MAC P RLUAE L T—IEEINTE

F9,
PN28160K Local Management System
Local MAC Database Configuration > Import MAC Address from FDB
Sort by : MAC Address
ID MAC Address VLAN Port ID MAC Address VLAN Port
<COMMAND>
[NIJext Page [Slelect IDs to Import to Database
[PIrevious Page Sort by [M]JAC Address
Sort by Por[t] Number Sort by [VILAN
[QJuit to previous menu
Command>
Enter the character in square brackets to select option
4-7-25-6  FDBHh'©oMD MAC 7 RL XA Vik— bk
BEBEOEA
Sort by RED MAC 7 RUADFKRTAEZRRUET,
MAC Address | MAC 7 RLUADREIETRRLTVWDZEZRULET,
Port xx BESNR—MIHBITFD MAC PRUADREIETERRLT
nWdZEERULET,
VLAN XXXX EBESNI VLAN [ZH1FD MAC P RV ADEIETHRRL T
nWdZEZRULET,
ID R=ITECRREINEE MAC P RLR(ICHTD ID #RRLUET,
MAC Address FDB TE&BUL- MAC P RLURAZERRULET,
VLAN FDB TE&EUL= MAC P RLAD VLAN ID ZXRRULE T,
Port FDB TE&UL MAC P RLADR—hBSERRLET,
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CCTERTEDIOVY RRROEBD T,

[

N

RDR—IZRRLET,

| INJEANT B ERTIROR—IITHDENDET,

BIDR—IZERTLE T,

| TPIEAATBERTDFIDR—IITHDEDDET,

BELR ID Z0—HIV MAC T—IR—ZINAT ViR—h UL&E T,

[SIEANTDETOVT R TEnterthe IDs>1 EBHDEITDT, 1 ViR— b ETDID
ZEANUTLIEE L ASE, [Enter VLAN ID > EBDD X I DT, SARICEIDZHTD VLAN
ID %Z& 1 15 4094 DBHTANULTLESLY,

MAC 7 RLADRIRICT =7 IV ERRLE T,

BESNLR—FESICHUTMAC P FUADFIBICT -7 IV ERRUET,

MIEANTDETOVT M [Select port number >1 EEHDFINDT, WROKR—HES
EANLTLIEEL,

O—AILI—HYD VLAN ID DEEZTVET,

VIEAANTDETOVT M [Select VLAN ID >1 EEDDEIDT, WED VLAN ID ZA
DUTLEELY,

HIDAZ1—-CERDZET,
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4.7.7.9. IEEE802.1X FREIHEREERE
(802.1X Access Control Configuration)

[Authentication Configuration Menulma X1 %&2ERd D EBI4-7-25-7TD L D7R
[802.1X Access Control Configuration MenulDEEICRD T, JOEE Tl
IEEE802. 1 XX DEREEHEBEIC DLV T DREET DI ENTEET,

SRS NFEAP-MDS/TLS/PEAPEHR— K LTLET,

PN28160K Local Management System
Authentication Configuration —> 802. 1X Access Control Configuration Menu

802.1X [G]lobal Configuration

[PlerUser/MAC Based Access Control Configuration
[Florce Authorized MAC Address Configuration
[Sltatistics

[E]AP-Request Configuration

[QJuit to previous menu

Command>
Enter the character in square brackets to select option

B14-7-25-7 |EEE802.1XEBELHAEERE
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BEOFHA

802.1X Global
Configuration

IEEE802. 1 XEREENT O—/NILEREZTTLE T,

PerUser/MAC Based
Access Control
Configuration

I[EEE802. 1 XERABEDREZITLEK T

Force Authorized MAC
Address Configuration

SEHIFREEMACY R ADEREZITVE T,

Statistics

I[EEE802. 1 X#tsHBRDERTZTLE T,

EAP-Request
Configuration

EAP-RequestDXEREEZTTLE T,

Quit to previous menu

RELHEEREICRD X T
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4.7.7.h. 802.1X o 0O—/VIUsRE
(802.1X Global Configuration Menu)

[802.1x Access Control Configuration/ TV Y FIGIZ&RIT D&, Bl4-7-25-8
DL S72[802.1X Global Configuration Menul DBEIEICZAD T, COEE TS
IEEE802.1XD 7 O—NIVEREETTLE T,

PN28160K Local Management System
802. 1X Access Control Gonfiguration —> 802.1X Global Configuration Menu

Primary Database : Local Auth Fail Action : Stop
Secondary Database : None

<COMMAND>
Set [P]rimary Database Set [S]econdary Database

[QJuit to previous menu

Command>
Enter the character in square brackets to select option

B14-7-25-8 802.1X7O—/\ILERE
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BEOFHA

Primary Database | #IQNORIEEVEHOEHRZERRLEX T,

RADIUS RADIUSH—/INERL X,

Local O—ANLI—PF—INR-RERLET, (DHHEEERE)
Secondary Primary Database COFRERBE DRIV EHEFaRRLUE T,
Database Local O—ANVI1—YF—IR—REZRLFT,

None REAHEL THOA T D EHERLUFT, (TBHEREE)

Auth Fail Action | Primary DatabaselC &L CERIAFMNKB LI BEOEMEERLF T,

Stop (&) | Secondary DatabaseDRitZETHE I RALEEFIELE T,
Primary Database#*RADIUS. M DRADIUSH—/N\NT 1 AP T M HFEEL
SHAICERD, Secondary DatabaseN®1TLF T,

CCHEATEDIVYRETRENEHSDTT,

P Prlmary Databasez&ELF T,

[P1ZANTDETOVT hHSelect the primary database (R/L)>I[CEHDFI DT, RADIUSH—
NZERTDHBERIIRL O—NINI—PTF—IN—REFERITDIHBESR>LIZAALTLLIESL,

S | Secondary DatabaseZs&ELF T,

[S1ZEANTDETOVT b HSelect the secondary database (L/N)>I[CEHDDERIDT, O—HILI
—HYTF—IR-REFERAITDIHEEIEL]. BAEHFITITDHERFINIZADL TS,

Q| LIDAZ2—[CEDZET,
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4.7.7.i. IEEE802.1X 7R— b RN— A SR HSRESRE
(IEEE802.1X Port Base Access Control
Configuration)

[802.1X Access Control Configuration Menu] TV Y FlplZzERT D L&,
4-7-25-9 DL S72[802.1x Port Base Access Control ConfigurationlDEIE(CFAD X
9, COEM@E Tl IEEE802. 1 X XDR— b R—ZFRAHEEEIC DV TDREETTOZEN
TEFXI, FALAIE EAP-MD5/TLS/PEAP ZHR— bk L TLET,

PN28160K Local Management System

Advanced Switch Configuration —> Port Based Access Gontrol Gonfiguration Menu

NAS ID: Nast Port No: 1 Port Gontrol : Force Authorized

Port Status : Authorized Authorized MAC Address: —i—i—i—I—I—

Operational Control Direction : Both

Administrative Control Direction: Both

Per Port Re-auth : Disabled Re-Auth Timer Mode : RADIUS

Current PVID 1

Transmit Period 1 30 seconds Max Request 12

Supplicant Timeout : 30 seconds Quiet Period 1 60 seconds

Serv Timeout 1 30 seconds Re-auth Period : 3600 seconds

Guest VLAN ID D—— Default VLAN ID Lo——
<GOMMAND>

[N]ext Page [Tlransmission Period R[e]l-auth Period

Pre[v]ious Page Q[uliet Period Re-[a]uth Status

[Plort No Ma[x]imum Request [K]ind of Re—auth Timer Mode

Port Auth [M]ode Server Time[o]ut Initiali[z]e

Port [Clontrol Supp[l]icant Timeout [R]e-auth Initialize

Port Ctrl [Dlirection De[flault VLAN ID Delete Aut[h] MAC

Num[bler of Supplicant [GJuest VLAN ID Force Auth MAC T[ilmeout

[QJuit to previous menu

Command>

Enter the character in square brackets to select option

4-7-25-9 |EEE802.1X ih— b N— REREFHERESRE
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BEOFHA

NAS ID

#3ak ID(NAS Identifier)a&=m=UE T,

Port No

R—hDBESZERRLUET,

Port Control

mb\nIEg—.Ra) B”U)E}Jf’ﬁ’é‘:%ﬂ‘ DF-S 3'0

Auto

EIB\EIE% b&ﬁ)‘bt l/\ 75’1’ 7\/ '\ tuu,\nIE-U- /\Fﬁ@mu\qu O
TAOUL—ZITVET,

Force REEEEENE L, ISM PV D ODFEEREITNTHE
Unauthorized ?Ebiﬁ“o
Force REHEEEEY S L, REAFIRLTR— b EBETEELE
Authorized 9, (TIBHERERE)

Port Status FEAEDREEZRTLUET,
Unauthorized | ZREEARHFIDIRETY,
Authorized AN HF T DIREET T,

Authorized MAC
Address

EREEICRITHL TL\BiRR, FTcld Guest Access ZFRAL TL\DIHARD

MAC 7 RLRZERRLE T, @HEASNTULRVESE,

LET,

Operational Control
Direction

AL E KRB OB PR ZERRLE T,
(F82?D Administrative Control Direction [CL 2R EZRMLUE T, )

Both TSN TLRVRETE, WEDR—EHDD/IVT Yy hDE
SEETVEEA
In TSN TLRUVREETE, WEODR—EHHD/INT Y DF
ExTVERA,
Administrative A EKRBFOEEAEZRTLUE T,
Control Direction Both FEAEENTULRUVREETIE, WEOR—EHH0/INT Y SDE
SZEETVEEA.
In TSN TLRVRRETE, WEBOR—EHED/INT Y D2
ExTVERA,
Per Port Re-auth EHNBERIENER - BHERRLUET,
Enabled EHNBERIEETVET,
Disabled EHNBERIEZTVEEA. (THHERSRE)
Re-Auth Timer RADIUS B—/V& D Session-Timeout Attribute ABHISNZHBEC. CDE
Mode EBRAITDINE SN ERRLUE T,
RADIUS Session-Timeout DEZBEL TERL X T,

(TIHBHERERE)

Local

CDEED Re-auth Period DEZEICERLUET,

Current PVID

REBEASNTLD PVID ZRRULE T,

Transmit Period

i ke V7 a\"))]

RELEDBEAEEKRX TOER T,

THEHERE 30 WICRESNTVET,

Max Request

RIALNRABEES

ATOHTY, THEEKE 2 BCERESNTLETD,

Supplicant Timeout

ISAFPYEDIA L7 NEEERULET,
THHERE 30 MCERESNTLEXT,

Quiet Period

SN KBUTRR, ROBIEKRZIT DX CTHORRB T,
THHERE 60 MCERESNTLEXT,

Serv Timeout

ALY — /1D LPD MEREZERULE T,
THEHERE 30 WICRESNTVET,
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Re-auth Period

BERELMEITRIR Cd, THLaKE 3600 MICERESNTUVET,

Guest VLAN ID

REDALFF(OBASMND VLAN ID ZRRLE T, BEHDHESE—ERRULE T,

Default VLAN ID

Dynamic VLAN WEM TRIECAEINT DB, Y —/\h5 VLAN BERHIES

NN >73HE(CH Default VLAN ID BNBRSNE T, BHDHSF—ERRL
ESXe I8

CC CERATEDOVY RIFTENED T,

M—hBESZERELE T,

P12 ANT DOV T A Enter port number>][CEDDEI DT, H/EEZTOHR—FES
ZANLTLIEEL,

I[EEEB02.1X MR/ RN ERELF T,

MlZANTDETOVT bHSelect the Port based or MAC based auth mode (P/M)>JIC
EHDFERINDT, R—bR=RRBIADHBERP]. MAC R—IAFZBIEDHBEIEIMIZANDLTLTE
SIAN

|EEE802 1 X ullZ.\nIEo)EjJ{,E% Ebijc

[ClEANTDET'OV T bhSelect authenticator port control ?(A/U/F)>1ICEHDDETD
T. Auto MBEIEZTAL. Force Unauthorized MFBE(EITUL, Force Authorized DBEIEIFI%
ABDLTLIEZLY,

REVEEBFICIRE T2/ \T v b DORZRELBAZRELE T,

DI1ZANTDETOVT MM Select Administrative Control Direction, Both or In? (B/1)>]
[CEDDTINDT, XREZHETDHEIIIBL. REZHHITDIHBSIINIZANL TS,

MAC R—ZFBEECTOHEH T,

u.quE@ﬁﬁﬂ_g—Ri _CODFT}H&SQEE L/ ijo

[TlHAANTDETOAVT MHTEnter Transmission Period>1ICEHDEFIT DT, 1 hH
65535(H)DEHZANLTLIEEL,

BN KU T BROFHBEZRELEX T,

[UIZANTDETOVT A TEnter quiet period>I[CEDDFEITNDT, 1 H5 65535(F)DE
HEADLTLIEELY,

BAEDRABXEHTORERELET,

MlZANT2DET7OYT MHTEnter maximum request count>]ICEDDE IO T, HAfTO
7z 1 Hho 10(O)DEHKZEAALTLIESL,

BT —/I\DIA L7 MEFEZERELE T,

[OlZANTDETOVT MATEnter server timeout>]ICEDDEITDT, 1 H'D 65535(F)D
BEEANDLTLIEELY,

ISATPV DI L7 NBEEZRELET,

[L1ZANTDE7OVT7 hHEnter supplicant timeout value>|ICEHDDEITDT, 1 HH
65535(R)DEHEANDL TS,

T7%JUk VLAN @ VLAN ID ZRELF T,

[FIZANTDETOY T MHEnter default VLAN ID >J[CEDDFI DT, BEHEDT T+
b VLAN ID ZAN UL TLESL), HEEZEICT DB 0 ZANL TS,

XKk VLAN @ VLAN ID ZRELF T,

[GlZANTDETOVT MATEnter guest VLAN ID >J[ICEDDEXITDT, BEHEDT X+
VLAN ID ZABDULTLIEEL), HEEZENICTDHEF. 0 ZANUL TS,

BRSO TERZERELX I,
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[ElZANTDETOVT MHTEnter re-authentication period>l[CEDDFEITDT, 1 1D
65535(R)DEHEANDIL TS,

sl DB - B ZRELX T,

[AlZANTDETOV T MHTEnable or Disable re-authentication ?(E/D) >J[CZEHDFETD
T. BYWICITDHEEFE]. BEHCTDHEERDIZANLTIESL,

AT TN —ZRELE T,

[KIZAANTDETOVT A Select re-authentication timer, RADIUS or Local? (R/L)>JIC
ZEHDFITNDT, RADIUS WBEXT DBRAREEERAITDHSIEIRI. TDEED Re-auth
Period ZERATDHEIRNLIZANLTLEZL,

RACAREZE L E T,

(212 ANTDETOVT M TWould you initialize authenticator?(Y/N) >1[CEHDDFITD
T, LT 2HBERIY]. URBWBERINIZADL TS,

sl DIREZ L L X T,

[RIZAATDETO VT ~HInitialize re-authentication?(Y/N) > [CEHD XTI DT, FIHAE
IDHEIFNY]. URBRWEEIEINIZADL TS0,

MAC R—ZFBEETDHEH T,

MAC R—ZFBEETDHEH T,

IRIDAZ31—ICRDZFT,
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4.7.7.j. IEEE802.1X MAC NX— R FBEIHAEERE
(MAC Based Access Control Configuration)

Port Auth Mode Z MAC N—XEREEICERELTHmEIE 1802.1X Access Control
Configuration MenulTOVY Y RlplZ&@BiRT D EE 4-7-25-10 DL S72MAC Based
Access Control ConfigurationlDBEEICRDFT, COEETIE IEEE802.1X MHED
MAC R— R ERIHEBEIC DLV COREZT DI ENTEFT,

PN28160K Local Management System
Advanced Switch Configuration —> MAC Based Access Control Configuration Menu
NAS ID: Nasl Port No: 1 Number of Supplicant: 512
Operational Control Direction: Both Administrative Control Direction: Both
Transmit Period: 30 sec Max Request : 2 Supplicant Timeout : 30 sec
Quiet Period : 60 sec Serv Timeout: 30 sec Re-auth Period : 3600 sec
Force Auth MAC Timeout: 3600 sec Re-auth: Disabled Re-auth Timer Mode: RADIUS
Supplicant MAC Addr Type MAC Control Auth Status Re-auth

<COMMAND>
[NIJext Page [Tlransmission Period R[e]l-auth Period
Pre[v]ious Page Q[uliet Period Re-[aluth Status
[PTort No Ma[x] imum Request [K]lind of Re-auth Timer Mode
Port Auth [M]ode Server Time[o]ut Initiali[z]e
Port [Clontrol Supp[l]icant Timeout [Rle—auth Initialize
Port Ctrl [D]irection De[flault VLAN ID Delete Aut[h] MAC
Num[b]er of Supplicant  [G]Juest VLAN ID Force Auth MAC T[ilmeout
[QJuit to previous menu
Command>
Enter the character in square brackets to select option

4-7-25-10 IEEE802.1X MAC N— R FRE#AERRE
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BEOFHA

NAS ID #3ak ID(NAS Identifier)a&=m=UE T,

Port No R—bDBESEXRRUET,

Number of RAZHFATTDHTUAY bDE#ERRLUET,
Supplicant

Operational Control
Direction

REBEEBSF D/ N T

b HEREZ R U E T,

(FEED Administrative Control Direction [CX D8 EZRIRLF T, )

Both TSN TLRUVRETE, WEBOR—FHED/INT Y FDE
SEETVEEA,
In TSN TLRLVREETI(E. WEROR—EHHD/INT Y hDF
EEITVEE A,
Administrative KREBEERED/ VT MR EERRUE T,
Control Direction Both TEESNTULVRVVREE TR, WEDR— D HD/ Ty DX
SZEETVEFE A
In TSN TLRLVREET(E. WEODR—EHHD/INT Y hDF
EEITVEE A,

Transmit Period

YTUAY PADOFEBERE TOERERRLE T,
THfabsd 30 WICRESNTULEXT,

Max Request

WL DERABREREE

TOWTY, TS 2 @ICRESNTLET,

Supplicant Timeout

ISAFPYEDIA L7 NBEZRULE T,
THHEERE 30 MCERESNTULEXT,

Quiet Period

L\uIEb\giﬂiL/TL NN /Ro)ulh\uIEg_R&?j_—5i_co)ﬂ%Fﬁ_Cg—o
TiHfEsd 60 WICRESNTULEXT,

Serv Timeout

LT —/1NDI A LPD FEREZERULE T,
THHERE 30 WICRESNTVET,

Re-auth Period

BFRORTER TY, THHERIE 3600 MICERESNTVET,

Force Auth MAC
Timeout

gﬁﬁiu ;rL\uIE MAC 7

I\ I./Z(Cijjéﬁuth\uﬁ?ﬁ BH‘—]&?ET L/asg—o

THBERE 3600 MCERESNTLEXT,

Re-auth Timer
Mode

BRELOETREROBREZRRLE T,
THHERE RADIUS [CERESNTUVET,

RADIUS

RADIUS ¥—/\H&@X 3 2 EZEBEL TERLE T,

Local

Re-auth Period DEZFERLE T,

Re-auth Timer
Mode

BREOFHTERDBREZERRLUET,
THHERE RADIUS [CERESNTUVET,

RADIUS

RADIUS ¥—/\Hh&@A 9 2 EZEEL TERLE T,

Local

Re-auth Period DEEFERLE T,

Supplicant MAC
Addr

YTUBY D MACP RLRAZRRUET,

Type WALARNERRLUE T,
Dynamic EW(C RADIUS H—NN&E DI Nfc & ZRULET,
Static BICERINIBRICEIDTBEEINEEZRLUET,
MAC Control REAENEHEERRLUET,
Auto RADIUS B—NICLDREEEXRLF T,
Force AR EZERLUE T,
Authorized
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Force HHEIRBEEREER LUK I,
Unauthorized

Auth Status FEPRRBERLE T,

Authorized RERETHDCEHRUETD,

Unauthorized | RFBIRETHDZEEZRKULET,

Re-auth YU AY M EOBRIIREERRUE T,
Enabled BREEETVET,
Disabled BRI ETTLWEE A

CC CERATEDOVY RIETENED T,

P | R—

hﬁ"?% ibasjo

[P1ZANTDETOVT MHTEnter port number>][CEDDFERITNDT, R/EETOHR—MES
EANLTLIEEL,

M | [EEE802.1X DFBEEHL N ZREL X T,

MIZANTDETO VT hhSelect the Port based or MAC based auth mode (P/M)>1IC
EHDFERINDT, R—bR=RRBIADHBERP]. MAC R—IFZBIEDHBEIEIMIZANDLTLTE
AR

w

@

- |\/\¢ XEIL\DIE_CO)J}EXJJ_Cjo

D|X

RELBSICRE T D/\Ty b DEZREAROERELE T,

DI1ZANTDETO VT~ Select Administrative Control Direction, Both or In? (B/1)>]
[CEDODDXITNDT, RREZHHIDHEEIEIBl. REZHHTIBESEMNIZANDL TS,

B I:Ill.,\

R ZFO T DTNy b OEHERELET,

[BlZANTDETOVT MATEnter the number of supplicant >JICZEHDDFXRIDT, 1 HD
512 DEBHEADL TS LY,

T |8

AENBREEREX TOBREZRELE T,

[TlHEAANTDETOAVT ~MHTEnter Transmission Period>1ICEHDEFIT DT, 1 hH
65535(M)DEHKZAAL TS,

U |s

IR LT R ORISR ZRELE T,

[UIZANTDET OV A TEnter quiet period>I[CEDDFITDT, 1 HS 65535(H)DE
K ANDLTLIESL,

X | &

AENBRABREHTORZERELE T,

MlZEANTDET OV MATEnter maximum request count>]ICEDD X IO T, HBATO
¥z 1 Hho 10(@)OBHEAALTLIESL,

O|:R

SEE—I\DI1 L7 EEERELET,

[OlZANTDETOVT M TEnter server timeout>]ICEDDEITDT, 1 HD 65535(F)D
BEEANLTLIEEL,

LD

SATPYEDIALPD NEEERELET,

[L1ZANTDETOVT MHTEnter supplicant timeout value>|ICEHDDFITNDT, 1 H'H
65535(R)DEHEANDL TS,

HR—

I\ /\\\_ZEIL\nIE_Ca)aj‘ﬁXjtho

Q™

HR—

I\ /\\\_ZEIL\nIE_Ca)aj‘ﬁXjtho

m

B

RELEDFITERZRELE T,

[El&ZANTDET OV MATEnter re-authentication period>|ICEHDEIDT, 1 H'H
65535(R)DEHEANDL TS,

AlB

WLEDER - BHZERELE T,
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[AlZANTDETOVT MHTSelect Per port or MAC address (P/M) >1ICEHDDFE I DT,
R— MBI TREETDHEIEP). MAC 7 RUABAITREETDHEFIMIZANLTLE
&0,

[P1ZANUTZES,. 7’07 hHlEnable or Disable re-authentication ?(E/D) >1(CEDHD F
ITODT, BHCTDHBEREL. BHCTDIHEEIFIDIZANLTLIEEL,

IMIZEAAD LSS, 7’07 hHTEnter supplicant MAC address >J[CEDD X I DT, F=/E
WEETD MAC PRUZRZANLTLEE L., Z0%., 7OV 7 ~hHTEnable or Disable
re-authentication ?(E/D) >J[CEHODXIT DT, BMICTDIHSIRIEL. EMCITDHSIFID]%Z
AALTLIEE LY,

B

RALERNDSRIAZRELE T,

[KIZAANTDETOVT A Select re-authentication timer, RADIUS or Local? (R/L)>JIC
ZHDFERIDT, RADIUS MBI 2BREANEZERATDHESIFIRI. COEED Re-auth
Period Z AT DHSRILIEZANLTLEZL,

=

SPRREZIHIE L& T

[Z1ZANTDETODVT MHTWould you initialize authenticator?(Y/N) >JICEHDFTD
T, LT DHBEIRIYI. URWBEIRINIZADL TS0,

B

SEEDIREZHLLE T,

RIZANTDET OV hHInitialize re-authentication?(Y/N) >I[CEHDF I DT, #HAL
I2BEENY]. URWSEEIFINIZADLTLIEELY,

=5
[=1] A}

SEE MAC 7 RLUAZHIBRL. BEPREZMEERL X T

[HIZANTDETOVT MATEnter supplicant MAC address >I[CEDDXITNDT. BRI HF
BRI DUERD MAC P RLUAZEANLTLIEELY,

58

HllFREE MAC 7 R L ADBERAIERZHREL X T,

M1ZANTDETOVT MHTEnter Force auth MAC period >I[CBHDDFEINDT, 1 Hd
65535(W)DBEZEAAL TLIEE L, BERIIZTNRVEEF 0 Z AL TLIESLY,

£

THODX:J_[:Eoijo
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4.7.7 k. Force Authorized MAC Address ME&5E
(Force Authorized MAC Configuration Menu)

1802.1x Access Control Configuration] COV Y RIF]ZERITDE. K 4-7-25-11D
& S72[Force Authorized MAC Configuration Menul DBEIEICRZDE Y, COEET
(& IEEE802.1X FREEZ{T10 9 ([CERELZ&ra)/A5Tal 3 DHEED MAC P RLAZHRET D
ZENTEFT,

PN28160K Local Management System
802. 1x Access Control Configuration —> Force Authorized MAC Configuration Menu

MAC Address Mask Auth Status Port List

<COMMAND>
[NIJext Page Add/Del MAC [Alddr Sea[r]ch MAC Address
Pre[v]ious Page Set [M]ask Bit

[QJuit to previous menu

Command>

Enter the character in square brackets to select option

4-7-25-11 Force Authorized MAC Address 23

n]l]

R
MAC Address AR R ETD MAC P RLURERRLED,
Mask BERINEMACPRUVADYRIERARUET,
Auth Status RHFREDEEAERTRLUE T,
Authorized BRI ERLUE T,
Unauthorized | s&#IREBEEZRLE T,
Port List WRETDR—MUZARERTUET,
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CCCTHERATEDIVY RIFTFEEDEO T,

[
N | ROR—IZRRLUET,
| INJEANTBERDR—IERRLET,
P |BIDR—IERRLET,
| IPIEANT B ERINR—IERRLET,

A | RBABFCIRET D/ Ty MDOREZEFBERELE T,
[AlZANTDETOVT MATAI or Delete MAC address (A/D)>I[CEDDFI DT, EN
ZIDBERIAL HIFRETDIBERIDIZANL TSV, 0%, OV 7 MHTEnter MAC
Address(xx:xx:xx:xx:xx:xxX)>[ICEDD X FTD T HWREETD MACP RURAZANLTLIEELY,
EBNNHBEE. TEnter mask length>I[CEHDDEITNDT, 1 H5 48 DEHZAANLTLLIESLY,
ZMD#. [Select auth status (A/U) >JICEDD X I DT, RHEFBIECIEET DHSIFIAL. &l
REBEECIBE I DHBEIFNUIZAALTLES L. ZDE. [Enter port number>J[CEHDDFT
DT, WRETDHR—IESEZANLTLESLY,

M| MACPZRLADNYNRAIRZRELET,
MIZAANTDETOVT MATENter MAC Address(xx:xx:xx:xx:xx:xx)>[CEDD X F DT,
HMEMNRETD MAC P RLRZEANLTLIEE L, ZD%, 'OV b A TEnter mask length>]
[CEDDERITDT. 1HhD 48 DEEZEANLTLIEEL,

R | MAC 7 RLRICLDMDIAHRTZITVE T,
RIZANTDETOVT MATEnter MAC Address(xx:xx:xx: xx:xx:xx)>[CEDDERTDT, Xt
£ETDMACPRURZADLTLEELY,

Q| HIDAZ1—[CRDET,
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4.7.7.l. IEEE802.1X #EHBERDIRT

[802.1x Access Control Configuration] COV Y Rls]ZZERT D EBI4-7-25-120
& D7l Statistics MenulDEEICED X, COEETIFIEEES02. 1XTHERTD
EAPOL/XT v b DEZERRZEB TEET,

PN28160K Local Management System

802. 1x Access Gontrol Gonfiguration —> Statistics Menu

Port: 1 Refresh: 300 Sec. Elapsed Time Since System Up: 000:00:00:00
<Counter Name> <Total>

TxReqld 0
TxReq 0
TxTotal 0
RxStart 0
RxLogoff 0
RxRespld 0
RxResp 0
RxInvalid 0
RxLenError 0
RxTotal 0
RxVersion 0
LastRxSrcMac 00:00:00:00:00:00
<COMMAND>
[NJext [Plrevious [Slelect Port Re[flresh Mode Since [Rleset [Qluit

Command>
Enter the character in square brackets to select option

B14-7-25-12 |EEE802. 1 X#ftsH BN IR

BEEDELH
Port h—hrESERULET,
Refresh ENlEREERLE T,
Elapsed Time REOHDVIDEHNBEBEINTLDHEERRUE T, eFEcdBEL T

Since System Up | "o DREERKLE T,

Counter Name BHO VI DERIERRLUE T,

Total A VI CRBSNTEZRTUE T,
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CCTERATEDOVY RETERDESD T,
S | BERRI DR—bEY)IDBRET

[SIEANTDETOVT RSB TSelect Port number>]1EZHD X T O TRRUTEVLR— RS
EHAAHDLTLESLY,

N | ROIRN—FDEZRRLUET,

| INJEANT BERDIE— R DADVIERRLET,

P | BIDR— b DEZRRLET,

| TPIEAAT B ERIDK— DAYV IERRLET,

R|ADVIDEZUEY FUTHODEODRRICIDEZFT T,

RIEANTDE, FICHYVYIDEZresetL THODEDRRICTIDENDE T, BEG
ORI NElapsed Time Since System Reset][CEDDE T

Fl|OOYIDEHRE-RZRELET,

[FIEAATDE. FIRTTICI for start to refresh, 2 for set refresh rate] ERIRSNFEIT D
T, BFZLEHTEWVBEIEN]ZANTDE BEFERATSTOPIERRSN, "NEEHLE
Bh. BEFREREEZEELUVEEIRI2]ZANT D Enput refresh time>1 7’0V 7 b AKRR
SINEITDT. 575600(H)DEEEANLTLIEEL,

Q| HIDXZ1—[CEDZFT,
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FIcCDEE TIFEIDEENEE K IFBIROFF, EBHODREE (K4-7-25-12) &
AOVIUEY bHDDREE (K4-7-25-13) D2EBHEEZRRIDIENTEXT,

PN28160K Local Management System

802. 1x Access Control Configuration —> Statistics Menu

Port: 1 Refresh: 300 Sec. Elapsed Time Since System Reset: 000:00:00:00
<Counter Name> <Total>

TxReqld 0
TxReq 0
TxTotal 0
RxStart 0
RxLogoff 0
RxRespld 0
RxResp 0
RxInvalid 0
RxLenError 0
RxTotal 0
RxVersion 0
LastRxSrcMac 00:00:00:00:00:00
<COMMAND>
[Nlext [Plrevious [Slelect Port Re[flresh Mode Since [Rleset [QJuit

Command>
Enter the character in square brackets to select option

B14-7-25-13 hovF Uty FHODRBERT

BEEDELA
Port h—rESERULET,
Refresh BRTERZRLULET,
Elapsed Time hovIdE ULy bLTHODOREZERLE T,
Since Reset
Counter Name BHOVIDERIZRRUE T,
Total NIV CRBEEINTBERRLUET,
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CCTERATEDOVY RETERDESD T,
S | BERRI DR—bEY)IDBRET

[SIEANTDETOVT RSB TSelect Port number>]1EZHD X T O TRRUTEVLR— RS
EHAAHDLTLESLY,

N | ROIRN—FDEZRRLUET,

| INJEANT BERDIE— R DADVIERRLET,

P | BIDR— b DEZRRLET,

| TPIEAAT B ERIDK— DAYV IERRLET,

U | EEBIRASDND VIRKRICYIDEZFT T,

| TUIEANT B EVRT LEBRH DDAV IRRICTOENDET,

R | ADYIUtY hHDDORRICYDEZXT,

| TRIEANTBEADYIURY MENBDAD Y IRRICHDEDDET

F | ADVIDERE-RFZRELET,

[FIEAANTDETOVT AT for start to refresh,2 for set refresh rate] ERIRSNE T
DT, BaEHZILHDBFERM1%Z, BFEREZELLVEEI21ZANLTLLIEEL,
212 AN ULISHBERT OV T b ATInput refresh time>] ERRENFIT DT, 50D
600(M)DEHZANL TS,

Q| HIDXZ1—([CEDZFT,

NOVIDABRITEDEHSDTY,

TxReqld CDEENSDEESNTZEAP Request Identity 7 L —ADEHERRLE T,

TxReq CDEENSDEESNTICEAP Request 7 L— LD ERRLUFE T,

TxTotal CDEEBNODEESNETDI A TDEAPT L —LADRKERTLUE T,

RxStart BTUAY S HHZEUTEAPOL Start 7L — LD ERRLE T,

RxLogoff BITUHRY b hBRIEUTCEAPOL Logoff 7L — LD ERRLE T,

RxRespld BTUNY S HEZEUTCEAP Response Identity 7 L — LABERRUE T,

RxResp BTUAY S HHZEUTEAP Response 7 L —L¥ERRLE T,

RxInvalid BTUAY HBZEUEAPOLTLV—LDDE, T—L IATERBHTER
WIL—LDBERRLUET,

RxLenError BITUAY SHBREUEAPOLTL—LDSE, N7y hEREODRSZRT Y
1 —ILRDEHRT L —LDOEERRLUET,

RxTotal BITUAY EQBOREUCEAPTL—LDDE, BRI LU—LDKEERRL
Sy

RxVersion BTUAY D BREUEAPTLU—LD D5, IEEER02.1X/I\—=Y 3> 1 DER
TRELEIV—LDEERRLUET,

LastRxSrcMac CDEENREICZFEUEAPOLT L—ADEETOMACY RURAZERRLE

ED
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4.7.7.m. EAP-Request NDEERE
(EAP-Request Configuration Menu)

[802.1x Access Control Configuration] TV Y FIE]JZFEIRT D & BI4-7-25-14D
& D72TEAP-Request Configuration] DBEIEICAD XY, COEME CIFIEEE802.1X
MACN—ZEFBEEE— R TR T DEAP RequestiZEIC DLW TERET DI ENTEXT,

PN28160K Local Management System
802. 1x Access Control Configuration —> EAP-Request CGonfiguration

[EJAP-Request Port Configuration
[Ulnauthorized MAC Address Table
[QJuit to previous menu

Notes: EAP-Request Function is supported for MAC Based Access Control only

Command>
Enter the character in square brackets to select option

BJ4-7-25-14 EAP-Request Configuration
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4.7.7.m.1. EAP-Request ME(ERTE
(EAP-Request Port Configuration Menu)
[EAP-Request Configuration] COV Y RIE]&FEIRYT D EB4-7-25-15D K D7
[EAP-Request Port Configuration | DEIEICFAD F 9. COEE CIEIEEEZ02.1X MAC
N—AFEEE— R THEFT DEAP RequestZEBIC DLW TCERET DI ENTEX T,

PN28160K Local Management System
802. 1x Access Control Configuration —> EAP-Request Port Configuration

EAP-Request Interval: 5 Sec

Port EAP-Request

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

O N O Ol A~ WN —

<COMMAND>
[N]ext Page [E]AP-Request Interval
[Plrevious Page [Slet EAP-Request Mode
[QJuit to previous menu

Command>
Enter the character in square brackets to select option

B14-7-25-15 EAP RequestDXEHRE

EEDEA
EAP-Request KRBTV AV b EAP Request ZXE T DER(W)EFRRLE T,
Interval (DSZEEREERE : 5#)
Port R—hESERLFT,
EAP-Request EAP Request DEBEREZRRLE T,
Enabled KREBEE MAC 7 RURT—TIVICEFRENT MAC P RU
AT} L. EAP-Request Interval &I EAP Request ZiX
ELET,
Disabled EAP Request ZEXELEF B A, (THHERFRE)
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CCTHERATED IV Y RETRENESD T,
N [ ROIN— b DEERRLUE T,

| INJEANT BERDR—IBRRLET,
P | BIOIR— b DEZRRLET,

| TPIEANT B ERINR—IERRLET,

E | EAP RequestDXBEIRZEEL X T,

[El&EANTDET OV MATENter new interval>] EEHDD XTI DT, 1HD3600(F)DEE
KEANDLTLIESL,
S | EAP Request ModeDIREEZZEEL X I,

[SIEANTDETOVT A TEnter port number>] EEDDEITNDT, HENRETD
R—rBESZANLTLIEE L, AA#E,. [Enable or Disable EAP-Request ?(E/D)>] &
BODERINDT, BHICTDICTIFTE], EHCTITDICFIDIZANILTLESLY,

Q| HIOAZ1—ICRDZET,
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4.7.7.m.2. RBEEFMAC 7 FLRTF—TIL
(Unauthorized MAC Address Table)
[EAP-Request Configuration] CTOVY RITUIZZIRT D EM4-7-25-16D & D72
fUnauthorized MAC Address Table|DBIEICTAD XY, COEIE CIFEAP Request
DEENEERD, KBAEMACP RULAND—EZXRRUET,

PN28160K Local Management System
802. 1x Access Control Configuration —> Unauthorized MAC Address Table
Age-Out Time: 300 Sec. Display by:MAC Selected Port:
MAC Address Port

<COMMAND>
[N]lext Page Display MAC Address by [M]AC
Pre[v]ious Page Display MAC Address by [P]ort
Set Age-Out [T]ime Add/Del Unauth MAC [Alddress
[QJuit to previous menu
Command>
Enter the character in square brackets to select option

B14-7-25-16 REBIEMACTY FLAT—T )L

EEDEA
Age-Out Time BRINTEMAC PRUVANDI—IPINIA LERRUET,
Display by REDKRRI MAC P RUADKRRAFEERRUET,

MAC MAC 7 RLRIBICZERLE T,

Port ERDIN— FESTORDIAHRRERLE T,

Selected Port

Display by Port RORTRKR— b BESEZRRULET,

MAC Address

REBEE MAC 7 RLRZERRLE T,

Port

KRB MAC 7 RLADBTUAY M HERSNTLDR— hESZERRUE
ED
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TERTEOVYFETEDODEHD T,

Z
N

ROKR—EDEZRRLUET,

| INJEANT BERDR—IBRRLET,

Vv

RIDIR— b~ DEZRRLE T,

| VIEANT D ERDR—IERRLET,

I—IPIRIMLERELET,

MIEANTDETOVT MATEnter new age-out time>] EEDDFI DT, 0HND
65535(W)DEHKEANL TS,

MAC? FL RIBRRICEELE Y,

M—hBESTORDAHRRICEELE T,

[PIEAANTDETOVT MAEnter port number>] EBHDDFEI DT, WEEFTDR—b
BSHEANLTLIEEL,

T—TILNDODMACT KL ZADENF T [FHIFRZEITVNET,

[AIEANTDETOVT MATA or Delete MAC address (A/D)>]EZEHDDFR I DT,
MAC? RURAZEN T DIHSEIFTAIZANLTLIEE WL, Z0OHTOV T MHEnter MAC
Address(XX:xxX:XxX:xxX:xx:xx)>] EZHDXITDT, ENITDIMACP FURAZADLTLES
W ZD®TOVT S ATEnter port number>] EEHDDE T DT, WHEETDIEEERD2.1X
MACR—ZEREER— b DBESZEANILTLIES L,

MACT? R RAZEN T DHEFIDIZAN L. BIBRTDMACTY RLAZANDLTLIESLY,

J:TI_L@)(::L—(CED 353_0
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4.7.7.n. MAC BBEEERRE
(MAC Authentication Configuration Menu)

Authentication Configuration/ TV Y FIMIZ#ERI D&, B4-7-25-17 DELD
2ITMAC Authentication Configuration Menul DBEEICEDEF T, I Tl MACER
AEDEEZITVE T,

PN28160K Local Management System
Authentication Configuration —> MAC Authentication Configuration Menu

Primary Database : Local Auth Fail Action . Stop
Secondary Database : None Auth Fail Block Time : 60 seconds

MAC Address Format for RADIUS Username
Case : Upper
Delimiter . Hyphen
Delimited Characters : 2

RADIUS Password Type : MAC Address
Manual Password :

<COMMAND>
Set [P]rimary Database Set [S]lecondary Database
Set Auth [Flail Action Set Auth Fail [B]lock Time
Set MAC Address [Clase Set [Dlelimiter

Set [N]Jumber of Delimited Characters Set RADIUS Password [T]ype
Set Manual Pass[w]ord

[QJuit to previous menu

Command>

Enter the character in square brackets to select option

4-7-25-17 MAC SBEE=RE
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BEOFHA

Primary Database

HOOBIEBNEHOEHXZERRLUE T,

RADIUS RADIUS B—"\Z&RULFE T,

Local O—ANWI—¥TF—IN—RZRLET, (THHEREE)

Secondary
Database

Primary Database CTOFRIEARMEDFRIE L EHOERXZERRLUE T,

RADIUS RADIUS B—N\Z&RLE T,
Local O—-ANNI-YF—IN-RZERLFT,
None RALNEEL THO I D EZ2RUET, (THHEREERE)

Auth Fail Action

Primary Database [CBWWCRINKB U BOEEERLF T,

Stop Secondary Database DRI RTE I RNEZEFIELE
9. (THHERERE)

Primary Database 7' RADIUS. D RADIUS H—/\F1 L
PO RHBEEUIHEICED, Secondary Database N&17
LET,

Secondary DB | Secondary Database D&REZETLE T,

Auth Fail Block Time

R AR CBERTMEEZ N T2E COBR(W)ERRLET,
(TIBHAEEEE : 60)

MAC Address MAC FBEE(CHULT RADIUS Y—N\%#fFR I BHEC. RADIUS —/INI1—H
Format for RADIUS | & U TEETD MAC P RLADERZRLUZET,
Username
Case MAC 7 RLURADARNF/ I FERRULET,
Upper AXFCTREETDIEHRLUET, (TBHERRE)
Lower INNFTRETDZIEERLET,
Delimiter MAC 7 FUADRYIDXFDEEZRTUE T,
Hyphen N TV )EFERTDIIEZRULET, (THHERFRE)
Colon J0OV()ZEFERTIIEZRULET,
Dot Ry b()EERATDIIEERLET,
None XUDNFEFERLRBRVN EERLE T,
Delimited MAC 7 RU AR DX FHERRLUET,
Characters 2 2XFBICRYDIEERUEXT, (THBHEREE)
4 ANFBICXYDEE2RUET,
6 6 XFEBICRYDIEHRULET,

RADIUS Password
Type

MAC 883EIC RADIUS ¥ —/"\Z AT DHBEC. RADIUS —/INNRT—Re&
LU TREREITDFINEREEZRLE T,

MAC Address | 1—H'&&R—0 MAC P RUAERANFSZFERHITDE
Z#RUEXT, (TBHERERE)
Manual FENEENFI &FEHITD I EERUET,

Manual Password

RADIUS H—NNNRT—RELUTGEETDFIERRUET,
RADIUS Password Type h*Manual [CERESNTLDIBEICOAERINE T,
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CCTEATEDIVY RIIRODESD T,

P

Pri

mary Database Z&EL X,

[PlEANTDETOVT hHTSelect the primary database (R/L)>IICEHDDFT DT,
RADIUS H—/N"\%ERAT2HBEER]. O—AII—YTF—IR—REFEHITDHESEILIEATD
LTLIEE LY,

Secondary Database Z8RELF J®

[S1ZANTDE7OV T b hSelect the secondary database (R/L/N)>I[CEHDEITNDT,
RADIUS H—/\%&fRATDHBERI. O—AII1—PTF—IR—I%=FERTDHBERL], 538
ZHFOTDBERINIZANLTLLEEL,

Auth Fail Action #5%ELE T,

[FIEANTDETOVT A TEnter Auth Fail Action for Primary Database (D/P)>1 &%
HDOFRFDT, Secondary Database DFREAEEETITDHEEDI. FTHRVVEERIPIEAN
LTLIEELY,

Au

th Fail Block Time &8 xEUL X,

[BI&EANTDET OV A TEnter auth fail block time >1 EZBHDEIT DT, RALHERAE
TSR E = 1 IS 65535 DEHTAHLTLIESLY,

RADIUS PAD Y b DI—YBICAWND MAC 7 RLUADAXF « I\XFERELET,

[CIEANTDETOVT R [Select MAC address case (U/L)>1 EEDDFRINDT, AX
FOBERIUL IWXFOBERILIZANDUL TS,

RADIUS PHD Y b DI1—YBICALD MAC 7 RLADRYIDXFDEEZRELF T,

DIEANTDETOVT A [Select delimiter (H/C/D/N)>] EBEDDFERIDT, NA1TYV
OBERMH], JOYOBEETLL By bOBEIRID] BUDBEIFINIZADLTLIEEL,

RADIUS PHD Y b DI—YBRICALD MAC P RLADRYIDNFHZRELF T,

INJEARTDETTOVT M TSelect number of delimited characters (2/4/6)>1 &Z&HD
FINDT, 2 XFBICRYDHEERERI2]. 4 XFDHERT4] 6 XFOHEE>IT61Z2ZANDLTL
2E0N,

RADIUS PHDY bDINRAT—RICAWVWDXFIINEEZRELE T,

MIEANTDETOVT A [Select RADIUS password type (A/M)>] EBEDDFEITDT,
MAC P RLRERB—DXFIEERTDIBRSEIAL. AFROBEXFIZERTIHESEIMI
ZEANLTLIEELY,

RADIUS ATV b DINRAT—RICAVWDBEENFINZHRELF T,

TWIEANTDETOVT A TEnter manual password string > EZEHDFIDT, 1—
YEEFEEY 32 XFLURTAALTLREELY,

HIDAZ31—ICEDZET,
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4.7.7.0. WEB E2EEERE
(WEB Authentication Configuration Menu)

[Authentication Configuration] COVY RIWIZ#EIRITDE, B 4-7-25-18 DLD
2TMAC Authentication Configuration Menul DE@EICZDE T, I Tl WEB R
EDFEZITVE T,

WEB &BEER— AR b Z#EF L. WEB 7 STOHHhSERD URL CPIERZTD
BT, B#HIC WEB FREEOT 1 YEENEGEINE T,

PN28160K Local Management System
Authentication Configuration —> WEB Authentication Configuration Menu

Primary Database : Local Auth Fail Action : Stop
Secondary Database : None Auth Fail Block Time : 60 seconds

Virtual IP Address : 0.0.0.0
HTTP Port Number : 80
Redirect URL

<COMMAND>
Set [P]rimary Database Set [Slecondary Database
Set Auth [Flail Action Set Auth Fail [B]lock Time
Set Virtual [I]P Address Set [HITTP Port Number
Set Redirect [UIRL
[WIEB Page Contents Config Temporary [D]HCP Server Config
[QJuit to previous menu
Command>

Enter the character in square brackets to select option

4-7-25-18 \WEB SBEEERE
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Primary Database HOOFREEWEHOERZERRUEX T,

RADIUS RADIUS —NEXRLET,

Local O—ANLI—PF—IRN—RERLET, (DHHEEERE)
Secondary Primary Database CTOFRIEARMEDFRIEL\EHOERXZERRLUE T,
Database RADIUS RADIUS —N"%EXRLF T,

Local O—-ANLI-—PF—IN—REXRULFT,

None SELAVEEL THO I & ZRULE T, (DHHEREERE)
Auth Fail Action Primary Database [CBWWCRINKB U BOEEERLF T,

Stop Secondary Database DRI RTE I RNEZEFIELE

9, (THHEREERE)

Primary Database 7' RADIUS. D RADIUS H—/\F1 A
PO RHBEEUIHEICED, Secondary Database N&17
LET,

Secondary DB | Secondary Database D&REZETLE T,

Auth Fail Block Time | SREFXMZ(ICEBERIAEZRZ (I (I DX TORBE(W)ZRRLE I,
(THBHLERERE : 60)

Virtual IP Address WEB SREEO07 1 VEE CERAIDIRE IP P RLRAZRRUE T,

HTTP Port Number | WEB REEO07 1 VEE CHERYTS TCPh— M ESERRUET,
(THREEEESE : 80)

Redirect URL WEB SBEERINEICUSY 1 LT RIS ED URL ZRRLE T,

iR WEBSREEAETTDI(CIE, Virtual IP AddressDESENNETI,

CHERE : Virtual IP AddressiClE 1.1.1.1 BREERICERIDRY NT—TJ EFBRRBRDXR
WRNT—=TPRUVADIPZ RUAZIBELTLIESLY,

JFR  WEBSRSEZTT DA A BEEIPY LU AZERL TLWDIHSIE. SBEERINRXR
N7V — b I A EBEURTHDIIENVETT,
BEIFDHCPI 51 7Y b =AU, —KFADHCPY—/N\DFRZHEITIHL
X5

TR : HTTP Port Number2 B &9 2 & WEBREBENTCPR— FBESHHE TEE
anEd.
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CCTEATEDIVY RIIRODESD T,

P | Primary Database Z&EULX T,
[PlEANTDETOVT hATSelect the primary database (R/L)>IICEHDFIT DT,
RADIUS H—/N"\%ERAT2HBEER]. O—AII—YTF—IR—REFEHITDHESEILIEATD
LTLIEE LY,

S | Secondary Database Z&8&EL X,
[S1&ZANTDE7OVT b hiSelect the secondary database (R/L/N)>] (C&:#OD&@“O)'C‘
RADIUS B —N\%EFHTDHBSEIR]. O—ANI—HTF—IR—-X%ZERITDHESIEIL]. 38
ZHFOTDBERINIZANLTLLEEL,

F | Auth Fail Action Z&REULZ T,
[FIEANTDETOVT A TEnter Auth Fail Action for Primary Database (D/P)>1 &%
HDOFIFDT, Secondary Database DFRIAZEETI DHEEFDI. ITORVEERIPIZATN
LTLIEELY,

B | Auth Fail Block Time Z&&ELF 9%,
BIEANTDETOVT MA TEnter auth fail block time >] EZEDDFI DT, FALEAF
TORFENEZ 1 HD 65535 DEHITAALTLIEEL,

| | WEBSREEOT (1 VEEDRE IP 7 RLRAERELF T,
MEAATDETOVT A TEnter Virtual IP address > EEDDFERIDT, FED IP PR
LZAZEADUTLIEELY,

H | WEB REEO07 1 YEE® TCP R— hESAEHR/ELE T,
HIEANTDETOVT MO TEnter HTTP port number (1-65535)>] EZEHDDERT DT,
WEB SBEEO7 1 VEEOD TCP R— h&ES% 1 H'D 65535 DB TAAL TLEEL,

U|US9a1LTk URLZHRELET,

[UlEAATDETOVT A TEnter redirect URL >] EZEDDEITDT, TBERODUS 1L
I hRRSE URL & Thttp://1 MO AALTLIEEL,

WEB Page Contents Config (CE&8LFX T,

Temporary DHCP Server Config [CEBEILZF T,

olols

HIDAZ1—-CEDZET,

199




4.7.7.0.1. WEB R— U R & E(WEB Page Contents Configuration Menu)

'WEB Authentication Configuration Menul TOVY Y RFIWIZERITDEN
4-7-25-19MD X S72IWEB Page Contents Configuration MenulDEEICEDF T, &
QDEE CIFWEBSREOD 1 YEEODRTABICOVWTEHET DI ENTEFXT,

PN28160K Local Management System
WEB Authentication Configuration —-> WEB Page Contents Configuration Menu
Page Title
Logo Data : None
User Name String : User Name
Password String : Password
Message
Description :
<COMMAND>
Set Page [T]itle Set [U]lser Name String Set [Plassword String
Set [M]essage [S]et Description [C]lear All Texts
Store [L]ogo Data [D]elete Logo Data
[QJuit to previous menu
Gommand>
Enter the character in square brackets to select option

B14-7-25-19 WEBXR—IRTRHE

JER  AEE T}UnicodelC X DHAEAANNTIRETT, UTF-8ICHISLIcY—ZFIb
ITZa2U—9ZFAOL BEFIO—FREZUTF-8ICEREL TLIEELY,
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Page Title WEB FEEO07 1 VBEX—I DI 1 MMUNFIERRUET,
Unicode TOEASZBANNTIEETT,
Logo Data Od7—9NEEEXRRLET, TFTP —/EHICT JPG/PNG/GIF ERD

HET—9 % 512KB Z CEHXOJRET I,
SROBEKIE WEB REBHE CHERBIDIENTEXT,

Existed OOF—9MRESNTNDIEZRULET,

None OOF7—9MRESNTVRNT EZRLET, (THLEER)

User Name String

I—YEANBONFINERTUET, (TBHEREEE  User Name)
Unicode COBEARZEAANHNTIEETT,

Password String

INAT—RATBOXZES #RRUET, (THBHEREEEE  Password)
Unicode COBASZEANHDTIEETT,

Message

Xy E—IRMDRRTF AL ZRTRLUET,
Unicode TOBEARBANHIULUATDO HTML T HMERTIRETT,
(thd HTML 97 (S E%1E)
<a> <b> <i> <u> <center> <right> <left> <font> <h1>~<h5> <div>
<span> <br> <p>

Description

EHEMORTTFA S ERRLE T,
Unicode TOBEREBANSIULUTO HTML 9 T HMERTIRET T,
(fthd HTML 9 7' (3#E3h1E)
<a> <b> <i> <u> <center> <right> <left> <font> <h1>~<h5> <div>
<span> <br> <p>

Eile Edit Wew Favorites

sy Page Title !

| =l Logo Data

Panasonic |~ o022 !

F5ZF !

Welcome!

PRI =505 A VAODIA—FIDEIUNRAT—FEAALTTELY,

Please input the user ID and password to use the network.

I User Name String

1 Password String

=0y a—rE | |
48T —F |

v e

( Reset |

FTHIERGTHCHIEL CH6OR—J(CF FEALTIER,

If you do not have the network account yet, please go to register page to get the account!

=l Message

,' Description |

chaie

B14-7-25-20 WEBSREIOT «f VEE/X— VR E D REEE H L UFRRH
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CCERATEDIVYRETFENESD T,

Z
T

WEBSREEOT 1 YEENXR—IDI 1 VN FIEEBELF T,

MIEANTDETOVT MATEnter page title > EBEDDF I DT, FRODXFIN%Z64X
FLURTANDLTLIEEL, UnicodelCLDEAREBANNTIEETY,

A—YENFIERELXT,

[UJEANTDET OV T MATEnter user name string text > EZEHDNDFIT DT, FREDX
FHEI2NFLATANILTLIEE L, UnicodelC L DEHABAANTIRETT,

INRAT—RXFHZERELX T,

[PIEANTDETOVT MHTEnter password text >1EBDDFIT DT, FRDXFI %
2NFLANTADL TLIEE L, UnicodelC L DEAREBAANNTRETT,

Xy E—IRMNFINEEELET,

IMIEANTDET OV MATEnter message text > EEDDFITDT, FRDNFI %
256XFLNTAHDLTLIEE LY,

Unicode TOBEREBANHIULUTO HTML 9T HMERTIEETT,

<a> <b> <i> <u> <center> <right> <left> <font> <h1>~<h5> <div> <span> <br> <p>

TR TS ERELE T,

[SIEANTDETO VT A Enter description text > EBHDDERIT DT, FRDXFF%
256X FLAINTAAL TLIEE LY,

Unicode TOBARBANHIULUTDO HTML T HMERTIRETT,

<a> <b> <i> <u> <center> <right> <left> <font> <h1>~<h5> <div> <span> <br> <p>

ECOXFFREE THBEARRECRUE T,

TFTPY—N\ZRZBLCOITF—9 2 NEEICRELET,

[LIEANTDETOVT MO Enter TFTP server IP > EZEDDEIT DT, EETDTFTPY
—N\DIPP FLRAZAANULTLIES L. AN, [Enter filename of logo data >1 &%+ D
FIOT, OOF—IDT 7 A IEEIINFLUATANILTLIEE L,

RESNTVDOIT—9ZHIRLE T,

DIEAATDETOVT MHDelete logo data? (Y/N)>1EEHDEITNDT, BRI DHBE
(FMY]. HIBRUBRWSSIEINIEADLTLIEELY,

FRDAZI—ICRDET,
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4.7.7.0.2. —B§FIFA DHCP H—/\§&5E
(Temporary DHCP Server Configuration Menu)

'WEB Authentication Configuration Menul TV RIDIZZEIRTDEH
4-7-25-21MD & S7xTemporary DHCP Server Configuration MenulDBEIEICAD X
9, COEE CTIlE. WEBSRSER— b HD5 X MVLANRDDHCPO S 41 7~ M HWEBSRE
ZIDRICHERIPP RUREZEHR T DTcHD. —BFIFEDHCPY —/\DREEZTVE T,

PN28160K Local Management System
WEB Authentication Configuration —> Temporary DHCP Server Configuration Menu

Temporary DHCP Server Status : Disabled

DHCP Lease Time : 30 seconds
Start of Leased IP Address : 0.0.0.0
Number of Leased IP Address : 32

Default Router Address

DNS Server Address

<COMMAND>
Set Temporary DHCP Server [S]tatus Set DHCP Lease [T]ime
Set Start of [L]eased IP Address Set [N]umber of Leased IP Address
Set Default [Rlouter Address Set [DINS Server Address
[QJuit to previous menu
Command>

Enter the character in square brackets to select option

B14-7-25-21 —FFIFADHCPY—/\E&%E
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EElE:

Temporary DHCP | —Bs#IF DHCP —/\DIREZRRULE T,

Server Status 7 A~ VLAN h'D WEB SREEA B R— MMTH L. WEB SBEEROF IR
[CIAER IP P RLURADILWVWELZETVED,
AEEEEFA T DICE. MEETD WEB REER— MWL TEE VLAN 28
WICUIT A S VLAN ZEREL TLIEELY,
Enabled —BFFIFE DHCP H—/\W"B2 T,
Disabled —B5FIA DHCP B —/\h"EZITY, (TIHBHERRE)
DHCP Lease Time | IP 7 RLRADU—ABE(F)ERRLUET, (THBERERE : 30)
Start of Leased IP | U= 2D IP PRUADBEBR? RLAERRLUET,
Address BT7Ry N AT(E 255.255.255.0 BETY,
Number of Leased | U—RXTD IP PRUA¥ERRLUET, (THHERERE : 32)
IP Address
Default Router DHCP CBXMI DT 7L IL—F P RLUADEREZRLUE T,

Address ERICT AN VLAN RICFETD IP PRULAZEBELTLEEL,
XIDEBDIP PRUVAEHRELEXT,

DNS Server DHCP T@Xd2 DNS H—N\PRLUADEZXRRLUET,

Address

TER D IPP RLUADILWEHURER— & BEVLANICERESNT A MVLANICE
I DWEBSREER— hCRRESNE T,

XA Default Router Address(Cld, ERRICT X MVLANRICEETDIP? KL A %Z1E
UL TLIEE0Y,

OER  AMEBEIFWEBSREEER Dz, BEDDHCPY—/NE U TIRERTEZ A,
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CCERATEDIVYRETFENESD T,

<
S

—BFIFADHCPY —/ \HEEDIREZEE LK T,

[SIEANTDETO VT bhHEnable or Disable temporary DHCP server status (E/D)>]
EBEDDXIDT, —HFIFADHCPY —/\#EEZEMNICT DHBEIIEL. EICTDHSED
EADULTLIEEEL,

DHCPY —AKEZEEL XTI,

[MIEANTDETO YT bATEnter DHCP Lease Time (30-60) >1EEHDFEI DT, 30
NS60(W)DBEHEANL TS,

IOVHTIPP RUADERESE? U AZRELE T,

[LIEAATDETOVT MATEnter start of released IP address >1EZHDEIT DT, Th
WHIIPZPRLUADRBFZ RUAZADLTLTIEEL,

IOHTIPP FUADRABZEELXT,

INJEAATDET OV MATEnter number of leased IP address (1-64) >1 EEZEDDFY
DT, 1Hho64NEBEZANL TS,

DHCPTBHN I DT 7AW MIL—FPRLR (FT7#ILET—bDIA) ZEELFT,

RIEAANTDET OV MHTEnter default router address > EBHDDEITD T, T+
JVNIV=F P RURAZAADLTLIEZLY,

DHCPT&®A I EDNSH—NPRLRAZEEELF T,

DIEAATDETOVT MATEnter DNS server address >1EBHDEIT DT, DNSH—
INFPRURZEADLTLIEELY,

J:TI_L@)(::L—(CED 353_0
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4.7.7.p. 914 F=v T VLAN &
(Dynamic VLAN Configuration Menu)

[Authentication Configuration/TOVY RIVIZ@ERIDE, B 4-7-25-22 DED
7&2IDynamic VLAN Configuration MenulDBIEICEDE T, JITRE>IIFIv T
VLAN OFEZTVE T,

PN28160K Local Management System
Authentication Configuration —> Dynamic VLAN Configuration Menu
Accept RADIUS Attribute: Enabled
Port Current PVID Auth Status Guest Default

1 1 Authorized -—— — —-

2 1 Authorized -—— — —-

3 1 Authorized -—— — —-

4 1 Authorized -—— — —-

5 1 Authorized -—— — —-

6 1 Authorized -—— — —-

1 1 Authorized -—— — —-

8 1 Authorized -—— — —-

9 1 Authorized -—— — —-

10 1 Authorized —— N

<COMMAND>

(NJext Page Set RADIUS [Alttribute Set [Dlefault VLAN
[Plrevious Page Set [Gluest VLAN [QJuit to previous menu
Command>
Enter the character in square brackets to select option

B 4-7-25-22 9414+ v T VLAN RE
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BEOFHA

Accept RADIUS

RADIUS ¥ —/\ho@R SN Attribute DERTISEZRRLUE T,

Attribute B ETD Attribute AT DED T,
* Tunnel-Private-Group-ID
Enabled BRSNTC Attribute ZERALE T,  (THBHERERE)
Disabled CDEEDHREZFERALET,
Port h—hrBESERRUET,
Current PVID RE®D PVID ZRRUET,

Auth Status

REDOR— b BEPREZRTUE T,

Authorized SRELHEEENVESD, F7o(S IEEES02.1X R— hAN—XEREE(C L
SREEBER— b ERLE T,

Unauthorized [EEE802.1X MAC N—R5B8E. MAC §38E. WEB FREED#F
SHh—hERUE T,

Guest Xk VLAN @ VLAN ID ZRRULE T,
SREER— hNEISNIC T S0 7Y b HRBIEDREID BTSN D VLAN ZEE
LET,

Default T 7#)Uk VLAN @ VLAN ID ZRRULE T,

Accept RADIUS Attribute #* Enabled. 72 RADIUS H—/1&D
Tunnel-Private-Group-ID MBRISNRVSECEID U TD VLAN ZIEELE
EP

CCTERATEDIVY RIIRODEHSD T,

N | ROR—IZRRULET,

‘ INJEANTDERTHRDR—ICHIDEDODFXT,

P |BIDR—IZRRLET,

| TPIEAATBERTDBINR—IICHDELDET,

A | RADIUS —/\ho@RS1Tc Attribute DERTEZRELE T,

[AlZANTDETOVT ~HTEnable or Disable to accept RADIUS attribute (E/D)>1ICZ
HODFXIDOT, RADIUS B—/\HH0 Attribute ZERTDIHBSENEl. CORBODREEER
I25EIFIDIZANLTLIEELY,

G | A VLAN Z8RELE T,

VLAN &£LT

[GIEANTDETOVT A TEnter port number>] EEHDEINDT, BENRET DR
—rBESZEANULTLIEEW. AN, [Enter guest VLAN ID>] EEHDDFERINDT, T A+
RETDIRED VLAN ID ZANLTLEELY,

T A VLAN ZERCTDICE 0 ZANLTLIEELY,

D | T7#J)Uk VLAN ZRELE T,

DIEAATDETOVT A TEnter port number>] EZEHDDFINDT, REMNRETDR
—hBESHEANLTLIEEL, ABE. [Enter default VLAN ID>] EEDDEIDT, T74
JUE VLAN EUTERETDEEED VLAN ID ZAALTLEEELY,

772U VLAN ZEHCTDICTIE. 0 ZANLTLIEELY,

Q J:Tﬁo))(:l_[CEDgsjo

TER:T AMVLIANZRET D& WER— b DOPVIDAT A FVLAN IDABESNE T,
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4.7.8. )b—T1RA - IWHTHEEEDERE

(Loop Detection Configuration Menu)

[Advanced Switch Configuration Menul TV Y RIDIZEIRT D&, K4-7-26D
& S7xlLoop Detection Configuration Menul DE@EICRDE T, ZOEE TI}IL—T
BRAD - WUHBEDREZIT DO ENTEX T,

vy b T =T DEREIC OV TIIARBURGFIAZS ORERD [IV—71%40 - EHTaEZFA LT
Xy bT=ODBRAIBIUTERER] ZHETIELIZELY,

PN28160K Local Management System

Advanced Switch Configuration —> Loop Detection Configuration Menu

Global Loop Detection Status: Enabled

Port Trunk Link State Loop Detect Mode Recovery Recovery Time
1 -—— Down Forwarding Enabled Block Enabled 60
2 ——  Down Forwarding Enabled Block Enabled 60
3 -—— Down Forwarding Enabled Block Enabled 60
4 ——  Down Forwarding Enabled Block Enabled 60
5 ——  Down Forwarding Enabled Block Enabled 60
6 -—— Down Forwarding Enabled Block Enabled 60
7 -—— Down Forwarding Enabled Block Enabled 60
8 -—— Down Forwarding Enabled Block Enabled 60
9 -—— Down Forwarding Enabled Block Enabled 60
10 -—— Down Forwarding Enabled Block Enabled 60
11 -—— Down Forwarding Enabled Block Enabled 60
12 -—— Down Forwarding Enabled Block Enabled 60

<GOMMAND>

[NIJext Page Set Port [L]oop Detect Status

[PIrevious Page Set Port Recovery [S]tatus

[Elnable/Disable Loop Detection Set Port Recovery [T]imer

Loop History [IInformation [QJuit to previous menu

Command>

Enter the character in square brackets to select option

B4-7-26 JL—T1RAD - BUTHEREDERE
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BEOFHA

Global Loop

IV—TRAD - EWRREDIRRBZR L E T,

Detection Status Enabled IV—=T8K0 - EHTHEBEN B T, (LB
Disabled IV—T1RA - BEREEEN I T,

Port R—hrBESERLET,

Trunk YV IPIUG—23 DT I—TIDERUET,

Link DY IPyTDREERLET,
Up UV IPyTHTY,
Down U IR T,

State IV—T18A - BHEEEDENIFERLE T,

Forwarding

Ty PHEBCEESNTVET,

Loop Detect

=T DMRES N, R— bR SN TOE T,

Loop Detect

R—hBOIL—T8A - EEHEDREBZRLUE T,

Enabled =140 - EEREEEN B T,
(TSR | K—h1~14)
Disabled V=140 - BRHEED BN T,

(T : R— b 15~16)

Mode W= OEEE—RERLE T,
Block IW—T%RHUIEE. R—bZ270vIULFET, (THBHER)
Shutdown W—"%BHMUTEE, R—bZEY Py IOV UET,
Recovery B ENIoR— N OBEEIBEETOVUANUE—ROREEZRLE T,

Enabled Recovery TimeBR@B&EICR— ~ DENEZEHEELET.
(TiptmE)
Disabled FEHCHET D% CR— FDOEHEEBUET A

Recovery Time

Hi— ~ OEN&ICEEERS € 5% CORREBRECH DU N\UST( LOBEE
RUET. (THHEH : 60)
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CCCERTEDIVYRETENESD T,

E | =740 - EWHEAEDIRBZRELE T,

—7RA - EWHAEEBMC T DBEETEL ENCTDBEERIDIEANL TS,

[EJ&EANTDETO VT A TEnable or Disable Loop Detection (E/D)>1&BDFEFTDT, b

| | THEANTDEI—TER MY —RREENSELF T,

N— b BOIL—T78RAD - EREBEEDREZREL X T,

—

EEV. TNTOR— b ZEWRICTDHERN0IEADLTLIEE LY,

LIEANTDETOVT M ATSelect port number to be changed>] ERDFITDT, WRET
DR—FBESHEANLTLIEEL, $2&70V7 MhEnable or Disable Loop Detection
(E/D)>1&£RRDFT DT, R—bEBEDIL—TRA - ERHEEEEZBNICT DBSRIEL. BT DH
BIFIDIEAALTLEEE L, AN, [Select Loop Detection mode (B/S)>]EEHDFRITD
T. BlockE—RICTDHEEIEIBL. ShutdownE—RICTDHEEIEISIEANULTLESLY,

R— b BESZEYANTDIHSEH YUY TRYDD, ERUIHEFOBRER>/N1 TV TERE

LC<

S | EMisNioR— b OBEFERIBZITOUNNYE—FOREZRELE T,

ADUTLES LY,

&V, TNTOR— b ZEWRICTDHERN0IEADLTLIEE LY,

M— N BSEEYANTDHERN UV TRYDH, ERLULEFOBER/N\ TV TERE

[SIEANTDETOVT b hSelect port number to be changed>]&ERDFEITDT, WHRE
FDIR—EBESEANLTLIESL, §5&T7'O0V T MhTEnable or Disable Recovery for port
X (E/D)>1ERDFIDT, Kh— b OEBEIBZEICTDHSIIMEL BNCTDIHERFIDIEA

LT<

— b DEWECEBRIBSEDETOFREE CTHDUNNUI 1 LAOBEZRLET,

_‘
2k

DT, 60~86400NEBETY NNV I A LDWEZEANDLTLIEE 0L,

[TIEANTDETOVT A Select port number to be changed>]ERDFIT DT, WHRE
FTDIR—BESEANLTLIEEL, §5&7’OV7 A Enter Recovery Timer > ERDFET

Q| HIDAZ2—[CEDZET,

==

JFR IV—T8RA - BHEEEDIARE(Global Loop Detection Status)ZZEd D&

BRORENETIN, INTORENBHHNBAETINRESNK T,

aX rRE
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4.7 .8.a. W—7ERX b U—DFR(Loop History Information)

[Loop Detection Configuration Menul TV Y RII1Z#ERIDE, K4-7-27D &L
S7lLoop History Information | DEIE(CRD FT, CDEE Cld)IL—7 @K LT B
BLUAMNRNY MERO—EBEZRRLET,

PN28160K Local Management System
Loop Detection Configuration Menu > Loop History Information

Entry Time (YYYY/MM/DD HH:MM:SS) Event

<COMMAND>

[N]Jext Page

[Plrevious Page

[C] lear Loop Detection history
[Qluit to previous menu

Command>
Enter the character in square brackets to select option

B4-7-27 W—TEX M U—DXRR

BEBEOEA
Entry IRV EDESZRLET,
Time ANV hDOEEUVIEIZERTUE T, RAERENSNTORVESIFEEH S DBEREN

RKRSNEY,

Event

ALY FICEEUARY FORBERRLUE T,

The loop detected on portX. | IR—hkX EETFDXA v FTOIL—THERES N, FHHE
Wesnfcl&ERLUET,

The loop detected between | R—hXER—FYRETODIL—THRISN, EFHAER S

portX and portY. NicCezRLET,

PortX auto recovery. BEHSNTUOoR— XA BEBEHS N EZRLE T,
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-
(=

CCHEATEDIVYRETRENEHSDTT,

N

RDR—IZRRLET,

| INJEANT B ERTIROR—IITHDENDE T,

AIDNR—IZRRLE T,

| TPIEAATBERTDBDR—IITHDEDDET,

W—=TERA MY —HBEDBREBRZHIRLE T,

HIDAZ1—[CEDZFT,
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4.7.9. PPS M&&E (PPS Configuration)

PPS (Power to Progress SDN) (&, ®v hT—JZEM I DB HEDEEZ—DNDYV 7V
RO TP TEEL., BRPEREZBHCITDICHDEEETT, COREZRVNDI LT,
PPSP7UTr—ray (BlE) hoArEEZHIHITDIIENTRERDET, PPS PIU
g—r3v (BlFE) HoBBETEDRBICDOVTIE. PPS PTUT— 3 v DOEUKEIAE
ZIBRLIESL,

[Advanced Switch Configuration Menul TV Y RIFIZANTDE, K4-7-28 D
& S72PPS Configuration] DEIENRRSNE T, COEMECTIE PPS (Power to
Progress SDN) DEREZ{TLE T,

PN28160K Local Management System
Advanced Switch Configuration —> PPS Configuration

PPS Global Status : Enabled
PPS Status . Controlled
PPS Start Status : CPNL

Retry Count : 3 Timeout : 3

Controller ID - 00:06:A5:5G:25:7F
Control ler Uptime : 000 day(s) 05 hour(s) 41 min(s) 23 sec(s)
Controller MAC Address : 00:06:A5:5G:25:80
PPS Gateway - 00:06:A5:5C:25:80
Controller Port 210
Expired : 68

<COMMAND>
[(Elnable/Disable Global PPS PPS [P]ort Configuration
Set Controller [I1D PPS Neil[glhbor Table
Set [S]tart Status PPS [Clonnection Table
PPS [N]otification Configuration [R]estart PPS
PPS Retry Clolunt PPS [T]imeout

[QJuit to previous menu

Command>
Enter the character in square brackets to select option

B14-7-28 PPSMDEEE
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BEOFA

PPS Global Status

PPS DFRERENRTINE T,

Enable PPS B TY, (THHERFRE)

Disable PPS HMEZN T,

PPS Status

RED PPS DEPREANRRINE T,

Stand Alone PPS Ov hO—SICEBESNTULRUVARETT,

CPNL Controller Port Neighbor Lost DB TR A v F I N\T AV
FO—S%RVHALTUVDHA, IV hO—5 & BEFTEERIRET
ER

Controlled A4y FYINTHAIyhO—-S%R#L. TV bO-SC@E
OJRETMARET I,

PPS Start Status

PPS #REEENFR DB PRENRTINE T,

Stand Alone PPS OY hO—SICEBESNTULRVVARETT,
CPNL Controller Port Neighbor Lost DEE TR v F> I N\TH IV

bO—5ZBHLTLDH, IV bO—5 EBERTREMAET
EL

Retry Count

SEEIBO/NT Y b EBRIDOYNRRSINE T, THHERE 3 TICRESN
TWET,

Timeout HFBIBONT Y MR T DINBOFERENRRSINE T, TIHHERIE 5 #IC
BEINTLETD,

Controller ID PPS O hO—30 ID BAFRREINFE T,

Controller Uptime | PPS O b O—35hEEHL TH O DEBEENRTSNE T,

Controller PPS O hO—5M MAC 7 RUAHWKRREINE T,

MAC Address

PPS Gateway

PPST—bD A D MAC 7 RUANRREINET,

Controller Port

PPS Jv hO—35 & MBEICFIAT DR— FESHRRSINE T,

Expired

JY bO—-SOEFRBERNMHRSNDECTRE T, THEEE J~O0-50F
BRERNEFRSND I TRBY, THHEEF 120 BICRESNTLET,
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CCTCERATEDIOVY RIFRODESD T,

E | PPS OB - EHZEHRELE T,
ONYR TEl ZANTDE. 7OV A Enable or Disable PPS (E/D) > [CEHDERITD
T, BANCITDHERF [E] Z. BNCITDHESEIF D] ZAALTLIESLY,

| |PPS OvbO—-30 ID ZEELEXT,
OVYR ] ZANTDE. 7OV HTEnter Controller ID>J(CEHDFEI DT, PPS IV
FO—3D ID ZAANLTLIEE L,

S | PPS OWHAENEIRREZRELF T,
OV Y RISIZANTDE 7OV T M HTSelect start status (C/S) >1ICEHDEF DT, Stand
Alone [CRETDHEIE [S) Z. CPNL [CRETDHEER} [C] ZANLTLIEELY,

N | PPS OBAFREZTVET,
OVYY R IN] ZANT2D &, BEEA [PPS Notification Configuration] [CZ4 D, PPS D@
FEBE NOBEERDET, T TOREASICDODVTIE 4.7.9.a #BRLTLIEELY,

O | PPS OEF®RED/ Ny hEBXT2OHERELF T,
OV YR Tol ZAATDE, 7’OV7 MATEnter maximum PPS retry count>JICEDDEY
DT, £FEBO/NT Y bZEBERIDAHEANIL TS,

P | PPS OR—hREZETVLET,
OV YR [Pl Z#ZANTDE, BEA [PPS Port Configuration] (CZE+ D, PPS MR— MERE
NEEEERDEYT, TITORESECDOVTIE 4.7.9.b #BRLTLLIEELY,

G | PPS RAN—T—TIEBRLET,
ANV R gl ZAANTDE, BEA TPPS Neighbor Tablel (CEHO D, PPS DRA/N—FT—7
U DBR - [ENTRERERDFET, CITOREFEICDOVTIE 4.7.9.c ZBRU TS,

C|PPS ORI avT—JILEBRBLET,
OVYR ICl ZAANTDE. BEA TPPS Connection Tablel (CZEHD, PPS DRI 3
VT—=TIDOBR « /HENTEEEBDFET, TITOREHECDOVTIE 4.7.9.d&#BRLT
<TEELY,

R | #88MDXT—49 X%&Stand AlonenlCU. PPSPHREZHBIBEIL T,

Q| HIOAXAZa1—ICEDET,

CiFE g, StandaloneMIRRE T RERIB I 2 & BEIMICPPSPHBEAFLEL X T,
1A%, PPSOY NO—S%RHEIBDICIIHESIOPPSPHEEXBREE). *
To IS DEBEREEIZTT > TLTEELY,

COFR AT EYICUIBE, PPSOY bO-SHhoEE TEDABHHRINE T,

R BUROEEE (PRI AV M ZBATHE) "DREREEFZ I DHSIFPPSP
(SRS UTeHHBL A IR v F I NT(CTTRIBY Y TERRFEIPP KL AD
RENBETT,
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4.7.9.a. PPS:EHIEEE(PPS Notification Configuration)

[PPS Configuration] COVY RINIZANTDE. Bl4-7-29 PPSOERED L D7k
[PPS Notification Configuration] DBIEARRSNE T, JOBEME CldE. PPSOBAIEE
EZTVET,

PN28160K Local Management System
PPS Configuration => PPS Notification Configuration

System Log
Status : Enabled
Counter
Ports © 1-16
Interval : 5 sec(s)

<COMMAND>
Set Notification [S]yslog Status

Add Notification [Clounter Port

[D]elete Notification Counter Port

Set Notification Counter [I]nterval

[QJuit to previous menu

Command>
Enter the character in square brackets to select option

B14-7-29 PPSMDEEE

[EE[QE: Lz

Status PPS [CB8T DY AT AOT D@EAMRENRRINE T,
Enable VAT LAOTDBNEBNCUEYT, (THBHERERE)
Disable VAT LAOT DB =ENCLET,

Ports INT Y N DREHBRENES I DMNER— MARRENE T, THHEAREETONR
—MHEBESNTVET,

Interval INT Y b DfETHERZ BN T DRI EA CRRSNE T, TIHHERIE 5 IS
WESNTLET,
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CCTCERATEDIOVY RIFRODESD T,

S | PPS [CEET DY AT LAOTDBHNDER - EHZH/ELE T,

ANV RISIZANTDE 7OV MAT Enable or Disable PPS Notification Syslog Status
(E/D)>] [CEDODOFXINDT, BRICTDHEE Bl &, BHMCITDHSEIE DI ZANLTLKE
SIAN

C | PPS E2—7[CT/\T v b OiftsHERZIE I 2R KR— b EEELE T,

OVVR ICl ZANTDE. ’OVT AT Enter Port Number>|ICEDDEITD T, IEET
DIR—RBESEANDLTLEELY,

| | PPSEa—7ICTNT Y b OffistEREEN T 2EREEELE T,

ONVR T Z#ZAANTDE, 7OV AT Enter Notification Counter Interval>JICEHD %
IOT., BAEREAE 1~5 QEETANDLTLIEZLY,

Q| HIDAZ2—[CEDZET,
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479.b.P

PS/R— ~ERTE(PPS Port Configuration)

[PPS Configuration] OV Y RIPJZAANTDE. E4-7-30D K S72PPS Port
Configuration] DEENANERRSINF T, COEMECTIE PPSOR—MREZTDOIENT

g 353-0
PN28160K Local Management System
PPS Configuration —> PPS Port Configuration
Port Trunk Link State AdminPri. OperPri.
1 —_— Up Forwarding 128 0
2 -— Up Forwarding 128 128
3 —_— Down  Forwarding 128 128
4 —_— Down  Forwarding 128 128
5 —_— Up Forwarding 128 128
6 -— Up Forwarding 128 128
7 —_— Down  Forwarding 128 128
8 —_— Down  Forwarding 128 128
9 —_— Up Forwarding 128 128
10 —_— Up Forwarding 128 128
1 —_— Down  Forwarding 128 128
12 -— Down  Forwarding 128 128
<COMMAND>
[N]lext Page Set PPS [Aldmin Priority
[Plrevious Page
[QJuit to previous menu
Command>
Enter the character in square brackets to select option
B14-7-30 PPSD&E
EHEDERH
Port R—rBSHERREINET,
Trunk NSVF VT DRERENT IV —TBESTERRINEKT,
Link REDOU VI DIRENRRSNE T,
Up U O ERCHI LT REETT,
Down DY IHIIL TLVRLRRET T,
State REDKR— b~ DRENRRSINE T,
Forwarding | StED®R. BEDEEZT> CLDIREZERLET,
Learning BEREHE(CHEET > TCLVDREERLET,
Discarding | st BZTHRVREZRLEX T,
AdminPri. R— b T E(CRESNT PPS DBEREOBEHARICAVDEBEENRRINE T, TR
B 128 AR ESNTLE T,
OperPri. R— R ECEIDHTHNT PPS OBEEREOEEHBIDT-H DEBEENRREINE T,
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CITHERATEDIIONYRRRDEHBD T,

A |IBEUTcR— T PPS DBGEEZHRELET,

ANV R TAl ZANTDE. 7OVT AT Enter PPS Priority #>1[CEDDFEIT DT, HETDE
%EB%& 0 h5 255 DEE TANL TLIES L), BNREVE, BEERFE<RDFET, THHER
128 HMRESNTLE T,

Q J:Tﬁ@)‘:l-(:ﬁoijo
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4.7.9.c. PPS=A/X—5%%E(PPS Neighbor Table)

[PPS Configuration] COV Y FIG] ZANTDE, K 4-7-31 PPS RA/N—FRED L
S72[PPS Neighbor TablelBEENRRSNE T, COE@ECIE. PPS RA/N—FT—7
VDB - BHEZTVET,

MAC Address

PN28160K Local Management System
PPS Configuration —> PPS Neighbor Table

Neighbor Age-Out Time: 60 seconds
Total Entries: 3

Port Expired

XXOXXIXXOXXoXx:xx 10 52
XX XX XX XX XX XX 2 57
XX XX IXX XX XX XX 1 51

<COMMAND>
[N]Jext Page [Dlelete PPS Neighbor Entry
[(Plrevious Page [SThow Neighbor Info Detail
Set Neighbor Age—Out [T]ime [QJuit to previous menu
Command>

Enter the character in square brackets to select option

4-7-31 PPS RA IN—8RE

EE O
Neighbor PPS IEEERENDIY M URBRENRRSINE T RELICREBEEZEBA TBE
Age-Out Time DRV TV EYURT=TIVhSHIBRSNE T, THHERE 60 #CERESNTL

9,

Total Entries

PPS SEEEBENDIY b UBHARRSINE T,

MAC Address PPS IHEEBND MAC 7 RLUANRRSNET,
Port PPS IEEEE L MBEICHATDIR— FESHARRINKT,
Expired PPS RAN—=T=TIVICEBFRSNTVDITY MUDHIBRSND I TORETI,
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CCTERTEDIOVY RRROEBD T,

[

N

RDR—IZRRLET,

| IRV RINIZANTBE. ROR—IDRTRENET,

BIDR—IZERTLE T,

[OXYRTPIZANT B L, BIDK—IHRRENET,

PPS EEEENDIY MU REREZWEUTEELET,

OVYR [T] ZANTDE. 7’OVF A TEnter Neighbor Age out time>l[CEDDFEITD
T. PPS EEEBENT Y MUZRET DU % 60~86400 DEETAALTLIESLY,

BRINTULD PPS ITEEENDIT Y MU ZHIFRLE T,

ONYR D] ZANTDE, 7OVT A TEnter MAC Address(xx:xX:XX:XX:xx:xx)>1 (CZF
HDFX TOT, HIERLIL PPSIEBEENDI Y MUD MAC P RLRAZANDLTLEEZL,

PPS IMREENDT Y b DsFlEHRERRLE T,

VYUK [S] ZANTDE. 7OV R TEnter MAC Address(xx:xx:xx:xx:xx:xx)>] (CZE
DDFERIDT, BHRERRLUICV PPS HBEEEDIVMUD MAC P RURZAALTLIESE
Lo FMICDOVTIER 4-7-31 ZBRL TS,

IRIDAZ31—ICRDZFT,
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PN28160K Local Management System
PPS Neighbor Table —> Show Neighbor Info Detail

Product Name : PPS

Product Model : PPSController
Serial Number : Not support

MAC Address : 00:06:A5:5G:29:09
Sender Port @1

IP address ©172.16.222. 15
Hostname . PPSController

Press any key to continue...

4-7-32 PPS A I\ —FHHEREE

EEDELHA

Product Name PPS sEEEBENEBENRRINET,

Product Model PPS HBEREDRBENRRINET,

Serial Number PPS sEEBEBDV Y PV IN—HRREINEYT, PPS EEEEOIV NUHAY
UP IV N—FRRICHHLU TOWDRERHDE T,

MAC Address PPS EEEED MAC 7 RUANRRINET,

Sender Port PPS IMEEBNBEICHERAINTLDIR— FEENRREINET

IP address PPS ITBEED IP 7 RUANRREINEK T,

Hostname PPS SEBEBDHRA h BHRRESNE T,

222




4.7.9.d. PPS X272 3 VEERE(PPS Connection Table)

[PPS Configuration] TOVY Y RICIZAANTDE. B 4-7-33 DX D7 Show PPS
Connection Table|DBEAENRREINE T, COBEAE T, PPS ART¥av7T—7ILD
BB - /HEETLET,

PN28160K Local Management System
PPS Configuration —> PPS Neighbor Table

Total Entries: 2
PPS Destination PPS Gateway Port VID Tag

XX XX IXX XX XX XX XX XX XX XX XX XX 9 1 No
XX XX XX XX XX XX XXIXXIXXIXXIXx:xx 10 1 No

<GOMMAND>
[N]ext Page [Aldd PPS Connection Entry
[(Plrevious Page [Dlelete PPS Connection Entry
[R]estart PPS Connection [Q]uit to previous menu

Command>
Enter the character in square brackets to select option

4-7-33 PPS RT3 VEEE

BEEDELH
Total Entries PPS OXRJ¥avDIV NUBHRRSINET,
PPS Destination PPS ORT Y 3 Y DEHHEHERRINE T,

PPS Gateway PPS ORI avDT— kI A HKRREINET,
Port PPS ORI Y avDik— hBESHRRINET,
VID R—KrHAETD VLAN @D VLAN ID BRREINE T,
Tag 97 VLAN DBENRREINE T,
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—
(&

CCERATEDIVYRIFRODESDTT,

N

RDR—IZRRLET,

[OXVFINIEANTBE, ROR—INERENET,

BIDR—IZERTRLE T,

\ OV Y RIPIZANTDE. BIDR—INRRINE T,

PPS ORI avT7—JI)EBRRULET,

| OV RIRIZANTDE, PPS ORI ¥ avT—TIABRRLET,

PPS OxRJ Y3 v&ENLET,

ANV R TAl ZANTDE, 7OV7 A TEnter MAC Address(XX:XX:XX:XX:xx:xx) >] [CZE
HDDFXIDT, EBIMITDP FUAANLTLEELY,

PPS OxXJ ¥ avZzHIBRLE T,

OVY R D] ZANTDE, 7OVT A TEnter MAC Address(Xx: XX XX:XX:XX:XX) > (CZE
HDOFXRIDT, HIBRITDP RLAANLTLIEELY,

IRIDAZ21—ICRDZFT,
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4.7.10. H— T I—EVT DR
(Port Group Configuration Menu)

[Advanced Switch Configuration Menul TV Y RIP]&ZERT D& B4-7-350
& S7%xIPort Group Configuration Menul DEEICRDE T, ZOEE TE>R—KTIL
—EVIDEREETDCENTEFT, M—bII—EVIZHRETDE, R—bTIb—
TDAVN—=[CTEESNR—KE BUITIV—TDAXAVIN—R— bk EDHBENTIRE
BDFET, BR—MIEROR— LT IV—T(CEDHETHIENTRETT, R—bTIL—
EY I ZMALUCBHAIZRA-7-34(CRUE T,

TV —=Ry b

HzrvF ()
K=~ I—T 1 \&#{’— =72

FHRIRA v F :]CL_J @L,D Q>
— N\

4-7-34 R— T I—E VT EFIB U BRE
(PC1—A V& —%y ;. PC2—PC3—1 V9 —R v FEABETEEE St D18

TFE I—TRA - BRTEEERERDR— I —TETH>TH I —LDIL—T1&
MR UERHZITLVE T,
2 DB EDR—FTIL— (T U TLink Aggregation®D b SV IR— b %ZED
LOICRELBERE. EBICTU—LANEERINRVBEEHHDET,
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PN28160K Local Management System

Advanced Switch Configuration —> Port Group Configuration Menu

Total Groups : 0

Group ID Group Name Group Member Status
<COMMAND>

[N]lext Page [Clreate Group [Dlelete Group

[(Plrevious Page [Mlodify Group [Elnable or Disable Group

[QJuit to previous menu

Command>

Enter the character in square brackets to select option

===

B4-7-35 iR—~TIL—EV T DEE

BEEODRE

Group ID MR—bIIL—TDIDERTRLET,

Group Name BWESNTLDR—FTIL—TDERIZRRLE T,

Group Member | R— b ZIL—T[CAIBT DX VIN—R— b ZRRLET,
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CCCTHERATEDOVY RIFFEEDESD T,

[

N

RDR—IZRRLET,

| INJEANT BERTIROR—IITHDENDET,

BIDR—IZERTLE T,

| TPIEAATBERTDBDR—IITHDEDDET,

M— T IV—TEBEENEE L X T,

[ClEANTDEEEA Port Group Create MenulICEHDD XY, ABICDOWVTIFIRIE
(4.7.9.a)28BRLTLLEELY,

R—hII—TZHIBRLE T,

DIEAATDETOVT MATEnter Port Group ID >]ERDEITD T, HIBRT DR— T IL—
71D (1~256)& AL TL &L,

M—hII—EVTRENEEEENEH L X T,

IMIEANTDETOVT MATEnter Port Group ID>1ERDFEIT DT, BEZTUVCLR—
TIV—=TID(1~256)Z AALTLIEE L\, D EEENPort Group modification Menul(c
BTHDET, NBCOVTHRE4.7.10.0)EBBL TS,

J:ﬁLL@)(:].—[CEoijo
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4.7.10.a. IR— T Ib—"DER(Port Group Creation Menu)

[Port Group Management Menul TOV Y RIC]EBIRTDE. H4-7-36DE D7
[Port Group Creation MenulDEEICRDF T, COEE ClER— kT IL—TDIEM%
TVET,

PN28160K Local Management System
Port Group Configuration -> Port Group Configuration Menu

Group ID
Group Name

Port Members

<COMMAND>

Select Port [Glroup ID
Set Port Group [N]ame
Select [Plort Group Member
[Alpply

[Qluit to previous menu

Command>
Enter the character in square brackets to select option

B4-7-36 R— b~ T I—TDIERK

EmEDERHA

Group ID R—bIIL—TDIDERRLUET,

Group Name | &BESNTLDR— T IL—TDEEIERRLET,
Port R—bIIV—T([CHB T DA VIN—Rh—hEXRRUET,
Members
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CCCERTEDIVYRETENESD T,

G | R—bhIIL—TIDERELET,

[GIEANTDET OV MHTEnter Port Group ID>1ERDFFDT, R—rITIL—TIDEAT]
LTLEELY,

N | R—bTIL—TDEFIZHRELE T,

INJEAATDETOVT MHTEnter Port Group name > ERDEFIT DT, iR— T IL—TE%&H
A16XFLATANLTLIEE L,

P | R—hII—TDXAN—%HELET,

[PIEANTDETOVT A Enter egress port number >] ER@DEXIT DT, R—bESZAAL
TLIEEW, = BSEERANTIRSEH YV TRYDH. BERUCBFOBSIF/NTTVT
EBEL TS,

A | R—=bII—T%ERLET,

| TAJEAAL TREEBRALET,

Q| LIDAZ2—[CEDZET,

AR IR—bhIIV—TDREANRIFAIZADL TRTBEAZLTLIESL, BRAE
FTQIZANTDERENRESN, R— T IL—T—IEHSNEE A,
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4.7.10.b. R—bTI—EVTREDEE

(Port Group Modification Menu)
Port Group Management Menul TN Y RlolZ#BRL. WEDHR—~FIL—T1D
ZIBET D& HA-7-37D L S7Port Group Modification Menul DEEICRD F I,
COEE ClER— I IL—EV T DREBRNDEEZTVET,

PN28160K Local Management System
Port Group Configuration —> Port Group Modification Menu

Group ID o1
Group Name
Port Members D 1-24

<COMMAND>

Set Port Group [N]ame
Select [Plort Group Member
[Alpply

[Qluit to previous menu

Command>
Enter the character in square brackets to select option

B4-7-37 R—hrTI—EVITREDESE

EEOHEA

Group ID MR—bIIL—TDIDERTRLET,

Group Name | ESNTLDR— T IL—TDEAIZRZRLUET,
Port R—RIIW—(CAB T DA VIN—HR— b ZRRLET,
Members
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CCCTHERATEDIVY RIFFEEDOESDTY,

[

N | R—bTIL—TDEEIZEFRELET,
INJEANTDET OV HTENter Port Group name >1 ERDEITD T, R— b TIL—T &%
B16XFLUARATAAL TLIEELY,

P | R—bIIL—TDXYN—%BELET,
[PIEANTDETOVT A Enter egress port number >1ERDE I DT, R—bESZEAHL
TLIEE L,
R—rBSZEERANTDIHEEFHYNYTRYDH ERULEFOBREF/N\I TV TEEL TR
=0V

A | R—rIJI—EVTDRELREZBRALET,
| TAIEARL CREZBALETD.

Q| HIOXZa1—ICEDET,
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4.7.11. SFP EY 1 —)VIRREEFEMEEDEE
(Digital Diagnostic Monitoring Menu)

[Advanced Switch Configuration] COV Y Rlgl&BRITDE, B4-7-38D L D
[Digital Diagnostic Monitoring MenulDBEE(CRDF T, COEE CIFSFPEY 1—

JVIAREREREE DR EBRDREZ1TLE T,

PN28160K Local Management System
Advanced Switch Configuration —> Digital Diagnostic Monitoring Menu

Limit Trap Status > Disabled
SFP Port Number 123 Transceiver Type
Vender Name : Vender Product Number :
Vender Serial Number
RX Power TX Power Temp Voltage Bias Current
(dBm) (dBm) (deg. C) V) (mA)
Status 0. 0000 0. 0000 0. 0000 0. 0000 0. 0000
High Alarm 0. 0000 (A) 0. 0000 (A) 0.0000(A) 0.0000 (A) 0. 0000 (A)
High Warning 0. 0000 (A) 0. 0000 (A) 0. 0000 (A) 0.0000 (A) 0. 0000 (A)
Low Alarm 0. 0000 (A) 0. 0000 (A) 0.0000(A) 0.0000 (A) 0. 0000 (A)
Low Warning 0. 0000 (A) 0. 0000 (A) 0. 0000 (A) 0.0000 (A) 0. 0000 (A)
<COMMAND>

[N]lext SFP port
[(Plrevious SFP port
Set Limit Trap [S]tatus

Set [R]X Power Limit
Set [T]X Power Limit
Set [V]oltage Limit

Set Tlelmp Limit

Command>
Enter the character in square brackets to select option

Set [Blias Current Limit
[QJuit to previous menu

B14-7-38 SFPEY 1 —)VIAREMESRHREDERE

EE O

Limit Trap Status | REEZ{LERIDSNMP b S v RHOER - BHDREEXRRLE T,

SFP Port Number | SFPAEASNTLDR—FERRLUET,

Tranceiver Type SFPOERZRRLE T,
Vender Name SFPOA—NEEZRRLUET,
Vender Product SFPOREBEEZRRLET,
Number

Vender Serial SFPOY U P IESZRRUE T,
Number

Rx Power (dBm) SFPOZEN/INT—ZRRLET,

Tx Power (dBm) SFPOEENR/NT—ERRLET,

Temp (deg. C) SFPORBEZRRLE T,

Voltage (V) SFPOENMFEREZRRLE T,

Bias Current (mA) | SFPOENMEEBRZRRLE T,
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Status SFPORREZRRLE T,

High Alarm PS5—LDLRBEZRRLUE T,
High Warning ESOLEREZERRLE T,
Low Alarm PS—LDTEEEZRRLUEX T,

Low Warning BESOTREEZRRLE T,
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CCCERTEDIVYRETENESD T,

ROKR— b DEZRRLE T,

| INJEANT B ERDK— S DSFPREEZRRLE T,

BAIDIR— b DEZRRLE T,

| TPIEANT B ERIDK— b OSFPREEERRLE T,

REZILEEDSNMP b 5 v XHOBR - EHZERELE T,

[SIEANTDE. 7OV MHTEnable or Disable Limit trap(E/D)>1ICEDDFEITDT, b3y
TREEBWICTDHSIFEL BMCTDIHRSIREIDIZANLTLIIEEL,

RENNT—DEEZRELE T,

[RIEANTDE, TOVT MATAUto or Manual (A/M)>I[CEDDEIT DT, SFPORESNT
LWDABZERTDIHBERIAL FETHREITDIHSIE M ZANLTLEEL,, ABE, THighor
Low(H/L)>1EZEDDEINDT, LRZEFHEIDHSIFIHL TRZEREITDHSEIMIZANLTL
2L AN TAlarm or Warning(A/W)>1 EEZEDDFID T, 75— L%ZRETDIHSETAL
BESZHR/TEIDHSRIWIZADL TSV, AN, [Entervalue>| EBDD XTI DTEZ AL
LTLIEE LY,

EENNT—DEREZRELE T,

[MTIEABNTDE. TOVT MATAuto or Manual (A/M)>JICEDDFF DT, SFPOFRESNTL
DABZFERATIHSETAL FETREIDHESIE Ml ZAALTLIES L. ABE, [High or
Low(H/L)>1EZEDDEINDT, LRZEFEITDHSIFIHL TRZERETDHSEIMIZANLTL
2L ABE. TAlarm or Warning(A/W)>1 EEZEDDFIDT, P75 —L%ZRETDIHSETAL
ESZREIDHRERIWIZANUTLLES L. AN, [Enter value>] EBDD XTI D TEZAS
LTLIEE LY,

BEEDRMEZBALEX T,

VIEANTDE, 7OV RHTAUto or Manual (A/M)>I[CBHDEXRI DT, SFPOFRESNT
LWDRBZEATDIHRSIRIAL FETHREITDHSIE MI ZAHDLTLIEE L), AHE, [High or
Low(H/L)>1EZEDDFITNDT, LREZH/ETDHSIFHL TREZREITDHBSELIZANILTL
2EL\. ABE. TAlarm or Warning(A/W)>|EEHDDXINDT, 75— LZREIDHESETAL
BEEEZREITDIHBARIWIZANLUTLEE L, ASE, [Enter value>] EEDDEITDTEEAT]
LTLIEELY,

BEDBEZRELE T,

[E]EAATDE, 7’OV7 hATAuto or Manual (A/M)>I[CEHDDFEIT DT, SFPOFESNTL)
DANBEFEAITDHESIENAL FETRETDIHESIE M1 ZAALTLIEEL, AN#E. THigh or
Low(H/L)>1EZEDDFITNDT, LREZH/ETDHSIFHL TREZREITDHSELIZANILTL
2&L\s ABE. TAlarm or Warning(A/W)>|EEDHDDEINDT, 75— LZREITDHSETAL
ESZREIDHERIWIZANLTLIEE W, ASNE. TEntervalue>] EBHDD X I D TEZAN
LTLIEELY,

ERORAEZRELET,

BIEAATDE, 7OV bATAuto or Manual (A/M)>JICEDHDDER T DT, SFPOFESNT
LWDRBZEATDIHRSIRIAL FETHREITDHSIE IMI ZAHDLTLIEE L, AAE, [High or
Low(H/L)>1EZEDDFINDT, LEZHEITDIHSIFIHL TREZREITDHBEFLIZANILTL
2&L\. ABE. TAlarm or Warning(A/W)>|EEHODDXINDT, 75— LZREITDHSEFTAL
ESZREIDHERIWIZANLTLIEE W, ABNE. TEntervalue>] EBHDD X I D TEZAN
LTLIEE LY,

HIDAZ1—-ICEDZET,
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4.712. RIWFF+ AT —TDEE

(Static Multicast Address Configuration)

[Advanced Switch Configuration] TV Y RTul&#EIRITD &, B4-7-390D L 57
[Static M[u]lticast Address Configuration] DEIEICTRD X T, TVREI AT LR
® - BEEREVATLADEDRIPNIVFF+ A M EZBWEPTUTr—Y a vz CERICKR
DBEBICNILFF+ AT Y hHARR—MNIEXBEINDZECLIDHFHNDLEEEHEE
I

PN28160K Local Management System
Advanced Switch Configuration —> Static Multicast Address Table Menu

VLAN ID Group MAC Address Group Members

1 01:00:5E:00:00:00 1

<COMMAND>
[N]ext Page [Plrevious Page [QJuit to previous menu
[Aldd Static Member Port [D]elete Static Member Port

Command>
Enter the character in square brackets to select option

B44-7-39 NILFF+ AT IV—THEEDRE

EEODFEA

VLAN ID NILFF+ZALTI=TD VLAN ID ZRRUE T,

Group MAC | ¥ILFF+ARTIL—T0O MAC P RLAZFRRUE T,
Address

Group Members | ¥ILFF AL TIL—TICBLTVDR— b ZRRLE T,
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CCCERTEDIVYRETENESD T,

N

RDR—IZRRLET,

INJEANTDERDR—IZRRLE T,

BIDR—IZERTLE T,

[PIEANTDERDNR—IZRRLET,

~)

VFF+ AT MAC P RLR XVN—R—bZRELET,

TAJEANTDE TEnter VLAN ID >] E72DF T DT, VLAN ID(1~4094) 2 AL TLEELY,
92&7’'0V 7 hhEnter MAC address for multicast entry>1ERDFEITDT, VILFF+R
RIIV—="MAC 7 RUR% [***xxxxkx3sx | L SCANLTLIEEL,, ZDHTOVT ~
MlSelect group member>|ERDEFITDT, VILFF+ AT —TICBMEIED A VIN—R
—bhZAADLTLIES LY,

~)

LFF+ ARTI—TDSHIRT DXV N—R— b ZRELF T,

[DIEANTDE TEnter VLAN ID >] ERDEF T DT, VLAN ID(1~4094)Z AL TLREE LY,
92&7’'0V7 M Enter MAC address for multicast entry>1&ERDFEITDT, VILFF+R
RTIW—"MAC P RLR% [**x*xkxsxdss | ESCAADLTLES L, ZDHIOVT +
MSelect group member>]ERDFITDT, VILFF+ARTIL—THDT XV /N—KR—k
ZADUTLES LY,

HIDAZ1—-CEDZET,
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4.8. MEHEER DI (Statistics)

Main Menulh'alS1&RIRYT 2 EM4-8-1D X Dl Statistics Menul DEEICTRD
£, COBEETIE/NT Y FDFREHBEREBER TEDEH. Xy NT—TJDREZICIEY
BDCENTEET,

PN28160K Local Management System

Main Menu -> Statistics Menu

Port: 1 Refresh: 300 Sec. Elapsed Time Since System Reset: 000:00:00:00

<{Counter Name> {Total> <Avg. /s>

Total RX Bytes 0 0

Total RX Pkts 0 0

Good Broadcast 0 0

Good Multicast 0 0

CRC/Align Errors 0 0

Undersize Pkts 0 0

Oversize Pkts 0 0

Fragments 0 0

Jabbers 0 0

Collisions 0 0

64-Byte Pkts 0 0

65-127 Pkts 0 0

128-255 Pkts 0 0

256-511 Pkts 0 0

512-1023 Pkts 0 0

1024-1518 Pkts 0 0
<COMMAND>

[NJext [Plrevious [Slelect Port Re[flresh Mode [Rleset Since [Ulp [QJuit

Command>

Enter the character in square brackets to select option

B4-8-1 #EHBMDEIR | BN O DRERR

BEBEOEA
Port R—hBESZRRUET,
Refresh BEOEFERZEZRRLE T, (THHEE : 300%)
Elapsed Time AEBEDEFFEZRRLUE T,

Since System Up

Counter Name BHO VI DERIERRLUE T,

Total BHOVIDEZRRLE T,
Avg./s BHO VI D—EZBLD DFEZRRLUE T,
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CCCERTEDIVY RETENESD T,

N

ROKR—EDEZRRLUET,

| INJEANTBERDIR— DAYV IERRLET, K—F16TRENTT,

RIDIR— b~ DEZRRLE T,

| TPIEANT B ERINR— DAYV IERRLET, K—M I TRENTT.

WROKR— b ZYDBEZFT,

[SIEANTDETOVT RSB TSelect Port number>]1EZHDEXFIT O TRRUTEVLR— RS
SHEAALTLIEELY,

BHEHOEHRE—RZRELXT,

[FIEAANTDETOVT AT for start to refresh,2 for set refresh ratel]I[CEHDET
DT, BEEHZILHDBERM1%Z, BFftRZEEITIHRSIFI12]1Z AL TS,
212 ANUTBEE T OV T M A Input refresh time>[CEHDDFR I DT, 5H5600(F)
DEHEANLTLIEEL,

HWoVvIDEZ LY FLET,

[RIEAATDENTVIDEAUEY S, ADYIULY MADORRICYIDEDD X
ER

HIOXZ31—ICEDFET,
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e COHATREIETEBNEHL THODREE (K4-8-1) &NhIvIUty hHBD
REME (H4-8-2) D2EBHEERTIDIENTEXT, NOVIDUEY bZETH>THIE
LU THODRBERRFESNTVET,

PN28160K Local Management System

Main Menu -> Statistics Menu

Port: 1 Refresh: 300 Sec. Elapsed Time Since System Reset: 000:00:00:00

<Counter Name> <{Total> <Avg. /s>

Total RX Bytes 0 0

Total RX Pkts 0 0

Good Broadcast 0 0

Good Multicast 0 0

CRC/Align Errors 0 0

Undersize Pkts 0 0

Oversize Pkts 0 0

Fragments 0 0

Jabbers 0 0

Collisions 0 0

64-Byte Pkts 0 0

65-127 Pkts 0 0

128-255 Pkts 0 0

256-511 Pkts 0 0

512-1023 Pkts 0 0

1024-1518 Pkts 0 0
<GOMMAND>

[NJext [Plrevious [Slelect Port Re[flresh Mode [R]eset Since [Ulp [Qluit

Command>

Enter the character in square brackets to select option

B14-8-2 #EHBMDERR : DO VI TUFPHSDRERT
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BEOFHA

Port h—rESERRUET,

Refresh EEODEFERERRLUE T, (THLMEE : 3008)
Elapsed Time NIy hENTHSLDBRBREZERRLUETD,
Since Reset

Counter Name BHOVIDEBRIZERRLUED,

Total BHOVINDEERRLUE T,

Avg./s

BAD VI D—WEHATCD DFHIEZRRUEX T,

CCCHERTEDIVYRETENESD T,
N | RDR— bk DEZRRLET,

| INJEARNTBERDIK—FDHIVIERRLET. K—H16TRENTT.

P | BIDIR—hDEZRRLE T,

| TPIEANT B ERDR— DAV IERRLET, K— M1 THEHTT,

S | WEOR—bZEYIDBEXET,

[SIEANTDETOVT RSB Select Port number>]1EZBHDEXFITOTRRUTEVLR— RS
SHEANDLTLIEZLY,

F | ADVIDERE-RFZRELET,

[FIEAATDE. FIRTTICI for start to refresh, 2 for set refresh rate] ERIRSNFE I D
T. B89EFZIEHDBEEN]. EFEREZEEITDIHREE2/ZANL TS,

212 AANUTBEEE T OV T M A Input refresh time>[CEHDFEIT DT, 5~600(F)D
BREANDLUTLEELY,

R | AWovInEZYEY FUTHEDEDRRICTIDEXET,

EC

[RIEANTDEHADIVIDEZUEY kU, Elapsed Time Since System ResetHA0IC72D

U | BEDEHRE-FZRELE T,

‘ [UIEANTDEREBR/INODHD VIRRICYIDEODDXT,

Q| HIDAZ21—[CEDZFT,
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NOVIDABFTEDEHBD T,

Total RX Bytes

REUVLETOINT Y bOINA MERRUET,

Total RX Pkts

RELVICETONTY MZERRLE T,

Good Broadcast

RELLTO-RF+ ATy bMZERRUE T,

Good Multicast

REUVLNILFF P ANNT Y FERRUET,

CRC/Align
Errors

IS—/\7y FTEERI VT Y FE(64~1518/\1 N TRAH DN, BOREFS

(FCS) TROMRRSNI/ Ty bZERRLUE T, D55/ v bORSH
131 b OBEEBDHDIFCRC (FCS) T5— £DTRVLBDIEFFPSI AV K
Ia__c\jo

Undersize Pkts

IS5—/)\y hTo VY RENGLANA FEDBELD,. ZOMICIEEENRLVY
Ty b AERRUED,

Oversize Pkts

<Jumbo status DisabledBF>
Ty REAMS181NT REDRWLWIT Y FRIERRUE T,
<Jumbo status EnabledB§>
INTw REA2161N 1 REDRWLWIT Y FRIERKRUE T,

Fragments IS—/I\Ty hTINVTy FEDGANA REDEL. MDOCRCIS—FFFSA
UXVRIS—%HRIULTVWDINVT Y MIERRLUE T,

Jabbers IS5—/\ry TV y REMS181NA FEDERL M DCRCIS—FTF7 S
AUXYRNIS—HRBILTWVD/INT Y MIAERRUET,

Collisions INTY S DEROEELUOHERRLUET,

64-Byte Pkts INTy RED6ANA SDINT Y EDREZEHERRLUET,

65-127 Pkts INTw NEH65~127)81 FDINT vy hDESZSERERRUETD,

128-255 Pkts

INTw REMN128~255N1 b DINT Y b DEZEHERTLUET,

256-511 Pkts

INTw REM256~511\1 bDINT v b DEZEHERTLUET,

512-1023 Pkts

INTw REMS512~1023/81 b DINT Y b DEZREHZRRLUE T,

1024-1518 Pkts

Ny REMN024~1518/81 bDINT w F DEZEHERRLUET,
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4.9. fTIDEEMERTE (Switch Tools Configuration)

Main Menulh'oITI1ZEIRT D &K 4-9-1 DK D7%rISwitch Tools Configurationl
NDEBEICRDET, COEBCEIDEBECTET7—LTTPDIN—IavFP v 8BE
DR - F0A. BiLE, OJDBRE. X1 v FONIIEEOFRE ZDBRDOREETD
ZENTEFXT,

PN28160K Local Management System
Main Menu —> Switch Tools Configuration

[TIFTP Software Upgrade
[Clonfiguration File Upload/Download
System [R]eboot

E[x]ception Handler

[Pling Execution

System [L]og

[(Wlatch Dog Timer

[QJuit to previous menu

Command>
Enter the character in square brackets to select option

4-9-1 fIIIHBEDERTE

EEDELHA
TFTP Software AEBOT7—LADIPON—IavFPy I ICEATIHE. RUETE
Upgrade TLET,

Configuration File TEEDHRTEBRORE - FOACEHTIHRE. RUERTZITVET,
Upload/Download

System Reboot AEBOBEHCEATDIRE. RURTETVLET,

Exception Handler AEE(CHIMUEBENFEE U BROEEZHRELF T,

Ping Execution REBHNDODPINGDETZTLE T,

System Log AEBOYATLOT DERRZETVET,

Watch Dog Timer Watch DogtBEDEREZITLE T,

Quit to previous Switch Tools Configuration MenuZz# T U, X1 Y XZ1—ICRDFT,
menu
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4.9.1. F77—LI9TPDIN—I3vPvr
(TFTP Software Upgrade)

[Switch Tools Configuration Menulho[T]ZEIRT D EE 4-9-2 DK DRITFTP
Software Upgradel DEEICANDE T, COBRCIEFT 7—LD T PDIN—I3VFPy
THEITDZENTEFXT,

PN28160K Local Management System
Switch Tools Configuration —> TFTP Software Upgrade

Image Version: 1.0.0.x
TFTP Server IP: 0.0.0.0
TFTP Server IPv6:
Image File Name:
Reboot Timer: 0 seconds

X

<COMMAND>

Set TFTP [S]erver IP Address
Set TFTP Server [I]Pv6 Address
Set Image [F]ile Name
[Ulpgrade Image

[Qluit to previous menu

Command>
Enter the character in square brackets to select option

492 T7—LDITPDIN—I3avrPyr

EIFE DR
Image Version |BEDT7—LDIPDN—I3aVERRUET,
TFTP Server IP | N=Y3a VP v T ddT7—LD I PZHELUTCLDTFTPY—/I\DIPP RL X%

KRUET,
TFTP Server N=I3VPvIITDT7—LITITPEFRELTCLDTFTPY—/DIPv6 7 KL X
IPv6 ZRRUET,
Image File N=I3VPvITIdT7—LITPDIT7AIEERRLET,

Name
Reboot Timer 77—ATIPNIUYO—-REICEESHTDETCORBERRLED,
KBRS [System Reboot Menul [CTHREITDIENTEXT,

243




CCTCERTEDIVYRETFENESD T,

S

N=Y3VPvTITdT7—LIIPDBVNTHDTFTPH—/ADIPP FRLRAZERELE T,

[SIEANTDETOVT A TEnter IP address of TFTP server>] &ZEHODFET, TFTPY
—IN\DIPPRLUAZADLTLIESLY,

N—D3VPvTTBTI7—LITPDT 7 L BERELET,

[FIEAANTDETOVT MO TEnter file name>] &EBEHDDET, SovO—RLi7O7
SLADT7AIVBZEFEIONZLURNTEEL TLIEEL

N=YavPyTzRELET,

DIEAATDETOVT RA [Download file(Y/N)>1 £ZEDD, FETDHEDHDHER
ZLUET, RENETHEBVRUNESNERL TLIEEL, [YIEANTDEN-Ya VT
VI ERIBLET, BECEDNESTIBEFINIEANTDETDRECERDF T,

N=Y3VPvTIdT7—LIIPDBVNTHDTFTPY—/IDIPv6 7P FURAZEHRELF T,

MN1EANTBETOVT A TEnter new server IPv6 address>] EZBHDET, TFTPHY—
INDIPV6 P RLURZEADLTLIESLY,

J:TI_L@)(::L—(CED 353_0
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SovO—RHAREIBENDER 4-9-3 DLSREAEICYIDEDLD, 90— RORRA
RRSNZFT, EmEXPIC Ctri+c F—FANTDE TFTP EXIBDO A TIEET I, )
SOVO—RNRTIDET7—LADIT PDEZBEZINEITEIN. Reboot Timer TERE
SNTHREOBEHL. £DRBEENICBREESHNETINKT,

PN28160K Local Management System
Software Upgrade Menu —> Download Status

TFTP Server IP: 192.168.1.10
TFTP Server IPv6:
Image File Name: M16eG. rom

Protocol: TFTP

sorporrdkd Press CTRL-C to quit downloading >ksskoksotkk
Data received (Bytes)

4-9-3 FovO—RETH

CHER J7—LUIPON-Ia VTP yIHEREBEDEREZEICT)SBNTLTE
SYAN
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49.2. REBHROHFEF- ﬁﬂ(Configuration File Upload/Download)

['Switch Tools Configuration MenulD'SICIZEIRTDEN 494 DL DR
FConfiguration File Upload/Download MenulDEEICAD XY, COEME CIEEAE
DEREBHRZ PCANT71ILEVTRE. FRBFFAZTOIENTEFT,

PN28160K Local Management System
Switch Tools Configuration —> Configuration File Upload/Download

TFTP Server IP: 0.0.0.0
TFTP Server IPv6:
Config File Name:

<COMMAND>

Set TFTP [S]erver IP Address
Set TFTP Server [I]Pv6 Address
Set Configuration [F]ile Name
[Ulpload Configuration File
[D]Jownload Configuration File
[QJuit to previous menu

Gommand>
4-9-4 FEHEBHDFRRT - Fvd
R
TFTP Server IP BREDHRE - FHAZTD TFIP Y—/I\D IP PRUAZERRLE T,
TFTP Server IPv6 BREDHRE « FOAZTD TFTP Y—/I\D IPv6 PRURAEZRRLUE T,
Config File Name BEBROD T 71 IEBERRLET,
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CCERATEDIVYRETFENESD T,

<
S

==

EX/E

BRORE. FIcFFAZTD TFTP H—/\D IP P RLRAZERELE T,

[SIEANTDETOVT MDA Enter IP address of TFTP server>&EZHDE T, TFTP H—
INDIP PRLARAZANDLTLEELY,

&=

. FBFAZTORERERD T 7 1 ILBZRELE T,

[FIEAANTDETOVT A Enter file name>&EBHNDET, SovO—RLETOTS A
DT 71 IVE%%A 30 XFELURNTEEL TLIESLY

——

=
EX/E

BRORE (Py7’0—F) ZHBLET,

[UIEAANTZETOUT R Upload file(Y/N)>EBHD, BIET DN E ShDERELE
7, BENLTHEVBLAE SHBRBL TS, [YIEANTZEFP Yy T O— RERH
LEY, BECEONE1BERINIEANTDETOREICRDET,

=

BRE

BRORE. FIcFFwA%ZITD TFTP B —/\D IPv6 P RLRAZERELE T,

MN1EANTBETOVT M Enter new server IPv6 address>&EZBHDEY, TFTP H—/\
DIPv6 PRUAZADLTLIESLY,

—

ENRE

BMOFHA (FOvO—F) ZHREBLET,

DIEAATDETOVT A Download file(Y/N)>EZED D, BT D2HE DD DHERE L
FI, HEN R TEEBLRBULHDEDNERL TS, YIEANTDEIDYO—F%H
BULET, RECHRONES>TEHBSIFINIEANTDETDRECEDE T,

Q | £

DAZ21—ICERDZET,
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4.9.3. BiE#(System Reboot)

[Switch Tools Configuration Menulh'SIRIZFEIRY D EM4-9-5D K D72 System
Reboot MenulDBEEICEDF T, COEE CIFAEBENDBEEBZTOIENTEET,

PN28160K Local Management System
Switch Tools Configuration —> System Reboot Menu

Reboot Status: Stop
Reboot Type: Normal
Reboot Timer: 0 seconds
Time Left: N/A

<COMMAND>

Set Reboot [0]ption
Start [R]eboot Process
Set Reboot [T]imer
[QJuit to previous menu

Command>
Enter the character in square brackets to select option

4-9-5 BiEE

BEE DA
Reboot Status BEEOIVY FAERTENTLDHE DN ERRLUET,
Stop | BRBITONTORVREERLET,
Reboot Type BEFHOHRNEXRRUET, TBHERICENormalllCERESINTUVET,
Normal BEOBEEHZULET,

Factory Default L TCOREN TIHBHEREDREICRDE T,

Except IP

Factory Default IP7 R L ZDFEUIM THHERORECRDF T,

M CRESNTLET,

Reboot Timer BEBDERTHOXRICBEFH I I TORBERRLE T, THEMEKE [0

IO ETHRRRDEFNTE, BEEEDERNTEET,

Time Left BEBORTRIC. ERICHBEFI DI TORDEEZRRLET. F—AN%E
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CCTCERTEDIVYRETFENESD T,

O | BEEOHRAZERIBEHN. ITHHARKCRECRIMNTRELE T,

OJEANTDET O VT A Select one option (N/F/I)>1EEDDFY, BREOBES%
I2HEIEINL 2T IBHEROREREICRIBSEIF]. IPP RUADREL TE2RE
L. Z0OfND&HEE T BHEEROREICRIBEEFNIEANL TS,

R | BEEZRGTLET,

RICANTDET TV MHTAre you sure to reboot the system (Y/N)1 & ZEDH D BER
BUEINDT, RTIDHBERNYL PLETDHESEINIZADL TS0,

T | BEBIDIETOREZRELET,

TIEANTDET OV MHTEnter Reboot Timer>1EEBHDEITDT, 0 or 5~86400F)
Q4/) OBDEZANLET,

Q| HIDXZ1—([CEDZFT,
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4.9.4. HI5SMLE(Exception Handler)

[Switch Tools Configuration Menulh'5Ix]Z#iRd 2 EE4-9-6D X D7k
[Exception Handler|OE@EICRDF T, ZOEMHE CIRIBFIIMUEDEEZRBIRT DI EH
TEFT,

PN28160K Local Management System
Switch Tools Configuration —> Exception Handler

Exception Handler: Disabled
Exception Handler Mode: Debug Message
<COMMAND>

Enable/Disable E[x]ception Handler
Set Exception Handler [M]ode
[QJuit to previous menu

Command>
Enter the character in square brackets to select option

49-6 BISMLE

EE O

Exception Handler | BISMLEE#REDIRREZRRLF T,
TBHEREEM(Disabled)[CERESNTVET,

Enabled BISMUEHEEN B DRETH D EZRRLE T,
Disabled BISMLUEHEENE DRETH D EZRRLUE T,
Exception Handler | BISMLED G EZRTLUE T,
Mode Debug Message | ZBENBISMLEBZRIUTER, JVY—IVEICT /Ny T X

vE—IZHNLET,

System Reboot KENFSIMUEZRA LT, BENCEESZRTLE
EB
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CCCERTEDIVYRETENESD T,

X | BISMLEEEDES), BN Z D BX XY,

XIEANTDET'OVT A Enable or Disable Exception Handler (E/D)>1&EZEHDETD
T, HEEZBEWICTDHEREIZ. BRAUVRBRWEERIDIZANDL TS0,

M|

4

SMMEDTSiEZERELE T,

IMIEANTDETOVT bHSelect Exception Handler Mode (M/R)>1&EZEHDDEIT DT,
TNYIT Xy E—IZRRSEDIHERIIMI%Z, BREESSEDHBEIIRIZADL TS,

Q| HNIDAZ21—[CEDFT,
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4.9.5. Ping M%E17(Ping Execution)

[Switch Tools Configuration MenulMSIPI1ZZEIRT D ER 4-9-7 DL SR Ping
Execution] DEEICAD T T, COEE CIFRAT v FMD IPv4 XTcld IPv6 T Ping OV
VREERTIDIEZBIRTEFT,

PN28160K Local Management System
Switch Tools Configuration —> Ping Execution

IPv[4] Ping Execution
IPv[6] Ping Execution
[QJuit to previous menu

Command>
Enter the character in square brackets to select option

4-9-7 Ping B&E
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4.9.5.a. IPv4 Ping M%E17(IPv4 Ping Execution)

[Ping Execution MenulNn'5l4]ZBIRITDEM 49-8 DL S7[IPv4 Ping
Execution] DEEICADET T, COEETIFRAA Y FMD Ping IVY FERTIDILE
(LD, EHRSNTODIRRPHDEENDBEERZT O ENTEET,

PN28160K Local Management System
Ping Execution > IPv4 Ping Execution

Target IP Address: 0.0.0.0
Number of Requests: 10
Timeout Value:

<COMMAND>
Set Target [I]P Address [Elxecute Ping
Set [N]umber of Requests [S]top Ping

Set [T]imeout Value [Q]uit to previous menu
Command>

Enter the character in square brackets to select option

4-9-8 Ping DE1T

BEOEA

Target IP Address:
TLET,

PingZR1TI DEFHDIPP FLAZRRLE T, THHMEEK(F0.0.0.0(C>

Number of Request | PingDO#=&RRLEX T, THBERIS10QCR> TLE T,

Timeout Value

S4LFPINIRDETORBZERLUEX T, THHARE3MCR>TVET,

Result PingD#ERZE=RRLE T,
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CCTCERTEDIVYRETFENESD T,

| | PingZRT9 2EFEDIPP FLRAZRELE T,

M1EANTDETOVT MHEnter new Target IP Address >] EEDDEITDTIPP RLR
ZEAALTLIEELY,

N | PingDO#==ELE T,

INJEAANTDETOVT MATEnter new Request Times >1EEDHDF IO TOHZEAIL
TLIEEL,, RAT10OE THRETITDTI~10DEDEFEANLTLIEELY,

T |I9TLAPINCRDETOREZRELE T,

[TIEATTDET OV MHTEnter new Timeout Value >1 &EBHD D E T D TR ZFE(TL
TADULTLEE W, BASHTIDTI~SBORTEEL TLIEEL,

E | Pi

S

gOVYRERGTUE T, FIcRmETIUPITDIENTEFXT,

[EIEANTDETOVT b MTExecute Ping or Clean before Ping Data (E/C)>]&ZEHD &
FNDT, ETITDIHEREL. RRDITYPDHETIHBERICIZANDL TS,

S | Pingdvy RERIELET,

| PiIngMEFHICISIEANT DhERBICtri+CIANTBEPIELET,

J:TI_L@)(::L—(CED 353_0

PN28160K Local Management System
Ping Execution —=> IPv4 Ping Execution
Target IP Address: 192.168.0. 100
Number of Requests: 10
Timeout Value: 3 Sec
=============== Resul|t =—====—=========

No. 1 < 10 ms

No. 2 < 10 ms

No. 3 < 10 ms

No. 4 < 10 ms

No. 5 < 10 ms

Waiting for response. ..

<COMMAND>

Set Target [I]P Address [Elxecute Ping
Set [NJumber of Requests [S]top Ping
Set [T]imeout Value [Qluit to previous menu
>
S or Ctrl-C Stop ping function

4-99 Ping OR{THEE
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4.9.5.b. IPv6 Ping W17 (IPv6 Ping Execution)

[Ping Execution Menulh5l6]ZBIRTDEM 4-9-10 DL D7%TIPv6 Ping
Execution] DEEICADET T, COEETIFRAA Y FMD Ping IVY FERTIDILE

(LD, BRSN TV DIRRPAEDESBINDEEERZTOIENTEXT,

PN28160K Local Management System
Ping Execution > IPv6 Ping Execution
Target IP Address:
Number of Requests: 10
Timeout Value: 3 Sec
=============== ResU|t ===============
<COMMAND>
Set Target [I]Pv6 Address [Elxecute Ping
Set [N]umber of Requests [S]top Ping
Set [T]imeout Value [QJuit to previous menu
Command>
Enter the character in square brackets to select option

4-9-10 Ping ME1T (IPv6)

BEOEA

Target IP Address: | PingzZET 9 2MEFHEDIPP RLURAERRLE Y, THHAERIZ0.0.0.0[C%>

TWET,
Number of Request | PingDO#=&RRLEX T, THBERIS10QCR> TLE T,
Timeout Value A LPIMIRDETOREEZRLE T, THHER(E3IWCR>TVET,
Result PingD#ERZE=RRLE T,
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CCTCERTEDIVYRETFENESD T,

| | PingZRT9 2EFEDIPP FLRAZRELE T,

M1EANTDETOVT MHEnter new Target IP Address >] EEDDEITDTIPP RLR
ZEAALTLIEELY,

N | PingDO#==ELE T,

INJEAANTDETOVT MATEnter new Request Times >1EEDHDF IO TOHZEAIL
TLIEEL,, RAT10OE THRETITDTI~10DEDEFEANLTLIEELY,

T |I9TLAPINCRDETOREZRELE T,

[TIEATTDET OV MHTEnter new Timeout Value >1 &EBHD D E T D TR ZFE(TL
TADULTLEE W, BASHTIDTI~SBORTEEL TLIEEL,

E | Pi

S

gOVYRERGTUE T, FIcRmETIUPITDIENTEFXT,

[EIEANTDETOVT b MTExecute Ping or Clean before Ping Data (E/C)>]&ZEHD &
FNDT, ETITDIHEREL. RRDITYPDHETIHBERICIZANDL TS,

S | Pingdvy RERIELET,

| PiIngMEFHICISIEANT DhERBICtri+CIANTBEPIELET,

Q| HIDAXZ21—([CEDZFT,

PN28160K Local Management System
Ping Execution > IPv6 Ping Execution

Target IP Address: 2001:1::1:201

Number of Requests: 10

Timeout Value: 3 Sec

=============== Resul|t =—====—=========
No. 1 < 10 ms
No. 2 < 10 ms
No. 3 < 10 ms
No. 4 < 10 ms
No. 5 < 10 ms
No. 6 < 10 ms
No. 7 < 10 ms

Waiting for response. ..

<COMMAND>
Set Target [I]Pv6 Address [Elxecute Ping
Set [NJumber of Requests [S]top Ping
Set [T]imeout Value [Qluit to previous menu

>
S or Ctrl-C Stop ping function

4-9-11 Ping OETHEE (IPv6)
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4.9.6. Y A7 LOT(System Log)

[Switch Tools Configuration MenulD'SlLI1ZRBIRTDEM 4-9-12 DL DR
[System Log MenulDBEEICEDFT, COEE CIFAAT vFICRELUCHES (1N
V) DERZRTUET, INVIERDIELED, A1y FICRI > THREZIERE
TE, RYNT—DJDEE(CE®IIBXI,

PN28160K Local Management System
Switch Tools Configuration —> System Log Menu

Entry Time (YYYY/MM/DD HH:MM:SS) Event

<COMMAND>

[N]ext Page

[Plrevious Page

[C] lear System Log
[Qluit to previous menu

Command>
Enter the character in square brackets to select option

4-9-12 YRFLOT

COEBE CRRINDZIANY NI SNMPORS v T EEBHLTVWET, bSvT%
RESEDLOREL THDIBERFANRY FELTRRESNE T, bS5y TEDERIET
L IBRESLY,
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BEEDRE

Entry

IRV EDBESERLET,

Time

IRV MDOREVCRHAZRRUE T, BARENSNTORVESIFESH O DEER-EH

RNSINET,

Event

A YFICHREUTCARY SDABZRRLUE T,

CCTHEATEDIVY RETEENDESD T,

N [ ROR—IERRUET,

| INJEANT B ERDR—IBERRLET,

P | RIDR—IZRRLET,

| TPIEANT B ERINR—IERRLET,

C | OJDRBZETHRLE T,

‘ [CIEAANTDEOTHETHIBRENE T,

Q| HIDXZ1—([CEDZFT,

VAT LAOTDABIFUTOED T,

Counter

Error

Received error packets. (CRC/Align Errors)

CRC/Align TS5 —/\7 v b EREBEUIBE. THRSNE T,

Received the error packets. (Undersize Pkts)

64Byte KDINSWVWT v b ZREUTEE. BRINKT,

Received the error packets. (Oversize Pkts)

1518Byte KDARER/NNT v hZRELUIHEE, BRINKT,

Received the error packets. (Fragments)

Fragment Z2EU1BE. HRSNE T,

Received the error packets. (Jabbers)

Jabber ZRELTHE. THRINE T,

Received the error packets. (Collisions)

Collision MELEUTIBE, ERSNFT T,

Cannot send the packets. (Ping)

INT Y R ZRETERN >THEE. TRINE T,

Cannot send the packets. (Telnet)

INT Y hERETERD 2 TBE, BRSNE T,

Cannot send the packets. (SNMP)

INT Y hERETERD 2 TBEE. BRSNEK T,

Cannot send the packets. (Syslog)

INT Y R ERETERN >THEE. TRSINF T,

Cannot send the packets. (RADIUS)

INT Y b ERETERD 2 TBEE, BRSNF T,

Cannot send the packets. (SSH)

INT Y R ERETERN >TBE. BRINE T,
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Cannot send the packets. (SNTP)

INT Y b ZERETERD 2 TBEE, BRSNE T,

Cannot send the packets. (ARP)

INT Y R ZRETERN STBE. BRSINE T,

Cannot send the packets. (EAP)

INT Y b ZERETERD 2 TBE. BRSNE T,

Cannot send the packets. (TFTP)

INT Y b ZERETERD 2 TBEE, BRSNE T,

Loop Detect

The loop detected between port xx and yy.

W—T%BRRUTBE. BRSNET,

Error
The loop detected port xx
W=D %R UTIEZE, BiRINET,
Port xx aute recovery

Info

W=TBAUToR— b HEBERIBLIES. SRSNE T,

Port Monitoring

Start monitoring function

Info

TV VT RENEIND OBRICSNIBSICERINEK T,

Stop monitoring function

TV VITRENEDD SENICSNIBEICERINET,

RADIUS

Accept Login via RADIUS

Info

O74 > RADIUS TOZ 1 Vililh#, L£HSNET,

Reject Login via RADIUS

O74 >~ RADIUS TOZ 1 VKM#E, LH/RSNET,

Error

RADIUS Timeout

RADIUS 91 L7 MO REUBEICERSINET T,

SNTP

SNTP first update to yyyy/mm/dd hh:mm:ss

Info

SNTP TRYIDBAESHE, THRINE T,

No response from SNTP server.

SNTP B =\ DREHBMZECERSINE T,

Storm

Detect the storm. (DLF)

A b —LZEBRAUIBECTRINEK T,

Info

Detect the storm. (Multicast)

A b —LZBRALIHECTRINE T,

Detect the storm. (Broadcast)

A b —LZBRALIHECTRINE T,

System
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Info

System Cold Start.

O74 VEEZRRE, BHRINET,

Port-xx Link-up.

UYI7PvT7%, RSN I,

Port-xx Link-down.

VYOI v%, BHRINET,

Connect SFP module(Port-x).

SFP BMEfiS NIc SE/RSNE T,

Disconnect SFP module(Port-x).

SFP MMEANICSEETRSNE T,

Error

Copied configuration 2 to 1

OV 7«47 1 OBEEREL, OV 740 2 %1 ANJE—-UBE, H/SNE T,

Copied configuration 1 to 2

Oy 74702 OEZERHEL, OV T +40 1 &2 2A\JE-UIIFE. TRINE T,

Reset configuration 1 & 2 to default

Ov74701 &2 EBICWEZREL, BLLILBES. TRINET,

Copy configuration 2 to 1 is failed

Ov7«47 1 OWEZERHEL, OV 7140 2% 1 ANJE-UIcHRMLTSRE. iR
SNET,

Copy configuration 1 to 2 is failed

V7«40 2 DBRZHREL, IV 7401 & 2ANJE— U RRUTCES, iRk
SINEY,

Save of configuration 1 is failed

VT 4TI NORFECKMUTEE, TRSINE T,

Save of configuration 2 is failed

dV 71 D 2 \DRECKKLUTEES, BHRINET,

Info

Login from console.

VY —=)biR—bho074 v ERESnEd,

Login from telnet. (IP:XXX.XXX.XXX.XXX)

TELNET A507 41 V&, EF|/SNET,

Login from SSH (IP:XXX.XXX.XXX.XXX).

SSHMBOT1 v, BHRINET,

Error

Login Failed from console.

VY —IUiR—bho0740 VKKE, EHRSNEKT,

Login Failed from telnet(IP: xxx.XXX.XXX.XXX).

TELNET »507« VRKE, EHRSNE T,

Login Failed from ssh(IP: XXX.XXX.XXX.XXX).

SSHh50OT1 VKKE, T|RINET,

Not authorized! (IP: XxXX.XXX.XXX.XXX) .

TELNET. SSH»5 3@O7J 1 VKM#E, miReSNEd,
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Reject Telnet Access.

TELNET 77 R RHIBROHEIM S P I LAUTEE, THRINKT,

System authentication failure.

SNMP ¥R—I + W SFBIERME, STHRSNK T,

Info

Set IP via ipsetup interface (IP:xXX.XXX.XXX.XXX)

IP EBRREY IV TREXRER, LHRINKT,

Error

Failed to set IP via ipsetup interface

IP BEEREY — IV CRELE CE RN 2 1HE. BRSNK T,

IP setup interface timeout.

28 20 DEIC IP BREREY IV TREREZRELUILES. SHRSNEKT,

Info

Console timeout.

VY=L UI N1 LPT S UBSICRHRSINE T,

Telnet Timeout (IP: XXX.XXX.XXX.XXX).

TELNET Ul D91 LP D b UTcBE(CETRSINE T,

SSH Timeout (IP: XXX.XXX.XXX.XXX).

SSH UI B9 1 AP b UTSBE(CERINE T,

Changed user name.

A—YENEESNBES, BRSINKT,

Chagned password.

INRAT—RHBESNIIHE, THRINK T,

Error

CPU drop the packet. (xx Bytes)

CPUZBD/NT v b ZRELUIIHES. TRSNE T,

Info

Runtime code changes .

T7—LDIFPZETSvY1CEAHE. LHRINET,

Configuration file download.

|WET 71 )7%& TFTP Y —/\hDZE L. running-config [CRRERE,

EHRINKT,

Configuration file upload .

EWET7AI%E TFTP b —)INEER, RS NFXT,

Configuration changed.

REREFR, THRINKT,

Reboot: Normal.

BiEFE, 0741 VEERTECERINET,

Reboot: Factory Default .

BigE, YL, 0741 VERRTECTRINE T,

Reboot: Factory Default Except IP .

BiE®E. IP 7 FUABRZERVCHMEL,. OJ41 YERRREICEHRINET,

Start reboot timer (xxx sec)

UT—bIAN—HRI—b LT ERSNFTT,

Stop reboot timer

VT =k AN —DF+ U EILSNIBEE. TRINE T,
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Cleared system log

VAT LOTHEESNIRE, BRINET,

Watch dog timer is expired.

Watch Dog HM@ULVIBE, ERSNK T,

Cannot write in Flash (addr: 0x0000000000)

FLASH [CEAH TERD o TcBE. B|RSNET T,

Cannot write in EEPROM (addr: 0x0000000000)

EEPROM ([CEAATERN 2 THBE. TR INK TS

Cannot read in Flash (addr: 0x0000000000)

FLASH ZFHAADRIN > TS, ERSNE T,

Cannot read in EEPROM (addr: 0x0000000000)

EEPROM Z&AADHBN 2 TIHE, BRINK T,

Memory allocation fail!

Error
° ALY FOAREBY T DT PICT AEBVEBCEBZRE LTSS, BRSNE T,
System exception in thread:THREAD freeMem:FREE_MEM !
A1 YFOARBY T DT PICT, HREFPBECLDHIEREUIIHE. BRINK
CP
Duplication of IP address: IP ADDRESS (MAC ADDRESS).
A Y FICHESNI IP P RUAN, tEBERES LI EEZREUIIBE, RS
nxd,
Logout by user
A—¥AOVY—)biR—bHo0O7 7T ~UBE, ERINET,
Logout by user(IP: IP ADDRESS).
d—YN Telnet £cld SSH MoOT 7Dk UTciBE, SRS NE,
DDM

[DDM] {RX power | TX power | Temperature | Votage | Bias current} is
{exceeded|recovered from} { High|Low} {Alarm|Warning} on Port-x.
SFP EY 1 —ILOREICEIEN D > TIHZE. SIRSNE T,
RX power SENNT—HERUET,
TX power EEHNT—ZRUET,
Temperature mEZXRLE T,
Votage BFEEEZRLE T,

Info Bias current EBEFERZRULET,
Exceeded RiEzBBLIclEZRULET,
recovered from MEHNSEHLIcCEZRULE T,
High FEREZRUET,
Low TEREZXRULET,
Alarm ELEZRUET,
Warning FRERLET,

PPS
Info ‘ (PPS)New Controller (ID:XXXXXXXXXXXX).

262




HFLWLWIAY ,O-SOFEFHFEXRLE T,

(PPS)New Controller Port (Port:X).

FLLWIYFO-SNEFZRLET,

(PPS)Change Status from Standalone to Controlled.

RATF—8 N Standalone” H5” Controlled” [CEEULC&EARUETD,

(PPS)Change Status from Controlled to CPNL.

AT—8 XN Controlled” A5” CPNL” [CEBULIIEZRLFE T,

(PPS)Start ConfigurationMode.

VT4 —yavE-—RTHRIBLILZEEZRULET,

(PPS)Stop Configuration Mode.

VT 40—y avE-—REFLEULCIEZRULET,

(PPS)Configuration Changed.

7 Commit” FIe@YUITIAME—7)2REL. REZEBLILIEZERLET,

(PPS)Configuration Changed(Rollback).

" Rollback” #%fEL. REZBELLIEZRLET,

(PPS)Lost Authentication Key.

" Shared key” &7cld” Specifickey” , ZOmAZHERLIcIEZRLE T,

(PPS)No response from Controller.

Y bhO-S\OBRERERICITLTI MUl EZRUVET,

(PPS)Connect Virtual-link (IP:xxx.XXX.XXX.XXX).

METINA ZADRRAN—T =TIV EICENESNc I ERVLE T,

(PPS)Disconnect Virtual-link (1P:xxX.XXX.XXX.XXX.)

MRTINA ADRAN—=FT =TIV EhSHIRESNIcCEZRUET,

(PPS)Overwrite connection table (XX:XX:XX:XX:XX:XX)

XTI avT—=JIVhEHRSNIEZRLET,

(PPS)Controller change port status to Forwarding.

dv hO—35hoR—bOREZ” Forwarding” [CEESNIEEZRULET,

(PPS)Controller change port status to Blocking.

Jy bO—35hoR—hDRRE%ZE” Blocking” [CEESNIEZRLET,

(PPS)Copied PPS information 1 to 2.

EEFE(CSDNER 1 (Main) a7 54, SDNE#2(Backup)ZSDNEHR
1(Main)CJE— Uk e ARLET,

(PPS)Copied PPS information 2 to 1.

EBEFCSDNB]2(Backup)MiRE L7558, SDN®B®1(Main)ZSDNER
2(Backup)lc IE—L1C & BRLET,

(PPS)Save of PPS information 1 is failed.

SDNESR 1 (Main) &2 75 v ¥ 1 OREICEB LT EERLET,
* EEISICIY FO—SBREBHL TS,
B) 75w 2CSDNBE (Main)DRENER U EE2RULET,

(PPS)Save of PPS information 2 is failed.

SDNIB#2(Backup)& 75 v ¥ 1 \DREICKBR LT & 2R LE T,
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Bl) 75 v 1ICSDNBH®2(Backup)DEENEKLI-C £ &2&RLET.

(PPS)Configuration file download.

A bO-ShoRET 7NV EREBLUILIEERULET,

(PPS)Configuration file upload.

AV bO-3CR/ET 7MW ERELIZEZRLE T,

(PPS)Runtime code changes.

OV bO-5hBT77—LDIPHBESNLIEZRULET,

(PPS)Not found Controller. Stop PPS function.

StandaloneXEAN' IV hO—5 L60DEBEAURIEZRLE Y, PPSHEEZE
BNCFLELIcCEZRUET,
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4.9.7. Watch Dog Timer MEE(Watch Dog Timer Menu)

[Switch Tools Configuration MenulMSTIW1ZEIRT 2 EB4-9-13D X D%k
[Watch Dog Timer Menul DE@EICEDF T, OBE@E ClEWatch Dog Timert#&aeNHE
W/ EBHDOREZTVET,

PN28160K Local Management System
Switch Tools Gonfiguration —> Watch Dog Timer Menu
Watch Dog Timer: Disabled
<COMMAND>
Set [W]latch Dog Timer
[QJuit to previous menu
Command>
Enter the character in square brackets to select option

4-9-13 Watch Dog Timer D& EEHE

BEOEA

Watch Dog Timer Watch Dog Timer#gEDIRREZRTRLE T
TIHBHERICIEDisabled (CRRESNTUVE T,

Enabled | #BENEW T,

Disabled | #EENEMN T,

CCERATEDIOVY RETENESD T,

s
W | Watch Dog Timer#gEDEZ, EZIDBXE T,

TWIEAANTDETOVT M Enabled or Disabled Watch Dog Timer(E/D)>1&ZEDDF T
DT, HEZEMNCITDHERIEIZ. ERULRBWMESIEIDIZANL TS,

()

FRIDAXZ21—ICRDZFT,
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4.10. REBWDRE(Save Configuration to Flash)

[Main Menulh'SlFlZZEIRITDER 4-10-1 DL S7%r[Save Configuration to
FlashIDBEEICRADE T, COIVYRZEBIRIDIECED, FEEBCRELV NS Z
ABEDODXEUANDREZTVET, COEBBE T OV ~AHTSave current
configuration?(Y/N)ICEDDFX IO TRIFZTIOHBEENY] TORVEEEINIZE
RUTLIEE0N,

COHEE CREZITOHRVNESE. ZNX TICERE UICRNBHBIEE F 1o (FEIRMIEFC
HESINFTT,

PN28160K Local Management System
Main Menu —> Save Configuration to Flash

Save current configuration? (Y/N)>
Y for Yes; N for No

4-10-1 REBBDRT REFHED
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PN28160K Local Management System
Main Menu -> Save Configuration to Flash

Saving configuration to flash is successful, press any key to continue. ..

4-10-2 BEBHRDORT | RER T
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4.11. ARV RSA V1 Y9—TT—2Z(CLI)

AXAVYAZ1—T, [CIZBRIDE H4-11 DEDSBERICRDFT,

ZIHBIFAZ21—HHTIFRLK, OVY RSV TORENTEBEERDET, REH
E (SR EUREREAE(CLI R)JICEESNTHD X ITDTIBRIZE L CLI 'S Menu
ADEREE. 7’OY7TbH5 Tlogout]l ZANLTLEE LY,

M16eG>

411 ARV RSA V1 v9—J T —R(CLI)
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4.12. OFP9 bk

XA IAZ1—T [QlaBRIDE VY=L B P IEALTWNDEEFH 4-2-1
DES520OT7 4 VERICRD., Ffc Telnet TPIEAL TV DEEFEHEAIISNSK
9, BE, BFET2(CI3BU 4.2 EOOT 1 VYDFIEZIT> TS,

Kle, WESNLIALPD OKEZAEZDEEBHNCOTPIRLET,
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fTiRA. TR

O1v89—T1—2R
- YL AMRPHR—F R"R—bF1~16 (RI45ORTS)
< XA I[EEE802.3 TOBASE-T
IEEE802.3u TOOBASE-TX
IEEE802.3ab 1000BASE-T

- SFPIEEROY k R—R15~16 (VA X hAPHR— k & HEftEER)
< XA IEEE802.3z T000BASE-SX/1T000BASE-LX

~ OvY—IiR—k X1 RI45TRTS)
4 RS-232C(ITU-TS V.24)

OR1 vFAR

- AP PYR - TxT—RFAR

- T#T—F1vT - LU—k 10BASET 14,880pps
100BASE-TX 148,800pps
1000BASE-T/SFP 1,488,000pps

- MACZ RUART—T)b 8KIVKY /ATy bk

- Ny T7XEY 512K~

- 7J0-3vt0O0-)b |[EEE802.3x (&)
N ITyyv— &R

OXEEHEE
IEEE802.1Q STVLAN (RAREEH : 256)

- |EEE802.1p QoSHEEE (AERFEDPriority QueueZzdh—b)

- |EEE802.3x J0—-3vk~0O-)b

- VYOPoOUS—vay J|AR8R—b. 8T IL—TDERHTIRE

- R—hEZIVUVT T:nZHR—k

- EORLAEEE IEEE802.1X R— bk R—Z/MAC~N—ZEBEE

(EAP-MD5/TLS/PEAP)

MACEREE. WEBE?E

- MUDILERSE IEEE802.1X/MAC/WEBSREEDEIRFFZ 0] 8E

- |EEE802.3az Energy Efficient Ethernet

(10BASE-TeZBR< LPIZH7R—H)

270




OBEEAR
- YUPIL3avVJ—)b, Telnet. SSH. Web. PPS(Power to Progress SDN)

OI—I Ty MR
-~ SNMPv1 (RFC 1157)
-~ SNMPv2c (RFC 1901, RFC 1908)
-~ SNMPv3 (RFC 3411, RFC 3414)
- TELNET (RFC854)
- TFTP (RFC783,RFC1350)
- SNTPv3 (RFC1769)
- SSH 2 (RFC4251, RFC4252, RFC4253, RFC4254)
-~ PPSP(#Uv%)L7O R IIL)

O R—btMIB
- RFC1213-MIB (MIBII) (RFC1213) (k1)
- BRIDGE-MIB (RFC4188) (3%2)
- SNMPv2-MIB (RFC 1907)
- RMON-MIB (RFC 2819) etherStatsTable®Dd
- SNMP-FRAMEWORK-MIB (RFC 2571)
- SNMP-MPD-MIB (RFC 2572)
- SNMP-NOTIFICATION-MIB (RFC 2573N)
- SNMP-TARGET-MIB (RFC 2573T)
- SNMP-USER-BASED-SM-MIB (RFC 2574)
- SNMP-VIEW-BASED-ACM-MIB (RFC 2575)
- SNMP-COMMUNITY-MIB (RFC 2576)
- IP-MIB (RFC 4293) (%3)
- IF-MIB (RFC 2863)
- |EEE8021-PAE-MIB dot1xPaeSupplicantZfx<

X1 RDIEBZBRL
At , ipRouteTable, icmp, egp
%2 RDIEBZRRL
dot1dStp, dot1dSr, dot1dStatic
%3 IRDIEEZFRL
ipDefaultRouterTable, ipv6RouterAdvertTable

OFEiRfT#k

- BR AC100V 50/60Hz 0.5A
- HEE BA11.7W, ®IN\4.8W
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ORIEftk

- BFRRRE 0~50 C
- BFRREER 20~80%RH (fFEBREI &)
- RERRRE -20~70C
- RERREE 10~90%RH (EEIRREZ &)

O IMEILER

- A4mm(FES)X330mm(i8)X 230mm (BT )
(2R (R <)

- Z8 (=8) 2,200g

O &R

- B —WHEEAVCARE 75 AABREITEE

(VCCI Council Class A)

272




f48RB. ZEQUO assist Plusic &YV —Ilb
Rh— NESEFIR

8 CD-ROM ([CEMWMESNTLWBBHRA v F VI NT DY R—~PIU5 -3y
[ZEQUO assist Plus] [CEBHENDYI—ZFIVIZa1L—9%FBITDI&lCLD, OV
—)Uik— b+ Telnet, SSH. Web #BHTOHREEE 77 EANTEETI,
AETEOVY—IUiR— &2 ERITDIBEDFIEEZ BNULET,
(XZEQUO assist Plus M&EFAl7RERER - |IEFIRIC DL TIE. ZEQUO assist Plus [CfIE
1))
BURERBAEZSRLU TLLEELY)

TECD-ROMADERET 7 1 JU [ZEQUOASSISTPLUS . Zipl ZPCHOEEDZFAICE
HLET,

[ZEQUOASSIST.exel #E£#L, 777U —yavOEEREI—YE - IN\AT—K
ZERUET, QEBLBEOESRORIERE L TRRALET)
[ZEQUO assist PlusS>F+—1D 1 Y RODNRONEITDT, CFBEDRAA v FIC
SHBTIZEQUOY U —X1FTld TMNOVU—X]| #JUvw I ULZET,
ZEQUO assist PlusD X1 Vo« VY RODMBENEITOT, BERELED [9—FIJVT=
1L—8 ] RIVEIUvIULET,

[9—ZFIIZaL—F #EHAX] T IaOvY—ILl &&RL. FIHITDCOM K
—hDBESEBIRLE T,
BEE RO [9—FIIZaL—9&g] hIvEIUVIULET,
REBEEHNRRINETD,

e ©®© & O © o6
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fFIRC. IPP FL ARGHEEEMBEC DT

IP 7 R ABGRLEHEZER I DROEERICOVTHEBALE T,

[(EhEREREY T h U1 7]
[ZEQUO assist Plusl Ver.1.2.7.1

(ERRETJREIRE]
*IPPRLR, TRy bNRD, FIT#INT—bDTA

(HIRREIR]
cTFIVUT 1 BROICSH, BEREARLD 20 PREDHRELEHNTAEE T,
IEUCIP P RUVR/BTRY SR RD/FITHIVNT— D24 /1—5&/INAT—F
DFRENTHBEERREOZES. RKREOHIRICEFR<ERENTIETI,
KERBEZBE CTH—EBICIRRSNETINDT, REDHRE=ZHEBIDIENTER
ED
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f48#RD. IL—T7&A - EWTREEFIR LT
XY bIT-JDBHABLVERR

JL—THRAD - ERTHEEEFIR L 7o 8 Aip)

—TRA - EERAEERIRT & C. 1— YA ERAAT 2 FIR1 v F TRET
DURRMENBVIL—TEEDREZMILETDIENTEXT,

FTc V=T R0 EUHERE CXIIG L TORWNT R EDHESE IR 1 v FAEH U,
ZORTTIL—TEENRELUISHER}. RETO IR v FOIR— ~HERSNDT
B, XY ~T=DZENDI—TEEDRNZFHLET S ENTEXT,

IRy F :]

TR wF1 TRIRAwF 2

C 3 Q. . %
V=140 - /\

A e
L L ]
PC 1 PC2 PC3

T Ib—T1%40 - EHEEEZ R L Tc B Rifl

275




JL—THRAD - BWETHEER AR OTRR — IR 1 v FOMBEZEREIDIC
JV—THRAD - WHHEBEZ BB LT A1 v FOHTRY NI —D 2B I DHE. RAHC
KO TFTFUIRA v FTREUII—T% LR v FAKICRA - EFZEL TLEST
ElCED, TURT Y FICHITDBENINTEMSNTCUXIGEHHD XY,
=T BAC L DBEEHRDODTZELEEZR/IRICTDICE U1y FDIL-T&
A - EMTREEZEEICU. IL—THREUIRAA v FEOR— MEITHERHSNDL SR
Ry NT—OBHBLURT v FREDRINUETT,

IRy F :]

TIRA v F 1

C_J

[(REXRH]
® PC1—PC 2. PC 1—PC 3@ CHEER,
@ THIRA wF2TIL—THHEE,
@ LR YyFHEICIL—TERIL. TRAYF207 v TV IR— bk ZERI D,
BRI —TERINR— NMEOHERIND)
@ TRRAYF2OPYTUVIR—ARUVITITTVU, EDDRA Y FADBENITNCERKS
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fJ#RE. MIB—E&

AEED MIB —EIFLATOED T,
<port_num>[Fih— rBESCRDFT,

<ip_address>& IP 7 RURICTRDF T,
<ipv4lfindex>Id ipv4interfacelfindex [CRDE T,
<ipv6lfindex>Id ipv6Interfacelfindex [CARADE T,
<ipSysVersion>[Z ipSystemStatsIPVersion [CT2D F T,
<etherIndex>(Z etherStatsindex [CBD E T,
<ipVersion>(d iplfStatsIPVersion [CI2DF T
<ifIndex>[d iplfStatslfindex [CRD F T,

1. SNMPv2 MIB (RFC1907) & MIB2 (RFC1213)

1.1.system

MIB 7Y 10k PORZ | #AF e
sysDescr RO sysDescr.0
sysObjectID RO sysObjectID.0
sysUpTime RO sysUpTimelnstance.O
sysContact R/W sysContact.0
sysName R/W sysName.0
sysLocation R/W sysLocation.0
sysServices RO sysServices.0
sysORLastChange RO sysORLastChange.0
sysORID RO sysORID.1
sysORDescr RO sysORDescr. 1
sysORUpTime RO sysORUpTime. 1
1.2.TCP
MIB 7Y 10k PIEA HalF e
tcpRtoAlgorithm RO tcpRtoAlgorithm.0
tcpRtoMin RO tcpRtoMin.O
tcpRtoMax RO tcpRtoMax.0
tcpMaxConn RO tcpMaxConn.0
tcpPassiveOpens RO tcpPassiveOpens.0
tcpAttemptrFails RO tcpAttemptFails.0
tcpEstabResets RO tcpEstabResets.0
tcpCurrEstab RO tcpCurrEstab.0
tcplnSegs RO tcpinSegs.0
tcpOutSegs RO tcpOutSegs.0
tcpRetransSegs RO tcpRetransSegs.0
tepinErrs RO tepinkrrs.0
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tcpOutRsts RO tcpOutRsts.0
tcpConnState RO
tcpConnlocalAddress RO
tcpConnlocalPort RO
tcpConnRemAddress RO
tcpConnRemPort RO

1.3.UDP
MIB #7310k PORX | #AlF e
udpInDatagrams RO udpinDatagrams.0
udpNoPorts RO udpNoPorts.0
udplnErrors RO udplInErrors.0
udpOutDatagrams RO udpOutDatagrams.0
udplocalAddress RO
udpLocalPort RO

1.4.SNMP
MIB #7310k POLRR | #ElF e
snmplnPkts RO snmplnPkts.0
snmpOutPkts RO snmpOutPkts.0
snmplnBadVersions RO snmplnBadVersions.0
snmpInASNParsekErrs RO snmpInASNParseErrs.0
snmpinTotalReqVars RO snmplnTotalReqVars.0
snmplnTotalSetVars RO snmplnTotalSetVars.0
snmplinGetRequests RO snmplnGetRequests.0
snmpinGetNexts RO snmplnGetNexts.0
snmplnSetRequests RO snmplnSetRequests.0
snmplinGetResponses RO snmplinGetResponses.0
snmplinTraps RO snmpinTraps.0
snmpOutGetResponses RO snmpOutGetResponses.0
snmpOutTraps RO snmpOutTraps.0
snmpEnableAuthenTraps R/W snmpEnableAuthenTraps.0

2. IF MIB (RFC2863)

2.1.interfaces
MIB #7Y 1Tk~ PORX | #AlF e
ifNumber RO ifNumber.0
ifindex RO ifindex.<port_num>
ifDescr RO ifDescr.<port_num>
ifType RO ifType.<port_num>
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ifMtu RO iftMtu.<port_num>
ifSpeed RO ifSpeed.<port_num>
ifPhysAddress RO ifPhysAddress.<port_num>
ifAdminStatus R/W ifAdminStatus.<port_num>
ifOperStatus RO ifOperStatus.<port_num>
ifOLastChange RO ifOLastChange.<port_num>
ifiInOctets RO ifinOctets.<port_num>
ifHCInOctets RO ifHCInOctets.<port_num>
ifinUcastPkts RO ifinUcastPkts.<port_num>
ifinNUcastPkts RO ifinNUcastPkts.<port_num>
ifinDiscards RO ifinDiscards.<port_num>
ifinErrors RO ifinErrors.<port_num>
ifinUnknownProtos RO ifinUnknownProtos.<port_num>
ifOutOctets RO ifOutOctets.<port_num>
ifHCOutOctets RO ifHCOutOctets.<port_num>
ifOutUcastPkts RO ifOutUcastPkts.<port_num>
ifOutNUcastPkts RO ifOutNUcastPkts.<port_num>
ifOutDiscards RO ifOutDiscards.<port_num>
ifOutErrors RO ifOutErrors.<port_num>
ifOutQLen RO ifOutQLen.<port_num>
ifSpecific RO ifSpecific.<port_num>

3. IP MIB (RFC4293)

3.1.1P
MIB 77V 10k PIEA HalF e
ipForwarding R/W ipForwarding.0
ipDefaultTTL R/W ipDefaultTTL.0
ipInReceives RO ipInReceives.O
ipInHdrErrors RO ipinHdrErrors.0
ipInAddrErrors RO ipinAddrErrors.0
ipInUnknownProtos RO ipinUnknownProtos.0
ipInDiscards RO ipInDiscards.0
ipInDelivers RO ipInDelivers.0
ipOutRequests RO ipOutRequests.0
ipOutDiscards RO ipOutDiscards.0
ipOutNoRoutes Ro ipOutNoRoutes.0
ipReasmTomeout RO ipReasmTomeout
ipReasmReqds RO ipReasmReqds.0
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ipReasmOKs RO ipReasmOKs.0
ipReasmFails RO ipReasmFails.0
ipFragOKs RO ipFragOKs.0
ipFragFails RO ipFragFails.0
ipFragCreates RO ipFragCreates.O

3.2. ipAddrTable
MIB #7Yx0hk POtER | #ElF e
ipAdEntAddr RO ipAdEntAddr .<ip_address>
ipAdEntIfindex RO ipAdEntifindex.<ip_address>
ipAdEntNetMask RO ipAdEntNetMask.<ip_address>
ipAdEntBcastAddr RO ipAdEntBcastAddr.<ip_address>
ipAdEntReasmMaxSize RO ipAdEntReasmMaxSize.<ip_address>

3.3. ipNetToMediaTable
MIB #7310k POLRR | #ElF e
ipNetToMedialfindex RO ipNetToMedialfindex.<ip_address>
ipNetToMediaPhysAddress | RO ipNetToMediaPhysAddress.<ip_address>
ipNetToMediaNetAddress RO ipNetToMediaNetAddress.<ip_address>
ipNetToMediaType RO ipNetToMediaType.<ip_address>

3.4.
MIB 7Yk POLER | #ElF e
ipRoutingDiscards RO ipRoutingDiscards.0
ipvblpForwarding R/W ipvblpForwarding.0
ipv6lpDefaultHopLimit R/W ipv6lpDefaultHopLimit.0
ipvdinterfaceTablelLastCha | RO ipv4interfaceTableLastChange.O
nge

3.5.ipv4interfaceTable
MIB 77V 10k FPIOLEX HalF e
ipvdinterfaceReasmMaxSiz | RO ipv4interfaceReasmMaxSize.<ipv4lfindex>
e
ipvdinterfaceEnableStatus | R/W ipvdinterfaceEnableStatus.<ipv4index>
ipvdinterfaceRetransmitTi RO ipvdinterfaceRetransmitTime.<ipv4Ifindex>
me

3.6.
MIB 7Yk POLER | #ElF e
ipvbinterfaceTableLastCha | RO ipvblnterfaceTableLastChange.O
nge

3.7.ipv6InterfaceTable
MIB 7Yk POLR | #ElF e
ipvbinterfaceReasmMaxSiz | RO ipvblnterfaceReasmMaxSize <ipv6lfindex>
?pv6|nterface|dentifier RO ipvbInterfaceldentifier.<ipv6lfindex>
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ipvbinterfaceEnableStatus | R/W ipvblnterfaceEnableStatus.<ipvblfindex>

ipv6InterfaceReachableTim | RO ipvbInterfaceReachableTime.<ipvélfindex>

e

ipvbInterfaceRetransmitTi RO ipvélnterfaceRetransmitTime.<ipv6lfindex>

me

ipv6InterfaceForwarding R/W ipvbInterfaceForwarding.<ipvélflndex>
3.8.ipSystemStatsTable

MIB 7Yk PORZ | #AF e

ipSystemStatsinReceives RO ipSystemStatsinReceives.< ipSysVersion>

ipSystemStatsHCInReceives | RO ipSystemStatsHCInReceives.< ipSysVersion>

ipSystemStatsinOctets RO ipSystemStatsinOctets.< ipSysVersion>

ipSystemStatsHCInOctets RO ipSystemStatsHCInOctets.< ipSysVersion>

ipSystemStatsinHdrErrors RO ipSystemStatsinHdrErrors.< ipSysVersion>

ipSystemStatsinNoRoutes RO ipSystemStatsinNoRoutes.< ipSysVersion>

ipSystemStatsinAddrErrors | RO ipSystemStatsinAddrErrors.< ipSysVersion>

ipSystemStatsinUnknownP | RO ipSystemStatsinUnknownProtos.< ipSysVersion>

rotos

ipSystemStatsinTruncatedP | RO ipSystemStatsInTruncatedPkts.< ipSysVersion>

kts

ipSystemStatsinfForwDatag | RO ipSystemStatsinForwDatagrams.< ipSysVersion>

rams

ipSystemStatsHCInForwDat | RO ipSystemStatsHCInForwDatagrams.<

agrams ipSysVersion>

ipSystemStatsReasmReqds | RO ipSystemStatsReasmReqds.< ipSysVersion>

ipSystemStatsReasmOKs RO ipSystemStatsReasmOKs.< ipSysVersion>

ipSystemStatsReasmFails RO ipSystemStatsReasmFails.< ipSysVersion>

ipSystemStatsinDiscards RO ipSystemStatsinDiscards.< ipSysVersion>

ipSystemStatsinDelivers RO ipSystemStatsinDelivers.< ipSysVersion>

ipSystemStatsHCInDelivers | RO ipSystemStatsHCInDelivers.< ipSysVersion>

ipSystemStatsOutRequests | RO ipSystemStatsOutRequests.< ipSysVersion>

ipSystemStatsHCOutReque | RO ipSystemStatsHCOutRequests.< ipSysVersion>

sts

ipSystemStatsOutNoRoute | RO ipSystemStatsOutNoRoutes.< ipSysVersion>

s

ipSystemStatsOutForwDat | RO ipSystemStatsOutForwDatagrams.< ipSysVersion>

agrams

ipSystemStatsHCOutForwD | RO ipSystemStatsHCOutForwDatagrams.<

atagrams ipSysVersion>

ipSystemStatsOutDiscards | RO ipSystemStatsOutDiscards.< ipSysVersion>

ipSystemStatsOutFragReqd | RO ipSystemStatsOutFragReqds.< ipSysVersion>

s

ipSystemStatsOutFragOKs | RO ipSystemStatsOutFragOKs.< ipSysVersion>

ipSystemStatsOutFragFails | RO ipSystemStatsOutFragFails.< ipSysVersion>

ipSystemStatsOutFragCrea | RO ipSystemStatsOutFragCreates.< ipSysVersion>
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tes

ipSystemStatsOutTransmits | RO ipSystemStatsOutTransmits.< ipSysVersion>
ipSystemStatsHCOutTrans | RO ipSystemStatsHCOutTransmits.< ipSysVersion>
mits
ipSystemStatsOutOctets RO ipSystemStatsOutOctets.< ipSysVersion>
ipSystemStatsHCOutOctets | RO ipSystemStatsHCOutOctets.< ipSysVersion>
ipSystemStatsinMcastPkts | RO ipSystemStatsinMcastPkts.< ipSysVersion>
ipSystemStatsHCInMcastPk | RO ipSystemStatsHCInMcastPkts.< ipSysVersion>
ts
ipSystemStatsinMcastOctet | RO ipSystemStatsinMcastOctets.< ipSysVersion>
s
ipSystemStatsHCInMcastO | RO ipSystemStatsHCInMcastOctets.< ipSysVersion>
ctets
ipSystemStatsOutMcastPkt | RO ipSystemStatsOutMcastPkts.< ipSysVersion>
s
ipSystemStatsHCOutMcast | RO ipSystemStatsHCOutMcastPkts.< ipSysVersion>
Pkts
ipSystemStatsOutMcastOct | RO ipSystemStatsOutMcastOctets.< ipSysVersion>
ets
ipSystemStatsHCOutMcast | RO ipSystemStatsHCOutMcastOctets.< ipSysVersion>
Octets
ipSystemStatsinBcastPkts RO ipSystemStatsinBcastPkts.< ipSysVersion>
ipSystemStatsHCInBcastPkt | RO ipSystemStatsHCInBcastPkts.< ipSysVersion>
s
ipSystemStatsOutBcastPkts | RO ipSystemStatsOutBcastPkts.< ipSysVersion>
ipSystemStatsHCOutBcastP | RO ipSystemStatsHCOutBcastPkts.< ipSysVersion>
kts
ipSystemStatsDiscontinuity | RO ipSystemStatsDiscontinuityTime.< ipSysVersion>
Time
ipSystemStatsRefreshRate | RO ipSystemStatsRefreshRate.< ipSysVersion>

319,
MIB ATY Tk FOBZ | #EF e
iplfStatsTableLastChange RO iplfStatsTableLastChange.O

3.10.iplfStatsTable
MIB 7Yk POLER | #ElF e
iplfStatsInReceives RO iplfStatsinReceives.<ipVersion>.<IfIndex>
iplfStatsHCInReceives RO iplfStatsHCInReceives.<ipVersion>.<IfIndex>
iplfStatsinOctets RO iplfStatsinOctets.<ipVersion>.<IfIndex>
iplfStatsHCInOctets RO iplfStatsHCInOctets.<ipVersion>.<IfIndex>
iplfStatsinHdrErrors RO iplfStatsinHdrErrors.<ipVersion>.<IfIndex>
iplfStatsinNoRoutes RO iplfStatsinNoRoutes.<ipVersion>.<IfIndex>
iplfStatsinAddrErrors RO iplfStatsinAddrErrors.<ipVersion>.<IfIndex>
iplfStatsinUnknownProtos | RO iplfStatsinUnknownProtos.<ipVersion>.<IfIndex>
iplfStatsinTruncatedPkts RO iplfStatsinTruncatedPkts.<ipVersion>.<IfIndex>
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iplfStatsiInForwDatagrams | RO iplfStatsinForwDatagrams.<ipVersion> <IfIndex>
iplfStatsHCInForwDatagra | RO iplfStatsHCInForwDatagrams.<ipVersion>.<IfIndex
ms >

iplfStatsReasmReqds RO iplfStatsReasmReqds.<ipVersion> <IfIndex>
iplfStatsReasmOKs RO iplfStatsReasmOKs.<ipVersion>.<IfIndex>
iplfStatsReasmFails RO iplfStatsReasmFails.<ipVersion>.<IfIndex>
iplfStatsinDiscards RO iplfStatsinDiscards.<ipVersion>.<IfIndex>
iplfStatsinDelivers RO iplfStatsinDelivers.<ipVersion>.<IfIndex>
iplfStatsHCInDelivers RO iplfStatsHCInDelivers.<ipVersion>.<IfIndex>
iplfStatsOutRequests RO iplfStatsOutRequests.<ipVersion>.<IfIndex>
iplfStatsHCOutRequests RO iplfStatsHCOutRequests.<ipVersion>.<IfIndex>
iplfStatsOutForwDatagram | RO iplfStatsOutForwDatagrams.<ipVersion>.<IfIndex>
s

iplfStatsHCOutForwDatagr | RO iplfStatsHCOutForwDatagrams.<ipVersion>.<Ifind
ams ex>

iplfStatsOutDiscards RO iplfStatsOutDiscards.<ipVersion>.<IfIndex>
iplfStatsOutFragReqds RO iplfStatsOutFragReqds.<ipVersion>.<IfIndex>
iplfStatsOutFragOKs RO iplfStatsOutFragOKs.<ipVersion>.<IfIndex>
iplfStatsOutFragFails RO iplfStatsOutFragFails.<ipVersion>.<IfIndex>
iplfStatsOutFragCreates RO iplfStatsOutFragCreates.<ipVersion>.<IfIndex>
iplfStatsOutTransmits RO iplfStatsOutTransmits.<ipVersion>.<IfIndex>
iplfStatsHCOutTransmits RO iplfStatsHCOutTransmits.<ipVersion>.<IfIndex>
iplfStatsOutOctets RO iplfStatsOutOctets.<ipVersion>.<IfIndex>
iplfStatsHCOutOctets RO iplfStatsHCOutOctets.<ipVersion> <IfIndex>
iplfStatsinMcastPkts RO iplfStatsinMcastPkts.<ipVersion>.<IfIndex>
iplfStatsHCInMcastPkts RO iplfStatsHCInMcastPkts.<ipVersion>.<IfIndex>
iplfStatsinMcastOctets RO iplfStatsinMcastOctets.<ipVersion>.<IfIndex>
iplfStatsHCInMcastOctets RO iplfStatsHCInMcastOctets.<ipVersion>.<IfIndex>
iplfStatsOutMcastPkts RO iplfStatsOutMcastPkts.<ipVersion>.<IfIndex>
iplfStatsHCOutMcastPkts RO iplfStatsHCOutMcastPkts.<ipVersion>.<IfIndex>
iplfStatsOutMcastOctets RO iplfStatsOutMcastOctets.<ipVersion>.<IfIndex>
iplfStatsHCOutMcastOctet | RO iplfStatsHCOutMcastOctets.<ipVersion>.<IfIndex>
s

iplfStatsInBcastPkts RO iplfStatsinBcastPkts.<ipVersion>.<IfIndex>
iplfStatsHCInBcastPkts RO iplfStatsHCInBcastPkts.<ipVersion>.<Ifindex>
iplfStatsOutBcastPkts RO iplfStatsOutBcastPkts.<ipVersion>.<IfIndex>
iplfStatsHCOutBcastPkts RO iplfStatsHCOutBcastPkts.<ipVersion>.<IfIndex>
iplfStatsDiscontinuityTime | RO iplfStatsDiscontinuityTime.<ipVersion>.<IfIndex>
iplfStatsRefreshRate RO iplfStatsRefreshRate.<ipVersion>.<IfIndex>
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4. Bridge MIB (RFC4188)

4.1.dot1dBase
MIB 7Yk POLER | #AlIF e
dot1dBaseBridgeAddress RO dot1dBaseBridgeAddress.0
dot1dBaseBridgeAddress RO dot1dBaseBridgeAddress.0
dot1dBaseNumPorts RO dot1dBaseNumPorts.0
dot1dBaseType RO dot1dBaseType.0
dot1dBasePort RO dot1dBasePort.<port_num>
dot1dBasePortlfIndex RO dot1dBasePortlfIndex.<port_num>
dot1dBasePortCircuit RO dot1dBasePortCircuit.<port_num>
dot1dBasePortDelayExceed | RO dot1dBasePortDelayExceededDiscards.
edDiscards <port_num>
dot1dBasePortMtuExceede | RO dot1dBasePortMtuExceededDiscards.
d <port_num>
Discards
4.2.dot1dTp
MIB 7Y 10k 7 Ut | #ElF e
A
dot1dTpLearnedEntryDisca | RO dot1dTpLearnedEntryDiscards.0
rds
dot1dTpAgingTime R/W dot1dTpAgingTime.0
dot1dTpFdbAddress RO
dot1dTpFdbPort RO
dot1dTpFdbStatus RO
dot1dTpPort RO dot1dTpPort.<port_num>
dot1dTpPortMaxInfo RO dot1dTpPortMaxInfo.<port_num>
dot1dTpPortinFrames RO dot1dTpPortinFrames.<port_num>
dot1dTpPortOutFrames RO dot1dTpPortOutFrames.<port_num>
dot1dTpPortInDiscards RO dot1dTpPortinDiscards.<port_num>
5. IEEE8021PAE MIB
5.1.dot1xPaeSystem
MIB 7Yk PO | #BlF e
dot1xPaeSystemAuthContr | R/W dot1xPaeSystemAuthControl.0
ol
5.2.dot1xPaePortTable
MIB 7Y 10k POEX | #AlF e
dot1xPaePortProtocolVersi | RO dot1xPaePortProtocolVersion.<port_num>
on
dot1xPaePortCapabilities RO dot1xPaePortCapabilities.<port_num>
dot1xPaePortlnitialize R/W dot1xPaePortlnitialize.<port_num>
dot1xPaePortReauthentica | R/W dot1xPaePortReauthenticate.<port_num>
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te

Source

5.3.dot1xAuthConfigTable
MIB 7Y 10k POERX | #AlF e
dot1xAuthPaeState RO dot1xAuthPaeState.<port_num>
dot1xAuthBackendAuthSta | RO dot1xAuthBackendAuthState.<port_num>
te
dot1xAuthAdminControlle | R/W dot1xAuthAdminControlledDirections
dDirections .<port_num>
dot1xAuthOperControlled | RO dot1xAuthOperControlledDirections
Directions .<port_num>
dot1xAuthAuthControlledP | RO dot1xAuthAuthControlledPortStatus
ortStatus .<port_num>
dot1xAuthAuthControlledP | R/W dot1xAuthAuthControlledPortControl
ortControl .<port_num>
dot1xAuthQuietPeriod R/W dot1xAuthQuietPeriod.<port_num>
dot1xAuthTxPeriod R/W dot1xAuthTxPeriod.<port_num>
dot1xAuthSuppTimeout R/W dot1xAuthSuppTimeout.<port_num>
dot1xAuthServerTimeout R/W dot1xAuthServerTimeout.<port_num>
dotTxAuthMaxReq R/W dot1xAuthMaxReq.<port_num>
dot1xAuthReAuthPeriod R/W dot1xAuthReAuthPeriod.<port_num>
dot1xAuthReAuthEnabled | R/W dot1xAuthReAuthEnabled.<port_num>
dot1xAuthKeyTxEnabled R/W dot1xAuthKeyTxEnabled.<port_num>
5.4.dot1xAuthStatsTable
MIB #7Yx10k PIEA HalF e
dot1xAuthEapolFramesRx RO dot1xAuthEapolFramesRx.<port_num>
dot1xAuthEapolFramesTx RO dot1xAuthEapolFramesTx.<port_num>
dot1xAuthEapolStartFrame | RO dot1xAuthEapolStartFramesRx.<port_num>
SRx
dot1xAuthEapolLogoffFra RO dot1xAuthEapolLogoffFramesRx.<port_num>
mesRx
dot1xAuthEapolRespldFra RO dot1xAuthEapolRespldFramesRx.<port_num>
mesRx
dot1xAuthEapolRespFrame | RO dot1xAuthEapolRespFramesRx.<port_num>
SRx
dot1xAuthEapolRegldFram | RO dot1xAuthEapolReqgldFramesTx.<port_num>
esTx
dot1xAuthEapolRegFrames | RO dot1xAuthEapolRegFramesTx.<port_num>
X
dot1xAuthlnvalidEapolFra RO dot1xAuthlnvalidEapolFramesRx.<port_num>
mesRx
dot1xAuthEapLengthErrorF | RO dot1xAuthEapLengthErrorFramesRx.<port_num>
ramesRx
dot1xAuthlLastEapolFrame | RO dot1xAuthlastEapolFrameVersion.<port_num>
Version
dot1xAuthlLastEapolFrame | RO dot1xAuthlastEapolFrameSource.<port_num>
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5.5.dot1xAuthDiagTable

MIB #7310k PORX | #AlF e
dot1xAuthEntersConnectin | RO dot1xAuthEntersConnecting.<port_num>
g9
dot1xAuthEapLogoffswhil | RO dot1xAuthEapLogoffsWhileConnecting
eConnecting <port_num>
dot1xAuthEntersAuthentic | RO dot1xAuthEntersAuthenticating.<port_num>
ating
dot1xAuthAuthSuccesswhi | RO dot1xAuthAuthSuccessWhileAuthenticating
le .<port_num>
Authenticating
dot1xAuthAuthTimeoutsW | RO dot1xAuthAuthTimeoutsWhileAuthenticating
hile .<port_num>
Authenticating
dotTxAuthAuthFailwWhile RO dot1xAuthAuthFailWhileAuthenticating.
Authenticating <port_num>
dot1xAuthAuthReauthswWh | RO dot1xAuthAuthReauthsWhileAuthenticating.
ile <port_num>
Authenticating
dot1xAuthAuthEapStartswW | RO dot1xAuthAuthEapStartswWhileAuthenticating
hile .<port_num>
Authenticating
dot1xAuthAuthEapLogoff | RO dot1xAuthAuthEapLogoffWhileAuthenticating
While .<port_num>
Authenticating
dot1xAuthAuthReauthswh | RO dot1xAuthAuthReauthsWhileAuthenticated.
ile <port_num>
Authenticated
dot1xAuthAuthEapStartsw | RO dot1xAuthAuthEapStartsWhileAuthenticated.
hile <port_num>
Authenticated
dot1xAuthAuthEapLogoff | RO dot1xAuthAuthEaplLogoffWhileAuthenticated
While .<port_num>
Authenticated
dot1xAuthBackendRespon | RO dot1xAuthBackendResponses.<port_num>
ses
dot1xAuthBackendAccessC | RO dot1xAuthBackendAccessChallenges
hallenges .<port_num>
dot1xAuthBackendOtherR | RO dot1xAuthBackendOtherRequests
equests ToSupplicant.<port_num>
ToSupplicant
dot1xAuthBackendNonNak | RO dot1xAuthBackendNonNakResponses
Responses FromSupplicant.<port_num>
FromSupplicant
dot1xAuthBackendAuthSu | RO dot1xAuthBackendAuthSuccesses
ccesses <port_num>
dot1xAuthBackendAuthFail | RO dot1xAuthBackendAuthFails.<port_num>
s

5.6.dot1xAuthSessionStatsTable
MIB 7Y 10k PORX | #AlF e
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dot1xAuthSessionOctetsRx | RO dot1xAuthSessionOctetsRx.<port_num>
dot1xAuthSessionOctetsTx | RO dot1xAuthSessionOctetsTx.<port_num>
dot1xAuthSessionFramesR | RO dot1xAuthSessionFramesRx.<port_num>

X

dot1xAuthSessionFramesT | RO dot1xAuthSessionFramesTx.<port_num>

X

dot1xAuthSessionld RO dot1xAuthSessionld.<port_num>
dot1xAuthSessionAuthenti | RO dot1xAuthSessionAuthenticMethod.<port_num>
cMethod

dot1xAuthSessionTime RO dot1xAuthSessionTime.<port_num>
dot1xAuthSessionTerminat | RO dot1xAuthSessionTerminateCause.<port_num>
eCause

dot1xAuthSessionUserNam | RO dot1xAuthSessionUserName.<port_num>

e

6. RMON framework MIB (RFC2819)

6.1.etherStatsTable

MIB #7Y Tk~ IR Eivsl e

etherStatsindex RO etherStatsindex.<etherindex>
etherStatsDataSource R/C etherStatsDataSource.<etherIndex>
etherStatsDropEvents RO etherStatsDropEvents.<etherindex>
etherStatsOctets RO etherStatsOctets.<etherIndex>
etherStatsPkts RO etherStatsPkts.<etherIndex>
etherStatsBroadcastPkts RO etherStatsBroadcastPkts.<etherindex>
etherStatsMulticastPkts RO etherStatsMulticastPkts.etherIndex>
etherStatsCRCAlignErrors RO etherStatsCRCAlignErrors.<etherindex>
etherStatsUndersizePkts RO etherStatsUndersizePkts.<etherindex>
etherStatsOversizePkts RO etherStatsOversizePkts.<etherindex>
etherStatsFragments RO etherStatsFragments.<etherindex>
etherStatsJabbers RO etherStatsJabbers.<etherIndex>
etherStatsCollisions RO etherStatsCollisions.<etherIndex>
etherStatsPkts64Octets RO etherStatsPkts64Octets.<etherIndex>
etherStatsPkts65to01270ct | RO etherStatsPkts65to1270ctets.<etherindex>
ets

etherStatsPkts128t02550¢ | RO etherStatsPkts128t02550ctets.<etherindex>
tets

etherStatsPkts256t05110c¢ | RO etherStatsPkts256t05110ctets.<etherindex>
tets

etherStatsPkts512t010230 | RO etherStatsPkts512t010230ctets.<etherindex>
ctets

etherStatsPkts1024t01518 | RO etherStatsPkts1024to15180ctets.<etherIndex>
Octets

etherStatsOwner R/C etherStatsOwner.<etherIndex>
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etherStatsStatus

R/C

etherStatsStatus.<etherlndex>

7. SNMP framework MIB (RFC2571)

7.1.snmpFrameworkAdmin

MIB #7730k POBR | #3F e
usmNoAuthProtocol - (ObjectID: 1.3.6.1.6.3.10.1.1.1)
usmHMACMDS5AuthProtoc | - (ObjectID: 1.3.6.1.6.3.10.1.1.2)
|
SsmHMACSHAAuthProtoc - (ObjectID: 1.3.6.1.6.3.10.1.1.3)
ol
usmNoPrivProtocol - (ObjectID: 1.3.6.1.6.3.10.1.2.1)
usmDESPrivProtocol - (ObjectID: 1.3.6.1.6.3.10.1.2.2)
7.2.snmpEngine
MIB #7Y Tk PORZ | #AF e
snmpEnginelD RO snmpEnginelD.0
snmpEngineBoots RO snmpEngineBoots.0
snmpEngineTime RO snmpEngineTime.0
snmpEngineMaxMessageSi | RO snmpEngineMaxMessageSize.0
ze
8. SNMP MPD MIB (RFC2572)
8.1.
MIB #7Y 1T+ POBR | #5F i
snmpUnknownSecurityMo | RO snmpUnknownSecurityModels.0
dels
snmplnvalidMsgs RO snmplnvalidMsgs.0
snmpUnknownPDUHandler | RO snmpUnknownPDUHandlers.0
s
9. SNMP notification MIB (RFC2573n)
9.1.
MIB #7Y T+ POBRR | #AF e
snmpNotifyTag R/C snmpNotifyTag.notify
snmpNotifyType R/C snmpNotifyType.notify
snmpNotifyStorageType R/C snmpNotifyStorageType.notify
snmpNotifyRowStatus R/C snmpNotifyRowStatus.notify
10. SNMP target MIB (RFC2573t)
10.1.
MIB #7Y T+ POBRR | #AF e
snmpTargetSpinLock R/W snmpTargetSpinLock.0
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snmpTargetAddrTDomain R/C snmpTargetAddrTDomain.<snmp_host_name>
snmpTargetAddrTAddress | R/C snmpTargetAddrTAddress.<snmp_host_name>
snmpTargetAddrTimeout R/C snmpTargetAddrTimeout.<snmp_host_name>
snmpTargetAddrRetryCou | R/C snmpTargetAddrRetryCount.<snmp_host_name>
nt

snmpTargetAddrTagList R/C snmpTargetAddrTagList.<snmp_host_name>
snmpTargetAddrParams R/C snmpTargetAddrParams.<snmp_host_name>
snmpTargetAddrStorageTy | R/C snmpTargetAddrStorageType.<snmp_host_name
pe >

snmpTargetAddrRowStatu | R/C snmpTargetAddrRowStatus.<snmp_host_name>
s

snmpTargetParamsMPMod | R/C snmpTargetParamsMPModel.<snmp_host_name>
el

snmpTargetParamsSecurity | R/C snmpTargetParamsSecurityModel.<snmp_host_na
Model me>

snmpTargetParamsSecurity | R/C snmpTargetParamsSecurityName.<snmp_host_na
Name me>

snmpTargetParamsSecurity | R/C snmpTargetParamsSecurityLevel.<snmp_host_na
Level me>

snmpTargetParamsStorage | R/C snmpTargetParamsStorageType.<snmp_host_na
Type me>

snmpTargetParamsRowSta | R/C snmpTargetParamsRowsStatus.<snmp_host_name
tus >

snmpUnavailableContexts RO snmpUnavailableContexts.0
snmpUnknownContexts RO snmpUnknownContexts.0

11. SNMP USM MIB (RFC2574)

11.1. usmStats
MIB 7Y 10k POLR | #AlIF e
usmStatsUnsupportedSecL | RO usmStatsUnsupportedSecLevels.0
evels
usmStatsNotInTimeWindo | RO usmStatsNotInTimeWindows.0
ws
usmStatsUnknownUserNa RO usmStatsUnknownUserNames.0
mes
usmStatsUnknownEnginel | RO usmStatsUnknownEnginelDs.0
Ds
usmStatsWrongDigests RO usmStatsWrongDigests.O
usmStatsDecryptionErrors RO smStatsDecryptionErrors.0
11.2. usmUser
MIB #7Y 1Tk PIER A+ e
usmUserSpinLock R/W usmUserSpinLock.0
usmUserSecurityName RO usmUserSecurityName.<snmp_user_name>
usmUserCloneFrom R/C usmUserCloneFrom.<snmp_user_name>
usmUserAuthProtocol R/C usmUserAuthProtocol.<snmp_user_name>
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usmUserAuthKeyChange R/C usmUserAuthKeyChange.<snmp_user_name>
usmUserOwnAuthKeyChan | R/C usmUserOwnAuthKeyChange.<snmp_user_name
ge >

usmUserPrivProtocol R/C usmUserPrivProtocol.<snmp_user_name>
usmUserPrivKeyChange R/C usmUserPrivkeyChange.<snmp_user_name>
usmUserOwnPrivKeyChang | R/C usmUserOwnPrivKeyChange.<snmp_user_name>
e

usmUserPublic R/C usmUserPublic.<snmp_user_name>
usmUserStorageType R/C usmUserStorageType.<snmp_user_name>
usmUserStatus R/C usmUserStatus.<snmp_user_name>

12. SNMP VACM MIB (RFC2575)

12.1.
MIB 7Yk POBR | #EF e
vacmContextName RO vacmContextName.<snmp_group_name>
vacmGroupName R/C vacmGroupName.<snmp_group_name>
vacmSecurityToGroupStora | R/C vacmSecurityToGroupStorageType.<snmp_group
geType _hame>
vacmSecurityToGroupStatu | R/C vacmSecurityToGroupStatus.<snmp_group_name
s >
vacmAccessContextMatch R/C vacmAccessContextMatch.<snmp_group_name>
vacmAccessReadViewNam | R/C vacmAccessReadViewName.<snmp_group_name
e >
vacmAccessWriteViewNam | R/C vacmAccessWriteViewName.<snmp_group_name
e >
vacmAccessNotifyViewNa R/C vacmAccessNotifyViewName.<snmp_group_nam
me e>
vacmAccessStorageType R/C vacmAccessStorageType.<snmp_group_name>
vacmAccessStatus R/C vacmAccessStatus.<snmp_group_name>
12.2.vacmMIBViews
MIB 7Y 10k PORZ | #AF e
vacmViewSpinLock R/W vacmViewSpinLock.0
vacmViewTreeFamilyMask | R/C vacmViewTreeFamilyMask.<snmp_view_name>
vacmViewTreeFamilyType R/C vacmViewTreeFamilyType.<snmp_view_name>
vacmViewTreeFamilyStora | R/C vacmViewTreeFamilyStorageType.
geType <snmp_view_name>
vacmViewTreeFamilyStatus | R/C vacmViewTreeFamilyStatus.<snmp_view_name>
13. SNMP community (RFC2576)
13.1.
MIB 7Yk POLER | #ElF e
snmpCommunityName R/C snmpCommunityName.

<snmp_community_name>
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snmpCommunitySecurityN
ame

R/C

snmpCommunitySecurityName
.<snmp_community_name>

snmpCommunityContextEn | R/C snmpCommunityContextEnginelD
ginelD .<snmp_community_name>
snmpCommunityContextN | R/C snmpCommunityContextName
ame .<snmp_community_name>
snmpCommunityTransport | R/C snmpCommunityTransportTag
Tag .<snmp_community_name>
snmpCommunityStorageTy | R/C snmpCommunityStorageType
pe .<snmp_community_name>
snmpCommunityStatus R/C snmpCommunityStatus.
<snmp_community_name>
snmpTargetAddrTMask R/C snmpTargetAddrTMask.
<snmp_community_name>
snmpTargetAddrMMS R/C snmpTargetAddrMMS.
<snmp_community_name>
snmpTrapAddress Accessibl | snmpTrapAddress.0
e-for-noti
fy
snmpTrapCommunity Accessibl | snmpTrapCommunity.0
e-for-noti
fy
14. Traps
14.1.
rSYTOAB PORZ | #AF e
Cold Start
Link up/Down
Login Failure
Authentication Failure
mnoBusAccessErrorNotifica ObjectID:
tion 1.3.6.1.4.1.396.5.5.1.6
mnoloopDetection ObjectID:
1.3.6.1.4.1.396.5.5.2.1
mnolLoopRecovery ObjectID:
1.3.6.1.4.1.396.5.5.2.2
mnoDdmAlarmTrap ObjectID:
1.3.6.1.4.1.396.5.5.1.4.0.1
mnoDdmWarningTrap ObjectlD:

1.3.6.1.4.1.396.5.5.1.4.0.2
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